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Abstract

Computation and networking resources in mobile afgg environments are much
scarcer and more dynamic than in desktop operaimgronments. Mobile
applications can use adaptive computing to optirtheequality-of-service (QoS)
delivery based on dynamic contextual situationsizzly control models have been
successfully applied to various distributed netw@&S management systems.
However, existing models are either applicationesffre or limited to abstract
modeling and simple conceptual scenarios that ddake into account the overall
scalability of these models. Specifically, theganumber of QoS parameters in a
mobile operating environment causes the rule-eiphoproblem, in which an
exponential increase in the number of rules comedimgly increases the demand
for processing power to infer the rules. Hieracahifuzzy systems were
introduced to reduce the number of rules usingahddrical fuzzy control, in which
correlated linguistic variables are hierarchicatiferred and grouped into abstract
linguistic variables. In this thesis, we proposemabile QoS management
framework that uses a hierarchical fuzzy controldeioto support a highly
extensible and structured adaptation paradigm. Ppheposed framework
integrates several levels of QoS abstractions €édrirom user-perceived
requirements. It also maps these abstractionppoopriate QoS resources that
drive the development of mobile services that raitghe effects of varying mobile
environments.  This framework provides an optimalerall service by
synergistically balancing the QoS requirementssarsi and applications with the
dynamic allocation of resources and chaining ofises. Our proposal is novel in
that it looks at QoS from a holistic, systematiag gpragmatic perspective. This
thesis demonstrates the flexibility and efficienofy our QoS management
framework in adapting to different users, applmas, and platforms operating in

wireless environments that are characterized byuaymand constrained resources.
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Chapter 1

| ntroduction

Wireless mobile computing operates in a paradigrare/inesources (dimensions of
devices, power, CPU speed and memory) are notaomigtrained but are often not
reliably available or vary dynamically and as autesonnection may have high
service costs and error rates and suffer tempodisgonnections. System
designers have usually responded to such resoorwraint or quality of service
(QoS) challenges by simply compromising performancgually by operating
under the threshold of some presumed level of reesu But such protocols and
services, operating on a resources-stable, handgugiesed reservation scheme, i.e.,
“best effort” delivery networks based on a TCP/WBtpcol, are not suitable for
mobile environments as they do not allow any adaptaeither in the case of
deterioration or improvement in resource availépilor stability., Some
TCP/IP-based QoS mechanisms, such as diffServ §&iff08] and IntServ
[Evans07], do support differentiating and integrgtdifferent types of network
streams, but these mechanisms still require relgtistable fixed network

environments.

These traditional reservation-based QoS managenmeethanisms cannot
effectively deal with the scarcity and dynamic aéion of resources, such as abrupt
changes, that is characteristic of mobile enviramisie The focus of mobile QoS
management has thus shifted to providing adaptideagtimized mobile services
which provide augmented services and optimize paisoto match the available

resources and operating context of the networkr é@ample, a mobile Web
8



browser retrieving a graphic-rich Web site can #s middleware service to
progressively degrade the picture quality if ited$ a drastic drop in the bandwidth
availability. In this thesis, we identify and adds the challenges in mobile QoS
management and propose a QoS management framdwabdbpts a hierarchical
fuzzy control model [Raju9l] [Ronald98] to suppearthighly extensible and

structured adaptation paradigm.

1.1 Motivations

To optimize service delivery under constrained emunent, a primary objective of
mobile QoS management is to facilitate appropriasources allocation and, if
necessary, make tradeoffs between QoS parameféhg ultimate goal is to
maximize the user’s perceived quality of servicéhe following describes the
major difficulties in maximizing this perceived Qo$at is, in mobile QoS

management.

1.1.1 Wireless Network Connectivity

Mobile devices typically connect to the internea wireless links, which do not
offer either the capacity or stability of wired cattivity, notwithstanding the
higher bandwidth and lower error rates now beingovided by wireless
technologies like Bluetooth 2.0 [Bluetooth08], WiM#WiMax08] and IEEE

802.20 [MBWAOS8] The lower bandwidth of wirelessno@ctivity puts limits on

the quality of multimedia application, such as wdstreaming and video
conferencing as the QoS manager is required totia¢gaovith the application on a
minimum maintainable bandwidth while supportingdisvof prioritization and

error detection/correction for different packetdgmithin the same data stream and
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at the same time dealing with arbitrary wirelessnnaxtivity degradation.
Mobility can make wireless connectivity hard to mtain and this must be taken
into account in mobile QoS management. Base stdtendoff, for example,
when a mobile device accessing a wireless netwarkesifrom one base station to
another, can result in the suspension of netwoakiability. There has been a lot
of work on reducing this disruption [PahlavanO00af@pbell02], mostly focusing
on the network and data link layers. Bandwidthatamn, error rate variation, and
even temporary disconnection can be addresseddbyiag QoS adaptation and by
involving the application in the adaptation strgtegrhis would mean that rapid
but mild changes in the network resources woultddredled by an automated QoS
adaptation mechanism but drastic changes would deléd by the mobile
application, which would choose a strategy basedt®rexecution and usage
context. Similarly, improvements in network perf@ance must also be taken into
consideration so that a QoS management systembuauadtle to re-negotiate with
an application to use the newly available bandwifitr example, when a better
bandwidth situation is detected, a video streamaglication can change its codec
from high compression ratio- CPU intensive to matkercompression ratio less
CPU intensive, freeing up CPU cycles and lengtigettie battery life. This kind

of capability is not present in reservation-base® Qystems

1.1.2 System Limitation

Mobile devices are made to be portable; howevetapiity comes at the cost of
compromised functionality [Imielinski94] [Katz94]Dpvies96] and power.
PDA-sized handheld computers can now run Window®MXRheir processors are

limited by the limits of battery power., as are tiisplay size and resolution.
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Batteries are also stressed by wireless connaciitgelf, as using typical WiFi

connectivity can halve a PDAs power up time. Armefficient mobile QoS

management system should not only efficiently atecand utilize battery
resources but enable the mobile device to shiftqdais processing and networking
duties to the wired side. The QoS system mighd ptevide media transcoding
services that convert the media stream into diffefermats, such that the network
and CPU processing requirements for the mobilecgesould be minimized, and
optimal presentation quality can be achieved by thebile application.

Interestingly, transcoding services usually degsatlee media content in some
aspects, e.g. resolution, frame rate and claribyyaver it does not necessarily
degrade the presentation quality of the media, s§ameeat could even improves the
user-perceived presentation quality. E.g. stregmimpeg?2 video clip to a PDAs
unlikely to have a satisfactory playback qualitg, the bandwidth, jitter and
insufficient decoding speed of PDA is unable tackhaip with the requirement of
the streamed media; however, before streamingetoribbile device, if there is a
transcoding service that converts the stream basethe available bandwidth,
processing power and display capacity, a signiflgamproved presentation

quality can be realized.

1.1.3 Context Awareness

Context-awareness is another important issue fdsilm@perating environment.

The mobility of the mobile device causes variouarse grain changes to the
system, from lower level resource changes to hegklluser requirement changes.
E.g. a battery operated mobile device is docked astdocking device, such that

battery life is no longer a limitation. Anotherample could be that the screen
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brightness of a mobile device is tuned down whenuger moves from an outdoor
sunny area to an indoor, softly lighted area. €eagyain changes usually have
significant effect on mobile QoS, it is thus esgdnfior the QoS management
system to be able to capture these changes, aadldd¢o dynamically readjust it
QoS adaptation scheme accordingly, and communtbatehanges in context to

mobile applications.

1.1.4 Deducing Cost Functions and Formulating an Optimization M odel

Any QoS model that seeks to effectively manageiserand protocol adaptations
must integrate many QoS parameters from differ&sources, contexts and
operating systems. This makes it difficult to deslwcost functions that would
allow meaningful comparisons and, consequently, médate analytical
optimization model for mobile QoS management. Mplievices operating
across diverse environments are subject to sigmifigariation of three different
types. First, quantization levels and quantitateales may vary significantly
across different system resources. Even withirstimae resource type, different
benchmark and scale factors may be used to quantéggource. This can lead to
difficulties in producing appropriate scalings amadppings that would enable a
consistent interpretation of quality of resourceSecond, infrastructure support
will also significantly vary across different exdéiom contexts. Different
connectivity technologies may be employed acrosrdnt locations, the wireless
coverage area and density of nodes may vary, thguetation and networking
limitations imposed by different power saving madasd so on. Third, different
mobile devices will differ in their capabilitiesn iterms of processor speeds,

memory, storage, and operating systems, and im ofgs.
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1.1.5 Varying User and Application QoS Requirements

Under limited and varying resources conditionsfedént user can have very
different preferences towards the same applicaBan, a user listening streamed
audio would prefer better clarity, while anotheemusvould prefer shorter delay.
Likewise, a user’s preferences toward differentoglimy profiles of media of the
same application could be very different too, a.gser prefers high frame-rate in
watching sport video, but prefers high fidelity Vehiwatching travel video.
Moreover, even for the same application and theesaradia, user’s satisfaction
level on a specific QoS parameter is not propodiiosg. to the perception of many
users, the effect of a frame-rate increase frorrerie per second (fps) to 20 fps is
more significant than increasing frame-rate fromf@5to 30 fps. This makes it
difficult to predefine static adaptation rules oolipies that can continuously
optimize user-perceived QoS and implies an adaptagelection process that is
itself adaptive to changing user and applicatioquiements and mandates

personalized QoS profiles.

1.1.6 Balancingthe Use of Resourcesin a Responsive Adaptation M odel

While responsive adaptation is highly desirable,liimited computation resources
available in mobile environments and devices madkeecessary to make the
process of interpretation and adaptation resouift@emt. Pervasive computing

operating across diverse network domains and ctmtequires a mobile QoS
model that is able to uniformly represent the ddeerharacteristics of different QoS
parameters while being scalable in supporting cemphnd evolving QoS

requirements.
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1.2 Research Challenges

The current need of mobile and pervasive compusirigr a flexible and adaptive
mobile QoS management model that is able to unifomepresent the diverse
characteristics of different QoS parameters whéda@ scalable so as to support
complex and evolving QoS requirements. In theofeihg, we organized the
relevant real-world design problems in terms ofrfdistinct issuesabstraction
versus generality QoS mapping, policy configuration and application

involvement

Abstraction versus generality A high level of abstract modeling across all QoS
parameters is commonly applied in designing a gen@oS model that can
accommodate issues of variation, flexibility, sdlty and adaptability. However,
the mathematical complexity of such models can lealdss of generality when
they are applied to actual QoS parameters. Onother hand, reducing this
complexity by placing constraints on the numbe@of parameters to be modeled

presents scalability problems when increased numbawntexts is considered.

QoS mapping Mapping the current resource QoS parametersisadperceived
QoS parameters to an adaptation, has been propssadvay to obtain the most
favorable QoS profile as specified in the user application QoS requirements.
However, QoS mapping is not a trivial task as woimes the prediction of the
effects of adaptation options on the resource QaBarpeters and the
user-perceived QoS parameters under the currecugae context. Moreover,
many adaptation options are both discrete and bhasese ranges of application.

Take for example the situation in which an audioeaning application

14



experiences a 30% drop in bandwidth. It would dmal to have an adaptation
option that could cope with this by downsampling #udio stream from 16-bit to
11.2-bit. But such an ideal option would not noliynae available so the most
appropriate adaptation is to downsample to 8-fihis, however, would lower the
bandwidth requirement by 50% and result in undegushe available bandwidth.
Thus, an over-reactive adaptation mechanism castead of improving QoS,

produce oscillations that may further degrade QoS.

Policy configuration The configuration of QoS policies, the controles and
parameters that govern the adaptation decisionepspcare specified in usage
scenarios where one set of policies is associalitdavgpecific mobile application.
The QoS management system uses this set of pdiciesforce adaptation based
on the prescribed environment dynamics for the feapplication. However, in
real world situations and under various differimgpléication scenarios, a mobile
application may enlist differing QoS profiles. Fexample, a video streaming
application can have alternative profiles for videsing a range of other encoding
schemes and bit rates. Moreover, it is not uncomfopa user to change his/her
preferences and priorities regarding various aspaEfcQoS performance. Ideally,
a QoS policing framework should be dynamically réigurable to match changes

in user and application preferences during runtime.

Application involvement.Adaptation can take place either at the middlewsrer
or within the application. When it takes placetla® middleware layer, the
application is relieved of the need to monitor émeironment or make adaptation

decisions. This is an application-transparent@g@gn. The middleware provides

15



best effort adaptation to general mobile computamgl context information is
completely hidden from the application. The dragkbaf this approach is that it
significantly limits the amount of adaptation spaweailable to the QoS middleware
to optimize processing given that in the eventadiverse conditions, the
application itself is in the best position to mategtical decisions on operating

conditions and, hence, on the adaptation strategy.

1.3 Contributions

This thesis presents MobiPADS, a mobile QoS managéframework that adopts
a hierarchical fuzzy control model [Raju9l] [Ror#8d to support a highly
extensible and structured adaptation paradigm. hifgcturally, the MobiPADS
system uses edge proxies that are strategicalbgglalong communication paths
that may suffer from significant contextual changesl resource fluctuations.
This often involves deploying MobiPADS across wesd links to facilitate
adaptation processes that counteract the detriinefféats of contextual changes
and resource fluctuations. The proxy structureMabiPADS promotes rapid
deployment over existing Internet architecture withthe need to engage changes
to routing protocols or operating systems. In orde achieve optimal
user-perceived QoS, MobiPADS supports compositind eeconfiguration of
mobile services to mitigate the effects of adversdbile operating environments
and to support adaptation to dynamic QoS requirésneifhe major contributions

of MobiPADS are as follows:

Allows Service composition and reconfiguration Adaptive computing is

fundamental to MobiPADS approach to achieving agited optimized QoS
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delivery in the hostile operating environments. isTlequires service composition
and reconfiguration that can match the system dicgend optimize the QoS
perceived by user. To mitigate the effects of aslveconditions in a wireless
environment, MobiPADS configures services, calleobitets, as chained service
objects to provide augmented services and protomolthe underlying mobile
applications. Each mobilet provides a specific cfionality so a mixed
combination of mobilets is often composed to prevatided services that match
different QoS requirements and contextual enviramsie By adding and
removing mobilets, it is possible to dynamicallgaafigure service chains during
runtime to adapt to changes in QoS requirementsatigt operating environment.
Moreover, each mobilet can have a variety of maofesperation (profiles) to
support finer adaptation levels. This mobilet g@wmodel enables flexible QoS
support for rapid changing mobile environments,eeding from the system

resource level up to the user level.

Provides an extensible and comprehensive Hieraathfiwuzzy QoS Model.To
integrate various services requirements and spatidns across diverse entities
requires a model that unifies the representatiehcliaracteristics of diverse QoS
parameters. Because our QoS model forms a hiecal€oS graph directly, it is
able to incorporate and represent any QoS parargtéescribing its relationship
with other QoS parameters. Further, it also sugpthre addition of new QoS
parameters to the existing QoS hierarchy, such ttieatnumber and variety of
managed QoS parameters will not be bound by thginaili design. This also
supports the reuse of existing QoS policies arahallupdating of only the direct

parent node of the new QoS factor within the higrar This obviates the need to
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review all the QoS policies when new input is added

Allows meta-level QoS policy configuratiorOne of the challenges of regulating
and enforcing quality of service provisions in mekapplications is the need to
formulate robust policies that accurately captutd® requirements and
specifications of QoS. At the same time, they &hprovide a level of abstraction
that is intuitive, measurable and concise enougtdlp and guide resource
management. This is a particular advantage ofMie®iPADS approach. In
running a mobile application, it is not uncommoretwounter situations where the
operating contexts have changed to such a degaerdhreasonable adaptation can
be exercised without a change in underlying Qo&yol A unique contribution of
MobiPADS is the provision of meta-level adaptatiorechanisms to support
dynamic changes in user and application policyirequents at runtime. Both the
user and application can affect the QoS policy fimc#ying the desired priorities
and values of QoS parameters. The Membership Bmngtiaptation mechanism
automatically adapts the fuzzy membership functiorthese values while the Rule
Weight Adaptation mechanism dynamically changesuarrule weights to reflect
the changed priorities. A very important benefithas approach is that these two
mechanisms are abstracted to a level that reguir@sum input from the user or
application to select favorable QoS policies. Ehierno need for the user or the
application developer to understand and manipullage underlying low level

adaptation mechanisms.

Allows middleware-driven and application-participat adaptation. Adaptation

can be applied and exercised across two extrenotrspes; one relying solely on
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middleware and another where applications can dadeptation decisions.
MobiPADS supports flexible handling of adaptatioecidions that promote
synergized middleware-driven and application-pgréiton adaptation. From a
software engineering perspective, it is highly desde to separate the process of
adaptation to the middleware because it allows naoded handling of concerns
and frees application developer from having to makkaptation decisions.
However, this may result in the middleware makirp@ation decisions that
provide generalized configurations of services that to optimize QoS acrosd
applications. MobiPADS differs from this in thgtpdications are allowed some
level of participation in formulating the overalliiaptation policy so as to enable
underlying application or even the end user to pi®veflective adaptation of QoS
requirements under changing contextual environme@pecifically, applications
may participate in QoS parameter monitoring, Qo&ptation triggering, and QoS
policing through a set of Reflective APl. MobiPAP®Vvides a reflective API for
applications to inspect (through reflection) andattapt (through reification) the
behavior of the underlying system components, adi@pt rules, and actions.
While the dynamic adaptation of QoS middleware refleome degree of context
adaptation, there are nonetheless times when mappécations are in the best
position to make critical decisions about the opegacontext and the associated
adaptation strategy. For this reason, MobiPADiples the mobile application
with an extensive set of APIs and reflective irdeds. Through the meta-level
object representation of the internal event sysamigh service reconfiguration, a
mobile application can access the contextual inédion, service configuration,
QoS model and QoS policies of the QoS middleward,raodify these entities to

obtain optimal service provision from middleware.
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We have demonstrated the feasibility and efficiermdy MobiPADS through
extensive simulations and a prototype implementatio WinCE and shown that
MobiPADS is able to adapt to the dynamics in theeless environment by
selecting the best possible mobile service comiginatand maintain an optimal,
balanced user perceived QoS. The results also shatvthe mechanisms of
dynamic QoS policy configuration are effective. eTimiddleware is able to use
user/application supplied priorities and the prefgrvalues of QoS parameters to
dynamically redistribute the underlying resouraesupport the desired levels of
perceived QoS. Our prototype implementation shdkat the fuzzy based
inference and adaptation engine is compact enougthé computation, memory,
and battery limitations of a typical PDA devicen d typical usage setup consisting
of 32 QoS parameters and 775 QoS policies (fuzsyueach inference takes
about 0.5 second to execute with a 10-second drecutterval. The overall
battery life drops only by 8.4%, which is promisigven the benefits of the

adaptation capacity of MobiPADS.

1.4 Organization of Thesis

The rest of the thesis is organized as follows.apiér 2 describes the four main
stages in the operation of Q0S management of Adapechanisms. We follow

this by providing examples of a number of adaptmechanisms that are
well-suited to satisfying changing requirementsmtyruntime. We describe these
adaptive mechanisms and how they can be utilizeab&pt to the dynamic QoS

requirements of mobile operating environment.
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Chapter 3 presents an overview to the MobiPADS faigddre. In Chapter 4, we
illustrated and evaluated the hierarchical fuzzytcd model of MobiPADS.

Chapter 5 introduces the meta-level adaptation amsms for supporting
application participations of QoS management atiouar adaptation stages,
including membership function adaptation, imporeangeight adaptation and
computation reflection. Chapter 6 offers a compagareview of related work.

Finally, Chapter 7 concludes this thesis and oeglisome directions for future

work.
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Chapter 2

Background

In this chapter, we present an overview of a gen@aS management framework,
its essential components and their interactionartid@larly, we discuss the impact
of mobile environments on the design of various gonents of a generic QoS
management framework. Then, we exemplify a nunobadaptive mechanisms
that are well-suited for fulfilling changing reqgements during runtime. We look
into these adaptive mechanisms to see how theskamiems work and how they
can be utilized to adapt to the dynamic QoS requergs of mobile operating

environment.

2.1 QoS Management Framework

In this section, we first describe the flow of tloair main QoS activities, QoS
specification, QoS interpretation, admission cdntaiad QoS control and then in
the following subsections we consider this sameenst in greater detail,
explaining the interaction sequences of these iiesvat four layers of the
computational hierarchy, application level, middéew level, and system resource

level

Figure 2.1 shows the flow of concepts and corregpgnoperations. The QoS
specification stage uses an abstract representatio@oS requirements to
communicate to the lower level. The QoS intergi@tastage compiles the

high-level QoS representation and translates livier level QoS parameters that
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map and distribute the available resources of flstemn based on the desired
specifications and context so as to maximize th® @ailability under constrained
and varying contextual environments. Admissiontcgimas three tasks: to check
the QoS requirements against the available resoleosl; when needed, to

negotiate with the application; and, if the apgima is admitted, to reserve
resources. The final QoS activity is QoS conirolyhich system ensures that the
QoS provision and consumption parameters follow digeeement or, if the

parameters are violated, take action to adapt.

QoS Conceptual Fk)w/\
Admi: ion >
QoS Specification QoS Interpre Control > QoS Control

QoS Representation QoS Compilation QoS Negotiation QoS Maintainance

Resource

--<

Reservation

Figure 2.1 Flow of QoS Activities

2.1.1 QoSAbstractions

QoS abstractions are used to represent QoS reaerntsrat different system levels
so that there can be efficient communication betwt®se levels. These QoS
abstractions refer to requirements and parametérsevary level of the
computational hierarchy, from the user level downperating system and network
level. Figure 2.2 shows four layers of QoS absivadrom the user level through
to the system resource level. At the user levadysican specify parameters like
the responsiveness of the application, the preentguality of the media, and the

price that the user is willing to pay. At the apation level, an application can
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specify its bandwidth requirement, timeliness & placket transmission, reliability
and security requirements of the network chann&t.the middleware level, there
are QoS parameters that specify the usage of etyarfi middleware services, such
as filters, transcoders and different types of oetwchannels. At the system
resource level, there are QoS parameters that fgpémiv level resource

requirements, such as parameters of the TCP/lIBgqubstack, CPU clock cycle,

power consumption, and memory size.

User Level QoS

Responsiveness, Media
presentation quality, Price

==

Application Level QoS

Bandwidth, Timeliness,
Reliability, Security

<=

Middleware Level QoS

Filters, Transcoders, Buffers,
Channels

—

System Resource Level QoS

Network, CPU, Power, Momory

Figure 2.2 QoS Abstraction Layering from User Level to System Resource Level

2.1.2 QoS Interaction Overview

QoS management is comprised of a collection ofauting tasks that support QoS
provision at four levels. Figure 2.3 shows the Quoi®raction sequences in a
typical QoS management framework. Note that the fQoS processes — QoS
specification, QoS interpretation, admission cdrara QoS control --are involved
in activity sequences are each of the four laydrsalwstraction user level,

application level, middleware level, and systemouese level. The gray
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backgrounds indicate inter-level interactions. Tieite backgrounds indicate
processes that are intra-level activities. Theofelhg subsections explain the

interaction sequences in detail.

QoS Specification | QoS Interpretation : Admission Control QoS Control
( User
E GUI oriented ©< 'User alert
¥ =
L Map to application Avplication adaptati
Application @ level requirements pplication adaptation

S @
el i
QoS negotiation
QoS re-negotiation

™M oA 9

QoS monitoring

API oriented @)
Description language
Modeling language

Application alert

Map to service level ! .
. Resource reservation:  Qos maintenance
Middleware and resource level . . . .
requirements Service configuration QoS adaptation
q ®q> @ﬁ> QoS policing
®
Resource management
Resource monitoring

System
Resources

S

Figure 2.3 The Layered QoS Interaction Sequence

2.1.3 QoS Specification and Interpretation

The interaction sequences of QoS specificationimtedpretation are very closely
related and so here we consider them together. , Mefore an application is
started, a user’s preferences in relation QoS reménts are collated so as to
define the user’s quantitative and qualitative exai@on of the service provided by
the application under varying contextual environmeAt the application level,

the application then maps abstract user’'s prefeerto application specific
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requirements that may fulfill the required QoS. r Egwample, a video clarity level
required by the user can be translated into paes&r video resolution and color

depth at the application level.

The application then communicates its mapped QeS8ifgmations to a QoS-aware
middleware, which uses the specifications to mamageurces and services and
satisfy the requested Qo0S. This process can be itovarious ways, €.g. using
API oriented specifications, which have the flekipito allow the application to
change its specification, or using language parasglip decouple the specification
from application development. Language paradigamshe developed locally or
by extending existing standard languages, and careither declarative or
instructive. The middleware is tasked with mappimg QoS requirements to the
middleware services level and resource level requénts. These translated
middleware service requirements and resource reapaints will at later stages
form important parameters for decision making imrg admission control and

QoS management

2.1.4 Admission Control

Depending on the translated requirements and threrdly available services and
resources, the middleware can admit the applicatraonditionally or through a

process of QoS negotiation. This process takesflatween the application and
the middleware, which follows the QoS specificateond interpretation paradigm,
and the application is admitted once they agrem @pmutually acceptable QoS
specification. Upon admission, between the apptinaand the middleware make

a QoS agreement wherein the middleware has togumeficorresponding services
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and allocate sufficient resources. Service comfifon can be in two forms,

private service which pertains only to the admitéggblication or shared service
which applies to all suitable applications. Theick between the two forms is
based on the framework design, the QoS specifitadiod the characteristics of the
individual service, e.g. whether the data are dilarar whether there are any

privacy issues.

There are three types of resource allocation: tptete reservation, in which the
system attempts to reserve a guaranteed amouetotinces exclusively for the
application; 2) partial reservation, also known si&red or dynamic/adaptive
reservation. Partial reservation reserves onlpriign of guaranteed resources,
using statistical analysis and heuristics to eg@mature resource consumption
patterns but being mindful that it should be hidikgly that of the guaranteed QoS
level will be attained; 3) applying best effortlidery, which in fact means no

reservation is required at all. The best effoprapch does not try to reserve
resources but instead applies mechanisms to caatolirce consumption levels so

as to avoid or alleviate situations where resoax@elability is severely low.

2.1.5 QoS Control

Once the application is admitted and services amburces allocated, the
middleware has to manage the QoS provision levgl@oS consumption level so
that both the application and the middleware belsavas to avoid violation of the
QoS agreement during runtime. This involves amglyfour mechanisms:
monitoring, maintenance, adaptation, and policingThe purpose of QoS

maintenance is to maintain a level of resourcelalvidity and service performance
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that will support the QoS agreement. This is tgllycdone by turning service
parameters, e.g. adjusting the buffer size to miendelay and jitter in a data
stream. Qos adaptation can be regarded as a nym@met form of QoS
maintenance. It takes place when there is a sgnif change in the operating
environment that may severely affect the QoS pionidevel, so that the
middleware has to reconfigure itself to adapt te thanges. For example, the
network bandwidth may experience an abrupt declieasailability during a Web
browsing session, which significantly affects theemperceived response time.
On detecting such a situation, the middleware naert a text compression service
in between the data stream to reduce the data eohfnthe Web pages, which
reduces the response time but with the tradeothigher CPU usage for data
compression and de-compression. The purpose of@bSng is to ensure that
and enforce that the overall consumption levehiadcordance with follow the
agreed QoS if the resource consumption patterrmefapplication is violated
partially and temporarily. The available mechargsinclude throttling the
resource consumption, penalties on resource consumpand notifying the
violating application. QoS policing is importargdause it guarantees the fairness
of resource allocation among the applications migmin the same platform, and it
also prevents poorly behaved applications affectiveg execution of other well

behaved applications.

Resource monitoring and management refer to thééaméems that measure, report
and control the physical resources’ availabilitd @onsumption. Typical physical
resources include memory, storage, bandwidth and €lBck cycle. Resource

monitoring and management is the level that tradi@oS middleware focused on,
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where the attached applications have to specifyldhelevel QoS parameters.
The recent trend in QoS middleware is to suppayh hével application-oriented
QoS specification, as it is not necessary for thgnty of applications to be aware
of the low-level issues. Application developersildospend more effort on what
would be the desired QoS level, rather than thighiow to achieve the desired

QoS level.

In the event that the operating environment nodormgnforms to the limitations of
the QoS agreement, the middleware is responsiblediifying the application by
issuing an application alert.. The middleware shawtdissue such alerts unless the
middleware is unable to compensate for the effecthanges and their impact on
the application. Whether an application alersgied depends on the stability of
the operating environment and the effectivenes3a® management, but also on
the rigidness of the QoS agreement. Arigid Qa&eament is expensive as it will
trigger alerts more frequently for QoS sensitivplaations as well as degrading
the overall system performance, due to overheaddsdinced by the alert messaging
and interruptions of the application for alert hiamgl On the other hand, alerts
can also be used for middleware event notificatitmst the application can
subscribe to. The application can thereby be rawrare of the status of service
configurations, resource availability and consummtand adaptation behavior that

are regulated by the middleware.

Depending on the type of application alert beingt $eom the middleware, the
application may need to respond to do things tinopé its performance. If the

alert is a subscribed event update that is relgtimsignificant, e.g. battery level
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drops below 50%, then the application can useitiitsmation as a reference to
adjust its operation to reduce power consumptiag, ewitching off some
non-critical visual effects. If the alert is inding a violation of the QoS
agreement in that it is no longer attainable byrtiddleware, the application will
have to downgrade its QoS requirements and carra @S re-negotiation with
the middleware. If there is an abrupt and transamwngrading of the QoS
resulting in service changes and adaptation thaldgoush the user’s experience
below an acceptable service level, the applicatitarts and consults the user
through a user alert, informing .the user of theiation and requesting a
re-specification of the QoS preferences within ¢berently achievable ranges of

QoS parameters, taking us back to the beginnirigeoéntire process.

2.2 Adaptive M echanisms

In this section, we provide examples of a numbexdaiptive mechanisms that are
well-suited to satisfying changing requirementsmyiruntime. We describe how
these adaptive mechanisms work and how they catillzed to support adaptation

to the dynamic QoS requirements of mobile operatimgronments.

2.2.1 Aspect Oriented Programming (AOP)

Software engineers decompose software into smaifeme manageable and
comprehensible parts according to certain criterid‘concerns”, which might
include requirements, use cases, features, datetgies, and many other issues,
Concerns can range from high-level abstractioresdicurity and QoS to low-level
functionalities such as caching, and failure hargdli They can also be functional,

such as business logics, or non-functional, sucaivagability and compatibility.
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Some concerns, such as compatibility, usually cowth a few entities that handle
the 1/0O of the system, yet achieve good solidi9ther concerns, such as failure

handling, will interleave with many highly unreldtentities within the system.

Software developers manage software complexity fgylyeng the principle of
separation of concerns [Dijkstra76]. Programmiagguages support separation
of concerns by using different sections for specdythe data structure and the
operations that manipulate the data. Softwaregdess also separate concerns in
software design notations. UML [UMLO8] for exampfeovides different types
of diagrams for separately specifying structuratl danctional aspects of the

system. AOP separates concerns at the sourcdesae

Traditional object-oriented programming (OOP) capsuattributes and behaviors
of related entities in a class hierarchy. Howew@@QP faces difficulties when

capturing concerns that do not fit naturally intsilagle class hierarchy, or even a
composition of interrelated class hierarchies. cbmtrast, AOP supports the
addressing of crosscutting issues that affect mamelated entities, captures
attributes and behaviors of these issues in a néware layer, in which an aspect
module addresses a particular issue across clasgédterent domains within the

system, thus enhances the modularity of the sybtrond that of OOP.

AOP is not a replacement for OOP. Rather, it is alitional software
development technique that helps solve complexlpnad  Unlike OOP, which
has been well studied and practiced for many y&ees? is still young that lacks

formal rules in identifying and isolating an aspeds such, developers must rely
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on their own judgment to model the aspect effettivend carefully. A
fundamental principle in differentiating betweenddject-orient component and an

aspect is stated in an early aspect paper [Kic2d]ds/ Kiczales et al.:

“... a property that must be implemented is:

A component, if it can be cleanly encapsulated imgemeralized
procedure (i.e. object, method, procedure, APBy cleanly, we mean well
localized, and easily accessed and composed ass@ye Components
tend to be units of the system’s functional decaitipa, such as image filters,
bank accounts and GUI widgets.

An aspect, if it can not be cleanly encapsulatedaigeneralized
procedure. Aspects tend not to be units of thdesys functional
decomposition, but rather to be properties thaeetffthe performance or
semantics of the components in systemic ways. Heamf aspects include

memory access patterns and synchronization of cagrauobjects.”

Aspects providecrosscutting modularitythat cut across various objects of a
program. By writing a single aspect module, a tger can address a specific
concern that affects many parts of the progranherathan searching all over the
program to find and update the related parts. ehregal, AOP allows developers to
write code addressing crosscutting concerns ondeapply it on wherever place
needed within the program. References to an aspecidded at interest@mn
points which are specified by pointcout designator Specific code written to
address the aspect is calledeaivice An AOP complier can follow the references
and weave the advice into the appropriate locatiohghe program. AOP
eliminates a large amount of scattered code thditeades different concerns, so
that it is much easier to maintain and upgrade @gram. The following

subsections explore the essential elements of A@Eiftcally.

32



The manageability and extensibility of AOP is pautarly valuable for
configurable systems that crosscutting concernsenugka significant part of the
whole system. AOP provides an open and generarfage to nonfunctional
aspects. Aspect configuration can be controllati@anged at run-time with an
immediate effect on desired objects. AOP is atslispensable in supporting new
aspects such that it allows implementations ofsgpeet module to be dynamically

replaced in order to fulfill a new aspect configioa.

In the context of mobile middleware, traditionaljedi-oriented programming
techniques does not help much in managing nonfumati properties and
crosscutting issues of mobile services that arecoofined to a single mobile
service, but affect all the services within thereat service composition. In
particular, the adaptation mechanism for a speciiotext is not bounded to a
single service, but involves the whole service cositipn. When developing
mobile services, we can leverage AOP for weaving ¢hosscutting issues —
contextual changesn context adaptation. As shown in figure 4,a¢becept is to

define and supply a rich set of context-independeabile services that serves
different types of functionalities. Then, by usiA@QP, a mobile application can
inject any dimensions of new adaptation behaviots the mobile services, such
that the services serving the mobile applicatiom &lavays adapt precisely to the

changing environment.
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Mobile Services MaDa(ged by the Middleware

4 N
Transcoding Compression Rate Control Error Control
Aspect
+ attribute + attribute + attribute + attribute Synthesizer
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+ method () + method () + method () + method ()
+ method () + method () + method () + method ()
+ aspectMethod1 () | | +aspectMethod1 () | |+ aspectMethod1 () | |+ aspectMethod1 () CPU Utilization )
+ aspectMethod2 () | | + aspectMethod2 () | | + aspectMethod2 () | |+ aspectMethod2 () | Network Performan@ Crosscutting
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( + aspectMethod3 () | | + aspectMethod3 () | | + aspectMethod3 () | | + aspectMethods3 () Battery Level )
+ aspectMethod4 () | | + aspectMethod4 () | | + aspectMethod4 () | | + aspectMethod4 () Display )

Figure 2.4 Aspect Weaving of Crosscutting Concerns into Context-Independent Mobile

Services

2.2.2 Réflective Dynamic Adaptation

Computational reflectiofSmith84] is a unique approach to achieving adapta
and re-configuration in a mobile middleware systern general, computational
reflection is a computer process involving self-eam@ss. Just as with humans,
reflection depends on the capacity for independeasoning, and particularly,
reason about one's own processes. A reflectivgrano has the ability to
metaprogram [Cordy92] - it can write programs @elit Specifically, reflection
characteristic refers to the ability of a systemntonitor its computation and
possibly change the semantics of the way it isgoeréd. In other words, a
reflective middleware possesses the unique abtlitymodel itself through
self-representation, such that manipulation of behavior may be changed
through introspection and interception [Parlavantzas00]. In this case,
introspection refers to the ability of the systemmobserve and therefore reason
about its own state, while interception is the igbibf the system to modify its
own execution state or its own interpretation oameg. A middleware system

with self-representation is causally connected Hamges made to the
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self-representation directly affect the implemebotatof the middleware. The
opposite is true if changes to the middleware imeetation will change the

self-representation.

While the dynamic adaptation of QoS middleware refleome degree of context
adaptation, at times mobile applications are #tillthe best position to make
critical decisions on the operating context andcleehe adaptation strategy. For
this reason, it is desirable for a QoS middlewarprovide the mobile application
with an extensive set of APIs and reflective irdeds. Through the meta-level
object representation of the internal event systarmd service reconfiguration
mechanism, a mobile application can access theexta information, service
configuration and adaptation strategy of the Qo8dteware, and modify these

entities to obtain optimal service provision fronddieware.

2.2.3 Fuzzy Control for QoS M anagement

Fuzzy control has been successfully applied tamuarapplication-specific network
QoS management systems [Tsang98] [PitsillidesOfgouil95]. Fuzzy control
models [Li99] [Koliver02] have been formulated tddaess QoS management at
high levels of abstraction. These models are dédiithowever, to abstract
modeling and simple conceptual scenarios that db comsider the overall
scalability of the model. Specifically, an increasn the number of QoS
parameters not only leads to an exponential inereathe number of rules that an
area expert must input, it also requires more cdatfmnal resources to process
them. Another concern when applying fuzzy controimobile QoS management
systems is rule reusability. Studies have beer donapplying fuzzy control on

specific applications, such as video streaming rig88], flow control
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[Pitsillides97], and routing [Chemouil95]. Howeytre sets of fuzzy rules used in
these applications were very specific to their egponding scenarios. We would
have to use an entirely different set of fuzzy suta every new application. Even
modifying an existing application requirement todathput or output QoS

parameters would require a major revision of thérerset of fuzzy rules. This

issue significantly hinders the use of fuzzy contoo a mobile QoS management
system that is required to support evolving adapservices and to serve new

applications.

2.2.4 Hierarchical Fuzzy Control

Hierarchical fuzzy systems [Raju91] [Ronald98] hde=n introduced to reduce
the number of rules by hierarchically inferring agrduping correlated linguistic
variables into abstract linguistic variables foe thput of higher-level fuzzy rules.
A mobile QoS management system can leverage thrartinécal structuring of
fuzzy rules to decouple the interwoven inferenceusér satisfaction, resource
availability, service provision, and adaptationidens. Each of these categories
of parameter forms an independent fuzzy rule hobrgrso that changes in the
parameters in one category do not affect the fuales of other categories. Using
hierarchical fuzzy control also promotes the fumzg reusability of a mobile QoS
management system, in which only minimal changethefcorresponding rule
hierarchy are required to support new applicatiogstvices, and resource

parameters.

As an example of hierarchical fuzzy control, asstina there is a CPU intensive
mobile application that has a limited battery cafyalout must run for a certain

period. Adaptation decisions have to be made taniba four QoS parameters.
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Assuming that each parameter has five linguistices with a plain fuzzy rule
structure, the rule pattern is as follows:

I F (CPU_Performance is a;) AND (CPU Availability is b;) AND (Battery_Level is c¢;) AND
(Power _Conservation is d;) THEN (action e;). (1)

This fuzzy system must maintain as many ‘as 625 rules.

Alternatively, by using hierarchical fuzzy contrthie system can be modeled using
three rule bases:

|F(Battery_Level isc;) AND (Power_Conservationisd;) THEN(Battery Lifeisf;); (2)

IF (CPU_Performance is a) AND (CPU Availability is bj) THEN (CPU preferred is gi); (3)

IF (Battery Lifeis f;) AND(CPU preferredis g;) THEN (action e;). (4)

At most, there will be 5+ 5 + 5 = 75 rules to be built. As a result, the numifer o
rules to be managed and inferred is greatly redigedsing hierarchical fuzzy
control. Notably, hierarchical fuzzy control reégcthe maximum number of
possible adaptation actions froi 6 5. However, considering the significant
saving in the number of rules to be managed aretred, we believe that this
drawback is insignificant, as the reduced numbegyasisible adaptation actions is

still adequate for mobile QoS management.

Importantly, hierarchical fuzzy control naturallyopmotes the ease of managing
rule reusability by hierarchically grouping relat®dS parameters and expressing
their relationships through directed graph conmesti Changes in user and
application needs or even the addition of new Qax&ipeters only require changes
in the corresponding fuzzy rules of the affectdd tewel, rather than changes to all

of the rules as would be required in a flat fuzzlg rstructure. For example, if we
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have a new application that makes different demandsattery life, only the rules
of (4) will have to be modified. Using a flat fuzrmule structure, all of the rules in

(1) would have to be revised.

A potential difficulty of employing hierarchical fay control is the categorizing of
different variables, as not all input parametergehalear associations with other
input parameters. The inferred abstract linguistaziables must also have
physical meanings; otherwise, it would be impossital build the next level of
fuzzy rules using these abstract linguistic vagalals the input. Importantly, using
hierarchical fuzzy control for mobile QoS managemdoes not cause these
problems, since many low-level QoS parameters dosely related, which
provides us with the opportunities to model the @agameter as a tree structure.
Along with a well-designed hierarchy, each inferadxdtract linguistic variable can

have meaningful representations and is suitablmferring composite fuzzy rules.

2.3 Summary

In this chapter, we have illustrated the reseasdk@round for this thesis. Due to
the adverse effects bring by the dynamic charatiesi of mobile environment,
mobile QoS management is essential for mobile eaipdin to function efficiently.
These dynamic characteristics have various impactbe design of different QoS
processes of a mobile QoS management system. fi€agntly, the QoS adaption
process has become the major concern of Mobile tQaanage the system and
environmental dynamics. We have looked into défgradaptive mechanisms to
study how these mechanisms can be utilized to stga adaptation in mobile
environment.
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Chapter 3
MobiPADS. A QoS Middleware for

Context-aware for M obile Computing

An important requirement of a middleware systensupport mobile computing
applications is the provision of a highly configblen and adaptive execution
environment that dynamically reacts to changes perating context. This
requirement translates to the need for middlewarerganize and implement its
system components as a collection of servicesdhathighly configurable and
robust enough to enable the system itself to rasporthe varying conditions in
the environment. In addition, mobile applicatioase presented with open
programming interfaces to enable application imgeasion and, if required, to

re-configure the underlying services to adapt @nges in the environment.

In this chapter, we introduce thobile Platform for Actively Deployable

Service (MobiPADS) system. MOobiPADS is designedstipport context-aware
processing by providing an executing platform talda re-configuration of the
service mix in response to an environment wherecthr@ext varies. Unlike

most mobile middleware, MobiPADS supports dynandapation at both the
middleware and application layers to provide fléxibonfiguration of resources
to optimize the operations of mobile application8Vithin the MobiPADS system,
services (known as mobilets) are configured asngtbservice objects to provide
augmented services and protocols to the underlyiogile applications so as to

alleviate the adverse conditions of a wirelessremment.
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3.1 TheMobiPADS Framework

Figure 3.1 shows the MobiPADS system architectufe.is composed of two
agents: a MobiPADS server at the wired network andobiPADS client at a
mobile device attached to the Internet through lkes® or cellular networks. The
two agents marshal the traffic over the wirelesk land provide an optimal
operating environment for mobile applications. ThebiPADS server is located
at or close to the network of the wireless accesstpto which the mobile device
is connected. The MobiPADS server is designedippart multiple MobiPADS
clients and is responsible for most of the optimiacza computations. The
MobiPADS client is an intermediary that providescanprehensive set of network
and system services for mobile applications. Thesevices enable ease of
introduction of context-awareness and adaptatiomfobile applications, so that

the mobile application can adaptively react to iragycontext environments.

Each MobiPADS agent is composed of two parts: yis¢esn components and the
MobiPADS service space. The system componentsge@ssential services for
the reconfiguration and management of user sempa@es — the mobilet pairs,
which form the units of service for execution undeMobiPADS environment.
The system components also provide common fasilihiat serve mobilets, which
in turn provide value-added services to the wilenvironment. These

mobilets can be added, updated and removed dynliynica

In the MobiPADS service space, a series of mobitetsnked together to form a
processing chain the service chainwhich allows mobile applications to benefit

from the aggregated functionalities of a collectaimmobilets. Mobilets access
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the services of the system components though theilehoAPI, which also

provides interfaces to allow the system compondotscommunicate and
configure the mobilets. To monitor the contextehlanges, the MobiPADS
employs composable event objects that report amyegtual change to entities
that subscribe to them. The composition of eveats be initiated at start-up
time, and also allows runtime modification of theet compositions. At the top
level of the service space, there is a set of robjeets that reflects the
configuration of the composite events and serviwdrg as well as the adaptation
policies. Both the middleware and the mobile aggtion can use the
meta-objects to inspect and reconfigure the evempositions and service chain

when adaptation is needed.

Mobile Application
on the Mobile Node

MobiPADS API

Wired Internet

MobiPADS MobiPADS
Server Client Reflection
MobiPADS Service Space MobiPADS Service Space@
Meta-Level Representation Meta-Level Representation
Meta Meta\ /Meta Meta Meta Meta\ /Meta Meta
Objec Objecy/ \Objec Objec Objec Object/ \Obje Objec

Service Chain

Contextual Event

=

Configuration Configuration Event
Manager Manager Register
Service Service
Directory Directory
S_ervu_:e Channel L Channel S_ervi_ce
Migration Service — Service Migration
Manager_AyobiPADS ; MobiPADS\,_Manager

System Components H System Components

Wired Envir t Wirelebs Link Wireless Environment

Figure 3.1 The MobiPADS System Architecture
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3.2 Mobilet Service Mode€

A Mobilet is a service entity that can be downlahdpushed or migrated to a
MobiPADS platform for execution within an environmie Mobilets are named
after applets, which are active codes executediwltfeb browsers. Mobilets

are active mobile codes that run within the MobiFA&nhvironment.

Mobilets exist in pairs: a master mobilet residesha MobiPADS client and a
slave mobilet resides at the MobiPADS server. & pamobilets cooperates to
provide a specific service. A typical case wouddfor a slave mobilet to share
the majority of processing burden. A master mabiistructs the slave mobilet

on what actions to take and presents the procesgpdt to the MobiPADS client.

The mobilets are chained together on the clieng ispecified order, and the
corresponding peer mobilets are chained togethea inested order on the
server-side. The service chaining model of mobitpports a general service
composition paradigm that enables the utmost flltyibin deploying service

aggregation while providing ease of re-configumatin response to the varying
characteristics of a wireless environment. A cstesit synchronization and data
flow model can be established through the abstmcif channel objects and the

employment of data encapsulation between services.

In order to support a robust service configuratedhmobilets can be dynamically
deployed across a MobiPADS client and server. themowords, it is possible for
a mobile node to carry with it relevant mobilets iagravels across foreign

domains. As the need arises, mobilets from thentlican be dynamically
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pushed to a MobiPADS server and configured to dparaa coordinated manner.
Conversely, it is possible for a MobiPADS server gash mobilets to a

MobiPADS client to actively install new servicesdperate across a wireless link.

3.3 System Components

The components of the MobiPADS system are briedlycdbed as follows:

Configuration ManagerThe configuration manager is responsible for tiajog
the connection between the client and the servérlso has a service controller

for initializing, interconnecting and managing thebilets.

Hierarchical Fuzzy Inference EnginesThese engines give generalized
hierarchical representations — call€@bS factors which captures the overall

operating environment and user perceived qualityeo¥ice. These QoS factors
are cascaded and further inferred to decide thertapce of QoS factors that are

critical to the current application and operatiogtext.

Reconfiguration EngineThe reconfiguration engine matches the importance
values of the QoS factors with the mobile profilessich that the optimal

combination of mobilets can be discovered and sadigfor reconfiguration.

Service Migration ManagerThe service migration manager manages the process
of importing and exporting mobilets between the MADS server and the
MobiPADS client. It also cooperates with the seevilirectory to activate, store
and keep track of the changes made to the actidets
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Service directory The service directory records all the known metb8ervice
types. The object codes are stored in a servipesi®ry, which is used for

service activation and service migration.

Channel Service The channel service provides virtual channels ctvhthe

mobilets use to communicate. Instead of openipgusgée TCP connections for
each message, messages are multiplexed into & sagistent TCP connection,
which then eliminates the overheads of opening hW€®R connections and avoids

the slow-start effect on overall throughput [Lilgrg95].

3.4 Dynamic Service Reconfiguration

To adapt dynamically to changes in an environmd&tabiPADS employs the

environment monitor and event system to monitor aathmunicate changes.
After changes have been detected, the MobiPADSesystan respond in two
ways. The first way it can respond is by recomiiggi the current service chain.
By adding and removing mobilets within the servat&in, the optimum set of
mobilets can be selected based on the constramashement. The second way
it can respond is by communicating the changekerenvironment to each of the
mobilets so that they can readjust their serviaipion to adapt to the mobile

environment.

3.4.1 ServicePolicies

Figure 3.2 shows the conceptual initialization gahares of the service chain.
When a MobiPADS client starts executing, the serviontroller (of the

configuration manager) invokes the profile parsehich will then load and
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process the system profile from which the defaudtarchain and a number of
alternative meta-chains are created. The list efarchains is returned to the
service controller, which will then deploy the detaservice chain and the event
monitors of the meta-chains. Each meta-chain tschéd to an environment
monitor, which regulates the time and conditionst tlletermine when the
reconfiguration is to take place. When all of tbenditions of a specific

environment monitor are fulfilled, the corresporglimeta-chain will be reflected

onto the current service chain, and reconfiguratidhtake place.

3.4.2 Service Chain Reconfiguration

Service chain reconfiguration takes place whenctirgext environment changes
to a state that fulfills all of the conditions ofpecific environment monitor. The
corresponding meta-chain will then be reflectecbdhe current service chain to
best adapt to the changes. Figure 3.3 shows theegures of service chain
reconfiguration when an environment monitenvMonitor_Cis qualified for
reconfiguration. First, the eligible meta-chainliviie compared to the active
meta-chain (of the current service chain), so #hlit of instructions is generated
to perform the actual operations needed for reganfig the current service chain.
As shown in Figure 3.3, the active meta-chain giasifmNodes_AmNodes B
and mNodes_Cwhile the new meta-chain consistsroNode B mNode_Cand
mNode_D The configuration manager compares each mNodéenactive
meta-chain to the new meta-chain, and any unmatchsdde in the active
meta-chain will be marked for deletion. In thiseathemNode A is not found
in the new meta chain, thus the instructremove(A)is generated. After all

mNode in the active meta-chain are compared, a suspengistruction
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suspendAll()is added. Then the comparison is repeated buwrged: Each
mNodein the new meta-chain is compared to the activéarokain, and any
unmatched mNode in the new meta-chain will be marked for addition.
Subsequently, the instructionsert(D, 2)is generated, where the argumans
the insert index position in the current servicaicoh Last, the list of the
instructions is passed to the service controllenvhich the actual service chain

reconfiguration operations are carried out.

Service
Controller

Initial Service Chain

Mobilet A Mobilet B Mobilet C

List of meta-chains with monitors attached

Default Meta-Chain

Cj mNode A [ mNode B [ mNode C @)
()
Cj mNode 8 [ mNode C [ mNode D @)
Cj mNode C [ mNode D | mNode £ @)

Parser

3
System
Profile

Figure 3.2 Establishment Of The Meta-Chains And Initial Service Chain

Meta-Chain of Current Service Chain

Q mNode A Q mNode B Q mNode C D)
Comparisonz

Conditions fulfilled

Q mNode B Q mNode C Q mNode D @)

Instruction List:
remove (A);

suspendAll();
insert (D, 2);

Current Service Chain

G Mobilet A @ Mobilet B E::] Mobilet C @}
G @ @ Reconfiguration

New Service Chain

[G Mobilet B @ Mobilet C E::] Mobilet D @}

Figure 3.3 Service Reconfiguration Process

3.4.3 Mobilet Reconfiguration

Simply adding or removing mobilets within the seevchain is not a sufficiently
adaptive response to changes in a wireless enveonm To allow a finer-

grained adaptation, the MobiPADS programming platfoshould allow
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reconfiguration at the level of individual mobiletsTo develop a reconfigurable
mobilet, the service object can leverage and dyoaligiextend the event system
and environment monitor. In particular, the mabgan subscribe to an event
and allow it to react to the event messages bystdgiits internal parameters to
best adapt to the changes in the environment. etessary, the mobilet may
change the subscription &nvMonitorto adapt to the changing requirements of
context monitoring. An example is an image tradgog® mobilet that provides
different levels for the compression ratio. It case a different compression
ratio based on the reported bandwidth from an esgentce that monitors the
bandwidth. However, it is not desirable to have tmobilet adapt to the
contextual changes implicitly. Rather, a set okrapon modes should be
defined, which will allow external entities to oviele the adaptation logic of the

mobilet, and enforce a specific mode of operation.

3.5 Adaptation Mechanisms

In order to answer the call for multi-dimensiondbaptation needs raised by the
diversity and dynamics of operating environmentspbie devices, users,
applications and usage scenarios (see Table 1)jPABIS has introduced five
layers of adaptation mechanisms that flexibly supadaptation needs at different

service layers.

QoS Factor Hierarchy Extension allows the addition of new QoS dimensions to
the existing QoS factor hierarchy, such that thelmer and variety of managed
QoS parameters will not be bound by the originadigle Importantly, this

mechanism is designed to cause minimum disruptiadhé entire fuzzy rule base
47



but to update only the direct parent node of thve @eS factor within the hierarchy.

This obviates the effort required for a non-hienaral fuzzy rule base to review the

whole rule base when new input is added.

Table 3.1 Five Layers of Adaptation Mechanisms

Mechanism Objective Service Layer Operation
QpS Factor gﬁéﬁ%lgﬁg tS(t)r? o Middleware Addir]g and changing the fuzzy rules of
Hierarchy existing QoS Factor initialization the direct parent node of the new QoS
Extension hi factor within the hierarchy
ierarchy
Membership | Adapting to the Service session Adjusting the membership functions of
Function specifications on initialization during | the linguistic values of the concerned
Adaptation |individual QoS factors | application startup, | QoS factors
Importance |Adapting to the and Changing the importance weights of
Weight specifications on overall | run-time response | different concerned QoS factors to reflect
Reflection | Adaptation | QoS factor priorities to user's adjustment | the user and application specific priorities
Adapting to the system ,
I(::Lc;f\zt)r,ol dynamips and Eetilétggt;eniponse Selecting the optimal set of service
Output optimizing the QoS dynamics profiles
perceived by user
Allowing applications to Providing Reflective API for applications
access control states | Application initiated | to inspect (through reflection) and to
and adaptation real-time meta-level | adapt (through reification) the behavior of
behaviors through adaptation the underlying system components,
meta-representations adaptation rules and actions

Member ship Function Adaptation allows ad-hoc adaptation to the specifications

of a new application.

This is done by dynamicaljjusting the membership

functions of the linguistic values of the involv@bS factors. Traditionally, each

set of application specification requires a custoade set of fuzzy membership

functions and fuzzy rule base to support the speeipplication requirements.

However, it is undesirable for an application tedfy its own set of membership

functions and fuzzy rules, which are too low-lesadl fuzzy domain specific for

typical application developers to handle.

The mersibip function adaptation

mechanism is much simpler that it automaticallypasiahe fuzzy membership

functions of concerned QoS factors to the desiceohdilations specified by user

and application.
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Importance Weight Adaptation supports ad-hoc user based QoS specification.
Based on a similar requirement as in Membershipckam Adaptation, this
mechanism tries to avoid a redesign of the fuzay base and fuzzy membership
functions when a set of new user requirements haeyged. This is done by
dynamically changing the importance weights ofedeht QoS factors to reflect the

priorities of different QoS factors as specifiedhe user requirements.

Fuzzy Control Output adapts to the system dynamics and optimizing th8& Q
perceived by user. This mechanism responds teytslem dynamics in real-time

by selecting the optimal set of service profiledquiically.

Reflection provides Reflective API for applications to inspébrough reflection)
and to adapt (through reification) the behavior tbe underlying system
components, adaptation rules and actions. Whdealtiamic adaptation of QoS
middleware offers some degree of context adaptaiptimes mobile applications
are still in the best position to make critical dams on the operating context and
hence the adaptation strategy. For this reasas diesirable for a middleware to
provide the mobile application with an extensivé e€ APIs and reflective
interfaces. Through the meta-level object repriedem of the internal event
system and service reconfiguration mechanism, alenapplication can access the
contextual information, service configuration andaptation strategy of the

middleware, and modify these entities to obtainmak service provision.

Chapter 4 will describe thextension of QoS factor hierarctand fuzzy control

outputand Chapter 5 will presembembership function adaptatiorule weight
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adaptationandreflection

3.6 Summary

The growing importance of mobile computing has givise to a need to re-visit
the design requirements of future middleware toecefih the diverse challenges
of operating over a dynamic context. The fundam@leassumption of a static
operating environment, which resulted in a mondithiolack-box” approach to
implementing existing middleware, is invalidated & mobile computing
environment. An important requirement in the folation of a context-aware
middleware is the need to devise suitable contr@chmnisms that allow
applications to directly participate in resourceaptdtion in response to the
dynamic operating environment. In this chapter,hage presented the overall
architectural design of the MobiPADS system. ThebWADS represents a
reflective-based mobile middleware that is designedsupport the dynamic
reconfiguration of augmented services for mobilenpating. The underlying
MobiPADS is implemented as a collection of actieevice entities, known as a
mobilets, which are constructed as a series of ifiwenservices that form a
service-chain composition. The reflective modebviles meta-interfaces for
applications to directly participate in computatiadaptation in response to the
changing context. Through the meta-level objeptrasentation of the internal
event system and service reconfiguration mechanssmobile application can
access contextual information, the service conéiian and adaptation strategy of
MobiPADS, and examine and modify these entitiesoldain optimal service

provision from the MobiPADS.
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Chapter 4 Mobile QoS Management Based on

Hierarchical Fuzzy Control

The control model of a fuzzy control system is tgly modeled by domain
experts. Our proposed fuzzy QoS organizes the hioidea hierarchical control
granularity.  This management framework reduces dffert that mobile
application developers would otherwise have to pud understanding and
controlling every detail of the contextual enviragmh A mobile application
developer using this framework need be aware dntpotextual details down to a
level sufficient for making adaptation decision$his obviates the need to manage
low-level contextual parameters. The hierarchiicaty control model supports a
systematic approach that helps application devetomasily specify desired
adaptation policies. This model can also effidigritexibly, and accurately map
these application specifications into the adaptabiehaviors of the management

framework.

4.1 TheHierarchical Fuzzy Control Model

Figure 4.1 provides an overview of the hierarchfaaky control model. Unlike

typical fuzzy systems, which usually have onlyregk inference engine, our model
is composed of three fuzzy inference engines aed@tonfiguration engine, each
with its own basic set of fuzzy rules. When thesea large number of QoS
parameters, the fuzzy rule hierarchy can greatlyce the number of fuzzy rules to

be managed and inferred, thereby avoiding theexg¢osion problem.
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Figure 4.1 Control Flow of the Hierarchical Fuzzy Control Model

The hierarchical fuzzy control model contains foare engines. Theontextual
inference enginén the upper left of Figure 4.1 is responsible poocessing and
summarizing contextual information. It providegeneralized representation of
the overall operating environment in terms of axgtcontextual factors such as
CPU avalilability, battery level and network delaylhe user-based inference
enginein the lower left handles the user satisfactiootdes, generalizing the
overall user satisfaction in terms of abstract saéisfaction factors such as cost of
network connection fee, media fidelity and mediesosthness. Theadaptation
inference enginan the middle is responsible for inferring a setasfaptation
importance values based on the abstract userasdiest factors and the abstract
contextual factors. These importance values desgriorities of different aspects

of the middleware services that need adaptatiohe r@configuration enginen
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the right reacts to the adaptation objectives bgméguring the service chain while

preserving overall user’s satisfaction and resoaorsumption.

The QoS management framework is designed to suppotéxt-aware processing
by providing an executing platform to enable molskervices to be actively
deployed and reconfigured in response to an envieorht where the context varies.
To alleviate the adverse conditions of a wirelesgirenment, services (called
mobilets) are configured as chained service objgctservice chain) to provide
augmented services and protocols to the underlgogile applications. Each
mobilet provides a specific functionality. Diffettecombinations of mobilets are
chosen to fulfill different QoS requirements and doit different contextual
environments. Service chains can be reconfigurathg runtime to adapt to
changes in QoS requirements and to the operatingo@ament by adding and
removing mobilets. Moreover, each mobilet can haargous modes of operation
(profiles) to support finer adaptation levels, thetails of which are discussed in
Section 4.3.2. The mobilet service model enables @upport for mobile

environments, extending from the system resouncs lep to the user level.

In order to support reusability and scalabilitysiessential for the control model to
achieve a separation of concerns that would deeodjfferent aspects of the
system. This would allow the rules of individuale bases to be created and
updated independently during different phases ekldgpment without causing
interference between rule bases and without regumvisions to the rules of other
rule bases. New applications are supported thrthughuntime service adaptation

of the QoS factors — namely — the contextual factord user satisfaction factors.
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New mobilets can be added to the system withoutdleel to revise other fuzzy rule
bases or the profiles of other mobilets. This glesillows the QoS management
framework to be flexibly customized to adapt to ttie&racteristics of different

mobile devices.

4.2 Hierarchical Inference Engines

This section describes in detail the composition coimponents and their
interactions in the fuzzy control hierarchy. Thesenponents drive the inference

engines described in Section 4.1.

4.2.1 Resource-oriented QoS Parameters

To support a specific application, a number ofaystesource QoS parameters are
involved. Each represents a measured value ofsauree type. The set of
resource parameters is denoted by:

E={en e, ....e} )
wherep is the number of parameters involved. Exampleshefe parameters
might be network delay, CPU utilization, and battéfe. To avoid extreme
dynamicity of the resource parameters, preprocgssiould be applied to control
the update frequency, unit conversion, and caltmatdf the raw measured value.
This will ensure that the primitive resource partargerepresent normalized values
associated with the corresponding aspects. Fomgbea raw CPU utilization
measurements can be as precise as the numberugfietcCPU cycles within the
period of 1 ms. However, it would be more apprafgrito normalize this raw
measurement to a percentage scale and updaterit sgeond, and input this

information to the control model. For simplicitye assume that all parameters in
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E of the model have been preprocessed and normalized

4.2.2 Contextual QoS Factors

Contextual QoS factors are direct or recursive ificaions of the resource QoS
parameters, which act as input fuzzy variableshto Hierarchical fuzzy control
model. The set of contextual factors that areveeieto supporting the application
is denoted by:

C={c,C ...,C |r=p}. (6)
The setC consists of two subset€; and C,. The subseC; holds primitive
contextual QoS factomsnd it is denoted by:

Ci={cy, Ca ..., Cp}s (7
whose elements; are a direct fuzzification of the correspondieagn E. The
subseC; is comprised oébstract contextual QoS factoasd it is denoted by:

Co = {Cp+1, Cps2, ..., Ci}, (8)
which are generated from the nested fuzzificatioelements in € G, represents
high-level descriptions of the contextual enviromme For example, “battery life
is good” or “network performance is poor.”

As shown in Figure 4.2, we organize contextualnmiation of different levels of
abstraction into a tree hierarchy. Fuzzy ruleshim contextual rule base can be
defined using both primitive contextual factors a$tract contextual factors as

input linguistic variables. For example,

| F(Battery_Level is normal) AND (Power _Conservation is good) THEN (Battery Life is good);

I F (CPU_Availability is normal) AND (Battery Life is poor) THEN (CPU Preferred i s poor).
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Figure 4.2 Contextual QoS Factor Hierarchy

4.2.3 User-oriented QoS Parameters

Typical mobile application users are not concerabdut the low-level resource
parameters or the contextual factors. They areemed with what they can
perceive about the performance of the applicatiderims of quantifiable quality of
service, for example, responsiveness, smoothnesssclarity. To define these
abstract concepts, however, we need to obtain etaser-oriented measurable
QoS parameters. The set of concerned user-ori€a&dparameters in a specific
application is denoted by:

U = {uy, Uy, ..., Ug}. (9)
Each parameter represents a measured value ofrdtiyei user-oriented QoS
parameter, wherg is the number of parameters. Examples are réso|utame

rate, and air-time charge per minute.

4.2.4 User satisfaction QoS Factors

Like contextual QoS factors, user’s satisfactiors@actors are the fuzzy variables
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that directly or recursively fuzzify user-orient€bS parameters, as shown in
Figure 4.3. The set of user satisfaction QoS faddenoted by:

S={s, % ...s|t=q} (10)
Similarly, S={S;, S;}. The subse§; is defined aprimitive user satisfaction QoS
factorsthat are the fuzzification of the correspondsniop U, which is denoted by:
Si={s % ., S (11)

The subse§, consists ofibstract user satisfaction QoS factdhat represent the
high-level user satisfaction factors. It is dexdbg:

S = {sq+1, Sge2s ---» S (12)
Examples of abstract user satisfaction QoS faatoght be media presentation
quality and application availability. Like the dewrtual rule base, the user
satisfaction rule base contains fuzzy rules theatafined with the user satisfaction

factors of both and . For example,

I F (Transmi ssi on_Responsi veness is poor) THEN (Responsiveness i s poor);
I F (Synchronizationis normal) AND (Fidelity is good) AND ( Smoot hness i s normal) AND

(Responsi veness is good) THEN (Quality is good).
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Figure 4.3 User Satisfaction QoS Factor Hierarchy
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4.25 Adaptation Importance

The adaptation inference engine will make use efuber satisfaction factors and
contextual factors to deduce a setadfptation importance valugsr the next
service reconfiguration cycle. The fuzzy rulesha adaptation rule base seek to
determine the user satisfaction factors that magdriee most improvement, and
the extent to which the user satisfaction factdrsukd be improved given the
current contextual situation. Such decision outigutepresented by a list of
relative importance values of each QoS factor, whasage for adaptation will be

further discussed in Section 4.4.2 and exemplifietable 4.2 of Section 4.5.

4.3 Mobilets

In the QoS management framework, a mobilet is @@= Object that performs a
single task. A number of mobilets are selectedotmn a service chain that
provides an integrated set of services to the raapblication. Each mobilet can
have a number of operational modes, denoted byleta®rvice profiles, which
clearly describe the usages, the usable situatamusthe impact of the each of the

operational modes.

431 Mobilet Service

LetM = {my, my, ..., m} be the set of mobilet services that can be usesipport
the application, whereis the total number of mobilets in the set.

A mobilet is characterized by a collection of thhisés: input types, output types,
and service profiles:

m = {IN(m), OUT(m), F(m)}. (13)
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The input and output types are used for matchiegothject types to support the
application requirements. Each mobilet can suppuittiple input and output

types. For example, a mobilet accepts raw AVl @iftemat as input and produces
H.264 video as output. A mobilet chain templategénerated to specify the
mapping of compatible mobilets to be selected amaned, while ensuring that

input and output types between the connecting ratsbdre fully compatible.

432 Mobilet ServiceProfile

A mobilet service profile represents a mode of apen that the mobilet can
support, e.g. a compression mobilet can have a muari speed profile, a
maximum compression profile, and a balanced profildhe set of profiles of the
mobiletm can be denoted by:

F(m) = {f% £, ..., £"O i o[ v}, (14)
whereh(i) is the total number of profiles ot. The reconfiguration engine selects
a list of profiles fromF(M) as its output, which optimizes the QoS and resurc
usage under the current operating context. Theubutf the reconfiguration
engine is denoted by:

FopimizdM) = {f5 T, ..., f& | Ia<f<&v, ad[1,h(a)], bO[1,h(B)], dO[1,h(I]}.  (15)

A profile is denoted by

f={A(D} (16)

where A(f) denotes a list of QoS factors that will be affdctethe profile is

activated.

4.3.3 Affected QoS Factor

An affected QoS factor is a three-element tuple:prameter labeladjustment,
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andmodifier, which is denoted by:

Aif) ={c, a,x, |c O/C,0 S, a O[-1,1], xC{0,1}}. (17)

Each tuple describes the effect on a specific @o®f when the profile is activated.
ci is a primitive contextual QoS factor or a primitiuser satisfaction QoS factor.
a is the modification value and is the modifier, which can be either 0 or 1,
indicating whether the corresponding adjustmens either absolute or relative.
As an example, if a QoS factor, smoothness, isatlyr defuzzified to a crisp value
of 0.5, then the tuple {smoothness, -0.2, 1} implikat the new smoothness value
is (-0.2) + (0.5)(1) = 0.3. In other words, if theofile is activated, the smoothness
factor will be affected and changed to a crisp a6 0.3. With reference to (6)
and (10), the list of affected QoS fact&d) is defined as

A(f) = {Aa(f), AxAf), ..., Af) | Isksp+q }. (18)

As an example of a complete mobilet service prpfilee of the profiles for an
MPEG4 encoding mobilet can be

fupesd O"-24A = fPpower _conservation, -0.2,1, CPU Availability,-0.2,1,

Net Bandwi dth_Availability,0.2,1, Fidelity,O0.8, 0}

The adjustment of an activated profile to a Qo$ofacan be defined in two ways:
deterministic and probeddeterministic adjustmemepresents an absolute casting
of the specific QoS factor, which is enforced by thobilet. For example, a video
transcoding mobilet enforces its video output toilmeQVGA resolution, thus

restricting the media fidelity factor to a specialue.

A mobilet can intentionally or unintentionally adtea QoS factor so that the extent
of the effect is uncertain during the design phaswhich case probing during the

testing and deployment phase is required to deternie actual effect. This is
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called probed adjustment Due to its nondeterministic characteristic, @wb
adjustment is best characterized based on rel@presentations. For example, a
text compression mobilet can reduce HTTP traffi@B%6 on average, but as a side
effect, it also increases the CPU loading by 10%awarage. These relative
changes must be probed since they cannot be detmrduring the design phase.
A developer of a mobilet with probed adjustmentsusth implement active testing
functions that can be invoked when the mobiletri fnstalled, to determine the
initial values of the probed adjustments. Pasgiebing functions should also be
implemented, which can be invoked when the molsleictivated for adaptation.
This calibrates and updates the values of the pradgistments adaptively, so that
the values can accurately reflect the adjustmentisd current operating platform
and environment. The probing of service perfornean€herkasova02]
[Obraczka98] is a research topic on its own, yetsimplicity of illustration we
again assume that the probed adjustments for epwfjle are accurate and

up-to-date.

4.4 Fuzzy-controlled Service Reconfiguration

A large variety of algorithms and techniques [AE2 [Chalmers99] have been
developed to provide mobile-enhanced services. icajlp, these services have
been designed to optimize operations in restrictedtexts and for specific

applications. Hence, the selection of service®imes a process that is crucial to
the efficiency of a mobile operating environmernh this section, we describe a

generalized scheme for mobile service selectionubes fuzzy sets.

Given a contextual environment and a set of med9QoS factors, the middleware
61



have to select the mobilet combination and the tabprofile that will optimize the
QoS factors of specific applications and maintaie bptimal level of user

satisfaction.

The set obptimization objectivesepresents all of the contextual QoS factors and
user satisfaction factors, which can comprise ¢l lpoimitive and abstract factors
as in (6) and (10),

Ooptimizatbn(q)l I s p
Ooplimizatbn(a-p )' I > p . (19)

Opptimization (C1 O S1) = {04, 0, ..., O | k=p+q}, where p= {
Each QoS factor is mapped to an objective. ddwmsion functiort, is defined by
the intersection (to find the minimum) of all opization objectives
G=01n02N ... N O (20)

A decision scoring of an objective for a profile determined by theelative

importanceof the objective and thidegree of satisfactioachieved by the profile.

Although the QoS management framework can suppoet $imultaneous
reconfiguration of multiple mobilets in a servideam, the control model limits the
change to one mobilet per reconfiguration. Thisoidacilitate the probing and
updating of the affected QoS factors of each mopilefile. This in turn leads to a
simpler design for mobilet selection. In ordesétect the optimal mobilet profile,
we adopt a decision calculus introduced in [Yaggr@hich is based on ordinal
information, as the input for weightings of imparta. There are a large variety of
fuzzy methods [Fuller96] for multiple-criteria demn making. The decision
calculus of Yager [Yager81] is the most suitablethrod for selecting mobilet
profiles because of the simplicity of its model doad computational complexity.

More importantly, this method supports our aim adritifying profiles with the
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least amount of compromise in the concerned Qorigcrather than selecting
profiles with uneven performances among the cormmk@oS factors. This is vital
to our system, since a high score in a specific @o®r is of little value when it

reaches a certain level, e.g. a video of 60 frapes second (fps) is

indistinguishable in most cases from a video op80f On the other hand, small
improvements in any disadvantaged QoS factor canave user perceived quality
notably. In short, the system optimizes the oveyalformance by improving the

worst performing QoS factor one at a time.

Let &(f;, o) be thedecision scoreof a profilef; in objectiveo;; then, the set of
decision scores fdyis denoted by:

D(fj) = {3(f;, 01), &(f;, 02), ..., &(f, o)} — [0, 1]. (21)
Theoverall decision scoref fj is then denoted by:

5(fi, G) = min[D)], (22)
where theoptimal profilef is denoted by:

Bopura () = max [5(f, Gl (23)

As described in section 3.2.5, the importance oblgjectiveo; is denoted byw;,
which can be determined by the adaptation infereengine. The set of
importance valuesf corresponding objectives Doptimizaion (C1 O S1) is denoted
by:

W = {wy, Wp, ...,wW} — [O, 1]. (24)

The degree of satisfaction of objectvdor a profilef is denoted by;(f) and can be
computed throughprofile testing As shown in the top and bottom part of Figure
4.1, the reconfiguration engine tests the prdfldg affixing all of its affected QoS

factors onto the primitive QoS factors that willbsequently reflect the changes
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onto the abstract QoS factors. The testing measmsnof the primitive and

abstract QoS factors are then taken as degreasisfbstion.

Let N(o;, w;) denote the newdecision scoreof the objectiveo; that has an
importance ofv. The decision function in (19) becomes

G = N(©z, W1) n N(0z, W) N ... N N(Ok, W). (25)

By using the Kleene-Dienes implication operatorrk®a], wherelxp(X, y) =

max(1x, y), the decision score of an objectiwdor a mobilet profild; is defined

as

o(fi, o) = N(@i(fy), wi) =wi — 9(fj, o)) = oi(fj) O w , wherew, = (1-wj). (26)

Figure 4.4 illustrates how the implication operatassigns a score to each of the
objectives based on their importance and satisfactiThe lowest score represents
the bottleneck of a profile, which is the most egmntative QoS performance

measurement of the profile.

high importance low importance
AND OR
low satisfaction high satisfaction

Figure 4.4 Sorted Decision Scores Using The Implication Operator

Based on (25) and (26), the decision function ifedihg an overall decision score
for all objectives becomes

G=0:10 w)n (00O w)n ...n (OO w). (27)
Then, theoptimal profilecan be found by expanding (23):

Bopura () = max { minl, [max@(), )1} (28)
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If two conflicting profiles have the same overallectsion score, their
second-smallest decision score representing thegorsl bottleneck, can be

compared. If a conflict persists, the comparisam loe repeated.

4.5 Performance Resultsand Analysis

To test the performance and functionality of thetegn, we have developed an
emulated wireless video streaming application basethe implementation of the
QoS management framework. This simulation allog/towstudy the performance
of a generic wireless application running on tothefQoS management framework.
The video streaming application exercises and adapnultiple QoS parameters,
including network bandwidth, network error rateja® smoothness, video fidelity,
and video noise. The video application also inooafes the coexistence of
multiple adaptation options, including the framederaresolution, and codec
selection. The actual adaptation decisions areerbaded on the current wireless
environment and pre-assigned application prefesenard are assisted by the

hierarchical fuzzy control model.

45.1 Experimental Setup

Figure 4.5 shows the logical flow of the experinasetup. At the top of Figure
4.5, the data flow of the wireless video streamamplication begins with the
streaming of a video into a service chain that asngosed of a number of
mobile-enhanced mobilets. There are three tiermabilets along the service
chain: the frame rate adaptation mobilet, the tggni adaptation mobilet, and the
codec mobilets. These mobilets are dynamicallpmégurable to best adapt to

the current contextual environment. They do thisappropriately transcoding
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the streamed video into an optimized form to bednaitted over the emulated
wireless network. There is a video receiver at abdeer end of the emulated

network, which measures the quality of the recewmidéo stream and feeds these

QoS measurements back to the QoS monitors.

Current Service Chain

Frame rate Resolution Encoding |:@ Emmated Video
adaptation adaptation mobilet -~ Adiusted Wireless Receiver
mobilet mobilet X J Network
Video Stream

QoS measurements

)

Service chain reconfiguration
Reconfiguration Engine H

- - - Profile descriptions A
Available Mobilet Profiles Global adaptation importance values
1

Frame rate \ Resolution M-JPEG codin mobilet\ . .
/adaptation mobilet adaptation mobilet 9 Adaptation Inference Engine
Network T Presentation T
quality Importance values of quality Importance values of user
; p contextual QoS factors satisfaction QoS factors
Profile 1B Profile 28 ) Scaling 75% Layered coding mobilet ‘ | ‘ )
Profile 4 LC Network - Media
Performance resentation
Scaling 50% Qualit

Multiple description § -
Profile 1D Profile 2D ) Scaling 25% coding mobilet Media Media
Fidelity Smoothness
10 fps ]

‘ QoS Monitors
Figure 4.5 An Adaptive Mobile Video Streaming Application

Profile 1A Profile 2A ) Scaling 100%

Bandwidth
Availabilit;

o0

The lower left of Figure 4.5 shows twelve mobilatfiles that can be selected from
five mobilet profile sets. The frame rate adaptatnobilet has five profiles: 30,
24, 20, 15, and 10 frames per second. The resplatiaptation mobilet has four
resolution scaling profiles: 100%, 75%, 50%, an&25There are three codec
mobilets, each with just one profile: ordinary MEIR, layered coding (LC) [Li97],
and multiple description coding (MDC) [Goyal01].Clhas been developed for
scalable video delivery, in which the signal isagped into components of varying
levels of detail. MDC breaks the data into sevestleams with some
redundancies between the streams. When pariarmst are received, the quality
of the reconstruction degrades gracefully. In thiswlation, we adopt the
characteristics and measurements of LC (with ARQhenbase layer) and MDC

from [Singh00]. These profile descriptions arermiited to the reconfiguration
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engine for a decision as to what profile should dsdected. This is done
dynamically to reflect the projected effects of guefiles in the existing contextual

situation.

The middle of Figure 4.5 shows the control flowtbé simulation. The QoS
monitors gather the QoS measurements from the tipgranvironment and the
video receiver. These measurements are then nasdalnd input into
correspondingly to the contextual inference engime user-based inference engine.
These two inference engines infer the local impurgéavalues of their QoS factors,
and also the overall quality of their QoS factarhrchy. The adaptation inference
engine then infers the global adaptation importaradees for each QoS factor by
making use of these measurements of overall quatitylocal importance values.
Once there is a set of global adaptation importaabges for each QoS factor and
the set of profiles describing the effect of thefibes on each of the QoS factors, it
becomes a straightforward task for the reconfigomaengine to decide which
profile is the best for the current contextual &fiton. After an optimal profile set
is selected, the reconfiguration engine reconfiguree current service chain to
provide an optimal transcoding service for the vidéreaming application. The
whole adaptation control flow is carried out dyneatlly and periodically so that
the current service chain can always match the dgo$ands of the application in a

dramatically changing wireless operating environmen

We have carried out a series of experiments withwireless video streaming
application. The detailed environmental setup ssfalows: A Motion-JPEG

encoded video stream with a frame size of 640x488pand a speed of 30 frames
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per second is streamed over a wireless networky &dixed-network server to a
wireless client. The QoS management frameworkimning on both the server
and the client, providing transcoding and adaptegervices to the video streaming
application. The maximum bandwidth of the wirelestwork is 150% of the

video stream, the average round trip time (RT Tthefwireless network is 600 ms,
and the average error rate is 10%. At the trandpger, the User Datagram
Protocol (UDP) is used for the packet transfer.e Pplacket size is fixed at 100
bytes to minimize the adverse effect due to loskpes. The maximum allowed
packet delay is 2000 ms, and each lost packet eaetbansmitted only once at

most, to prevent unbounded delays.

45.2 TheFuzzy Rules

To give a concise illustration of the model so tihaan be better appreciated, the
number of QoS factors involved in the hierarchfcaky control is trimmed down
to six: fidelity, smoothness, presentation quabgndwidth, error rate, and network
quality. Table 4.1 shows the fuzzy rules of thémoek quality rule base. The
contextual inference engine uses these rules tergtmnthe relative importance of
bandwidth and error rate, and also an abstract fao®r —network quality
Figure 4.6 shows the function surface plot for rmenquality. We use symmetric
Gaussian membership functions for all of the fuzsgs in this simulation. The
user satisfaction rule base and the user-baserkinde engine work in a similar
manner, generating the importance of fidelity amibgthness. An abstract QoS

factor —presentation qualityis also inferred by the user-based inference engine

The relative importance values generated by thehassed inference engine and

the contextual inference engine are only valid inittheir corresponding scopes.
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However, we need a global set of importance valiesallow quantitative
comparisons among all QoS objectives. This is igex/ by the adaptation
inference engine. As shown in Table 2, networkondy (netPriority),
representing the relative weightings of the contak@QoS factors compared to the
user satisfaction QoS factors, is inferred usirgsentation quality (userQoS) and
network quality (netQoS). The function surfacet gibnetwork priority is shown

in Figure 4.7.

o
o
.

og ..

network G uality

errorRate 0o bandwicth

Figure 4.6 Network Quality Function Inferred by Bandwidth and Error Rate

Table 4.1 The Network Quality Rule Base

1. If (bandwidthis excellent) and (errorRateis excellent) then (networkQuality is excellent)
2. If (bandwidth is excellent) and (errorRate is good) then (networkQuality is excellent)
3. If (bandwidth is good) and (errorRate is excellent) then (networkQuality is excellent)
4. |f (bandwidth is normal) and (errorRate is good) then (networkQuality is good)

5. If (bandwidth is good) and (errorRate is normal) then (networkQuality is good)

6. If (bandwidth is normal) and (errorRate is normal) then (networkQuality is normal)

7. If (bandwidth is poor) and (errorRate is normal) then (networkQuality is normal)

8. If (bandwidth is normal) and (errorRate is poor) then (networkQuality s normal)

9. If (errorRate is bad) then (networkQuality is bad)

10. If (bandwidth is bad) then (networkQuality is bad)

11. If (bandwidth is excellent) and (errorRate is normal) then (networkQuality is good)
12. If (bandwidth is excellent) and (errorRate is poor) then (networkQuality is normal)
13. If (bandwidth is good) and (errorRate is poor) then (networkQuality is normal)

14, If (bandwidth is normal) and (errorRate is excellent) then (networkQuality is good)
15. If (bandwidth is poor) and (errorRate is excellent) then (networkQuality is normal)
16. If (bandwidth is poor) and (errorRate is good) then (networkQuality is normal)

17. If (bandwidth is bad) then (bandwi dthPriority is veryH gh)

18. If (bandwidth is poor) then (bandwi dthPriority is high)

19. If (bandwidth is normal) then (bandwi dthPriority is medium

20. If (bandwidth is good) then (bandwi dthPriority is |ow

21. If (bandwidth is excellent) then (bandwi dthPriority is verylLow

22. If (errorRate is bad) then (errorRatePriority is veryH gh)
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(errorRate is poor) then (errorRatePriority is high)
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Figure 4.7 Network Priority Inferred by Network and Presentation Quality

Table 4.2 The Adaptation Rule Base

1. If (netQos is bad) and (userQos is bad) then (netPriority is nmedium

2. If (netQos is bad) and (userQos is poor) then (netPriority is medium

3. If (netQos is bad) and (userQos is normal) then (netPriority is high)

4, |f (netQos is bad) and (userQos is good) then (netPriority is veryH gh)
5. If (netQos is bad) and (userQos is excellent) then (netPriority is veryH gh)
6. If (netQos is poor) and (userQos is bad) then (netPriority is |ow

7. If (netQos is poor) and (userQos is poor) then (netPriority is |ow

8. If (netQos is poor) and (userQos is normal) then (netPriority is mediun
9. If (netQos is poor) and (userQos is good) then (netPriority is high)

10. If (netQosis poor) and (userQosis excellent) then(netPriorityisveryH gh)
11. If (netQos is normal) and (userQos is bad) then (netPriority is verylLow)
12. If (netQos is normal) and (userQos is poor) then (netPriority is verylLow)
13. If (netQos is normal) and (userQos is normal) then (netPriority is |ow
14. If (netQos is normal) and (userQos is good) then (netPriority is medium
15. If (netQos is normal) and (userQos is excellent) then (netPriority is high)
16. If (netQos is good) and (userQos is bad) then (netPriority is verylLow
17. If (netQos is good) and (userQos is poor) then (netPriorty is veryLow
18. If (netQos is good) and (userQs is normal) then (netPriority is verylLow)
19. If (netQos is good) and (userQos is good) then (netPriority is |ow)

20. If (netQos is good) and (userQos i s excellent) then (netPriority is medium
21. If (netQos is excellent) and (userQos is bad) then (netPriority is verylLow)
22. If (netQos is excellent) and (userQos is poor) then (netPriorityis verylLow
23.  If (netQos is excellent) and (userQos is normal) then (netPriority is
veryLow)

24. If (netQos is excellent) and (userQos is good) then (netPriorityis verylLow
25. If (netQosis excellent) and (userQosis excellent) then(netPriorityis|ow
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453 Experimental Results

Two scenarios are tested in this simulation. Tits¢ $cenario uses a static service
chain without frame rate adaptation and resolutidaptation, while using LC as

the codec. The second scenario allows free adaptan all three tiers of mobilets.
In these two scenarios, we varied the bandwidtimfzero to 400 Kilobyte/s (KB/s),

and repeated the scenarios under different bir eates of between 5% to 40%.
Figure 4.8 shows the results that capture thetglperformance of both scenarios,
while Figure 4.9 shows the smoothness performandeFigure 4.10 shows the

packet drop rate. The plot line labelstitic 0.05refers to the results for a

static-service-chain under a bit error rate of S%hjle the plot lines labeled

dynamicrefer to the results for free-adaptation scenarios
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Figure 4.8 Clarity Performance of Static Services Versus Fuzzy QoS Adapted Services
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Figure 4.9 Smoothness Performance of Static Services Versus Fuzzy QoS Adapted
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Figure 4.10 Packet Drop Rate of Static Services Versus Fuzzy QoS Adapted Services

Figure 4.8 shows the results capturing the perfaneaf both scenarios in terms of

72




clarity. It can be seen that free-adaptation tesil significantly better clarity
performances when the bandwidth is below 160 K&ifsging from 7% to 15%.
The measurement is captured only for frames tleasaccessfully transmitted and
decoded over the wireless link. In other wordspged frames do not affect the
clarity measurement.  Higher bandwidth conditionsove similar clarity
performances for both free-adaptation and the cssativice-chain. However,
when the bandwidth and bit error are both highsthéc-service-chain is 9% better
than free-adaptation in terms of clarity. The meeason for this result is that
under the free adaptation scenario, the systemeagigely reconfigures the
resolution adaptation mobilet to adapt to a higkebior rate, which leads to a more
conservative consumption of bandwidth and henca better overall quality of
presentation. The effect of the aggressive adaptaif resolution contributes

partially to the results shown in Figure 4.9.

Figure 4.9 shows the performance in terms of smmmsth.  Under high bandwidth
and a high bit error rate, free-adaptation offei80&o higher frame rate than a
static-service-chain.  In general, free-adaptatioifers significantly better
smoothness performances than the static-servide-chander various bit error
rates, free adaptation achieves a markedly bettme rate than does a
static-service-chain, by 4.5 frame/s to 6.6 framel®gether, Figure 4.8 and Figure
4.9, show that free-adaptation consistently offersiore balanced performance
with regard to clarity and smoothness. Moreovandar various network
conditions, the individual performances of freefatdtion are usually on par with

or better than those of a static-service-chain.
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Figure 4.10 shows the packet drop rates for thedeemarios. The packet drop
rate is directly affected by the bit error rates ttandwidth, and the data rate. As
the bit error rate and bandwidth are controllethim experiments, the packet drop
rate is the result of variations in the data rate:

when data rate > bandwidth * (1-bit error rate),

then the packet drop rate > bit error rate;

when data rate < bandwidth * (1-bit error rate),

then the packet drop rate = bit error rate.

Figure 4.10 further explains the benefits of freleqatation. Under various
network conditions, the system is able to activebytrol the consumption of
bandwidth by reducing the frame rate and downsgdhe transmitted video. This
prevents the channel from becoming congested wherbandwidth is low. In
contrast, the static-service-chain consistentlyate® congestions within the
network due to over-utilization of the availablendwidth, which results in
significantly higher packet drop rates of betwee¥ ® 22% compared to
free-adaptation These high packet drop rates haueet impact on the clarity and
smoothness of the static-service-chain. In shtrg results have clearly
demonstrated the benefits of the QoS managememefvark in mapping and
adapting to variations in QoS parameters underingrgontextual environments.
The experiments have also served to verify theaimers of the framework and to
provide us with the opportunity to investigate céempinteractions among the

components within the system.
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4.6 Performance Scalability

Two important issues in the use of middleware aetability and overheads. We
conducted a set of experiments to determine theacinmf executing the
middleware on an off-the-shelve mobile device. Wéployed the middleware
onto a HP iPAQ h4150 PDA, which features Windows®hile™ 2003, Intel
PXA255 400MHz, 64MB Ram, 32MB ROM and 1000mAh batte We use
Mysaifu JVM Version 0.3.3 [Mysaifu08] as the jawmtime environment, and the

middleware is deployed as a 1.1MB Java Archive (JAR

4.6.1 QoS Parameter Scalability

As shown in Figure 4.11, we tested the platfornmgid, 16, 32, 64 and 128 input
QoS parameters. By hierarchically inferencing ¢h@®S parameters, the setups
contain 15, 31, 63, 127 and 255 primitive or alu$t€@oS factors correspondingly.
The total numbers of fuzzy rules in these setupsldb, 375, 775, 1575 and 3175
correspondingly, which shows a linear increase haes number of input QoS
parameters increases. The memory usage of thelawidke shows an initial
linear increase, while tapering as the number of Qarameters go beyond 64.
This is due to the effect of garbage collectionthaf JVM, which is able to free up
memory of unused objects when the memory consumpiso high. The
corresponding memory usages are 11.16MB, 13.26M8BL1MB, 25.9MB and

31.99MB.
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Figure 4.11 Parameter Size, Rule Size and Memory Usage

4.6.2 Fuzzy Rule Scalability

To further study the performance scalability of theldleware, each of the five
setups is further divided into 3 cases. Correspih the 3 cases, the inputs are
subjected to 50%, 25% and 12.5% of probability lodrege for each inference
iteration. The values of changed inputs are ranzedn Each of the 15 cases has
been tested for extended times to achieve stathilimeasurements in average
affected rule counts and average execution timés.shown in Figure 4.12, both
the execution time and the affected rule countdirectly proportional to the
number of changed input. We leverage the treeststreid QoS factor hierarchy by
inferencing only the branch of rules whose inputsravchanged since the last
update. This technique significantly reduces thecation time when the

operating environment is relatively stable.
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Figure 4.12 Performance Scalability of Fuzzy Rules

The execution times vary from 46ms for 22 affectelks to 6225ms for 1996
affected rules. This implies a 2 to 3 ms execuiime per each affected rule. The
execution time per rule is relatively shorter fanadler number of affected rules
since the corresponding rule hierarchy is shalloavet involves lesser number of
intermediate abstract QoS factors. These QoS ractequire extra
de-fuzzification and re-fuzzification steps in-beem different levels of rule
hierarchies. The corresponding average executios for 1996 rules is 3 ms on
an AMD Althlon64 2GHz machine. This implies a 4fides of per CPU clock
performance difference between the PDA and the Aiviighine. This mainly due
to the existence of the floating point processing af the AMD machine, which

greatly accelerated the computation due to ruliesence and de-fuzzification.

The battery life of the PDA is 4 hours and 7 misutéth maximum backlight under

idle situation. By running the middleware with iBputs, 775 fuzzy rules, 12.5%
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of input change probability and inferencing evedyséconds, the battery life drops

by 8.4% to 3 hours and 46 minutes.

4.6.3 Mobilet and Profile Scalability

The performance scalability of the number of mdbiknd the number of mobilet
service profile is independent of the number of Qafameters and fuzzy rules. In
terms of memory usage, each null mobilet consunt#&Blof memory, while

adding more profiles to an existing mobilet onlcrigase its memory usage

marginally.

On the profile selection process, the computationarhead scales sub-linearly as
the number of profile increases. The average lprtdsting and decision time for
each profile is less than 1ms. Moreover, as a@ygirofile is only associated with
a subset of the QoS factors, so that only a podfall the profiles will go through

profile testing to update their decision scores.

By running the middleware with 200 profiles, 32utg 775 fuzzy rules and 12.5%
of input change probability, the average executiare for profile testing and
decision making is 83ms. Therefore, we considerowerhead caused by profile

selection process insignificant.

Service reconfiguration can be one of the majortoeads of the system. This
process involves synchronizing the profile switchimsertion, and removal of
mobilets. All of this requires the coordinatedtiadization, suspension, and

termination of mobilet service objects at both emdsthe wireless network

78



[Chuang05]. The latency of service reconfiguratcaused by the middleware
varies between 80ms and 1000ms. This latency nteanspplication level data
transmission is suspended for that period of tinkeg. an un-buffered audio clip
streaming from the wired part to the mobile dewdé experience a 80ms to
1000ms interruption during service reconfiguratiotdowever, if there is no
application level data transmitting during the pdriof time, the application
utilizing the middleware will experience no intgotion. As mentioned in Section
4.4.2, we have limited the service reconfiguratiorone mobilet at a time. This
results in the service reconfiguration latency &ifdependent of the length of
service chain and available mobilets. On the dtlaad, no measureable latency is
found when the service reconfiguration only invelventra-mobilet profile

switching.

4.7 Summary

This chapter describes a novel fuzzy knowledge h&sxs middleware framework
for mobile and wireless environments. Specialgitbe has been dedicated to the
issue of how to deal with the problems of fuzzyerakplosion and multiple QoS
objectives by employing the concepts of the fuzzfgrence hierarchy and the
multi-objective decision-making process.  This dbapdemonstrates the
flexibility of our QoS management framework in atlag to different users,
applications, and platforms operating in wirelessvimnments that are
characterized by dynamic and constrained resourcéfe proposed model
provides an optimal overall service by synergidfycebalancing the QoS
requirements of users and applications with theadyn allocation of resources and

chaining of services. Our research is novel in ithaoks at QoS from a holistic,
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systematic, and pragmatic perspective. In the obapter, we will extend the
framework to automatically and precisely map thefgnences of the user and
application developer onto the fuzzy control systeuat without the need to rebuild

membership functions or fuzzy rules.
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Chapter 5
M eta-level Adaptation

The formulation of a fuzzy control model requirdsatt the system designer
understands how different input parameters affeetsipecific application. In the
context of mobile applications, combing differesets and applications bundles a
unique set of requirements that are maintained raadaged by the underlying
system. However, these requirements often coosisintime information that
will not be available to the QoS management systentii the application
subscribes to the service of the QoS managemetgnsys Even worse, these
requirements can change as users change theirgeés during runtime. This
is the reason why most existing fuzzy QoS contiydteans are application
specific and lack the extensibility for adapting different users, different
applications, and different application usages. clintrast, MobiPADS is
designed to adapt to not only the dynamism of fher&ting environment, but also
to support the dynamic requirements of users, eajpdins and application usages

during runtime.

The ultimate goal for a mobile QoS management sysie to maximize
user-perceived QoS under a situation of limited potational resources.
However, the perceptions of different users regaydiifferent QoS factors are
often subjective. For example, we can see in Ei§ut and Figure 5.2 two distinct
visual effects of the same original frame, aftdras been encoded correspondingly

by MJPEG and LC codec mobilets and transferredutiitaa network with a 5%
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packet drop rate. In Figure 5.1, there are enrorthie blue channel, which has
caused three-fourths of the blue channel to bepgrd@and most of the frame to be
dark and have a greenish tone. In Figure 5.2etlhee errors in non-essential
layers, so that some fine details of the frame Hazeen lost and some error dots
appear in the frame. Interestingly, under our snfidelity measurement method,
these two frames have the same fidelity score,they appear dramatically
different due to the behavior of the encoding sahen$Some users may prefer to
have the fine details preserved without noise, avbthers may not want to have
color shifting due to errors in a color channelheflefore, to achieve a more
accurate and flexible presentation-quality modelyaould be desirable to allow
users and application developers to control perdmiee levels and to affect the
relative weightings of the concerned QoS factorsnguruntime. This can be
achieved by providing a set of QoS specificatiostiztion interfaces for users and
applications while isolating the complexity of theezy rule hierarchy from users
and applications, such that the fuzzy rule bases lma easily and flexibly
customized to match all of the detailed requiremaftthe user and applications.
This translates to the need to support meta-leuezyf model adaptation in
MobiPADS during runtime. In the following sectiongie describe the three
meta-level adaptation mechanisms of MobiPADS, ngnmémbershigunction

adaptation importanceweightadaptation andcomputational reflection
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Figure 5.1 Visual Effect M-JPEG Enncoding with Packet Lost

=

L : : :
Figure 5.2 Visual Effect of LC Encoding with Packet Lost
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5.1 Membership Function Adaptation

We have proposed an adaptive fuzzy control ardhitecthat flexibly supports
new mobile applications. The architecture is coswgatiof a generic fuzzy QoS
control model that predefines all the possible Q@Bameters and defines the
corresponding membership functions by heuristicagmation. All of the QoS
parameters are normalized to match a scale compafside linguistic values.
The fuzzy rules are defined exhaustively to avdie nheed for fuzzy rule
interpolation.  Although there are a large numlfe®oS parameters, the number
of rules maintained by the system is limited beeawd the hierarchical

organization of the QoS parameters.

By using this design, our fuzzy control model islealto support typical

multimedia applications to react adaptively to ttienges in the environment.
However, the adaptation provided by the fuzzy adntrodel at this stage is often
sub-optimal since the membership functions of theSQparameters are
pre-modeled and different applications can haveg wdéferent interpretations of

the same QoS parameter.

In order to fully utilize the predefined fuzzy coolt model to support new
adaptive applications, we introduce a number ofrafns that adapt the
pre-defined membership functions to fulfill usedapplication requirements in a
wireless environment. These operations are calt@dhal point shifting The

idea behind normal point shifting is that, for eagecific user and application
combination, the system allows appropriate adjustmeto the predefined

membership functions to adapt to the correspontlitegpretation on all the QoS
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parameters, without the need to modify other paftthe generic fuzzy control

model.

Normal point shifting allows the user and applioatideveloper to dynamically
specify the normal position of a QoS parameter. aAssult, the procedure eases
and simplifies the adjustment of the membershigctions that model the QoS
parameters to more accurately reflect the intespimets of the user and

application developer on that QoS parameter.

5.1.1 Normal Point Shifting

Three approaches for normal point shifting havenbdefined: proportional

shifting reverse-proportional shiftingand relative-scaled shifting Figure 5.3
depicts the generic fuzzy sets of a QoS parametferd shifting, which typically

represent five linguistic values — bad, poor, ndrmgaod, and excellent.

Different types of QoS parameters require differeshifting methods.
Proportional shifting, which is shown in Figure Sglsuitable for QoS parameters
that seek to bound the left-hand side of the fusztg. Examples are frame rate
and battery life, since these types of parametersabnost always interpreted as
critical when their values approach 0%. On theeotmand, an input value of
100% for frame rate or battery life may not necelshe interpreted as excellent
because users and applications may have diffeegptirements. For instance,
100% for frame rate typically refers to 30 fps; lewer, when a user is viewing a
high-speed sports video clip, 30 fps may only besatered good or even normal.

Similarly, a user may plan to use a mobile devimetiouously for 3 hours, but the
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device may have a maximum battery life of only Bours. In this case, a 100%

battery life would only be considered to be norimathe user.

Figure 5.5 shows the opposite form of proportionshifting, called
reverse-proportional shifting, which seeks to bouhe right-hand side of the
fuzzy sets. This type of shifting is suitable oS parameters that are always
interpreted as excellent when the input approatbé%o, e.g., the connection cost
of 3G wireless and inter-media synchronization. 180% input value means a
3G wireless connection that is free of charge aofeedly synchronized media,
which are always interpreted as excellent. Ondadter hand, when the input
value approaches 0%, this can be interpreted asxéremely expensive 3G
connection or media that are totally out of synaiwation. In these cases, the
interpretation of an input value approaching 0% @e abstract and dependent on
the corresponding normalization functions and tbquirements of users and

applications than in the cases mentioned earlier.

Figure 5.6 shows the combined form of the previowus shifting types, which is

called relative-scaled shifting. The interpretatmf this type of QoS parameter
IS more objective in that both ends are boundedkantples for such a parameter
are CPU availability and network error conditiorSince the raw measurements
are either directly or reversely used as the in@atie, in the former case, 0%
always means bad and 100% always means excelle@H0 availability; while

in the latter case, a 0% error rate always meansllext and a 100% error rate

represents the worst network condition, which meansof-service.
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Through the shifting of normal points of QoS parteng users and application
developers can dynamically and easily alter thenpoeeled fuzzy membership

functions to better adapt to the requirements efsiand applications.

Figure 5.3 Generic Fuzzy Sets for A Qos Parameter

Figure 5.4 Proportional Shifting of Fuzzy Sets

Figure 5.5 Reverse-proportional Shifting of Fuzzy Sets
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Figure 5.6 Relative-scaled Shifting of Fuzzy Sets

512 Experimental Results

Based on the experimental setup in Section 4.6,cemducted two sets of
experiments to better understand the bahaviorrapdat of normal point shifting.
The first experiment was configured with the norpaiint of the clarity parameter
proportionally shifted to the right by 10%, whil® mormal point shifting was
applied in the control experiment. The networkdsior rate was set to 40% and

the bandwidth was varied between 0 and 400 KB/$1e @xperiment exercised

free adaptation on the mobilets of the servicerchai

Figure 5.7 shows the results of the clarity perfmnoe. Clarity normal point
shifting achieved an average of 3% better clatignt was found in the control
experiment. The effect of clarity differences oajypeared beyond 20% clarity,
since the fuzzy sets of the clarity parameter vibenended at the left-hand side of
the input value range. Figure 5.8 shows the snmasth performance of the two
result sets. It is interesting to see that clantymal point shifting did not
significantly worsen the smoothness performancen &erage, the clarity
normal point shifting was only 0.16 fps worse thaas seen in the control

experiment. Figure 5.9 shows a similar findingt ttlarity normal point shifting
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raised the packet drop rate by only 1.05% compa&oed/hat was seen in the

control experiment.
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Figure 5.7 Clarity Performance with Clarity Normal Point Shifted
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Figure 5.8 Smoothness Performance with Clarity Normal Point Shifted
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The second set of experiments was conducted witfedavariations of normal
point shifting but with a lowered network bit erroate of 10%. In this
experiment, three result sets were collected. fitst result set, labeled as
clarity shifted was clarity driven with the clarity normal poirttited to the right

by 10% and the smoothness normal point shifteti¢deft by 10%. The second
result set, labeled asnoothness shiftedias smoothness driven and was collected
by reversing the previous setting — the claritynpevas shifted to the left by 10%
and the smoothness point was shifted to the right@%. The third result set
was the control experiment with no normal pointftslg. The corresponding
clarity, smoothness, and packet drop rate perfocemare shown in Figure 5.10,

Figure 5.11and Figure 5.12.

Based on these two sets of experimental resultsfowad that normal point
shifting does show effective inference on the comeg QoS aspects. However,

it is worth noting that the normal point shift daest affect the QoS performance
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directly, while shifting the membership functionrohg fuzzification. This effect
is cascaded through the various inference engméiset step for the selection of
mobilet profiles, where a QoS aspect that does ait#tin the quality level
specified in the normal point is given a higher gi®i This leads the
reconfiguration engine to choose mobile profilesfavor of improving the
concerned QoS aspect. However, this does not giearahe level of QoS
improvement, nor will this effect be proportionakrass different resource levels.
The reason for this is that, compared to the rai@ lavel of changes in the
resource and QoS level, the adaptation optionspaofile switching actions are
relatively coarse-grained, so that the final adamteeffects will always fluctuate

more than the changes in resource levels.

J\,}\’\/\w—wﬂ;g,‘wm/
v oS5 5L
> : Koo’
K
¥ ﬁﬁﬁ —»— clarity shifted
0.4 5,.7./‘ -

dynamic, 0.1

smoothness shifted [~

50 100 150 200 250 300 350 400
Bandwidth (KB/s)

Figure 5.10 Clarity Performance of Clarity or Smoothness Normal Point Shifted
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5.1.3 Discussion

Normal Point Shifting is a simple approach that castly improve the accuracy of
the fuzzification process to closely model indivatllQoS factors based on the
perceptions of the user and the demands of thecagiph. However, even when
all of the concerned QoS factors have been acdyratedeled, users and
application developers can have another dimendia@emand for prioritizing the
various concerned QoS factors, as seen in Section B the following section,
we will present another mechanism to fulfill thexjuirement for prioritizing QoS

factors.

5.2 Importance Weight Adaptation

Attempting to impose and satisfy a hard-guarante& Qontract operating in a
wireless environment is difficult, to say the leasthis is due to the extreme
variations in the available resources and to theadyc changing contexts of
mobile devices and operating conditions. An al#ue is to use priority-based
approaches to differentiate between the differentises in terms of importance,
which is able to provide better QoS when compaceldest effort services. The
weighted priority approach introduces quantitatieatrol of the CPU and network
utilization of different services. Similarly, oorodel features Importance Weight
Adaptation, which supports representing user aqdiGgtion requirements in the

form of relative weightings assigned to differeseusatisfaction factors.

In Section 4.4, we described the use of relatiygoirtance values for the concerned
QoS factors to support the selection of optimal ieblkprofiles. This model

assumes equal weighting among all of the conce@usl factors, which may not
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lead to the achievement of an optimal level of @e$erceived by the user. This
is because objective perspectives and differensume involved, as discussed in
Section 5.1. Thedaptive fuzzy membership functidiscussed in Section 5.2
partially addressed this issue from a microscogipr@ach that fine-tunes the
normal point of fuzzy variables. In contrastportance weight adaptation

addresses the remainder of the issue from a moreos@pic approach.

5.2.1 Importance Weight for QoS Factors

Based on the preferences of users and the requitsrakapplications, users and
application developers can assign a non-negatbegrial priority value to each of
the concerned QoS factors. Initially, all of thencerned QoS factors have a
priority value of 4, which is mapped to a weightfgh0%. Higher priorities will
be mapped to weightings ranging from 60% to 100%6lenower priorities will be
mapped to weightings ranging from 40% to 10%. Bsigning different priorities
to different concerned QoS factors, the importaralaes of each QoS factors are
boosted or suppressed according to the requireraedtpreferences of users and

applications.

This priority valuePV ranges from 0 (lowest) to 9 (highest), and is dethby
PV = {pw, pV, ..., pw} - [0, 9]. (29)

The set of importance weightsV representing the user-assigned and
application-assigned QoS factor priorities, whisldirectly mapped from priority
values, is denoted by:

V ={vy, V,, ...,w} - [0.1, 1], wheres = (pvi+1)(0.1) (30)
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By augmenting the importance valen (28), theoptimal profilebecomes

Bopuma () = max { minf, [max(@(D), v )1 (D)

5.2.2 Experimental Results

Based on the experimental setup of 4.6, we conduarteexperiment to study the
bahavior and impact of the importance weight adapta The experiment was
configured with importance values for the clarigrameter of 90%, 70%, 50%,
30%, 10%, while the importance value for other Ga&or was kept at 50%.

The network bit error rate was 10% and the bandwidtried between 0 and 400
KB/s. The experiment was configured to supportpsateon of the mobilets

composed along a service chain. The results ofcthgty performance are

shown in Figure 5.13.
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Figure 5.13 Performance of Clarity with Importance Weight Adaptations

95



As shown in Figure 5.13, the clarity performanceied proportionally to the
changes in bandwidth under all importance weightdowever, all of the five
importance weight settings showed fluctuationshm trends lines. This was for
the same reason as that discussed in Section hahily that compared to the
rate and level of changes in the resource and @e8s|, the adaptation options
and profile switching actions are relatively coagsained, so that the final
adaptation effects will always fluctuate more thila@ changes in resource levels.
The effect of a weight value higher than 50% resirita convex trend, while a
weight value lower than 50% leads to a concavedtrefrrom Figure 5.13, we
can conclude that the larger the importance weighie of a QoS factor is, the

better is the performance level of that QoS faatater a given resource level.

5.2.3 Discussion

Importance weight adaptatiortoupled withmembership adaptatiomprovides a
concise set of adaptation mechanisms for usersapptication developers to
customize the interpretations of QoS factors dedént abstraction levels and from
different perspectives. These two adaptation n@shes virtually eliminate the
need to predefine specific fuzzy models for différapplication scenarios, which
generally requires expertise in fuzzy control andhe domain of applications.
Specifically, these two mechanisms support the tatiap of the generic fuzzy
model by referring to two sets of intuitive inpuarpmeters from the user and
applicationpreferred performance valuésr concerned QoS factors, e.g., 15 fpsin
smoothness for video playback and 16-bit in figefitr audio playback; and a list
of importance weight value®r these QoS factors, e.g., 90% in smoothness and
40% in fidelity. As a result, these mechanismsatyereduce the difficulties in

developing QoS-aware mobile applications that lagerthe fuzzy control model.
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5.3 Computational Reflection

While the adaptation mechanisms of MobiPADS offarsignificant degree of
freedom to customize the interpretation of QoS thaides the adaptation
behaviors, at times mobile applications are stillthe best position to make
critical decisions on the operating context andckethe adaptation behavior.
For this reason, MobiPADS provides the mobile aggion with an extensive set
of APIs and reflective interfaces. Through metaeleobject representations, a
mobile application can gain access to the metadfathe internal fuzzy control
model, service reconfiguration mechanism, and dyoadaptation mechanisms
of MobiPADS, and modify these entities to obtairiim@al service provision from

MobiPADS.

To present a clearer picture of the capabilitied avles of each entity in the
MobiPADS platform in supporting adaptation, Tablesli®ows the relationships
between adaptation initiators and reconfigurablities. There are two entities
that can subscribe and react to changes in Qo&rgéathemobile applicatiorand
the MobiPADS systeriiself. On the other hand, there are three estithat can
be reconfigured to adapt to the changes in the f@aBrs: the mobile application,

the service chain of MobiPADS, and the mobilet witthe service chain.

A mobile application can respond to the contextaadnges by changing its
internal logic, or by changing the configurationtbé service chain or even the
behavior of individual mobilets within the serviadain. By contrast, the
MobiPADS cannot alter the internal logic of the ni@bapplication, but may

supply the mobile application with the necessamtextual information. In this
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case, the application may choose to perform inp@ieation adaptation

reaction to the contextual information feed froma thiddleware.

Table 5.1 Relationships between Adaptation Initiators and Reconfiguration Entities

Reconfigurable Entity

Adaptation
Initiator

Mobile Application

Service Chain

Mobilet

v’ To adapt to the dynamic
wireless environment, a mobi

v’ Using the application profile, a
eobile application can specify the

v’ By supplying suitable parameters {
mobilet, a mobile application can

Mobile application can respond to théservice configurations under differentfine-tune the subtle behavior of
Application |QoS factor and adjust its environments. The mobile applicatigimdividual mobilets, so that the most
behavior accordingly. can also change the current suitable mode of operation is selecteg
configuration directly.
The MobiPADS system canno¥” According to the MobiPADS systeny” If specified in the system profile, t
. reconfigure the mobile profile, the configuration of the currenteconfguration process can also swi
Mgt;'s'::r?ls application directly. Itcan |service chain is actively adjusted to gtlite mode of operation of an individug

only supply the mobile

the existing environment.

application with the context.

ne

mobilet by supplying suitable

parameters.

5.3.1 ReflectiveAPI

To support the development of context-aware maplglications, the MobiPADS

exposes four meta-level objects that abstract tb® @terpretation, the service

characteristics, the service reconfiguration, dredadaptation mechanisms of the

system, which are shown in Table 3. Through thes¢a-objects, the mobile

application can subscribe to the contextual changed is highly flexible in

selecting and adjusting the service configuratiod adaptation policy of the

MobiPADS.

The four meta-objects are tHReConfigMeta MobiletMetag

AdaptationMeta andQoSMeta The respective roles of these meta-objects are

listed below.

The ReConfigMetameta-object reflects the configuration of the eaotr

service chain that serves the mobile applicatiohroughReConfigMetaa

mobile application can subscribe to reconfiguratewents and actively

participate in the reconfiguration of the servibaio.
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individual mobilet services. ThrougMobiletMeta a mobile application
can change the operating profiles of individuaiv&cimobilets.

The AdaptationMetameta-object reflects the input and control paranseof
the fuzzy inferencing of MobiPADS. ThrougkdaptationMeta a mobile
application can modify the list of concerned Qo&des and also the fuzzy
inference frequency among all inference enginesmohile application can
also subscribe to QoS factor events by specifylegniotification conditions,
e.g., by notifying the application when the QoStdac battery level is less
than 20%.

The QoSMetameta-object reflects the status and charactesisfiendividual
QoS factors and, more importantly, it also refletts key attributes of the
two meta-adaptation mechanisms described in Sectm® and 5.3 —
membership function adaptatiorand importance weight adaptation
ThroughQoSMeta a mobile application can reify thmembership function
adaptationmechanism by adjusting the value of th@mal pointand the
approach chosen farormal point shifting A mobile application can also
reify theimportance weight adaptatiomechanism by modifying thelative
priority value or theabsolute priorityvalue of the QoS factor. Moreover, a

mobile application can also query the defuzzifiatle of the QoS factor.

Table 5.2 Reflective MobiPADS API for Context-Aware Mobile Applications

Interfaces Description

interface ReConfigMeta {
String]] listAvailableServiceNames);
String[] listActiveServiceNames();
MobiletMeta[] listAvailableService();
MobiletMeta[] listActiveService();
MobiletMeta getService(String mobiletName);
MobiletMeta getFirstService();
MobiletMeta getLastService();

void insertService(int position, MobiletMeta newService);

void removeService(String serviceName);

/I Meta-object that reflects service reconfiguration

/I list the names of all available services

/I list the names of services in the service chain

/I list all of the available services

/I list the services in the service chain

/I get a mobilet service object by name

/I get the first mobilet service in the serviceioha

/I get the last mobilet service in the service phai

/I insert a mobilet service into the service chain

/I remove an active mobilet service from the sereitain
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String getCurrentServiceProfile(String mobiletName); I get the current service profile of an active rtettservice

void setCurrentServiceProfile(String mobiletName, String /I set the current service profile of an active ifeitservice
void reconfigure(MobiletMeta[] newServiceChain); I reconfigure the entire service chain
int getMinimal TTL(); /I get the minimal time-to-live (ms) of a servibaio
void setMinimalTTL(int timeToLive); /I set the minimal time-to-live (ms) of a servibaio
int getCurrentTTL(); Il get the current time-to-live (ms) of the sendbain
void setCurrentTTL(int timeToLive); /I set the current time-to-live (ms) of the sendbain
void lockConfiguration(); /I disallow reconfiguration of the service chain
void unlockConfiguration(); /I enable reconfiguration of the service chain
void subscribeReconfiugration(ReconfigListener listener); /I subscribe to the reconfiguration event
void unscribe(ReconfigListener listener); /I unsubscribe from the reconfiguration event
}
interface MobiletMeta { /I Meta-object for mobilet
String]] listServiceProfile(); /I list the service profiles available to the mebil
String getCurrentServiceProfile(); /I get the current service profile
void setCurrentServiceProfile(String ServiceProfile); /I set the current service profile
String getName(); /I get the name of the mobilet service
String getDescription(); 1l get the description of the mobilet service
boolean isActive(); I check if the mobilet is operating in the sendgbain
int getServicePosition(); /I get the position of the mobilet in the servibaio
void removeService(); /I remove the mobilet from the service chain
String[] getinputTypes(); /I get the input media type of the mobilet
String[] getOutputTypes(); /I set the input media type of the mobilet
int getMinimal TTL(); /I get the minimal time-to-live (ms) of the mobilet
void setgetMinimal TTL(int timeToLive); /I set the minimal time-to-live (ms) of the mobilet
int getCurrentTTL(); /I get the current time-to-live (ms) of the mobilet
void setCurrentTTL(int timeToLive); /I set the current time-to-live (ms) of the mobilet
void lockService(); /I disallow reconfiguration of the mobilet
void unlockService(); /I enable reconfiguration of the mobilet
Map<String,Double[]> getAffectedFactors(String profile); 1l get the affected QoS Factors of a service pofil
void setAffectedFactors(String profile, Map<String,Double[]>);  // set the affected QoS Factors of a service @
}
interface ReconfigListener { /I Listener for reconfiguration events
public abstract void notifyReconfig(Date triggerTime, String[] ~ // invoked before reconfiguration. Inform the gpation about the
oldChain, String[] oldProfiles, String[] newChain, String[] changes to be made in the service chain
newProfiles);
}
interface AdaptationMeta { /I Meta-object that reflect the adaptation mechanism
QoSMeta[] listAllQoS(); /I 'list all QoS factors
QoSMeta[] listConcernedQoS(); /I list the QoS factors concerned by the currerglization
Stringf] listAllQoSNamesy); /I list the names all QoS factors
String[] listConcernedQoSNames(); /I list the names of the concerned QoS factors
QoSMeta getQoS(String QoSName); /I get a QoS factor meta-object by name
QoSMeta getContextRootQoS(); /I get the root node for contextual QoS factors
QoSMeta getUserRootQoS(); /I get the root node for user QoS factors
int getinferinterval(); /I get the inference interval of the whole fuzzyleho
void setInferinterval(int interval); /I set the inference interval of the whole fuzzgeho
void subscribeQoS(QoSListener listener, String gosName, /I subscribe to a QoS event, with condition offaattion
String relation, double refValue);
void unsubscribeQoS(QoSListener listener); /l unsubscribe a QoS event
}
interface QoSMeta { /I Meta-object for QoS factor
QoSMetal] getQoSComposition(); /I get the child QoS factors that this QoS facsoreferring to
boolean isLeaf(); Il check if this is a leaf node
boolean isContextRoot(); /I check if this is the root node of contextual QexSors
boolean isUsertRoot(); /I check if this is the root node of user QoS fecto
boolean isConcerned); /I check if this is a QoS factor concerned by wseapplication
void setConcerned(boolean concernFlag); /I set this as a QoS factor concerned by user ptiegtion
String getName(); /I get the name of the QoS factor
String getDescription(); I get the description of the QoS factor
double getValue(); /I get the defuzzified QoS value of the QoS factor
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int getUpdatelInterval();

void setUpdateInterval(int interval);
double getNormalPoint();

void setNormalPoint(double value);
String getNPShiftingType();

void setNPShiftingType(String shiftingType);

int getPriority();

void setPriority(int priority);

double getimportanceWeight();

void setimportanceWeight(double weight);
int getRelativePriority();

void setRelativePriority(int priority);

/I get the inference and update interval of the @a$or
/I set the inference and update interval of the @a®r
/I get the normal point of the QoS factor

/I set the normal point of the QoS factor

/I get the type of normal point shifting approach

/I set the type of normal point shifting approach

/I get the priority value of the QoS factor

/I set the priority value of the QoS factor

/I get the importance weight of the QoS factor

/I set the importance weight of the QoS factor

/I get the relative priority rank of the QoS facamong all concerned
QoS factor
/I set the relative priority rank of the QoS factomong all concerned
QoS factors; the priority values of all concernedSXactors will be

automatically adjustec

}

interface QoSListener { /I Listener for QoS events

public abstract void notifyQoS(Date triggerTime, String detail); // invoked when the predefined monitoring conditiorthe QoS factd

is fulfilled. Inform the application about the trigc

5.3.2 A CaseExample

To present a clearer understanding of the metectshjeve give an example in
Table 5.3 of how a mobile Web application can 1jusid the adaptation

mechanisms of MobiPADS and 2) adjust its interngld and the service chain of
MobiPADS, in response to environmental changes. ingJshe MobiPADS

reflective API, the sample application specifiesotaoncerned QoS factors —
power availability and media fidelity and configure their normal points and
priorities. As such, the adaptation mechanism#10biPADS will emphasize
these two QoS factors, while aiming to attain ghec#fied normal point values for
these two QoS factors. The application also siliserto abattery levelQoS

event, through which MobiPADS will notify the apgdition when the battery level
is below 20%. Upon being notified, and if the niebis deployed in the current
service chain, the application will enforce the omad of the multiple description

coding mobilet to reduce CPU loading, which coroespngly reduces power

consumption.

Table 5.3 shows the sample code of the mobile Vigplication. On lines 2-13,
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the setAdaptation()method shows the way to specify concerned Qo®radb
the MobiPADS. Lines 4-7 addowerAvailabilityas a concerned QoS factor and
specify the normal point and the priority of this®factor. Similarly, lines 8-11
specifyMediaPriority as another concerned QoS factor. Line 12 sulesti a
QoS factor -BatteryLevel- and specifies the notification condition of thegtery

level if it falls below 20%.

Table 5.3 Sample Context-aware Mobile Application

ljpublic class Sanpl eApp {

2| public void setAdaptation() {

3 Adapt at i onMet a adapt = Mobi PADS. get Adapt ati onMeta();
4 QoSMet a power = adapt. get QoS(" Power Avail ability");

5 power . set Concer ned(true);

6 power . set Nor nal Poi nt (0. 5);

7 power.setPriority(1);

8 QoSMeta fidelity = adapt.get QoS("Medi aFidelity");

9 fidelity.setConcerned(true);

10 fidelity.setNormal Point(0.7);

11 power.setPriority(2);

12 adapt . subscri beQoS(M/Li stener, "BatterylLevel", "LESS THAN', 0.2);
13| }

15/ class MyListener inplenents QoSListener {
16 public void notifyQoS(Date triggerTine, String detail) {

17 ReConfigMeta cfg = Mobi PADS. get ReConfi gheta() ;

18 Mobi | et Meta ndc = cfg. getService("MiltipleDescriptionCoding");
19 if (ndc.isActive) {

20 ndc. renoveServi ce();

21 ndc. | ockService();

22 }

23 }

24 }

25}

Lines 15-24 defines thkistenerclass for the subscribed QoS event. On lines
16-23, the implementation afotifyQoS( )specifies that once the condition for
this listener is fulfiled and the event is triggdr it will look up the mobilet
MultipleDescriptionCodingin the ReConfigMetameta-object. If the mobilet
exist in the current service chain, it will be rerad and prohibited from

re-entering the service chain again during theerurapplication section.
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54 Summary

The fuzzy control model of a fuzzy control systemtypically modeled by
domain experts. Extending our previous works,moposed fuzzy QoS control
model features membership function adaptatiorand importance weight
adaptation which are designed to reduce the effort of molalgplication
developers. Otherwise, mobile application devalepeould have to put much
more effort into understanding and controlling gveletail of the contextual
environment. By usingiormal point shiftingandimportance weighta mobile
application developer only needs to be aware @verit contextual details down
to a level that is sufficient for making adaptatidecisions. This alleviates the
need for developers to manage low-level contextpaframeters. The
experimental results also showed that membershigtifbn adaptation and
importance weight adaptation can effectively tume performance of individual
QoS parameters under a resource-limited environneeridapt to the needs of
different users and applications. However, altiioupese two adaptation
mechanisms offer a significant degree of freedoth wagard to QoS adaptations,
mobile applications are sometimes still in the bpssition to make critical
decisions on operating context and hence adaptatienhanisms. For this
reason, MobiPADS provides mobile applications wath extensive set of APIs
and reflective interfaces. Through the meta-ledgject representation of the
internal fuzzy control model and service reconfaion mechanism, a mobile
application can access the QoS information, semdrdiguration, and adaptation
mechanisms of MobiPADS, and modify these entite®litain optimal service

provision from MobiPADS.
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In this chapter, we have presented three meta-ledaptation mechanisms that
offer a principled approach to helping users anpliegtion developers to easily
specify and control desired adaptation policiesnfdifferent perspectives. They
are: Membership Function Adaptatipnmportance Weight Adaptatipnand
Computational Reflection Importantly, by coupling with each other, thélseee
mechanisms are able to accurately, efficientlyilflly, and holistically map user
and application preferences and requirements imdataptation behaviors of the

QoS control model.
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Chapter 6
Related Works

This section presents a number of frameworks adlitactures that provide QoS
management support for applications with QoS remuénts. We summarize their
features and analyze their suitability for deploypmever a mobile operating

environment.

6.1 OMEGA

The OMEGA architecture [Nahrstedt96] is a QoS dedture that provides
real-time guarantees in distributed multimedia ayst. The research effort has

been focused on resource management from bothdadadjlobal perspectives.

The QoS Broker [Nahrstedt95] is the core compor@hOMEGA. It is a

middleware responsible for the negotiation of Qe®els to be delivered to the
application by the underlying system. The QoS Brdkanslates the requirements
specified by the application, which then negotiditesresource allocations with the

operating system and the network.

QoS Broker employs a set of translation relatiengach media type, translates the
application-level parameters specified by the usaio lower-level QoS
requirements. Subsequently, the QoS Broker follinese low level requirements
and reserves resource based on QoS parametersats$awith network and
operation system resources, both local and remotdhe translation is

bi-directional, such that changes in resource vesi®ns can be dynamically
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reported to the user as application-level QoS patars. A local QoS Broker
aiming to perform reservations of remote resourcaked abuyer, is responsible
for interacting with other remote QoS Brokers, knaagsellers The architecture
employs abuyer/seller protocoto allow sellers to advertise their services and

buyers to contact sellers and reserve resourcssllefs.

The QoS Broker provides orchestration service &amcing resource usage. The
orchestration service utilizes information stonedesource databases to adjust the
balances among resources of multimedia devices;abpg systems, and the
network.  The architecture assumes the underlpipgrating system to have
real-time capabilities, which allows the QoS Brokerpredict and leverage the

temporal behaviors of the OS for performing thehestration of resources.

The OMEGA Architecture adopts a communication matiet consists of two
protocols at application and network levels. ThalRTime Application Protocol
(RTAP) implements functions for call managementyvide management,
synchronization, and media delivery at the applbcaievel. The Real-Time
Network Protocol (RTNP) is responsible for connattimanagement, error
correction, rate control, and network access atrdresport level. By using these
two protocols, the OMEGA architecture provides quméeed communication

services over specified communication channelppiieations.

The OMEGA architecture supports resources resemnatt the operating system
and network levels. It also provides a complet& @anslation mechanism that

makes the underlying low level resources transpdoetie application.
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6.2 Q0S-A

Qo0S-A [Campbell96], developed by the Distributedlfifoedia Research Group at
Lancaster University, is a QoS Architecture for gfygng and implementing
performance properties of multimedia applicationg®roATM-based networks.
The architecture provides QoS mechanisms thatapass all architectural layers,

including end-systems, communications systemsnanaorks.

The architecture incorporates the notionsflofvs service contracts and flow
managementto an ATM networked environment. Flows charaeeerithe
production, transmission and eventual consumptibrsingle media streams,
service contracts are binding agreements betweers @nd providers and flow
management provides for the monitoring and maimesaf the contracted QoS

levels.

Qo0S-A aims to provide data flows with an associdés@l of QoS through tight
coupling of devices, end-systems, and networks. S-@o provides a
QoS-configurable communication mechanism by usim@agmented layers and
planes structure integrating the existing layeis glanes of the ATM architecture.
It also employs thread-scheduling algorithms base®oS constraints to achieve
desired behaviors at system level. Devices arelaldt with QoS capabilities to

support both scheduling and communication mechanism

The Qo0S-A architecture is composed by three plagmrespcol QoSmaintenance
and flow management The protocol plane is responsible for data fiens It

consists of a user plane for transmitting media datd a control plane for carrying
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control data. The QoS maintenance plane is reggen&r monitoring and

maintaining the QoS levels specified in the servamntract that has been
established among the user and the architecturee fldow management plane is
responsible for admission control resource resemvaflow establishment, QoS

renegotiation, QoS mapping and translation, and &utzptation.

The protocol and QoS maintenance planes are sudledivinto four layers,
distributed systems platforrarchestration layer, transport layemdlower layer

The distributed systems platform is responsible gaviding services for QoS
specification and multimedia communication. Thehestration layer supports
media synchronization and jitter correction. Thansport layer provides
QoS-configurable communication service. The lovayers, which include

network, data link and physical layer, provide llewel communication services.

Qo0S-A is implemented on top of the Chorus open okiemel architecture, which
focused on deploying multimedia protocols for logdM network. Similar to
OMEGA, Qo0S-A also supports translation betweenedgiht levels of QoS
requirements and resource reservations. Howewve®-A& supports transparent
QoS adaptation dynamically while OMEGA can onlyifyothe application when

QoS changes.

6.3 QuO

The Quality of Service for CORBA Objects (QuO) atetture [Quo08] provides
QoS abstractions that can be utilized by distridu@ORBA objects. QuO
supports a QoS Description Language (QDL) by extendthe Interface
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Description Language (IDL) of CORBA.

The QDL language encapsulates QoS representatdasobject abstractions.
QDL supports the description of resource requirdsmen CORBA objects. The
language can also express thsources available in the system and their statuse
QDL also supports QoS contracts between a cliedt arserver object, which
includes the requested level of service, the le¥alervice that is achievable, and
actions to be taken when the QoS level changes.L sppports the notions of QoS
regions that allow the application to adapt to dweqg network conditions by
changing from one QoS region to another. The techiral components of QDL
are regular CORBA objects that are synthesizedgu$dh and QDL descriptions.
These architectural components are responsible oS enforcement, QoS

measurement, and QoS adaptation.

Although the design of a QoS specification framdwsinould logically separate
from QoS provision, the lack of knowledge of avaiéaQoS mechanisms hinders
the practical feasibility of existing QoS specifioa languages. QuO integrates
AQUA [Kuhns99] for dependability and TAO [Cukier98&)r real-time support
allowing for the provision of various QoS propesti&his provides a concrete link
between QoS requirements and QoS provision, pragaitigtstrengthening the

usability of QuO.

6.4 HQML

The Hierarchical QoS Markup Language (HQML) [GuOdgveloped by the
MONET research group at the University of lllin@is Urbana-Champaign, is an
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XML-based QoS language for supporting distributedltimedia applications.
Hierarchical refers to the three levels of speatfimn in HQML, which are the user
level, application level, and system resource leVee MONET group has also

conducted an extensive survey [Jin04] of existimp@pecification languages.

HQML supports adaptive middleware for improving Qe®vision through
application layer tags includineconfigRule Condition and Action When
adaptation occurs, HQML allows feedback to and frilra user through the

NotificationandFeedbackags.

The system resource level in HQML includes pararseteom network, CPU,
memory, and disk. However, application develoees not required to directly
deal with these parameters. Instead, HQML providegisual programming
environment for developers to generate HQML filesl @ compiler that maps
application level specifications resource level. bdundary symbol relational
grammar named ConfigG, is used to check for forooalsistency on visual QoS
specification and automatic HQML generation. Ualiknost of the QoS
middleware, which focuses on communication modeld Bbw-level resource
management, the strength of HQML is the inclusioh user-level QoS

specifications.

6.5 OWL-S

OWL-S [DAMLO8], is an OWL ontology aims at incor@ding Semantic Web
techniques for unambiguously describing Web Sergeeantics in machine
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interpretable representations. These descriptiande used for dynamic service

composition based on formally specified service Qpé&cification.

In OWL, resources with similar characteristics wgreuped using the abstraction
of classes The OWL-S ontology is structured on top of therv&e class. A
Service class contains three properties, whictsareiceProfile ServiceModeand
ServiceGrounding ServiceProfiledescribes what resources the service provides
and requires. ServiceModetlescribes how the service worksServiceGrounding
describes how to use the service. BeeviceProfileclass is composed of contact
information and functional descriptions includingegonditions, inputs, outputs
and effects. EacBerviceProfileclass is also associated with feature descriptions
including service category, quality rating and paeger list. However, OWL-S
does not provide nor adopt any specific schemeb&@ah service category and
quality rating. Therefore, it is up to the providerd user to ensure the adoption of
the same categorization and rating scheme. Pagarnistis unbound and can
carry any information. This provides the flexibjli for extending the

ServiceProfileclass in an unstructured manner.

DAML-Qo0S [ZhouO4] leverages the OWL-S Service classpecifically provide
QoS representation. This is done by extending SeeviceProfile class with
QoSProfile class to provide a QoS ontology complementing OS8VL- QoS
metrics and property constraints have been addedufiport the matching
between service and service user. DAML-Qo0S ha® dtgroduced a
matchmaking algorithm for supporting different ntatg degrees based on the

constraints. However, the multidimensional QoS st@ints can hardly be
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utilized in a dynamic mobile environment, since tenstraints can be easily
violated under the fluctuating QoS resource avditeds. The effect of fluctuating

QoS resource levels is thus amplified by the tergounavailability of services
due to unmatched constraints. This can result usex perceived QoS that is

significantly poorer than unmanaged best efforvises.

6.6 QML

The QoS Modeling Language (QML) [Frglund98], deypeld by Hewlett Packard,
is a general-purpose language for describing th& @mperties of software
components. The research focus of QML is on Qa&gipations and does not

deal with other aspects of QoS management.

QML is designed to specify multiple QoS aspecthxagreliability, performance,
security, and timing. QML uses the abstractionsaitract type contract and
profile. Contract type defines the properties associaitda specific QoS aspect.
For example, the performance contract type is ddfiny the delay and throughput
properties. Each property is bounded to a domiualoes that may be specified
numerically, as a set or as an enumeration. Therdble ordering of a property
value, whether greater is better or smaller isebbets specified by the increasing
and decreasing keyword. A contract is an instafoentract type, specifying the
constraints on all the properties. A profile ic@mposition of contracts for a
service, specifying the requirements on propeurfeall QoS aspects for utilizing

the service.

QML supports refinements of contacts and profilés.refinement is similar to
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inheritance in object-oriented programming, in Wh& child refines a parent by
inheriting the property constraints of the pareriowever, a child contact or
profile can modify the constraints of its parentfosther tighten these constraints,

or adding more constraints, but not loosen them.

QML lacks the ability for specifying the relationigh, dependencies or tradeoffs
among the properties of a contact. This greatiyitd the flexibility for the

language to support dynamic adaptation. When safrtiee requirements cannot
be fulfilled during runtime, it would be useful toave the interdependency
information for supporting decision making on adaptthe services to the

variations in QoS resource levels.

6.7 SLANg

SLAng [Lamanna03] is an XML-based language for dbsw service level
agreements (SLA). SLAnNg focuses on providing glege model for supporting

QoS negotiation and contract specification.

SLAng provides different levels of QoS service leabstraction, including
application level, middleware level and the undedyresource level. SLAng also
introduced another dimension of expressivenessda&tir Horizontal andVertical
SLAs Horizontal SLAs are contracted between diffengarties providing the
same kind of service. Horizontal SLAs govern theeraction between these
coordinated peers. For example, two container igers can collaborate for
replicating components. On the other hand, vdr8t#As are contracted between
subordinated pairs. Vertical SLAs regulate the suppparties get from their
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underlying infrastructure. For example, a contaipeovider can specify an
agreement with an ISP for network services. Thectire of an SLA in SLAng
begins with an indication of horizontal or vertiegreement type. The SLA then
specifies responsibilities in three sections: d¢liserver, and mutual. In each of
these sections, parameters specific to the SLA gmgedefined and therefore

limited to those defined in the language itself.

SLANng not only supports QoS specification on amtlan, middleware and
resource levels, it also provides SLA for servieerns as well as subordinated pairs.
This makes SLAng a suitable input for QoS-awareptda middleware and

automated reasoning systems.

6.8 Comparisons

Table 3.1 summarized the features of the reviewex® @pecifications and
compared them against MobiPADS. Note that whhgtisd in the table is only an
approximation; different projects have differentcises and are presented
differently and it is difficult to measure the degrof completeness of a feature

provide by a framework.

Table 6.1 Comparisons among Different QoS Frameworks

User Application | Resource Dynamic o Specification
- o - ) Negotiation )

Specification Specification Specification Adaptation Translation
OMEGA No Yes Yes Yes Yes Yes
Qo0S-A No Yes No Yes No Yes
QuoO No Yes Yes Yes No No
HQML Yes Yes Yes Yes No Yes
OWL-S No Yes Yes No Yes No

114



OML No Yes Yes No No No

SLANg No Yes Yes No Yes No

MobiPADS Yes Yes Yes Yes No Yes

Among all of the frameworks reviewed, MobiPADS saogp all dimensions of
specifications and is able to adapt to these dgpatidns dynamically and
effectively. Even though MobiPADS does not suppplicit QoS negotiation
this is not considered a major drawback. Thiseasdose in a mobile operating
environment with dynamic and unpredictable resolawels, the underlying QoS
framework is simply unable to guarantee the resoatmcation and thus defeats
the objective of the Q0S negotiation to reserveusses for a specific application

session.

6.9 Other QoS Middleware

XQoS [Exposito02] is an XML-based language for Gp8cification that applies
mainly to multimedia systems, one of its main obiagons being the need for both
intra and inter-flow QoS specifications. The basighe language is the Time
Stream Petri Network (TSPN) model. This model &tipularly suitable for
modeling synchronization issues in concurrent steeeor processes. The
concentration on stream-based QoS limits its fiékgkfor operating in a mobile

environment.

The Quality Assurance Language (QUAL) in QoSME (iski96] is similar to
XQoS in that it is based upon the Time Stream Regtwork (TSPN) formal model.
It facilitates optimal QoS mapping from applicatidavel requirements to

underlying communications service specifications.
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Service Level Specifications (SLS) [TEQUILAQ08] dreing standardized as part of
the TEQUILA project. In this context an SLS refeysietwork QoS in a public IP

network and applies to a uni-directional traffiovil

The need to create a more robust and configuraioléleware system is realized in
the development of the Open ORB [Blair01]. Theigiesind implementation of
Open ORB is based on a reflective middleware platfo Access to the underlying
platform is achieved through the meta-interfacdctlexposes the meta-space that
represents the support environment for the componeifhe Open ORB
architecture is designed as a general middlewa #upports system
re-configurations by allowing applications to inspé&hrough reflection) and to
adapt (through reification) the behavior of the emying system components.
The architecture does not have specific mechanisreapport mobile computing
applications so that context awareness can be essiylintegrated into the
programming model to facilitate the dynamic confagion and deployment of

mobile services.

CARISMA [Capra03] makes use of reflection to supploe interactions between a
mobile application and the middleware. Each apgilbi; has a profile installed in
the middleware, which contains policies that spe¢ibw contextual changes
should be handled by the middleware. In case oflich CARISMA leverages a
microeconomic approach that performs a "closed-adtion to decide its
adaptation action. CARISMA requires an applicattode to dynamically update

its corresponding policies through reflection tonage QoS.
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Work carried out at lllinois has led to the develmmt of the Universal
Interoperable Core (UIC) [Roman01], which is aeefive middleware platform
designed for handheld devices. The platform capptdifferent middleware

personalities, e.g., a SOAP server and a CORBAeserv

The Reflective Middleware for Mobile Computing (R&MC) [Grace03] platform
demonstrates a similar approach that adapts arclasymous middleware design

and heterogeneous discovery protocols.

The Mobiware toolkit [Angin98] is built on CORBA dnJava distributed object
technology. Mobiware can run on mobile devicegeless access points, and
mobile-capable switches and routers. Mobiware ides/API and algorithms for
adaptive mobile network services, including QoStamled handoffs, soft-state

mobile QoS reservations, and flow bundling.

In the Rover toolkit [Kaashoek97], the middlewauports the development of
both mobile-transparent and mobile-aware applioatio Based on client-server
architecture, the Rover toolkit provides a disttédal object system for the
development of mobile or distributed application®over client applications

typically run on mobile hosts, but can also rurfinad hosts. Server applications
run on fixed hosts and maintain the long-term sttbe system. The key idea of
Rover is the introduction of the relocatable objbO) and the queued remote
procedure call (QRPC). Object codes extending RO can be easily relocated

from the server to the mobile client (or vice-vgrsa allow for disconnected
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operations. On the other hand, QRPC permits agipits to perform remote
procedural calls even when a connection is unasailédy queuing the calls locally

and serving as the connection is reestablished.

CARMEN [Bellavista03] supports context-dependentvises for the wireless
Internet. CARMEN uses profiles to describe therabiristics of any resource
modeled in the system, including the user, serdegice, and operating platform.
By integrating different types of high-level mettalaCARMEN hides low-level

mechanisms and implementation details from serdeeelopers and system

administrators, while providing management confadpility.

The EgoSpaces [Julien06] middleware provides in&tiom on context to
applications in an abstract form. It adapts amabased approach that allows
agents to define their own operating context araptation actions in response to a

change in content.

The EasyLiving project [BrumittO0] focuses on thevdlopment of intelligent
environments.  The project identifies several regeaaspects, including
middleware, geometric world modeling, sensing cdpi#s, and service

description.

The Gaia project [Roman02] is a distributed middlesv infrastructure that
provides support for ubiquitous computing. The maitended application
domain of Gaia is restricted to fixed intelligentveconments and lacks the support

for nomadic scenarios.
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6.10 Summary

Mobile middleware show encouraging results in mhformance improvements
and value-added services for mobile applicatiortowever, the lack of flexibility
in the QoS models of current middleware system#ditmeir adaptability when
facing dynamic requirements from user and mobilpliegtions. In contrast,
MobiPADS looks at QoS from a holistic, systemaéind pragmatic perspective.
This thesis demonstrates the flexibility and effiray of our QoS management
framework in adapting not only to a dynamic ope@&mtienvironment and
constrained resources, but also to the dynamic @o8irements of user and

application during runtime.
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Chapter 7

Conclusions and Future Work

Existing Internet protocols and traditional reséivabased QoS management
mechanisms were designed under the assumptionglofoandwidth and stable
connectivity, provided when using a fixed networkvieonment. These
assumptions are invalidated when users move tolenabnnectivity, where the
operating environment is far more hostile. Mol§jleS management is hindered
by the problems of highly variable connection dyathe high cost of connections,

limited computational power, and a short battefiey ¢éin portable systems.

The major task of mobile QoS management is thumatance and make tradeoffs
between various QoS parameters. However, mobikratipg environments
involve a large number of QoS parameters, and Hazacteristics of different
system resources and user-perceivable aspecteoaripdiverse. This makes it
difficult to deduce cost functions and to formulateanalytical optimization model
for mobile QoS management. On the other handctimebination of different
users and different applications form a specifidqqua set of requirements.
However, these requirements are often runtime médion that will not be
available to the QoS management system until thpdicapion subscribes to the
service of the QoS management system. Moreovesetiequirements can be

subject to change as users change their preferencesg runtime.

In order to answer the call for multi-dimensiondbaptation needs raised by the

diversity and dynamics of operating environmentspbite devices, users,
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applications, and usage scenarios, we introducedviibbiPADS system. In this
thesis, we described the design and implementaifothe hierarchical fuzzy
control model, upon which the adaptation mechanisfridobiPADS were built.
The MobiPADS system abstracted and organized cardekased and
user-perception-based QoS parameters within thercley of a fuzzy model.
This allowed all QoS inputs to be inferred and dbute to the adaptation decisions.
Moreover, the hierarchical organization of fuzzypuits not only avoided the
rule-explosiorproblem, but also allowed new QoS inputs to bieiefitly added to
the hierarchy, without the need to review the enfizzy rule base in the process.
The MobiPADS system introduced the following fivdagtation mechanisms for

flexibly supporting adaptation needs at differesmvece levels.

® [Fuzzy Based Mobile Service Reconfiguration adapts to the system
dynamics and optimizes the QoS perceived by the Ingeeconfiguring a
chain of mobilet services. Based on the inferepaihthe fuzzy QoS factor
hierarchy, this mechanism responds to the systamardics in real-time by
periodically selecting the optimal set of mobileinsce profiles. Mobilet
services are chained to provide an assortment ofices to a mobile
application. To adapt to vigorous changes in theS Qequirements,
MobiPADS supports intra-mobilet reconfiguration ttithanges the mode of
operation internally, as well as inter-mobilet nefiguration that adds or

removes mobilets on demand.

® QoSFactor Hierarchy Extension allows new QoS dimensions to be added to

the existing QoS factor hierarchy, such that thenlmer and variety of
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managed QoS parameters will not be bound by thginati design.
Traditionally, adding a new fuzzy input to an exigtfuzzy model meant that
the whole model needed to be revamped. In contmasker this extension
mechanism, adding a new QoS factor will only cdasal changes to be made
to the overall QoS factor hierarchy. Importantys mechanism only causes
a minimum amount of disruption to the entire fuzmje base, and updates
only the direct parent node of the new QoS factithiwthe hierarchy. This
makes unnecessary much of the effort required foorahierarchical fuzzy

rule base to review the whole rule base when newtiis added.

Member ship Function Adaptation  allows ad-hoc adjustment on the
interpretation of QoS factors to align with the dfieations of a new
application. This is done by using a single norpmaht value to dynamically
adjust the membership functions of the linguistidues of a specific QoS
factor.  Typically, each set of application spextions requires a
custom-made set of fuzzy membership functions arfidzay rule base to
support the specific application requirements, Whice too low-level and
fuzzy domain specific for typical application demeérs to handle. The
membership function adaptation mechanism is mutiplsr for application
developers and even users to use to adjust thg faembership functions of

various concerned QoS factors to the desired forms.

Importance Weight Adaptation supports ad-hoc modification of the
inter-QoS factor prioritization. Based on a similequirement as in

membership function adaptatiothis mechanism tries to avoid a redesigning
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of the fuzzy rule base and fuzzy membership fumstiwhen a set of new user
requirements has emerged. This is done by dyn#lgnichanging the
importance weight values of QoS factors of différabstraction levels to
reflect the priorities of different QoS factors ggecified in the user and
application requirements. This mechanism avoidstypical yet significant
effort that application developers need to makenfaicitly embed the priority
preferences into the fuzzy rules. By coupling thembership function
adaptationthat supports the intra-QoS factor adjustment wigimportance
weight adaptatiorthat supports inter-QoS factor prioritization, NIeADS
provides a comprehensive yet simple set of mechmnifor users and
applications to dynamically specify their inter@tgdn of QoS factors of

different abstraction levels.

Computational Reflection provides Reflective APl for applications to
inspect (through reflection) and to adapt (througjfication) the behavior of
the underlying system components, adaptation rubas] actions of
MobiPADS. While MobiPADS offers automated and rsfomechanisms for
context adaptation and service reconfiguratiortinaés mobile applications
are still in the best position to make critical demns on the operating context
and hence the adaptation strategy. Through thea-tee¢l object
representation of the hierarchical fuzzy QoS modmd service
reconfiguration mechanism, a mobile application eaness the contextual
information, service configuration, and adaptatisinategy of the QoS
middleware, and modify these entities to obtainirgt service provision

during runtime.
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7.1 Resaults

The complete framework has been successfully impheéed using Java as the
execution platform, which supports a highly poréaklystem to operate across
heterogeneous environments. Extensive experinfeaus been conducted on a
PC platform and a PDA platform with the MobiPADS$t®m. These experiments
have revealed promising results that demonstrateffiectiveness, robustness, and
the ease of leveraging the QoS management framef@omew mobile services

and applications in a mobile environment.

The results of the experiments in Chapter 5 hawarly demonstrated the
effectiveness ofuzzy controlled adaptatioandservice chainingn mapping and

adapting to variations in QoS parameters underingrgontextual environments.
Importantly, the adaptation mechanism is ablefeecéf/ely reconfigure the service
chain to maximize the QoS under a dynamic and cansd resources situation.
As the resource level improves, the adaptation mr@ism is also able to react to

this by reconfiguring the service chain to fullyliaé the extra resources.

The results of another set of experiments conducieca PDA device have
demonstrated the highly scalable characteristiéobiPADS with respect to a
number ofQoS parametersfuzzy ruls, mobilet servicesand mobilet profiles

These aspects have demonstrated linear computiatimmglexities and sub-linear
memory requirements. Moreover, a typical MobiPAESBup with 32 QoS inputs
and 775 fuzzy rules decreased the battery lifhhv@fRDA by only 8.4%, which is

promising given the benefits of the adaptation capaf MobiPADS.
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The experimental results in Chapter 6 have shovat niembership function
adaptationcan easily adjust the forms of the membershiptfans of a QoS factor
to match the interpretation of the user and apgtinaon that QoS factor.
Subsequently, the adjustment is effectively refldcton the reconfiguration
behavior of MobiPADS, while the resultant QoS parfance can match the
requirements of the user and application. Theltealso showed thainportance

weight adaptationcan effectively adjust the priorities among coneer QoS

factors, such that MobiPADS is able to make prapade-offs among the QoS

factors to match the preferences of different uaadsapplications.

7.2 Futurework

The nature of progress frequently dictates thatlatisn to one problem uncovers
several new and interesting directions for explorat In this section, we present
several directions for future work that are mot@ehaby our existing work. Many
of the directions discussed in this section diyeetttend our work by addressing
the remaining problems. Other directions focusnberesting components within
the architecture, and these motivate researchr@ctibns that are independent of

the dissertation topic.

7.2.1 Contextual Coverage

One of the future directions is to expand the caot coverage. In this thesis, we
have experimented with local QoS parameters only,tas desirable to extend the
system to support external contexts. This involres management of external
contexts, which include discovery, binding, suspamgebinding, and detachment.

On discovering a new external context, the middlewahould be able to
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autonomously map the contextual changes to thetaffeQoS factors, new rules,
and new mobilets to be migrated to the mobile devid he system will also have
to support various handling schemes for orphanyfuzies and mobilets when their

associated external contexts are unreachable amedxp

7.2.2 Mobilet Service Profile Probing

A mobilet can intentionally or unintentionally adtea QoS factor so that the extent
of the effect is uncertain during the design phaswhich case probing during the
testing, deployment, and execution phases is reduio determine the actual
effects of each of its profiles. The probing ofvéee performance is a research
topic on its own, yet for simplicity of illustratiowe have assumed that the probed
adjustments for every mobilet profile discussedhiis thesis are static, accurate,
and up-to-date. It is desirable for the MobiPADStem to provide a unified
probing framework, such that a new mobilet sengare be easily and accurately
profiled. A developer of a mobilet with probed @éstments should implement an
active probing functiorthat can be invoked when the mobilet is firstafist, to
determine the initial values of the probed adjustisie Apassive probing function
should also be implemented, which can be invokednathe mobilet is activated
for adaptation. This calibrates and updates tteegaof the probed adjustments
adaptively, so that the values can accurately aeflee adjustments to the current

operating platform and environment.

7.2.3 Inter-Application Adaptation
This thesis has generally focused on supporting one mobile application at a
time. Itis a natural extension to study the impE@roviding concurrent service

sessions for multiple applications. This will réguthe introduction of several
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new mechanisms. First, another layer of prioritcta among all active mobile
applications will have to be added. Second, imbligl fuzzy QoS factor
hierarchies are needed for each application. Whigive rise to the problem of
redundancy, and new techniques will be neededdaitk$ redundancy. Third,
during the reconfiguration of the service chain,dMRADS will have to consider
not only the impact of new mobilet profiles on tplication that it serves, but also

the impact of the other applications that rely foe $hared resources.

7.24 Security

Security has not been our focus in the currentémaork. There are several issues
that should be addressed in this area. Firsteatittation of the mobilets must be
guaranteed. One approach is to digitally sign mhebilets to assure their
authenticity. Second, the MobiPADS system shougiat the Java security
features [Garms0l1], so that the MobiPADS platformespnts a protected
environment for a mobilet. Third, a common objewtio real-time transcoders is
that they are incompatible with encrypted sessioAsservice chain is unable to
understand an encrypted session because it wouédtballow for the decrypting
of data in the middle of the connection, which aemtially hazardous to overall
security. An interesting research problem is tasoder whether an encryption
scheme could be developed to permit the servicedaded by a mobilet without

compromising the security of the session.
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7.3 Publications

Segments of this research have been presented falkbwing publications:

® Sju-Nam Chuang and Alvin T.S. Chan, "Dynamic QoSaptdtion for Mobile Middleware",
IEEE Transactions on Software Engineerikgl. 34, No. 6, November 2008, pp. 738-752.

® Siju-Nam Chuang and Alvin T.S. Chan, "MobiPADS: A biile QoS Middleware based on
Hierarchical Fuzzy Control'Rroceedings of the 2006 IEEE International Conferemt&uzzy

System¢FUZZ-IEEE 2006), 16-21 July 2006, Vancouver, BCh&ia, pp. 2223-2230.

@ Siju-Nam Chuang and Alvin T.S. Chan, "Fuzzy BasedidoQoS managementProceedings
of the 7th ACM Postgraduate Research 2y March, 2006, Hong Kong, China.

® Sju-Nam Chuang and Alvin T.S. Chan, "Active Servioe Mobile Middleware", WWW:
Internet and Web Information Systems Jourtduwer Academic Publishers, Vol. 8, No. 2,

2005, pp. 127-157.

@ Alvin T.S. Chan, Peter Y.H. Wong, Siu-Nam ChuarfyContext-aware Request Language for
Mobile Computing", Proceedings of the Second International SymposiuniPanallel and
Distributed Processing and ApplicatiofisSPA 2004), Lecture Notes on Computer Science,

Springer-Verlag, 13-15 December 2004, Hong Kondn&hpp. 529-533.

® Siu-Nam Chuang, Alvin T.S. Chan, Jiannong Cao, Ror@heung, "Actively Deployable
Mobile Services for Adaptive Web AccesHEEE Internet Computingvol. 8, No. 2, 2004, pp.
26-33.

® Alvin T.S. Chan, Siu-Nam Chuang, Jiannong Cao, HdaglLeong, "An Event-driven
Middleware for Mobile Context Awarenes§he Computer JournaDxford University Press,

U.K., Vol. 47, No. 3, 2004, pp. 278-288.

® Alvin T.S. Chan and Siu-Nam Chuang, "MobiPADS: A flRetive Middleware for
Context-Aware Computing"|lEEE Transactions on Software Engineeringl. 29, No. 12,

December 2003, pp. 1072-1085.
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