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Abstract 

The investigation of imaging techniques is of great significance for various applications, 

e.g., non-destructive testing and biological imaging. In many conventional optical 

imaging techniques, 2D charge-coupled device (CCD) is usually used for the recording. 

Although CCD camera can be applied for the imaging in various environments, there are 

still a number of limitations in practice which can restrict its applications. For instance, 

in scattering environments the scattered light imposes significant effect, which might 

lead to a poor performance in recovering high-quality objects. In addition, under 

conditions of low light the data recorded by CCD camera could not be sufficient or 

effective for high-quality object reconstruction, and under conditions of non-visible 

wavebands CCD camera might be even unavailable. In order to resolve the problems 

existing in many conventional imaging techniques, single-pixel imaging (SPI) has 

emerged as a promising technique to extract object information by using a single-pixel 

detector (called single-pixel bucket detector). Different from CCD camera with spatial 

resolution, single-pixel detector employed in the SPI is a non-spatially resolving detector. 

The SPI techniques have been rapidly developed over the past decades. Aside from the 

applications integrated with many conventional optical systems, it has also been 

demonstrated that the SPI can be applied in complex environments, e.g., turbulent 

atmosphere. However, there are still some significant challenges which need to be 

further overcome in the SPI field, e.g., imaging quality, sampling efficiency and 

applications in complex environments. This thesis is to develop new techniques to 

resolve fundamental problems and address application concerns in the SPI. 

  In this thesis, to achieve high imaging quality using a small number of 

measurements, a Fourier spectrum retrieval method is developed in the SPI. In the 
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proposed method, some low-frequency Fourier spectrum coefficients are first calculated 

directly by using a small number of measurements, and then the proposed method 

enables retrieval of high-frequency Fourier spectrum coefficients by using the calculated 

low-frequency coefficients. The results and analyses fully demonstrate feasibility and 

effectiveness of the proposed method in the SPI.  

   In order to improve sampling efficiency in the SPI, a single-step measurement 

method is also proposed to retrieve Hadamard spectrum coefficients. In contrast with 

conventional differential methods, the proposed single-step measurement method 

effectively reduces the number of measurements, and can retrieve the objects with the 

same quality as that obtained by using conventional methods. It is further demonstrated 

that the retrieved object information can be fully invisible when a small number of 

randomly-selected Hadamard spectrum coefficients are applied in the SPI. This property 

is further applied for object authentication using the SPI.  

 Single-pixel ghost holography method is also proposed, and its application for 

optical security is further demonstrated which can dramatically enrich optical security 

field. The numerical analyses and optical experimental results fully demonstrate 

feasibility and effectiveness of the proposed method.  

 Finally, object authentication is studied in scattering media by using structured-

detection-based techniques in the SPI for optical security. The proposed optical 

authentication methods significantly enrich the applications of SPI, and can be flexibly 

applied in practice to enhance system complexity for optically securing information. In 

addition, phase-only authentication through scattering media using single-pixel digital 

holography is further carried out and verified by using optical experimental results.  
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  The studies presented in this thesis effectively resolve fundamental problems and 

address application concerns in the SPI. The work presented in this thesis can contribute 

to better understand the SPI, and could shed some light on the further development of 

the SPI and practical applications of the SPI.  
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Chapter 1 Introduction 

1.1 Literature Review  

In conventional optical setups, two-dimensional (2D) pixelated sensors, such as silicon-

based charge-coupled-device (CCD) or complementary metal-oxide-semiconductor 

(CMOS), are usually utilized for digital image capture. A typical CCD camera is shown 

in Fig. 1.1(a). In some scenarios, e.g., weak light existing in medical imaging and 

scattering environments, the CCD has poor performance for recording data. Contrary to 

CCD with spatial resolution, single-pixel detector consisting of only one sensor is 

sensitive in the weak light condition, and has no spatial resolution. A typical single-pixel 

detector is shown in Fig. 1.1(b). 

 
Fig. 1.1. Schematic of (a) a typical CCD and (b) a typical single-pixel detector. 

1.1.1 Ghost imaging 

Ghost imaging (GI) is an important technique in single-pixel imaging (SPI). The GI was 

considered as quantum phenomenon at the beginning, since the first imaging experiment 

Pixel 

(a) 

(b) 

Single pixel 

Sensor array 
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was realized by using entangled photons which were generated in the process of 

parametric down-conversion (Pittman et al., 1995). Subsequently, it was demonstrated 

that a classical thermal light can also perform GI (Bennink et al., 2002 and Gatti et al., 

2004). Although there are continuous debates about whether the GI should be interpreted 

as quantum phenomenon or it can be regarded as classical phenomenon, GI technology 

is still developed rapidly and successfully applied in a number of important areas, such 

as 3D imaging (Sun et al., 2013, Sun et al., 2016, Zhang and Zhong, 2016, Zhang et al., 

2018, Yu et al., 2015 and Salvador-Balaguer et al., 2018), Terahertz imaging (Chan et al., 

2008a, Chan et al., 2018b, Watts et al., 2014, Shrekenhamer et al., 2013, Stantchev et al., 

2016, Shang et al., 2019 and Guerboukha et al., 2018), and X-ray imaging (Pelliccia et 

al., 2016, Yu et al, 2016, Schori and Shwartz, 2017, and Zhang et al., 2018). 

 A conventional GI setup contains two beams which are respectively called object 

beam and reference beam (Zhao et al., 2012, Cai and Zhu, 2005, Chen et al., 2009, Chan 

et al., 2009, Ryczkowski et al., and Gong et al., 2016). The reference beam does not 

interact with object, and is recorded by a CCD camera. The object beam is projected 

onto an object, and the transmitted (or reflected) light intensity is collected by a single-

pixel detector. A schematic of the two-arm GI setup is shown in Fig. 1.2. 

Laser

Rotating 

ground glass

Beam

splitter

CCD

Object

Lens

Single-pixel

detector

 
Fig. 1.2. Schematic of two-arm GI setup. 
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 As shown in Fig. 1.2, a laser beam passes through a rotating ground glass to 

generate thermal light source. The thermal light beam is split into two beams by a beam 

splitter (BS). After propagating a distance, one beam is recorded by a CCD and the other 

beam interacting with object is collected by a single-pixel detector. It is worth noting 

that the axial distance between BS and CCD is usually equal to that between BS and 

object.  

 With a rapid development of optoelectronic technology and an intensive study of GI, 

it is found that the reference pattern recorded by CCD can be calculated directly by 

using free-space wave propagation (e.g., Fresnel propagation principle) when a spatial 

light modulator (SLM) is applied. Subsequently, computational ghost imaging (CGI) is 

further developed, in which there is only one arm and one detector (i.e., the single-pixel 

detector) in practice (Shapiro, 2008, Erkmen 2012, Katkovnik and Astola, 2012, Katz et 

al., 2009, Bromberg et al., 2009, Xu et al., 2018, Welsh et al., 2013, and Bromberg, 

2009).  

Laser

Pinhole

Phase 

mask

Object

Lens

Single-pixel detector

SLM

 
Fig. 1.3. Schematic of single-arm CGI setup, SLM: spatial light modulator. 

 A single-arm CGI setup is shown in Fig. 1.3. A laser beam is expanded by a pinhole 

and illuminates a SLM. The SLM generates a series of phase masks to modulate the 
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wavefront of laser beam. If the axial distance between the SLM and the object is known, 

it is possible to calculate the illumination patterns just before the object.  

 In Figs. 1.2 and 1.3, the single-pixel detection process can be expressed as  

      , , , 1,2,3,...,i i
x y

B P x y O x y i M  , (1.1) 

where iB  denotes single-pixel value detected by single-pixel detector, iP  denotes 

illumination pattern, O  denotes object,  ,x y  denotes coordinate in spatial domain, and 

M  denotes the number of measurements.  

 After the single-pixel detector collects a series of data, correlation algorithm is 

usually utilized for object reconstruction which can be expressed as 

     
1

1
, ,

M

GI i i i i
i

R x y B B P P
M



     (1.2) 

where R  denotes reconstructed object and =
i

M   denotes an ensemble average over

M  measurements. 

 The achievable signal-to-noise ratio (SNR) in correlation algorithm, i.e., Eq. (1.2), 

is remarkably low and limits the GI technique in practical applications, e.g., low-contrast 

imaging. In order to overcome the limitation of conventional GI method, much effort has 

been devoted to exploiting the potential of GI. Differential ghost imaging (DGI) denotes 

a breakthrough, which enhances the performance of GI technique dramatically (Ferri et 

al., 2010). In terms of SNR, the value obtained by using DGI can be an order of 

magnitude higher than that obtained in conventional GI. There are striking differences 

between conventional GI and DGI, since under the same condition the reconstructed 

object retrieved from conventional GI can be blurred whereas the one obtained by using 
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DGI can be of high quality. This discrepancy originates from system robustness to the 

external sources of noise. Due to the integration of reference pattern in DGI system, the 

performance of GI technique is enhanced greatly. In addition, the DGI also paves the 

way for GI technology to practical applications. A schematic of DGI setup is shown in 

Fig. 1.4. 

Laser

Pinhole

Phase 

mask

SLM

Beam 

splitter

Object

Lens

Single-pixel 

detector

Lens

Single-pixel 

detector

 
Fig. 1.4. Schematic of DGI setup. 

 As shown in Fig. 1.4, there is an extra single-pixel detector collecting the total light 

intensity of reference pattern. With the collected reference signal, the correlation 

algorithm for DGI can be described by (Ferri et al., 2010) 

    
1

1
, ,

M
i

DGI i i i i
ii

B
R x y B S P P

M S


 
    

 
  (1.3) 

where iS  denotes the collected reference signal. As can be seen in Eq. (1.3), the 

collected reference signal serves as a weight to the single-pixel value recorded in the 

DGI setup. Compared to Eq. (1.2), Eq. (1.3) has a minor modification which enhances 

imaging ability and makes the system robust to the noise source. As aforementioned, it 
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has been demonstrated that the DGI is robust to external noise, such as fluctuations of 

laser power. Therefore, it can effectively enhance the performance of GI method. 

 In addition, normalized ghost imaging (NGI) (Sun et al., 2012) is also proposed and 

demonstrated to have a similar effect on quality improvement compared with DGI. The 

setup of NGI is the same as that of DGI, but the correlation algorithm used in NGI is 

modified as (Sun et al., 2012) 

    
1

1
, .

M
ii

DGI i i
i ii

BB
R x y P P

M S S


 
    

 
  (1.4) 

 Although DGI and NGI can improve the SNR by an order of magnitude, the 

improvement is still limited due to the linear relationship between SNR value and the 

number of measurements. Gerchberg-Saxton-like GI method is further developed to 

increase the SNR dramatically (Wang et al., 2015). It is a post-processing method and 

the reconstructed object is of high contrast. The Gerchberg-Saxton-like algorithm 

realizes a nonlinear growth of SNR values with respect to the number of measurements, 

which is different from the linear growth in conventional GI. However, this algorithm 

cannot effectively reduce the number of measurements, and the post-processing is time 

consuming.  

1.1.2 Compressive sensing 

In the SPI, compressive sensing (CS) can also be applied, and is an important and 

effective tool to recover high-quality objects with a sampling rate much lower than the 

Nyquist rate. A famous theorem, called Shannon’s theorem, states that in order to 

recover an original signal with no loss, the sampling rate must be at least twice the 

maximum frequency present in signal (Nyquist, 1928). The CS was firstly introduced in 

2004 which has great significance in signal processing since it breaks through the 
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famous Shannon sampling theorem (Candès et al., 2006a, Donoho et al., 2006 and 

Candès and Tao, 2006). Figure 1.5 shows a measurement process of CS. 

 

Fig. 1.5. Measurement process of CS. 

 In Fig. 1.5, the sampling and compression process can be expressed as 

 y f  , (1.5) 

where f  denotes signal with N  entries,   denotes measurement matrix of size M N , 

and y  denotes measured vector with M  entries. It is worth noting that M N  which 

means that the compression is a reduction in dimension. As can be seen in Fig. 1.5, the 

measurement and compression are performed simultaneously which is different from 

conventional sampling and compression methods. A comparison between the CS method 

and conventional compression method is shown in Fig. 1.6. 

 
Fig. 1.6. A comparison between the CS method and conventional compression methods. 

(a) Conventional sampling and compression process, and (b) sampling process in CS. 

(Rani et al., 2018)  

Output Input 

Output Input 
Nyquist sampling Compression 

Random sampling 

(Sub-Nyquist) 

(a) 

(b) 

f
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 Almost all natural signals can be represented in a sparse or compressible form, 

which means that only a few significant components enable a faithful reconstruction of 

original signal. The property of sparse representation is termed as sparsity, and the 

sparsity can be implemented in either its original domain or certain transform domain, 

such as Fourier domain and wavelet domain (Mallat, 2009, Kovacevic and Chebira, 

2007, Rubinstein et al., 2010, and Gribonval and Nielsen, 2003). The mathematical 

foundation of CS is to take advantage of a variety of nonlinear reconstruction techniques 

to recover only important information (i.e., sparse coefficients). As a consequence, the 

sampling rates and the measurement time can be reduced dramatically. Figure 1.7 shows 

an example for k-sparse signal. 

 

Fig. 1.7. An example for k-sparse signal. 

 In Fig. 1.7, zero values in signal f  are represented by white color, and non-zero 

values are represented by other colors. A k-sparse signal means that it has only k non-

zero values in the vector. For non-sparse signals, a proper basis is necessary for 

generating sparse coefficients. Figure 1.8 shows how to transform a non-sparse signal 

into a sparse representation. 

f

M

N



y

M
sparse signalk 
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Fig. 1.8. An example for transforming a non-sparse signal into a sparse representation. 

 In Fig. 1.8, a proper basis   is used to transform original non-sparse signal into 

sparse signal. There are some frequently used transformation methods, e.g., discrete 

cosine transform (DCT), Fourier transform and wavelet transform. In most cases, after 

the transformation, there are only a small number of relatively large values. Only these 

large values are reserved, and the remaining small values are omitted or treated as zero 

values.  

 For the CS, there are numerous algorithms developed to resolve various kinds of 

problems, such as basis pursuit (BP) (Chen et al., 2001, Elad, 2007, Feng et al., 2009 

and Narayanan et al., 2015), orthogonal matching pursuit (OMP) (Tropp and Gilbert, 

2007, Cai and Wang, 2011, Kulkarni and Mohsenin, 2015, Kulkarni and Mohsenin, 

2017, Bai et al., 2012 and Fang et al., 2011) and stage-wise orthogonal matching pursuit 

(StOMP) (Donobo et al., 2012, Lee, 2016, Ning, 2014 and Du et al., 2016). However, all 

these algorithms are based on optimization, which have a high computational 

complexity.  

1.1.3 Fourier spectrum acquisition 

In the SPI, it is recently found that Fourier spectrum acquisition method can be used for 

direct reconstruction which calculates Fourier spectrum coefficients of object and 

M

y

 

N

M

N

N  

f
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conducts inverse Fourier transform to obtain a reconstructed object (Zhang et al., 2015). 

The discrete Fourier transform pairs are defined as (Voelz, 2011) 

    
/2 1 /2 1

/2 /2

, , exp 2
M N

m M n N

pm qn
G p q O m n j

M N


 

 

  
    

  
  , (1.6) 

    
/2 1 /2 1

/2 /2

1
, , exp 2

M N

p M q N

pm qn
O m n G p q j

MN M N


 

 

  
   

  
  , (1.7) 

where G  represents Fourier spectrum coefficients, O  represents object,  ,p q  represents 

coordinates in Fourier domain,  ,m n  represents coordinates in spatial domain, and 

 ,M N  represents dimensions of object.  

 In optical experiment, the exponential part in Eqs. (1.6) and (1.7) is unable to be 

realized directly by making use of experimental implementation. Sinusoidal patterns are 

usually utilized in the experiments to construct Fourier spectrum coefficients. A typical 

sinusoidal pattern P  can be expressed as (Zhang et al., 2015) 

 cos 2 2
p q

P a b m n
M N

  
 

    
 

, (1.8) 

where a  represents average intensity of object, b  represents a contrast, and   denotes 

phase. A typical example of the sinusoidal pattern is shown in Fig. 1.9. 

 

Fig. 1.9. A typical example of sinusoidal pattern. 
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 In order to obtain a Fourier coefficient, four-step phase-shifting measurement is 

usually used in optical experiments which can effectively eliminate noise existing in the 

measurement process. The four-step phase-shifting measurement can be described by 

    0 , , cos 2 2

m n m n

p q
B O m n P O m n a b m n

M N
 

  
     

  
  , (1.9) 

    2 2, , sin 2 2

m n m n

p q
B O m n P O m n a b m n

M N
   

  
      

  
  , (1.10) 

    , , cos 2 2

m n m n

p q
B O m n P O m n a b m n

M N
   

  
     

  
  , (1.11) 

    3 2 3 2, , sin 2 2

m n m n

p q
B O m n P O m n a b m n

M N
   

  
     

  
  , (1.12) 

where 0 ,B  2 ,B  B  and 3 2B   denote four single-pixel values respectively 

corresponding to four patterns with different phases. After recording the four single-

pixel values, one coefficient can be calculated by 

 

   

   

 

 

0 2 3 2
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2 , exp 2

2 ,

m n m n

m n

B B j B B
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b O m n m n j O m n m n

M N M N

p q
b O m n j m n

M N

bG p q

  

   



  

   
      

   

  
    

  



 



. (1.13) 

 As a result, the Fourier spectrum coefficient can be finally expressed as 

      0 2 3 2
1

,
2

G p q B B j B B
b

  
    
 

. (1.14) 
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 Experimental setup for Fourier spectrum acquisition method usually takes 

advantage of a projector to illuminate a target object, and a single-pixel detector is used 

to collect the light intensity. A schematic setup is shown in Fig. 1.10. 

Projector

Sinusoidal pattern

Object

Single-pixel 

detector

 
Fig. 1.10. Schematic of Fourier spectrum acquisition method (Zhang et al., 2015). 

 As shown in Fig. 1.10, the setup is a lensless setup. It is not necessary to use a lens 

to collect the total light intensity reflected from the object. In this case, the detection by 

using a single-pixel detector can be described by 

 = BtotalB noise  , (1.15) 

where   denotes scaling factor, totalB  denotes the total light intensity reflected from 

object and noise  denotes all noise sources existing in the measurement process, 

including environment noise and noise existing in optoelectronic devices. 

 The scaling factor has no effect on object reconstruction, and therefore is of no 

significance. The noise existing in the measurement process can be suppressed 

effectively by using four-step phase-shifting measurement. Fourier spectrum acquisition 

method has capability in recovering high-quality objects, and is easy to be implemented 

in practice. This method has received considerable and increasing attention over the past 
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few years. A sinusoidal pattern is a grayscale image with continuous values between 0 

and 1, and the modern SLM, especially digital micro-mirror devices (DMD), can display 

binary values (i.e., 0 and 1). Hence, the SLM has a low refreshing rate for producing 

grayscale patterns, and quantization error cannot be fully avoided. A fast Fourier SPI 

method has been proposed to resolve the limitations imposed on imaging speed and 

quality in Fourier spectrum acquisition method (Zhang et al., 2017). However, the high 

imaging speed in the fast Fourier SPI method is obtained at the cost of low imaging 

resolution. Subsequently, a computational-weighted Fourier SPI method was further 

developed to make full use of the refreshing rate of DMD without reducing imaging 

resolution (Huang et al., 2018). Based on the Fourier SPI method, a new scheme has 

been proposed to detect the edges of object which is capable of obtaining the edges from 

indirect measurements (Ren et al., 2018). In order to make the pattern illuminate object 

part properly, an adaptive regional SPI method based on Fourier spectrum acquisition 

method has been further proposed which can dramatically reduce the number of patterns 

and facilitate the imaging efficiency (Jiang et al., 2017). In optical experiment, the 

projector lens often encounters a problem of defocusing which can blur the sinusoidal 

pattern projected onto objects, and can result in quality reduction of recovered objects. 

To eliminate the effect of projector lens, a projector-defocusing rectification method has 

been proposed which can optimize projector defocusing (Xu et al., 2018). Furthermore, 

Fourier SPI method has been utilized to simultaneously realize spatial, spectral and 3D 

compressive imaging (Zhang et al., 2018), in which a high-quality full-color 3D image is 

obtained with a compression ratio up to 88%. 

 Although the Fourier spectrum acquisition method is able to recover high-quality 

object, it is a time-consuming process since each coefficient needs four-step 
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measurements. To further reduce the number of measurements, an efficient SPI method 

in Fourier space has been proposed (Bian et al., 2016). The mathematical description can 

be expressed as (Bian et al., 2016) 
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, (1.16) 

where B  denotes single-pixel value,  ,P m n denotes illumination pattern, and  ,O m n  

denotes object. For the object and the pattern in Fourier space, they can be expanded by 

using Fourier bases  ,C m n , i.e., 

    , ,i i
i

O m n C m n , (1.17) 

    ˆ, ,j j
j

P m n C m n , (1.18) 

where   represents coefficient.  

 It is worth noting that in order to obtain Eq. (1.15), the orthogonal property of 

Fourier bases can be utilized, i.e., 
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 The principle of efficient SPI method in Fourier space is further shown in Fig. 1.11. 
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Fig. 1.11. Illustration of the efficient single-pixel imaging in Fourier space (Bian et al., 2016). 

 Although the proposed SPI method in Fourier space can reduce the number of 

measurements by half, it is incapable of eliminating noise existing in optical experiments. 

As an alternative method, 2D discrete cosine transform (DCT) can be used as an 

effective method to recover high-quality object (Liu et al., 2017). The DCT is defined as 
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where  ,O x y  denotes object,  ,F u v  denotes DCT coefficients,  ,M N  denotes 

dimensions of object,  ,x y  denotes coordinates of object in spatial domain,  ,u v  

denotes coordinates in DCT domain,  0 1 2C  , and   1C w   fow 1,2, , 1.w N   

DCT bases are real numbers which are easier to realize in optical experiment.  
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 Another important transform in the SPI is Hadamard transform, which can be 

defined as (Pratt et al., 1969) 

        , , , ,F u v H u v O x y H u v , (1.22) 

        
2

1
, , , ,O x y H u v F u v H u v

N
 , (1.23) 

where  ,O x y  denotes object,  ,F u v  denotes Hadamard spectrum coefficient,  ,H u v  

denotes Hadamard matrix, and N  denotes the dimension of horizontal or vertical 

direction of object. 

 A basic Hadamard pattern consists of only -1 and 1, and can be adjusted to a pattern 

with 0 and 1 in practice. As aforementioned, the DMD employed in SPI experiments can 

perform binary modulation. Hence, Hadmard pattern is more suitable to be embedded 

into the SLM to realize wave modulation. For instance, the Hadmard pattern is used to 

realize single-pixel polarimetric imaging (Durán et al., 2012).  In 2013, by projecting 

Hadamard patterns, a compressive phase-shifting holography experiment is conducted 

which allows to retrieve complex amplitude of an object using a single-pixel detector 

(Clemente et al., 2013). In the field of terahertz imaging, Hadamard pattern is also 

chosen and applied fabrication in the experiment to realize imaging at long wavelengths 

(Watts et al., 2014). Single-pixel infrared and visible microscope was also been realized 

by taking advantage of Hadamard pattern (Radwell et al., 2014). Due to the high 

refreshing rate of DMD, when Hadamard patterns are applied, real-time video-rate 

imaging can be conducted in practice (Edgar et al., 2015, Welsh et al., 2015 and Huynh 

et al., 2016). In addition, it is also possible to perform 3D imaging (Sun et al., 2016a) 

and improve SNR in the SPI (Sun et al., 2016b) by using Hadamard patterns. 
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Furthermore, Hadamard pattern has been used in ophthalmoscope (Lochocki et al, 2016) 

and also used for encoding phase in digital holography (Martínez-León et al., 2016). A 

detailed comparison between Hadmard modulation and Fourier modulation has been 

conducted (Zhang et al., 2017). It is demonstrated that Fourier-based SPI is more 

efficient than Hadamard-based SPI, whereas Hadamard-based SPI possesses the higher 

robustness than Fourier-based SPI.  

1.1.4 Optical encryption based on SPI 

In recent years, another important application of SPI technology is related to optical 

cryptography. Optical encoding technologies possess remarkable advantages, such as 

parallel processing and multidimensional capabilities (Volodin et al., 1996, Matoba et al., 

1999, Javidi and Nomura, 2000, and Chen et al., 2015). The first optical security system 

is double random phase encoding (DRPE) (Réfrégier and Javidi, 1995), which converts 

the input image into a noise-like pattern by making use of two phase-only masks 

respectively placed in the input plane and the Fourier plane.  

 Based on the DRPE system, a huge number of optical security systems have been 

intensively studied. For instance, Fourier domain encoding has been extended to Fresnel 

domain (Matoba and Javidi, 1999) and fractional Fourier domain (Unnikrishnan et al., 

2000). In order to enhance system security, more degrees of freedom are exploited in 

optical security systems, e.g., spectral content and polarization of light (Alfalou and 

Brosseau, 2010). With a rapid development of DRPE system, the attack methods have 

been proposed to illustrate the vulnerability of this system, e.g., known-plaintext attack 

(Peng et al., 2006) and chosen-plaintext attack (Carnicer et al., 2005).  

 Different from the 2D complex ciphertexts recorded in DRPE systems by using 

CCD, the ciphertexts recorded in the SPI systems are a series of single-pixel intensity 
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values by using a single-pixel detector. In 2010, SPI technology has been used to 

encrypt and decrypt object information based on CGI (Clemente et al., 2010). 

Subsequently, GI technology has also been used for 3D optical security, in which 

random phase-only masks are converted into particle-like distributions and stored in 3D 

space (Chen and Chen, 2013). In addition, experimental demonstration of gray-scale and 

color optical encryption based on CGI was also realized (Tanha et al., 2012). 

Furthermore, it is also possible to perform multiple-image encryption using only one 

single-pixel detector (Wu et al., 2016 and Yuan et al., 2016). 

 Instead of extracting high-fidelity object information in conventional optical 

encryption methods, object authentication can be further used to deal with problems of 

identification using far fewer realizations in the SPI. It has been demonstrated that object 

authentication in CGI can be conducted with realizations less than 5% of Nyqusit limit 

(Chen and Chen, 2013). Hence, object authentication can be considered as an enhanced 

optical security method over conventional encryption methods, since the decrypted 

object can be verified without visually rendering original information. In the CGI, it is 

common that a huge number of measurements are requested. It is found that binary 

signals (i.e., only two quantization levels) can also be applied for object authentication 

based on CGI, which is beneficial to data storage and transmission (Chen and Chen, 

2015).  

 For authentication operation, nonlinear correlation algorithm is usually used, which 

is defined as (Pérez-Cabré et al., 2011, Javidi, 1989, Chen et al., 2014 and Chen 2018 ) 

 

2

=
k

NC IFT
 
    

, (1.24) 
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where     
*

Ref DecFT FT  , NC  denotes nonlinear correlation map, k  denotes 

nonlinear strength, Ref  denotes reference information and Dec  denotes decrypted 

information.  

 However, the SPI-based optical encryption and authentication techniques still have 

some limitations, e.g., low variety and simple encoding setups. Hence, it is necessary to 

further exploit the potential of this field.  

1.2 Motivation and Objective 

As described in Section 1.1, there are still some serious challenges in the SPI which need 

to be addressed. The challenges are as follows: 

 (1) How to recover high-quality object using only a small number of measurements 

in the SPI remains a challenge. Due to the linear relationship between quality of 

recovered object and the number of measurements, it is usually not feasible to realize 

satisfied reconstruction using a limited number of measurements. The CS method can 

serve as a tool to implement high-quality reconstruction with a sampling rate lower than 

Nyquist rate. However, CS methods are developed based on optimization, which usually 

undertake high computational complexity. Although the Gerchberg-Saxton-like GI 

method is developed to obtain high-quality reconstructed object, it cannot effectively 

reduce the number of measurements. In addition, the Gerchberg-Saxton-like GI 

algorithm is a time-consuming process. Fourier spectrum acquisition method can 

provide a way to directly generate high-quality object by measuring Fourier spectrum 

coefficients. However, it needs four-step phase-shift measurement to construct each 

Fourier spectrum coefficient, which is still a time-consuming task.  

 (2) How to significantly improve the sampling efficiency in the SPI remains a 

challenge. Conventional GI method samples the object at a rate much larger than 
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Nyquist rate. The CS method can realize the lower sampling rate at the expense of high 

computation complexity. Fourier spectrum acquisition method and Hadamard spectrum 

acquisition method take advantage of differential measurement in practice to eliminate 

noise existing in the experiments. The sampling efficiency is still limited in these two 

methods. 

 (3) How to further explore the application of SPI in complicated environment (e.g., 

through scattering media) remains a challenge. The existing SPI-based applications 

related to optical security possess low variety and perform poor in complicated 

environment. In the field of SPI-based optical security, it is crucial to develop a method 

which is robust to the complicated environment. 

  

Fig. 1.12. A roadmap of the research work. 
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 The main objective of this thesis is to develop advanced methods which can recover 

high-quality object by using a small number of measurements. In addition, an effective 

method is proposed to significantly improve sampling efficiency in the SPI. Furthermore, 

it is promising to establish SPI-based optical security systems in the complicated 

environment. A roadmap of the research work is shown in Fig. 1.12. 

1.3 Outline of the Thesis 

The rest of this thesis consists of another seven chapters, and is organized as follows: 

 Chapter 2 introduces a Fourier spectrum retrieval method in the SPI. The proposed 

method provides an effective method to recover high-quality object using only a few 

number of measurements.  

 Chapter 3 introduces a single-step measurement method in the SPI. Different from 

conventional differential method, the proposed method realizes a single-step 

measurement method to obtain Hadamard spectrum coefficient in optical experiment. In 

addition, a noise suppression strategy is developed to obtain high-quality object 

reconstruction. 

 Chapter 4 introduces an optical encryption and authentication method based on 

Hadamard spectrum coefficients. By randomly selecting a small number of Hadamard 

spectrum coefficients, object information can be hidden effectively, and the decrypted 

information can be authenticated correctly by using nonlinear correlation algorithm. 

 Chapter 5 introduces a secured single-pixel ghost holography method. Two optical 

authentication strategies are developed in the proposed method. Numerical analysis and 

optical experimental results are obtained to demonstrate effectiveness and feasibility of 

the proposed method. 
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 Chapter 6 introduces a single-pixel-imaging-based authentication method through 

scattering media. There are two effective strategies for the authentication, and the 

proposed method is verified by experimental results. 

 Chapter 7 introduces a phase-only authentication method through scattering media 

based on single-pixel holography. Its effectiveness is tested in various complex 

environments.  

 Chapter 8 concludes the main contributions of this thesis and gives brief 

descriptions of future work. 
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Chapter 2 Fourier Spectrum Retrieval in Single-Pixel 

Imaging 

2.1 Introduction

 

Single-pixel imaging (SPI) has received considerable attention in recent years due to its 

advantages in imaging under conditions of low light and non-visible wavebands. Ghost 

imaging (GI) serving as a main implementation of SPI has been developed rapidly over 

the past decades (Pittman et al., 1995, Strekalov et al., 1995, Gatti et al., 2004, Valencia 

et al., 2005, Shapiro, 2008, Bromberg et al., 2009, Chan et al.,2009, Erkmen and Shapiro, 

2010, Meyers et al., 2011, and Chen and Chen, 2014 ). Conventional GI techniques 

contain two arms, i.e., reference arm and object arm. The pattern in the reference arm is 

recorded by using a charge-coupled device (CCD), and the transmitted (or reflected) 

light in the object arm is collected by using a single-pixel bucket detector. When a 

spatial light modulator (SLM) is applied in the GI, the two-arm setup can be reduced 

into a single-arm setup since the reference pattern can be generated and controlled by a 

computer. As a consequence, computational GI (CGI) is further developed (Shapiro, 

2008), in which there is only a detector, i.e., the single-pixel detector. However, the 

signal-to-noise ratio (SNR) obtained in conventional GI technique is remarkably low. 

Much effort has been devoted to enhancing SNR values in the GI. Differential GI (DGI) 

(Ferri et al., 2010) and normalized GI (NGI) (Sun et al., 2012) are two recently 

developed, which can improve the SNR to an order of magnitude higher than that 

obtained in conventional GI method. However, this quality enhancement is still limited, 

and it is still inevitable to require a large number of measurements to achieve high-

quality object reconstruction. Gerchberg-Saxton-like algorithm is further developed 

                                                 
This Chapter corresponds to the paper: Yin Xiao, Lina Zhou, and Wen Chen, “Fourier spectrum retrieval 

in single-pixel imaging,” IEEE Photonics Journal, 11(2), 7800411(11pp), 2019. 
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which can perform high-quality object reconstruction based on GI (Wang et al., 2015). 

This method can realize a nonlinear growth in SNR with respect to the number of 

measurements, instead of a linear growth in conventional GI methods. It is a post-

processing method which takes advantage of the integral property of Fourier transform 

and treats the captured data of experiment as constraints for the designed iterative 

algorithm. However, this method cannot relax the requirement of a large number of 

measurements existing in GI methods, and its process is also time-consuming.  

 In the SPI, compressive sensing (CS) also enables high-quality object reconstruction 

at a sampling rate lower than the Nyquist rate (Donoho, 2006, Candes et al, 2006, Duarte 

et al., 2008, and Chan et al., 2008). However, the CS algorithms are mostly established 

based on optimization methods which search sparse coefficients in transform domain. 

Hence, these CS algorithms usually have high computational complexity. It is recently 

found that Fourier spectrum acquisition method can directly recover the object by 

calculating Fourier spectrum coefficients (Zhang et al., 2015, Bian et al., 2016, Liu et al., 

2016, Huang et al., 2018, Jiang et al., 2017, Ren et al., 2018, Xu et al., 2018). Low-

frequency coefficients can only recover a blurred image of object, and high-frequency 

coefficients are used to recover the detail of object. Hence, in order to recover a high-

quality object, it is feasible to calculate coefficients from low frequency to high 

frequency. Four-step phase-shift method is usually adopted to obtain each Fourier 

spectrum coefficient in optical experiments. As a result, it is also a time-consuming 

process to measure the coefficients of all frequencies.  

 In this Chapter, a Fourier spectrum retrieval method is developed, in which only a 

small number of low-frequency Fourier spectrum coefficients are measured and 

calculated directly. Since low-frequency coefficients can only recover a blurred image of 



25 

 

 

object, it is necessary to obtain high-frequency coefficients to generate a high-quality 

reconstructed object. An iterative algorithm is established to retrieve high-frequency 

Fourier spectrum coefficients by using these calculated low-frequency coefficients. 

Compared with conventional methods, e.g., Fourier spectrum acquisition method, GI 

method and Gerchberg-Saxton-like algorithm, the proposed method shows better 

performance in obtaining high-quality reconstruction, and can possess significant 

advantage in sampling efficiency. In particular, the proposed method is highly robust to 

noise contamination.  

2.2 Theoretical Analysis 

A single-arm GI setup is shown in Fig. 2.1. A laser is expanded by a pinhole and 

collimated by a lens. A series of random patterns are sequentially embedded into the 

SLM to modulate the laser beam. Then the modulated light is further projected onto a 

target object, and the transmitted light is collected by a single-pixel (or bucket) detector. 

Laser

Pinhole

Lens

SLMBeam

Splitter

Object

Lens

Bucket 

Dectector

 
Fig. 2.1. Schematic of single-arm GI setup, SLM: spatial light modulator (Xiao et al., 2019). 

 With the patterns P  embedded in the SLM and the collected data B  by using 

single-pixel detector, correlation algorithm can be used to reconstruct object which can 

be described by 
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where 
i

M    denotes an ensemble average over M  measurements. 

 Objects reconstructed based on Eq. (2.1) usually has low quality, since the SNR 

value has a linear relationship with respect to the number of measurements in the GI. To 

avoid the large number of measurements and simultaneously achieve high-quality object 

reconstruction, Fourier spectrum acquisition method can serve as a promising method. 

Almost all natural images display sparse property in Fourier domain, which means that a 

few significant coefficients are sufficient to generate a satisfactory reconstruction.  

 The definition of 2D discrete Fourier transform pair can be expressed as (Voelz, 

2011) 
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where O  represents object, G  represents Fourier spectrum coefficient,  ,m n  represents 

coordinate in spatial domain,  ,p q  represents coordinate in Fourier domain and  ,M N  

represents dimension of object. In order to realize the exponential part shown in Eq. (2.2) 

in optical experiment, sinusoidal pattern is used which can be expressed as 

 cos 2 2
p q

P a b m n
M N

   
 

    
 

, (2.4) 

where a  denotes a constant, b  denotes a scaling factor and   denotes phase which 

usually has four values, i.e., 0, 2 ,   and 3 2 . When these four phases are applied 
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in Eq. (2.4), four illumination patterns are generated and the corresponding single-pixel 

values, i.e., 0B , 2B , B  and 3 2B  , can be collected. After four measurements, one 

Fourier spectrum coefficient can be calculated by 
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 As a result, each Fourier spectrum coefficient can be described by 

      0 2 3 2
1

,
2

G p q B B j B B
b

  
    
 

. (2.6) 

 By using Eq. (2.6), all Fourier spectrum coefficients can be calculated, and inverse 

Fourier transform is further utilized to recover a high-quality object. However, it leads to 

a low sampling efficiency by measuring all Fourier spectrum coefficients with four-step 

phase-shifting measurements. In this Chapter, an effective method is proposed to 

improve the sampling efficiency. Instead of measuring all Fourier spectrum coefficients, 

the proposed method only measure and calculate a small number of low-frequency 

Fourier spectrum coefficients. Then, an iterative algorithm is developed to retrieve high-

frequency coefficients by using calculated low-frequency coefficients. The developed 

technique enables estimation of high-frequency coefficients quickly and accurately.  

 In the SPI, the single-pixel detection process can be expressed as 

    , ,

m n

B O m n P m n . (2.7) 
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 This process, i.e., Eq. (2.7), corresponds to a property of Fourier transform, which 

can be described by 

     
0

, ,
k

F O m n P m n B


 , (2.8) 

where F  denotes Fourier transform, 0k   denotes zero-frequency component and  

denotes element-wise product.  

 Figure 2.2 shows the relationship between Eq. (2.7) and Eq. (2.8). As shown in Fig. 

2.2, a USAF1951 target image serves as the object and a typical sinusoidal pattern 

serves as the pattern. After Fourier transform to the element-wise product between these 

two images, the Fourier spectrum, i.e., the grid image in Fig. 2.2, can be obtained. The 

value located on the central area represents the zero-frequency component, and is equal 

to the intensity value recorded by single-pixel detector. Such a property can be fully 

used in the developed iterative algorithm, in which the single-pixel value acts as a 

constraint.  

B  O P( )

( )

 F O P

 
0k

F O P B



 

Fig. 2.2. Schematic for illustrating the relationship between Eq. (2.7) and Eq. (2.8). 
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 The recorded intensity values can act as constraints in spatial domain. In order to 

accelerate the iterative algorithm, after some low-frequency Fourier spectrum 

coefficients are calculated, these low-frequency coefficients serve as constraints in 

Fourier domain. With these two kinds of constraint, a fast algorithm is developed to 

efficiently estimate high-frequency coefficients. The detailed steps are shown as follows: 

 (1). Measure and calculate a small number of low-frequency Fourier spectrum 

coefficients directly, and recover an initial guess T . 

 (2). Generate a target by using element-product between the initial guess T  and a 

pattern P , i.e., 

 tarI P T . (2.9) 

 (3). Get the Fourier spectrum by using Fourier transform (FT), i.e.,  tarF I . 

 (4). Replace the zero-frequency component of  tarF I by using the recorded single-

pixel value to get a new Fourier spectrum  tarF I . 

 (5). Update the target by using inverse Fourier transform (IFT), i.e.,  

  tarI IFT F T      . (2.10) 

 (6). Update the initial guess by 

  
2max( )

tar tar
P

T T I I
P 

   


, (2.11) 

where   is a parameter to avoid zero value in the denominator. 

 (7). Calculate the spectrum of T  , i.e.,  F T  . 
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 (8). Generate a new spectrum  F T   by replacing the low-frequency coefficients of 

 F T  using the coefficients calculated in step (1).  

 (9). Get a new initial guess newT  by the IFT of  F T  . 

 (10). Repeat steps (2)-(9) for all measurements. The criterion for stopping the 

iteration is defined as the mean squared error (MSE) between T  at the n th iteration and 

newT  at the  1n  th iteration. 

 A flow chart to illustrate the proposed algorithm is shown in Fig. 2.3. 

T

tarI PT

 tarF I

 tarF I tarI  T 

 F T 

 F T 

newT
P

FT

B

IFT

FT

Step (8)

IFT

Step (2)

 

Fig. 2.3. Flow chart for illustrating the proposed method. 

2.3 Results and Discussion 

The ratio used in this Chapter to choose Fourier spectrum coefficients is defined as 

 
The number of coefficientsmeasured

Ratio =
Thenumber of total pixels

. (2.12) 
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 To quantitatively evaluate quality of the recovered objects, SNR is adopted to 

estimate the difference between recovered object and original object, which is described 

by 

     
 

 

2

2
SNR

O O

T O









, (2.13) 

where O  represents the mean value of O . 

 Figure 2.4 shows an example to compare the proposed method with conventional 

Fourier spectrum acquisition method. When 10% Fourier spectrum coefficients are 

calculated, the reconstruction by using these low-frequency coefficients can only show 

the blurred image of object, as shown in Fig. 2.4(a). However, without more 

measurements, the proposed method enables a high-quality object reconstruction using 

the 10% Fourier spectrum coefficients, as seen in Fig. 2.4(b). It is also possible to 

recover high-quality object by measuring more Fourier spectrum coefficients. Figure 

2.4(c) shows a reconstructed object by using 90% Fourier spectrum coefficient. It can be 

seen from Figs. 2.4(b) and 2.4(c) that the proposed method is capable of achieving high-

quality object reconstruction using far fewer measurements.  

     
 (a) (b) (c) 

Fig. 2.4. (a) Reconstructed object ( 64 64  pixels) using 10% Fourier spectrum coefficients, 

(b) reconstructed object ( 64 64  pixels) by using the proposed method, and (c) 

reconstructed object ( 64 64  pixels) using 90% Fourier spectrum coefficients. 
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 The detailed parameters for reconstructing objects shown in Fig. 2.4 are presented 

in Table 2.1. As shown in Table 2.1, in conventional Fourier spectrum acquisition 

method, when 10% Fourier spectrum coefficients are measured, i.e., 924 measurements, 

quality of reconstructed object is low since the SNR value is 1.80. However, based on 

the proposed method, the SNR can be enhanced dramatically to 63.34 using the same 

number of measurements. This value is higher than that obtained by using 90% Fourier 

spectrum coefficients (i.e., 7564 measurements). As seen in Table 2.1, to achieve high 

contrast, the number of measurements used in the proposed method is only 924 which is 

much less than that used in conventional method. Hence, the proposed method shows a 

significant advantage in enhancing the sampling efficiency.  

Table 2.1. Parameters of the reconstructed objects in Figs. 2.4(a)-2.4(c) 

 The number of measurements SNR 

Fig. 2.4(a) 924 1.80 

Fig. 2.4(b) 924 63.34 

Fig. 2.4(c) 7564 46.13 

 Performance of the proposed method using different sampling ratios is further tested, 

and the information is shown in Table 2.2. The SNR1 represents SNR value obtained by 

using conventional Fourier spectrum acquisition method. The SNR2 represents SNR 

value obtained by using the proposed method. As seen in Table 2.2, when the sampling 

ratio is low (e.g., 2% and 4%), the SNR values obtained by using conventional Fourier 

spectrum method are low. With low sampling ratio, the constraints used in the proposed 

method are not sufficient, and as a result the iteration number used in the proposed 

method is relatively large. When the sampling ratio is up to 6%, the proposed method 

leads to a significant improvement in SNR, and the iteration number used in the 

proposed method is reduced dramatically. In particular, when the sampling ratio is 
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increased to 10% and 12%, the iteration number is lower than 10 which means that the 

proposed method possesses a fast convergence rate.  

Table 2.2. Improvement of the SNR values using different sampling ratios 

Ratio 

The number 

of 

measurements 
k  SNR1 SNR2  

2% 264 46 0.79 3.54 

4% 364 48 1.22 5.28 

6% 612 30 1.29 19.53 

8% 760 17 1.68 54.87 

10% 924 9 1.80 64.34 

12% 1104 5 2.25 70.17 
 

In conventional Fourier spectrum acquisition method and the proposed method, the 

trends of SNR growths with respect to the sampling ratios are further shown in Figs. 

2.5(a) and 2.5(b). As can be seen in Fig. 2.5(a), the SNR value obtained by using 

conventional Fourier spectrum acquisition method has an approximately linear growth 

with respect to the sampling ratio. The proposed method can realize a nonlinear growth 

in SNR values, and the SNR can be significantly enhanced using a low sampling ratio, 

as shown in Fig. 2.5(b).  

 

 (a) (b) 

Fig. 2.5. (a) SNR1 versus sampling measurement ratio, and (b) SNR2 versus sampling 

measurement ratio. SNR1 represents SNR values of the reconstructed objects using 

conventional Fourier spectrum acquisition method, and SNR2 represents SNR values of 

the reconstructed objects using the proposed method. 
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To further show advantages of the proposed method, different methods, e.g., 

conventional Fourier spectrum acquisition method, correlation algorithm and Gerchberg-

Saxton-like algorithm, are compared, as shown in Fig. 2.6. The results shown in Figs. 

2.6(b), 2.6(f) and 2.6(j) are obtained by using conventional Fourier spectrum acquisition 

method, and the number of measurements for generating these results is respectively 612, 

760 and 924. Since the sampling ratio is low, quality of these reconstructed objects is 

low, which can be seen from their SNR values, i.e., 1.81, 1.85 and 2.10. In the same 

conditions, quality of the reconstructed objects obtained by using the proposed method is 

much higher which can be seen in Figs. 2.6(a), 2.6(e) and 2.6(i), and their SNR values  

Our method
Fourier spectrum 

acquisition

Correlation 

algorithm
Gerchberg-Saxton-like 

algorithm

(a) (b) (c) (d)

(e) (f) (g) (h)

(i) (j) (k) (l)

SNR=3.92 SNR=1.81 SNR=0.65 SNR=1.17

SNR=5.37 SNR=1.85 SNR=0.78 SNR=1.21

SNR=19.15 SNR=2.10 SNR=0.86 SNR=1.30

 
Fig. 2.6. Comparisons of reconstructed objects ( 64 64  pixels) by using the proposed 

method and conventional methods. (a), (e) and (i) reconstructed objects by using the 

proposed method, (b), (f) and (j) reconstructed objects by using Fourier spectrum 

acquisition method, (c), (g) and (k) reconstructed objects by using correlating algorithm, 

(d), (h) and (l) reconstructed objects by using Gerchberg-Saxton-like algorithm; in the first 

row, the number of measurements is 612; in the second row, the number of measurements 

is 760; in the third row, the number of measurements is 924. 
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are 3.92, 5.37 and 19.15, respectively. Correlation algorithm is usually applied in the GI, 

and cannot recover a high-quality object with a few measurements which can be seen in 

Fig. 2.6(c), 2.6(g) and 2.6(k). When low sampling ratio is used, the SNR values obtained 

by using correlation algorithm are around 0.7. As aforementioned, Gerchberg-Saxton-

like algorithm is an effective tool to realize nonlinear growth of SNR with respect to the 

number of measurements. However, this algorithm cannot perform efficiently when the 

number of measurements is small. As seen in Figs. 2.6(d), 2.6(h) and 2.6(l), although the 

SNR values can be enhanced to some extent, the results obtained by using Gerchberg-

Saxton-like algorithm are still of low quality. 

   
 (a) (b) 

Fig. 2.7. (a) Reconstructed object ( 64 64  pixels) by using the proposed method, and (b) 

reconstructed object ( 64 64  pixels) by using conventional Gerchberg-Saxton-like 

algorithm. 

Table 2.3. Parameters used for the proposed method and conventional Gercherg-Saxton-like 

algorithm 

 SNR 

The number 

of 

measurements 

Iterations Threshold Time 

Our method 19.15 924 9 10
-4

 4.4s 

Gerchberg-

Saxton-like 

algorithm 

18.34 4000 1164 10
-10

 1441.6s 

 A comparison between the proposed method and Gerchberg-Saxton-like algorithm 

is shown in Fig. 2.7 and Table 2.3. The results shown in Figs. 2.7(a) and 2.7(b) are 

obtained by using the proposed method and the Gerchberg-Saxton-like algorithm, 
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respectively. Their SNR values are 19.15 and 18.34, respectively. The parameters for 

recovering the objects are different. As shown in Table 2.3, only 924 measurements are 

used in the proposed method, and 4000 measurements are used in the Gerchberg-Saxton-

like algorithm. In addition, there are only 9 iterations in the proposed method which are 

much less than the 1164 iterations used in Gerchberg-Saxton-like algorithm. 

Furthermore, compared with the threshold of 10
-4

 used in the proposed method, 10
-10

 

used in the Gerchberg-Saxton-like method is much smaller. The computational time is 

also shown in Table 2.3.  

 In noisy environment, performance of the proposed method is also tested. The noise 

strength   is defined as 

      , , * ,

m n m n

B O m n P m n R m n   , (2.14) 

where  ,R m n  denotes Gaussian noise with mean of 0 and variance of 1. 

 ρ=0 ρ=0.01  ρ=0.03 ρ=0.05 

       
 (a) (b) (c) (d) 

       
 (e) (f) (g) (h) 

Fig. 2.8. (a), (b), (c) and (d) Initial guesses obtained by using Fourier spectrum acquisition 

method in different noisy conditions, and (e), (f), (g) and (h) the recovered high-quality 

objects by using the proposed method in different noisy conditions. 
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Table 2.4. A comparison in different noisy conditions by using the proposed method 

 ρ=0 ρ=0.01 ρ=0.03 ρ=0.05 

SNR1 2.10 2.10 2.09 2.08 

The number of 

iterations 
9 6 2 1 

SNR2 19.15 15.49 11.36 9.43 

 As shown in Figs. 2.8(a)-2.8(d), the reconstructed objects obtained by using 

conventional Fourier spectrum acquisition method are of low quality, and the SNR 

values are 2.10, 2.10, 2.09 and 2.08 which can also be seen in Table 2.4. In this case, the 

proposed method is still able to realize high-quality object reconstruction in noisy 

conditions. As shown in Figs. 2.8(e)-2.8(h), using different noise strengths, high-quality 

reconstructed objects are still obtained and their SNR values are 19.15, 15.49, 11.36 and 

9.43 which can also be seen in Table 2.4. The noisy environment does not have much 

effect on convergence rate of the proposed method. As seen in Table 2.4, the number of 

iterations required for achieving high-quality object reconstruction is still small in the 

proposed method.  

 For object with high-frequency information only, the proposed method may lose its 

effectiveness. In this case, it is better to collect all its Fourier spectrum coefficients from 

experiments 

2.4 Summary 

In this Chapter, a Fourier spectrum retrieval method has been proposed to achieve high-

quality object reconstruction in the SPI. By only measuring and calculating a small 

number of low-frequency Fourier spectrum coefficients in the SPI, high-frequency 

Fourier spectrum coefficients can be estimated efficiently based on a developed iteration 

method. In the proposed method, two kinds of constraints are applied respectively in the 

spatial domain and the Fourier domain, and as a consequence the fast convergence rate 
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is achieved. The results have demonstrated that the proposed method shows significant 

advantages over conventional methods, e.g., conventional Fourier spectrum acquisition 

method, conventional correlation algorithm and conventional Gerchberg-Saxton-like 

algorithm. It is also demonstrated that the proposed method is highly robust to noisy 

environment.  
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Chapter 3 Single-Step Single-Pixel Imaging 

3.1 Introduction

 

In the single-pixel imaging (SPI), various kinds of patterns are used. Patterns with 

random values are usually used in ghost imaging (GI). Due to the speckles and usage of 

the noise-like patterns in optical experiments, the reconstructed objects usually have a 

noise-like background, and quality of the reconstructions is low.  

 It is found that object presents sparse property in some transform domains, e.g., 

wavelet domain (Antonini et al., 1992), discrete cosine domain (Ahmed et al., 1974) and 

Fourier domain (Bracewell, 1965). The property is termed as sparsity, which means that 

a few significant transform coefficients in transform domain can be used to recover a 

satisfactory object. This property has been widely applied in the SPI, especially with 

compressive sensing (CS). However, the CS method takes advantage of optimization, 

which needs to tediously search for these coefficients. High computational complexity is 

needed in the CS algorithms. 

 Recently, it is also found that the Fourier transform can be realized directly in the 

SPI by using sinusoidal patterns (Zhang et al., 2015). Fourier spectrum acquisition 

method provides a way to directly measure and calculate each Fourier spectrum 

coefficient without complicated algorithms. Similarly, Hadamard transform can also be 

conducted directly when Hadamard patterns are applied in the SPI. In optical 

experiments, digital micro-mirror device (DMD) or liquid crystal spatial light modulator 

(SLM) is utilized to display sinusoidal patterns or Hadamard patterns. Sinusoidal pattern 

consists of continuous values between 0 and 255, and Hadamard pattern contains binary 

                                                 
This Chapter corresponds to paper: Yin Xiao, Lina Zhou, and Wen Chen, “Direct single-step measurement 

of Hadamard spectrum using single-pixel optical detection,” IEEE Photonics Technology Letters, 31(11), 

845–848, 2019. 
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values (e.g., 0 and 1). Hence, there are quantization errors in the experiments when 

sinusoidal patterns are applied and embedded into the SLM. As a consequence, 

Hadamard pattern is easier to be generated by using the SLM and the quantization error 

can be avoided. In addition, the refreshing rate of SLM can be fully used when 

Hadamard pattern is applied.  

 However, the sampling efficiency is limited in realizing Fourier transform or 

Hadamard transform in the SPI. Four-step phase-shifting method is usually used to 

measure and calculate each Fourier spectrum coefficient, and differential method is 

usually used to obtain each Hadamard spectrum coefficient. Hence, the previous 

methods cannot realize an optimized sampling efficiency.  

 In this Chapter, a novel single-step Hadamard spectrum acquisition method is 

proposed. The proposed method realizes single-step coefficient retrieval of Hadamard 

spectrum in the SPI experiment, which significantly reduces the number of 

measurements compared with conventional differential method. In addition, quality of 

recovered object is approximately the same as that obtained by using conventional 

differential method. A noise suppression strategy is further developed, which can 

suppress the speckle noise and shot noise in optical experiments. In particular, 

performance of the proposed method through scattering media is also tested. Simulation 

and experimental results demonstrate feasibility and effectiveness of the proposed 

method.  

3.2 Principles 

The Walsh-Hadamard transform has three different kinds of orderings, which are natural 

ordering (Hadamard ordering), dyadic ordering (Paley ordering) and sequency ordering 

(Walsh ordering), respectively (Ahmed et al., 1973). For the sequency ordered Walsh-
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Hadamard matrix, the corresponding spectrum represents different sequency 

components contained in the signal in a low-to-high order. The sequency is defined as 

the number of changes in sign along each row of the Walsh-Hadamard matrix. Figure 

3.1 shows an example for sequency-order matrix. 

            

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

 
 

 
 
  
 

  

0

1

2

3

Matrix Sequency

 
Fig. 3.1. Sequency-order matrix. 

 The definition of a 2D Hadamard transform pair is expressed as (Pratt et al., 1969) 

        , , , ,F u v H u v O x y H u v , (3.1) 

        
2

1
, , , ,O x y H u v F u v H u v

N
 , (3.2) 

where  ,O x y  denotes an object,  ,H u v  denotes Hadamard matrix,  ,F u v  denotes 

Hadamard transform coefficient, and N  denotes the horizontal or vertical dimension of 

the object. Hence, the object matrix should be square which is on the order of =2nN . It 

is worth noting that all matrices have dimension N×N. An alternative to realizing Eq. 

(3.1) can be expressed as (Pratt et al., 1969) 

      
1 1

,
0 0

, , ,
N N

u v
x y

F u v O x y P x y
 

 

   , , 0, 1, , 1u v N  ,  (3.3) 

where  , ,u vP x y  denotes a basic Hadamard pattern (refer to Fig. 3.2b). Compared with Eq. 

(3.1), Eq. (3.3) is easier to perform in optical experiments, since  ,O x y  can be 
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considered as an object and  , ,u vP x y  can be taken as illumination patterns. Here, a matrix 

with order of 32N   is taken as an example. To calculate one coefficient  ,F u v , the 

values ,u  ,v  x  and y  should be represented in a binary form as 

    
1

1 2 1 0 2
0

2 , , , , ,
n

i
n n i

i

s s s s s s s u v x y


 


    (3.4) 

where 2logn N  and is  is the binary expansion of ,u  ,v  x  or .y  Table 3.1 shows a 

schematic about binary representation for decimal values. 

Table 3.1. Binary representation for decimal values. 

s  u  v  x  y  

Decimal 4 5 6 7 

Binary 100 101 110 111 

 In general, the matrix element  ,wal x y  of  , ,u vP x y  can be calculated by 

        
1

0
, 1

n

i i i i
i

g u x g v y
wal x y





    , (3.5) 

where   1i n i n ig k k k     ( 0, , 1i n   and , ).k u v  It is worth noting that  0g k  is 

equivalent to 1.nk   Then a pattern  4,5 ,P x y  with order of 32N   can be constructed as 

schematically illustrated in Fig. 3.2. 

x y 0 1 2 3 4 5 6 7

0

1

2

3

4

5

6

7

1 1-1 -1 1 -1 1 -1

-1 -11 1 -1 1 -1 1

-1 -11 1 -1 1 -1 1

1 1-1 -1 1 -1 1 -1

1 1-1 -1 1 -1 1 -1

-1 -11 1 -1 1 -1 1

-1 -11 1 -1 1 -1 1

1 1-1 -1 1 -1 1 -1    
 (a) (b) 

Fig. 3.2. (a) Pixel values for pattern  4,5 ,P x y , and (b) image representation for  4,5 ,P x y  

with black color corresponding to value of 1 and white color corresponding to value of –1. 
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 As shown in Fig. 3.2, a basic Hadamard pattern is a square matrix consisting of +1 

and –1. The pattern shows that Hadamard transform is fast since it requires only addition 

and subtraction operations without multiplication or division. 

 Energy of Hadamard spectrum generated in Eq. (3.3) focuses on a region, such as 

the upper left corner. Figure 3.3(a) shows an original image with size of 128×128 pixels 

and Fig. 3.3(b) shows energy distribution of its Hadamard spectrum. 

(a) (b)
 

Fig. 3.3. (a) Original image (128 128  pixels), and (b) its Hadamard spectrum. 

 A basic Hadamard pattern P  contains negative values, i.e., –1, which can be seen in 

Fig. 3.2(a). For intensity modulation in optical experiments, it is only feasible to use 

patterns with non-negative values. Hence, in this study, the pattern P  is further 

described by 

 
1

2

P
P


  . (3.6) 

 This kind of pattern is used in our proposed method, which is different from that 

used in conventional differential Hadamard methods. In conventional differential 

Hadamard methods, another kind of pattern, i.e.,  1 2P , needs to be constructed. It can 

be seen in Eq. (3.6) that the pattern values contain only 0 and 1. However, a typical 

sinusoidal pattern usually contains continuous values in conventional Fourier spectrum 

methods. In an experimental setup, different weighted binary values are necessarily used 
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to quantize those continuous values, which can lead to quantization errors in 

conventional methods. In addition, the quantization process also affects the refreshing 

speed of the SLM in the SPI. Hence, Hadamard patterns with binary values are more 

suitable to act as illumination patterns. In our proposed method, through flexible designs 

of Hadamard patterns as illumination patterns, the SPI process can be expressed as 
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, (3.7) 

where B  denotes the intensity value recorded by single-pixel bucket detector, and   

stands for element-wise product between two matrices. As a result, each Hadamard 

spectrum coefficient can be calculated by 

    , 2 0,0F u v B F  . (3.8) 

 In the proposed method, it is clearly illustrated in Eq. (3.8) that a direct and 

simplified approach is developed to calculate each spectrum coefficient by using only 

one step. Hence, the number of measurement can be dramatically reduced during the 

recording. Subsequently, after the spectrum coefficients are obtained, object 

reconstruction can be further carried out by using Eq. (3.2).  

 In practice, it is necessary to consider the effect of noise, such as speckle noise and 

shot noise, which can dramatically reduce quality of the recovered object. Here, a 

practical description of the coefficients can be expressed as 
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     ,, , u vF u v F u v n   , (3.9) 

where ,u vn  denotes noise existing in the measurement process. 

 Here, a noise suppression strategy is further developed to reduce the effect of noise. 

The detailed process is shown as follows: 

(1) Retrieve an object from Eq. (3.9) by using inverse Hadamard transform. 

(2) Take out the part affected by noise from the reconstructed pattern. Note that this 

part locates on the upper-left corner. 

(3) Do Hadamard transform of the part selected in step (2) to get its transform 

coefficients  ,noiseF u v . 

(4) Suppress noise by  

      , , ,new noiseF u v F u v F u v  . (3.10) 

(5) Do inverse Hadamard transform of  ,newF u v  to obtain a finally reconstructed object. 

 A flow chart for illustrating the developed noise suppression strategy is shown in 

Fig. 3.4. As shown in Fig. 3.4, to reduce the effect of noise, the noise level is first 

estimated, which can be performed by using Hadamard transform and inverse Hadamard 

transform i.e., steps (2) and (3). In Fig. 3.4, a reconstructed object is first obtained by 

directly doing inverse Hadamard transform, which cannot visually render any useful 

information. It is found that the noise effect concentrates on the upper-left corner in the 

directly reconstructed object, as shown in the red box in Fig. 3.4. Hence, it is feasible to 

choose this region according to value distribution of the directly reconstructed object. 

The region affected by noise is taken out, and a matrix with the same dimension as 

original object is generated. Note that the region affected by noise still locates on the 

upper-left corner of the new matrix. Matrix elements beyond the noise region are zeros. 
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Fig. 3.4. Illustration of the developed noise suppression strategy. 

Then Hadamard transform is implemented on this new matrix, i.e., step (3), to get an 

estimated noise matrix. The estimated noise matrix can effectively evaluate noise level 

in the measurements, and is further used to suppress noise. It is demonstrated that the 

estimation is effective, and the finally reconstructed object is of high contrast as shown 

in Fig. 3.4. It is worth noting that the noise could consist of speckle and shot noise and 

other noise sources, and the proposed method tackles them as a whole. In addition, the 

proposed method is also suitable for the cases where the background of objects is not 

uniform, since the used region for noise suppression is mainly the upper-left corner. 

Here, the noise suppression strategy is further explained. Due to the property of 

Hadamard transform, energy of original data concentrates on the upper left corner after 

Hadamard transform. For noise coming from experiments, after a Hadamard transform, 

their energy focuses on the upper left corner in the reconstructed object. Hence, it is 



47 

 

 

possible to use this part to estimate noise level of environment. This noise region can be 

determined by the reconstruction results. When the reconstructed object is obtained, it is 

easy to get their pixel values from software such as Matlab, and it is found that the 

values located on the upper left corner is much larger than the other values. Actually, 

these values originate from the experimental noise, and therefore the region can be 

chosen to suppress noise. Figure 3.5 is used to clearly present the noise region and the 

correspondingly estimated noise signal.  

   
 (a)  (b) 

Fig. 3.5. (a) A zoomed figure of direct reconstruction, the region in the dashed-red box 

represents the part affected by noise, and (b) an estimated noise signal. 

3.3 Results and Discussion 

Simulation and experiment results are presented to demonstrate feasibility and 

effectiveness of the proposed method. In the simulation work, different coverage ratios 

of Hadamard coefficients are used to recover the object, which are defined as 

 
Numberof coefficients

R
Numberof totalpixels

 . (3.11) 
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 To quantitatively evaluate quality of reconstructed objects, root mean squared error 

(RMSE) is used to estimate the difference between reconstructed objects and original 

objects, which is defined as 

  2
1

RMSE T O
MN

  
  
 , (3.12) 

where T  and O  respectively represent the reconstructed object and original object, and 

M  and N  are pixel numbers corresponding to two dimensions of original object. 

 Simulation results in an ideal condition (no noise) are shown in Fig. 3.6. Three 

different kinds of objects with size of 128 128  pixels are taken as original objects, and 

object reconstructions are carried out by using different ratios (i.e., 10%, 30%, 50% and 

100%) in Eq. (3.8). Since energy of Hadamard spectrum concentrates on a certain area, a 

small part of coefficients can have a good representation of original objects which can 

be seen in Fig. 3.6. The coefficients with small values are used to show the details of 

original objects, which means that contrast and resolution can be improved by using 

these coefficients. This property is demonstrated by increasing the sampling ratio, as 

shown in Fig. 3.6. In addition, RMSE values which reflect the contrast of reconstructed 

objects are also shown in Fig. 3.6. It is illustrated that the RMSE values decrease as the 

ratio increases, which means that quality of reconstructed objects can be close to that of 

original objects. 
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RMSE=0.0816 RMSE=0.0529 RMSE=0.0395 RMSE=0.0000

RMSE=0.0745 RMSE=0.0446 RMSE=0.0347 RMSE=0.0000
 

Fig. 3.6. Three different kinds of original objects ( 128 128  pixels). The first column 

denotes original objects. The second column contains spectrum and the corresponding 

reconstruction using 10% coefficients. The third column contains spectrum and the 

corresponding reconstruction using 30% coefficients. The fourth column contains 

spectrum and the corresponding reconstruction with 50% coefficients. The fifth column 

contains spectrum and the corresponding reconstruction with 100% coefficients. RMSE 

values are shown in red color for all reconstructed objects. 

 The trend of RMSE values with respect to ratios is further shown in Fig. 3.7. It can 

be seen in Fig. 3.7 that the three curves have a larger slope at the beginning (e.g., from 
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0.1 to 0.2), which further illustrates that a small percentage of coefficients can be used to 

implement high-quality object reconstruction.  

 

Fig. 3.7. The RMSE values versus ratios. 

 Quality of reconstructed objects is evaluated by using SNR values which is also 

applied to evaluate the reconstructed objects obtained in optical experiments. The SNR 

used is defined as 

 
 

SNR
2

f b

f b

I I

 





, (3.13) 

where fI  and bI  respectively represent average intensity of feature part, i.e., the 

object and background part of reconstructed object, and f  and b  denote standard 

deviations of the intensities respectively in the feature and background. 

 To compare conventional differential Hadamard method and the proposed method 

at different noise levels, the definition of noise level is given as 
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1 1 1 1

0 0 0 0

, , ,
N N N N

x y x y

B P x y f x y NL R x y
   

   

      , (3.14) 

where P  denotes the designed Hadamard pattern used in the proposed imaging system, 

NL  represents the noise level and  ,R x y  represents random noise. 

 In Fig. 3.8, a comparison between conventional differential Hadamard method and 

the proposed method is illustrated. Three different noise levels (i.e., 1.0%, 5.0% and 

10.0%) are taken into consideration. In these three different noisy conditions, SNR 

values of the reconstructed objects in Figs. 3.8(a), 3.8(b) and 3.8(c) by using 

conventional differential Hadamard method are 2.23, 2.21 and 2.19, respectively. In 

different noisy conditions, the directly reconstructed objects by using the proposed 

method are shown in Figs. 3.8(d), 3.8(e) and 3.8(f), respectively. After quantitative 

suppression of the noise, reconstructed objects with high contrast can be obtained, as 

shown in Figs. 3.8(g), 3.8(h) and 3.8(i), respectively. The SNR values of Figs. 3.8(g), 

3.8(h) and 3.8(i) are respectively 2.24, 2.22 and 2.20, which show that reconstructed 

objects are of high quality. In this simulation, the number of measurements used in 

conventional differential Hadamard method is 13122, while the number of 

measurements used in the proposed method is only half of that used in conventional 

differential Hadamard method, i.e., 6561. Hence, quality of reconstructed objects is 

high, and the number of measurements can be significantly reduced by using the 

proposed method. Numerical work has illustrated that the proposed method is feasible 

and effective.  
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 (a) (b) (c) 

   
 (d) (e) (f) 

   
 (g) (h) (i) 

Fig. 3.8. The comparisons of reconstructed objects ( 256 256 pixels) between 

conventional differential Hadamard method and the proposed method in different noisy 

conditions, i.e., 1%, 5% and 10% noise levels. (a), (d) and (e) corresponding to 1% noise 

case. (b), (e) and (h) corresponding to 5% noise case. (c), (f) and (i) corresponding to 10% 

noise case. (a), (b) and (c) are reconstructed objects by using conventional differential 

Hadamard method corresponding to three different noisy conditions. (d), (e) and (f) are 

directly reconstructed objects by using the proposed method corresponding to three 

different noisy conditions. (g), (h) and (i) show results corresponding to (d), (e) and (f) 

when noise suppression strategy is further applied in the proposed method.  

 Optical experiment is further conducted to illustrate effectiveness of the proposed 

method, and the experimental setup is shown in Fig. 3.9. A laser beam with a 

wavelength of 632. 8 nm is expanded by a pinhole and collimated by a lens with 

=50f mm . The collimated laser beam illuminates a SLM (Holoeye, LC-R 720) which 

has a pixel size of 20 m  and sequentially displays a series of amplitude-only patterns, 

i.e., Hadamard patterns, to modulate the laser beam. The modulated laser beam is 

projected on a target object (Edmund, negative 1951 USAF target) through a 4f system 

with 100f mm . A single-pixel detector (Newport, 1936-R) collects the total intensity 

transmitting from the object by using a lens with =50f mm .  
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Fig. 3.9. Schematic of experiment setup, SLM: spatial light modulator (Xiao et al., 2019). 

 Figure 3.10 shows the experimental results. It can be seen in Fig. 3.10(a) that the 

contrast is low in the directly reconstructed object, which results from the noise existing 

in measurement process. However, when the proposed noise suppression strategy is 

applied to Fig. 3.10(a), a recovered object with high quality is obtained, as shown in Fig. 

3.10(b). Hence, feasibility and effectiveness of the proposed method is demonstrated in 

optical experiment. It is worth noting that only about 10% Hadamard spectrum 

coefficients (i.e., 6561 measurements) are used for recovering the high-contrast object 

( 256 256  pixels) in the proposed method.  

   
 (a) (b) 

Fig. 3.10. Experimental results using the proposed method: (a) direct reconstruction result 

( 256 256  pixels), (b) reconstructed object after using the noise suppression strategy. 

 In order to compare the proposed method and conventional method (i.e., differential 

method), another two parts of the target object are further studied, which further show 

effectiveness of the proposed method. 
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   (a) (b) 

   
   (c) (d) 

Fig. 3.11. Experimental comparisons between conventional differential Hadamard method 

and the proposed method. (a) and (b) The reconstructed objects with size of 256 256  

pixels and 128 128  pixels obtained by using conventional differential Hadamard method. 

(c) and (d) The reconstructed objects with size of 256 256  pixels and 128 128  pixels 

obtained by using the proposed method.  

 In Figs. 3.11(a) and 3.11(b), two reconstructed objects respectively with size of 

256 256  pixels and 128 128  pixels are obtained by using conventional differential 

method. The reconstructed objects shown in Figs. 3.11(c) and 3.11(d) are obtained by 

using the proposed method, and their sizes are 256 256  pixels and 128 128 pixels, 

respectively. SNR values of Figs. 3.11(a) and 3.11(c) are 6.67 and 6.60, respectively. 

SNR values of Figs. 3.11(b) and 3.11(d) are 4.97 and 5.64, respectively. It is easy to find 

that the results obtained by using these two methods are of similar quality. However, 

there is a significant difference in the number of measurements for generating these 

results. The number of measurements used for reconstructing the objects shown in Figs. 

3.11(a) and 3.11(c) is 13122 and 6561, respectively. The number of measurements used 

for reconstructing the objects shown in Figs. 3.11(b) and 3.11(d) is 3200 and 1600, 

respectively. 
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 It is also found that the proposed method is also promising when scattering 

environment is considered. The setup for imaging through scattering media is shown in 

Fig. 3.12. 
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Lens
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Detector

Diffuser

 
Fig. 3.12. Illustration of the proposed method through scattering media (Xiao et al., 2019). 

 As shown in Fig. 3.12, the setup is almost the same as that shown in Fig. 3.9. The 

difference is from the part just before the single-pixel detector. Here, a diffuser is further 

used to construct a scattering environment, and a lens used to collect the total light 

intensity can be removed. The single-pixel detection process through scattering media 

can be described by 

 diffuser totalB kB noise  , (3.15) 

where diffuserB  denotes single-pixel value recorded by the single-pixel detector, totalB  

denotes the total light intensity transmitted from the target object and k  denotes scaling 

factor which depends on the diffuser in the setup. Three different kinds of diffusers 

(Thorlab, DG10-120, DG10-220 and DG10-600) are respectively placed in the setup, 

and their parameters are shown in Table 3.2.  
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Table 3.2. Parameters of the diffusers 

Diffuser 

Model 
DG10-600 DG10-220 DG10-120 

Diameter 25.4mm 25.4mm 25.4mm 

Thickness 2mm 2mm 2mm 

Grit 600 220 120 

        
 (a) (b) (c) 

Fig. 3.13. Object reconstruction through scattering meida by using the proposed method. 

(a), (b) and (c) Reconstructed objects obtained when diffuser model of DG10-600, DG10-

220 and DG10-120 is respectively used in the imaging setup. 

 In scattering environments, the proposed method is still effective, and the 

corresponding object reconstruction results are shown in Fig. 3.13. Feasibility and 

effectiveness of the proposed method are verified. In Fig. 3.13, the reconstructed objects 

are obtained by further applying the proposed noise suppression method. It is 

demonstrated that the reconstructed objects are of high contrast by using the proposed 

method through scattering media. The grits provide a range from fine to coarse 

scattering. A fine grit (e.g., 600) has a small diffusion pattern, while a coarser grit (e.g., 

120) has the larger diffusion pattern. The SNR values of Figs. 3.13(a)–3.13(c) are 4.63, 

4.50 and 4.09, respectively. It is believed that proposed method has a great potential to 

address imaging concerns in complex environments. 

3.4 Summary 

A single-step Hadamard spectrum acquisition method has been proposed in the SPI, and 

an effective noise-suppression strategy is further developed. The numerical results and 

optical experimental results demonstrate that the proposed method is feasible and 
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effective. Compared with conventional methods, the proposed method effectively 

improves the sampling efficiency since it significantly reduces the number of 

measurements without the compromise of imaging quality. The proposed method is also 

promising in scattering environment, which shows a great potential in addressing 

imaging problems in complex environments.  
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Chapter 4 Secured Single-Pixel Imaging Using Hadamard 

Spectrum Coefficients 

4.1 Introduction

 

The SPI can also be applied in the field of optical security. Double random phase 

encoding scheme (DRPE) was first developed for optical security (Réfrégier and Javidi, 

1995), in which two random phase masks are respectively placed in the input plane and 

the Fourier plane of an optical 4f system. In the DRPE, original information (i.e., 

plaintext) is encoded into a white-noise like pattern (i.e., ciphertext). Although the 

DRPE has been studied for many years, it has been demonstrated to be vulnerable to 

some attacks, e.g., chosen-ciphertext attack (Carnicer et al., 2005), known-plaintext 

attack (Peng et al., 2006) and chosen-plaintext attack (Rajput et al., 2013). When SPI 

technique is applied to encode information, the plaintext can be encoded into a series of 

1D intensity values instead of a complex-valued matrix or 2D intensity patterns. The 

dimension reduction in ciphertext is beneficial to data storage and transmission, and can 

simultaneously enhance system security. The SPI-based encryption and decryption was 

first conducted based on computational ghost imaging (CGI) (Clemente et al., 2010). 

Subsequently, there are various methods to further improve performance of SPI-based 

optical encryption.  

 Instead of directly viewing a high-fidelity object, optical authentication method can 

be further applied to fully verify the decrypted object without information disclosure. 

Optical authentication based on CGI has been realized with the measurements less than 

5% Nyqusit limit (Chen and Chen, 2013). In conventional studies using the SPI for 

                                                 
This Chapter corresponds to paper: Yin Xiao, Lina Zhou, and Wen Chen, “Single-pixel imaging 

authentication using sparse Hadamard spectrum coefficients,” IEEE Photonics Technology Letters, 31(24), 

1975-1978, 2019. 



59 

 

 

optical security, random phase-only or amplitude-only masks are usually used as 

illumination patterns which will generate low-quality decrypted objects, and the number 

of measurements is large (Zhao et al., 2015 and Wu et al., 2016). In SPI-based optical 

encryption and authentication, correlation algorithms and compressive sensing 

algorithms are usually used (Chen and Chen, 2013 and Chen et al., 2016), however there 

are still several concerns. When a large number of random phase-only or amplitude-only 

patterns are used for the decryption, the plaintext cannot be fully hidden in the decrypted 

object. When a small number of random phase-only or amplitude-only patterns are used, 

optical authentication results cannot satisfy application requirements.  

 It is recently found that by properly designing illumination patterns, such as 

sinusoidal patterns and Hadamard patterns in the SPI (Zhang et al., 2015 and Sun et al., 

2016), the decrypted objects are of high quality by using only a small number of 

measurements. However, either 4-step Fourier spectrum acquisition method or 

differential Hadamard method is used to obtain spectrum coefficients in the SPI, which 

could lead to low sampling efficiency. In addition, how to effectively apply Hadamard 

spectrum coefficients in the SPI for optical security has not been studied until now.  

 In this Chapter, an optical authentication method is proposed to resolve the existing 

problems, which takes advantage of a small number of randomly-selected Hadamard 

spectrum coefficients in the SPI. A high-efficiency method is adopted to generate 

Hadamard spectrum coefficients in the SPI, which can significantly reduce the number 

of measurements during optical encryption. It is found that information of an object (i.e., 

plaintext) can be fully hidden in the decrypted pattern when the number of Hadamard 

spectrum coefficients is less than 8% of Nyquist limit. Although the decrypted pattern 

cannot visually render information about original object, nonlinear correlation can be 
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used to verify the decrypted pattern and the receiver. The proposed method is 

demonstrated with optical experiments.  

4.2 Theories 

For an object  ,O x y , the Hadamard transform can be described by 

 ,F HO  (4.1) 

where F  denotes vectorized Hadamard spectrum coefficient, and H  denotes Hadamard 

transform matrix. Due to the orthogonal property of H , object reconstruction can be 

conducted by 

 1 .O H F  (4.2) 

 When Hadamard pattern is applied in optical experiment, the corresponding 

Hadampard spectrum coefficient can be obtained. The elements used in a basic 

Hadamard pattern consist of -1 and 1. Since it is difficult to realize negative values in an 

optical setup, a modified pattern P  is used in optical experiment which is described by 

 
1

,
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    (4.3) 

where   denotes a scaling factor. When the modified pattern serves as illumination 

pattern, the single-pixel measurement process can be described by 
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where B  denotes intensity value recoreded by using single-pixel detector, and   denotes 

element-wise product. Since the first Hadamard pattern  00 ,P x y  consists of only 

element 1, the single-pixel process corresponding to this pattern can be expressed as 

 

     

 

1 1

00
0 0

1 1

0 0

0,0 , ,

,

N N

x y

N N

x y

F O x y P x y

O x y

 

 

 

 





 

 

. (4.5) 

 As a result, Eq. (4.7) can be further simplified as 

    
1

0,0 , .B F F u v


   (4.6) 

 Since the first Hadamard spectrum coefficient is positive and much larger than the 

other coefficients, it is possible to remove the absolute value symbol in Eq. (4.9) and 

finally we have 

    , 0,0F u v B F  . (4.7) 

 Compared with conventional differential Hadamard methods which need at least 

two steps to construct each Hadamard spectrum coefficient, Eq. (4.10) provides a single-

step method to generate each Hadamard spectrum coefficient. Hence, the proposed 

method shows a significant advantage over conventional differential Hadamard method 

due to its high sampling efficiency. It can quickly perform the acquisition during the 

encryption, and helps effectively calculate Hadamard spectrum. 

 We found that by using a small number of Hadamard spectrum coefficients, 

information of the plaintext can be hidden in the decrypted object. In this case, an 

effective and practical method is proposed for optical authentication which has not been 
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exploited before. In conventional optical authentication methods, when the number of 

random patterns used for the decryption is large, information of the object cannot be 

fully hidden. When the number of measurements is small, optical authentication results 

cannot satisfy the application requirements. 

 In this Chapter, optical encryption and decryption are conducted in Hadamard 

domain which can solve the problem existing in conventional methods. It is found that 

when only a small number of randomly-selected Hadamard spectrum coefficients are 

applied for the decryption, the decrypted pattern cannot visually render the plaintext. 

The decrypted information can be further authenticated with the plaintext stored in a 

database by using nonlinear correlation algorithm which is expressed as (Javidi, 1989 

and Chen and Chen, 2013) 

 

2

,
k

NC IFT
 

     

  (4.8) 

where NC  denotes nonlinear correlation map,     
*

Dec ,FT O FT   FT  and IFT  

respectively represent Fourier transform and inverse Fourier transform, ecD  denotes 

decrypted information, and k  denotes nonlinear strength.  

 A flow chart is shown in Fig. 4.1 to illustrate the proposed method. As shown in Fig. 

4.1, a target image with size of 64×64 pixels serve as plaintext. Then a small number of 

coefficients are randomly selected, and their location in Hadamard spectrum forms a 

sparse-coefficient location map. The white points in the map represent the location of 

the selected coefficients. According to this location map, encoding process is conducted 

in optical experiment, and then a series of single-pixel values (i.e., ciphertext) are 

correspondingly collected. Using correct security keys and Eq. (4.7), the corresponding 

Hadamard spectrum coefficients can be obtained. When these coefficients are applied in 
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Eq. (4.2), a decrypted pattern can be obtained. The decrypted pattern is authenticated 

with original information by using Eq. (4.8). When only a sharp peak appears in the 

generated nonlinear correlation map, it means that the decrypted pattern is correctly 

authenticated or the receiver is an authorized person. If there is only noisy background in 

the generated nonlinear correlation map, it means that the receiver is an unauthorized 

person.  

 

Fig. 4.1. Flow chart for illustrating the proposed method. 

4.3 Experimental Results and Discussion 

In the experiment, a laser with wavelength of 632.8 nm is used. The laser beam is 

expanded by a pinhole and collimated by a lens with focus length of 50.0 mm. A SLM 
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(Holoeye, LC-R 720) sequentially displays a series of Hadamard patterns to modulate 

the laser beam. The modulated beam is projected onto a target object (Edmund, negative 

1951 USAF target) by using an optical 4f system with f=100.0 mm. Then the transmitted 

light from the target object is recorded by a single-pixel detector (Newport, 918D-UV-

OD3R). 

Laser

Pinhole

Lens

SLMBeam 

Splitter

Lens

LensTarget 

Ojbect

Lens

Single-pixel 

Detector

 

Fig. 4.2. The SPI-based experimental setup: SLM, spatial light modulator (Xiao et al., 2019). 

 In order to choose a proper number of Hadamard spectrum coefficients for 

authentication, peak-to-correlation energy (PCE) is used to analyze nonlinear correlation 

results. The PCE is defined as (Chen and Chen, 2015) 

 
max

PCE .
NC

NC



  (4.9) 

 As shown in Fig. 4.3, PCE values have a nearly linear growth with respect to the 

number of Hadamard spectrum coefficients. It is found that when the number of 

coefficients is chosen as 300, the proposed method shows good performance, i.e., a flat 

background and a sharp peak in the generated nonlinear correlation map. When the 

number of the selected coefficients increases, it is possible to make original information 
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visible to unauthorized receivers. It is found that when the number of coefficients is 

chosen as 500, the authentication results also show good performance without visually 

rendering original information. Hence, 300 points and 500 points respectively serve as 

the lower limit and the upper limit in the proposed method. It is worth noting that the 

measurement range is suitable for all objects with the same size (e.g., 64×64 pixels in 

this chapter). For the objects with different sizes, the measurement range can be adjusted 

correspondingly.  

 

Fig. 4.3. PCE values versus the number of Hadamard spectrum coefficients. 

 As shown in Fig. 4.4(a), an original object is first recovered and stored in computer 

serving as reference. Then, 300 points are randomly selected to form a sparse location 

map, which is shown in Fig. 4.4(b). According to this location map, the single-pixel 

measurement is conducted in optical experiment, and a series of single-pixel values (i.e, 

ciphertext) are collected. Using correct security keys, a decrypted pattern is obtained, as 

shown in Fig. 4.4(c). Then, nonlinear correlation between Fig. 4.4(a) and Fig. 4.4(c) is 

implemented, and the authentication result is shown in Fig. 4.4(d). As shown in Fig. 

4.4(d), there is only a sharp peak and a flat background in the generated nonlinear 

correlation map, which means that the decrypted information is authenticated correctly. 
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When 500 points are used for the decryption, the decrypted pattern is shown in Fig. 

4.4(e). As seen in Fig. 4.4(e), although more coefficients are used, the decrypted pattern 

also renders invisible information related to original object. In this case, the nonlinear 

correlation map still shows a sharp peak and a flat background, as shown in Fig. 4.4(f). 

     

 (a) (b) 

               

 (c) (d) 

                   

 (e)        (f) 
  

Fig. 4.4. (a) Original object (64×64 pixels) pre-recovered and stored in a database, (b) 

locations of 300 sparse Hadamard spectrum coefficients (i.e., the white points), (c) a 

decrypted object obtained by using correct keys, (d) nonlinear correlation map (k=0.3) 

obtained between (a) and (c), (e) a decrypted object obtained by using 500 sparse 

Hadamard spectrum coefficients, and (f) nonlinear correlation map (k=0.3) obtained 

between (a) and (e). 

 The proposed method also possesses strong discrimination capability, which is 

demonstrated in Fig. 4.5. Figure 4.5(a) shows a reference pattern stored in the database. 

When the decrypted pattern shown in Fig. 4.4(c) is nonlinearly correlated with that in 

Fig. 4.5(a), the generated nonlinear correlation map contains only noisy background, as 
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shown in Fig. 4.5(b). For a reference similar to that in Fig. 4.4(a), the proposed method 

also performs well. As shown in Fig. 4.5(c), the object in Fig. 4.5(c) has a similar 

structure with that in Fig. 4.4(a). When nonlinear correlation is conducted between Fig. 

4.4(c) and Fig. 4.5(c), the authentication result is still incorrect, as shown in Fig. 4.5(d). 

   

 (a) (b) 

   

 (c) (d) 

Fig. 4.5. (a) A different original object (64×64 pixels) stored in a database, (b) nonlinear 

correlation map (k=0.3) obtained between (a) and Fig. 4.4(c), (c) another original object 

(64×64 pixels) similar to Fig. 4.4(a), and (d) nonlinear correlation map (k=0.3) obtained 

between (c) and Fig. 4.4(c). 

 To further test the security of the proposed method, the decryption is conducted by 

using incorrect security keys, and nonlinear correlation is conducted between decrypted 

information and reference. First, decryption is conducted by using a wrong value  , and 

the decrypted pattern is shown in Fig. 4.6(a). The nonlinear correlation map generated 

between Fig. 4.6(a) and Fig. 4.4(a) is shown in Fig. 4.6(b). As can be seen in Fig. 4.6(b), 

when the   value is wrong, the decrypted pattern cannot be successfully authenticated. 

Then, a wrong location map is also used to decrypt, and the result is shown in Fig. 4.6(c). 
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The authentication result between Fig. 4.6(c) and Fig. 4.4(a) is shown in Fig. 4.6(d), in 

which there is only noisy background. Hence, it is demonstrated that the decrypted 

pattern cannot be correctly authenticated when a wrong security key is applied in the 

proposed method. It is demonstrated that the proposed method possesses high security.  

   

 (a) (b) 

        

 (c) (d) 

Fig. 4.6. (a) A decrypted object obtained by using a wrong value ,  (b) a nonlinear 

correlation map (k=0.3) obtained between (a) and Fig. 4.4(a), (c) a decrypted object 

obtained using a wrong location map of sparse Hadamard spectrum coefficients, and (d) a 

nonlinear correlation map (k=0.3) obtained between (c) and Fig. 4.4(a). 

4.4 Summary 

In this Chapter, an effective optical authentication method is proposed by taking 

advantage of Hadamard spectrum coefficients in the SPI. A single-step Hadamard 

spectrum coefficient generation method is applied. By randomly selecting a small 

number of Hadamard spectrum coefficients, original information can be fully hidden in 

the decrypted pattern. Nonlinear correlation algorithm is successfully applied to 
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authenticate the decrypted patterns. It is demonstrated that the proposed method is 

feasible and effective.  
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Chapter 5 Secured Single-Pixel Ghost Holography 

5.1 Introduction

 

Optical techniques have developed rapidly over the past few decades, and have shown a 

great potential for information security due to their inherent characteristics, e.g., parallel 

processing, high speed processing and high degrees of freedom (such as wavelength, 

amplitude, phase, distance and polarization). In the process of optical encryption original 

information (i.e., plaintext) is transformed into noise-like pattern (i.e., ciphertext), and in 

the process of optical decryption the plaintext can be extracted from ciphertext by using 

correct security keys. A simple and effective optical encryption system has been 

developed based on double random phase encoding (DRPE), which was first proposed 

by Réfrégier and Javidi (Réfrégier and Javidi, 1995). However, it has been found that the 

DRPE scheme is vulnerable to the attacks (Carnicer et al., 2005, Peng et al., 2006, Rajut 

and Nishchal, 2013, Wu et al., 2015, Guo et al., 2016 and Liao et al., 2017) when some 

preset conditions are used. Various optical techniques and algorithms (Matoba et al., 

2009 and Chen et al., 2013), such as asymmetric structure, have been further developed 

for optically securing information to enhance the security. Recently, it has also been 

found that optical authentication (Chen and Chen, 2013, Chen and Chen, 2015 and 

Pérez-Cabré et al., 2011) can be further carried out over optical encryption layers to 

enhance optical system security. 

 In the optical security field, holography is a promising technique (Lai and Neifeld, 

2000, Naughton and Javidi, 2004 and Takeda et al., 2015), since it has significant 

advantages for encoding amplitude and phase (Shiu et al., 2015). In the early period, 

                                                 
This Chapter corresponds to paper: Yin Xiao, Lina Zhou, and Wen Chen, “Secured single-pixel ghost 

holography,” Optics and Lasers in Engineering, 128, 106045, 2019. 



71 

 

 

photosensitive medium, such as photographic plate, was utilized to record interference 

patterns, and applications of conventional holographic methods are limited by the low 

efficiency and complicated procedure. Emergence of digital holography effectively 

resolves the problems to some extent, which utilizes 2D charged-coupled device (CCD) 

to record digital holograms. Digital holography has shown a great potential in many 

fields, e.g., biological imaging (Marquet et al., 2005, Kemper and Bally, 2008 and 

Rappaz et al., 2008), optical encryption (Alfalou and Brosseau, 2009 and Situ and Zhang, 

2005) and object recognition (Nelleri et al., 2006). However, there are still some 

limitations which affect the application of digital holography to optical security, e.g., 

low flexibility for designing various optical security systems due to only the usage of 2D 

CCD camera. It has been recently demonstrated that ghost imaging (GI) can be used to 

optically encrypt and decrypt information, and the GI has obvious advantages in the 

conditions of low light and non-visible wavelength, especially in scattering 

environments (Shapiro, 2008, Bromberg et al., 2009, Clemente et al., 2010, Chen and 

Chen, 2015, Chen and Chen, 2013 and Tanha et al., 2012). The GI usually uses single-

pixel detector to record the ciphertext during optical encryption. Hence, the GI can 

provide a way to resolve the problems existing in digital holography-based security 

systems, and can be effectively used to extend the applications of digital holography for 

optical encryption and authentication. Different from CCD camera with spatial 

resolution, the single-pixel bucket detector used in the GI does not have spatial 

resolution. In the GI-based optical security system, the decryption can be conducted by 

using various algorithms (Duarte et al., 2008, Sun et al., 2013, Zhang et al., 2015, Welsh 

et al., 2013 and Sun et al., 2016), and a commonly-used algorithm is developed by using 

higher-order intensity correlation (Chen et al., 2010, Zhang et al., 2010, Tian et al., 2011, 
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Ferri et al., 2010 and Sun et al., 2012). Until now, no work has been conducted for 

optical encryption and authentication using single-pixel ghost holography to address the 

concerns about low system flexibility existing in conventional holography-based 

security systems. It is also desirable to exploiting practical methods for optical 

encryption and authentication using single-pixel ghost holography.  

 In this Chapter, optical encryption and authentication are proposed based on single-

pixel ghost holography. The plaintext is encoded into a series of single-pixel data using 

the designed single-pixel ghost holography, and then a digital hologram just before 

spatial light modulator (SLM) is retrieved by using correlation algorithm with all 

recorded single-pixel data as a reference. Subsequently, some recorded single-pixel data 

are randomly selected, and random amplitude-only patterns corresponding to those 

selected measurements serve as principal security keys. Other parameters, e.g., 

wavelength and axial distance, are used as additional security keys. The 1-bit 

quantization operation is further applied to process those randomly-selected single-pixel 

data in order to generate binary signals as ciphertext. Finally, two different strategies are 

developed for optical authentication of the decrypted patterns without visually observing 

original information. In the first optical authentication strategy, ciphertext and security 

keys are used to retrieve a hologram just before the SLM. The decrypted hologram is 

further correlated with reference hologram (i.e., retrieved by using all recorded single-

pixel data) stored in a database by using nonlinear correlation algorithm (Pérez-Cabré et 

al., 2011, Javidi, 1989, Chen et al., 2014, Chen, 2018a and Chen, 2018b). In the second 

optical authentication strategy, a reference object is further obtained from reference 

hologram by using free-space wave propagation principle (Goodman, 1996 and Chen, 

2018) with additional security keys, and a decrypted object is also obtained from the 
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decrypted hologram by using additional security keys. Subsequently, nonlinear 

correlation between reference object and the decrypted object is carried out. Numerical 

analyses and optical experimental results demonstrate that the proposed method 

possesses high flexibility, high security and high discrimination capability. The 

proposed method is also found to be robust against contaminations, which makes it 

meaningful in practical applications. Compared with Chapter 4 which gives a direct 

encryption method based on randomly selecting some Hadamard spectrum coefficients, 

this Chapter combines the SPI with digital holography which enriches the security 

setups and strategies. 

5.2 Principles of the Proposed System 

A schematic setup for the proposed method is shown in Fig. 5.1. As shown in Fig. 5.1, a 

laser beam is expanded by a pinhole and collimated by a lens. The laser beam is split 

into two beams by using a beam splitter cube. The two beams are respectively called 

object wave and reference wave. The object wave interferes with reference wave just 

before the SLM plane. Here, in-line digital holography is studied with single-pixel 

structured detection.  

Laser

Pinhole

Lens

Mirror

Beam Splitter

Object
Beam Splitter SLM

Lens

Bucket Detector

 
Fig. 5.1. Schematic setup: SLM, spatial light modulator (Xiao et al., 2019). 
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 The object wave  ,O m n  just before the SLM is calculated by 

        , , ,O m n IFT FT U m n ST p q , (5.1) 

where FT  and IFT  respectively represent 2D Fourier transform and inverse Fourier 

transform,  ,m n and  ,p q  respectively denote coordinates of spatial domain and Fourier 

domain,  ,U m n  represents the object, and  ,ST p q  denotes the spatial frequency transfer 

function which can be expressed as 
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k k

 
 

   
 
 

, (5.2) 

where 1,j    wave number 0 2 ,k      denotes wavelength, z  denotes axial 

distance between object plane and the SLM plane, and kx  and ky  denote frequency 

resolution corresponding to sampling periods x  and .y  The relationship between 

 ,kx ky   and  ,x y   is described by 
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, (5.3) 

where M  and N  respectively denote the dimension of horizontal and vertical directions.  

 The intensity of interference pattern just before the SLM, i.e., hologram, can be 

described by 

 
2 2 2 *H O R O R R O RO      , (5.4) 

where H  represents the hologram, O  and R  respectively denote object wavefront and 

reference wavefront just before the SLM plane, and   represents complex conjugate. 
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Here, it is assumed that the reference wave is constant.  

 The interference pattern is further modulated by a series of random amplitude-only 

patterns embedded in the SLM, and the total light intensity is sequentially collected by a 

single-pixel bucket detector without spatial resolution. This process can be described by 

    
1 1

, ,
M N

m n

B H m n P m n

 

   , (5.5) 

where B  denotes a value detected by single-pixel detector, and  ,P m n  denotes a random 

amplitude-only pattern embedded into the SLM with element value ranging from 0 to 1. 

 Using the total number of measurements, the hologram just before the SLM can be 

retrieved as a reference by using a correlation algorithm, i.e., 

   
1

1 T

ref i i i i
i

H B B P P
T



   , (5.6) 

where refH  represents reference hologram, and 
i

T  denotes an ensemble average 

over T  measurements. 

 When a series of random amplitude-only patterns are sequentially embedded into 

the SLM, a series of single-pixel values can be correspondingly recorded by a single-

pixel bucket detector. Firstly, Eq. (5.6) is utilized to reconstruct hologram just before the 

SLM, which is further stored in the database as reference hologram. Then, some 

amplitude-only patterns are randomly selected from all used patterns, and unselected 

amplitude-only patterns can be discarded. The randomly selected amplitude-only 

patterns serve as principal security keys. The recorded single-pixel values corresponding 

to those randomly-selected patterns are further selected. Subsequently, a 1-bit 

quantization operation is applied to further process the selected single-pixel values to 

generate binary signals as ciphertexts. If element value of the selected single-pixel 
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values is larger than their mean value, this element is set as 1. Otherwise it is set as 0. 

When the selected amplitude-only patterns and ciphertexts are applied in Eq. (5.6), a 

decrypted hologram decH  can be obtained. Finally, the decrypted hologram is further 

correlated with reference hologram stored in the database. The above process is called 

the first authentication strategy.  

 To establish a more secure system, wavelength ,  propagation distance z  and the 

pixel size   are further used as additional security keys. In this case, optical 

authentication can be conducted between reference object and the decrypted object. The 

decrypted object can be further calculated from the decrypted hologram. 

         , , ,dec decO m n IFT FT H m n ST p q


 , (5.7) 

where decO  denotes a decrypted object. Similarly, reference object can also be recovered 

from the reference hologram stored in the database. This is called the second 

authentication strategy. As seen in Eq. (5.7), the decryption process consists of two steps. 

A hologram is first retrieved, and then a decrypted object is further obtained by using 

additional security keys. A flow chart of the proposed method is shown in Fig. 5.2. 

 A nonlinear correlation algorithm is used for the authentication operation described 

by (Javidi, 1989 and Chen and Chen, 2013) 

 

2

( )
k

NC IFT


  


, (5.8) 

where     Ref Dec ,FT FT


  NC  denotes nonlinear correlation map, k  denotes nonlinear 

strength, Ref  denotes reference information, and Dec  denotes the decrypted 

information. 
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Fig. 5.2. Flow chart for the proposed two optical authentication strategies. 

5.3 Results and Discussion 

Simulation and optical experiments are conducted to verify effectiveness and flexibility 

of the proposed system. In both simulation and experiment, objects with size of 64 64  

pixels are studied, and the number of measurements used to generate reference 

holograms is 5000. 
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5.3.1 Nonlinear Strength k and Compression Ratio  

To choose a proper nonlinear strength k  and the appropriate number of random 

amplitude-only patterns (i.e., security keys) for the two authentication strategies, peak-

to-correlation energy (PCE) is used to analyze correlation results obtained between 

reference information and the decoded information, which is defined as (Chen and Chen, 

2015) 

 
max

PCE
NC

NC



. (5.9) 

 The compression ratio used is defined as 

 
The number of randomly selected patterns

Ratio
The totalnumber of thepatterns

 . (5.10) 

 In practice, the PCE values are calculated by using different nonlinear strengths and 

different compression ratios. 

   

 (a)   (b) 

Fig. 5.3. (a) Original object (i.e., plaintext), (b) the generated reference hologram. 

 Figure 5.3(a) shows an original object as an example for determining a proper 

nonlinear strength k  and the appropriate number of random amplitude-only patterns (i.e., 

security keys) for the two proposed authentication strategies. Figures 5.3(b) shows the 

corresponding reference hologram generated from Fig. 5.3(a).  

 Using the selected amplitude-only patterns, a decrypted hologram can be obtained 

from the ciphertexts. Using different compression ratios and different nonlinear 
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strengths, the PCE values are calculated and shown in Fig. 5.4(a). The higher PCE value 

means a better correlation. As the compression ratio increases, the PCE value increases 

accordingly. A larger compression ratio means that more random amplitude-only 

patterns are chosen. Hence, more information is contained in the decrypted hologram, 

and the higher PCE value can be obtained. To choose a proper nonlinear strength, PCE 

values calculated by using different nonlinear strengths with a certain compression ratio 

are also obtained and shown in Fig. 5.4(b). 

 

(a) 

Pixel Pixel

N
C

 v
alu

e

 

(b) 

Fig. 5.4. (a) PCE values versus compression ratios using different nonlinear strengths and 

(b) PCE values versus nonlinear strengths with a certain compression ratio. The insert in 

(b) shows a generated nonlinear correlation map when 0.4k   and compression 

ratio=8.0%. 
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 As seen in Fig. 5.4(b), when k  is equal to 0.4, the PCE has its maximum. It is found 

that 0.4k   is also a suitable parameter for other plaintexts. Hence, in this study, the 

nonlinear strength is set as 0.4 for the first authentication strategy. When the nonlinear 

strength is set as 0.4, it is also found that the nonlinear correlation map is able to show a 

sharp peak if the compression ratio is larger than 4%. The compression ratio of 8% is 

used in this study for the first authentication strategy, i.e., correlation between reference 

hologram and the decrypted hologram.  

5.3.2 Nonlinear Correlation for Optical Authentication 

 
(a) 

Pixel Pixel
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 value

 

(b) 

Fig. 5.5. (a) PCE values versus compression ratios using different nonlinear strengths and 

(b) PCE values versus nonlinear strengths with a certain compression ratio. The insert in 

(b) shows a generated nonlinear correlation map when 0.3k   and compression 

ratio=8.0%. 
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In the second authentication strategy, wavelength , propagation distance z  and pixel 

size   serve as additional security keys. Nonlinear correlation is conducted between 

reference object and the decrypted object. In this case, PCE values using different 

nonlinear strengths and different compression ratios are calculated and shown in Fig. 

5.5(a). It is found that when the compression ratio is larger than 12%, a remarkable peak 

can appear in the generated nonlinear correlation map. It is also found that the nonlinear 

authentication performs well when the ratio is chosen as 18% in the second 

authentication strategy. With the fixed ratio (i.e., 18%), PCE values calculated by using 

different nonlinear strengths are shown in Fig. 5.5(b), and the PCE value reaches its 

maximum when k  is equal to 0.3. Hence, for the second authentication strategy, the 

compression ratio and the nonlinear strength of 18% and 0.3 are used, respectively. 

5.3.3 Optical Authentication Using Wrong Keys 

To show effectiveness of the proposed method, three different kinds of objects shown in 

Figs. 5.6(a)–5.6(c) are used, i.e., characters, fingerprint and face. 

     
  (a)   (b)   (c) 

Fig. 5.6. Three different objects: (a) characters, (b) fingerprint and (c) face. 

 The reference holograms corresponding to these three original objects are obtained 

by using the setup in Fig. 5.1 and are respectively shown in Figs. 5.7(a)–5.7(c). Some 

random amplitude-only patterns are randomly selected from all patterns used in the 

measurements and serve as principal security keys. The recorded single-pixel values 
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corresponding to these selected amplitude-only patterns are selected, and a 1–bit 

quantization operation is further applied to process them to generate binary signals as 

ciphertext. When ciphertext and correct security keys (i.e., those selected amplitude-only 

patterns) are used in correlation algorithm, the decrypted holograms can be obtained. As 

seen in Figs. 5.7(d)–5.7(f), the decrypted holograms cannot visually render any 

information. However, nonlinear correlation between the decrypted holograms and 

reference holograms can be further calculated as shown in Figs. 5.7(g)–5.7(i), which 

illustrate correct authentication.  

     

  (a)   (b) (c) 

     

  (d)   (e) (f) 

     

 (g)    (h)    (i) 

Fig. 5.7. (a)–(c) Reference holograms corresponding to the three objects in Fig. 5.6, (d)–(f) 

decrypted holograms by using correct random amplitude-only patterns, and (g)–(i) 

nonlinear correlation maps obtained between reference holograms and the corresponding 

decrypted holograms. 

 In Figs. 5.8(a)–5.8(c), reference objects are further calculated from reference 

holograms. In Figs. 5.8(d)–5.8(f), decrypted objects are also obtained from the decrypted 

holograms by using additional security keys, i.e., wavelength  , axial distance z  and 
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pixel size  . In this second authentication strategy, nonlinear correlation results 

calculated between reference objects and decrypted objects are respectively shown in 

Figs. 5.8(g)–5.8(i). It can be seen that when security keys are correct, the decrypted 

objects can be successfully authenticated by using the proposed method.  

     
 (a) (b) (c) 

     
 (d) (e) (f) 

     
  (g)  (h)  (i) 

Fig. 5.8. (a)–(c) Reference objects corresponding to the three objects in Fig. 5.6, (d)–(f) 

decrypted objects by using correct additional keys, and (g)–(i) nonlinear correlation maps 

obtained between reference objects and the corresponding decrypted objects. 

 To illustrate discrimination capability of the proposed method, three similar 

fingerprint objects are further used as shown in Figs. 5.9(a)–5.9(c).  

     

 (a) (b)   (c) 

Fig. 5.9. (a) F1: fingerprint 1, (b) F2: fingerprint 2 and (c) F3: fingerprint 3. 
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  (a)     (b) (c) 

       

 (d)      (e)  (f)  (g) 

       

  (h)   (i)   (j)  (k) 

       

  (l)  (m)  (n)   (o) 

Fig. 5.10. (a)–(c) Reference holograms 1refH , 2refH  and 3refH  respectively corresponding 

to F1, F2 and F3 in Fig. 5.9, (d), (h), (l) decrypted holograms 1decH , 2decH  and 3decH , (e), 

(j) and (o) nonlinear correlation maps obtained between decrypted holograms and their 

corresponding reference holograms, (f), (g), (i), (k), (m) and (n) nonlinear correlation 

maps obtained between decrypted holograms and incorrect reference holograms. 

 Figure 5.10 illustrates the first authentication strategy, in which reference holograms 

and decrypted holograms are nonlinearly correlated. The reference holograms are shown 

in Figs. 5.10(a)–5.10(c) which are respectively corresponding to F1, F2 and F3 in Fig. 

5.9, and the decrypted holograms are respectively shown in Figs. 5.10(d), 5.10(h) and 

5.10(l). Here, the decrypted holograms are obtained by using correct keys (i.e., selected 

amplitude-only patterns) and ciphertext. When a decrypted hologram is correlated with 
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its corresponding reference hologram, a single sharp peak appears and the background is 

smooth, as shown in Figs. 5.10(e), 5.10(j) and 5.10(o). Otherwise, when incorrect 

reference holograms are used, the generated nonlinear correlation maps only show noisy 

backgrounds which can be seen in Figs. 5.10(f), 5.10(g), 5.10(i), 5.10(k), 5.10(m) and 

5.10(n). Hence, a decrypted hologram can only be authenticated by its corresponding 

reference hologram stored in the database by using nonlinear correlation algorithm.  

                                        
 (a) (b) (c) 

       
 (d) (e)    (f)   (g) 

       
 (h) (i) (j)    (k) 

       
 (l) (m) (n)    (o) 

Fig. 5.11. (a)–(c) Reference objects 1refO , 2refO  and 3refO  respectively corresponding to 

F1, F2 and F3 in Fig. 5.9, (d), (h), (l) decrypted objects 1decO , 2decO  and 3decO , (e), (j) 

and (o) nonlinear correlation maps obtained between decrypted objects and their 

corresponding reference objects, (f), (g), (i), (k), (m) and (n) nonlinear correlation maps 

obtained between decrypted objects and incorrect reference objects. 
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 Similarly, the second authentication strategy also has a good discrimination 

capability. In the second authentication strategy, reference objects shown in Figs. 

5.11(a)–5.11(c) are respectively obtained from their corresponding reference holograms 

1,refH  2refH  and 3refH  in Fig. 5.10. Decrypted objects are also calculated from the 

decrypted holograms in Fig. 5.10 using additional security keys (e.g., wavelength, axial 

distance and pixel size), which are shown in Figs. 5.11(d), 5.11(h) and 5.11(l). As shown 

in Figs. 5.11(e), 5.11(j) and 5.11(o), the decrypted objects can be authenticated correctly 

by using their corresponding reference objects. When incorrect reference objects are 

used, only noisy backgrounds are generated in the nonlinear correlation maps, as shown 

in Figs. 5.11(f), 5.11(g), 5.11(i), 5.11(k), 5.11(m) and 5.11(n). 

 To analyze security of the proposed method, nonlinear correlation results are 

generated when the security keys are incorrectly used for the decryption. In order to test 

the first authentication strategy, when wrong amplitude-only patterns are used for the 

decryption, the reference holograms, decrypted holograms and the corresponding 

authentication results are obtained and shown in Fig. 5.12. Figures 5.12(a)–5.12(c) show 

reference holograms 1,refH  2refH  and 3refH  which correspond to objects F1, F2 and F3 

in Fig. 5.9, respectively. For the unauthorized persons who use wrong amplitude-only 

patterns, holograms just before the SLM are obtained as shown in Figs. 5.12(d), 5.12(h) 

and 5.12(l), but these decrypted holograms cannot be correctly correlated with any 

reference hologram stored in the database. As seen in Figs. 5.12(e)–5.12(g), 5.12(i)–

5.12(k) and 5.12(m)–5.12(o), all generated nonlinear correlation maps contain only 

noisy backgrounds which mean unsuccessful authentication. Hence, it is demonstrated 

that the proposed method possesses high security. 
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     (a)           (b)                 (c) 

       

   (d)   (e)  (f) (g) 

       

   (h)   (i)  (j) (k) 

       

   (l)  (m)  (n) (o) 

Fig. 5.12. (a)–(c) Reference holograms 1,refH  2refH  and 3refH  respectively corresponding 

to F1, F2 and F3 in Fig. 5.9, (d), (h), (l) decrypted holograms 1decH , 2decH  and 3decH  

obtained by using wrong amplitude-only patterns, (e)–(g), (i)–(k) and (m)–(o) nonlinear 

correlation maps obtained between reference holograms and decrypted holograms. In this 

case, the series of selected amplitude-only patterns is wrong for the decryption.  

 In the second authentication strategy, it is found that the nonlinear correlation 

results are sensitive to additional security keys (i.e., ,  z  and  ). A small error in these 

additional keys can lead to incorrect authentication. For the sake of brevity, the 

authentication results are obtained by using wrong axial distance, which are shown in 

Fig. 5.13. Reference objects in Figs. 5.13(a)–5.13(c) are the same as those shown in Figs. 

5.11(a)–5.11(c). However, the decrypted objects in Figs. 5.13(d), 5.13(h), 5.13(l) are 
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obtained by using a wrong axial distance. The correct axial distance is 0.02 m , and 

0.022 m  is used to conduct the decryption. As seen in Figs. 5.13(e), 5.13(j) and 5.13(o), 

although there is only a small error in axial distance, nonlinear correlation results 

obtained between the decrypted objects and reference objects show only noisy 

backgrounds. Other generated nonlinear correlation maps shown in Figs. 5.13(f), 5.13(g), 

5.13(i), 5.13(k), 5.13(m) and 5.13(n) are also noisy, when incorrect reference objects are 

used for the correlation.  

                                            
 (a)   (b)   (c) 

       
 (d)    (e) (f)  (g) 

       
 (h) (i) (j)  (k) 

       
 (l) (m)    (n)  (o) 

Fig. 5.13. (a)–(c) Reference objects 1refO , 2refO  and 3refO  respectively corresponding to 

F1, F2 and F3 in Fig. 5.9, (d), (h) and (l) decrypted objects 1decO , 2decO , and 3decO  

obtained by using wrong axial distance, (e)–(g), (i)–(k) and (m)–(o) nonlinear correlation 

maps obtained between reference objects and decrypted objects. In this case, wrong axial 

distance is used for the decryption. 
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 To further illustrate that the second authentication strategy is sensitive to additional 

security keys, peak-to-correlation energy (PCE) values obtained by using different axial 

distances are further calculated. For simplicity, the correlation between 1refO  and 1decO  

is conducted. As shown in Fig. 5.14, when the correct distance parameter ( 0.02z m ) is 

used, the PCE value is the largest. A small error in axial distance can lead to a great 

decrease in PCE values. In this case, it is assumed that other security keys are correct.  

 

Fig. 5.14. PCE values versus axial distances. 

5.3.4 Noise and Occlusion Contaminations 

The noisy ciphertext is described by 

 B B NL G    , (5.11) 

where B  denotes binary signals (i.e., ciphertext), B  denotes ciphertext contaminated by 

noise, NL  represents noise level, and G  represents Gaussian noise with mean of 0 and 

variance of 1. 
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   (a) (b) 

                      

   (c)    (d) (e)   (f) 

                      

   (g)  (h) (i)   (j) 

                  
   (k)  (l) (m)   (n) 

                  
   (o)  (p) (q)   (r) 

Fig. 5.15. (a) Reference hologram 1refH  corresponding to F1 in Fig. 5.9, (b) reference 

object 1refO  obtained from 1refH , (c), (g), (k) and (o) decrypted holograms respectively 

obtained by using noise level of 0.2, 0.5, 0.8 and 1.2 in the ciphertext, (d), (h), (l) and (p) 

nonlinear correlation maps generated between the reference holograms and the decrypted 

holograms, (f), (j), (n) and (r) decrypted objects respectively obtained by using noise 

levels of 0.2, 0.5, 0.8 and 1.2 in the ciphertext, (e), (i), (m) and (q) nonlinear correlation 

maps obtained between the reference objects and the decrypted objects. 

 Figure 5.15(a) shows the reference hologram 1refH  obtained from object F1 in Fig. 

5.9, and Fig. 5.15(b) shows the reference object 1refO  obtained from 1.refH  When noise 

NL=0.4 

NL=0.2 

NL=0.8 

NL=1.2 



91 

 

 

level is respectively 0.2, 0.4, 0.8 and 1.2, four decrypted holograms are correspondingly 

generated and shown in Figs. 5.15(c), 5.15(g), 5.15(k) and 5.15(o), respectively. Four 

decrypted objects are further calculated from the decrypted holograms and shown in 

Figs. 5.15(f), 5.15(j), 5.15(n) and 5.15(r), respectively. Nonlinear correlation maps 

obtained between 1refH  and the four decrypted holograms are shown in Figs. 5.15(d), 

5.15(h), 5.15(l) and 5.15(p), respectively. Nonlinear correlation maps obtained between 

1refO  and the four decrypted objects are shown in Figs. 5.15(e), 5.15(i), 5.15(m) and 

5.15(q), respectively. For the nonlinear correlation obtained between reference 

holograms and the decrypted holograms, when the noise level is smaller than 0.8, the 

generated nonlinear correlation map has only one sharp peak. However, for nonlinear 

correlation maps obtained between reference objects and the decrypted objects, the sharp 

peak appears when the noise level is smaller than 0.5. Hence, the first authentication 

strategy is more robust to noise contamination compared with the second strategy. When 

the noise is large (e.g., 1.2NL  ), the two authentication strategies fail, and there is only 

noisy background in the generated nonlinear correlation maps. 

 

                 Fig. 5.16. PCE values versus noise levels. 
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 The trend of PCE values corresponding to different noise levels is shown in Fig. 

5.16. For the first authentication strategy, PCE value can keep above 0.01 until the noise 

level reaches 0.8. The second strategy has PCE value larger than 0.01, when noise level 

is smaller than 0.5. It is illustrated that the proposed method is robust to noise 

contamination, since the decrypted information can still be effectively authenticated. 

 During data transmission, occlusion contamination could also happen. Here, it is 

assumed that some single-pixel values, i.e., among the ciphertext, are randomly selected 

and considered to be lost during the transmission. The loss percentage is defined as 

 
Thenumberof lost elements

Loss =
Thetotalnumberof elementsinciphertexts

. (5.12) 

 Figures 5.17(a) and 5.17(b) respectively show reference hologram 1refH  and 

reference object 1refO  corresponding to object F1 in Fig. 5.9. When loss level is 20%, 

40%, 60% and 80%, four decrypted holograms are correspondingly generated and 

shown in Figs. 5.17(c), 5.17(g), 5.17(k) and 5.17(o), respectively. Four decrypted 

objects are further obtained from the decrypted holograms and shown in Figs. 5.17(f), 

5.17(j), 5.17(n) and 5.17(r), respectively. Nonlinear correlation maps obtained between 

1refH  and the four decrypted holograms are shown in Figs. 5.17(d), 5.17(h), 5.17(l) and 

5.17(p), respectively. Nonlinear correlation maps obtained between 1refO  and the four 

decrypted objects are shown in Figs. 5.17(e), 5.17(i), 5.17(m) and 5.17(q), respectively. 

As seen in Fig. 5.17, the proposed method is also robust to occlusion contamination. The 

first authentication strategy is still feasible when the information loss achieves 60%. In 

the case of small losses, e.g., 20% and 40%, the two authentication strategies show high 

robustness. When the loss is large (e.g., 80%), no much useful information is available 
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for correct authentication and nonlinear correlation maps render only noisy background. 

                       

    (a)  (b) 

                          

 (c) (d)  (e) (f) 

                          

 (g) (h)   (i)  (j) 

                      
 (k)   (l)   (m)  (n) 

                      
 (o) (p)   (q)  (r) 

Fig. 5.17. (a) Reference hologram 1refH  corresponding to F1 in Fig. 5.9, (b) reference 

object 1refO  obtained from 1refH , (c), (g), (k) and (o) decrypted holograms respectively 

obtained by using loss levels of 20%, 40%, 60% and 80% in the ciphertext, (d), (h), (l) 

and (p) nonlinear correlation maps obtained between the reference holograms and the 

decrypted holograms, (f), (j), (n) and (r) decrypted objects respectively obtained by using 

loss levels of 20%, 40%, 60%  and 80% in the ciphertext , (e), (i), (m) and (q) nonlinear 

correlation maps obtained between the reference objects and decrypted objects. 

Loss=20% 

Loss=40% 

Loss=60% 

Loss=80%

% 
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 Figure 5.18 shows the trend of PCE values with respect to different loss levels. It is 

found that the first authentication strategy performs better in the case of information loss, 

since its loss level can achieve 60%. Although the loss level in the second authentication 

strategy with only 40% is allowed, it can be sufficient for practical applications. The 

occlusion contamination analysis demonstrates that the proposed method possesses high 

robustness.  

 

Fig. 5.18. PCE values versus loss levels. 

5.3.5 Optical Experiments 

Optical experiment shown in Fig. 5.1 is conducted to further verify feasibility and 

effectiveness of the proposed method. The illumination source used in the experiment is 

a He-Ne laser beam with a wavelength of 632.8 .nm The axial distance from object to the 

SLM is 2 cm . The SLM (Holoeye, LC-R 720) is used to modulate the interference 

pattern, and pixel size of the SLM is 20 .m  It is worth noting that a series of random 

amplitude-only patterns is sequentially embedded into SLM, and the SLM performs 

amplitude modulation in the experiments. A single-pixel bucket detector (Newport, 

918D-UV-OD3R) without spatial resolution is used, which is further connected to a 
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power meter (Newport, 1936-R) to obtain experimental data (i.e., single-pixel sequence). 

 In optical experiments, an USAF 1951 resolution target is placed in the optical path, 

and two parts are chosen to serve as two transmission objects (i.e., object 1 and object 2), 

which are indicated in Fig. 5.19(a). In addition, a region in a reflective object (called 

object 3) is also used, which is shown in Fig. 5.19(b). A typical ciphertext-generation 

procedure for the proposed method is illustrated in Fig. 5.19(c). 

   

 (a) (b) 
 

 

 

 

 

 

                                                            (c) 

Fig. 5.19. (a) Transmission patterns used in the experiments (the regions inside the dashed 

boxes respectively act as two objects in optical experiments), i.e., the left one: object 1; 

the right one: object 2, (b) a region in a reflective object (used in optical experiment) used 

as object 3, and (c) a typical ciphertext-generation procedure for the proposed method. 

 Using the proposed method, three reference holograms are correspondingly 

generated and stored in the database, which are shown in Figs. 5.20(a)–5.20(c). A series 

of selected random amplitude-only patterns and ciphertext are used to generate 

decrypted holograms, which are shown in Figs. 5.20(d), 5.20(h) and 5.20(l). Nonlinear 

correlation maps obtained between reference holograms and decrypted holograms are 

Binarization 

Randomly select 
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shown in Figs. 5.20(e)–5.20(g), 5.20(i)–5.20(k) and 5.20(m)–5.20(o). It has also been 

found that only the correlation maps obtained between the decrypted hologram and its 

corresponding reference hologram can generate correct authentication results, as shown 

in Figs. 5.20(e), 5.20(j) and 5.20(o). Otherwise, when incorrect reference holograms are 

used, there are only noisy backgrounds in the generated nonlinear correlation maps, as 

shown in Figs. 5.20(f), 5.20(g), 5.20(i), 5.20(k), 5.20(m) and 5.20(n). 

                                                               
 (a) (b)   (c) 

       

   (d)  (e)  (f) (g) 

       

   (h)   (i)  (j) (k) 

       

   (l)   (m)  (n) (o) 

Fig. 5.20. (a)–(c) Reference holograms 1,refH  2refH  and 3refH  respectively corresponding 

to object 1, object 2 and object 3, (d), (h) and (l) decrypted holograms 1decH , 2decH  and 

3decH  by using correct security keys,. (e), (j) and (o) nonlinear correlation maps obtained 

between decrypted holograms and their corresponding reference holograms, (f), (g), (i), 

(k), (m) and (n) nonlinear correlation maps obtained between decrypted holograms and 

incorrect reference holograms. 
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 Reference objects shown in Figs. 5.21(a)–5.21(c) are further obtained from 1refH , 

2refH and 3refH  in Fig. 5.20, respectively. Decrypted objects shown in Figs. 5.21(d), 

5.21(h) and 5.21(l) are further calculated from 1,decH 2decH  and 3decH  in Fig. 5.20, 

respectively. Similarly, correct authentication happens when the decrypted object is 

correlated with its corresponding reference object, as shown in Figs. 5.21(e), 5.21(j) and 

5.21(o). The incorrect authentication results are shown in Figs. 5.21(f), 5.21(g), 5.21(i), 

5.21(k), 5.21(m) and 5.21(n), when incorrect reference objects are used for nonlinear 

correlation. 

                                               
 (a) (b) (c) 

       
 (d) (e) (f) (g) 

       
 (h) (i) (j) (k) 

       
 (l) (m)   (n) (o) 

Fig. 5.21. (a)–(c) Reference objects 1refO , 2refO  and 3refO  respectively corresponding to 

object 1, object 2 and object 3, (d), (h) and (l) decrypted objects 1decO , 2decO  and 3decO  

obtained by using correct security keys, (e), (j) and (o) nonlinear correlation maps 

obtained between decrypted objects and their corresponding reference objects, (f), (g), (i), 

(k), (m) and (n) nonlinear correlation maps obtained between decrypted objects and 

incorrect reference objects. 
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 The experimental results are in accordance with theoretical analyses. Numerical and 

experimental results have demonstrated that the proposed method is feasible and 

effective for practical applications. 

 It is worth noting that Chapter 4 gives a direct encryption method by randomly 

selecting some Hadamard spectrum coefficients. This Chapter combines the SPI method 

with digital holography, which enriches the security setups and strategies. 

5.4 Summary 

In this Chapter, a method using single-pixel digital holography with structured detection 

has been proposed for optical authentication-based security. The numerical and 

experimental results have demonstrated that the proposed method is feasible and 

effective, and can effectively resolve the problems existing in conventional digital 

holography. The developed optical setup is promising for securing information, and 

could open up a different research perspective for optical encryption and authentication. 

Although digital holographic principle has been developed and integrated with single-

pixel structured detection, it could be straightforward to study other imaging setups (e.g., 

coherent diffractive imaging) and integrate them with single-pixel structured detection 

for optical encryption and authentication. Hence, the studies can form a basis for 

exploring different single-pixel structured-detection imaging methods for optical 

information security. In addition, different from previous studies, two authentication 

strategies have been further developed for effectively verifying the decrypted 

information, which also can enhance system flexibility and authentication variety. It is 

believed that the proposed method can be flexibly applied in practice for securing 

information, and this study provides a promising approach for enriching single-pixel 

optical security. 
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Chapter 6 Single-Pixel-Imaging-Based Authentication 

through Scattering Media 

6.1 Introduction

 

Information security plays an important role in modern society, and optical means for 

encrypting information is a promising tool in the field of information security due to its 

intrinsic properties, e.g., parallel processing, high speed processing, and high degrees of 

freedom. Optical encryption method emerges from the double random phase encoding 

(DRPE) scheme, which was first proposed by Réfrégier and Javidi (Réfrégier and Javidi, 

1985). In this system, original information (i.e., plaintext) is encoded into a noise-like 

pattern (i.e., ciphertext) by using two random phase masks in an optical 4f system. It has 

been demonstrated that the DRPE system is vulnerable to some attacks, e.g., known 

plaintext attack (Peng et al., 2006).  

 Recently, it is found that single-pixel imaging (SPI) can be applied for encrypting 

and decrypting information (Clemente et al., 2010, Chen and Chen, 2015, and Chen and 

Chen, 2013). Different from the 2D ciphertext in the DRPE system, the ciphertext in the 

SPI scheme consists of a series of single-pixel values. The dimension reduction in the 

ciphertext is beneficial to data transmission and storage, and simultaneously enhances 

system security. In addition, it is further found that optical authentication can be further 

conducted. Optical authentication is able to verify the decrypted pattern without visually 

rending original information (Chen and Chen, 2013). Hence, this method shows a 

significant advantage in optical security. However, a secure approach for the generation 

of reference data has not been effectively developed and applied in practice. In addition, 

the encryption and authentication methods based on the SPI have not been explored and 

                                                 
This Chapter corresponds to paper: Yin Xiao, Lina Zhou, and Wen Chen, “Experimental demonstration of 

ghost-imaging-based authentication in scattering media,” Optics Express, 27(15), 20558–20566, 2019. 
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verified through scattering media. In particular, experimental implementation of 

encryption and authentication based on the SPI through scattering media has not been 

investigated. 

 In this Chapter, a new optical security method is proposed and verified by the 

experiments using structured-detection-based GI technique through scattering media. In 

the proposed method, object wave is first disturbed by several diffusers, and then the 

diffraction wave is modulated by using a series of amplitude-only patterns embedded in 

the spatial light modulator (SLM). The modulated wave is further disturbed by a diffuser 

and then collected by a single-pixel detector. After collecting all experimental data, 

correlation algorithm is used to reconstruct the pattern just before the SLM which serves 

as a reference. Subsequently, a small number of the recorded single-pixel data are 

randomly selected, and then a 1-bit operation is applied to these randomly-selected data 

to generate ciphertext. Two strategies are further developed for the decryption and 

authentication. Experimental results are obtained to demonstrate effectiveness and 

feasibility of the proposed method. 

6.2 Experimental Setup and Principles 

A schematic of experimental setup is shown in Fig. 6.1. As shown in Fig. 6.1, a laser 

beam with wavelength of 633 nm is expanded by a pinhole and collimated by a lens with 

a focus length of 50 mm. The collimated laser illuminates a target object (negative 1951 

USAF target). The transmitted object wave is subsequently scattered by two diffusers 

(Thorlabs DG10-600 and DG10-220). Here, the two diffusers are used to construct a 

strong scattering environment for object wave propagation. Then, a SLM (Holoeye LC-

R720) sequentially displays a series of amplitude-only patterns to modulate the disturbed 

object wave. The modulated wave is further disturbed by another diffuser (Thorlabs 
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DG10-120). Finally, a single-pixel detector (Newport 1936-R) is used to record the light 

intensity. In such a complicated environment, no effective methods have been 

investigated in previous studies. Hence, it is necessary to explore practical methods to 

address the concerns. Here, two strategies are proposed and verified by the experiments 

for realizing optical encryption and authentication in scattering environment.  

Laser

Pinhole

Lens

Object Diffuser 1
Diffuser 2 SLM

Diffuser 3

Single-pixel 

detector

 

Fig. 6.1. Schematic experimental setup. SLM: spatial light modulator (Xiao et al., 2019). 

 First, plaintext is transformed into a series of single-pixel intensity values by using 

the optical setup shown in Fig. 6.1. Using all random amplitude-only patterns and all 

recorded single-pixel values, correlation algorithm is applied to retrieve a diffraction 

intensity pattern just before the SLM. The retrieved diffraction pattern serves as a 

reference. The retrieval process is shown in Fig. 6.2. 

 

 

Fig. 6.2. Strategy I: procedure for retrieving a diffraction intensity pattern just before the SLM. 

 Subsequently, a small number of single-pixel values are randomly selected from all 

recorded single-pixel intensity signal, and then a 1-bit compression is applied to these 

randomly-selected single-pixel intensity values to generate binary signals as ciphertext. 
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For 1-bit operation, a mean value is first calculated based on these randomly-selected 

single-pixel values. If the single-pixel value is larger than this mean value, it is set as 1. 

Otherwise, the single-pixel value is set as 0. After selecting the single-pixel values, their 

corresponding amplitude-only patterns are also chosen which serve as principal keys. A 

decrypted pattern can be obtained based on correlation algorithm by using the ciphertext 

and principal keys. The decrypted pattern is further nonlinearly correlated with the 

reference. When there is only a sharp peak and a flat background in the generated 

nonlinear correlation map, it means that the receiver possesses correct keys or is an 

authorized person. If the generated nonlinear correlation map contains only noisy 

background, the receiver possesses incorrect keys or is an unauthorized person. The 

strategy described above is called “Strategy I”, and the process is shown in Fig. 6.3. 

 

 

 

 

Fig. 6.3. Strategy I: procedure for ciphertext generation and the decryption. 

 Alternatively, another strategy is also developed for optical encryption and 

authentication in the SPI. After plaintext is transformed into a series of single-pixel 

values by using the optical setup, a diffraction pattern is first retrieved by using all 

recorded data and all random amplitude-only patterns based on correlation algorithm. 

Then, this retrieved diffraction pattern propagates back to a certain plane before SLM 

(e.g., object plane) to retrieve a new intensity pattern which serves as reference. 
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Subsequently, a small number of single-pixel values are randomly selected from all 

recorded single-pixel data, and then a 1-bit compression is applied to these randomly-

selected single-pixel data to generate ciphertext. By using the ciphertext and the 

corresponding amplitude-only patterns, a pattern just before SLM is first retrieved. Then, 

this retrieved pattern propagates back to the same plane (e.g., object plane) to obtain a 

decrypted pattern. When there is sharp peak and a flat background in the generated 

nonlinear correlation map, it means that the receiver possesses correct keys or is an 

authorized person. When there is only noisy background in the generated nonlinear 

correlation map, it means that the receiver possesses wrong keys or is an unauthorized 

person. Such a process described above is called “Strategy II”, and the process is shown 

in Figs. 6.4(a) and 6.4(b). 

 

 

 

 
 

 
 

 

 

 
 

 

 

 
 

 

 

 
 

 

 

 
 

(a) 

 

 

 

 

 

 

 

 

(b) 

Fig. 6.4. Strategy II: (a) procedure for retrieving an intensity pattern before the SLM (e.g., 

the object plane) as a new reference, and (b) procedure for ciphertext generation and the 

decryption. 
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6.3 Experimental Demonstration and Discussion 

A region chosen from USAF1951 target serves as an object, which is shown in the 

dashed-line box in Fig. 6.5(a). The transmitted object wave is scattered by two diffusers, 

and sequentially modulated by a series of amplitude-only patterns. The modulated wave 

is further scattered by a diffuser and then recorded by a single-pixel detector without 

spatial resolution. Using all the amplitude-only patterns and all recorded data, the 

diffraction pattern just before SLM can be retrieved which serves as reference, as shown 

in Fig. 6.5(b).  

   
  (a)   (b) 

Fig. 6.5. (a) The region inside the dashed-line box to be used as an object in the 

experiments, and (b) a reference pattern generated just before the SLM. 

 For the two developed strategies, it is important to choose a proper nonlinear 

strength k which is used in the nonlinear correlation algorithm. In addition, the number 

of randomly-selected single-pixel intensity signals is also significant. In this Chapter, 

peak-to-correlation energy (PCE) is adopted to analyze nonlinear correlation map 

obtained between reference information and the decrypted information. The PCE is 

defined as a ratio between the maximum intensity peak value and the total energy of 

correlation output. Compression ratio is also adopted for quantitatively choosing the 

number of single-pixel values, which is defined as the ratio between the number of 

randomly selected single-pixel intensity signals and the total number of the recorded 

single-pixel intensity signals. 
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 In the first strategy, PCE values are first calculated with respect to different 

compression ratios, as show in Fig. 6.6(a). The PCE value has a nearly linear growth 

with respect to the compression ratio, and a larger PCE value means a better correlation 

result. It is found that the nonlinear correlation authentication performs well when the 

compression ratio is chosen as 10%. As shown in Fig. 6.6(b), the PCE reaches its 

maximum when the nonlinear strength is chosen as 0.4. Hence, in the first strategy, the 

compression ratio is chosen as 10%, and the nonlinear correlation strength is chosen as 

0.4. 

 
(a) 

 
(b) 

Fig. 6.6. Strategy I: (a) The PCE values versus compression ratios using different 

nonlinear strengths, and (b) the PCE values versus nonlinear strengths using a 

compression ratio of 10%. 
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 In Strategy I, when 10% single-pixel values (i.e., 500 points) are applied for the 

decryption and the used security keys are correct, a decrypted pattern just before SLM is 

obtained which is shown in Fig. 6.7(a). As shown in Fig. 6.7(a), original object cannot 

be visually observed. When the decrypted pattern is nonlinearly correlated with its 

reference shown in 6.5(b), a nonlinear correlation map can be generated, as shown in Fig. 

6.7(b). In this case, there is only one sharp peak and a flat background which means that 

the receiver possesses correct keys or is an authorized person. To test the discrimination 

capability of the proposed method, another part of the target object (i.e., USAF 1951) is 

chosen and its corresponding decrypted pattern just before SLM is obtained according to 

the principle of Strategy I. When this decrypted pattern is nonlinearly correlated with the 

reference shown in Fig. 6.5(b), there is only noisy background in the generated nonlinear 

correlation map, as shown in Fig. 6.7(c).  

 
   (a)   (b) (c) 

Fig. 6.7. (a) A decrypted pattern obtained by using correct security keys, (b) Nonlinear 

correlation map obtained between (a) and its reference pattern [i.e., Fig. 6.5(b)], and (c) 

nonlinear correlation map obtained between the decrypted pattern of another object and 

the reference pattern [i.e., Fig. 6.5(b)]. 

 For Strategy II, it is also necessary to choose a proper compression ratio and 

nonlinear correlation strength. As shown in Fig. 6.8(a), PCE values are calculated by 

using different nonlinear strengths and different compression ratios. It is found that the 

proposed method performs well when the ratio is chosen as 24%. Using this 

compression ratio, the PCE value with respect to different nonlinear strengths is shown 
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in Fig. 6.8(b). The PCE value has a maximum when the nonlinear strength is chosen as 

0.3. Hence, in Strategy II, the compression ratio is chosen as 24%, and the nonlinear 

correlation strength is chosen as 0.3. 

 
(a) 

 
(b) 

Fig. 6.8. Strategy II: (a) The PCE values versus compression ratios using different 

nonlinear strengths, and (b) the PCE values versus nonlinear strengths using a 

compression ratio of 24%. 

 In Strategy II, after the diffraction pattern just before SLM is retrieved, a reference 

pattern can be generated by using this retrieved diffraction pattern based on free-space 

wave propagation. Here, the plane just behind diffuser 2 is chosen, and the 

corresponding reference pattern is shown in Fig. 6.9(a). It is worth noting that in 

Strategy II, in addition to principal security keys (i.e., amplitude-only patterns), some 
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supplementary keys, e.g., wavelength, pixel size and axial distance, are also used for the 

decryption. Using all the corrected keys, a decrypted pattern just behind diffuser 2 can 

be obtained, as shown in Fig. 6.9(b). When this decrypted pattern is nonlinearly 

correlated with the reference, there is only one sharp peak in the generated nonlinear 

correlation map, as shown in Fig. 6.9(c). It is illustrated that strategy II also possesses 

strong discrimination ability. When another decrypted pattern corresponding to a 

different region of the target object is generated, and nonlinearly correlated with the 

reference shown in Fig. 6.9(a), there is only noisy background in the nonlinear 

correlation map as shown in Fig. 6.9(a). 

                                                 

                                             (a)                           (b)  

                                    

          (c)                                       (d) 

Fig. 6.9. Strategy II: (a) A new reference pattern (i.e., an intensity pattern just behind 

diffuser 2), (b) a decrypted pattern obtained just behind diffuser 2, (c) a nonlinear 

correlation map generated between (a) and (b), and (d) a nonlinear correlation map 

generated between a decrypted pattern of another object and reference pattern given in (a). 

 In addition, the diffusers placed in the setup have no effect on the authentication 

ability of Strategy II. When the diffraction pattern just before SLM propagates back to 

the object plane, a reference pattern at this plane can be obtained, as shown in Fig. 

6.10(a). The decrypted pattern at this plane is shown in Fig. 6.10(b). In this case, there is 
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still only a sharp peak in the generated nonlinear correlation map when the decrypted 

pattern is nonlinearly correlated with the reference. 

   
 (a)  (b) 

 
 (c)  

Fig. 6.10. (a) A diffraction intensity pattern retrieved in the object plane as a new 

reference, (b) a decrypted intensity pattern retrieved in the object plane, and (c) nonlinear 

correlation distribution generated between (a) and (b).  

 It is also found that the Strategy II is sensitive to supplementary keys. For the sake 

of brevity, PCE values with respect to different axial distances are calculated. As can be 

seen in Fig. 6.11, the PCE value has its maximum at the correct axial distance (i.e., 2.0 

cm). A small change in axial distance leads to a significant decrease in the PCE values.  

 

Fig. 6.11. The PCE values versus different axial distances in strategy II. 
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 In practice, ciphertext could be contaminated by noise during data storage and 

transmission. The contaminated ciphertext can be described by B B L G    , where B  

denotes binary signals (i.e., ciphertext), B  denotes the ciphertext contaminated by noise, 

L  represents noise level, and G  represents Gaussian noise with mean of 0 and variance 

of 1. The PCE values of the two strategies with respect to different noise levels are 

shown in Fig. 6.12. As shown in Fig. 6.12, the PCE value of the first strategy is above 

0.01even when the noise level reaches 1.0, while for Strategy II, the PCE value keeps 

above 0.01 when the noise level is smaller than 0.4. Hence, the first strategy is more 

robust to noise. 

  

Fig. 6.12. PCE values versus noise levels. 

 During data storage and transmission, data loss could happen. Here, the loss 

percentage is defined as the ratio between the number of lost elements and the total 

number of elements in the ciphertext. As shown in Fig. 6.13, the Strategy I is more 

robust to information loss, since its loss level can achieve to 60%. The PCE values in 

Strategy II can keep above 0.01 only when the loss leve is smaller than 40%. Although 
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the Strategy II possessess high security due to supplemetary keys, it possesses the lower 

robustness against information loss.  

 

Fig. 6.13. PCE values versus loss levels. 

6.4 Summary 

In this Chapter, an optical encryption and authentication method based on structured-

detection GI is proposed in scattering environment. Two strategies are further developed, 

and performance of these two strategies is evaluated by using experimental data. 

Experimental results demonstrate that the proposed method is feasible and effective. In 

addition, it is straightforward to extend and apply the proposed method to other optical 

security methods. It is believed that the proposed method facilitates the investigation of 

optical security through scattering media which can open up a different research 

perspective for optical encryption and authentication. 
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Chapter 7 Phase-Only Authentication through Scattering 

Media 

7.1 Introduction

 

Optical means provides a promising tool for encoding information owing to its intrinsic 

characteristics, e.g., high-speed processing and multi-dimension operation. Optical 

encryption techniques have been developed rapidly over the past decades, since double 

random phase encoding (DRPE) scheme (Réfrégier and Javidi, 1995) was first proposed. 

However, the DRPE system has been demonstrated to be vulnerable to some attacks, e.g., 

chosen-ciphertext attack (Carnicer et al., 2005), chosenplaintext attack (Wu et al., 2015), 

known-plaintext attack (Peng et al., 2006 and Rajut and Nishchal, 2013) and other 

attacks (Guo et al., 2016). It has been recently found that optical authentication (Pérez-

Cabré et al., 2011) can be studied to recognize the decoded information without visually 

rendering the plaintext, which provides an extra security layer.  

 In recent years, single-pixel ghost imaging (GI) (Shapiro, 2008, Bromberg et al., 

2009, Chen and Chen, 2013, Duarte et al., 2008, Sun et al., 2013, Zhang et al., 2015, 

Chen et al., 2010 and Tian et al., 2011) has been successfully applied for optical security 

(Clemente et al., 2010, Tanha et al., 2012, Chen and Chen, 2013, Chen and Chen, 2015a 

and Chen and Chen, 2015b). Different from two-dimensional ciphertext recorded by 

using a CCD camera in conventional optical encryption systems, ciphertext generated in 

the GI is a series of single-pixel values recorded by using a single-pixel bucket detector 

without spatial resolution. In GI-based optical encryption scheme, the one-dimensional 

(1D) ciphertext is beneficial to data storage and transmission, and simultaneously system 

security can be enhanced. Most GI-based encryption and authentication technologies 

                                                 
This Chapter corresponds to paper: Yin Xiao, Lina Zhou, and Wen Chen, “Phase-only authentication 

based on ghost holography through scattering media,” Submitted and In Peer Review, 2019. 
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focus on the studies and usage of amplitude information. However, phase is more 

important than amplitude in many cases in the optical field. It is meaningful to 

authenticate the decoded phase information by taking advantage of the GI technique. 

The studies about phase-only authentication based on GI techniques have not been 

carried out. Although digital holography is a powerful tool to recover phase information 

of an object (Naughton and Javidi, 2004, Takeda et al., 2015, Shiu et al., 2015, Marquet 

et al., 2005, Kemper and Bally, 2008 and Rappaz et al., 2008), its capability is limited 

through scattering media. Therefore, it is promising to apply the GI into digital 

holography to overcome the challenges existing in conventional GI-based encryption 

systems, since the GI is robust to scattering media (Zhang et al., 2010, Chen, 2018 and 

Xiao et al., 2019).  

 In this Chapter, phase-only authentication based on single-pixel ghost holography 

through scattering media is experimentally demonstrated. In the ghost holography setup, 

both object wave and reference wave are disturbed by scattering media, and the 

propagating wave pattern just before the SLM is sequentially modulated by a series of 

random amplitude-only patterns. After propagating through another diffuser, the 

modulated wave is sequentially recorded by using a single-pixel bucket detector. 

Subsequently, correlation algorithm is used to extract an intensity pattern just before the 

SLM, and then the extracted intensity pattern propagates back to the object plane for the 

recovery of object phase pattern as reference. Then, some single-pixel values are 

randomly selected from the recorded data, and 1-bit compression is further applied to the 

randomly selected data to generate binary signals as ciphertext. A series of random 

amplitude-only patterns corresponding to the randomly selected data serve as principal 

keys, and axial distance, pixel size and wavelength serve as supplementary keys. By 
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using security keys and ciphertext, a decrypted phase pattern in the object plane can be 

recovered. Nonlinear correlation is further conducted to authenticate the decrypted phase 

pattern with its reference phase without visually rendering the plaintext. In scattering 

environment, the proposed method is able to implement phase-only authentication. It is 

also found that phase-only authentication is sensitive to security keys, and high security 

is achieved. In addition, the proposed method is highly robust to noise contamination 

and data-loss contamination, which is significant for practical applications. 

7.2 Experimental Setup 

 
Fig. 7.1. Schematic of experimental setup: SLM, spatial light modulator. 

A schematic of experimental setup is shown in Fig. 7.1. A He-Ne laser with wavelength 

of 633.0 nm is expanded by a pinhole and collimated by a lens with focal length of 50.0 

mm. After passing through a beam splitter cube, the collimated beam is split into two 

beams. One beam interacts with a target (Edmund, negative 1951 USAF target), and 

then is disturbed by a diffuser (Thorlabs, DG10-600). The other beam is also disturbed 

by a diffuser (Thorlabs, DG10-600). The two beams interfere just before a SLM 

(Holoeye, LC-R720), and the propagating wave pattern is sequentially modulated by a 
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series of random amplitude-only patterns embedded in the SLM. The modulated wave 

pattern further propagates through another diffuser (Thorlabs, DG10-220), and then is 

recorded by using a single-pixel bucket detector (Newport, 918D-UV-OD3R) without 

spatial resolution.  

 In the experimental setup, when a number of random amplitude-only patterns (i.e., 

5000 patterns) are sequentially embedded into the SLM, a series of single-pixel intensity 

values are correspondingly recorded. By using the random amplitude-only patterns and 

the recorded single-pixel values, correlation algorithm is first applied to retrieve an 

intensity pattern just before the SLM. The retrieved intensity pattern further propagates 

back to the object plane using free-space wave propagation principle, and then an object 

phase pattern is recovered to serve as reference. Subsequently, some single-pixel 

intensity values (i.e., 2000) are randomly selected from the totally recorded single-pixel 

values, and then 1-bit compression is applied to the randomly selected data to generate 

1D binary signal as ciphertext. A series of random amplitude-only patterns 

corresponding to the randomly-selected single-pixel values serve as principal security 

keys, and axial propagation distance, wavelength and pixel size serve as supplementary 

keys. An intensity pattern extracted just before the SLM can be obtained, when the 

ciphertext and principal keys are applied. By further using supplementary keys, the 

extracted intensity pattern propagates back to the object plane and then a decrypted 

phase pattern at the object plane can be recovered. The decrypted phase pattern is further 

authenticated by using its reference phase via nonlinear correlation (Pérez-Cabré et al., 

2011, Xiao et al., 2019, Matoba et al., 2009, Chen et al., 2014, Javidi, 1989, Chen, 2019 

and Chen et al., 2014). When there is only one sharp peak in the generated nonlinear 

correlation map, it means that the receiver possesses correct keys or is an authorized 
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person. If there is only noisy background in the generated nonlinear correlation map, it 

means that the receiver is an unauthorized person or does not have correct keys. A flow 

chart for the proposed method is shown in Fig. 7.2. 

 

Fig. 7.2. Flow chart for the proposed method. 
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7.3 Experimental Results and Discussion 

Two different regions in the USAF1951 target are chosen to be respectively served as 

object 1 and object 2, which are indicated in Fig. 7.3(a). A region in a reflective object is 

used to be served as object 3 as shown in Fig. 7.3(b), and the setup in Fig. 7.1 can be 

simply modified for the reflection case. An example of typical ciphertext is shown in Fig. 

7.3(c). 

   
           (a)                                     (b) 
 

 
 

                                                                             (c) 

Fig. 7.3. (a) Two transmission objects: the region inside the dashed-line box represents 

object 1 and the region inside the solid-line box represents object 2, (b) a region in a 

reflective object used as object 3, and (c) typical ciphertext. 

 In the experiments, 5000 random amplitude-only patterns are generated and 

sequentially embedded into the SLM to modulate the propagating wave pattern just 

before the SLM. Then, 5000 single-pixel values are sequentially recorded by using the 

single-pixel bucket detector. Subsequently, 2000 single-pixel values are further 

randomly selected from the recordings, and 1-bit compression is further applied to the 

selected data to generate binary signals as ciphertext as typically illustrated in Fig. 7.3(c). 

The number of binary signals (i.e., single-pixel ciphertext) is chosen based on peak-to-

energy (PCE). The PCE is defined as the ratio between the maximum intensity peak 

value and the total energy of nonlinear correlation output in the generated nonlinear 

correlation map. For the three objects, the PCE values are calculated with respect to the 
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number of binary signals, and the results are shown in Fig. 7.4. As seen in Fig. 7.4, the 

PCE values have a nearly linear growth with respect to the number of binary signals. It 

is found that when the number of binary signals is chosen as 2000, the nonlinear 

correlations obtained between reference phase and the decrypted phase patterns are 

always satisfactory, i.e., only one sharp peak with flat background in the generated 

nonlinear correlation maps without visually rendering original information. 

 

Fig. 7.4. The PCE versus the number of binary signals (i.e., ciphertext). 

 First of all, the feasibility and effectiveness of the proposed method are analyzed, 

and experimental results are shown in Fig. 7.5. The three reference phase patterns 

respectively corresponding to the three objects in Fig. 7.3 are first recovered as shown in 

Figs. 7.5(a)–7.5(c). Subsequently, three decrypted phase patterns as shown in Figs. 

7.5(d), 7.5(h) and 7.5(l) are recovered by using correct security keys, which respectively 

correspond to the three objects. When the decrypted phase patterns are nonlinearly 

correlated with their corresponding reference phase patterns, nonlinear correlation maps 

are generated as respectively shown in Figs. 7.5(e), 7.5(j) and 7.5(o). Since the 
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decryption is conducted by using correct keys, there is only one sharp peak in the 

generated nonlinear correlation map which means that the decrypted information is 

correctly authenticated without visually rendering original information (i.e., the 

plaintext). When the decrypted phase pattern is nonlinearly correlated with incorrect 

references stored in a database, there is only noisy background in the generated 

nonlinear correlation maps, as respectively shown in Figs. 7.5(f), 7.5(g), 7.5(i), 7.5(k), 

7.5(m) and 7.5(n). The experimental results shown in Figs. 7.5(a)–7.5(o) demonstrate 

that the proposed method is able to correctly authenticate the decrypted phase patterns, 

and simultaneously possesses the strong discrimination capability. 

                                 
             (a)              (b)            (c) 

       
 (d) (e)   (f)     (g) 

       
 (h) (i)   (j)   (k) 

       
  (l)                       (m)   (n)   (o) 

Fig. 7.5. (a)–(c) Three reference phase patterns respectively corresponding to three objects 

in Fig. 7.3, (d), (h) and (l) three decrypted phase patterns respectively corresponding to the 

three objects, (e), (j) and (o) nonlinear correlation maps generated between reference and 

their correspondingly decrypted phase patterns when correct keys are used for the 

decoding, and (f), (g), (i), (k), (m) and (n) nonlinear correlation maps generated between 

incorrect references and the decrypted phase patterns. 
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 To evaluate security of the proposed method, the decryption is also conducted by 

using wrong amplitude-only patterns (i.e., principal security keys). Three reference 

phase patterns shown in Figs. 7.6(a)–7.6(c) are the same as those shown in Figs. 7.5(a)–

7.5(c). When wrong amplitude-only patterns are applied to extract the decrypted phase 

patterns, three decrypted phase patterns are obtained and shown in Figs. 7.6(d), 7.6(h) 

and 7.6(l), respectively. In this case, the three decrypted phase patterns cannot be 

correctly authenticated, and all generated nonlinear correlation maps contain only noisy 

backgrounds, as shown in Figs. 7.6(e)–7.6(g), 7.6(i)–7.6(k) and 7.6(m)–7.6(o). 

                                 
                                                             (a)           (b)             (c) 

        
 (d)  (e) (f)   (g) 

        
 (h)  (i)  (j)   (k) 

        
 (l)  (m)  (n)   (o) 

Fig. 7.6. (a)–(c) Three reference phase patterns respectively corresponding to the three 

objects in Figs. 7.3(a) and 7.3(b), (d), (h) and (l) three decrypted phase patterns obtained 

by using wrong amplitude-only patterns, and (e)–(g), (i)–(k) and (m)–(o) the nonlinear 

correlation maps generated between reference phase patterns and the decrypted phase 

patterns. 

 It is further found that the proposed method is also sensitive to supplementary keys, 
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e.g., axial distance between the target and the SLM. For the sake of brevity, the PCE 

values are calculated only with respect to different axial distances, and the results are 

shown in Fig. 7.7. In this case, it is considered that all other security keys are correct. 

Since the axial distance of 2.0 cm is used in the experiments, the PCE value achieves its 

maximum when the axial distance is equal to 2.0 cm. It is also demonstrated in Fig. 7.7 

that a small deviation in the axial distance leads to a dramatic decrease in the PCE 

values.  

 

Fig. 7.7. The PCE values versus axial propagation distances. 

 It is also necessary to investigate noise contaminations during data storage and 

transmission. The ciphertext contaminated by noise is described by B B L G    , where 

B  denotes binary signals, B  denotes the ciphertext contaminated by noise, L  represents 

noise level, and G  represents Gaussian noise with mean of 0 and variance of 1.0. Here, 

object 1 is used as a typical example to illustrate phase-only authentication under noise 

contamination. The decrypted phase patterns shown in Figs. 7.8(a)–7.8(d) are obtained 

by using noise levels of 0.2, 0.4, 0.6 and 0.8, respectively. The reference phase is shown 

in Fig. 7.8(e). When the decrypted phase patterns are nonlinearly correlated with 

reference phase, the generated nonlinear correlation maps are respectively shown in Figs. 

7.8(f)–7.8(i). It can be seen in Figs. 7.8(f)–7.8(i) that the proposed method possesses 

high robustness against noise contamination, since the nonlinear correlation maps 
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always show only one apparently sharp peak. Robustness of the proposed method 

against noise is further tested in a larger range of noise levels, and the PCE values with 

respect to different noise levels are shown in Fig. 7.9. It can be found that when the PCE 

value is larger than 0.01, there is only one apparently sharp peak in the generated 

nonlinear correlation distributions. Hence, the proposed method is feasible and effective 

even when the noise level approaches to 1.2. 

                                                

   (a)  (b) (c) (d) 

         

   (e) (f)  (g)  (h)   (i) 

Fig. 7.8. (a)–(d) Decrypted phase patterns respectively obtained by using noise level of 0.2, 

0.4, 0.6 and 0.8, (e) reference phase pattern corresponding to object 1, and (f)–(i) 

nonlinear correlation maps generated between reference phase and the decrypted phase 

patterns. 

 

Fig. 7.9. The PCE values versus noise levels. 

 Ciphertext loss could also happen during data storage and transmission. Hence, it is 

also necessary to evaluate robustness of the proposed method against data loss. Here, the 
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loss percentage is defined as the ratio between the number of lost elements and the total 

number of elements in the ciphertext. Object 1 is also used as a typical example to 

illustrate phase-only authentication under data-loss contamination. Four decrypted phase 

patterns shown in Figs. 7.10(a)–7.10(d) are obtained when there is a loss percentage of 

20.0%, 40.0%, 60.0% and 80.0% respectively in the ciphertext. Figure 7.10(e) shows the 

reference phase pattern corresponding to object 1. When reference phase is nonlinearly 

correlated respectively with the four decrypted phase patterns, the generated nonlinear 

correlation maps are shown in Figs. 7.10(f)–7.10(i). As seen in Figs. 7.10(f)–7.10(h), 

there is only one sharp peak with flat background in the generated nonlinear correlation 

maps without visually rendering the plaintext, which means that the authentication is 

correct and correct keys have been used. When the data loss level achieves to 80.0%, 

there is much noise and the authentication is considered as ‘incorrect’. Performance of 

the proposed method against data-loss contaminations is further shown in Fig. 7.11, in 

which the PCE values with respect to different ciphertext-loss levels are calculated. The 

PCE values can keep to be above 0.01 when the noise level reaches 60.0%. Hence, high 

robustness against data-loss contamination can be achieved in the proposed method.  

                                            

 (a)   (b) (c) (d) 

         

 (e) (f)  (g) (h)   (i) 

Fig. 7.10. (a)-(d) Decrypted phase patterns respectively obtained by using ciphertext-loss 

levels of 20.0%, 40.0%, 60.0% and 80.0%, (e) reference phase corresponding to object 1, 

and (f)-(i) nonlinear correlation maps generated between reference phase and the 

decrypted phase patterns. 
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Fig. 7.11. The PCE values versus ciphertext-loss levels. 
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Fig. 7.12. (a) Two cascaded diffusers placed at the object wave path, (b) two cascaded 

diffusers placed at the reference wave path, and (c) multiple cascaded diffusers at both 

object wave and reference wave paths.  
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 To further evaluate performance of the proposed method through scattering media, 

more complicated scattering environments are constructed, as shown in Figs. 7.12(a)–

7.12(c). In Fig. 7.12(a), there are two cascaded diffusers placed at the object wave path, 

and one diffuser at the reference wave path is unchanged, i.e., the same as that shown in 

Fig. 7.1. In Fig. 7.12(b), the diffuser at the object wave path is the same as that shown in 

Fig. 7.1, and two cascaded diffusers are placed at the reference wave path. In Fig. 

7.12(c), there are multiple cascaded diffusers placed at both object wave and reference 

wave paths. 

 For the sake of brevity, the setup in Fig. 7.12(c) is further used, and the results are 

shown in Fig. 7.13. Figures 7.13(a)–7.13(c) show reference phase patterns respectively 

corresponding to the three objects in Figs. 7.3(a) and 7.3(b), and Figs. 7.13(d), 7.13(h) 

and 7.13(l) show the decrypted phase patterns obtained by using correct security keys 

respectively corresponding to the three objects. When the decrypted phase patterns are 

nonlinearly correlated respectively with their corresponding reference phase patterns, the 

generated nonlinear correlation maps are shown in Figs. 7.13(e), 7.13(j) and 7.13(o), 

respectively. All nonlinear correlation maps contain only one sharp peak, which means 

that the authentication is correct without visually rendering original information and 

correct security keys have been used. When the incorrect references at the database are 

used to be nonlinearly correlated with the decrypted phase patterns, only noisy 

backgrounds are obtained in the generated nonlinear correlation maps, as shown in Figs. 

7.13(f), 7.13(g), 7.13(i), 7.13(k), 7.13(m) and 7.13(n). It is demonstrated that the 

proposed method is effective and robust in different scattering environments. 
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 (a)   (b)  (c) 

       
  (d) (e) (f)  (g) 

       
  (h) (i) (j)  (k) 

       
  (l)                          (m) (n)  (o) 

Fig. 7.13. (a)–(c) Three reference phase patterns respectively corresponding to the three 

objects, (d), (h) and (l) three decrypted phase patterns respectively corresponding to the 

three objects by using correct security keys, (e), (j) and (o) nonlinear correlation maps 

generated between reference phase and their correspondingly decrypted phase patterns, 

and (f), (g), (i), (k), (m) and (n) the nonlinear correlation maps generated between 

incorrect references and the decrypted phase patterns. 

7.4 Summary 

In this Chapter, phase-only authentication is proposed based on single-pixel ghost 

holography through scattering media. The experimental results have systematically 

demonstrated feasibility and effectiveness of the proposed method. The proposed 

method is effective and robust when scattering environments are applied, which makes it 

promising and meaningful in practical applications. In addition, it is also demonstrated 

that the proposed method possesses high robustness against noise contamination and 

data-loss contamination. It is believed that the proposed method using phase-only 

authentication can be easily extended to other optical security setups, and can open up a 
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different research perspective for optical security. 
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Chapter 8 Conclusions and Future Work 

8.1 Work Accomplished  

In this thesis, research studies are focused on single-pixel imaging techniques and their 

applications. Conventional SPI techniques and related methods are reviewed, including 

GI techniques, CS techniques, Fourier spectrum acquisition method and Hadamard 

spectrum acquisition method. The GI has been developed for several decades, but is 

incapable of generating high-quality object reconstruction with a small number of 

measurements. The CS can realize high-quality object reconstruction with a sampling 

rate lower than the Nyquist rate. However, the CS usually takes advantage of various 

optimizations to resolve some ill-posed problems which often accompanies high 

computational complexity. Fourier spectrum acquisition method and Hadamard 

spectrum acquisition method are two direct reconstruction methods, which first obtain 

spectrum coefficients in transform domain and then conduct inverse transform to 

reconstruct the object. However, it is necessary to obtain spectrum coefficients from 

low-frequency to high-frequency in order to retrieve high-contrast object, which is also a 

time-consuming process in practice. 

 The SPI-based optical security is also reviewed, including optical encryption and 

optical authentication. Conventional optical encryption techniques transform plaintext 

into a 2D noise-like pattern. The SPI-based optical encryption encodes plaintext into a 

series of single-pixel values which construct a 1D vector. The reduction in size of 

ciphertext is beneficial to data storage and transmission, and simultaneously enhances 

system security. Conventional optical encryption usually aims to clearly see the 

decrypted information. Optical authentication is a strategy to recognize the decrypted 

pattern without visually rendering the plaintext. Hence, optical authentication provides 
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additional security layer. However, the existing setups for optical encryption and 

authentication lack variety and are easy to attack. In addition, the optical security 

applications in complex environment, such as through scattering media, remain a 

challenge.  

 High-efficiency Fourier spectrum acquisition method is proposed in this thesis. 

Instead of obtaining all Fourier spectrum coefficients from the measurements, the 

proposed method only measures a small number of low-frequency Fourier spectrum 

coefficients in practice. A developed iterative algorithm is able to retrieve high 

frequency coefficients by using the measured low-frequency coefficients.  

 A single-step Hadamard spectrum acquisition method is also proposed and verified 

by optical experiment in this thesis. Conventional method needs at least two-step 

measurement in optical experiment to construct a Hadamard spectrum coefficient, which 

results in a low sampling efficiency. Here, a single-step measurement method is 

proposed which can reduce the number of measurements compared with conventional 

method and can significantly improve the sampling efficiency. To resolve the noise 

problem in optical experiment, a noise suppression strategy is developed which is able to 

dramatically enhance the contrast of retrieved objects. It is further found that plaintext 

can be effectively hidden by using a small number of randomly-selected Hadamard 

coefficients. Based on this property, an optical authentication method is developed and 

verified by using experimental results. 

 Single-pixel holography for optical encryption and authentication is also studied. 

Conventional digital holographic techniques record interference holograms using a 2D 

CCD. As a consequence, holography could be limited in some applications. When the 

SPI technique is integrated with holography, it is possible to explore more capabilities of 
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digital holography. Here, two optical encryption and authentication strategies are 

established. The detailed simulation and experimental results demonstrate effectiveness 

and feasibility of the proposed method. 

 In addition, structured-detection-based GI authentication methods are investigated 

through scattering media. The proposed method provides a feasible way to authenticate 

the decrypted information through scattering media which cannot be achieved by using 

conventional methods. Two effective authentication strategies are developed and 

verified by using optical experimental results. 

8.2 Contributions of the Thesis 

The significant contributions of this thesis are summarized as follows: 

(1). A fast and effective Fourier spectrum retrieval method is proposed, which is able to 

recover high-quality object using only a small number of measurements. The method 

shows significant advantages over conventional GI method, CS method and Fourier 

spectrum acquisition method. 

(2). A single-step Hadamard spectrum acquisition method is proposed, which 

dramatically improves the sampling efficiency in the SPI. Compared with conventional 

differential method, the proposed method is able to recover high-quality objects using 

only a small number of measurements. 

(3). The SPI techniques applied to optical security are fully studied. A new optical 

authentication method based on Hadamard transform is proposed, which encodes the 

plaintext by using a series of randomly-selected Hadamard transform coefficients. In 

addition, structured-detection single-pixel holographic technique is also extended to 

optical encryption and authentication, and two authentication strategies are developed 
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and verified experimentally. Finally, SPI-based optical authentication through scattering 

media is fully studied and verified by optical experiments.  

8.3 Future Work 

In the SPI, few studies have been conducted to retrieve the phase pattern. In the field of 

optical imaging, phase is usually more important than amplitude. Hence, it is meaningful 

to explore the potential methods for the SPI to reconstruct phase pattern. Until now, 

several methods have been developed to recover the phase in the SPI. However, quality 

of the recovered phase pattern is not satisfactory.  
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Fig. 8.1. Experimental setup for compressive phase-shifting single-pixel holography. 

Light diffracted by the phase object is spatially modulated onto a SLM, and then it 

interferes with the reference beam. The integrated energy flux of the signal is 

subsequently recorded with a single-pixel detector (Clemente et al., 2013). 

 For instance, a compressive holography method is developed by using a single-pixel 

detector (Clemente et al., 2013). The schematic setup is shown in Fig. 8.1. In this 

method, object wave is modulated by a SLM and then interferes with reference wave. 

Four-step phase shifting technique is utilized to retrieve the hologram. However, this 

method is not highly effective in practice, and the modulated object wave has serious 

diffraction effect.  
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 A possible solution is to reconstruct the hologram directly by using the SPI 

technique. The schematic experimental setup is shown in Fig. 8.2. 
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Fig. 8.2. Experimental setup for structured-detection single-pixel digital holography. 

 If the hologram just before the SLM can be retrieved with high quality, it is possible 

to exact the phase information of object using free-space wave propagation principle. 

Preliminary work has been conducted in my studies, and it is found that pixel size of the 

SLM plays an important role in recovering the phase information of object. When the 

pixel size of the SLM is smaller than 10 μm, the interference fringes can be retrieved 

clearly.  

 In addition, super-resolution imaging is also important, since it provides more 

details of the object. However, due to the 1D detection in the SPI, it is difficult to 

implement super-resolution imaging in this research field. There are some studies about 

super-resolution imaging in the SPI (Wang et al., 2013 and Zhao et al., 2017). However, 

complicated procedures are usually requested, and the efficiency is low. Hence, it is 
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meaningful to further explore practical methods to carry out super-resolution object 

reconstruction in the SPI. 

 Furthermore, imaging the moving object is also important. The SPI usually takes 

advantage of a series of illumination pattern and correlation algorithms to reconstruct the 

moving object. It is a challenge to carry out high-quality object reconstruction in a short 

time interval. Hence, in the future work, it is also meaningful to develop fast and 

effective approaches to imaging the moving object. 
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