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ABSTRACT 

Biometrics is an important research area with large impact on practical applications 

such as immigration inspections, access control and online transactions. Compared 

with behavioural characteristics, physiological characteristics such as fingerprint and 

face are often used for reliable biometric recognition. However, every biometric 

identifier has its pros and cons. For example, the quality of fingerprint can be degraded 

by dirt and sweat, while the appearance of human face can be varied by makeup. Finger 

knuckle patterns on the dorsal surface of human fingers can provide discriminative 

information for biometric recognition. Such images can be acquired conveniently and 

can also be acquired simultaneously with fingerprint. On the other hand, conventional 

research on biometric recognition focused on the use of 2D intensity images as the 

source information. However, 3D images of finger knuckle contain more information 

which can be helpful to advance biometric recognition. Presentation attacks can also 

be easily detected by inspecting those 3D images. Therefore, this thesis focuses on the 

development of this novel biometric identifier, i.e. contactless 3D finger knuckle, 

which can offer an accurate, efficient, and convenient alternative for biometric 

recognition. 

The development of 3D finger knuckle recognition systems requires accurate 3D 

imaging for recovering discriminative knuckle surfaces. However, such 3D imaging 

systems are usually associated with high cost and bulk due to the nature of 3D imaging 

technologies. Therefore, the first stage of this thesis investigates a promising 3D 

reconstruction technique, i.e. photometric stereo, which requires only a single camera 

for recovering accurate 3D information in pixelwise-precision. This approach assumes 

Lambertian reflections, but most real-world objects are non-Lambertian so that the 

reconstruction accuracy can be degraded. In order to estimate surface normal vectors 
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for real-world objects, we introduce two novel outlier rejection techniques which 

identify the reliable data for more accurate estimation of surface normal vectors. The 

proposed approach outperforms other state-of-the-art photometric stereo methods on 

a benchmark dataset of real objects.  

 The major focus of this thesis is on developing contactless 3D finger knuckle 

recognition technologies. Since there are no publicly available databases of 3D finger 

knuckle for research and experimentation, we developed a two-session database of 3D 

finger knuckle images acquired from 228 subjects (with two-session from 190 

different subjects). After that, we developed a contactless 3D finger knuckle 

recognition system with all necessary processing procedures including 3D image 

acquisition, pre-processing, area of interest segmentation, feature extraction and 

matching. We developed several new feature descriptors and matchers for accurately 

encoding discriminative 3D finger knuckle features and efficiently comparing pairs of 

feature templates.  

 Another contribution of this thesis is on the development of deep learning 

based approach for this novel 3D finger knuckle recognition problem. There are 

several challenges in advancing such technologies, e.g. availability of very limited 

training data, large intra-class or train-test sample variations as observed for the real 

applications. We introduce a new deep neural network based approach which 

simultaneously encodes and incorporates deep features from multiple scales to form a 

more robust deep feature representation. Such collaborative feature representations are 

robustly matched using an efficient alignment scheme with a fully convolutional 

architecture to accommodate involuntary finger variations during the contactless 

imaging. This approach further boosts the state-of-the-art performance among other 

methods considered in this thesis. 
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CHAPTER 1      

Introduction 

1.1 Biometrics 

Biometrics, the technology to automatically recognize human’s identity, is an 

important research area with large impacts on practical applications [1, 32]. For 

example, almost all countries in the world utilized biometrics for immigration 

inspections due to its reliable accuracy, reasonable efficiency as well as the 

convenience to acquire biometric images. It is also useful for civilian applications such 

as access control to resources and authentication for online transactions. 

 Compared with behavioural characteristics, physiological characteristics are 

often used for reliable biometric recognition due to the stability of biometric features. 

Typical biometric physiological characteristics include face, iris, periocular, ear, 

fingerprint, palmprint and finger knuckle patterns. However, every biometric identifier 

has its strengths and limitations. For example, the appearance of human face can be 

varied by makeup while the quality of fingerprint images can be degraded by dirt and 

sweat. The choices of biometric identifiers depend on the application requirements. A 

desirable biometric system should offer accurate, efficient and convenient recognition. 

 Development of biometric systems for person identification can offer 

numerous advantages over traditional authentication methods such as using physical 

keys or passwords. Firstly, users do not have to prepare for the authentication by 

bringing along physical keys or memorizing passwords. Secondly, impersonation can 

be safeguarded more easily because biometric information associated with human 

body is more difficult to steal than physical keys or passwords. Sophisticated biometric 

systems can also detect spoofing samples and can defend against presentation attacks. 
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Such systems can offer reliable authentication results in real time so that they are 

favourable in many civilian applications. 

1.2 Finger Knuckle Recognition 

Among various biometric identifiers, fingerprint is one of the most widely employed 

identifier while fingerprint recognition systems have been deployed in borderlines of 

many countries. However, there are several challenges with the biometric recognition 

deployments using fingerprints. First of all, the accuracy of fingerprint recognition can 

be degraded due to fingertip deformations, residual dirt, sweat, moisture or wounds. A 

large population of manual labourers and elderly can also suffer from low quality 

fingerprints for the automatic identification. A NIST report [3] submitted to US 

Congress stated that about 2% population does not have fingerprints with acceptable 

qualities. Another report of UIDAI [4] also stated that about 1.9% people from a large-

scale population cannot be authenticated reliably by using their fingerprints.  

 Finger knuckle patterns can be simultaneously acquired with fingerprint 

images and are less susceptible to deformation as these regions are less contacted in 

daily life. Finger knuckle patterns, unlike fingerprints, can also be acquired 

conveniently at a distance, as the major ridges and valley patterns are easily visible 

with naked eyes. Therefore, the addition of finger knuckle patterns to only fingerprints 

can address parts of the limitations and can provide more reliable solutions for 

biometric recognition.   

 The uniqueness and reliability of finger knuckle patterns for establishing 

human identities have been studied by several research [5]-[10], which discriminative 

information from finger knuckle patterns using 2D images have been investigated. 

Some evidence can also be observed in a study [11] which investigated discriminative 
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information using 3D images with conventional shape index measurements [12-13]. 

Similar to the palmprint recognition [9-10], it can be inferred that the most 

discriminative information from finger knuckle patterns is associated with the knuckle 

curves and creases. However, accurate extraction of finger knuckle curves and creases 

using 2D intensity images is quite difficult because the illuminations variation caused 

by uneven reflections from 3D finger knuckle surfaces largely influences the observed 

intensity. In addition, biometric systems incorporating 2D images are also more prone 

to presentation attacks. For example, a person can impersonate another one by 

presenting a printed image, which poses serious challenges to preserve the integrity of 

a biometric system. 

 The surface of human finger knuckle is essentially of 3D with frequent 

variation of depths. The use of 3D information (e.g. surface normal vector, depth, or 

curvature) can enable more reliable description of finger knuckle patterns because such 

3D information is expected to be illumination invariant. Furthermore, 3D imaging 

systems can also acquire 2D images so that simultaneous use of 2D and 3D finger 

knuckle images can achieve a better recognition performance which may not be 

possible when either of such information is utilized. In addition, printed images cannot 

reveal 3D information and therefore 3D finger knuckle recognition systems can easily 

defend against such presentation attacks. It is very difficult to present a realistic 3D 

finger knuckle phantom because such production requires subjects to intentionally 

allow the acquisition of their 3D fingers under sophisticated 3D imaging systems, 

unlike 2D finger knuckle images can be covertly acquired by simple cameras. 

 Despite the above advantages of using 3D finger knuckle images for biometric 

recognition, there are many challenges in the investigation and development of an 

automated 3D finger knuckle recognition system. First of all, it is difficult to design 

an accurate and efficient feature descriptor, which can robustly encode unique 
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information from 3D curve and creases. Second, replacing typical 2D imaging systems 

requires in the introduction of 3D imaging systems, which is usually associated with 

high cost and bulk due to the nature of 3D imaging technologies. For example, a 

reference [2] utilized five cameras while another reference [14] used a high-speed 

camera along with a customized projector for scanning 3D fingers. Therefore, it is 

strongly motivated to develop low-cost and reliable solutions for 3D finger knuckle 

imaging. Photometric stereo approach can offer high precision recovery of fine 3D 

texture patterns including those appears in 3D finger knuckle, therefore it is interesting 

to investigate the possibility of using this approach for the recovery of 3D finger 

knuckle patterns. Last but not least, the most critical barrier to the development of the 

3D finger knuckle recognition technologies is the lack of any databases in the public 

domain.  

 This thesis develops the first automated 3D finger knuckle recognition system 

using a photometric stereo approach for biometric recognition. Potential areas of 

applications for such technologies include immigration inspection in borderline, 

access control in offices or buildings, e-business, and forensics. This thesis develops 

the first 3D finger knuckle images database in the world for much needed further 

research. In addition, this thesis develops new feature descriptors and matchers for 

accurately encoding 3D finger knuckle patterns and efficiently comparing the 

similarity between pairs of feature templates. Furthermore, this thesis also attempts to 

estimate the uniqueness of 3D finger knuckle patterns. Last but not least, customized 

deep learning approach is also developed for more accurate recognition of 3D finger 

knuckle images under very challenging scenarios.  
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1.3 Earlier Work 

1.3.1 Photometric Stereo Based 3D Reconstruction 

Among existing 3D reconstruction methods, the photometric stereo approach can offer 

high precision recovery of fine 3D texture patterns using only one camera. The first 

photometric stereo method [75] was introduced with the assumption of Lambertian 

reflections. However, non-Lambertian phenomena exist in almost all imaging of real 

objects. Therefore, many studies have attempted to address the limitations caused by 

non-Lambertian phenomena. A stream of research suggested using an outlier rejection 

approach for removing specular and shadow pixels, which cause non-Lambertian 

phenomena. Earlier work [76-78] attempted to select the most reliable intensity values 

from four light sources. With more light sources, reliable observations can be extracted 

in a more robust manner by employing various promising mathematical techniques 

[79-85] to detect and reject the outliers. More recent state-of-the-art methods [86-87] 

assumed that the non-Lambertian phenomena are local and sparse. Observations are 

modelled using a sparse outlier matrix plus a low rank observation matrix. Reference 

[86] minimized the rank of the matrix while reference [87] enforced rank-3 by 

employing sparse Bayesian regression. The optimization approach allows searching 

for the optimal surface normal vectors. 

 Another stream of research attempted to develop sophisticated BRDF models 

[88-92] for surface normal estimation. Reference [93] adopted the Ward model [88] to 

explicitly represent the BRDF. Other research utilized general properties of BRDF 

such as isotropy, reciprocity, and monotonicity [94-98]. A recent research [99] 

suggested to also model specular reflections in addition to diffuse reflections, while 

another work [100] suggested to transform the photometric stereo problem into eigen 

decomposition problem.  
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 Although there have been many promising efforts [76-100], the comparative 

effectiveness on real objects remains unclear. Reference [101] developed a 

photometric stereo dataset (DiLiGenT) of real objects with ground truth surface 

normal vectors, which is publicly accessible. Comparative experimental results, based 

on the statistics of angular errors, of various state-of-the-art methods were presented. 

Some methods (e.g. [86-87, 93, 95-96]) only perform well on a part of materials. The 

two representative methods using outlier rejection approach [86-87] did not produce 

compelling overall preperformance, while methods using the BRDF modelling 

approach [97-98] achieved the best overall performance for the calibrated non-

Lambertian photometric stereo evaluation. A recent method [100] also demonstrated 

comparable performance on the same dataset.  

 It is worth noting that results with comparable accuracy can also be produced 

by incorporating a simple filtering method (position threshold method) on the observed 

intensity values [101]. The filtering method removes outlying values (i.e. specular and 

shadow pixels) by sorting the intensity values. The traditional least square error 

approximation produced comparable results with the currently best performing 

methods [97-98, 100] when only the central 20% of the sorted intensities are used. 

This suggests that identifying outliers is a critical step for an accurate estimation of 

surface normal vectors. Therefore, there is a strong motivation to revisit the 

effectiveness of outlier rejection approach for a more accurate non-Lambertian 

photometric stereo method. 

1.3.2 Finger Knuckle Recognition Using 2D Images 

(i) Existing Methods 

Study on finger knuckle patterns has attracted attention to several research (e.g. [5-8, 

19, 24, 41, 43]), with exciting results in the literature for the accurate biometric 
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identification. A survey paper [7] summarized previous research on finger knuckle 

recognition. The finger knuckle images are typically acquired from the anatomy of 

skin crease patterns between the middle and proximal phalanges of fingers. A range of 

approaches using such finger knuckle images have been studied in the literature for 

biometric based personal identification. Based on the nature of the recognition 

algorithms, these approaches can be largely categorized into three categories: coding 

based methods (e.g. [8, 20, 126-127, 132-134]), subspace methods (e.g. [6, 11, 128-

129, 135]), texture analysis methods (e.g.[130]). Among these categories, the coding 

methods have attracted more attention in the literature as such methods can accurately 

encodes the discriminative finger knuckle patterns and are robust against illumination 

variations. While the subspace methods project the input images into lower 

dimensional subspaces and resulting subspace coefficients are considered as 

discriminative features. However, those features do not contain high discriminative 

information for finger knuckle recognition. Last but not least, the texture analysis 

methods include transform, local texture descriptor, and statistical-based approaches. 

For transform-based methods, input images are transformed to be specific domains 

which represent some characteristics of texture. The local texture descriptors include 

the popular Speeded-Up Robust Features (SURF), Scale Invariant Feature Transform 

(SIFT) [131], Local Binary Pattern (LBP) [41]. The statistical texture analysis methods 

consider the inter-relationship between the intensity points of the input images. 

• Coding Based Methods 

As described above, the coding methods are one of the most promising 

approach for accurate finger knuckle recognition. These methods include 

Gabor filter based CompCode [134], localized and modified finite Radon 

transform based knuckle code [132], improved CompCode, Magnitude code 

and Monogenic [8], Adaptive Steerable Orientation Coding (ASOC) [133] and 
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so on. The mechanism of these encoding methods is that, we can discretize the 

local feature with a fixed number of feature space (e.g. 10 possible cases) for 

every pixels, while these discretized features are encoded as feature templates 

for further matching and comparisons. It has been reported in another reference 

[20] that using the difference of normal features can offer outperforming 

recognition results over these methods. 

• Subspace Methods 

The popular subspace methods include Principal Component Analysis (PCA) 

[135], Linear Discriminant Analysis (LDA) and Independent Component 

Analysis (ICA) [6], which can be used for feature extraction and matching. The 

mechanism of these subspace methods is that, we can reduce the dimension of 

images, for example, a square-sized grey level image of width 128 is of 

dimension 16384. If we significantly reduce the dimension of the images, e.g. 

to 10 via these dimension reduction algorithms, it is much easier and more 

accurate for classifiers to compute the distances between a pair of samples. 

However, it is not easy to select the most representative subspaces for 

describing discriminative patterns for finger knuckle recognition. 

• Texture Analysis Methods 

For the texture analysis methods, popular transform based methods include 

DCT [136], Radon Transform [137], Haar Wavelet [138], DFT [139], S 

Transform [140]. The mechanism of these transform methods is that, we can 

locate the discriminative features from domains other than the spatial domain 

acquired directly via visual cameras. For example, some repetitive features can 

be easily extracted from the frequency domain using Fourier transform. 

Alternatively, those repetitive unwanted noises can also be located and 

removed from the frequency domain.  
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(ii) Databases 

 In order to ascertain the performance of these developed methods in the 

literature, it is important to fairly evaluate such performance on benchmark databases. 

There are several finger knuckle images databases which are publicly accessible for 

non-commercial use. Most of the methods in the literature have been evaluated on 

these datasets by different researchers. These datasets of finger knuckle images are 

acquired from subjects with different ages, using different imaging equipment, in 

multiple sessions. 

• IIT Delhi Finger Knuckle Database [141] 

This database consists of the 790 images acquired from students and staff at 

IIT Delhi and has been acquired in IIT Delhi campus during August 2006 - Jun 

2007 using a digital camera. There are 158 subjects where the images are in 

(.bmp) format. All the subjects are in the age group of 16-55 years. The 

resolution of these images is 80 ×100 pixels. 

• The HKPolyU Finger Knuckle Print Database [142] 

This two-session database contains 7920 FKP images acquired from 165 

subjects (660 different fingers), including 125 males and 40 females. Among 

these subjects, 143 subjects were between 20 to 30 years old while the 

remaining subjects were between 30 to 50 years old. In each of the two session, 

6 images were acquired for each of the left index, left middle, right index and 

the right middle finger, which constitute to 48 images from 4 fingers for each 

subject. The average time interval between the two session acquisition was 

about 25 days while the maximum and minimum intervals were 96 days and 

14 days respectively. 

• The HKPolyU Contactless Finger Knuckle Images Database [123] 
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This database contains 2515 finger dorsal images acquired from the middle 

finger of 503 subjects (male and female), in (.bmp) format. This database has 

been largely acquired in The Hong Kong Polytechnic University campus and 

IIT Delhi Campus during 2006-2013 using a contactless setup that simply uses 

a handheld camera. About 88% of the subjects are younger than 30 years old. 

This database also provides two session finger knuckle images acquired after 

a very long interval (4 to 7 years) to ascertain stability of knuckle crease and 

curved lines.  

• The HKPolyU Contactless Hand Dorsal Images Database [124] 

This database contains 2505 hand dorsal images acquired from the right hand 

of 501 subjects (male and female) that illustrate three knuckle patterns in each 

of the four fingers from the individual subject., in (.bmp) format. This database 

also has additional hand dorsal images from 211 subjects but the images lack 

clarity or does not have second minor knuckle patterns. The combined database 

from 712 different subjects’ hand dorsal images is made publicly available. 

This database has been largely acquired in IIT Delhi Campus, in The Hong 

Kong Polytechnic University campus and in some villages in India during 

2006-2015, mostly by using a mobile and handheld camera. This database also 

provides two session hand dorsal images, with many samples in different age 

groups that have been acquired after very long interval (4 to 8 years) to support 

studies relating to the stability of knuckle patterns. This database also provides 

segmented/normalized major, first minor and second minor knuckle images 

using completely automated segmentation.  

• The HKPolyU Contactless Finger Knuckle Images Database (Version 3.0) 

[143] 
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This database contains 1950 finger knuckle images acquired from the index 

finger of 221 subjects (male and female), in (.jpg) format. This database has 

been largely acquired in The Hong Kong Polytechnic University campus and 

IIT Delhi Campus during 2006-2013 using a contactless setup that simply uses 

a handheld camera. This database also provides two session finger knuckle 

images acquired after very long interval (4 to 7 years) to ascertain stability of 

knuckle crease and curved lines. Besides, this database also includes 

segmented finger knuckle images, contrast-enhanced images and center point 

information of every finger knuckle images used for segmentation to extract a 

normalized region. 

 

(iii) Performance Achieved 

 The images from the first two databases [141-142] are relatively less 

challenging and therefore existing algorithms can achieve high recognition results (e.g. 

Equal Error Rates (EER) of about 1% on both IIT Delhi Finger Knuckle Database [141] 

and the HKPolyU Finger Knuckle Print Database [142] by method [132] and method 

[130] respectively. However, for the latter two more challenging databases [123-124] 

with low resolution and noisy images, the Genuine Acceptance Rate (GAR) at False 

Acceptance Rate (FAR) of 10−4 is about 0.6 by the method [24], which indicates that 

robust finger knuckle recognition on challenging datasets and scenarios requires much 

need improvement and development. 

In summary, finger knuckle recognition is still a less-investigated biometric 

identifier while a practical finger knuckle biometric system is yet to be developed. 

Most existing algorithms performed well on benchmark finger knuckle databases such 

as the HKPolyU FKP database and IIT Delhi Finger Knuckle image database. However, 

if the finger knuckle images are acquired under more challenging scenarios, e.g. with 
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low resolution and noisy images, illumination and pose variations, the recognition 

performance by existing methods generally suffer. Therefore, there is a need to develop 

more robust finger knuckle recognition algorithms which can satisfy high security 

requirements for practical applications. 

1.3.3 Finger Knuckle Recognition Using 3D Images 

(i) Existing Methods 

Despite the promising references described in the last sub section, earlier attempts have 

only demonstrated the effectiveness of using 2D finger knuckle images for online 

personal identification while the use of 3D finger knuckle images is yet to emerge. 

Many research efforts to study 3D shape patterns using 3D ear [15], 3D fingerprints 

[16], and 3D face [17] have resulted in the development of more accurate or reliable 

biometric systems. Therefore, a comprehensive study, on the recovery of 3D knuckle 

patterns and comparisons of 3D finger knuckle features, is highly desirable. While 

contactless 3D finger knuckle recognition is a new research frontier. It was first briefly 

studied together with using finger dorsal surfaces for biometric recognition [11]. This 

research does not arouse much attention for the area of 3D finger knuckle recognition 

probably because the effectiveness of using 3D finger knuckle information was limited 

by the low resolution of 3D finger knuckle images being studied and the ineffective 

feature descriptor employed for extracting 3D finger knuckle features, which is a 

generic surface descriptor, the Shape Index [12-13]. 

 Since the studies on 3D finger knuckle recognition is new, it is mainly 

supported by the algorithms and mechanisms for 2D finger knuckle recognition [5-8, 

43] and palmprint recognition [18, 20, 30-31, 44-48]. Existing work shows that 

extracting features from 3D depth images produces promising results. Shape index [12] 

is a well-known 3D feature in the literature. It captures the local 3D shape information 
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computed from the curvatures of a point on a surface and can approximately describe 

nine well-known surface types with a scalar value from 0 to 1 [13].  This feature is 

shown to be highly stable and discriminative in many research work [11, 13, 27, 30, 

44]. Woodard and Flynn [11] employed shape index features extracted from finger 

knuckle range images for personal identification. Zhang et al [44] employed shape 

type (ST), a feature similar to shape index, for 3D palmprint identification. 

 Surface Code [30] is a binary representation of shape index information. This 

method discretizes the shape index values into nine parts non-linearly, with these parts 

corresponding to the nine defined surface types. Since four bits are required to encode 

nine information levels, four binary images are generated as the templates for matching. 

During the matching stage, the four binary images are considered equally. Hamming 

distance between a pair of templates will be computed for all pixels and the mean 

among all pixels is the dissimilarity score. Finger Surface Code [27] is proposed 

specifically for extracting features on finger surfaces. Its discretization method is 

slightly different from Surface Code. 

   On the other hand, ordinal information is also shown to be robust against 

illumination, contrast and misalignment variations and effective for complex palmprint 

recognition. Zheng et al [31] proposed using an ordinal filter (Binary Shape) over 3D 

depth images, that is, local variations of depth as discriminative features. The sign of 

the response from the ordinal filtering represents the feature value, which is of one bit. 

Therefore, one binary image is generated for each 3D image. Similar to Surface Code, 

Binary Shape also adopts Hamming distance for computing the matching scores. This 

method is efficient and quite accurate. However, the general ordinal features in 3D 

images may not be the best distinctive surface feature, because other information (e.g. 

orientation) may also be useful. 

(ii) Databases 
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In the best of our knowledge, there are no publicly available 3D finger knuckle 

databases. Therefore, we developed the first 3D finger knuckle databases and made it 

publicly accessible. Our databases contain 5016 3D finger knuckle images acquired 

from 228 subjects. During our development of recognition algorithms, we also make 

use of other publicly available databases of similar 3D biometric patterns for 

ascertaining the performance of our developed methods. 

• The HKPolyU Contact-free 3D/2D Hand Images Database [30] 

This two-session database contains 1770 2D and 1770 3D images acquired from 177 

subjects (five images per subject per session) who were mainly students and staff from 

the HKPolyU and were in the age group between 18 and 50 years old, with multiple 

ethnic backgrounds. Those 3D images were acquired using a commercially available 

3D digitizer, Minolta VIVID 910. The images in this database has been acquired over 

4 months while the time lapse between two sessions was ranged from a minimum of 

one week (only for 27 subjects) to three months. The resolution of these images (3D 

as well as 2D) is 640×480 pixels. 

• The HKPolyU 3D Fingerprint Images Database [16] 

This database contains 1560 images acquired from 260 subjects (six images per 

subject). This database was acquired during February 2012 to May 2012 in HKPolyU 

campus and seven 2D fingerprint images are used to reconstruct each 3D fingerprint 

images.   

1.3.4 Other Related Methods 

When comparing a pair of biometric feature templates, a conventional matching 

approach, which takes the minimum score for matching the gallery template with the 

translationally and rotationally shifted versions of the probe templates, is widely 

adopted in many biometric studies including finger knuckle recognition [8], palmprint 
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recognition [20, 30-31, 45-46] and iris recognition [56, 65]. However, not only 

expensive computational time is required, attempting on excessive numbers of 

translational and rotational parameters can also degrade the overall recognition 

accuracy because the imposter matches can be increased. The drawbacks of this 

approach are usually overlooked, probably because they are not quite severe.  

 Besides, similarity measure is also a key component of technology in image 

retrieval [66], texture recognition [67-68] and biometric recognition [69-73]. For 

example, over a billion people worldwide have been enrolled in iris recognition 

systems using binarized templates [74]. While binarized feature representation is 

widely employed to describe various biometrics, Hamming distance is widely adopted 

for computing the similarity function between a pair of binary templates. Such 

examples can be observed from a range of biometric feature descriptors, e.g. Surface 

Code [30] and Finger Surface Code [27] describe a palmprint and a fingerprint 

respectively using four-bits per pixel; Binary Shape [31] and UniNet [56] describe a 

palmprint and an iris pattern respectively using one-bit per pixel. Since the importance 

of two levels (e.g. zero and one pixels) during the binary template encoding may not 

be equal, adjusting the outcome score for matching a pair of zero/one pixels may offer 

higher recognition performance. However, there are no systematic studies to 

scientifically determine/formulate an appropriate similarity function for matching 

binary templates with unequal importance in the encodings. 

 Besides the conventional hand crafted feature approaches, deep learning based 

methods have been actively developed for many applications in computer vision 

related tasks such as object recognition [49-51], instance segmentation [52-53], action 

recognition [54-55] as well as biometric recognition [56-57]. AlexNet [49] is one of 

the representatives from CNN approach. VGGNet [50] investigated the use of a small 

kernel size (i.e. 3×3) for extracting robust features. ResNet [51] is another more recent 
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CNN based method, which has shown to offer state-of-the-art performance for object 

recognition. In addition, collaborating multiple deep features can offer promising 

performance for object recognition (e.g. DenseNet [58], SE-ResNet [59]) and semantic 

segmentation [60-61]. Besides, learning from one or a few images is also an important 

problem for real world applications. The one-shot learning problem was first addressed 

using a Bayesian approach [62]. Recent attentions attempt to address this problem with 

specially designed networks such as Memory-Augmented Neural Networks [63] and 

Matching Networks [64]. Although neural network models are expected to be quite 

generalizable, its application on specific biometric problems requires customized 

development. For example, the success of a recent iris recognition research [56] 

requires the considerations of biometric aspects including the use of binary templates 

and the bit-shifting strategy for matching the templates. 

1.4 Organization of Thesis 

This chapter (chapter 1) introduces the key research problem in this thesis, i.e. 

contactless 3D finger knuckle recognition. Rest of this thesis is organized as follows:  

 Chapter 2 will firstly introduce my work on more accurate recovery of non-

Lambertian 3D surfaces using the photometric stereo approach. Since the photometric 

stereo problem is essential an overdetermined system, it is possible to estimate the 

required 3D surface normal vectors more accurately by eliminating those less reliable 

observations.  

 Chapter 3 will begin the major focus of this thesis by presenting the contactless 

finger knuckle recognition system. All the necessary procedures for the entire system 

including image acquisition, pre-processing, feature extraction and matching will be 

presented. An individuality model for estimating the uniqueness of 3D finger knuckle 
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will also be introduced. Experiments on combining 2D and 3D information, as well as 

presentation attacks will also be presented in this chapter. 

 Chapter 4 will continue the work from chapter 3 and introduce a more efficient 

matching algorithm. One of the limitations of the approach detailed in chapter 3 lies 

in its inefficient alignment method during the comparison of a pair of feature templates. 

This chapter introduce a much faster method by utilizing surface key points detected 

from 3D finger knuckle surfaces.  

 Chapter 5 further improves the methods detailed in chapters 3 and 4 by 

developing a more accurate, scalable and generalizable feature descriptor based on 3D 

geometry, and a method to compute the similarity functions based on the statistical 

distribution of the encoded feature space (i.e. frequencies observed in each of the 

possible feature values). 

 Chapter 6 will introduce a customized deep learning framework for more 

accurate 3D finger knuckle recognition. This approach simultaneously encodes and 

incorporates deep features from multiple scales to form a more robust deep feature 

representation. Such collaborative feature representations are robustly matched using 

an efficient alignment scheme with a fully convolutional architecture to accommodate 

involuntary finger variations during the contactless imaging. 

 Finally, Chapter 7 will conclusion all of my research work presented in this 

thesis, discuss on the current limitations and suggest future work. 

 .  

 



 

18 

CHAPTER 2      

Recovery of 3D Surfaces Using Photometric Stereo 

2.1 Background 

Photometric stereo approach can offer high precision recovery of fine 3D texture 

patterns, with only a low cost camera, including those appears in 3D finger knuckle. 

Therefore, it is highly motivated to investigate the possibility of using this approach 

for the recovery of 3D finger knuckle patterns. The traditional photometric stereo 

method assumes Lambertian reflections while most real-world objects are non-

Lambertian. Lambertian reflections mean that the bidirectional reflectance distribution 

function (BRDF) is independent of illumination directions, i.e. the products of light 

vectors and surface normal vectors are proportional to the observed intensity values 

for each pixel. Therefore, researchers have investigated more accurate photometric 

stereo methods for non-Lambertian objects. Unlike the earlier photometric stereo 

methods which only address specific limitations (e.g. specular reflections, shadow 

pixels, varying BRDF for different illumination directions, sensor noises, inter surface 

reflections) from non-Lambertian surfaces, we are motivated to address most of these 

limitations at the same time, by identifying the data which are more likely to be 

influenced by such non-Lambertian phenomena. Following summarized the key 

contributions in this chapter: 

 First, a new inter-relationship function is developed to identify reliable pixel 

intensity values from the input data, which allows more accurate estimation of surface 

normal vectors. State-of-the-art methods typically employ a ranking approach 

(position threshold method) with the objective of removing specular and shadow pixels, 

which is achieved by retaining the median range intensity values. Instead, the objective 
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of the inter-relationship function is to remove unreliable values, which is achieved by 

computing the distances between intensity values. Estimation of surface normal 

vectors is more accurate when the less reliable observed intensity values are discarded. 

Systematic experiments are conducted on a benchmark dataset of real objects 

(DiLiGenT) [101] for ascertaining the comparative performance with state-of-the-art 

photometric stereo based methods. The experimental results indicate superior 

performance and validates the effectiveness of the proposed function, i.e. the average 

angular error in degrees when using (a) all observations is 11.0; (b) the position 

threshold method, which is adopted in state-of-the-art methods, is 9.5; (c) our approach 

is 9.1. This function can also be employed in existing photometric stereo methods. 

 Second, a new truncated photometric stereo method is introduced for a more 

accurate estimation of surface normal vectors. The photometric equations are extended 

to photometric ratio equations by assuming constant BRDF values, which is similar to 

existing formulations. However, the existence of inconsistent BRDF values often 

poses a major limitation for the photometric ratio approach. We attempt to address 

such a limitation by removing the equations which are likely to be non-Lambertian. 

The photometric equations with large discrepancy in BRDF values generate 

inconsistent photometric ratio equations, which are detected by the residues and are 

removed. Remaining equations are solved by the least square error approximation for 

estimating surface normal vectors. Comparative experiments are also performed in 

benchmark dataset of real objects (DiLiGenT) [101]. Our experimental results indicate 

superior performance and validates the effectiveness of our approach. The average 

angular error in degrees when using currently available best performing method is 10.3 

while our approach can significantly reduce this to 9.1. In addition, experiments are 

also performed using synthetic images available from a popular public dataset (MERL 

BRDF) [102]. The experimental results also achieve superior performance and again 
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validate the effectiveness of our approach, despite our focus being to address the non-

Lambertian phenomena in real situations. The average angular error in degrees when 

using current best performing method is 0.62 while using our approach is 0.59. Table 

2.1 summarizes the major difference between our method and the state-of-the-art 

approaches. The average angular errors are computed from experimental results on 

DiLiGenT [101]. The errors from the best performing method are also presented. 

 

Table 2.1. Comparative Summary on Recent PS Methods for Real Objects 

Approach Objective Average Angular Error  

Conventional Outlier Rejection [5] Remove specular and shadow pixels 13.3 

BRDF Modeling [10] Compute the BRDFs 10.3 

This Work Identify representative Lambertian data 9.1 

 

 The approach described in this chapter has been publish as [103]. 

2.2 Analysis on Observed Intensity Values 

With the advancement of high speed and low-cost sensors, it is convenient to acquire 

many images for a more accurate estimation of surface normal vectors using 

photometric stereo methods. However, observed intensity values in some images can 

be unreliable and may not be useful for the accurate estimations of surface normal 

vectors. Therefore, by removing unreliable values, it is expected that estimation of 

surface normal vectors will be more accurate. In this section, we describe the existing 

filtering method for removing outlying values and introduce a new inter-relationship 

function for this problem. 
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2.2.1 Filtering Observed Intensity Values 

It can be observed from the study in [101] that, when the position threshold method is 

incorporated with the traditional least square error approximation approach, it 

produces a much better result than using all the observed intensity values. With the 

usage of a tight threshold, the result is even comparable with the currently best 

performing state-of-the-art methods. This suggests that filtering observed intensity 

values is a critical step for a more accurate estimation of surface normal vectors when 

the Lambertian reflectance model is used. Sometimes, the intensity of a pixel is 

affected by strong specular reflections, or when the pixel is in a shadow region. Those 

situations strongly affect the observed intensity values, and therefore the photometric 

stereo equations using those intensities are unreliable. In general, there are also some 

other factors (e.g. different BRDF for various illumination directions/materials, sensor 

noises, inter surface reflections) which can adversely affect the observed intensity 

values, and result in inconsistent system of photometric stereo equations. Since not all 

observed intensity data are reliable, removing those data values can significantly 

reduce the number of unreliable samples, which can enable a more accurate estimation 

of surface normal vectors. The key problem therefore lies in how to determine the 

observed intensity values to be discarded or accepted.  

 The position threshold method is described in [101] and is also widely adopted 

in recent research, including [97] and [98]. It is a simple and efficient method for 

identifying the potential outliers. The observed intensity values with relatively high 

intensities are considered as specular points while those with the relatively low 

intensities are considered as shadow points. Intensity values of different illuminations 

are sorted for each pixel. The highest and the lowest intensity values are considered as 

outliers and are discarded. Those remaining intensities in a specified median range are 

accepted. Although it is quite effective to remove the extreme observations using this 
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simple approach, there are some drawbacks. The position threshold method only 

considers the rank and fails to utilize the information from the distribution of the 

intensity values. There is a possibility that using more advanced methods may achieve 

better performance. There is some work on this problem such as in [104]. However, 

those methods lack scientific justification and systematic evaluation on real world 

datasets with ground truth surface normal vectors such as DiLiGenT [101]. 

2.2.2 Inter-Relationship Function 

The observed intensity values which do not closely follow the Lambertian reflectance 

model are expected to represent outlining values. For example, if an intensity value is 

associated with strong specular reflections, it is expected that the value is far from 

other values. Therefore, the set of intensity values which is close to each other is 

relatively more reliable than the set of intensity values which is far from other values. 

Furthermore, low intensity values are more likely affected by sensor noise, which 

causes the observed intensity values to be inaccurate. To evaluate the distance between 

the observed intensity values, we have adopted a geometric approach with the 

capability to emphasize the unreliability of the very low intensity values instead of an 

arithmetic approach. In order to handle the two possibilities that either intensity values 

in a pair is larger than the other, we incorporate an arithmetic mean so that either case 

returns the same response. With the above principles, we have introduced a function 

for determining the reliability of the intensity values. Let m be the number of available 

images, and 𝑥1, 𝑥2, ⋯ , 𝑥𝑚 be the set of stereo intensity values of a pixel. Any values 𝑥 

equals to 0 or 1 are first filtered out. Let r be the number of remaining intensities, and 

𝑥1, 𝑥2, ⋯ , 𝑥𝑟 be the set of remaining intensities. An inter-relationship Function (IRF) 

is defined as follows: 

𝒇(𝑖) =
1

2(𝑟−1)
∑ (

𝑥𝑖

𝑥𝑗

𝑟
𝑗=1,𝑗≠𝑖 +

𝑥𝑗

𝑥𝑖
)                                     (2.1) 
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where 𝑖 = 1,2, ⋯ , 𝑟.  

 The IRF is a non-linear function which measures the inter-relationship among 

the observed intensities. If an observation value is far from most of the other values, 

the IRF response of that observed intensity value will be high. Meanwhile, if an 

observed intensity value is very small, the responses will be higher than an observed 

intensity value which is very large. IRF responses of all values are then ranked. 

Intensity values with high IRF responses are considered to be unreliable. Those with 

low IRF responses are selected as the reliable observations. Splitting RGB channels 

can further enhance the selection accuracy. Let (𝑰𝑟 , 𝑰𝑔, 𝑰𝑏) be the set of intensities for 

RGB channels of a pixel. An inter-relationship function with splitting RGB channels 

is defined as follows: 

    𝒈(𝑖) =
1

6(𝑚−1)
∑ ∑ (

𝐼𝑐,𝑖

𝐼𝑐,𝑗
+

𝐼𝑐,𝑗

𝐼𝑐,𝑖
)𝑐=𝑟,𝑔,𝑏

𝑚
𝑗=1,𝑗≠𝑖                               (2.2) 

where 𝑖 = 1,2, ⋯ , 𝑚. 

 The IRF responses are then again ranked. Intensity values with low IRF 

responses are selected as the reliable observations. Since equation (2.2) is more 

computationally expensive, we can simplify the equation so that the implementation 

can be much simpler and more efficient. IRF function can be approximated as follows: 

    �̃�(𝑖) = ∑ (𝐼𝑐,𝑖𝑰𝑐
∗̅̅ ̅̅ +

1

𝐼𝑐,𝑖
𝑰�̅�)𝑐=𝑟,𝑔,𝑏                                      (2.3) 

where 𝑖 = 1,2, ⋯ , 𝑚, 𝒙∗ = [
1

𝑥1
,

1

𝑥2
, … ,

1

𝑥𝑚
], �̅� =

1

𝑚
∑ 𝑥𝑗

𝑚
𝑗=1  . 

 Figure 2.1 illustrates the difference between the IRF method and the position 

threshold (PT) method. A set of stereo intensity values are selected from a generally 

darker pixel from the object ‘Cat’ in DiLiGenT [3]. The red curve shows the IRF 

responses for the corresponding intensity values. The blue curve is a scaled rank of the 

intensity values, which represents the selection criteria for the PT method. The PT 

method chooses the data points of the median range which is the middle range of the 
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y-axis (blue box). It can be observed that the intensity values around the minimum 

range of the IRF responses are assembled together. Those values are expected to be 

more reliable (brown box). We selected 20 data points using both methods and 

estimated the surface normal vector using the traditional least square error 

approximation. The estimated surface normal vectors are compared with the ground 

truth surface normal vector. The angular error obtained by using the position threshold 

method is 6.65 while that from the IRF method is 3.21.  Comprehensive experimental 

results are shown in Section IV. The usage of two thresholds (low and high) for the 

position threshold method may be able to generate the same range of selection criteria 

as the IRF method. However, the range of selected observations computed from IRF 

will be different for various combinations of the set of observed intensity values. 

Furthermore, it is more difficult to automatically determine two parameters.  

 

Fig. 2.1. Illustration of IRF and the PT method 

2.2.3 Parameter Selection 

For the inter-relationship function, the number of observed intensity values selected, 

referred to as p here, is the sole parameter. It must be greater than or equal to 3. For 

example, with 100 available stereo images, the parameter space of p will be from 3 to 
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100. From our experiments, p is generally in the range of 10% to 30% of the number 

of available stereo images for achieving optimal performance. It is shown in section 

IV that smaller p achieves higher efficiency. 

2.3 Analysis on Photometric Ratio Equations 

Traditional photometric stereo method can also produce a reasonably accurate 

estimation of surface normal vectors even though the observed intensity values are 

distorted by non-Lambertian phenomena. This suggests that the major components of 

the observed intensity values are contributed from the Lambertian reflections (i.e. the 

dot products between the light vectors and the surface normal vectors). It is believed 

that there also exists some accurate data which coincide with the Lambertian 

reflectance model. Therefore, by removing equations which are likely to be non-

Lambertian, it is expected that the estimation of surface normal vectors will be more 

accurate. In this section, we describe a technique for filtering photometric equations 

with the help of a system of photometric ratio equations. First, traditional system of 

photometric linear equations is expanded to a system of photometric ratio equations. 

Inconsistent BRDF values is the major limitation of the photometric ratio approach. 

We attempt to address such a limitation by removing the equations which are likely to 

be non-Lambertian using an iterative filtering approach. 

2.3.1 Traditional Photometric Equations 

The pixel intensities are observed during image acquisitions, while the light vectors 

are calibrated. The objective of the photometric stereo problem is to estimate surface 

normal vectors using the following system of linear equations. For each pixel, we can 

define 𝑖 = [𝑖1, 𝑖2 , … , 𝑖𝑚 ]
𝑇 be the intensity values corresponding to m different light 
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sources; 𝑙 = [𝑙𝑥 , 𝑙𝑦 , 𝑙𝑧 ]
𝑇 be the unit vector of a light source; 𝐿 = [𝑙1 , 𝑙2 , … , 𝑙𝑚 ]

𝑇 be 

the matrix of the light sources; 𝑛 = [𝑛𝑥 , 𝑛𝑦 , 𝑛𝑧 ]
𝑇 be the unit normal vector and ρ be 

the BRDF. A system of linear equations is formulated as follows: 

𝒊 = 𝑳 ∙ 𝒏 ∙ 𝜌(𝒏, 𝑳)                                                   (2.4) 

This system of linear equation can be solved by least square error approximation. In 

the following, we first present the system of photometric ratio equations with an 

incorrect assumption. Then, a truncated photometric stereo approach is introduced for 

removing the equations which are likely to be non-Lambertian by handling the 

incorrect assumption. 

2.3.2 Formulation using Photometric Ratio Equations 

Photometric ratio is a concept for considering photometric invariants. There are 

different variations of the photometric ratio equations formulation. Here, we briefly 

describe our formulation which allows simple computation for surface normal vectors. 

When a pair of stereo values (e.g. 2 images) are available, a pair of equations can be 

rewritten as follows: 

𝑖𝑎 =  𝜌𝑎 ∙ (𝒍𝑎𝒏)                                                  (2.5) 

𝑖𝑏 =  𝜌𝑏 ∙ (𝒍𝑏𝒏)                                                  (2.6) 

First, assume 𝜌𝑎=𝜌𝑏 for the initialization. Theoretically, these two BRDFs are different. 

However, there is no perfect way to accurately compute the BRDF. Inaccurate 

estimation of BRDF also induce errors in the system for the estimation problem. 

Therefore, we suggest incorporating this assumption to minimize the errors induced. 

Evaluation results in Section IV also justified our arguments. Using equation (2.5) and 

(2.6), we can jointly obtain: 

𝑖𝑎

𝑖𝑏
=  

(𝒍𝑎𝒏)

(𝒍𝑏𝒏)
                                                      (2.7) 

The BRDF values can be eliminated and Equation (2.7) can be rewritten as follows: 
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     𝑖𝑎𝒍𝑏𝒏 =  𝑖𝑏𝒍𝑎𝒏                                               (2.8) 

   (𝑖𝑎𝒍𝑏 − 𝑖𝑏𝒍𝑎)𝒏 =  0                                                      (2.9) 

We also have the constraints that 

    𝑛𝑥
2 + 𝑛𝑦

2 +  𝑛𝑧
2 = 1   𝑎𝑛𝑑   𝑛𝑧 > 0                           (2.10) 

Equation (2.9) can be rewritten as 

   (𝑖𝑎𝒍𝑏 − 𝑖𝑏𝒍𝑎)�̃� =  0                                           (2.11) 

where    �̃� = [
𝑛𝑥

𝑛𝑧
 ,

𝑛𝑦

𝑛𝑧
 , 1]𝑇. 

With all the possible combinations of the observations, we can formulate a system of 

linear equations: 

𝑨𝒙 =  𝒃                                                       (2.12) 

where 

𝑨 = [
𝑖𝑎𝑙𝑥𝑏 − 𝑖𝑏𝑙𝑥𝑎 𝑖𝑎𝑙𝑦𝑏 − 𝑖𝑏𝑙𝑦𝑎

⋮ ⋮
]     ,   𝒙 = [

𝑛𝑥

𝑛𝑧
𝑛𝑦

𝑛𝑧

]    , 

𝒃 = [−(𝑖𝑎𝑙𝑧𝑏 − 𝑖𝑏𝑙𝑧𝑎)
⋮

]                                      (2.13)  

The above equations (2.11) - (2.13) may become unstable when 𝑛𝑧 approaches zero. 

Since this situation mainly exists in the boundary cases, the proportion of such pixels 

are small and can be negligible. The traditional system of m linear equations is 

expanded to a system of 𝐶2
𝑚 photometric ratio equations. This system is equivalent to 

the traditional system only if the all the observed data follows Lambertian model. Since 

real observations are usually associated with different BRDFs, observed intensity 

values associated with more similar BRDFs produce more accurate photometric ratio 

equations. It is shown that using this system slightly outperforms using the traditional 

system. However, the incorrect assumption 𝜌𝑎 =𝜌𝑏  for the initialization limits the 

enhancement on the performance. In the next sub-section, we introduce a truncated 

photometric ratio approach to address such problem. 
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2.3.3 Truncated Photometric Ratio Approach 

The photometric ratio approach has been briefly introduced in the previous subsection. 

However, inconsistent BRDF values are the major limitation of such photometric ratio 

approach. Some researchers recommend solving the homogeneous system from 

equation (2.9) by SVD. Others suggest using a variational approach to address this 

problem. Those methods have not been systematically evaluated with publicly 

available datasets of real objects with ground truth. Since we have assumed 𝜌𝑎=𝜌𝑏 

during the initialization of the system of photometric ratio equations, some equations 

can be inaccurate and hinder the accurate estimation of surface normal vectors. We 

attempt to address this limitation by using an iterative filtering approach to remove the 

equations which are likely to be non-Lambertian. In the best of our knowledge, there 

has been no work to incorporate the effectiveness of using an iterative filtering 

approach to solve the system of photometric ratio equations. 

          This approach firstly estimates the surface normal vectors using the least square 

error approximation method, which is one of the most reliable methods in the literature. 

However, the drawback of using such approach is that outliers significantly influence 

the estimated result. Therefore, we attempt to remove the outlying photometric ratio 

equations which is likely to be non-Lambertian. When substituting the estimated 

surface normal vectors into equation (2.11), residues can be computed as the absolute 

value of the left-hand side for each equation. If an equation is likely to be Lambertian, 

the residue should be caused by only the less accurate surface normal vector. However, 

if an equation is likely to be non-Lambertian, the residue may also be caused by other 

non-Lambertian factors. Therefore, it can be used as an indicator for whether the 

equation is likely to be Lambertian. Equations having high residue values are discarded 

from the system and a new surface normal vector is computed with the remaining 

equations. With the updated surface normal vector, the indication of residues will be 
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more accurate. Therefore, iteratively inspecting the updated residues, instead of 

completing this process at once, can allow more accurate estimation of surface normal 

vectors. This approach significantly improves the accuracy of surface normal vectors 

estimation. Algorithm 2.1 summarizes the iterative filtering method.  

 

Algorithm 2.1: Surface normal estimation using iterative filtering approach 

Input:   n_in: initial surface normal vector; 

        r: number of equations to be removed; 

        i: number of iterations 

Output: n_out: enhanced surface normal vector 

 repeat 

1: compute residues by LHS of equation (2.11); 

2: sort the residues 

3: remove r equation(s) with largest residue; 

4: compute n_out with the new system using Least square error estimation; 

until the iteration number is i.   

 

2.3.4 Parameter Selection 

For the truncated photometric ratio method, there are two parameters: the number of 

equations to be removed in each round, defined as r; and the number of iterations, 

defined as i. We suggest setting r to be 1 for better accuracy. However, a larger value 

of r allows better efficiency. p observed intensity values produce 𝐶2
𝑝
 photometric ratio 

equations. The remaining number of equations for estimating a surface normal vector 

must be greater than or equal to 3. Therefore, if r is 1, the parameter space of i can be 

from 3 to 𝐶2
𝑝
. From our experiments, i is generally in the range of 30% to 50% of the 

value 𝐶2
𝑝
 for achieving optimal performance. It is shown that smaller i achieves higher 

efficiency.  
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2.4 Experiments and Results 

2.4.1 Evaluation with Real Objects 

Our proposed methods are evaluated using the latest benchmark dataset of real 

objects with ground truth surface normal vectors, DiLiGenT [101]. In terms of shapes, 

there are objects with a sphere and smooth surfaces. Some objects are with complicated 

geometry with local details and concave parts. In terms of BRDF, the objects include 

diffuse and specular materials with rough surfaces, strong and sparse specular spikes, 

and soft specular lobes. Some materials are also spatially varying, and with metallic 

paint. For each object, there are 96 intensity images with corresponding light vectors, 

a mask image with 15 to 57 thousand white pixels, and ground truth surface normal 

vectors for each pixel. The angular errors are computed as the arc cosine of the dot 

products between the estimated surface normal vectors and the ground truth surface 

normal vectors. Similar to as in the state-of-the-art methods [97-100], the evaluation 

criteria for each object is based on the mean angular errors (MAE) over all pixels.   

(i) Systematic evaluations  

Both the proposed IRF for filtering observed intensity values and the Truncated 

Photometric Ratio (TPR) approach are systematically evaluated. We have compared 

three observations selection methods for three different approaches, which results in 

nine sets of evaluation results. The three observations selection methods include using 

all observations, the position threshold and the IRF method. The three different 

approaches include the traditional system of linear equations, the photometric ratio 

equations, and the TPR approach. 

Table 2.2-2.4 present the evaluation results with mean angular errors of using 

various approaches. The parameters (number of selected observations and the number 

of iterations) were optimized for each of the object and each method, i.e. the 
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parameters are optimized for each entry in the tables for producing the best possible 

performance. Results with bold represents the best performing method for that object. 

Our proposed IRF method generally outperforms both the position threshold method 

and using all observed intensity values, for all three approaches. In order to further 

investigate the effectiveness of the IRF method over other possible observations 

selection methods, additional experiments were performed using photometric ratio 

equations with fixed parameters (p=20, i=1), which the results are presented in Table 

2.5. The IRF method can accept either color (RGB) pixels or gray scale pixels for the 

computation of the function response. ‘Position Threshold’ method selects the middle 

range of the sorted intensity values; ‘Darkest’ method selects the lowest range of the 

sorted intensity values; ‘Brightest’ method selects the highest range of the sorted 

intensity values. ‘Nearest’ method computes the distances between observed intensity 

values. Each intensity value is compared with all other intensity values by computing 

the absolute difference. The mean of the differences is the function response and the 

intensity values with the lowest range of the function response are selected. This 

method can also accept either color (RGB) pixels or gray scale pixels for the 

computation of the function response. These comparative experimental results validate 

the theoretical arguments. Filtering observed intensity values using IRF (RGB) has 

been shown to be more robust than using other potential observations selection 

methods for the real objects. 

 

Table 2.2. Mean Angular Errors of Using the Traditional Approach with 

DiLiGenT 

Methods \ Objects Ball Cat Pot1 Bear Pot2 Buddha Goblet Reading Cow Harvest Average 

All observations 4.096 8.413 8.894 8.389 14.650 14.921 18.500 19.803 25.600 30.625 15.389 

Position Threshold 1.723 6.609 7.265 6.287 10.434 10.669 12.154 13.663 12.588 21.327 10.272 

IRF (RGB) 1.494 6.387 7.076 5.945 9.189 11.171 11.030 13.729 11.540 22.692 10.025 
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Table 2.3. Mean Angular Errors of Using Photometric Ratio Equations with 

DiLiGenT 

Methods \ Objects Ball Cat Pot1 Bear Pot2 Buddha Goblet Reading Cow Harvest Average 

All observations 4.061 8.459 8.941 8.370 14.451 14.698 17.853 15.850 24.007 26.605 14.330 

Position Threshold 1.719 6.493 7.184 6.291 10.423 10.257 11.962 13.411 12.544 21.177 10.146 

IRF (RGB) 1.508 6.240 6.859 5.934 8.960 10.567 10.565 13.354 11.332 22.055 9.737 

 

Table 2.4. Mean Angular Errors of Using TPR Approach with DiLiGenT 

Methods \ Objects Ball Cat Pot1 Bear Pot2 Buddha Goblet Reading Cow Harvest Average 

All observations 2.801 6.256 6.629 5.107 10.101 10.439 11.814 13.546 17.347 26.094 11.014 

Position Threshold 1.502 5.995 6.764 5.040 9.871 9.048 11.488 11.929 12.544 21.144 9.533 

IRF (RGB) 1.500 5.738 6.237 4.969 8.642 8.858 9.996 11.436 11.332 21.902 9.061 

Table 2.5. Mean Angular Errors of Using Photometric Ratio Equations with 

DiLiGenT (Fixed Parameters) 

Methods \ Objects Ball Cat Pot1 Bear Pot2 Buddha Goblet Reading Cow Harvest Average 

IRF (RGB) 1.518 6.240 6.941 7.303 8.992 11.264 11.071 14.495 14.706 22.739 10.527 

IRF (Gray Scale) 1.549 6.715 7.103 7.475 9.556 12.815 11.680 16.909 14.918 22.495 11.122 

Position Threshold 1.744 6.513 7.206 10.079 10.720 10.378 12.077 15.040 15.105 21.840 11.070 

Darkest 8.406 10.694 12.049 11.430 12.477 20.588 18.708 22.281 18.074 31.334 16.604 

Brightest 8.529 8.601 11.096 20.126 18.721 13.769 23.244 35.226 36.278 38.612 21.420 

Nearest (RGB) 1.800 6.312 7.151 10.142 10.656 9.900 11.945 13.863 14.896 21.501 10.817 

Nearest (Gray Scale) 1.795 6.445 7.218 10.355 10.930 10.242 12.132 15.122 15.087 21.576 11.090 

 

The photometric ratio equations approach has not been adopted as the state-of-

the-art evaluation of this dataset. We have also evaluated the photometric ratio 

equations approach in this dataset to verify its effectiveness. It can be observed from 

the comparison between of the traditional approach (Table 2.2) and the photometric 

ratio approach (Table 2.3) that the photometric ratio approach generally outperforms 

the traditional approach.  

Using the photometric ratio equations approach itself does not enhance the 

performance significantly, since the BRDF of different illuminations are not equal. 
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When comparing our proposed TPR approach (Table 2.4) with the basic photometric 

ratio approach (Table 2.3), the performance of TPR approach has significantly 

improved. These results verify the improved effectiveness of the TPR approach for 

more accurate estimations of surface normal vectors.  

(ii) Evaluation on the effects of parameters 

The effects of two main parameters (the number of selected observations p; the 

number of iterations i) on the computational time and mean angular errors (using the 

object ‘Ball’) are evaluated. These experiments were performed on a machine with 

Intel Core i7-6700HQ (2.60GHz) and were implemented in MATLAB.  For the process 

of selecting observed intensity values, simple position threshold method requires 32 

microseconds per pixel while the IRF (RGB) method requires 645 microseconds per 

pixel. For evaluation the TPR approach, IRF method is adopted for selecting the 

observed intensity values. For evaluating the effect of p, we set i to be 1. For evaluating 

the effect of i, we set p to be 20. We also set the number of equations to be removed in 

each iteration, r to be 1. Figure 2.2 (a)/(b) show the actual computation time per pixel 

while Figure 2.2 (c)/(d) show the mean angular errors. These results also indicate that 

the number of selected observations p has the time complexity of O(𝑝2) while the 

number of iterations i has the time complexity of O(i). Furthermore, the lowest mean 

angular errors can be obtained using about 20 selected observations with about 10 

iterations. The time complexity of our method is larger than the classical method, 

because there are more equations when the photometric ratio approach is adopted. 

However, the usefulness of the TPR approach can be justified by the outperforming 

results, i.e. the accurate estimation of surface normal vectors. 
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                           (a)                                                       (b) 

      

                           (c)                                                       (d) 

Fig. 2.2. Effect of the number of selected observations p and the number of 

iterations i on: (a)/(b) computational time; (c)/(d): mean angular errors. 

(iii) Comparison with state-of-the-art methods 

In this section, we present comparative experimental results obtained from our 

method and ten state-of-the-art methods [86-87, 93-100]. Our evaluation results for 

the methods in [86-87, 93-98] and [100] are as same as those reported in [101] and 

[100] respectively. Method [99] was evaluated by using the original implementation 

codes provided along with that reference. The respective parameters for all the 

evaluated methods have been provided in the original codes or have been stated in the 

respective references. We present our best results with optimized parameters to ensure 

fairness in the performance comparisons. Methods [97-98, 100] achieved the best 

performance on this dataset. Table 2.6 present summaries of comparative experimental 

results using mean angular errors. Ours method outperforms the best three methods for 

seven out of ten objects. Our method also achieves the best performance for five out 
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of ten objects for all evaluated methods, and similar performance to the best 

performing methods for the remaining objects. It can be observed that our method 

results in a significant improvement for the average mean angular errors. Besides 

numerical results, we also present samples of reconstructed images for visual analysis. 

Figure 2.3 shows angular error images of the object ‘Cat’, ‘Bear’, ‘Buddha’, ‘Reading’, 

and ’Cow’. Since the implemented codes of [100] are not yet available, we have 

compared our results with the remaining two best performing method in general [97-

98]. Our proposed method is especially effective for the wrinkle regions (with ellipses).  

 

Table 2.6. Comparison of mean angular errors with the state-of-the-art results on 

DiLiGenT 

Methods \ Objects Ball Cat Pot1 Bear Pot2 Buddha Goblet Reading Cow Harvest Average 

LS 4.096 8.413 8.894 8.389 14.650 14.921 18.500 19.803 25.600 30.625 15.389 

ECCV12 [95] 13.576 12.338 10.369 19.444 9.841 18.369 17.796 17.170 7.617 19.304 14.582 

CVPR12 [87] 2.544 7.210 7.739 7.315 14.088 11.114 16.249 16.166 25.701 29.257 13.738 

ACCV10 [86] 2.061 6.726 7.177 6.496 13.123 10.908 15.700 15.394 25.888 30.001 13.348 

CVPR10 [96] 3.549 8.402 10.849 11.478 16.371 13.053 14.889 16.824 14.951 21.789 13.215 

CVPR08 [94] 2.706 6.529 7.235 5.964 11.032 12.539 13.925 14.175 21.481 30.504 12.609 

TPAMI10 [93] 3.211 8.216 8.534 6.620 7.898 14.846 14.222 19.067 9.548 27.839 12.000 

TIP15 [99] 2.730 6.660 6.890 5.120 9.800 12.290 11.710 14.560 17.200 25.250 11.220 

CVPR14 [98] 3.337 6.743 6.642 7.107 8.768 10.468 9.712 14.189 13.054 25.949 10.597 

TIP17 [100] 2.170 5.640 7.280 5.310 8.430 9.300 10.520 13.000 16.790 24.590 10.300 

TPAMI14 [97] 1.743 6.116 6.508 6.122 8.777 10.600 10.090 13.629 13.933 25.436 10.295 

Ours 1.500 5.738 6.237 4.969 8.642 8.858 9.996 11.436 11.332 21.902 9.061 
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Objects \ Methods CVPR14 [2] TPAMI14 [1] Ours Scale 

Cat 

    

Bear 

    

Buddha 

    

Reading 

   
 

Cow 

    

Fig. 2.3. Images of angular errors for the best performing methods for the ten 

objects in DiLiGenT [101]. 
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2.4.2 Evaluation with Measured BRDF 

The truncated photometric ratio approach is evaluated using the synthetic images of a 

sphere generated from the MERL BRDF database [102]. Light vectors for generating 

the synthetic images should be chosen carefully, because they can significantly affect 

the experimental results. Reference [99] suggested that using uniformly distributed 

light directions covering the whole hemisphere achieves optimal performance. 

Therefore, we adopt the same 100 illumination vectors as in the references [99-100] 

for rendering the synthetic images. This also allows fairness in comparison with the 

experimental results presented in [99-100]. 100 synthetic images are generated for 100 

materials. Our method is compared with methods in references [97-100]. Since the 

intensity images are synthetically generated, sensor noise, shadows, and unknown 

distortions such as inter-reflections do not exist. Unlike real images, deep dark pixels 

are relatively unreliable. Therefore, our proposed IRF method cannot be fairly 

compared for such synthetic imaging situation. For methods [97-98] and our method, 

we have adopted a simple filtering method on observed intensity values, which select 

the non-zero darkest pixels. This is the best method to filter out specular reflections 

effectively. The model parameters of methods [97-98] are the same as detailed in their 

reference, which has been optimized for the same dataset. The observations selection 

parameter is optimized individually for both methods and each material. For method 

[99], we have reproduced the results using the available implemented codes and 

parameters. For method [100], since the implemented codes are not yet available, the 

performance are simply compared using the average errors presented in their reference 

to ensure fairness in the comparison (Table 2.7). The mean angular errors between the 

estimated and ground truth surface normal vectors are compared for the 100 different 

materials. Figure 2.4 shows the evaluation results with mean angular errors. Since this 

dataset is synthetic, the effectiveness of the proposed method is limited by having no 
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unknown distortions which exist in the real world. Despite such limitations, the 

proposed truncated photometric ratio approach still outperforms all state-of-the-arts 

methods.  

 

Table 2.7. Comparison of average angular errors with the state-of-the-art results on 

MERL BRDF dataset 

Methods Average Angular Error 

CVPR14 [98] 1.6231 

TIP15 [99] 0.8065 

PAMI14 [97] 0.6835 

TIP17 [100] 0.6200 

Ours 0.5866 

 

 

Fig. 2.4. Comparison of mean angular errors on MERL BRDF dataset 

2.4.3 Qualitative Evaluation with Real Fingerprints 

This sub-section presents supportive experimental results via visual inspections. 

Fingerprints contains fine patterns of ridges and valleys and the surface properties of 

human skin are non-Lambertian. Therefore, an accurate reconstruction of 3D 

fingerprints is a challenging task. Similar to as in [97] and [98], we also performed 

qualitative experiments on a real dataset without ground truth surface normal vectors 

to examine the effectiveness of our method. We have comparatively evaluated the TPR 
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approach with both the traditional least square approach (LS), which is also adopted 

in a recent fingerprint research [16], [105] and CBR [98] on a fingerprint dataset [105]. 

Since there are only six intensity values for a pixel, the effect of filtering observed 

intensity values is not visible through visual analysis. Therefore, all observed intensity 

values are used. The estimated surface normal vectors are then integrated using the 

algorithm in [21]. Since ground truth surface normal vectors are unavailable, we 

present the surface gradient images and 3D images for visual analysis. Figure 2.5 

shows some images using three different methods (two samples). It can be observed 

that CBR (one BRDF modelling method) degrades the results with smaller number of 

intensity values. Our method illustrates outperforming results over the baseline by 

presenting more details (ridge patterns) in the reconstructed images. 
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 Surface Gradient in Horizontal Direction Surface Gradient in Vertical Direction 3D image 

LS 

  

 

CBR [11] 

  

 

Ours 

  

 

LS 

  

 

CBR 

[11] 

  

 

Ours 

  

 

Fig. 2.5. Sample images of reconstructed surface gradient and 3D images on a 3D 

fingerprints dataset [105] (two samples). 
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2.5 Summary 

Non-Lambertian phenomena during the photometric stereo based imaging of real 

objects can result from specular reflections, shadow pixels, varying BRDFs for 

different illumination directions, sensor noises, or even from inter surface reflections. 

Unlike the earlier methods that only address specific limitations from non-Lambertian 

surfaces, our work has been motivated to simultaneously account for such undesirable 

limitations, by identifying the data which are more likely to be influenced by such non-

Lambertian phenomena. Firstly, the observed intensity values with less reliability are 

automatically eliminated. The reliability is determined by the responses from a newly 

introduced inter-relationship function. Secondly, those photometric ratio equations 

which are less likely to be Lambertian are identified. Whether the equations are likely 

to be Lambertian or not is decided by the residue of the equations. By eliminating non-

Lambertian data, surface normal vectors are more accurately estimated. Systematic 

experiments for both techniques (inter-relationship function and truncated photometric 

ratio method) are performed on a publicly available dataset of real objects (DiLiGenT) 

[101] and synthetic images generated from a popular MERL BRDF database [102]. 

When the number of available images is small, using the photometric ratio equations 

approach can offer more robust and accurate results. The computational time is also 

short, which can offer an attractive alternative for real-world applications on mobile 

platforms. 



 

42 

CHAPTER 3      

Contactless 3D Finger Knuckle Recognition System 

3.1 Background 

This chapter investigates and develops a new biometric system using contactless 3D 

finger knuckle images. Simultaneous acquisition of 3D and 2D finger knuckle images 

can be used to significantly improve the matching accuracy that may not be possible 

by using either 2D or 3D finger knuckle patterns alone. Experimental results indicate 

that, unlike 2D finger knuckle identification, the new 3D finger knuckle identification 

system can also help to preserve integrity of the biometric system by detecting sensor 

level print attacks. The individuality of finger knuckle patterns is yet to be studied and 

therefore we also attempt to answer the fundamental question on the uniqueness of 3D 

finger knuckle biometric modality. An individuality model estimates the theoretical 

upper limit on the expected performance from finger knuckle patterns and would 

facilitate further research in this area. 

We also develop a new feature descriptor to efficiently and more accurately 

match 3D finger knuckle biometric patterns. This feature descriptor can efficiently 

recover and encode the curvature and orientation details and considers their partial 

similarity during the matching. Our detailed and comparative experimental results 

indicate outperforming results and validate our approach developed. Although our 

feature descriptor is designed for recovering discriminative information from 3D 

finger knuckle images, it is also useful for other biometric identifiers such as palmprint 

and fingerprint. Our comparative experimental results indicate outperforming results, 

over the state-of-the-art baselines on public databases, and validate the effectiveness 

of our feature descriptor. 
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Lack of any publicly available 3D finger knuckle database is one of the key 

limitations for much needed further research in this area. Therefore, this chapter 

develops the first two-session 3D finger knuckle database. This 3D finger knuckle 

image database (version 1) has been acquired from 130 different subjects, with 2820 

images. 

The approach described in this chapter has been publish as [106-107]. 

3.2 System Overview and Block Diagram 

A simplified block diagram for 3D finger knuckle identification system developed in 

this work is shown in Figure 3.1.  Multiple 2D finger knuckle images are firstly 

acquired under different illuminations and the acquisition is automatically 

synchronized using with respective illumination using a computer. The acquired 

images are then preprocessed and automatically segmented to extract region of interest 

images. These segmented images, acquired under different illuminations, are then used 

for estimating surface normal vectors. Unlike other photometric stereo based biometric 

imaging system (e.g. fingerprint [16], [27]), the complex process of integrating surface 

normal vectors for recovering the depth images is not required in our system. The 3D 

finger knuckle features are then directly extracted from the surface normal vectors of 

3D finger knuckle images. The 2D finger knuckle image, although noisy as each of 

them is acquired under partial illumination, used to recover 3D finger knuckle images 

can also be utilized to improve match accuracy for the system and is also investigated 

in our work. The match scores between the probe and gallery pairs are then 

respectively computed for 3D and 2D finger knuckle images. The final decision to 

assign an unknown user to either genuine or imposter class is made using the 

combinate match score and its comparison with the decision threshold. 
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Fig. 3.1.  Block diagram of 3D finger knuckle recognition system. 

  

3.3 3D Finger Knuckle Identification Procedures 

3.3.1 Image Acquisition 

We use photometric stereo approach to acquire 3D finger knuckle images. This 

approach requires a low-cost fixed camera, with few evenly distributed illuminations 

surrounding the camera lens, a control or driver circuit to power up the illuminations 

and any general-purpose computer. The control circuit is programmed to adjust the 

illuminations, while the computer coordinates to synchronize the control circuit during 

the camera imaging. The positions of the illuminations are approximated by measuring 

the height and observing the orientation of shadow when a pin is placed at the center 

of the field of view. Relative positions of the illuminations at every pixel is computed 

during the calibration of the imaging setup. The finger dorsal region is presented to the 

camera during the 3D imaging. A number of 3D finger knuckle images are acquired in 

quick succession while respective light sources are activated. Figure 3.2 presents 

sample photos of the imaging acquisition setup and GUI. Seven photometric stereo 

images are acquired using the setup and software from [16]. Figure 3.3 (a)-(e) presents 

sample images acquired from different subjects during the imaging. 
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                              (a)                                                         (b) 

Fig. 3.2.  Sample photos of the imaging acquisition setup and GUI. 

 

3.3.2 Image Preprocessing and Segmentation 

Each of the acquired images are firstly subjected to the segmentation to 

automatically extract the region of interest images. This is achieved by firstly 

computing an average image for each set of stereo images, followed by the edge 

detection. In order to localize the image region containing knuckle patterns, a fixed 

size of rectangular window is used to probe the edge-detected image in horizontal and 

the vertical directions. Similar to as in [6], the number of edge pixels within this 

window is computed. A fixed region of interest is segmented from the image with the 

maximum number of edge pixels within this sliding window. These segmented images 

are further subjected to contrast stretching operation and then used for the 3D 

reconstruction input as detailed in the next section. Figure 3.3 (f)-(j) shows samples 

from the segmented images of different subjects. 
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                  (a)                                (b)                                (c) 

      

                                        (d)                                 (e)  

           

                           (f)                               (g)                                 (h) 

      

         (i)                                 (j) 

Fig. 3.3.  Sample raw and segmented images acquired from different subjects. 

 

3.3.3 3D Reconstruction 

The 3D surface normal vectors from of the photometric stereo images are 

recovered using the conventional photometric stereo method [23]. A simplified 

specular reflection removal approach is adopted to accurately recover the surface 

normal vectors. For a set of stereo images, 90% of the maximum or highest intensity 

values are defined as the threshold for the detection of outliers. Intensity values larger 

than this threshold are considered as the specular values and are automatically 
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discarded. However, when there are too many specular reflection values at a pixel 

position, at least four lowest intensity values are retained to estimate the surface normal 

vectors. The finger surface is assumed be Lambertian and we use such assumptions for 

the traditional photometric stereo approach, as justified in many references e.g. [16], 

[27], to recover 3D surface normal. Let us define 𝒊 = [𝑖1, 𝑖2 , … , 𝑖𝐷 ]
𝑇 be the intensity 

values of a pixel corresponding to the D different light sources; 𝒍 = [𝑙𝑥 , 𝑙𝑦 , 𝑙𝑧 ]
𝑇 be the 

vector of a light source; 𝑳 = [𝒍1 , 𝒍2 , … , 𝒍𝐷 ]
𝑇 be the matrix of the light sources; 𝒏 =

[𝑛𝑥 , 𝑛𝑦 , 𝑛𝑧 ]
𝑇 be the surface normal vector and ρ be the albedo.  

𝒊 = 𝑳 ∙ 𝒏 ∙ ρ                                                   (3.1) 

Surface normal vectors are computed using the least square approximation: 

𝒎 = 𝒏 ∙ ρ = (𝑳𝑇𝑳)−1𝑳𝑇𝒊                                       (3.2) 

ρ = |𝒎|                                                       (3.3) 

       𝒏 =
𝒎

|𝒎|
                                                         (3.4) 

Figure 3.4 illustrates sample images corresponding to the surface gradients and 

surface normal vectors. Traditional 3D feature descriptors [30]. [31] extract features 

from the depth images, which can be computed by integrating the surface normal 

vectors in obtained from equation (3.4). The Poisson Solver [22] and Frankot 

Chellappa [21] approach are two popular approach to recover the depth map while 

addressing integrability problem. The Poisson Solver approach generated better visual 

result (Figure 3.5) that closely resembled with the natural knuckle patterns. However, 

the use of Frankot Chellappa approach constantly offered consistently better 

performance. Figure 3.6 presents such comparative performance evaluation from 105 

subjects six forefinger knuckle images, using a two-session protocol that generated 

630 genuine match scores and 65520 imposter match scores, with Surface Code [30] 

as the feature descriptor. Many state-of- the-art photometric stereo methods, e.g. [25]-

[26], [28] for the real objects may not be suitable for accurately recovering 3D finger 
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knuckle patterns for the biometric recognition. Our comparative experimental results 

for the verification performance using SBL [26] and the traditional least square (LS) 

approach appear in Figure 3.6. These results can justify the choice of traditional least 

square approach with Frankot Chellappa algorithm for our problem.  

      

(a)                                            (b)                                                                          

 

                                                                 (c)       

Fig. 3.4.  Sample images of surface gradient: (a) with respect to horizontal direction; 

(b) with respect to vertical direction; (c) Surface normal vectors. 

 

           

(a) 

              

                                                                 (b)                                                                                                      

Fig. 3.5.  3D reconstructed images using: (a) Frankot Chellappa; (b) Poisson Solver. 
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Fig. 3.6. Comparisons between different reconstruction methods. 

 

3.3.4 3D Feature Description and Matching 

(i) Efficient Surface Code 

Any point on a 3D hand biometric surface can be categorized into one of the nine 

surface types [13]. Surface Code [30] describes each of the nine surface types, with 

the help of shape index (SI), into a four-bit feature representation. Finger Surface Code 

[6] is a modification of Surface Code with a different discretization method. In order 

to begin with this analysis, the information encoded in each binary feature descriptor 

is first examined. It can be observed that only the second bit image of Surface Code or 

the first bit image of Finger Surface Code contains discriminative patterns while those 

remaining binary images may contain noises.   

Another problem with these two representations lies in the use of Hamming 

distance. For example, when Hamming distance is used for Surface Code, the distance 

is 1 between level 1 (0001) and level 5 (0101) but 4 between level 7 (0111) and level 

8 (1000).  These resulting distances cannot correctly represent the actual difference 

between different levels. This limitation also exists in Finger Surface Code [6]. 
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The above analysis of the feature representations suggests that not all four binary 

images from those discretization methods are needed. More importantly, the use of 

Hamming distance raises issues for further investigation. We therefore introduce a new 

discretization method which is more effective and efficient. It can be observed that the 

second bit of Surface Code and the first bit of Finger Surface Code contains useful 

discriminative information (white pixels corresponding to ranges 8-15 and ranges 10-

16 respectively). This implies that the discriminative information can be interpreted as 

whether the shape index (SI) falls in the range above 8 or below 9 (equivalent to a 

shape index value of 0.5). Therefore, it is judicious to discretize shape index into only 

two levels. Let ESC denotes Efficient Surface Code.  

𝐸𝑆𝐶 =  {
0, 𝑆𝐼 < 0.5
1, 𝑆𝐼 ≥ 0.5

                                                  (3.5) 

This discretization also accords with the suggestion of using two classes in [31].  

Since discriminative information from palmprints and finger knuckle patterns is 

expected to be lie in the irregular line patterns corresponding to the concave/white 

pixels representation in the respective feature map, it is reasonable to argue that a 

match between a concave pair offers a higher level of confidence than a match between 

a convex pair. Hence, we propose a more effective similarity measure which can 

judiciously consider the individual importance of features in the coding space for 

computing the matching scores. Our suggestion also accords with the azzoo similarity 

measure [108]. For a pair of template A and template B with dimension M×N, the 

matching score computed using Hamming distance (HD) is: 

𝑠𝑐𝑜𝑟𝑒 =
1

𝑀×𝑁
∑ ∑ 𝐻𝐷(𝐴(𝑥, 𝑦), 𝐵(𝑥, 𝑦))𝑀

𝑥=1
𝑁
𝑦=1                       (3.6) 

𝐻𝐷(𝑎, 𝑏) =  {
1, 𝑖𝑓 𝑎 ≠ 𝑏
0, 𝑖𝑓 𝑎 = 𝑏

                                        (3.7) 

where a, b ∈ {0,1}. We introduce the Weighted Similarity (WS) function to replace HD 

by as follows: 
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𝑠𝑐𝑜𝑟𝑒 =
1

𝑀×𝑁
∑ ∑ 𝑊𝑆(𝐴(𝑥, 𝑦), 𝐵(𝑥, 𝑦))𝑀

𝑥=1
𝑁
𝑦=1                        (3.8) 

𝑊𝑆(𝑎, 𝑏) =  {

𝑤1, 𝑖𝑓 𝑎 = 𝑏 = 1
𝑤2, 𝑖𝑓 𝑎 = 𝑏 = 0
𝑤3,          𝑖𝑓 𝑎 ≠ 𝑏

                                      (3.9) 

where a, b ∈ {0, 1}. For 𝑤1 =0, 𝑤2 =0, 𝑤3 =1, WS is exactly equals to HD. For 

convenience, we represent distance measure for similarity instead of dissimilarity. 

When 𝑤1=1, 𝑤2=1, 𝑤3=0, WS represents the Hamming similarity measure. In order to 

simplify the equation for efficient optimization, we can rewrite the equation for the 

Simplified WS (SWS) function as follows: 

𝑆𝑊𝑆(𝑎, 𝑏) =  {

2 − 𝑠, 𝑖𝑓 𝑎 = 𝑏 = 1
𝑠,         𝑖𝑓 𝑎 = 𝑏 = 0
0,                  𝑖𝑓 𝑎 ≠ 𝑏

                                  (3.10) 

Parameter s controls the significance of one of the coding pairs. Hamming distance is 

a special case when s is set to be 1. If the four possible scenarios (𝑎𝑏 ∈{00,01,10,11}) 

are equally likely, the expected similarity score will be 0.5, which is independent of 

the parameter s. Since it is possible that the coding spaces may not encode equally 

important information, the weighted similarity can also be adopted for other useful 

applications. 

(ii) Surface Gradient Derivatives 

We further improve the Efficient Surface Code by introducing another feature 

descriptor and matcher, i.e. Surface Gradient Derivatives. The 3D images generally 

provide more stable or invariant details and can enable more accurate extraction of 

finger knuckle curves and creases. Therefore, a more specialized feature descriptor to 

recover and match such 3D information is developed. Among many 3D surface details 

(e.g. surface normal vector, depth, and curvature), 3D feature descriptors for other 

hand based biometric identifiers, e.g. 3D palm,  have shown outperforming results 

using the curvature [30] and depth [31]. These are however not expected to be accurate 

enough to extract most discriminative features from the finger knuckle patterns as 
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these are presented in 3D curves and creases with varying profile/thickness. Another 

more important aspect of the feature descriptor introduced in this work is that the 

photometric stereo based 3D biometric imaging systems (e.g. fingerprint [16], [27]) 

computes the depth images by integrating surface normal vectors. In fact, every 

‘reconstruction algorithm’ the surface normal needs to be integrated and suffers from 

inerrability problem which can be more severe for 3D knuckle patterns due to the 

irregular ridge and valley structure. This process is not only known to introduce errors 

but is also computationally complex. The process of computing curvature information 

from depth images even requires significant amount of time. We therefore attempt to 

address such limitations by developing a new feature descriptor, which can directly 

extract discriminative features from the 3D surface normal vectors, alleviating the need 

for computing depth or curvature images. The use of surface normal vectors to directly 

recover 3D biometric features also appears in the reference [145]. The surface normal 

vectors essentially present source 3D information which is discriminative and also 

robust to the common photometric variations. Therefore, appropriate surface normal 

vector based measurements can provide significant capabilities for discriminating 

identities. The feature descriptor introduced in this section is highly discriminative as 

it can efficiently capture both the line and orientation information using two bits per 

pixel, which cannot be achieved neither from descriptor in [30] (four-bits per pixel) or 

in [31] (no orientation information is encoded). We now detail the formulation of this 

feature descriptor using the source 3D information. 

Let 𝑟 represent the imaged 3D finger knuckle surface. This 3D surface can be 

explicitly described in terms of a function along 2D coordinates 𝑥 and 𝑦 as follows: 

𝑟 = 𝑔(𝑥, 𝑦)                                                  (3.11) 

The surface normal vector 𝒏 on this surface 𝑟 can be expressed as follows: 

𝒏 = [𝑝, 𝑞, 1]𝑇  where   𝑝 =
𝜕𝑔(𝑥,𝑦)

𝜕𝑥
, 𝑞 =

𝜕𝑔(𝑥,𝑦)

𝜕𝑦
                    (3.12) 
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where 𝑝 and 𝑞 represents the gradient of 𝑔(𝑥, 𝑦) along respective axes. The gradient 

space is a two-dimensional space containing all points (𝑝, 𝑞) [23].  

If the surface normal vectors are recovered using photometric stereo approach, 

unit surface normal vectors in the form of �̂� = [𝑛𝑥 , 𝑛𝑦 , 𝑛𝑧 ]
𝑇  are obtained from 

equation (3.4). The surface gradients 𝑝, 𝑞 can then be directly computed (without the 

need of object surface 𝑧) as: 

𝑝 =  
𝑛𝑥

𝑛𝑧
,   𝑞 =  

𝑛𝑦

𝑛𝑧
                                             (3.13) 

Figure 3.7 illustrates a schematic representation of surface normal vectors 

(arrows) in a cross-sectional view. In this figure, x-axis is pointing towards the right 

and we define sample gradients 𝑝 for the illustration. The derivatives of gradient 𝑝 

with respect to the direction x can be computed as the difference between the 

neighboring values using a simple gradient function. It can be observed that the valley 

region is associated with negative values, of the first derivative of gradient p with 

respect to the direction x, while ridge region is associated with positive values of the 

first derivatives of gradient p with respect to the direction x. Valley and ridge regions 

can therefore be easily distinguished by setting zero as the decision boundary. The 

most discriminative patterns on finger knuckle surface can be identified from the high 

frequency valley and ridge patterns. Therefore, it is expected that the first derivative 

of surface gradients can describe discriminative features in finger knuckle patterns. 

 

 

Fig. 3.7. Illustration of the derivatives of gradient p. 
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We can further consolidate the knuckle feature formulation and recover the 

derivatives of surface gradient variables 𝑝, 𝑞 represented as in the following:  

𝜕𝑝

𝜕𝑥
=

𝜕2𝑔(𝑥,𝑦)

𝜕𝑥2      and     
𝜕𝑞

𝜕𝑦
=

𝜕2𝑔(𝑥,𝑦)

𝜕𝑦2                              (3.14) 

We now define the features based on the surface gradient derivatives as two-bit binary 

representations using zero as the decision boundaries: 

𝑆𝐺𝐷𝑥 = 𝜏(
𝜕𝑝

𝜕𝑥
)     and     𝑆𝐺𝐷𝑦 = 𝜏(

𝜕𝑞

𝜕𝑦
)                            (3.15) 

where                                        𝜏(𝛼) = {
1   , 𝛼 < 0
0   , 𝛼 ≥ 0

                                            (3.16) 

Figure 3.8 illustrates some sample images representing 𝑆𝐺𝐷𝑥  and 𝑆𝐺𝐷𝑦 . 

Although the derivatives of p with respect to the direction y and the derivatives of q 

with respect to the direction x can also be defined in a similar manner, they may not 

be as useful as 𝜕𝑝/𝜕𝑥  and 𝜕𝑞/𝜕𝑦  which correspond to the physical meanings as 

illustrated in Figure 3.7. Another related technique, the second partial derivative 

evaluation utilizes all the four information (i.e. 𝜕𝑝/𝜕𝑥, 𝜕𝑝/𝜕𝑦, 𝜕𝑞/𝜕𝑥, 𝜕𝑞/𝜕𝑦)  for 

describing the local curvature of 3D knuckle surface. However, such technique only 

describes a pixel in one of the four categories: local minimum, local maximum, saddle 

point, or inconclusive (i.e. can be any of the above three). Besides, our 𝑆𝐺𝐷𝑥  and 

𝑆𝐺𝐷𝑦  feature representation is expected to be more useful than the other two 

derivatives because of the aforementioned physical interpretation. The surface 

gradient derivatives feature not only describe the concavity of irregular knuckle curves 

and creases but also their orientations.  
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Surface Code [30] 

(the most significant bit is on left) 

Surface Gradient 

Derivatives 

(𝑆𝐺𝐷𝑥 and 𝑆𝐺𝐷𝑦) 

                

      

Fig. 3.8.  Sample binary feature images of Surface Code [30] and proposed Surface 

Gradient Derivatives. Images in a row are from the same subject. 

 

In order to ensure full potential from the surface gradient derivatives features for more 

accurate matching, a sophisticated matching strategy needs to be formulated for 

matching binary feature templates. One intuitive approach is to consider the two binary 

feature templates independently and use the Hamming Distance to ascertain their 

similarity score (represented here as 𝑆𝐺𝐷𝑥  only, 𝑆𝐺𝐷𝑦  only). The final match score 

between two 3D finger knuckle images can be computed from the weighted score level 

combination of such similarity scores. Another efficient approach is to consolidate two 

binary feature templates into one using AND or OR operator and use Hamming 

Distance as the match score between two 3D finger knuckle images (represented here 

as 1-bit AND, 1-bit OR). Besides, the two feature templates can be correspondingly 

matched with respective probe templates using the XOR operator and the resulting two 

pixel-wise similarity templates can be used to generate the similarity score using the 

ADD, OR or AND operator (represented here as 2-bit ADD, 2-bit OR, 2-bit AND). We 

performed experiments using the subset of database with the first 30 subjects (each 

with six forefinger knuckle images in two sessions, results in 180 (30 × 6) genuine 

match scores and 5220 (30 × 6 × 29) imposter match scores) to ascertain comparative 
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performance from several such matching schemes (Figure 3.9). These experiments 

indicate that our matching scheme (denoted as Ours final) and (1-bit OR) can achieve 

two best performing results. The experiments are further extended using 105 subjects 

(each with 6 images in two sessions, results in 630 (105 × 6) genuine match scores and 

65520 (105 × 6 × 104) imposter match scores), which validates the effectiveness of 

our matching scheme over those from the variations of Hamming Distance. It is 

prudent to analyse the proposed matching strategy in detail and examine the reasons 

for superior performance. 

 

      

                                  (a)                                                               (b)     

Fig. 3.9.  Comparisons of using various matching schemes (a) 30 subjects; (b) 105 

subjects. 

 

In order to design an effective feature matching scheme, the nature of features 

represented in two binary feature templates should be carefully considered. Figure 3.10 

details the nature of features expected to be represented/recovered from the 2-bit 

feature descriptors at every pixel location. In this figure, value 1 indicates the detection 

of a line feature (piece-wise linear approximation of knuckle curves or creases) in 

either vertical or horizontal direction. If no such line features are detected in any of the 

two direction, it corresponds to a non-line pixel represented by ‘00’. If a line feature is 
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detected only in 𝑆𝐺𝐷𝑦  component, the line feature is expected to have horizontal 

orientation denoted by ‘01’. Similarly, a line feature in the vertical orientation is 

represented by ‘10’. If such line features are detected in both 𝑆𝐺𝐷𝑥 and 𝑆𝐺𝐷𝑦, there 

can be many possibilities. It could be two intersecting lines in the vertical and 

horizontal direction. It could also represent a line feature in an arbitrary orientation 

which is neither nearly vertical or horizontal. This situation is described here as an 

uncertain line feature and represented ‘11’. 

 

 

Fig. 3.10.  Schematic representation of the gradient derivative features 

 

Conventional approaches for generating similarity scores using binary feature 

templates use Hamming Distance to measure the similarity (represented as outcome 0) 

or the dissimilarity (represented as outcome 1) when comparing a pair of binary feature 

values. However, the cases of partial similarity are not accounted in such 

measurements. Therefore, we introduce an alternative matching scheme to describe 

the partially matched scenarios. We firstly define perfectly similar outcome 

(represented as the outcome ‘0’) for three situations when the detected feature 

represents: (i) a nearly horizontal line ‘01’; (ii) a nearly vertical line ‘10’; and (iii) as 

an uncertain line ‘11’ in both the probe and gallery templates. We then define perfectly 

dissimilar outcomes (represented as the outcome ‘1’) for the two situations when the 

detected feature (i) does not represent any line ‘00’ in either probe or gallery template 

but represents as the line in the other template; and (ii) the detected feature represents 

a nearly horizontal line ‘01’ in either probe or gallery template but it represents a nearly 

vertical line ‘10’ in the other template. For the remaining situations, we define partially 
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similar outcome (represented as the outcome 0.5). Let ℎ be be this new function which 

maps two pixelwise surface gradient derivatives features into an outcome score, which 

is represented in Table 3.1. Let 𝐴 and 𝐵 be two surface gradient feature templates of 

size 𝑀  × 𝑁 . Let  𝑎𝑖𝑗  and 𝑏𝑖𝑗  (𝑖 ∈ [1, 𝑀] , 𝑗 ∈ [1, 𝑁] ) be the bitwise surface gradient 

features in template 𝐴 and 𝐵 respectively.  The matching score s for computing the 

distance between the templates 𝐴 and 𝐵 is defined as the average of outcome from all 

feature comparisons: 

𝑠 =
1

𝑀 × 𝑁
∑ ∑ ℎ(𝑎𝑖𝑗, 𝑏𝑖𝑗)𝑁

𝑗=1
𝑀
𝑖=1                                 (3.17) 

In order to accommodate pose variations in the acquired images, best or the minimum 

of the match scores resulting from the rotational or translational shifting of the probe 

template can be employed and was also investigated in our experiments. 

 

Table 3.1. Pixelwise surface gradient derivative features mapping function. 

 𝑏𝑖𝑗 
00 01 10 11 

𝑎𝑖𝑗  

00 0.5 1 1 1 

01 1 0 1 0.5 

10 1 1 0 0.5 

11 1 0.5 0.5 0 

 

3.4 Uniqueness of Finger Knuckle Patterns 

It is highly desirable to characterize the uniqueness of 3D finger knuckle patterns or 

estimate the probability that two persons can have substantially similar 3D finger 

knuckle patterns in a given population. Any such measure to establish uniqueness of 

3D finger knuckle patterns can also provide us theoretical upper limit on the expected 

performance from 3D finger knuckle based biometrics. There are several studies to 

ascertain theoretical upper limit on the expected performance from other biometric 
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system, e.g. using 3D fingerprints [16], iris [33]-[37] or handwriting [38]. Therefore, 

we attempt to ascertain upper bound on the expected performance from the 3D finger 

knuckle biometric system presented in this chapter.  

The uniqueness of 3D finger knuckle patterns can be evaluated from the 

probability of false matches in a given population, i.e., from the probability of false 

random correspondence between the finger knuckle representations from the two 

arbitrary 3D finger knuckle patterns belonging to different fingers. One of the more 

judicious approach to address this problem is to estimate the number of degrees of 

freedom [33]-[35] . It is equivalent to computing the maximum number of identities 

which can be distinguished. Then, the likelihood of two finger knuckle representations 

from different 3D finger knuckle patterns agreeing completely by chance can be 

computed.  

The 2-bit feature descriptor introduced in section 3 consists of four possible 

representations {‘00’, ‘01’, ‘10’, ‘11’} from each of the 3D finger knuckle locations. 

When two such representations from any pixel locations are compared, there can be 

three possible outcomes with scores 0, 0.5, or 1. We here make assumption that when 

two 3D finger knuckle representations from different subjects are matched, the 

outcome of match scores from the corresponding locations are mutually independent. 

This independence assumption, similar to as in [16], [27], is justified here as we are 

interested in the theoretical upper bound and as the practical performance is expected 

to be lower than this estimation after considering such factors involving mutual 

independence or the noise [29]. References [33]-[34] have incorporated binary features 

for iris biometrics and computed the probability of false random correspondence by 

modeling the distribution of imposter match scores using a binomial function. Since 

there are three possible outcomes in our feature representation, a trinomial distribution 

model consisting of 𝑛 trails is introduced to model the distribution of imposter match 
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scores. Let 𝑝1, 𝑝2 and 𝑝3 represent the probabilities of having outcome scores 0, 0.5 

and 1 respectively. Let 𝑋1 be the random variable representing the number of times 

outcome 0 is observed over 𝑛 trails and 𝑥1 be the value for 𝑋1 from each of such trials. 

Similarly, we can define 𝑋2, 𝑥2 𝑋3 and 𝑥3 corresponding to 𝑝2 and 𝑝3. The probability 

distribution function corresponding to the trinomial random variables can be expressed 

as follows: 

     𝑓𝑋1,𝑋2𝑋3
(𝑥1, 𝑥2, 𝑥3) = {

𝑛!

𝑥1!𝑥2!𝑥3!
𝑝1

𝑥1𝑝2
𝑥2 𝑝3

𝑥3     ,  when 𝑥1+ 𝑥2+ 𝑥3 = 𝑛

0                            , 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
    (3.18) 

and the expectation, variance, and covariance of 𝑋𝑖, 𝑖 ∈ {1,2,3} are: 

𝐸(𝑋𝑖) = 𝑛𝑝𝑖                                               (3.19) 

𝑉𝑎𝑟(𝑋𝑖) = 𝑛𝑝𝑖(1 − 𝑝𝑖)                                   (3.20) 

𝐶𝑜𝑣(𝑋𝑖, 𝑋𝑗) = −𝑛𝑝𝑖𝑝𝑗                                         (3.21) 

Let Y be a random variable representing the match score between two feature 

representations. 

Y = 0.5𝑋2 + 𝑋3                                                  (3.22) 

Since the sum of 𝑥1, 𝑥2, 𝑥3  is 𝑛 , the dependence of 𝑥1, 𝑥2, 𝑥3  can be computed as 

follows: 

𝑥2 = 2(𝑦 − 𝑥3)   , 𝑥3 ∈ [0, 𝑛]                             (3.23) 

𝑥1 = 𝑛 − 2𝑦 + 𝑥3   , 𝑥3 ∈ [0, 𝑛]                         (3.24) 

Incorporating equations (3.23)-(3.24), we can write the probability distribution 

function for the distribution of scores: 

𝑓𝑌(𝑦) =  {
∑ 𝑓𝑋1,𝑋2𝑋3

(𝑥1, 𝑥2, 𝑥3)𝑛
𝑥3=0      ,  when 𝑥1, 𝑥2 > 0

0                                     ,  𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
         (3.25) 

with respective expectation and the variance as follows: 

𝐸(𝑌) = 0.5𝐸(𝑋2) + 𝐸(𝑋3) = 𝑛(0.5𝑝2 + 𝑝3)                      (3.26) 

𝑉𝑎𝑟(𝑌) = 0.52𝑉𝑎𝑟(𝑋2) + 𝑉𝑎𝑟(𝑋3) + 𝐶𝑜𝑣(𝑋2, 𝑋3)                (3.27) 

                  = 𝑛[0.52𝑝2(1 − 𝑝2) + 𝑝3(1 − 𝑝3) − 𝑝2𝑝3]               (3.28) 
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The cumulative distribution function corresponding to (3.25) represents the false 

acceptance rate. 

Reference [36] details interesting efforts to model transformations from ‘true’ 

iris representation to the sensed iris representation using a single bit flip probability. 

However, such an approach ignores the influence from frequently observed noise 

introduced from pose and illumination changes during the image acquisition, sensor 

noise, segmentation errors and some other unknown factors. This is also the plausible 

reason that the theoretical ROCs presented in [36] do not closely fit with the respective 

empirical results. Therefore, we did not pursue/incorporate such an approach to 

formulate our individuality model. 

More attractive/realistic approach to model the match score distributions from the 

binary feature templates appears in [33]-[35]. This approach uses probability 

distribution function, of the minimum of independent random variables, to model the 

final match score and is computed from the minimum of scores generated from the 

rotationally shifted versions of Iris Code templates. However, it should be noted that 

such match scores from the shifted versions are not expected to be completely 

independent. For instance, the match score between templates A and B is expected to 

be similar to the match score between template A and the shifted versions of template 

B when the shift parameter is small (e.g. translated to the left for one pixel). Therefore, 

such approach will be less accurate when the number of employed shifted versions of 

the template is large. It should be noted that there are only seven shifted versions of 

the templates employed in [33]-[35] while there are 39627 shifted versions (from 

translation and rotations) of the templates in our work. We incorporate a simplified 

approach to address this problem. The major influence from such operations is to 

compute minimum match score which results in the shifting of the score distribution. 

Therefore, we introduce a numerical compensation parameter to accommodate such 
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shifts or to adjust the mean and is estimated during the training stage using the portions 

of the empirical data. During the training stage, the difference between the mean of the 

empirical distribution and the theoretical distribution, which is obtained from equation 

(3.25), is computed and is defined as the compensation parameter. During the test 

stage/phase, the final theoretical distribution is obtained from equation (3.25) using 

this compensation parameter to accommodate the influence from shifting operations.  

In order to theoretically model the distribution of match scores, the number of 

trails for the trinomial distribution can be computed using the variance obtained from 

the empirical results. Let 𝜎2  be such estimated empirical variance. The number of 

trails n can be computed as follows:  

 𝜎2 =
𝑉𝑎𝑟(𝑌)

𝑛2                                                   (3.29) 

𝑛 = ⌈
0.52𝑝2(1−𝑝2)+𝑝3(1−𝑝3)−𝑝2𝑝3

𝜎2 ⌉                                (3.30) 

Similar to the empirical experiments in Section 5, we generate 65520 (105 × 104 

× 6) imposter match scores from matching the second session images to the first 

session images, using the feature extraction and matching method described in Section 

3.3.4 (ii), from 105 different subjects, each with 6 images per session. The occurrence 

of four possible representations (‘00’, ‘01’, ‘10’, ‘11’), on per pixel basis, can be 

obtained from this experimental data and used to compute 𝑝1 as 0.1173, 𝑝2 as 0.3116 

and 𝑝3  as 0.5711. Therefore, using equation (3.30), n can be estimated as 886. 

Similarly, 630 (105 × 6) genuine match scores can also be used to model the parameters 

of the same trinomial function for the distribution of genuine match scores. The major 

difference between the theoretically modeled genuine and imposter score distributions 

results from the estimated parameters, i.e., 𝑝1, 𝑝2, 𝑝3 and n. In this manner, we can 

also compute theoretical ROC for the comparison. Figure 3.11 (a)-(c) presents the 

comparative illustration of our theoretical and empirical results.   
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                                     (a)                                                          (b) 

    

                                       (c)                                                     (d) 

Fig. 3.11. Empirical and theoretical (a) imposter score distribution, (b) genuine 

score distribution, (c) the ROC. The influence from the size of training set on the 

estimated number of degrees of freedom is shown in (d). 

 

In order to ascertain the reliability of the obtained results, we performed additional 

experiments by separating the modelling processes into training and test stages. We 

used first Tn subjects as the training set for computing the probabilities 𝑝1, 𝑝2 , 𝑝3 and 

the number n. The rest of the subjects (105 - Tn) are then used as the test set for 

evaluating the fitting performance. The close fitting of these empirical results suggest 

that our trinomial model can quite accurately predict the empirical imposter 

distribution (the probability of false random correspondence), genuine distribution and 

ROCs. It can be noted that when Tn becomes larger, less number of samples will be 

used for the test sets. In this situation, the empirical results are expected to much better, 
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which can result in larger differences between the corresponding theoretical results. It 

can also be observed from the results in Figure 3.11 (d) that the number of trails, also 

referred to as the degrees of freedom, n is quite stable (about 1000) when it is computed 

using the different size of training sets/data.  

In summary, the probability of false random correspondence, the imposter 

distribution and the false accept rate can be modelled by the trinomial distribution 

function. The genuine distribution and the false reject rate can also be modelled using 

similar approach. Our experiments using all the first session images for training have 

computed n as 886. This suggests that the empirical imposter distribution can be 

modeled using a trinomial distribution function with 886 trails. Similar to as in [33]-

[35],  it is reasonable to conclude that each of the finger knuckle feature representation 

can be modeled with such 886 independent pixels (each with 2 bits). The probability 

of false random correspondence between finger knuckle representations from any two 

arbitrary finger knuckle patterns belonging to different fingers is therefore about 4−886 

or 10−533. Therefore, the probability of false random correspondence is very small, 

which indicates high uniqueness in the finger knuckle patterns. This probability is 

much smaller than estimated for the fingerprints [16], [39].  Such difference can be 

explained from the use of limited information from (only) the singularity locations or 

in the extracted minutia feature space, while our feature representation utilizes the 

information from the entire image.  

3.5 Experiments and Results 

3.5.1 Contactless 3D Finger Knuckle Database 

Lack of any 3D finger knuckle images database in the literature has required us to 

acquire a new dataset using the setup described in section 3.3.1. Our 3D finger knuckle 
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database has been acquired from more than 130 different subjects and among these 

105 subjects have volunteered to provide second session’s data. Each of these subjects 

provided six forefinger 3D knuckle images and six middle finger 3D knuckle images. 

In our preliminary experiments, it was observed that the forefinger images achieve 

better performance than using middle finger images. Therefore, forefinger images 

were employed for the extensive experimental results.  

We performed extensive experiments using our proposed method to ascertain 

effectiveness for the verification and identification problems. These experimental 

results are presented using the receiver operating characteristics (ROC) curve with 

equal error rates (EER), and cumulative match characteristics (CMC) curve. We use 

standard protocol [2], [6], [15], [20] for the two sessions’ database. The first session 

data is used as for the registration or the training while the second session data is used 

as test set for the performance evaluation. Therefore 630 (105 × 6) genuine match 

scores and 65520 (105 × 6 × 104) imposter match scores were generated. None of the 

earlier work on the finger knuckle recognition, in the best of our knowledge, has 

attempted to evaluate the performance for the open set identification problem. 

However, the deployed biometric systems often have to cope up with unregistered 

(imposter) user attempts who may be identified as the enrolled users. Such open set 

identification is widely considered as the more challenging problem and therefore we 

also performed such evaluation in this work. The first 105 subjects who provided 

registration data during the first session were considered as enrolled users while the 

rest of the 25 subjects which only provided one session data were considered as the 

unenrolled users. We evaluated the performance with False Negative Identification 

Rate (FNIR) and False Positive Identification Rate (FPIR). We correct the equations 

from [42] as in the followings and were used for open set performance evaluation: 

𝐹𝑃𝐼𝑅(𝑇) =  
1

𝐾
∑ 𝐻(𝑇 − 𝑠𝑖1)𝐾

𝑖=1                                    (3.31) 
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𝐹𝑁𝐼𝑅(𝑇) = 1 −
1

𝑀
∑ 𝐻(𝑇 − 𝑠𝑖𝑐)𝑀

𝑖=1                               (3.32) 

where 𝑇 is the threshold; K is the number of searches for non-enrolled images; M is 

the number of searches for enrolled images; 𝑠𝑖1 is the score from first rank in ith search; 

𝑠𝑖𝑐 is the score of the true class from ith search; H is the unit step function; and N is the 

number of enrolled subjects. The equal error rate (EER) corresponding to these two 

identification rates are also presented. 

(i) Comparative Performance Evaluation 

Since any effective method for 3D finger knuckle feature description is yet to be 

developed, we selected the state-of-the-art 3D feature description method, which was 

originally designed for extracting 3D palm features, as the baselines for comparisons. 

Two selected methods (Surface Code [30] and Binary Shape [31]) have shown to be 

quite effective/accurate for extracting valley and ridge patterns from related hand 

biometrics. Since both baseline methods require depth images for feature extraction, 

depth images are computed using Frankot Chellappa approach [21] for achieving the 

best possible performance. Figure 3.12 shows the comparative experimental results 

using our surface gradient derivatives method (EER=9.6%), Surface Code 

(EER=10.2%) and Binary Shape (EER=10.5%). It can be observed from these results 

that our approach can significantly outperform both of these baselines.  
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(a)                                                                 (b)                                                                      

 

                                                                 (c)       

Fig. 3.12. Comparative experimental results using 3D features on 3D Finger 

Knuckle Database: (a) ROC; (b) CMC; (c) FNIR versus FPIR. 

 

We also comparatively evaluated the computational complexity for our proposed 

approach with the Surface Code [30] and Binary Shape [31] approach. In order to fairly 

ascertain the computational complexity with these competing methods, we ensure that 

the computational time required for the depth integration and feature extraction is 

separately illustrated for systematic inspection. In order to ensure consistency and 

fairness in these comparisons, same pixel resolution of (70 × 100) was used for both 

the surface normal vector images and the depth images. The experiments were 

performed on a machine with Intel Core i7-6700HQ (2.60GHz) using MATLAB 2017b, 

Windows 10. Table 3.2 presents the computational time per sample for each of the 
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considered methods. Frankot Chellappa approach [21] was employed for the 

reconstruction using the depth integration. Respective depth images form the input for 

the feature extraction step as detailed in [30, 31], while surface normal vector images 

form the inputs for our method. It can be observed that extracting features using 

Surface Code requires the longest computational time since this method requires 

demanding computation of curvature and shape index values. Extracting features using 

our method is the fastest because only simple gradient computations are required. 

Since our approach bypasses the complex process for the depth integration, the total 

time required for our approach has further outperformed the baseline methods. It is 

therefore reasonable to expect that the matching time using the Binary Shape features 

will be smaller than those from our method since there is only one (bit) binary template. 

Significantly higher matching performance in Figure 3.12, both for the open and close-

set performance evaluation, can justify the effectiveness of our approach over the 

Binary Shape feature method. 

 

Table 3.2. Comparative computational time (in ms). 

 Surface Normal 

Estimation 

Depth  

Integration 

Feature  

Extraction 
Total 

Surface Code 

[30] 
0.72 

0.57 2.8 4.1 

Binary Shape 

[31] 

0.72 0.57 0.86 2.2 

Ours 0.72 / 0.58 1.3 

 

Multiple 2D finger knuckle images acquired under single illumination are 

employed for recovering the 3D finger knuckle images. These 2D images, although 

noisy with partial illumination, can also be themselves be employed to simultaneously 

improve the performance. Reference [20] has shown to offer superior performance 

over state-of-the-art feature descriptors using 2D hand images. It is a promising 

baseline method for evaluating the best possible performance from such 

simultaneously made available 2D finger knuckle images. We employed the 
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implementation publicly available in [20] and optimized the parameters for our 

segmented finger knuckle images.  

Simultaneous use of such noisy 2D finger knuckle images resulted in 630 (105 × 

6) genuine scores and 65520 (105 × 6 × 104) imposter scores. The comparative 

performances using these competing methods can be observed from the ROCs 

presented in Figure 3.13. The DoN [20] (EER=10.2%) feature descriptor outperforms 

Fast-RLOC [31] (EER=10.5%) and Fast-CompCode [31] (EER=11.6%) for matching 

2D finger knuckle images. 

      

       (a)                                                               (b)                                                                      

 

                                                             (c)       

Fig. 3.13. Comparative experimental results using 2D features on 3D Finger 

Knuckle Database: (a) ROC; (b) CMC; (c) FNIR versus FPIR. 

Combination of simultaneously acquired 3D finger knuckle images and 2D 

knuckle images can be used to further improve the matching accuracy, which may not 
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be possible by either of these two modalities alone. Therefore, we also performed such 

experiments to combine match scores, from 3D and 2D finger knuckle images, using 

the score level combination. Figure 3.14 illustrates the results from such combination 

(EER=8.7%), using our proposed method of 3D finger knuckle matching (EER=9.6%) 

and the best 2D performing finger knuckle matching method using DoN (EER=10.2%). 

Figure 3.15 illustrates the distribution of 3D and 2D finger knuckle matching scores. 

It can be observed that in either dimension, it is difficult to separate the genuine scores 

from the imposter scores. In addition, separating the scores in two classes of 2D 

matching scores is more difficult than separating those from the 3D matching scores. 

However, while combining the scores from both dimensions, the task of separating the 

genuine scores from the imposter scores becomes relatively easier. 

      

         (a)                                                              (b)                                                                    

 

                                                             (c)       

Fig. 3.14. Comparative experimental results using both 2D and 3D features on 

3D Finger Knuckle Database: (a) ROC; (b) CMC; (c) FNIR versus FPIR. 
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Fig. 3.15. Distribution of normalized 2D and 3D matching scores. 

 

(ii) Detecting Spoof Attacks 

The use of 3D finger knuckle based identification can offer additional advantage 

of safeguarding integrity of finger knuckle biometric systems from fraudulent or 

printed spoof knuckle samples. We performed experiments to ascertain the 

vulnerability of 2D finger knuckle based biometric systems by simulating print attacks 

from real subjects as detailed in the following. Firstly, a set of gallery images are 

acquired. Then, intermediate images are acquired in another session (at least two 

months) from the respective subjects. These intermediate images are printed as 

photographs. These printed photographs of finger knuckle images are used for the 

presentation attacks. During these attacks, it is ensured that the photographs are 

presented with best possible distance, from the image sensor, to generate images with 

similar or same scale. Figure 3.16 illustrates sample 2D and 3D images generated from 

such presentation attacks using a printed photograph to the system. The probe images 

were compared with their respective gallery images. The 2D matching scores are 

computed using the best performing or the DoN [20] approach. The 3D matching 

scores are computed using the proposed surface gradient derivatives approach. The 

decision thresholds corresponding to the respective EERs were automatically chosen 
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for the experiments. These experimental results are summarized in Table 3.3. When 

only 2D information are used, 9 out of 10 samples can bypass the system, which 

implies that the fake identities corresponding to the presentation attacks cannot be 

detected. It can also be observed from this table that when only 3D information is used, 

none of the presented samples can bypass the system, enabling the detection of fake 

identifies to protect integrity of the system. When both the 2D and 3D information is 

incorporated, the results are the same as those from only using the 3D information. 

Unlike fraudulent/covert acquisition of 2D finger knuckle photographs, acquisition of 

3D finger knuckle patterns is extremely difficult as it requires the user to intentionally 

present his/her finger under a complex 3D imaging system. In summary, our 

experiments indicate that 3D finger knuckle based biometric system offers 

significantly enhanced security to protect the integrity of system from the fake or 

fraudulent finger knuckle samples. 

 

      

  (a)                                                 (b)                                                                           

 

                                                              (c) 

Fig. 3.16. Sample images from presented photograph to the system: (a) acquired 

image; (b) resulting 2D image and (c) resulting 3D depth image for the matching. 
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Table 3.3.  Dissimilarity scores from the spoof experiments 

Subject ID 2D Matching Score [0,3] 

(Threshold = 1.1845) 

3D Matching Score [0,1] 

(Threshold = 0.5381) 

2D+3D Fusion Score [0,1] 

(Threshold = 0.5884) 

Score Result Score Result Score Result 

1 0.9146 accept 0.6729 reject 0.6603 reject 

2 0.9771 accept 0.7082 reject 0.6969 reject 

3 0.7199 accept 0.7285 reject 0.6788 reject 

4 0.9966 accept 0.7047 reject 0.6967 reject 

5 1.2088 reject 0.7194 reject 0.7367 reject 

6 1.1189 accept 0.6750 reject 0.6892 reject 

7 1.0451 accept 0.6968 reject 0.6968 reject 

8 0.9618 accept 0.7129 reject 0.6986 reject 

9 1.0160 accept 0.7050 reject 0.6995 reject 

10 0.7707 accept 0.6771 reject 0.6444 reject 

 

3.5.2 Other Experimental Results 

This section details the additional experiments using publicly available 3D 

palmprint and 3D fingerprint databases to further ascertain effectiveness of our 3D 

feature matching approach detailed in section 3.3.4 (ii). The 3D palmprint database 

provided from [30] contains 1770 palmprint images from 177 different subjects in two 

sessions. There are five 3D images for each subject per session. We have evaluated our 

proposed method using all images. First session images are used as training sets while 

second session images are used as testing sets, which results in 885 (177 × 5) genuine 

and 155760 (177 × 176 ×5) imposter matching scores. To account for the translation 

variations in this database, the templates are shifted with vertical and horizontal 
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translations. The minimum score is considered as the final score. For the open set 

evaluation on the performance of identification rates, 142 subjects (80%) are 

considered as enrolled users while the remaining 35 subjects (20%) are considered as 

unenrolled users. Since neither surface normal images or photometric stereo 2D 

images are available, we compute the surface normal images from the 3D images by 

using a simple gradient method. Our method is compared with the state-of-the-art 

method (Binary Shape) [31] on this database, which is also reported superior 

performance than Surface Code [30]. It can be observed that the Binary Shape method 

incorporates a masking procedure which is not provided in their implementation.  

However, the details are not clearly presented. In order to ensure fairness in 

comparison, the evaluation on both Binary Shape and our method are without masks. 

Comparative results in Figure 3.17 indicates that our surface gradient derivatives 

features (EER of 1.1%) can also offer outperforming results over the Binary Shape 

(EER of 2.0%) approach for the 3D palmprint matching. Furthermore, a template size 

of (128×128) with 1-bit is required for Binary Shape method, while only a template 

size of (64×64) with 2-bits is required for our method for obtaining the optimal 

performance. Therefore, our method also outperformed Binary Shape with much 

higher efficiency via the reduction of template sizes.  
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      (a)                                                               (b)                                                                              

 

                                                               (c)       

Fig. 3.17. Comparative experimental results using 3D features using contactless 

3D palmprint database: (a) ROC; (b) CMC; (c) FNIR versus FPIR. 

 

The surface gradient derivatives approach introduced in this work is quite 

effective for frequent concave and convex-like 3D patterns which generally exists in 

finger knuckle. However, the density of such concave and convex patterns is sparse 

and less pronounced in 3D palmprint images. Besides, the central region of 3D palm 

surface is largely concave. This can degrade the accuracy from our feature descriptor 

in encoding the palm line features. Therefore, our feature descriptor is expected to be 

less effective for encoding features from 3D palm surface then those from 3D finger 

knuckle patterns. In the 3D palmprint database, the surface normal information was 

computed from the noisy depth images which is another plausible reason for some 
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degradation in performance using the surface gradient derivatives features. Despite the 

above challenges, our proposed approach has still shown outperforming results for the 

contactless 3D palm database.   

Another public database from contactless 3D fingerprint is available from [16], 

[27] and was also attempted to ascertain comparative performance for matching 3D 

fingerprint surfaces. This database provides 1560 3D fingerprints, reconstructed using 

10920 2D fingerprint images, obtained from 260 clients. In order to fairly compare 

with the performance reported in [16], [27] for matching finger surface, the same 

evaluation protocol was adopted. Such matching of 3D finger surfaces from 240 clients, 

each with six images, resulted in 3600 (240×𝐶2
6) genuine and 1032480 (𝐶2

240×6×6) 

imposter matching scores. In order to account for the translation variations in this 

database, the templates were shifted with vertical and horizontal translations. The 

minimum score obtained from such shifting was considered as the final match score. 

For the open set evaluation on the performance of identification rates, 192 clients (80%) 

were considered as the enrolled users while remaining 48 subjects (20%) were 

considered as unenrolled users. Figure 3.18 illustrates the comparative experimental 

results, using the state-of-the-arts pixelwise feature descriptor (Finger Surface Code 

[27] with Frankot Chellappa approach [21]), which was also reported to be superior 

or outperforming in [27] than the Surface Code [30]. It can be observed from these 

results that the proposed surface gradient derivatives feature approach significantly 

outperforms the baseline results.  
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   (a)                                                              (b)                                                                              

 

                                                              (c)       

Fig. 3.18. Comparative experimental results for matching 3D finger surfaces 

using 3D Fingerprint Database: (a) ROC; (b) CMC; (c) FNIR versus FPIR 

 

It is well known that state-of-the-art feature descriptors for fingerprint images 

incorporate minutiae features. In this section, our experiments demonstrated that the 

use of proposed surface gradient derivatives features can achieve outperforming 

results over the state-of-the-art pixelwise feature descriptors. The use of surface 

singularities or non-pixelwise feature descriptors for matching 3D finger knuckle 

patterns is highly desirable in further extension of this work. 

3.6 Summary 

Currently available online finger knuckle identification systems only incorporate 
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discriminative 2D information for the user identification. This chapter has investigated 

the development of a 3D finger knuckle identification system and also introduced 3D 

finger knuckle images database, for the first time in the literature, for the further 

research.  Any direct application of existing 3D feature descriptors, like those 

developed for the 3D palmprint or 3D fingerprint identification, is not expected to 

recover most discriminative features from the 3D finger knuckle patterns. Therefore, 

the development of specialized feature descriptors is critical to realize full potential 

from 3D finger knuckle biometrics. The feature descriptor introduced in section 

3.3.4(ii) addresses such objective and has shown to offer outperforming results. One 

of the fundamental questions relating to any new biometric modality relates to its 

uniqueness, or individuality of the finger knuckle biometrics, which has not yet been 

studied in the literature. This chapter has attempted to address this problem by 

developing the individuality model for 3D finger knuckle patterns using the best 

performing feature descriptor.  

Despite the advantages from the 3D finger knuckle identification, the deployment 

of a 3D finger knuckle identification system is more complex than that of a 2D finger 

knuckle identification system. Such increase in complexity, over 2D systems, is largely 

due to the reconstruction or acquisition of 3D finger knuckle images. Among the 

existing 3D imaging technologies such as laser scanning, multi-view stereo, and 

structured lighting, our proposed new system adopted the photometric stereo approach 

due to its low cost, high quality imaging and simple deployment. This approach only 

requires a single fixed camera with at least three light sources, while more light sources 

may enhance the reconstruction accuracy. The key limitation of such approach lies in 

its sensitivity towards the ambient illumination. Therefore, efforts are required to 

appropriately position the camera, select and fix the illuminators, which reduce the 

adverse influence from ambient illumination during the imaging. Such shortcomings 
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are however worthy for the trade-off of more accurate recognition and anti-spoofing 

performance.  

Our work to systematically evaluate the potential from 3D finger knuckle patterns 

for the biometric identification has achieved promising results. A lot more work 

however needs to be done to realize full potential from this biometric identifier. 

Recovery of non-pixel-wise features or those based on the singularity of patterns, such 

as the minutiae features employed for matching fingerprints, is expected to be more 

effective (for higher accuracy and efficiency) than pixel-wise features and should be 

pursued in further extension of this work. Our attempts to achieve further performance 

improvement by incorporating popular deep learning based methods were not effective 

and their performance is limited by the size of training data which is the key challenge 

for 3D finger knuckle data employed in this work. The individuality model presented 

in this chapter has made assumptions on the mutual independence of match scores and 

has been justified as such model can provide theoretical upper limit on the performance 

expected from the 3D finger knuckle patterns. Incorporating interdependence of 

features, or the scores during feature extraction process, can provide more realistic 

estimates on the individuality and is suggested in the further extension of this work. 
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CHAPTER 4      

More Efficient 3D Finger Knuckle Comparison using 

Surface Key Points 

4.1 Background 

This chapter develops a new matching approach using surface key points extracted 

from 3D finger knuckle images for more efficient comparison of 3D finger knuckle 

feature templates. It can be observed that the conventional matching approach, 

attempting to compute the matching scores for all possible combinations of 

translational and rotational shifting, is computationally complex. Such approach also 

limits the overall recognition accuracy because computing the minimum scores from 

many attempts results in the shifting of the distribution of imposter matching scores 

towards the distribution of genuine matching scores. These issues on the finger 

knuckle recognition problem worth special attentions because of the nature of this 

biometrics. Since the finger knuckle area of interest is loosely defined, i.e. a sharp 

boundary for finger knuckle does not exist, almost all segmented finger knuckle 

images are largely misaligned with other images from the same subject. In order to 

match those genuine samples, a large degree of translational and rotational shifting is 

required. Therefore, a large number of matching attempts are required if the 

conventional matching approach is adopted, which results in severe effects on the 

degradations of efficiency and accuracy. Our matching approach utilize the 

discriminative feature points extracted from 3D finger knuckle images using parts of 

the surface gradient derivative computation introduced in [107]. Those key points 

provide promising clues for estimating the final shifting parameters, hence largely 

reducing the shifting parameter space for the trails. The effectiveness of our method is 
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evaluated from the comparative experimental results with the state-of-the-art method 

on a publicly available 3D finger knuckle database, with a matching time of 23 times 

faster and more accurate than the conventional approach.   

Since the conventional matching approach is widely employed in other similar 

biometric problems such as palmprint recognition, we further evaluate the 

effectiveness of our method on other 3D biometrics including 3D palmprint and 3D 

fingerprint. The comparative experimental results on two other publicly available 

databases of 3D palmprint and 3D fingerprints indicates that our method is 

generalizable and effective on other 3D biometrics. However, such performance 

improvement is not as significant as the 3D finger knuckle recognition problem, 

because our surface key points are extracted based on the 3D finger knuckle literature.  

The work introduced in this chapter has been published as [109].  

4.2 Proposed Methodology 

4.2.1 Problem Formulation 

This chapter attempts to address a sub-problem, matching a pair of finger knuckle 

templates, from the 3D finger knuckle recognition problem. To begin our discussion, 

we first formulate the matching problem as follows. The objective of this problem is 

to compute both the shifting parameters and the matching score resulted from the best 

shifting parameters. The matching score 𝑠  results from matching a pair of feature 

templates 𝑨 and 𝑩 with a dimension of 𝑚𝑖 × 𝑛𝑖 × 𝑐, where 𝑚𝑖 and 𝑛𝑖 are the spatial 

dimension of the image templates, 𝑐 is the channel dimension. In order to match these 

two templates, one effective way is to extract a smaller window with dimension 

𝑚𝑤 × 𝑛𝑤  from both original image templates, such that the matching window 𝑨′ is 

the center rectangular region of 𝑨, while the matching window 𝑩′ is obtained from the 
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center rectangular region of 𝑩 with translational and rotational shifts. The matching 

score 𝑠 between the pair of templates can be simply represented by a general matching 

function 𝑓: 

𝑠 = min
𝑡𝑥,𝑡𝑦,𝑟𝑑

𝑓(𝑨′, 𝑩′(𝑡𝑥, 𝑡𝑦, 𝑟𝑑)), 𝑡𝑥 ∈ [−𝑇𝑥, 𝑇𝑥], 𝑡𝑦 ∈ [−𝑇𝑦, 𝑇𝑦], 𝑟𝑑 ∈ [−𝑅𝑑, 𝑅𝑑]  (4.1) 

where 𝑡𝑥  is the translational shift parameter in horizontal direction; 𝑡𝑦 is the 

translational shift parameter in vertical direction; 𝑟𝑑 is the rotational shift parameter; 

𝑇𝑥  is the maximum number of pixels for the translational shift in horizontal 

direction; 𝑇𝑦 is the maximum number of pixels for the translational shift in vertical 

direction; 𝑅𝑑 is the maximum degrees for the rotational shift. The dimension of the 

matching window is constrained by the maximum number of pixels for the 

translational shift: 

𝑚𝑤 = 𝑚𝑖 − 2𝑇𝑦  , 𝑛𝑤 = 𝑛𝑖 − 2𝑇𝑥                                  (4.2) 

There are two implications from this equation. Firstly, if larger translational shifts 𝑇𝑥 

and 𝑇𝑦 are required to tolerate the misalignment from the segmented finger knuckle 

images, the dimension of the matching window must be smaller. Secondly, if a larger 

matching window is required to accommodate more finger knuckle features and 

information, the maximum number of pixels for the translational shifting must be 

smaller. This constraint equation can be visualized in Figure 4.1 showing a schematic 

diagram with the dimension of the image templates and matching windows.  
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Fig. 4.1. A schematic diagram with the dimension of the image templates, matching 

windows and the mask for finger knuckle key points detection. 

 

The conventional approach simply computes the matching scores using all the 

possible combination from the parameter space with a dimension of (2𝑇𝑥 +

1) × (2𝑇𝑦 + 1) × (2𝑅𝑑 + 1) . The parameter set {𝑡𝑥 , 𝑡𝑦 , 𝑟𝑑 } which produces the 

minimum dissimilarity score is considered as the final shifting parameter set and that 

score is considered as the final matching score.  

While increasing the number of matching attempts, this trial-and-error approach 

may produce smaller genuine matching scores on one side, but it may also produce 

smaller imposter matching scores on the other side. When the number of attempts is 

adequate for matching the genuine pairs, further increasing the number of attempts do 

not decrease the genuine matching scores but only decrease the imposter matching 

scores. As a result, the separation between the distribution of genuine matching scores 

and that of imposter matching scores decreases and the overall recognition accuracy 

drops. Therefore, excessive number of trial-and-error attempts decreases the 

recognition performance. More importantly, excessive number of trial-and-error 

attempts reduces the computational efficiency, i.e. the matching time is proportional 

to the number of trial-and-error attempts. 

In this chapter, we attempt to reduce the number of attempts, i.e. the parameter 

space, by wisely guessing the more likely shifting parameters from the clues of reliable 
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finger knuckle surface key points. The reduction of the number of attempts is expected 

to reduce the computational time as well as the overall recognition errors. 

4.2.2 Detection of Finger Knuckle Surface Key Points 

In order to effectively reduce the number of trial-and-error attempts, it is crucial to 

have a reliable finger knuckle key point detector. It is well known that key points 

detected from fingerprint, also known as fingerprint minutiae, are the key component 

for the success of fingerprint recognition methods [110]. Research on the investigation 

of using palmprint minutiae for improved recognition [111-112] are also emerging. It 

is motivated to investigate the use of finger knuckle minutiae for improved recognition. 

A study [113] attempted to derive finger knuckle minutiae for finger knuckle 

recognition. However, the effectiveness of this method has not been demonstrated 

from the recognition performance. Unlike fingerprint and palmprint, finger knuckle 

pattern is located right above the joint connecting the middle and proximal phalanges 

of fingers, which is in motion frequently. The finger knuckle pattern consists of 

irregular ridges and valley regions with varying thickness. Those effective minutiae 

features defined for fingerprint such as ridge ending and bifurcation may not be 

suitable for finger knuckle pattern. It is challenging to define robust finger knuckle 

minutiae for improved finger knuckle recognition.  

Since an effective finger knuckle minutiae definition has not yet been 

developed, we attempt to investigate the detection of reliable finger knuckle key points 

from the perspective of reliable feature representation. A recent 3D finger knuckle 

research [107] introduced a reliable feature descriptor, SGD, for 3D finger knuckle 

recognition. This feature descriptor employs the surface gradient derivative features 

and offers outperforming recognition performance. Therefore, it is reasonable to 

believe that the surface gradient derivative features are robust and discriminative for 
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the context of 3D finger knuckle. We attempted to define reliable finger knuckle key 

points from employing the surface gradient derivative features.  

Theoretically, surface gradient derivative features encode the concavity of a 

finger knuckle surface. For a pair of finger knuckle feature templates belonging to the 

same person, the feature templates are expected to be similar due to its similar surface 

pattern. However, it is difficult to locate a single pair of corresponding points from the 

feature templates because the imaging of finger knuckle pattern is usually distorted by 

various types of noises. Therefore, we attempt to locate a set of points from the region 

containing the most discriminative finger knuckle patterns, which is expected to be 

associated with the sharpest finger knuckle lines. Those lines may correspond to the 

most concave region, which can be obtained from the minimums from the surface 

gradient derivative computation.  

The surface gradients 𝑝  and 𝑞  can be computed from either the 3D surface 

normal images or the 3D depth images. If the unit surface normal vector for a pixel in 

the form of �̂� = [𝑛𝑥 , 𝑛𝑦 , 𝑛𝑧 ]
𝑇  is known, the surface gradients in horizonal and 

vertical directions 𝑝, 𝑞 can be computed as: 

𝑝 =  
𝑛𝑥

𝑛𝑧
   ,   𝑞 =  

𝑛𝑦

𝑛𝑧
                                              (4.3) 

On the other hand, if the finger knuckle depth surface 𝑧, described in terms of 

a function along 2D coordinates 𝑥 and 𝑦, is known:  

  𝑧 = 𝑔(𝑥, 𝑦)                                                 (4.4) 

The surface gradients 𝑝 , 𝑞  can also be computed as the gradient along 

horizontal and vertical directions respectively:  

 𝑝 =
𝜕𝑔(𝑥,𝑦)

𝜕𝑥
   ,   𝑞 =

𝜕𝑔(𝑥,𝑦)

𝜕𝑦
                                      (4.5) 

After obtaining the surface gradients, the derivatives of surface gradient 

variables 𝑝, 𝑞 are then computed as in the following:  
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𝜕𝑝

𝜕𝑥
=

𝜕2𝑔(𝑥,𝑦)

𝜕𝑥2
   ,   

𝜕𝑞

𝜕𝑦
=

𝜕2𝑔(𝑥,𝑦)

𝜕𝑦2
                                  (4.6) 

We present a general response function ℎ for the detection of finger knuckle 

key point with coordinate 𝑥, 𝑦. The finger knuckle key points detection problem can 

be formulated as follows: 

arg min
𝑥,𝑦

ℎ(𝑥, 𝑦)                                                  (4.7) 

Since we wish to locate a set of points from the region containing the most 

discriminative finger knuckle patterns, which correspond to the minimums from the 

surface gradient derivative features, we can assign the response function ℎ to be  
𝜕𝑝

𝜕𝑥
  

and  
𝜕𝑞

𝜕𝑦
 separately. Ideally, when assigning ℎ to be 

𝜕𝑝

𝜕𝑥
, the optimal solution is a point 

with coordinate (𝑢𝑥, 𝑣𝑥), so that this point can effectively correspond to the other point 

detected from another templates belonging to the same person. However, due to the 

presence of various noise in the reality, it is judicious to consider more key points for 

the proceeding to the matching attempts. When also assigning the response function ℎ 

to be 
𝜕𝑞

𝜕𝑦
  separately, the optimal solution produces another point with coordinate 

(𝑢𝑦, 𝑣𝑦). Similarly, we can also extract more key points from the second, third and 

fourth minimums and so on, to produce 𝑘𝑝  number of key points using 
𝜕𝑝

𝜕𝑥
  and 

𝜕𝑞

𝜕𝑦
 

separately. The set of finger knuckle key points can be represented as: 

{(𝑢𝑥
𝑗
, 𝑣𝑥

𝑗
) , (𝑢𝑦

𝑗
, 𝑣𝑦

𝑗
) | 𝑗 ∈ [1, 𝑘𝑝]}                                (4.8) 

From equation (4.2), since there is a limit for the maximum number of pixels 

for translational shifting, we can also constraint the region of detecting finger knuckle 

key points. For example, if a key point is detected at the left most pixel in template 𝑨 

while another key point is detected at the right most pixel in template 𝑩, the estimated 

translational shift to the right is approximately the width of the template, which must 

exceed the maximum number of pixels for translational shifting and is unnecessary to 
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include in the parameter space. Therefore, we attempt to constraint the key points 

falling in the center regions defined by a rectangular mask. Furthermore, the center 

region of the segmented finger knuckle images usually contains rich discriminative 

information. It is reasonable to detect key points from that region. The dimension of 

the rectangular mask is constrained by:  

|𝑚𝑚 − 1| ≤ 𝑇𝑦   ,   |𝑛𝑚 − 1| ≤ 𝑇𝑥                            (4.9) 

The relationship between the mask for finger knuckle key points detection and 

the maximum number of pixels for the translational shift can also be observed from 

Figure 4.1. This constraint will be further explained in the following subsection after 

the presentation of how to match a pair of templates using these key points. In order 

to illustrate the key points detection step, we present a pair of genuine image templates 

showing detected finger knuckle surface key points on SGD templates and 3D depth 

images in Figure 4.2. The red crosses represent the first minimum resulted from the 

response function ℎ =
𝜕𝑝

𝜕𝑥
, while the green crosses represent the second to the tenth 

minimums. Similarly, the blue crosses represent the first minimum resulted from the 

response function ℎ =
𝜕𝑞

𝜕𝑦
, while the yellow crosses represent the second to the tenth 

minimums. It can be observed that the red/blue points between these pair of templates 

corresponds to each other quite accurately, while the green/yellow points provide more 

tolerance for the inaccurate detection situations.  

 

 

 

 



 

88 

      

(a)                                                 (b)                                                                                  

 

                                                      (c)           

      

 (d)                                                 (e)                                                                                    

 

                                                            (f) 

Fig. 4.2. Pairs of genuine images showing detected finger knuckle surface 

key points on: (a)/(d) SGD feature templates of the horizontal direction; (b)/(e) SGD 

feature templates of the vertical direction; (c)/(f) 3D depth images. 
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4.2.3  Estimation of Translational Shifting Parameters 

The finger knuckle surface key points are detected from the method described in the 

last sub-section. This sub-section presents the process of estimating translational 

shifting parameters for matching a pair of finger knuckle templates from the key points. 

Suppose there are 𝑘𝑝 points extracted from using the two response functions 
𝜕𝑝

𝜕𝑥
 and 

𝜕𝑞

𝜕𝑦
 

separately, we attempt to match all 𝑘𝑝  points with each other for each response 

function separately, resulting in 2𝑘𝑝
2
 combinations. The set of possible combination 

for the translational shifting parameters are represented as follows: 

(𝑡𝑥
𝑗
, 𝑡𝑦

𝑗
) = {(𝑢𝑥

𝑗𝐴 − 𝑢𝑥
𝑗𝐵 , 𝑣𝑥

𝑗𝐴 − 𝑣𝑥
𝑗𝐵) , (𝑢𝑦

𝑗𝐴 − 𝑢𝑦
𝑗𝐵 , 𝑣𝑦

𝑗𝐴 − 𝑣𝑦
𝑗𝐵)}          (4.10) 

where𝑗 ∈ [1, 𝑘𝑝
2], 𝑗𝐴, 𝑗𝐵 ∈ [1, 𝑘𝑝]. Since some combinations from the key points may 

refer to the same translational shifting parameters, those duplicate parameters are 

automatically removed. The final number of matching attempts for translational 

shifting is generally much less than 2𝑘𝑝
2
. 

In order to further explain the constraint of the mask for the detection of finger 

knuckle surface key point in equation (4.9), we can consider the extreme cases. For 

example, if a key point is detected at the right most pixel within the mask in template 

𝑨, while another key point is detected at the left most pixel within the mask in template 

𝑩, the translational shifting parameter in horizontal direction will be 𝑛𝑚 − 1. Inversely, 

if a key point is detected at the left most pixel within the mask in template 𝑨, while 

another key point is detected at the right most pixel within the mask in template 𝑩, the 

shifting parameter will be 1 − 𝑛𝑚. From the constraint described in equation (4.9), any 

combination of translational shifting parameters in horizontal direction resulting from 

the key points within the mask must be within the respective parameter space, i.e. 

[−𝑇𝑥, 𝑇𝑥]. Similarly, any combination of translational shifting parameters in vertical 

direction resulting from the key points within the mask must be within the respective 
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parameter space, i.e. [−𝑇𝑦, 𝑇𝑦]. 

4.2.4  Two-stage Translational and Rotational Matching 

The finger knuckle key points are helpful for estimating the possible translational 

shifting parameters. However, it is difficult to estimate an accurate rotational shifting 

parameter. In order to address the two drawbacks described in the introduction section, 

we attempt to develop a two-stage translational and rotational matching approach. 

Since rotational misalignment is usually less severe than translational misalignment in 

segmented finger knuckle images, we can address the matching problem with 

translational attempts first, followed by rotational attempts. 

In the first stage, we assume there is no rotational misalignment between a pair 

of feature templates. These feature templates are matched by the parameter sets 

introduced in Section 4.2.3, which is generally much less than 2𝑘𝑝
2
. In the second 

stage, we select 𝑘𝑠 number of the translational shifting parameter sets (those obtaining 

minimum scores from 1st stage) from less than 2𝑘𝑝
2
  as candidates for the trials of 

rotational matching. Theses 𝑘𝑠  parameters are combined with all possible 

combinations of rotational shifting parameter, i.e. [−𝑅𝑑, 𝑅𝑑] . The estimation of 

translational shifting parameter reduce the number of trial-and-error attempts from 

(2𝑇𝑥 + 1) × (2𝑇𝑦 + 1) × (2𝑅𝑑 + 1)  to less than 2𝑘𝑝
2 × (2𝑅𝑑 + 1)  while the two-

stage translational and rotational matching approach further reduce the number of trial-

and-error attempts to  less than 2𝑘𝑝
2 + 𝑘𝑠 × (2𝑅𝑑 + 1)  where 𝑘𝑠  is much less than 

2𝑘𝑝
2
. Figure 4.3 shows a schematic diagram of the parameter space of the number of 

trial-and-error attempts in the dimension of translational and rotational domain. The 

red crosses refer to the trials of translational matching in stage 1, e.g. 10 attempts, 

while the green crosses/cuboid refer to the trials of rotational matching in stage 2, e.g. 

3×8 attempts. Algorithm 4.1 summarizes the procedure to match a pair of feature 
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templates. Line 2-5 computes 𝑘𝑝 key points for both feature templates A and B. Line 

6-13 computes the translational shifting parameter set. Line 14-15 refers to the first 

stage (translational) matching. Line 16-18 refers to the second stage (rotational) 

matching. 

 

 

Fig. 4.3. A schematic diagram showing the parameter space in the domain of 

translational and rotational shifting. 
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Algorithm 4.1. Matching a Pair of Feature Templates 

Input: A, B: a pair of feature templates; 

   𝑘𝑝: number of key points; 

   𝑘𝑠: number of the selected translational shifting parameters. 

Output:      s: final matching score. 

  1: procedure MATCH (A, B, 𝑘𝑝, 𝑘𝑠) 

  2:     for j = 1 → 𝑘𝑝 do 

  3:         (𝑢𝑥
𝑗
, 𝑣𝑥

𝑗
) ← arg min

𝑥,𝑦
ℎ𝑥(𝑥, 𝑦); 

  4:         (𝑢𝑦
𝑗

, 𝑣𝑦
𝑗
) ← arg min

𝑥,𝑦
ℎ𝑦(𝑥, 𝑦); 

  5:     end for 

  6:     for 𝑗𝐴 = 1 → 𝑘𝑝 do 

  7:         for 𝑗𝐵 = 1 → 𝑘𝑝 do 

  8:            (𝑡𝑥
𝑗
, 𝑡𝑦

𝑗
) ← {(𝑢𝑥

𝑗𝐴 − 𝑢𝑥
𝑗𝐵 , 𝑣𝑥

𝑗𝐴 − 𝑣𝑥
𝑗𝐵), (𝑢𝑦

𝑗𝐴 − 𝑢𝑦
𝑗𝐵 , 𝑣𝑦

𝑗𝐴 − 𝑣𝑦
𝑗𝐵)}; 

  9:         end for 

10:     end for 

11:     if any parameters (𝑡𝑥
𝑗
, 𝑡𝑦

𝑗
) are duplicated then 

12:         remove those parameters from the set; 

13:     end if 

14:     𝑟𝑑 ← 0;   (𝑟𝑑: rotational shift parameter) 

15:     match A and B using the translational shifting parameter set; 

16:     for all 𝑘𝑠 do 

17:       match A and B using the selected translational shifting parameters with all possible 

𝑟𝑑; 

18:     end for 

19:     s ← the minimum score among all matching attempts; 

20: end procedure 

 

4.3 Experiments and Results 

This section presents comparative experimental results from ablation studies and with 

state-of-the-art methods using publicly available databases. Although the focus of this 



 

93 

chapter is on 3D finger knuckle recognition, we also present additional experimental 

results using publicly available databases of similar 3D hand biometric patterns 

including 3D palmprint and 3D fingerprint, for demonstrating the potentials of our 

approach. We performed comprehensive experiments to ascertain the effectiveness for 

the verification and identification problems. These experimental results are presented 

using the receiver operating characteristics (ROC) curve with equal error rates (EER), 

and cumulative match characteristics (CMC) curve. Furthermore, since unregistered 

user may be identified as the enrolled users in deployed biometric systems, such open-

set identification is widely considered as the more challenging problem and therefore 

we also performed such evaluation in this work. These results are presented using False 

Negative Identification Rate (FNIR) versus False Positive Identification Rate (FPIR) 

curves.  

Since the proposed approach is developed for matching feature templates, we 

incorporate this approach with the state-of-the-art 3D finger knuckle feature descriptor 

[107]. This descriptor extracts the discriminative information from 3D finger knuckle 

surface normal images with the considerations of potential convex and concave 

regions corresponding to the irregular ridges and valley regions respectively.  

4.3.1 Evaluation with 3D Finger Knuckle Images 

The HKPolyU 3D finger knuckle images database [107] is currently the only publicly 

available dataset providing 3D finger knuckle images. This recently released database 

can be considered as a benchmark dataset for the evaluation of the performance of 3D 

finger knuckle recognition. This dataset provides 1410 forefinger images and 1410 

middle finger images from 130 subjects, while 105 subjects contain two-session 

images. Since this dataset is quite small, we acquire more images from another 98 

subjects. The combined dataset contains 2508 forefinger images and 2508 middle 
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finger images from 228 subjects, while 190 subjects contain two-session images. Six 

forefinger images and six middle finger images are available for each subject per 

session. For the evaluation in this chapter, we employ the forefinger knuckle images 

from the 190 subjects containing two-sessions images. A standard two-session 

evaluation protocol, which uses the first session images for the training and the second 

session images for the testing is adopted. This protocol generates 215460 (190×189×6) 

imposter matching scores and 1140 (190×6) genuine matching scores. As for the open-

set identification experiments, 152 subjects (80%) are considered as enrolled users 

while the remaining 38 subjects (20%) are considered as unenrolled users. 

This work also attempts to improve the segmentation of finger knuckle from the 

earlier work. One of the reliable finger knuckle segmentation method described in [107] 

employed a simple edge pixel counting mechanism. Despite this method produce 

acceptable segmentation performance, it fails for some challenging samples which 

limits the finger knuckle recognition performance. Therefore, we attempted to 

incorporate a popular deep learning method, Mask R-CNN [52] for improving the 

finger knuckle segmentation. We first prepare a training set using the remaining 38 

subjects containing only one-session images to ensure no overlapping for the training 

and testing sets for the Mask R-CNN. The ground truth masks are prepared by applying 

the original finger knuckle segmentation method. This method firstly computes the 

edge image from the original finger knuckle image, followed by counting the number 

of edge pixels within a fixed size sliding window. The sliding window is shifted 

vertically and horizontally along the image. The location where the maximum number 

of edge pixels within the sliding window is considered as the area of interest. Since 

this method may fail for some challenging samples, we inspect and remove those 

unsuccessful samples and utilize the remaining samples for training the Mask R-CNN 

with fine tuning from the COCO dataset [114]. This human inspection is only needed 
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for producing the ground truth mask for finger knuckle segmentation while other steps 

are completely automatic. The segmented 3D finger knuckle images are employed for 

all the experiments in this sub section. Such experimental results of this ablation study 

are presented in figure 4.4. 

 

 

Fig. 4.4. Comparative Experimental Results on the 3D Finger Knuckle Dataset 

for the Improved Segmentation Method. 

 

We begin our ablation studies by evaluating the effects of the two parameters, the 

number of key points 𝑘𝑝  and the number of the translational shifting parameter 

candidate 𝑘𝑠 , on both the recognition accuracy and efficiency. The recognition 

accuracy is represented by the EER from the ROC curves, while the efficiency is 

represented by the number of trial-and-error attempts as well as the average 

computational time required for matching a pair of templates. For the evaluation of the 

computational time, we perform our experiments on a machine with CPU Intel Core 

i7-6700HQ (2.60GHz) using MATLAB 2017b with Image Processing Toolbox, 

Windows 10. For our experiments, we adopt the following configurations: the 

maximum number of pixels for the translational shift in horizontal direction 𝑇𝑥  is 

25; the maximum number of pixels for the translational shift in vertical direction 𝑇𝑦 is 
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18; the maximum degrees for the rotational shift 𝑅𝑑 is 10. When evaluating the effect 

of 𝑘𝑝, we attempt to try all possible combination of rotations, results in ≤ 42𝑘𝑝
2
 trail-

and-error attempts. When evaluating the effect of 𝑘𝑠, we select the best 𝑘𝑝, i.e. 10, 

results in ≤ 200 + 21𝑘𝑠 trail-and-error attempts. Table 4.1 and Table 4.2 shows the 

comparative experimental results. The columns with the final selected parameters (𝑘𝑝: 

10; 𝑘𝑠: 20) are in bold, i.e. 10 surface key points are selected for the 3D finger knuckle 

recognition experiments. These results can also be visualized in figure 4.5. 

 

Table 4.1. Effect of 𝑘𝑝 on the recognition accuracy and efficiency 

𝑘𝑝 1 5 10 15 20  SGD (TPAMI20) 

EER (%) 16.01 3.53 2.71 3.04 3.10  3.29 

Number of Attempts ≤42 ≤1050 ≤4200 ≤9450 ≤16800  39627 

Computational Time (s) 0.07 0.14 0.32 0.42 0.59  2.85 

 

Table 4.2. Effect of 𝑘𝑠 on the recognition accuracy and efficiency 

𝑘𝑠 1 5 10 15 20 25 30 

EER (%) 3.34 2.91 2.76 2.70 2.67 2.69 2.70 

Number of Attempts ≤221 ≤305 ≤410 ≤515 ≤620 ≤725 ≤830 

Computational Time (s) 0.08 0.09 0.10 0.11 0.12 0.13 0.13 

 

 

                             (a)                                                            (b) 

Fig. 4.5. Effects of 𝑘𝑝 and 𝑘𝑠 on the Recognition Accuracy and Efficiency. 
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In the best of our knowledge, there are no further advancement on the widely 

employed conventional ‘bit-shifting’ approach for matching binary templates. 

Therefore, we fairly compare our approach with the currently best performing state-

of-the-art 3D finger knuckle recognition approach, SGD [107], with employing the 

conventional matching algorithm. It is worth noting that the SGD feature descriptor 

has been reported to be outperforming other two 3D hand biometric feature descriptors 

Surface Code [30] and Binary Shape [31]. Therefore, these two less competing 

methods are not selected as baselines for the systematic comparison in this chapter. We 

present the experimental results using the new dataset using two-session images from 

190 subject, while the finger knuckle images are segmented by Mask R-CNN method. 

𝑘𝑝 is set to be 10 and 𝑘𝑠 is set to be 20 for obtaining the best possible performance.   

Figure 4.6 shows the comparative experimental results using ROC curves, CMC 

curves and FNIR versus FPIR curves. It can be observed that our improvement on the 

matching approach enables slight improvement on the recognition accuracy. More 

importantly, our method enables a huge improvement on the efficiency, with the 

number of trail-and-error attempts is ≤620 while the original method requires 39627 

attempts, and the computational time is 0.12 seconds while the original method 

requires 2.85 seconds. 
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(a)                                                           (b) 

 

                                                              (c) 

Fig. 4.6. Comparative Experimental Results on the 3D Finger Knuckle Dataset: 

(a) ROC; (b) CMC; (c) FNIR versus FPIR. 

 

4.3.2 Evaluation with 3D Palmprint Images 

Although the focus of this thesis is on 3D finger knuckle recognition, we also evaluate 

the performance of our proposed approach on another similar 3D biometrics, i.e. 3D 

palmprint, for demonstrating the potential of our approach.  We employ the same 3D 

palmprint dataset as in [107], the HKPolyU Contact-free 3D/2D Hand Images 

Database Version 1.0 [30], containing two-sessions images from 177 subjects (each 

with five images per session), for the performance evaluation. Figure 4.7 (a)/(b) shows 

a pair of sample 3D depth images from the same subject. We also adopt the same 
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evaluation protocol using the first session images for the training and the second 

session images for the testing, which generates 885 (177 × 5) genuine and 155760 (177 

× 176 ×5) imposter matching scores. For the open-set identification experiments, 142 

subjects (80%) are considered as enrolled users while the remaining 35 subjects (20%) 

are considered as unenrolled users. 

 

      

  (a)                                     (b)                    

      

                                          (c)                                                (d) 

Fig. 4.7. Pairs of genuine 3D depth images from: (a)/(b) the HKPolyU Contact-free 

3D/2D Hand Images Database; (c)/(d) the HKPolyU 3D Fingerprint Images 

Database. 

 

For these 3D palmprint experiments, we compare our method with SGD [13], 

which is also reported to be outperforming another 3D hand biometric feature 

descriptors Binary Shape [31]. We further improve the reported experimental results 

in [107] by also considering the rotational shifting. For our approach and the SGD 

method, we adopt the following configurations: the maximum number of pixels for the 

translational shift in horizontal direction 𝑇𝑥 is 4; the maximum number of pixels for 

the translational shift in vertical direction 𝑇𝑦  is 4; the maximum degrees for the 
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rotational shift 𝑅𝑑 is 10. 𝑘𝑝 is set to be 20 and 𝑘𝑠 is set to be 15 for obtaining the best 

possible performance. 

Besides, we also compare our approach with another state-of-the-art 3D 

palmprint recognition method, using collaborative representation based framework 

with L2-norm regularizations (CR_L2) [44], which has reported superior performance. 

In order to fairly compare with this method, we first investigate the variations between 

the reported database [115] and the selected database. Since both databases provide 

3D depth images with the same resolution, it is reasonable to employ the same 

parameters provided along with CR_L2 [44], which is already optimized for the 

reported database [115]. 

Figure 4.8 shows the comparative experimental results using ROC curves, 

CMC curves and FNIR versus FPIR curves. It can be observed that our improvement 

on the matching approach also enables slight improvement on the recognition accuracy 

for 3D palmprint recognition, reflected by the EER of ROC curve for verification 

experiments and CMC for close-set identification experiments. 
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                                (a)                                                        (b)   

 

                                                              (c) 

Fig. 4.8. Comparative Experimental Results on the HKPolyU Contact-free 

3D/2D Hand Images Database: (a) ROC; (b) CMC; (c) FNIR versus FPIR. 

 

Furthermore, we compare the efficiency of our approach with the best 

performing approach, i.e. SGD with rotate. Table 4.3 shows such comparative 

experimental results using EER from the ROC curves, the number of trial-and-error 

attempts and the average computational time required for matching a pair of templates. 

Our method outperforms the baseline method with the number of trail-and-error 

attempts is ≤ 1115 while the baseline method requires 1701 attempts, and the 

computational time is 0.12 seconds while the baseline method requires 0.27 seconds. 

Since the 3D palmprint images from this dataset do not contain large translational 

variations as in the 3D finger knuckle images, the effectiveness of our method over the 

baseline method is less significant. 
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Table 4.3. Comparative Experimental Results on the HKPolyU Contact-free 

3D/2D Hand Images Database 

 SGD (TPAMI20) with rotate Ours 

EER (%) 0.88 0.82 

Number of Attempts 1701 ≤1115 

Computational Time (s) 0.27 0.12 

 

4.3.3 Evaluation with 3D Fingerprint Images 

Similar to Section 4.3.2, we also attempt to evaluate the performance of our proposed 

approach on another similar 3D biometric datasets, i.e. 3D fingerprint.  We also employ 

the same 3D fingerprint dataset as in [107], the HKPolyU 3D Fingerprint Images 

Database [16], with one-session images from 240 subjects (each with six images), for 

the performance evaluation. Figure 4.7 (c)/(d) shows a pair of sample 3D depth images 

from the same subject. We adopt the same standard evaluation protocol for one-session 

datasets, which is an all-to-all protocol. This protocol matches all images with all other 

images, which generates 3600 (240 × 𝐶2
6) genuine and 1032480 (𝐶2

240 × 6 ×6) imposter 

matching scores. For the open-set identification experiments, 192 subjects (80%) are 

considered as enrolled users while the remaining 48 subjects (20%) are considered as 

unenrolled users. 

For these 3D fingerprint experiments, we compare our method with SGD [107], 

which is also reported to be outperforming another pixelwise 3D fingerprint feature 

descriptors Finger Surface Code [27]. We further improve the reported experimental 

results in [107] by also considering down sampling by half. The original configurations 

are as follows: the maximum number of pixels for the translational shift in horizontal 

direction 𝑇𝑥 is 63; the maximum number of pixels for the translational shift in vertical 

direction 𝑇𝑦  is 44. For the down sampled version, we adopt the following 
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configurations: the maximum number of pixels for the translational shift in horizontal 

direction 𝑇𝑥 is 32; the maximum number of pixels for the translational shift in vertical 

direction 𝑇𝑦 is 22. 𝑘𝑝 is set to be 64 for obtaining the best possible performance. 

Figure 4.9 shows the comparative experimental results using ROC curves, 

CMC curves and FNIR versus FPIR curves. It can be observed that the down sampling 

is helpful for the recognition accuracy. Besides, it can be observed that our proposed 

approach produces comparable recognition accuracy for this 3D fingerprint 

recognition experiment.  

 

                                    (a)                                                            (b)  

 

                                                                    (c) 

Fig. 4.9. Comparative Experimental Results on the HKPolyU 3D Fingerprint Images 

Database: (a) ROC; (b) CMC; (c) FNIR versus FPIR. 

Furthermore, we compare the efficiency of our approach with the best 

performing approach, i.e. SGD with down sampling.  Table 4.4 shows such 
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comparative experimental results using EER from the ROC curves, the number of trial-

and-error attempts and the average computational time required for matching a pair of 

templates. It seems that a greater number of attempts are required for our method. In 

fact, the actual number of attempts is much less than 4096, and even much less than 

2925 when comparing to the baseline condition with all possible trial-and-error 

attempts, because most translational shifting parameter sets are duplicated. Therefore, 

less computational time can be observed from the experimental results (0.11 versus 

0.27 seconds). Since the surface gradient derivative features employed is most 

effective for 3D finger knuckle patterns, while minutiae features are expected to be the 

most effective for 3D fingerprint, it is not surprising that the effectiveness of our 

method over the state-of-the-art baseline is less significant.   

Table 4.4. Comparative Experimental Results on the HKPolyU 3D 

Fingerprint Images Database 

 SGD (TPAMI20) with down sampling Ours 

EER (%) 4.25 4.25 

Number of Attempts 2925 ≤4096 

Computational Time (s) 0.27 0.11 

4.4 Summary 

This chapter introduces a new matching approach for improving 3D finger knuckle 

recognition. Experimental results presented in this chapter on publicly available 3D 

hand biometric databases indicate that the proposed approach can significantly 

improve the matching time, also the matching accuracy to a varying degree. This 

method is simple, theoretically justified, generalizable and can be easily integrated 

with other existing methods. Our approach firstly detects several key points using the 

reliable surface gradient derivative features extracted from 3D finger knuckle surfaces. 

Since those features have been shown to be discriminative for 3D finger knuckle 
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recognition, it is judicious to employ those features for the detection of reliable key 

points. We further utilize the finger knuckle key points and develop a two-stage 

matching approach to match the templates accurately and efficiently. The effectiveness 

of our method is validated from our experimental results using three publicly available 

3D biometric datasets including 3D finger knuckle pattern, 3D palmprint and 3D 

fingerprint. While comparing with the current state-of-the-art method, our approach 

outperforms the original methods by largely enhancing the computational efficiency 

and slightly improving the recognition accuracy. These diversified experimental 

results also suggest the generalizability of our proposed method. Our improvement on 

the matching problem can also be easily integrated with many existing methods using 

the trivial trial-and error matching approach. In the best of our knowledge, it is the first 

time to study on the improvement of matching binary templates by using key points, 

we employ the objective function using surface gradient derivative features. Those 3D 

images without sharp valley positions may result in less accurate detection of surface 

key points (shown in figure 4.10). Reference [116] introduces an interesting approach 

on finger knuckle recognition and incorporated a deep matching approach [117] which 

detect points correspondence between a pair of images. While the focus of this chapter 

is to develop an interpretable, training free and more efficient approach, the 

development of more advanced methods for detecting more reliable key points, 

possibly with interpretable deep learning models, is also a part of further work in this 

area. 
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                            (a)                                                  (b) 

 

(c) 

Fig. 4.10. (a)-(c) Sample Images with Degraded Accuracy for the Detection of 

Surface Key Points. 
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CHAPTER 5      

More Accurate Feature Representation and Similarity 

Functions for 3D Finger Knuckle Recognition 

5.1 Background 

This chapter introduces a new feature representation approach for accurately encoding 

3D finger knuckle surface patterns. The proposed approach utilizes an insight in 3D 

geometry that, for a pair of neighboring surface normal vectors, the distance between 

their heads is shorter than the distance between their tails if the surface is concave. In 

contrast, the distance between their heads is longer than the distance between their tails 

if the surface is convex. Therefore, we can distinguish whether a local shape is convex 

or concave along a specified direction and encode the curvature information as binary 

templates of preferable sizes for further comparisons. The size of this feature 

representation can be scalable, depending on the number of considered directions in 

respective applications, e.g. horizontal, vertical, diagonal or even arbitrary directions. 

For the problem addressed in this chapter, we fix the number of considered directions 

to be four, i.e. horizontal, vertical, and two diagonal directions. 

This chapter also addresses another critical problem, i.e. what is the best similarity 

function for matching binary templates. When computing the similarity between a pair 

of binary templates, it is a common approach to compute the averages of pixelwise 

outcomes from exclusive-or operators, i.e. Hamming distance, which is adopted as one 

of the most reliable computations by many state-of-the-art feature descriptors in 

biometrics [27, 31, 56]. However, this approach lies on an assumption that the two 

encodings for a pixel, e.g. zero and one, are equally important so that matching a pair 

of zero-pixels and a pair of one-pixels produce the same outcome, i.e. zero. However, 
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this assumption may not be true, especially for palmprint and finger knuckle features. 

For example, a research [106] on palmprint and finger knuckle recognition developed 

a binary feature descriptor for encoding line and non-lines regions. It is shown that 

despite both regions provide helpful information for discriminating identities, a pair of 

one-pixels (lines regions) indicates a higher confidence for similarity than a pair of 

zero-pixels (non-lines regions). Another research [107] on finger knuckle recognition 

introduced a similarity function accommodating two-bits per pixel per feature template 

with the considerations of partially similar when matching a pair of zero-pixels. 

However, these methods either require an extensive parameter tuning procedure or 

cannot adapt to other feature descriptors, which limits their generalizability and 

scalability to feature template with larger sizes, e.g. four-bits per pixel. Therefore, we 

develop a new method for computing the similarity function from the probability mass 

distributions of the encoded feature space (i.e. frequencies observed in each of the 

possible feature values). Our proposed approach is scalable to binary templates with 

different sizes. 

The effectiveness of our proposed approach is validated on a publicly available 

database of 3D finger knuckle. Our approach outperforms the state-of-the-art methods 

significantly. In addition, we also demonstrate the generalizability of our approach by 

evaluating on other publicly available biometric datasets of similar patterns, i.e. 3D 

palmprint and finger vein. Our approach is generalizable to different biometrics. 

The work introduced in this chapter has been accepted as [118, 144]. 
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5.2 Proposed Methodology 

5.2.1 Feature Representation 

(i) Surface Normal Directions 

To begin with the introduction of this feature representation, figure 5.1 shows an 

illustration using a convex and a concave case with surface normal vectors in a cross-

sectional view in the smallest possible neighbourhood, i.e. 3 in a dimension. The black 

vectors represent the central vectors of the respective neighbourhood while the red 

vectors represent the neighbouring vectors. The dotted black vectors are in the same 

direction as the central vector for better visualization. The core idea to differentiate 

between the fundamental convex (corresponding to ridges) and concave 

(corresponding to valleys) cases are to consider whether the pair of neighbouring 

surface normal vectors are pointing inwards or outwards respective to the central 

surface normal vector. 

 

 

Fig. 5.1. Illustration of Surface Normal Direction Feature with a Convex and a 

Concave Case. 

Firstly, surface normal information of 3D hand biometrics can be obtained from 
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3D reconstruction using a photometric stereo approach. Figure 5.2(a) shows the 

surface normal vectors on a 3D finger knuckle surface. Surface normal vectors contain 

rich information and can be used to accurately describe the discriminative feature of a 

surface. After that, the surface normal vectors are transformed locally and the surface 

normal direction feature can be computed according to the core idea illustrated in 

figure 5.1. A pair of feature templates is matched by a specially designed matcher for 

obtaining the similarity score.  

 

  

                                 (a)                                                          (b) 

 

(c) 

Fig. 5.2. Illustration of: (a) surface normal vectors on a finger knuckle surface; (b) 

four directions and their respective backward and forward values; (c) the projection 

vectors for computing 𝑏3. 
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In order to consider whether the neighbouring surface normal vectors are pointing 

inwards or outwards, we can first transform the central surface normal vector of each 

neighbourhood of 𝑚 × 𝑚 pointing to the top view direction. For simplicity, we only 

consider 𝑚 to be 3. It is equivalent to consider a sliding window with size 𝑚 × 𝑚 on 

a surface normal vector image. For each sliding window, we have to find a 

transformation matrix so that the central surface normal vector in the window is 

transformed to be pointing the top direction, which is a trivial mathematical problem. 

Let 𝒏 be a unit 3D surface normal vector; 𝒕 = [0 0 1]𝑇 be the vector pointing the 

top direction; 𝑹 be a rotational matrix such that: 

𝒕 = 𝑹 𝒏                                                     (5.1) 

Let 𝒄 and 𝑑 be a cross product and a dot product of 𝒏 and 𝒕 respectively: 

𝒄 = 𝒏 × 𝒕 = [𝑐1 𝑐2 𝑐3]𝑇                                    (5.2) 

𝑑 = 𝒏 ∙ 𝒕                                                     (5.3) 

The rotational matrix R is computed as: 

𝑹 = 𝑰 + 𝑔(𝒄) + 𝑔(𝒄)2 1

𝑑+1
                                      (5.4) 

where 𝑰 is an identity matrix, 𝑔(𝒄) is the skew-symmetric cross-product matrix of 𝒄: 

𝑔(𝒄) = [
0 −𝑐3 𝑐2

𝑐3 0 −𝑐1

−𝑐2 𝑐1 0
]                                      (5.5) 

All the surface normal vectors in the sliding window are transformed by multiplying 

𝑹: 

𝑛𝑖,𝑗
′ = 𝑹 𝑛𝑖,𝑗                                                (5.6) 

where 𝑛𝑖,𝑗
′  is the transformed vectors, 𝑖, 𝑗 is the indexes representing one of the surface 

normal vectors in a sliding window. Figure 5.3 shows a graphical example of the 

transformation. After the transformation, the central surface normal vector must be 

pointing the top direction. If a larger neighbourhood is considered, each of the 

neighbouring surface normal vectors can also be transformed by multiplying the same 
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𝑹. 

     

                            (a)                                                             (b) 

Fig. 5.3. Surface normal vectors over a neighbourhood region of a pixel: (a) original; 

(b) transformed. 

 

The transformed surface normal vectors in a sliding window are used for 

computing a feature value, defined as the Surface Normal Direction feature, in each of 

the four possible directions. These four directions can be observed in figure 5.2(b). 

When considering a pair of neighbouring surface normal vectors in one direction, both 

vectors pointing inwards to the central vector represents a concave case. Similarly, 

both vectors pointing outwards from the central vector represents a convex case 

(illustrated in figure 5.1). The concave cases describe valley regions while the convex 

cases describe ridge regions. Let 𝑵  be a three-dimensional matrix with each entry 

representing the transformed surface normal vector in a region of 𝑚 × 𝑚, $ 𝑚 = 3. 

𝑵 = [

𝒏11 𝒏12 𝒏13

𝒏21 𝒏22 𝒏23

𝒏31 𝒏32 𝒏33

]                                         (5.7) 

where 𝒏𝑖𝑗 = [𝑛𝑖𝑗
𝑥 𝑛𝑖𝑗

𝑦
𝑛𝑖𝑗

𝑧 ]
𝑇
, 𝑖, 𝑗 ∈ {1,2,3}. Note that 𝒏22 = [0 0 1]𝑇 because of 

the transformation procedure. We firstly consider the horizontal direction as the first 
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direction. We define 𝑏1, 𝑓1 be a backward and a forward value for the first considered 

direction (horizontal) respectively. Figure 5.2(b) shows the four considered directions 

(horizontal, vertical and two diagonals) and their respective spatial location for the 

concerning backward and forward values. While the backward and forward values can 

be first computed from the transformed surface normal vectors, we can utilize those 

values for the computation of the final feature value. For the first considered direction 

(horizontal), only the horizontal dimension (x-dimension) in the surface normal 

vectors are considered for the computation. We directly obtain the backward and 

forward values of this direction as follows: 

𝑏1 = 𝑛21
𝑥    ,   𝑓1 = 𝑛23

𝑥                                          (5.8) 

Similarly, we define 𝑏2 , 𝑓2   be a backward and a forward value for the second 

considered direction (vertical) respectively. For this direction, only the vertical 

dimension (y-dimension) in the surface normal vectors are required for the 

computation: 

𝑏2 = 𝑛12
𝑦

   ,   𝑓2 = 𝑛32
𝑦

                                         (5.9) 

For the other two diagonal directions, both the horizontal dimension (x-dimension) 

and the vertical dimension (y-dimension) in the surface normal vectors are required 

for the computation. We first consider the direction from top left to bottom right. We 

define 𝑏3, 𝑓3 be a backward and a forward value for this diagonal direction respectively. 

In order to compute 𝑏3, 𝑓3, the projection vector on the diagonal direction is required. 

For example, consider the computation of 𝑏3 (illustrated in Figure 5.2(c)). Let 𝑎 be the 

shortest distance between the coordinate (𝑛11
𝑥 , 𝑛11

𝑦
) and the line 𝑦 = 𝑥, or 𝑥 − 𝑦 = 0. 

The distance 𝑎 is: 

𝑎 =
|𝑛11

𝑥 −𝑛11
𝑦

|

√1+1
                                                (5.10) 

The magnitude of 𝑏3  is: 
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|𝑏3| = √(𝑛11
𝑥 )2 + (𝑛11

𝑦
)2 − 𝑎2                                       (5.11) 

The sign of 𝑏3 is: 

𝑠𝑔𝑛(𝑏3) = 𝑠𝑔𝑛([𝑛11
𝑥 , 𝑛11

𝑦
] ∙ [1,1])                                       (5.12) 

where 𝑠𝑔𝑛 is a sign function. The last considered direction corresponding to 𝑏4, 𝑓4 is 

from the top right to the bottom left. We can compute these values similar as to 𝑏3, 𝑓3. 

 

(ii) Enhanced Surface Normal Directions 

The approach detailed in section 5.2.1 (i) is quite bulky and requires extensive 

computations, therefore, we develop a much simpler and scalable feature 

representation using insights from 3D geometry.  

To begin with, consider a pair of unit surface normal vectors, denoted as 𝑣1 

and 𝑣2. We utilize an insight in 3D geometry that, for a pair of neighboring surface 

normal vectors, the distance between their heads is shorter than the distance between 

their tails if the surface is concave. In contrast, the distance between their heads is 

longer than the distance between their tails if the surface is convex. Let the 3D 

coordinate of the tail of 𝑣1 to be (𝑥1
0, 𝑦1

0, 𝑧1
0) and the elements of 𝑣1 to be (𝑥1

1, 𝑦1
1, 𝑧1

1). 

Therefore, the 3D coordinate of the head of 𝑣1  is (𝑥1
0 + 𝑥1

1, 𝑦1
0 + 𝑦1

1, 𝑧1
0 + 𝑧1

1) . 

Similarly, let the 3D coordinate of the tail of 𝑣2 to be (𝑥2
0, 𝑦2

0, 𝑧2
0), the elements of 𝑣2 

to be (𝑥2
1, 𝑦2

1, 𝑧2
1), and the 3D coordinate of the head of 𝑣2 is (𝑥2

0 + 𝑥2
1, 𝑦2

0 + 𝑦2
1, 𝑧2

0 +

𝑧2
1). We first compute the distance between their tails as follows:  

𝑑0 = √(𝑥1
0 − 𝑥2

0)2 + (𝑦1
0 − 𝑦2

0)2 + (𝑧1
0 − 𝑧2

0)2                   (5.13) 

Next, the distance between their heads is computed as: 

𝑑1 = √
(𝑥1

0 + 𝑥1
1 − 𝑥2

0 − 𝑥2
1)2 + (𝑦1

0 + 𝑦1
1 − 𝑦2

0 − 𝑦2
1)2

+(𝑧1
0 + 𝑧1

1 − 𝑧2
0 − 𝑧2

1)2
                (5.14) 

These variables can be observed in the center part of Figure 5.4. In order to detect the 



 

115 

irregular finger knuckle lines, we can encode the corresponding condition, i.e. 

concave/valley regions, when the distance between their heads is shorter than the 

distance between their tails, i.e.  if 𝑑1 < 𝑑0 . Therefore, the feature value 𝑓  can be 

easily computed as: 

𝑓 = {
1   ,   𝑑1 < 𝑑0

0   ,   𝑑1 ≥ 𝑑0
                                                (5.15) 

 

 

Fig. 5.4. Overview of the key technical components. The hemispheres associated 

with surface normal vectors 𝑣1 and 𝑣2 represents the range of possible surface 

normal directions. The similarity function is represented by a matrix of size 16×16 

where each entry refers to a pixelwise similarity score for a possible matching case, 

displayed using a jet colour map. 

 

For a local region, we can iteratively consider a pair of neighboring surface 

normal vectors and compute the feature value 𝑓. For example, in each sliding window 

of size 3×3, taking the pair of surface normal vectors from the left and right can enable 

the computation of the feature value 𝑓 in horizontal directions, while taking the pair 

of surface normal vectors from the top and bottom can enable the computation of the 

feature value 𝑓 in vertical directions. For a 3D surface normal image, each considered 

direction constitute to one-bit binary feature image. Therefore, the final size of the 

Comparison Score

Feature Representation

Similarity Function

Feature Comparison



 

116 

feature template depends on the number of considered directions. This feature 

representation method can produce an arbitrary size of the feature template for further 

comparison. In our applications on 3D finger knuckle and 3D palmprint, we considered 

four directions, i.e. horizontal, vertical and both diagonal directions. This enhanced 

version of feature represenation will be evaluted in this chapter.  

5.2.2 Feature Matching using a Similarity Function  

This section presents a scientific approach for computing the similarity function for 

comparing a pair of binary feature templates. Our hypothesis is that, the encoding with 

lower density deserves more attention. For instance, when the binary encodings with 

one correspond to line regions of palmprint/finger knuckle patterns and the encodings 

with zero correspond to the non-line/background regions, line regions are usually less 

dense than non-line regions and the matching for a pair of one-pixels can result a higher 

confidence for similarity than the matching for a pair of zero-pixels. With such an 

insight, we attempt to model the similarity function with the considerations of densities 

of each of the encodings. Our approach attempts to compute the probability mass 

functions for three ideal situations: ideally random, ideally matched and ideally non-

matched; and utilizes these probabilities for computing the final similarity function.  

In our applications on 3D finger knuckle and 3D palmprint, we considered four 

directions, which constitutes to feature templates of size four-bits per pixel. In order to 

improve clarity for presenting this model, it is better to deliver the necessary 

components using a more simplified version. Therefore, in the analysis of this section, 

we select a state-of-the-art feature descriptor [107], which describe a 3D finger 

knuckle using a feature template with two-bits per pixel. The feature templates with 

size 𝛽 bits per pixel (𝛽 = 2) constitute to 2𝛽 (i.e. 4) possible feature representations, 

i.e. ‘00’, ‘01’, ‘10’, ‘11’. Let 𝑋  be a random variable for the 2𝛽   possible feature 
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representations and 𝑥𝑖𝑗 be the random values for 𝑋, 𝑖, 𝑗 ∈ {0,1}. The probability mass 

function of the random variable 𝑋 can be easily observed from the average occurrences 

of each possible feature representations in the training samples.  

𝒑𝑿(𝑥𝑖𝑗) = 𝑃(𝑋 = 𝑥𝑖𝑗)                                       (5.16) 

When matching a pair of templates 𝑨 and 𝑩, each with 𝛽-bits per pixel, there are 22𝛽 

(i.e. 16) possible matching cases for each pixel. Let 𝐴 and 𝐵 be the random variables 

for the four possible feature representations in templates 𝑨 and 𝑩 respectively, and 𝑎𝑖𝑗 

and 𝑏𝑖𝑗be the random values for 𝐴, 𝐵, 𝑖, 𝑗 ∈ {0,1}. We first consider the ideally random 

situation. Let  𝑅  be a random variable for the 22𝛽  possible matching cases when 

templates 𝑨  and 𝑩  are of random, and 𝑟𝑖𝑗𝑘𝑙  be the random values for 𝑅 , 𝑖, 𝑗, 𝑘, 𝑙 ∈

{0,1}. The probability mass function of the random variable 𝑅 can be computed as: 

𝒑𝑹(𝑟𝑖𝑗𝑘𝑙) =
𝒑𝑨(𝑎𝑖𝑗)×𝒑𝑩(𝑏𝑘𝑙)+𝒑𝑨(𝑎𝑘𝑙)×𝒑𝑩(𝑏𝑖𝑗)

2
                             (5.17) 

=
𝒑𝑿(𝑥𝑖𝑗)×𝒑𝑿(𝑥𝑘𝑙)+𝒑𝑿(𝑥𝑘𝑙)×𝒑𝑿(𝑥𝑖𝑗)

2
                             (5.18) 

= 𝒑𝑿(𝑥𝑖𝑗) × 𝒑𝑿(𝑥𝑘𝑙)                                            (5.19) 

Secondly, we consider the ideally matched situation, i.e. all feature 

representations between the two templates are the same. Let 𝑀 be a random variable 

for the 22𝛽 possible matching cases when templates 𝑨 and 𝑩 are ideally matched, and 

𝑚𝑖𝑗𝑘𝑙 be the random values for 𝑀, 𝑖, 𝑗, 𝑘, 𝑙 ∈ {0,1}. The probability mass function of 

the random variable 𝑀 is: 

   𝒑𝑴(𝑚𝑖𝑗𝑘𝑙) =
𝒑𝑨(𝑎𝑖𝑗)×𝑃(𝐵=𝑏𝑘𝑙|𝐴=𝑎𝑖𝑗 & 𝐴=𝐵)+𝒑𝑨(𝑎𝑘𝑙)×𝑃(𝐵=𝑏𝑖𝑗|𝐴=𝑏𝑘𝑙 & 𝐴=𝐵)

2
    (5.20) 

= {
1

2
(𝒑𝑨(𝑎𝑖𝑗) + 𝒑𝑨(𝑎𝑘𝑙)) , 𝑖𝑓 𝑖 = 𝑘 𝑎𝑛𝑑 𝑗 = 𝑙 

0 , 𝑒𝑙𝑠𝑒
                   (5.21) 

= {
𝒑𝑿(𝑥𝑖𝑗) , 𝑖𝑓 𝑖 = 𝑘 𝑎𝑛𝑑 𝑗 = 𝑙 

0 , 𝑒𝑙𝑠𝑒
                                          (5.22) 

Thirdly, we consider the ideally non-matched situation, i.e. all feature 
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representations between the two templates are different, while having the same 

distribution as 𝑝𝑋 . Let 𝑁  be a random variable for the 22𝛽  possible matching cases 

when templates 𝑨 and 𝑩 are ideally non-matched, and 𝑛𝑖𝑗𝑘𝑙 be the random value for 

𝑁, 𝑖, 𝑗, 𝑘, 𝑙 ∈ {0,1}. The probability mass function of the random variable 𝑁 is: 

 𝒑𝑵(𝑛𝑖𝑗𝑘𝑙) =
𝒑𝑨(𝑎𝑖𝑗)×𝑃(𝐵=𝑏𝑘𝑙|𝐴=𝑎𝑖𝑗 & 𝐴≠𝐵)+𝒑𝑨(𝑎𝑘𝑙)×𝑃(𝐵=𝑏𝑖𝑗|𝐴=𝑏𝑘𝑙 & 𝐴≠𝐵)

2
          (5.23) 

= {
0 , 𝑖𝑓 𝑖 = 𝑘 𝑎𝑛𝑑 𝑗 = 𝑙 

1

2
(𝒑𝑨(𝑎𝑖𝑗) ×

𝒑𝑩(𝑏𝑘𝑙)

1−𝒑𝑨(𝑎𝑖𝑗)
+ 𝒑𝑨(𝑎𝑘𝑙) ×

𝒑𝑩(𝑏𝑖𝑗)

1−𝒑𝑨(𝑎𝑘𝑙)
) , 𝑒𝑙𝑠𝑒

             (5.24) 

= {
0 , 𝑖𝑓 𝑖 = 𝑘 𝑎𝑛𝑑 𝑗 = 𝑙 

1

2
(𝒑𝑿(𝑥𝑖𝑗) ×

𝒑𝑿(𝑥𝑘𝑙)

1−𝒑𝑿(𝑥𝑖𝑗)
+ 𝒑𝑿(𝑥𝑘𝑙) ×

𝒑𝑿(𝑥𝑖𝑗)

1−𝒑𝑿(𝑥𝑘𝑙)
) , 𝑒𝑙𝑠𝑒

             (5.25) 

For a better visualization, We compute the probability mass functions of 𝑝𝑅, 𝑝𝑀 and 

𝑝𝑁  using the same training (gallery) feature templates as in [107] and such 

probabilities are shown in Figure 5.5.  

 

 

Fig. 5.5. Probability mass functions of three situations: ideally random, ideally 

matched and ideally non-matched. 

 

Next, we attempt to utilize these probabilities for computing the similarity 

function. Let 𝑈  be a random variable for the 22𝛽  possible matching cases when 

templates 𝑨  and 𝑩  are unknown, and 𝑢𝑖𝑗𝑘𝑙  be the random values for 𝑈 , 𝑖, 𝑗, 𝑘, 𝑙 ∈
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{0,1}. The probability mass function of the random variable 𝑈 can be computed from 

the average occurrences of each possible matching cases in the test samples. We 

attempted to split the computation of a similar score and a dissimilar score from 

respective clues in the probability mass functions, e.g. 𝑖 = 𝑘 & 𝑗 = 𝑙 as a group of 2𝛽 

(i.e. 4) elements for similarity while the remaining 22𝛽 − 2𝛽  (i.e. 12) elements as 

another group for dissimilarity.  

For the group of similarity, it can be observed in the ideally matched situation 

that 𝒑𝑴(𝑚1111) is much smaller than 𝒑𝑴(𝑚0000), which implies that if the unknown 

templates are from the same class, 𝒑𝑼(𝑢1111) is expected to be smaller than 𝒑𝑼(𝑢0000). 

Therefore, instead of considering the absolute masses from 𝒑𝑼(𝑢0000) , 𝒑𝑼(𝑢0101) , 

𝒑𝑼(𝑢1010) and 𝒑𝑼(𝑢1111) as the indication of similarity, it is reasonable to consider 

the relative masses with respect to 𝒑𝑴. The score for the group of similarity can be 

computed as follows: 

𝑠𝑠 =
1

2𝛽
∑ ∑

𝒑𝑼(𝑢𝑖𝑗𝑖𝑗)

𝒑𝑴(𝑚𝑖𝑗𝑖𝑗)

1
𝑗=0

1
𝑖=0                                     (5.26) 

Similarly, the score for the group of dissimilarity can also be computed as the relative 

masses with respect to 𝒑𝑵: 

𝑠𝑑 =
1

22𝛽−2𝛽
∑ ∑ ∑ ∑

𝒑𝑼(𝑢𝑖𝑗𝑘𝑙)

𝒑𝑵(𝑛𝑖𝑗𝑘𝑙)

1
𝑙=0,𝑙≠𝑗 𝑖𝑓 𝑘=𝑖

1
𝑘=0

1
𝑗=0

1
𝑖=0                (5.27) 

While adopting the convention that a score with a smaller value means more similar, 

the final score can be computed as a weighted sum of these two scores: 

𝑠 = {
−𝑠𝑠 + 𝑠𝑑 , 𝑖𝑓 𝑤𝑠 = 0 𝑎𝑛𝑑 𝑤𝑑 = 0

−𝑤𝑠 ∙ 𝑠𝑠 + 𝑤𝑑 ∙ 𝑠𝑑 , 𝑒𝑙𝑠𝑒
                            (5.28) 

where 𝑤𝑠 and 𝑤𝑑 are two scalars representing the weighting importance between the 

scores for the group of similarity 𝑠𝑠 and dissimilarity 𝑠𝑑. Intuitively, it is reasonable 

that the clues from the group of similarity, i.e. matching cases ‘0000’, ‘0101’, ‘1010’, 

‘1111’, weights more than the clues from the group of dissimilarity, i.e. remaining non-

matching cases. We attempt to estimate such weighting from the variances of each 
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group with the probability mass function 𝑝𝑅 when templates 𝑨 and 𝑩 are of random. 

It can be observed that the variance of 𝑝𝑅 from the group of similarity is larger than 

that of dissimilarity, which implies that the scores from the group of similarity is 

expected to have more dominant effect than the scores from the group of dissimilarity 

for the determination of whether a pair of templates is similar. In other words, the 

probability mass in the group of dissimilarity varies less significantly than the 

probability mass in the group of similarity. Therefore, we attempt to make use of those 

variances for estimating the respective weights: 

𝑤𝑠 =
1

2𝛽
∑ ∑ (𝒑𝑹(𝑟𝑖𝑗𝑖𝑗) − 𝒑𝑹̅̅̅̅ )21

𝑗=0
1
𝑖=0                              (5.29) 

𝑤𝑑 =
1

22𝛽−2𝛽
∑ ∑ ∑ ∑ (𝒑𝑹(𝑟𝑖𝑗𝑘𝑙) − 𝒑𝑹̅̅̅̅ )21

𝑙=0,𝑙≠𝑗 𝑖𝑓 𝑘=𝑖
1
𝑘=0

1
𝑗=0

1
𝑖=0         (5.30) 

In summary, the final score can be represented as: 

𝑠 = ∑ ∑ ∑ ∑
𝒑𝑼(𝑢𝑖𝑗𝑘𝑙)

−2𝛽𝑤𝑠∙𝒑𝑴(𝑛𝑖𝑗𝑘𝑙)+(22𝛽−2𝛽)𝑤𝑑∙𝒑𝑵(𝑛𝑖𝑗𝑘𝑙)
1
𝑙=0

1
𝑘=0

1
𝑗=0

1
𝑖=0           (5.31) 

If we implement the computations using equation (5.31), it is required to count the 

occurrence of all 22𝛽 possible matching cases, which is quite inefficient. Therefore, 

we further simplify the equation for more efficient computations. Let 𝑄 be the number 

of pixels in each template. Recall that the probability mass function of the random 

variable 𝑈 (the unknown situation), can be computed from the average occurrences of 

each possible matching cases in the test samples: 

𝒑𝑼(𝑢𝑖𝑗𝑘𝑙) = 𝑃(𝑈 = 𝑢𝑖𝑗𝑘𝑙)                                       (5.32) 

=
1

𝑄
∑ 𝒉𝒊𝒋𝒌𝒍(𝑨𝑞 , 𝑩𝑞)𝑄

𝑞=1                            (5.33) 

𝒉𝒊𝒋𝒌𝒍(𝑨𝑞 , 𝑩𝑞) = {
1 , 𝑖𝑓 (𝑨𝑞 = 𝑖𝑗) 𝑎𝑛𝑑 (𝑩𝑞 = 𝑘𝑙)

0 , 𝑒𝑙𝑠𝑒
                (5.34) 

Substituting equation (5.33) into (5.31), 

 𝑠 =
1

𝑄
∑ ∑ ∑ ∑ ∑

𝒉𝒊𝒋𝒌𝒍(𝑨𝑞,𝑩𝑞)

−2𝛽𝑤𝑠∙𝒑𝑴(𝑛𝑖𝑗𝑘𝑙)+(22𝛽−2𝛽)𝑤𝑑∙𝒑𝑵(𝑛𝑖𝑗𝑘𝑙)
1
𝑙=0

1
𝑘=0

1
𝑗=0

1
𝑖=0

𝑄
𝑞=1        (5.35) 

For each pixel, there is exactly one case among the 22𝛽  possible matching cases, 
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therefore this equation can be simplified as: 

𝑠 =
1

𝑄
∑

𝒉𝒊𝒋𝒌𝒍(𝑨𝑞,𝑩𝑞)

−2𝛽𝑤𝑠∙𝒑𝑴(𝑛𝑖𝑗𝑘𝑙)+(22𝛽−2𝛽)𝑤𝑑∙𝒑𝑵(𝑛𝑖𝑗𝑘𝑙)

𝑄
𝑞=1                   (5.36) 

where 𝑖𝑗 = 𝑨𝑞, 𝑘𝑙 = 𝑩𝑞. 

𝑠 =
1

𝑄
∑ 𝒉𝒊𝒋𝒌𝒍(𝑨𝑞 , 𝑩𝑞)𝑄

𝑞=1 ∙ 𝒗                                      (5.37) 

𝒗 =
1

−2𝛽𝑤𝑠∙𝒑𝑴(𝑛𝑖𝑗𝑘𝑙)+(22𝛽−2𝛽)𝑤𝑑∙𝒑𝑵(𝑛𝑖𝑗𝑘𝑙)
                       (5.38) 

Note that 𝒗  is a vector of length 22𝛽 , which can offer the same computational 

complexity as both Hamming distance and the partial similarity approach. In our 

applications on 3D finger knuckle and 3D palmprint, the number of elements of the 

similar matrix is 256 for the feature templates of size four-bits per pixel. In order to 

accommodate pose variations in the acquired images, best or the minimum of the 

match scores resulting from the rotational or translational shifting of the probe 

template can be employed and is also investigated in our experiments. 

5.3 Experiments and Results 

Our proposed approach outperforms the state-of-the-art methods significantly, which 

is demonstrated in a publicly available database of 3D finger knuckle. In addition, we 

also demonstrate the generalizability of our approach by evaluating on other publicly 

available biometric datasets of similar patterns including 3D palmprint and finger vein. 

This section presents those comparative experimental results with state-of-the-art 

methods using publicly available databases. In order to ascertain the effectiveness for 

the verification and identification problems, comprehensive experiments were 

performed and the experimental results are presented using the receiver operating 

characteristics (ROC) curve with equal error rates (EER), and cumulative match 

characteristics (CMC) curve. Moreover, in deployed biometric systems, probe samples 
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can also be acquired from unregistered users and may be incorrectly identified as 

enrolled users, therefore such open-set identification is widely considered as the more 

challenging problem. That evaluation was also performed in this chapter and the results 

are presented using False Negative Identification Rate (FNIR) versus False Positive 

Identification Rate (FPIR) curves. The experimental results are the evidence to validate 

the effectiveness, scalability and generalizability of the proposed approach. The 

feature images from respective databases are shown in Figure 5.6. 

 

    

     

    

     

                   (a)                                           (b)                                      (c)                                 (d)                                 (e) 

Fig. 5.6. Sample Feature Images Employed for the Experiments: (a)/(b) Four-bits 

Feature Images from two different human subjects in the HKPolyU 3D Finger 

Knuckle Images Database; (c)/(d) Four-bits Feature Images from two different 

human subjects in the HKPolyU Contact-free 3D/2D Hand Images Database; (e) 

One-bit Feature Images from Two subjects in the HKPolyU Finger Image Database. 
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5.3.1 Verification Validations using 3D Finger Knuckle Images  

The HKPolyU 3D finger knuckle images database [107] is currently the only publicly 

available dataset providing 3D finger knuckle images. This recently released database 

can be considered as a benchmark dataset for the evaluation of the performance of 3D 

finger knuckle recognition. This dataset provides 1410 forefinger images and 1410 

middle finger images from 130 subjects, while 105 subjects contain two-session 

images. Since this dataset is quite small, we acquired more images from another 98 

subjects. The combined dataset contains 2508 forefinger images and 2508 middle 

finger images from 228 subjects, while 190 subjects contain two-session images. Six 

forefinger images and six middle finger images are available for each subject per 

session. For the evaluation in this chapter, we employ the forefinger knuckle images 

from the 190 subjects containing two-sessions images. A standard two-session 

evaluation protocol, which uses the first session images for the training and the second 

session images for the testing is adopted. This protocol generates 215460 (190×189×6) 

imposter matching scores and 1140 (190×6) genuine matching scores. As for the open-

set identification experiments, 152 subjects (80%) are considered as enrolled users 

while the remaining 38 subjects (20%) are considered as unenrolled users. 

 In order to validate the outperforming recognition performance from our 

proposed approach, we fairly compare our approach with the currently best performing 

state-of-the-art 3D finger knuckle recognition approach, SGD [107] on this enlarged 

dataset. In addition, we also present comparative experimental results using other 

state-of-the-art methods which were originally designed for 3D palmprint recognition 

and can be applied on 3D finger knuckle recognition. These baseline methods includes 

collaborative representation based framework with L1-norm regularizations 

(CR_L1_DALM) [44], L2-norm regularizations (CR_L2) [44], Binary Shape [31] and 

Surface Code [30].  For CR_L1_DALM and CR_L2, we investigate the variations 
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between the reported database employed in [44] and the database employed in this 

chapter. The reported database contain square size images with 128 pixels, it is 

reasonable to resize and crop our images, without changing the aspect ratio, to be the 

same size as the images in the reported database, and employ the same parameters 

provided along with CR_L1_DALM and CR_L2, which is already optimized for their 

reported database. For Binary Shape, we have optimized the parameters for the kernel 

sizes. 

 Figure 5.7 shows the comparative experimental results using ROC curves, 

CMC curves and FNIR versus FPIR curves. It can be observed that our proposed 

approach significantly outperforms all state-of-the-art methods in all three verification, 

close-set identification and open-set identification scenarios.  

      

(a)                                                                (b)                                                                            

 

(c) 

Fig. 5.7. Comparative Experimental Results on the HKPolyU 3D Finger Knuckle 

Dataset: (a) ROC; (b) CMC; (c) FNIR versus FPIR. 
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5.3.2 Validations using 3D Palmprint Images 

While the study of 3D finger knuckle recognition is a research frontier, there is only 

one database currently publicly available. In order to strengthen the experimental 

evidence of the proposed approach, demonstrate the effectiveness and generalizability 

of the proposed method on other similar biometric problems, we also evaluate our 

method on another contactless 3D biometric database with similar surface patterns. 

The HKPolyU Contact-free 3D/2D Hand Images Database Version 1.0 [30] contains 

two-sessions images from 177 subjects (each with five images per session). All images 

are used for the performance evaluation. We also adopt a standard two-session 

evaluation protocol, which uses the first session images for the training and the second 

session images for the testing, which generates 885 (177 × 5) genuine and 155760 (177 

× 176 ×5) imposter matching scores. For the open-set identification experiments, 142 

subjects (80%) are considered as enrolled users while the remaining 35 subjects (20%) 

are considered as unenrolled users.  

Similar to experiments on 3D finger knuckle recognition, we compare our 

method with SGD [107], CR_L1_DALM [44], CR_L2 [44], Binary Shape [31] and 

Surface Code [30]. We further improve the reported experimental results of the best 

performing method (SGD) in [107] by also considering the rotational shifting, denoted 

as “SGD (TPAMI20) with rotate” to ensure fairness in the comparisons.  

Figure 5.8 shows the comparative experimental results using ROC curves, 

CMC curves and FNIR versus FPIR curves. It can be observed that our proposed 

approach achieved the state-of-the-art performance by outperforming all the baseline 

methods in all three verification, close-set identification and open-set identification 

scenarios. 
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   (a)                                                                (b)                                                                               

 

(c) 

Fig. 5.8. Comparative Experimental Results on the HKPolyU Contact-free 

3D/2D Hand Images Dataset: (a) ROC; (b) CMC; (c) FNIR versus FPIR. 

 

5.3.3 Supportive Evidence using Finger Vein Images 

Since binary templates are widely employed in other biometric applications, we also 

show that our proposed similarity function approach can be incorporated with a 

method based on binary templates for finger vein recognition. The HKPolyU Finger 

Image Database Version 1.0 [119] contains 1260 finger vein images acquired from 105 

subjects. Similar to previous experiments in the original reference and this chapter, we 

also adopt a standard two-session evaluation protocol as. This evaluation protocol 

consider the first session images from 105 subjects, each with six images as the 

training/gallery set, while the second session images as the testing set, resulted in 630 
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(105 × 6) genuine and 65520 (105 × 104 × 6) imposter matching scores. Since the 

image from this database is not 3D, our proposed feature representation using surface 

normal vectors is not applicable. Instead, we integrate our similarity model into the 

baseline method with the database, using Even Gabor with Morphological Operation 

[38] which describe a finger vein pattern using one-bit per pixel. While the baseline 

method employed Hamming distance as the similarity measure, we compare the 

effectiveness of our proposed similarity function against the widely employed 

Hamming distance measure.  

Figure 5.9 shows the comparative experimental results using ROC curves, 

CMC curves and FNIR versus FPIR curves. It can be observed that our proposed 

approach offers a noticeable performance improvement. Since the employed feature 

template is of size 1-bit per pixel, the advantage of our proposed similarity function is 

less obvious than applying on a feature template of larger size, e.g. four-bits per pixel 

as in the 3D finger knuckle and 3D palmprint recognition experiments. However, we 

show that without the need of parameter tuning, our proposed approach can 

automatically compute a better similarity function than the widely employed 

Hamming distance measure. 
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  (a)                                                         (b)                                                                               

 

(c) 

Fig. 5.9. Comparative Experimental Results on the HKPolyU 3D Finger 

Image Database: (a) ROC; (b) CMC; (c) FNIR versus FPIR. 

5.4 Summary 

This chapter introduces a new approach for accurately encoding the curvature features 

generated from the 3D finger knuckle surfaces and a method to automatically generate 

more effective similarity function based on the statistical distribution of the encoded 

feature space. The proposed feature representation utilizes an insight in 3D geometry 

that, for a pair of neighbouring surface normal vectors, the distance between their 

heads is shorter than the distance between their tails if the surface is concave. Therefore, 

we can distinguish whether a local shape is convex or concave along a specified 

direction and encode the curvature information as binary templates of preferable sizes 
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for further comparisons. When encoding the curvature feature in four directions, there 

will be ±22.5 degrees of tolerance to rotation. This feature representation is also 

expected to be robust to translation as such variations do not alter the surface curvature. 

This chapter also addresses another critical problem, i.e. what is the best 

similarity function for matching binary templates. When computing the similarity 

between a pair of binary templates, instead of employing the widely adopted Hamming 

distance approach which lies on an assumption that the binary encodings for a pixel 

are equally important, we compute a similarity function from the probability mass 

distributions of the encoded feature space (i.e. frequencies observed in each of the 

possible feature values). Our proposed approach is scalable to binary templates with 

different sizes. The effectiveness of our proposed approach is validated on a publicly 

available database of 3D finger knuckle. Our approach outperforms the state-of-the-

art methods significantly. In addition, we also demonstrate the generalizability of our 

approach by evaluating on other publicly available biometric datasets of similar 

patterns, i.e. 3D palmprint and finger vein. Our approach is generalizable to different 

biometrics. 

While providing a scientific and theoretical approach for this emerging 

biometric problem, it is also interesting to investigate the popular deep learning 

approaches, which have been actively developed for many applications while 

convolutional neural network (CNN) based methods are one of the leading state-of-

the-art in computer vision related tasks such as object recognition [51], instance 

segmentation [52] as well as biometric recognition [27, 56, 116]. However, such 

approaches require relatively a large amount of training data and hyper parameter 

tuning when comparing to the conventional mathematical approaches. Furthermore, 

such approaches are also susceptible to adversarial attacks [120-121]. In order to 

compare with such approaches on specific biometric problem, customized 
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development is required. For example, the success of a recent iris recognition research 

[56] requires the considerations of biometric aspects including the use of binary 

templates and the bit-shifting strategy for matching the templates. In this chapter, we 

focus on advancing the current state-of-the-art 3D finger knuckle and 3D palmprint 

recognition method from a mathematical perspective. The development of integrating 

theoretical concepts into interpretable deep learning models for learning structural 

patterns and similarities will be a promising future work in this area. In addition, if a 

finger sample is significantly deformed, the proposed feature descriptor may suffer. 

Such significant deformations are not considered in this work as we reasonably assume 

that a user has interest in biometrics-based access while presenting his/her 3D finger. 

Further research work is required to address such problems with large scale 3D finger 

knuckle databases that includes images from significantly deformed fingers. 
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CHAPTER 6      

Contactless 3D Finger Knuckle Recognition Using Deep 

Neural Networks 

6.1 Background 

This chapter introduces a new neural network approach based on collaborating features 

for more accurate contactless 3D finger knuckle identification. Our approach 

incorporates deep features from multiple scales to form a more reliable deep feature 

representation. Such collaborative feature representations are robustly matched using 

an efficient alignment scheme with a fully convolutional architecture to accommodate 

involuntary finger variations during the contactless imaging. Challenges posed due to 

the availability of very limited training samples are mitigated by incorporating transfer 

learning of generic image features from bottom layers of ResNet [51], which has been 

well trained on very large datasets for object recognition. Besides, the complexity of 

our biometric problems is less when comparing to generic object recognition problems, 

therefore a neutral network with less layers is expected to produce adequate 

performance, while excessive layers may induce more serious overfitting issues. Our 

framework therefore incorporates a compact network architecture to address the 3D 

finger knuckle identification problem. 

Contactless 3D finger knuckle patterns illustrate irregular ridges and valleys 

with varying sizes. Since convolution neural network based approach usually pools 

information from bottom layers to top layers and therefore the higher or top layers can 

illustrate the feature maps at lower scales which can also be more informative in 

discriminating 3D knuckle patterns at coarse level. Therefore, jointly utilizing the 

features from such multiple scales or layers can offer more discriminant feature 
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representation, for more accurate finger knuckle recognition, and is the key motivation 

of incorporating collaborative feature representation in our framework. Another 

difficulty for comparing finger knuckle images is to accommodate the frequently 

observed translational variations, which is more significant than those in other similar 

hand biometric identifiers such as palmprint and fingerprint because the region of 

interest in finger knuckle patterns lacks a well-defined boundary. Therefore, an 

efficient alignment scheme for the frequently observed translational changes is 

incorporated in our framework to generate more accurate matches between the 

registered images and the test images with significant/higher intra-class variations. 

Such arguments for the development of our framework are systematically and 

empirically validated during the ablation studies and can be observed along with the 

comparative experimental results. 

Although the focus of our work is on contactless 3D finger knuckle 

identification, we also demonstrate the generalizability of the proposed approach in 

other similar contactless hand-biometric identification problems and present 

comparative experimental results using publicly available contactless 3D palmprint, 

3D fingerprint and 2D finger knuckle databases. These outperforming experimental 

results are highly promising and validate the effectiveness of the proposed approach.  

The work introduced in this chapter has been accepted as [40].  

6.2 Proposed Methodology 

6.2.1 Pre-processing of 3D Finger Knuckle Images 

Figure 6.1 illustrates the key steps for preprocessing finger knuckle images. We first 

segment the finger knuckle area of interest (also known as finger knuckle detection), 

followed by 3D reconstruction and image rendering.  
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Fig. 6.1. Illustration of key steps for finger knuckle image pre-processing. 

 

One of the reliable finger knuckle segmentation method described in [107] employed 

a simple edge pixel counting mechanism. Despite this method produce acceptable 

segmentation performance, it fails for some challenging samples which limits the 

finger knuckle recognition performance. Therefore, similar to as in reference [147] 

which used Mask R-CNN [52] for iris segmentation, we also attempted to incorporate 

Mask R-CNN for finger knuckle segmentation. We first prepare a training set while the 

ground truth masks are prepared by applying the finger knuckle segmentation method 

detailed in [107]. This method first computes the edge image from the original finger 

knuckle image, followed by counting the number of edge pixels within a fixed size 

sliding window. The sliding window is shifted vertically and horizontally along the 

image. The location where the maximum number of edge pixels within the sliding 

window is considered as the area of interest. Since the original segmentation method 

may produce incorrectly segmented images, we manually remove those unsuccessful 

samples and utilize the remaining samples for generating the ground truth for the 

training of Mask R-CNN with fine tuning from the COCO dataset [114]. The 

effectiveness of improved segmentation for more accurate finger knuckle recognition 

will be verified by ablation studies. 

 Emerging research on the use of 3D information for finger knuckle recognition 

suggested that 3D information provides more and stable information due to its property 

of illumination invariant. Therefore, rather than using the 2D intensity images, we 

Finger Knuckle Segmentation 3D Reconstruction Illumination Invariant Image Rendering
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attempt to utilize the 3D information from finger knuckle patterns for biometric 

recognition. It is not the same as to normalize 2D intensity images, which does not 

incorporate 3D information. We found that using the normalized depth images as the 

network input degrades the recognition performance when compared to using the 

conventional 2D intensity images, probably because of the low contrast in the depth 

images. Therefore, we attempt to render artificial images from 3D finger knuckle 

images which is expected to be illumination invariant. We design a single directional 

light source at infinity and disable the specular reflections from the finger knuckle 

surface. Such rendered images can inherit the embedded 3D information as well as 

providing good contrast for the networks. Using the rendered images which embeds 

3D information helps finger knuckle recognition despite the existence of the 

reconstruction errors, which will be verified by ablation studies. Figure 6.2 shows the 

sample images for visualization. Those rendered images are used as inputs for training 

and testing the finger knuckle networks presented in the following section.  
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(a)                                  (b)                                                        

      

                                            (c)                                        (d) 

      

 (e)                                   (f)                                                        

      

                                              (g)                                         (h) 

Fig. 6.2. Sample Images for: (a)/(e) Intensity Image (2D); (b)/(f) Depth Image (3D); 

(c)/(g) Rendered Image (3D View); (d)/(h) Rendered Image (Top View). 

 

6.2.2 Finger Knuckle Networks (FKNet) 

In order to address the challenges of employing neural network approach for 3D finger 

knuckle recognition, we develop a new neural network from a popular network 

architecture, ResNet [51], which has been shown to offer excellent performance on a 

wide range of applications including object recognition and instance segmentation. 

The problem of lacking training samples can be mitigated from the transfer learning 
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of generic image features from bottom layers of ResNet, which has been well trained 

on large object recognition datasets. Using such weights also enable a promising 

initialization of the training process. However, if ResNet is directly applied to the 3D 

finger knuckle recognition problem, its performance is poor, while comparative 

experimental results will also be shown. Therefore, we attempted to investigate the 

useful component of ResNet and customize the networks for our application.  

Similar to the original reference [51], a building block of the residual structure 

is defined as 

𝒚 = 𝑓(𝒙, 𝒘, 𝑏) + 𝒙                                                 (6.1) 

where 𝑥 and 𝑦 is the input and output of the layer respectively, 𝑤 is the weights, 𝑏 is 

the bias and 𝑓  is a generic function. With our investigation, it is observed that an 

average pooling layer is located before the last classification layer. This layer is 

expected to serve the purpose of integrating high level spatial information to be an 

abstract feature vector. However, the spatial relationship of finger knuckle structural 

patterns can be helpful for the identification and therefore the operation of average 

pooling may cause the loss of such spatial relationship information and may not be 

necessary. 

Besides, a branch of deep learning methods incorporates convolution layers in 

a series manner and make use of the last layer to proceed for recognition tasks because 

the information in the last layer is expected to contain high level and abstract 

information from previous layers. However, it is also possible that fine feature 

information from bottom layers has not been incorporated to the upper coarse feature 

maps. Moreover, a series of convolution layers usually contains down sampling 

operations implemented by pooling layers. Discriminative finger knuckle features, e.g. 

irregular ridges and valleys patterns with different size and scales, may not be fully 

utilized. Therefore, we also attempted to utilize that information from different layers 



 

137 

corresponding to multi-scales feature maps. Collaborating that feature level 

information provides a more complete utilization of spatial information with different 

scales and such collaboration can offer significant performance improvement. The 

respective experiments were performed to show such improvement.  

Besides, the number of convolution layers required depends on the complexity 

of the problem being addressed, while excessive layers may induce more serious 

overfitting issues. Unlike object recognition problems requires the learning of high-

level abstract features, finger knuckle recognition requires the learning of the invariant 

structural patterns. Existing successful finger knuckle recognition methods utilizing 

hand-crafted features of low complexity, which may indicate that the discriminative 

information embedded in finger knuckles do not have a high degree of complexity. 

Therefore, we attempted to simplify the network by reducing the number of top 

convolution layers. We found that using the convolution layers of ResNet-50 up to 

Conv3_x is adequate for the contactless 3D finger knuckle recognition and such 

experimental results of this ablation study will be presented.  

With the above theoretical arguments, we defined the FKNet as follows:  

𝒑 = 𝑓4 [ 𝑓3 (𝑓2(𝑓1(𝑰))) + 𝑔2 (𝑓2(𝑓1(𝑰))) + 𝑔2(𝑓1(𝑰))]              (6.2) 

where 𝐼  is the input image, 𝑓1 , 𝑓2 , 𝑓3 , 𝑓4  are the functions corresponding to the 

convolution layers, 𝑔1 , 𝑔2  are the functions corresponding to the down sampling 

layers and 𝒑  is the output of the network with a dimension of 1 × 𝑁  and 𝑁  is the 

number of classes. When comparing with ResNet-50, our network enables less 

parameters and thus higher efficiency. Lastly, the output 𝒑 further processed with a 

softmax function: 

𝑝′𝑖 =
𝑒𝑝𝒊

∑ 𝑒𝑝𝒊𝑁
𝑖=1

   ,   𝑖 ∈ [1, 𝑁]                                     (6.3) 

The output vector 𝒑′  represents the probabilities of belonging to a class. During 

training, the cross-entropy loss is adopted: 
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𝐿 = − ∑ 𝑡𝑖log (𝑝′𝑖)
𝑁
𝑖=1    ,   𝑖 ∈ [1, 𝑁]                   (6.4) 

where 𝒕 is the ground truth label of the training samples. During testing, the probability 

vector 𝑝′ is considered as the similarity scores for a test image. When comparing to 

the hand crated approach, this network style enables quite efficient identification tasks 

because a probability vector for all classes can be generated at once.  

In summary, we develop a customized FKNet for more accurate comparison of 

3D finger knuckle images. Figure 6.3 shows the simplified network architecture of the 

proposed FKNet while Table 6.1 shows the layer configurations with an input image 

of size 48 × 80 and a total number of 190 classes. Down sampling is performed by 

Conv3_1 with a stride of 2. The configurations and building blocks of Conv1, Conv2_x 

and Conv3_x are also adopting a residual structure as in ResNet. 

 

 

 

Fig. 6.3. Simplified network architectures for FKNet: (a) Network Training; (b) 

Identification using Trained Network 
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Table 6.1: Layer configurations for the Contactless 3D Finger Knuckle Datasets 

During Training 

Layer Output Size Kernel Size 

Conv1 24 × 40 × 64 7 × 7, 64, stride 2 

Conv2_x 12 × 20 × 256 3 × 3 max pool, stride 2 

[
1 × 1, 64
3 × 3, 64

1 × 1, 256
] × 3 

Conv3_x 6 × 10 × 512 
[
1 × 1, 128
3 × 3, 128
1 × 1, 512

] × 4 

Conv4 1 × 1 × 190 6 × 10, 190, softmax 

 

 

 

6.2.3 Finger Knuckle Alignment and Comparison 

From the knowledge of comparing finger knuckle images using hand-crafted features, 

the alignment of feature templates by translations is a crucial step to ascertain the 

recognition performance. Although CNN based approach has some capability of 

tolerating translational shifting because the upper layers can aggregate information 

from lower layers with pooling layers, such approach only accommodates a limited 

degree of translational shifting. Since the area of interest of finger knuckle is loosely 

defined, a sharp boundary does not exist along the finger knuckle regions. Despite the 

accurate finger knuckle segmentation by Mask R-CNN, those segmented images from 

the same subject can still contain quite a large degree of translational variation of the 

finger knuckle patterns, which is challenging to CNN based approach. 

 Therefore, we attempted to introduce a new training and testing strategy 

incorporating an alignment scheme with neural network approach. During the training 

stage, we provide the rotational shifted versions of the sample images as the only data 
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augmentation. Those images are also cropped with a fixed smaller window located at 

the center of each image, which enables translational shifting operations in the testing 

stage. During the testing stage, we can present multiple translationally shifted versions 

of testing samples to the trained networks. This simple technique is denoted as the 

simple alignment scheme. For each presented test image, a vector representing the 

probability of the test image belonging to each class will be the output. While 

presenting the images of shifted versions to the classifier, a matrix containing the 

probability vectors will be the output of the network. We obtain the entire probability 

vector containing the maximum probability value among the matrix as the final output. 

Those values of the final probability vector are considered as the comparison scores 

between the test image and the enrolled classes.  

The major limitation of the simple alignment scheme lies in its bulky and 

inefficient computation of inputting many shifted versions of images. However, this 

issue can be addressed using a convolutional implementation of the sliding window 

approach, which was first suggested in the object detection literature [122]. The 

inputting of shifted versions of images can be considered as a typical sliding window 

approach, which can also be implemented using a fully convolutional approach. Figure 

6.3 shows a schematic diagram of this alignment scheme. During the training stage, 

the dimension of training images is 48 × 80 and those images are cropped from the 

images with original sizes of 64 × 96. The dimension of the input feature map before 

Conv4 is 6 × 10, which is reduced by 8 times. The Conv4 layer, together with softmax 

function, generates a probability vector of size 1 × 1 × 190. During the testing stage, 

instead of presenting multiple translationally shifted versions of the test samples to the 

trained network, we can present the testing images with the original size (64 × 96) 

directly to the networks because our networks are fully convolutional. Such 

configuration results in a size of 8 × 12 for the input feature map before Conv4. In this 
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case, the Conv4 layer, together with softmax function, generates 9 probability vectors 

of size 3 ×  3 ×  190. Similar to the simple alignment scheme, we obtain the entire 

probability vector of 190 classes containing the maximum probability value among the 

matrix as the final output. Furthermore, in order to precisely implement the sliding 

window approach containing all possible translationally shifted versions, we also 

present a combination of eight horizontally shifted and eight vertically shifted versions 

of the test samples to the trained network because the network will reduce the size of 

the input images by eight times. Again, we obtain the entire probability vector of 190 

classes containing the maximum probability value among the matrix as the final output. 

Those values of the final probability vector are considered as the final comparison 

scores between the test image and the enrolled classes. Algorithm 6.1 summarizes the 

procedures to match the test images using FKNet.  

Algorithm 6.1: Comparing Contactless 3D Finger Knuckle Test Images using FKNet 

 

Input: I: unknown image with dimension 𝑚 × 𝑛 (i.e. 64 × 96); 

s: down sampling factor of the network (i.e. 8); 

d: depth of the feature stack (i.e. 832); 

u, v: kernel size of Conv4 (i.e. 6 × 10) 

N: number of classes; 

 

Output: p’: final comparison scores 

  

1: Convolve I with the trained network to generate a feature stack of dimension 
𝑚

𝑠
×

𝑛

𝑠
× 𝑑; 

 

2: Compute the probability vectors of dimension (
𝑚

𝑠
− 𝑢 + 1) × (

𝑛

𝑠
− 𝑣 + 1) × 𝑁; 

 

3: Compute the maximum probability among all vectors; 

 

4: Compute the final comparison scores p’ using the probability vector containing the maximum probability. 

 

6.3 Experiments and Results 

In order to examine the performance of the proposed 3D finger knuckle recognition 
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framework, we present comparative experimental results using a publicly available 3D 

finger knuckle database. In addition, the effectiveness of our approach is also validated 

using two others larger 2D finger knuckle database, a 3D palmprint database and a 3D 

fingerprint database. Figure 6.4 shows some sample images of these datasets. We 

present the experimental results using receiver operating characteristics (ROC) curves 

for verification scenarios and cumulative match characteristics (CMC) curve for 

identification scenarios. State-of-the-art methods are selected as baselines for the 

performance comparisons.  

 

   

            (a)                        (b)                    (c)                     (d)                     (e) 

Fig. 6.4. Sample images from five employed databases: (a) HKPolyU 3D Finger 

Knuckle Images Database; (b) HKPolyU Contactless Finger Knuckle Images 

Database; (c) HKPolyU Contactless Hand Dorsal Images Database; (d) HKPolyU 

Contact-free 3D/2D Hand Images Database; (e) HKPolyU 3D Fingerprint Images 

Database. 

 

6.3.1 Evaluation with 3D Finger Knuckle Recognition 

The HKPolyU 3D Finger Knuckle Images Database [107] is a recently available 

benchmark two-session database with 2D and 3D finger knuckle images. It contains 

1410 forefinger images and 1410 middle finger images from 130 subjects, among them 
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105 subjects contain two-session images. Since the database is quite small, we 

attempted to expand the database by acquiring more images with 1098 forefinger 

images and 1098 middle finger images from 98 subjects. The new dataset contains 

2508 forefinger images and 2508 middle finger images from 228 subjects, among them 

190 subjects contain two-session images. Six forefinger images and six middle finger 

images are available for each subject per session.  

The use of different lenses can enable the imaging under a less constrained 

environment and provides larger image variations similar to those acquired in real 

deployment scenarios. For example, during the border-crossing inspections, it is not 

uncommon to observe imaging systems at different checkpoints from the different 

vendors or a part of imaging devices can be different from the remaining due to system 

maintenances and upgrades. In more challenging scenarios like forensics, images of 

suspects are to be compared with those already stored in the government databases, 

where the imaging devices are likely to be different. The images acquired in our case 

using two lenses, therefore attempts to present similar challenges: one lens enables a 

smaller field of view while another lens enables a broader field of view.  

Among the 190 subjects, the first session images of 96 subjects and 94 subjects 

are acquired from lens-A and lens-B respectively, while the second session images of 

7 subjects and 183 subjects are acquired from lens-A and lens-B respectively. This 

imaging scenario enables that images from 89 subjects are acquired from different lens, 

which contain large illumination and deformation variations. Such variations create 

huge challenges for accurately extracting the irregular ridge and valley features for 

finger knuckle recognition. Moreover, when adopting a standard two-session biometric 

protocol, i.e. comparing second session images to the first session images, many 

imposter images are acquired from the same lens while genuine images are acquired 

from different lens. This configuration creates special challenges to deep learning 
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methods because the statistical distribution of training and testing data are very 

different. Therefore, the new database includes scenarios that considers possible 

situations in the real world and is challenging for validating the performance of the 

proposed 3D finger knuckle recognition framework. 

 

(i) Ablation Studies 

To begin with, we present the experimental results of ablation studies to justify our 

design of FKNet using a subset of the 3D finger knuckle database. We utilized 94 

subjects of which both sessions’ images are acquired using lens-B. By excluding the 

cross-lens challenges, we can fairly compare the performance of our network with 

ResNet-50. Mask R-CNN are used for segmenting the finger knuckle images for our 

experimentation in this sub-dataset. We adopt a standard two-session evaluation 

protocol, which consider the first session images as the training set and the second 

session images as the testing set. This evaluation protocol generates 52452 (94×93×6) 

imposter comparison scores and 564 (94×6) genuine comparison scores. 

The first experiment aims at comparing the recognition performance between 

with and without aggregating the spatial relationship information using an average 

pooling layer before the last classification layer and the results are shown in Figure 

6.5(a). It can be observed that retaining the feature of size 6×10 (denoted as ResNet 

without avg. pool) produces a much better performance than averaging the spatial 

relationship information to be size 1×1 (denoted as ResNet (Original)). 
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  (a)                                                              (b)                                                                         

       

  (c)                                                              (d)                                                                         

 

       

  (e)                                                              (f)                                                                         

Fig. 6.5. Experimental Results of Ablation Studies in the Contactless 3D Finger 

Knuckle Datasets for Comparing the effects of: (a) the last pooling layer; (b) 

collaborating multi-scales information; (c) using different images; (d) improved 

segmentation using Mask R-CNN; (e) using one/six samples for the training (f) 

alignment. 
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The second ablation experiment aims at verifying the usefulness of collaborating the 

multi-scales feature information from the previous layers and the results are shown in 

Figure 6.5(b). We first compare the recognition performance between using only the 

information from the last convolution layer without the collaboration (denoted as 

Conv5_x) and using also the multi-scales information from previous layers (denoted 

as Conv1-Conv5_x). Our experimental results indicate that using such collaboration 

enables outperforming recognition accuracy than the original approach without the 

collaboration. 

 After that, we further compare the recognition performance with simplifying 

the network by reducing the number of convolution layers, i.e. using the information 

from the first convolution layer up to the fourth (denoted as Conv1-Conv4_x), the third 

(denoted as Conv1-Conv3_x) and the second (denoted as Conv1-Conv2_x) 

convolution layer blocks respectively. The experimental results indicate that both 

Conv1-Conv4_x and Conv1-Conv3_x can produce superior performance while 

Conv1-Conv2_x significantly degrades the performance. Since Conv1-Conv3_x can 

produce comparable results with Conv1-Conv4_x, we suggest using Conv1-Conv3_x 

due to its simplicity. 

 Our next ablation studies attempt to justify our final configurations which will 

be adopted in the comparative experiments with the state-of-art-methods. For these 

studies, we performed verification experiments using all 190 subjects with two-

sessions images, where first session images are used for the training and second session 

images are used for the testing. This evaluation protocol generates 215460 (190×189×6) 

imposter comparison scores and 1140 (190×6) genuine comparison scores. When 

training our network, we rotate the images from minus ten to ten degrees with a step 

of one degree for the data augmentation. This data augmentation technique allows 

more adaptive ability for the trained network. We initialize our network with the 
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weights provided along with ResNet-50 [51].  

 Figure 6.5(c) compare the effect of using various sources of information for 

inputting to our network. We use the same configurations for other steps including 

segmentation and alignment, and compare the performance between using the 

rendering approached described in the last section, using 3D depth images and using 

2D intensity images. Although using 3D images are expected to outperform using 2D 

images due to its illumination invariant property, however when the normalized depth 

images are used, the performance is quite poor probably because the contrast of such 

images are low and therefore those finger knuckle patterns are blurred. Instead, when 

we render the illumination invariant images from 3D images using a fixed illumination, 

the performance is better than only using 2D images. The experimental results 

presented in Figure 6.5(c) justify the need for rendering the illumination invariant 

images.  

 Figure 6.5(d) compare the performance improvement by incorporating Mask 

R-CNN for more accurately segmenting finger knuckle images. We use the same 

configurations for other steps including alignment and rendered images are used. For 

training the Mask R-CNN, we employed the one-session images from the remaining 

38 subjects to ensure no overlapping for the training and testing sets for the Mask R-

CNN. The experimental results presented in Figure 6.5(d) show that improving the 

segmentation using Mask R-CNN enable significant performance improvement.  

 Figure 6.5(e) compare the performance between using only one raw image 

versus six raw images for training the network. We use the same configurations for 

other steps including segmentation and rendered images are used. It is a common 

believe that more training images is always preferable. In fact, this argument is valid 

for a general approach when the alignment technique is not incorporated and can be 

observed from comparing the last two curves (black and green). This finding concurs 
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with other CNN based approach where more training images enable the network with 

better capabilities. However, when we attempt to address the translational variation 

problem with the proposed alignment technique, such more training images may not 

be necessary. In fact, when we use more training images for each subject, those images 

contain translational variation may help the network to enhance tolerance to genuine 

samples but may also induces higher tolerance for imposter samples. The experimental 

results presented in Figure 6.5(e), first two curves (blue and red), show that our 

proposed network architecture along with the alignment technique can perform well 

in the challenging scenario that only one raw image per subject is used for the training.  

 Figure 6.5(f) compare the performance improvement by the proposed 

alignment technique for enhancing the finger knuckle verification. We use the same 

configurations for other steps including segmentation and rendered images are used. 

We argue that the pooling layers are expected to be the key elements from the CNN 

based approach for accommodating the translational variations. It can only 

accommodate a small translational shifting within the pooling kernel. However, unlike 

other recognition tasks such as iris recognition, the area of finger knuckle pattern does 

not have a clear edge or boundaries, so that the segmented images would still contains 

large translational variations. When the variation exceeds the limitations of the 

network (e.g. kernel of pooling layers), the recognition performance is expected to be 

degraded. With our suggested alignment technique, this issue can be well addressed. 

The experimental results presented in Figure 6.5(f) show that our alignment technique 

is very effective for improving the recognition performance. While Alignment using 

the fully convolutional approach enables further improved results. Same trends can 

also be observed from the experimental results shown in Figure 6.5(e). 

 In summary, the experimental results of ablation studies have justified the 

theoretical arguments presented in the last section. Therefore, in the following 
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comparisons with state-of-the-art methods, we employed the Mask R-CNN for 

segmenting finger knuckle images, and only one raw image per subject is used for the 

training, for all the evaluated methods. 

 

(i) Comparison with State-of-the-Art Methods 

We further compare the performance of our proposed method with the state-of-the-art 

methods in the challenging scenario where only one raw image per subject is used for 

the training, while the images are segmented using Mask R-CNN. This evaluation 

protocol generates 215460 (190×189×6) imposter comparison scores and 1140 (190×6) 

genuine comparison scores. The Surface Gradient Derivatives (SGD) [107] is 

currently the state-of-the-art method for 3D finger knuckle recognition. This method 

is also reported to outperform other state-of-the-art 3D finger knuckle and palmprint 

recognition methods including Surface Code [30] and Binary Shape [31]. Since this 

method essentially extract the discriminative features from 3D surface normal images, 

those images are used for the evaluation.  

 Beside the most competent method for 3D finger knuckle recognition, we also 

attempted to compare the performance with another state-of-the-art 3D palmprint 

recognition method, using collaborative representation based framework with L1-

norm (CR_L1_DALM) [44] and L2-norm regularizations (CR_L2) [44], which has 

reported superior performance. In order to fairly compare with this method, we first 

investigate the variations between their reported database and our database. The 

reported database contain square size images with 128 pixels, it is reasonable to resize 

and crop our images, without changing the aspect ratio, to be the same size as the 

images in the reported database, and employ the same parameters provided along with 

CR_L1_DALM and CR_L2, which is already optimized for their reported database. 

Since this method essentially extract the discriminative features from 3D depth images, 
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those images are used for the evaluation.  

 Furthermore, we also compare the performance with various popular deep 

learning methods, including ResNet-50 [51], VGG-16 [50], AlexNet [49], DenseNet-

121 [58] and SE-ResNet-50 [59] to verify our arguments on the challenges of 

employing neural network approach for 3D finger knuckle recognition. While training 

these networks, we modify the last classification layer to an output of 190 classes to 

fit the experimental condition. Except this layer, we initialized the weights from the 

respective trained model available along with the respective methods for ResNet-50, 

VGG-16, AlexNet, DenseNet-121 and SE-ResNet-50. The inputs to all the networks are 

the same, i.e. rendered images, to ensure the fairness in comparisons. 

 Figure 6.6 presents such comparative experimental results using the baseline 

methods selected in this chapter and Table 6.2 highlights the comparative performance 

for high security conditions. It can be observed that our proposed method significantly 

outperforms all the methods. However, unlike 3D palmprint recognition, 

CR_L1_DALM and CR_L2, does not produce comparable performance, probably due 

to the challenging nature of our database that, some images are acquired using different 

camera lens so that the statistical distribution between the gallery and probe samples 

are significantly different. It is also worth mentioning that CNN based methods suffer 

heavily from this experimental condition, probably due to the following reasons.  
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                                 (a)                                                                (b) 

Fig. 6.6. Comparative Experimental Results in Contactless 3D Finger Knuckle 

Datasets: (a) ROC; (b) CMC. 

 

Table 6.2. Comparative Performance in HKPolyU 3D finger Knuckle Images 

Database for High Security Conditions 

GAR at FAR = 10−3 = 10−4 = 10−5 

Ours 96.5% 94.7% 91.4% 

SGD (TPAMI20) 85.4% 77.5% 68.7% 

CR_L1_DALM (TPAMI15) 46.3% 37.9% 32.8% 

CR_L2 (TPAMI15) 44.8% 36.1% 29.2% 

ResNet (CVPR16) 28.7% 13.6% 5.5% 

VGG (ICLR15) 22.5% 9.4% 2.7% 

AlexNet (NIPS12) 36.2% 21.9% 13.3% 

DenseNet (CVPR17) 50.0% 39.4% 30.3% 

SE-ResNet (TPAMI20) 47.9% 32.9% 21.6% 

 

 

The major reason can be attributed to the cross-lens situations which is quite 

challenging for the CNN based approach because the images acquired from lens-A and 

lens-B are indeed very different, which results is large variations between the statistical 

distribution of training and testing samples. The translational variations in finger 

knuckle images are also challenging because of the limited capability of CNN based 



 

152 

approach for accommodating large translational variations, which is expected to rely 

on the pooling layers. Another reason can be attributed to the challenging scenario 

while only one raw image sample are presented. Despite these challenging conditions, 

our proposed approach addresses these issues by learning discriminative information 

from one raw image and match the test images using the alignment technique.  

 

(ii) Evaluation of Computational Time 

We also comparatively evaluated the computational time for our proposed 

approach with the best performing hand-crafted approach, SGD [107] and other 

learning based methods including CR_L1_DALM, CR_L2, ResNet-50, VGG-16, 

AlexNet, DenseNet-121 and SE-ResNet-50. We evaluate the computational time 

required for generating a score vector of 190 classes when a preprocessed image of 

dimension (64 × 96) is presented to respective approaches, while image alignment is 

not considered for all the methods in this comparison. The experiments were 

performed on a machine with Intel Core i7-6700 (3.40GHz) using MATLAB 2015b, 

CentOS 7. All methods were executed using CPU only to ensure fairness in the 

comparisons. Table 6.3 presents the computational time per sample for each of the 

considered approach. 

Table 6.3. Comparative computational time (in milliseconds) 

Method Computational Time (in ms) 

CR_L2 (TPAMI 15) 6.1 

SGD (TPAMI20) 24.0 

Ours 36.6 

AlexNet (NIPS12) 36.6 

CR_L1_DALM (TPAMI15) 89.4 

DenseNet (CVPR17) 89.9 

ResNet (CVPR16) 91.5 

SE-ResNet (TPAMI20) 92.6 

VGG (ICLR15) 126.0 
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Among the compared methods, CR_L2 is the fastest method with its low 

computational complexity, however, this method does not deliver promising accurate 

performance in the challenging dataset evaluated in this chapter. Besides, SGD is the 

second fastest method due to it simple feature extraction and comparison approach 

while also achieving accurate recognition performance, which shows that it is a 

promising baseline using hand-crafted approach with both accuracy and efficiency. 

Our approach ranked the third together with AlexNet, due to the simpler network 

architectures when comparing to ResNet-50, VGG-16, AlexNet, DenseNet-121 and SE-

ResNet-50. The comparative computational time presented in this section indicates that 

although our method does not outperform all methods with efficiency, but the 

computational time required is quite comparable with the best methods. Meanwhile, it 

is expected that a slight increase of computational time is required if the alignment 

scheme using the fully convolutional approach is enabled. However, the effectiveness 

of using such alignment scheme can be justified by its remarkable recognition 

performances. 

 

6.3.2 Evaluation with 2D Finger Knuckle Recognition 

Despite our framework is developed for 3D finger knuckle recognition, it is expected 

to be applicable for 2D finger knuckle recognition. Therefore, we also provide 

supportive experimental results using a large 2D finger knuckle images database for 

further validating the effectiveness of our proposed method. The HKPolyU Contactless 

Finger Knuckle Images Database (Version 1.0) [123] contains 2515 images from 503 

subjects, each with five images. This database provides loosely segmented finger 

knuckle images with low imaging qualities. We also adopt a challenging scenario using 

the major finger knuckle images where only the first image of each subject is used for 
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the training and the remaining four images of each subject are used for the performance 

evaluation. This evaluation protocol generates 1,010,024 (503×502×4) imposter 

comparison scores and 2012 (503×4) genuine comparison scores. We compare our 

method with a state-of-the-art 2D palmprint recognition method, DoN [20], which is 

reported in also offer state-of-the-art finger knuckle recognition method in [107], and 

other popular CNN based methods including ResNet-50 [51], VGG-16 [50], AlexNet 

[49], DenseNet-121 [58] and SE-ResNet-50 [59]. While training these networks, we 

modify the last classification layer to an output of 503 classes to fit the experimental 

condition. Except this layer, we initialized the weights from the respective trained 

model available along with respective methods for ResNet-50, VGG-16, AlexNet, 

DenseNet-121 and SE-ResNet-50. Since the SGD [107], CR_L1_DALM [44] and 

CR_L2 [44] require 3D images, we are unable to compare with this method in this 

database.  

Figure 6.7 presents the comparative experimental results with the baseline 

methods and Table 6.4 highlights the comparative performance for high security 

conditions. It can be observed that our method outperforms other methods especially 

in straight security conditions where the false acceptance rates must be very low. It is 

worth mentioning that unlike the experimental results presented in Section IV.B, CNN 

based methods achieved comparable performance with the state-of-the-art method 

using hand-crafted features, probably because the challenges of cross-lens situations 

do not exist. Since there some segmented finger knuckle images which are completely 

out of the finger knuckle region, the performance improvement of our method is less 

obvious when comparing with the 3D finger knuckle experiments. 
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                                 (a)                                                                  (b) 

Fig. 6.7. Comparative Experimental Results in HKPolyU Contactless Finger Knuckle 

Images Database: (a) ROC; (b) CMC. 

 

Table 6.4. Comparative Performance HKPolyU Contactless Finger Knuckle Images 

Database for High Security Conditions 

GAR at FAR = 10−3 = 10−4 = 10−5 

Ours 87.9% 86.6% 81.3% 

DoN (TPAMI16) 83.2% 75.8% 47.3% 

ResNet (CVPR16) 85.4% 75.9% 55.9% 

VGG (ICLR15) 81.3% 67.9% 47.5% 

AlexNet (NIPS12) 85.5% 71.6% 60.0% 

DenseNet (CVPR17) 78.4% 64.4% 46.9% 

SE-ResNet (TPAMI20) 70.9% 55.2% 36.3% 

 

 

Besides, we also provide supportive experimental results using a very large 2D finger 

knuckle images database. The HKPolyU Contactless Hand Dorsal Images Database 

[124] contains 3560 images from 712 subjects, each with five images. This database 

also provides loosely segmented finger knuckle images with low imaging qualities. 

Again, we also adopt a challenging scenario using the major index finger knuckle 

images where only the first image of each subject is used for the training and the 
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remaining four images of each subject are used for the performance evaluation. This 

evaluation protocol generates 2,024,928 (712×711×4) imposter comparison scores and 

2848 (712×4) genuine comparison scores. While training the networks, we modify the 

last classification layer to an output of 712 classes to fit the experimental condition. 

 Figure 6.8 presents the comparative experimental results with the baseline 

methods and Table 6.5 highlights the comparative performance for high security 

conditions. It can be observed that our method significantly outperforms all other 

methods in both verification and identification scenarios, which has validated the 

effectiveness of our proposed method. 

 

    

                                 (a)                                                                (b) 

Fig. 6.8. Comparative Experimental Results in Contactless Hand Dorsal Images 

Database: (a) ROC; (b) CMC. 
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Table 6.5. Comparative Performance in HKPolyU Contactless Hand Dorsal Images 

Database for High Security Conditions 

GAR at FAR = 10−3 = 10−4 = 10−5 

Ours 78.2% 74.5% 66.8% 

DoN (TPAMI16) 62.8% 46.7% 18.4% 

ResNet (CVPR16) 63.6% 42.9% 21.4% 

VGG (ICLR15) 56.7% 34.8% 12.6% 

AlexNet (NIPS12) 66.0% 47.1% 28.8% 

DenseNet (CVPR17) 39.0% 20.7% 8.2% 

SE-ResNet (TPAMI20) 37.3% 21.0% 8.9% 

 

6.3.3 Evaluation with 3D Palmprint Recognition 

Although the scope of this thesis is on 3D finger knuckle recognition, we also attempt 

to evaluate the performance of our approach using other 3D biometrics datasets for 

investigating the generalizability of the proposed approach. Similar to [107], we 

employed the same 3D palmprint dataset, the HKPolyU Contact-free 3D/2D Hand 

Images Database Version 1.0 [30], containing two-sessions images from 177 subjects 

(each with five images per session), for the performance evaluation. In order to obtain 

consistent experimental results as reported in earlier references, we adopt the same 

evaluation protocol using all first session images for the training and the second 

session images for the testing, which generates 885 (177 × 5) genuine and 155760 (177 

× 176 ×5) imposter comparison scores.  

Similar to the 3D finger knuckle experiments, 3D surface normal images are 

used for SGD [107], 3D depth images are used for CR_L1_DALM and CR_L2 [44], 

while the artificially rendered images are used for our method and other neural network 

based methods including ResNet-50 [51], VGG-16 [150] , AlexNet [49], DenseNet-121 

[58] and SE-ResNet-50 [59]. We also modify the last classification layer to an output 

of 177 classes and initialized the weights from the respective trained model. Except 
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this layer, we initialized the weights from the respective trained model available along 

with respective methods for ResNet-50, VGG-16, AlexNet, DenseNet-121 and SE-

ResNet-50. Since rotational alignment was not considered in this dataset by neither the 

recent baseline method SGD nor another former baseline method Binary Shape [31], 

we disabled our data augmentation with rotations to ensure fairness in the comparisons.  

Figure 6.9 presents such comparative experimental results using the baseline 

methods and Table 6.6 highlights the comparative performance for high security 

conditions. Our approach significantly outperforms other methods for the verification 

scenario. For the identification scenario, SGD is still the best performing method which 

slightly outperforms ours. However, it can be observed that our approach outperforms 

other popular neural network based methods. 

 

    

                     (a)                                                                    (b) 

Fig. 6.9. Comparative Experimental Results in the HKPolyU Contact-free 

3D/2D Hand Images Database: (a) ROC; (b) CMC. 
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Table 6.6 Comparative Performance in HKPolyU Contact-free 3D/2D Hand 

Images Database for High Security Conditions 

GAR at FAR = 10−3 = 10−4 = 10−5 

Ours 98.4% 98.0% 96.5% 

SGD (TPAMI20) 96.8% 95.6% 94.8% 

CR_L1_DALM (TPAMI15) 97.6% 96.7% 95.9% 

CR_L2 (TPAMI15) 96.7% 95.9% 94.1% 

ResNet (CVPR16) 82.3% 68.0% 53.2% 

VGG (ICLR15) 74.0% 59.0% 42.8% 

AlexNet (NIPS12) 86.2% 75.3% 59.2% 

DenseNet (CVPR17) 78.2% 67.9% 52.1% 

SE-ResNet (TPAMI20) 53.6% 39.4% 30.3% 

 

6.3.4 Evaluation with 3D Fingerprint Recognition 

Besides 3D palmprint recognition, we also evaluate the performance of our proposed 

approach for 3D fingerprint recognition. Similar to [107], we also employed the 3D 

fingerprint dataset, the HKPolyU 3D Fingerprint Images Database [16], containing 

one-session images from 240 subjects (each with six images), for the performance 

evaluation. The original experimental protocol employed an all-to-all evaluation 

protocol, which is not applicable for CNN based methods requiring the splitting of 

data into training and testing sets. Therefore, we select a relatively less challenging 

protocol to avoid performance degradations of the baseline methods. This protocol 

uses the first five images for the training and the remaining last image for the testing. 

This protocol generates 240 (240 × 1) genuine and 57360 (240 × 239 ×1) imposter 

comparison scores. Similar to our previous experiments, 3D surface normal images 

are used for SGD [107], 3D depth images are used for CR_L1_DALM and CR_L2 [44], 

while the artificially rendered images are used for our method and other evaluated 

methods including ResNet-50 [51], VGG-16 [50], AlexNet [49], DenseNet-121 [58] 

and SE-ResNet-50 [59]. We also modify the last classification layer to an output of 240 
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classes and initialized the weights from the respective trained model. Except this layer, 

we initialized the weights from the respective trained model available along with 

respective methods for ResNet-50, VGG-16, AlexNet, DenseNet-121 and SE-ResNet-

50. Similar to palmprint experiments, rotational alignment was not considered in this 

dataset by neither the recent baseline method SGD nor another former baseline method 

Finger Surface Code [27], we disabled our data augmentation with rotations to ensure 

fairness in the comparisons.  

 Figure 6.10 presents such comparative experimental results using the baseline 

methods and Table 6.7 highlights the comparative performance for high security 

conditions. Despite most evaluated method achieves comparable performance due to 

the less challenging protocol used for this dataset, we show that our approach can also 

produce comparable performance on 3D fingerprint recognition without further 

customizing our network.  

    

                                  (a)                                                                  (b) 

Fig. 6.10. Comparative Experimental Results in the HKPolyU 3D Fingerprint Images 

Database: (a) ROC; (b) CMC. 
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Table 6.7. Comparative Performance in HKPolyU 3D Fingerprint Images Database 

for High Security Conditions 

GAR at FAR = 10−2 = 10−3 = 10−4 

Ours 97.9% 95.8% 94.2% 

SGD (TPAMI20) 97.5% 94.1% 92.5% 

CR_L1_DALM (TPAMI15) 92.5% 86.3% 83.3% 

CR_L2 (TPAMI15) 87.5% 83.8% 75.8% 

ResNet (CVPR16) 99.6% 98.3% 94.2% 

VGG (ICLR15) 99.2% 96.3% 92.9% 

AlexNet (NIPS12) 99.2% 98.8% 95.8% 

DenseNet (CVPR17) 99.2% 92.1% 77.1% 

SE-ResNet (TPAMI20) 93.8% 82.5% 68.8% 

 

Besides, we also provide supportive experimental results using another 3D 

fingerprint database. This 3D fingerprint database [125] contains 3000 images from 

150 subjects, each with ten fingers, two images per finger. We follow the original 

reference that those images from six fingers (right thumb, right index, right middle 

finger, left thumb, left index and left middle finger) are used for the experimentation. 

While the images provided in this database are not truly 3D, other large-scale 3D 

databases can help to advance further research.  More details on this database can be 

referred to [125]. The original experimental protocol is not suitable for CNN based 

methods which generally requires the splitting of data into training and testing sets. 

Therefore, similar to our other experiments, we adopt a two-session like evaluation 

protocol that the first image from each finger is used for the training and the second 

image from each finger is used for the performance evaluation. This evaluation 

protocol generates 809,100 (900×899×1) imposter comparison scores and 900 (900×1) 

genuine comparison scores. Since this database only provides rendered images from 

3D fingerprint, we are unable to compare with SGD [107], CR_L1_DALM [44] and 

CR_L2 [44]. Instead, we compare our methods with other state-of-the-art CNN based 

methods including ResNet-50 [51], VGG-16 [50], AlexNet [49], DenseNet-121 [58] 
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and SE-ResNet-50 [59]. We also modify the last classification layer to an output of 900 

classes and initialized the weights from the respective trained model. Except this layer, 

we initialized the weights from the respective trained model available along with 

respective methods for ResNet-50, VGG-16, AlexNet, DenseNet-121 and SE-ResNet-

50. Since there is only one raw image per class, we enabled our data augmentation 

with rotations for all methods to enhance the recognition performance and to ensure 

fairness in the comparisons. 

Figure 6.11 presents such comparative experimental results using the baseline 

methods and Table 6.8 highlights the comparative performance for high security 

conditions. It can be observed that our method generally outperforms all other methods 

in both verification and identification scenarios, which has again validated the 

effectiveness of our proposed method. 

    

                      (a)                                                                    (b) 

Fig. 6.11. Comparative Experimental Results in the 3D Fingerprint Database 

[49]: (a) ROC; (b) CMC. 
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Table 6.8. Comparative Performance in 3D Fingerprint Database [49] for 

High Security Conditions 

GAR at FAR = 10−2 = 10−3 = 10−4 

Ours 89.4% 87.7% 86.2% 

ResNet (CVPR16) 91.2% 79.7% 69.6% 

VGG (ICLR15) 68.1% 52.1% 30.9% 

AlexNet (NIPS12) 82.2% 69.0% 53.4% 

DenseNet (CVPR17) 43.9% 13.3% 3.7% 

SE-ResNet (TPAMI20) 83.1% 69.2% 54.8% 

 

In summary, we demonstrate the effectiveness of our proposed recognition 

framework on 3D finger knuckle, 3D palmprint and 3D fingerprint, which indicates 

the good generalizability on various 3D biometrics problem.  

6.4 Summary 

Despite deep learning approaches has been widely developed in object recognition, the 

direct applications from such approaches do not outperform specialized hand-crafted 

feature description approaches for the problem addressed in this thesis. Moreover, such 

approaches have to address challenges associated with biometrics, e.g. availability of 

very limited training data, large intra-class or train-test sample variations as observed 

for the real applications. This chapter develops a new neural network based approach 

for the contactless 3D finger knuckle identification. Our network is compact to avoid 

unnecessary overfitting, simultaneously collaborates multi-scales feature which are 

informative for personal identification, and incorporates an efficient alignment scheme 

with a fully convolutional architecture to accommodate involuntary finger variations 

during the contactless imaging. Our experimental results using publicly available 

databases including contactless 3D finger knuckle, 3D palmprint, 3D fingerprint and 

2D finger knuckle, not only demonstrate the effectiveness but also the generalizability 
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of our proposed approach.   

          Since it is the first work to develop a neural network approach for 3D finger 

knuckle recognition, several limitations have to be addressed in the future extension 

of this work. The key limitation of the proposed approach lies in its relatively more 

computational time when compared to other state-of-the-arts methods because of the 

additional alignment scheme introduced. However, the need of such alignment can be 

justified by its effectiveness to significantly improve the recognition performance. 

Secondly, our network is fine-tuned from ResNet, mainly because of the lack of large 

amount of training data. The need for pre-trained models can be mitigated by acquiring 

more diversified 3D finger knuckle images in the future. Thirdly, similar to object 

recognition frameworks, e.g. ResNet and VGG, and a periocular recognition research 

[26], the last classification layer limits the application on open-set identification 

problems. The current closed-set solutions enable the embedding of registered subjects’ 

information into model parameters and therefore provide efficient closed-set 

identification. Our proposed approach can be deployed in a small-scale environment 

like offices, houses or personal devices, where the training is very easy. Open-set 

solutions will be considered in the future work with the investigation of one-shot 

learning using Siamese or triplet architectures as in the contactless palmprint literature. 

Fourthly, the current approach considered segmentation and recognition as two 

separate problems. It is also interesting to simplify the networks, e.g. reusing some 

deep features from segmentation, or to develop an end-to-end network architecture for 

real world applications in the future work. Fifthly, it is also interesting to perform 

robustness tests with adversarial attacks to ascertain the security of the deep neural 

network based recognition system. Despite the above challenges, this work provides 

an important foundation for further research and investigation to advance such 

technologies.  
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CHAPTER 7      

Conclusions and Further Work 

This thesis has presented details of my research work on developing a novel biometric 

identifier, i.e. contactless 3D finger knuckle. The algorithms developed for this 

research problem offer accurate and efficient biometric recognition using 3D finger 

knuckle images. This chapter concludes the contributions achieved by my research 

work, followed by some limitations of the methods developed in this thesis and 

possible future work for further developing contactless 3D finger knuckle recognition. 

7.1 Contributions 

• A More Accurate 3D Reconstruction Method Using Photometric Stereo 

Approach 

Before starting the study of 3D finger knuckle recognition, it is important to explore 

the 3D imaging technologies for the accurate acquisition of 3D finger knuckle images. 

Photometric stereo is an approach to reconstruct 3D images from several 2D images 

acquired under different illuminations. It offers high pixel-wise precisions for 3D 

surface normal and depth estimation. However, conventional photometric stereo 

models assumed Lambertian surfaces, i.e. the products of light vectors and surface 

normal vectors are proportional to the observed intensity values for each pixel. 

However, most real objects, including human skin, are non-Lambertian. Therefore, it 

is interesting to advance the photometric stereo approach for non-Lambertian objects. 

We advance non-Lambertian photometric stereo by developing two outlier rejection 

based mechanisms.  A new inter-relationship function is developed to identify reliable 

pixel intensity values from the input data, which allows more accurate estimation of 
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surface normal vectors. State-of-the-art methods typically employ a ranking approach 

(position threshold method) with the objective of removing specular and shadow pixels, 

which is achieved by retaining the median range intensity values. Instead, the objective 

of the inter-relationship function is to remove unreliable values, which is achieved by 

computing the distances between intensity values. Estimation of surface normal 

vectors is more accurate when the less reliable observed intensity values are discarded. 

A new truncated photometric stereo method is introduced for a more accurate 

estimation of surface normal vectors. The photometric equations are extended to 

photometric ratio equations by assuming constant BRDF values, which is similar to 

existing formulations. However, the existence of inconsistent BRDF values often 

poses a major limitation for the photometric ratio approach. We attempt to address 

such a limitation by removing the equations which are likely to be non-Lambertian. 

The photometric equations with large discrepancy in BRDF values generate 

inconsistent photometric ratio equations, which are detected by the residues and are 

removed. Remaining equations are solved by the least square error approximation for 

estimating surface normal vectors. This work has been published as [103]. 

 

• A Framework for 3D Finger Knuckle Recognition 

In order to begin the study of 3D finger knuckle recognition, a database with 

reasonable size and variations is much needed. Since it is the first time in the world to 

specifically study the use of 3D finger knuckle for biometric recognition, there were 

no publicly available database for research and experimentation. Therefore, a two-

session database has been acquired from 228 individuals. After that, a large amount of 

work is required for developing each of the procedures in a 3D finger knuckle 

recognition system, including image pre-processing, 3D reconstruction, feature 

extraction and matching. The key research contributions are heavily devoted on the 



 

167 

developing of more accurate feature extraction and matching algorithms. It is the first 

attempt to thoroughly study a novel biometric identifier, i.e. 3D finger knuckle. We 

develop a new feature extraction and matching approach for accurately comparing a 

pair of 3D finger knuckle images. Furthermore, experiments on presentation attacks 

show that using 3D instead of conventional 2D finger knuckle images can easily 

defend against printed attacks. In addition, an individuality model has been developed 

for estimating the probabilities of false random matches. Such a probability of false 

random correspondence between finger knuckle representations from any two 

arbitrary finger knuckle patterns belonging to different fingers is estimated to be about 

10−533 , which indicates high uniqueness in the finger knuckle patterns. This 

estimation is however based on the computations with several assumptions that may 

not hold good in the real-world situation. Therefore, the estimated number can only 

indicate the upper theoretical bound on the expected performance from the 3D finger 

knuckle based biometrics system and further studies are required to develop more 

realistic individuality model. These works have been published as [106-107]. 

 

• More Efficient Comparisons of 3D Finger Knuckle Feature Templates 

We further stepped forward to advance the 3D finger knuckle recognition technology 

from the pioneering works [106-107]. It is of crucial importance to speed up the 

tedious procedures of comparing a pair of feature templates while preserving 

recognition accuracies. An efficient algorithm has been developed for matching 3D 

finger knuckle images by using surface key points detected from 3D finger knuckle 

surfaces. It can be observed that the conventional matching approach, attempting to 

compute the matching scores for all possible combinations of translational and 

rotational shifting, is computationally complex. Such approach also limits the overall 

recognition accuracy because computing the minimum scores from many attempts 
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results in the shifting of the distribution of imposter matching scores towards the 

distribution of genuine matching scores. This algorithm enables an average of 23 times 

speed up when compared to the original algorithm developed in [107], while the 

recognition accuracy does not drop, but is also improved. This work has been 

published as [109].  

 

• More Accurate Feature Representation and Similarity Function 

Besides addressing the efficiency of the matching algorithm, we also advance the 

feature description to accommodate more discriminative information in conjunction 

with a method to automatically generate a similarity function for comparing a pair of 

feature templates. This method enhances both the feature extraction and matching 

procedure in the aspect of generalization and scalability so that different biometric 

patterns beyond 3D finger knuckle can also be benefitted. This  work has been accepted 

as [118, 144].  

 

• 3D Finger Knuckle Recognition Using Deep Neural Networks 

Further beyond exploitation of traditional stream of research, deep learning approach 

has been actively explored in many research problems including biometrics. This data-

driven approach can obtain high recognition accuracy given that a network model is 

specifically designed and trained with reasonable amount of data. However, one of the 

major challenges in 3D finger knuckle recognition lies in the translational 

displacement between the acquired images, but the popular convolutional neural 

network approach does not address this challenge well. Therefore, a hybrid approach 

consisting of a fully convolutional network and an efficient alignment scheme has been 

developed for 3D finger knuckle recognition using deep neural networks. This work 

has been accepted as [40]. 
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In summary, within the scope of 3D finger knuckle recognition, my research work 

have contributed to several important sub-problems including 3D reconstruction, 

feature extraction, feature matching and the development of deep neural networks. 

Among the developed methods in this thesis, the neural network based approach [40] 

achieves the best recognition performance. The above contributions are also expected 

to be generalizable to other similar biometric problems such as 3D palmprint, 3D 

fingerprint, finger vein recognition, as well as more general computer vision tasks 

which involve image processing and recognition. 

7.2 Limitations and Future Work 

Despite solid contributions presented in this thesis on the development of a novel 

biometric identifier, i.e. contactless 3D finger knuckle, there are still a lot of limitations 

at the current stage in order to meet up-to-date practical requirements, which requires 

further work for overcoming such bottlenecks.  

First of all, 3D imaging is of crucial importance of this research problem, as 

those images are the source collection of information for further analysis. While 

photometric stereo approach can offer a low cost and high reconstruction accuracy for 

fine 3D texture like finger knuckle patterns, there are several disadvantages. This 

imaging approach requires several photometric stereo images acquired under 

controlled illumination, therefore the acquisition of such images will be influenced by 

ambient lighting conditions. In addition, it is possible to have involuntary movement 

of human fingers during the acquisition of multiple photometric stereo images, the 

reconstruction accuracy may not be assured. Although there are other 3D imaging 

sensors, e.g. light-field camera, and reconstruction methods, existing approach usually 
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focuses on scene or object level precisions. It is interesting to explore more 

sophisticated 3D imaging algorithms for accurately recovering fine 3D texture patterns. 

For example, it is popular to estimate the 3D depth from a single 2D intensity image 

using deep neural networks. Such methods on scene, object and face recovery 

demonstrates encouraging reconstruction results. 

Another limitation of advancing 3D finger knuckle recognition technology is 

the lack of large and challenging databases. The first 3D finger knuckle database 

developed by us was acquired in a rather stable laboratory environment. It is exciting 

to develop another challenging database acquired under less constrained environment 

using portable cameras such as those embedded in smartphones. These images shall 

reflect real world challenges such as large translational, rotational and scale 

displacement, illumination variations, pose variations of finger orientation, as well as 

image blurring. An example of such a challenging database for 2D finger knuckle 

images can be observed in reference [148]. With such a new challenging database, it 

is exciting to develop more advanced algorithms to address all the challenges arise 

from real world applications. Several promising methods for the contactless palmprint 

matching address high intra class variations as also observed in finger knuckle images. 

Such methods that consider soft shifted triplet loss [146] for a fully convolutional deep 

neural network can also be employed for matching 3D finger knuckle images and 

should be explored in further extension of this work. The ultimate goal is to identify a 

person accurately and easily, e.g. with a smartphone and in a few seconds the most. 

These algorithms can be specifically designed for finger knuckle segmentation, 3D 

reconstruction, rotation and deformation invariant feature extraction and comparison, 

or can also be developed in an end-to-end manner using deep neural networks. 

 Identifying a suspect from forensic images is also an interesting and 

challenging problem. Those images containing part of the finger knuckle patterns can 
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provide cues to the biometric information of a suspect. However, those images usually 

contain only part of the biometrics and are acquired at a distance with arbitrary viewing 

angles. In order to match those very challenging images, a sophisticated 3D finger 

knuckle matcher can be helpful to identify suspects. For example, 3D finger knuckle 

images collected in the gallery database can be used to match with those 2D images 

acquired in forensic scenes, with the help of 3D rotational alignment techniques.  

In Summary, despite the encouraging progress achieved from this thesis, there 

are many open and challenging problems, with lots of potential improvements 

regarding the development of contactless 3D finger knuckle recognition. We believe 

that continuous research effort in addressing more challenging problems and the 

introduction of sophisticated algorithms, contactless 3D finger knuckle can become 

one of the most favourable biometric identifiers in the near future. 

  



 

172 

BIBLIOGRAPHY 

[1] A. K. Jain, A. Ross and S. Prabhakar. An introduction to biometric 

recognition. IEEE Transactions on Circuits and Systems for Video 

Technology, vol. 14, no. 1, pp. 4-20, 2004. 

[2] M. Tistarelli, Stan Z. Li, R. Chellappa (Eds.). Handbook of Remote Biometrics: 

for Surveillance and Security. 2nd Edition, Springer Verlag London, 2019. 

[3] Summary of NIST standards for biometric accuracy, temper resistance and 

interoperability. NIST Report, 2002. 

https://www.nist.gov/sites/default/files/documents/2016/12/21/nistapp_nov02.pdf 

[4] Role of biometric technology in Aadhaar authentication. Authentication Accuracy 

Report, UIDAI, March 2012.  

http://stateofaadhaar.in/wp-content/uploads/UIDAI_Role_2012.pdf 

[5] K. Sricharan, A. Reddy and A. G. Ramakrishnan, “Knuckle based hand correlation 

for user verification,” Proc. SPIE, vol. 6202, 2006. doi: 10.1117/12.666438. 

[6] A. Kumar and Ch. Ravikanth, “Personal authentication using finger knuckle 

surface”, IEEE Transactions on Information Forensics & Security, vol. 4, no. 1, 

pp. 98-110, Mar. 2009. 

[7] G. Jaswal, A. Kaul, and R. Nath. Knuckle print biometrics and fusion schemes – 

overview, challenges, and solutions. ACM Computing Surveys, Vol. 49, No. 2, 

Article 34, Nov. 2016. 

[8] L. Zhang, L. Zhang, D. Zhang and H. Zhu. Online finger-knuckle-print verification 

for personal authentication. Pattern Recognition, vol. 43, no. 7, pp. 2560-2571, Jul. 

2010.  

[9] M. Choraś and Rafał Kozik. Contactless palmprint and knuckle biometrics for 

mobile devices. Pattern Analysis & Applications, vol. 1, no. 15, 2012.  

[10] L.-q. Zhu, and S.-y. Zhang. Multimodal biometric identification system based 

on finger geometry, knuckle print, and palm print. Pattern Recognition Letters, pp. 

1641-1649, Sep. 2010. 

[11] D. L. Woodard and P. J. Flynn. Finger surface as a biometric identifier. 

Computer Vision and Image Understanding, vol. 100, no. 3, pp. 357-384, Dec. 

2005 

[12] J. J. Koenderink and A. J. Vandoorn. Surface Shape and Curvature Scales. 

Image & Vision Computing, no. 8, pp. 557-564, Oct 1992. 

[13] C. Dorai and A. K. Jain. COSMOS - A representation scheme for 3D free-form 

objects. IEEE Transactions on Pattern Analysis and Machine Intelligence, vol. 19, 

no. 10, pp. 1115-1130, Oct 1997. 

[14] Y. Wang, Q. Hao, A. Fatehpuria, D. L. Lau, and L. G. Hassebrook. Data 

Acquisition and Quality Analysis of 3-Dimensional Fingerprints. IEEE 

Conference on Biometrics, Identity and Security, 2009. 

[15] P. Yan and K. W. Bowyer. Biometric recognition using 3D ear shape. IEEE 

Transactions on Pattern Analysis and Machine Intelligence, vol. 29, no. 8, pp. 

1297-1308, Aug 2007. 



 

173 

[16] A. Kumar and C. Kwong. Towards contactless, low-cost and accurate 3d 

fingerprint identification. IEEE Transactions on Pattern Analysis and Machine 

Intelligence, vol. 37, no. 3, pp. 681–696, 2015. 

[17] K. I. Chang, K. W. Bowyer, and P. J. Flynn. An evaluation of multimodal 

2D+3D face biometrics. IEEE Transactions on Pattern Analysis and Machine 

Intelligence, vol. 27, no. 4, pp. 619-624, Apr 2005. 

[18] K. Ito, T. Aoki, H. Nakajima, K. Kobayashi, T. Higuchi. A palmprint 

recognition algorithm using phase-only correlation. IEICE Trans. Fundamentals 

of Electronics, Communications and Computer Sciences, vol. E91-A, pp. 1023-

1030, April 2008. 

[19] A. Shoichiro, K. Ito, and T. Aoki. A multi-finger knuckle recognition system 

for door handle. IEEE International Conference on Biometrics: Theory, 

Applications and Systems, 2013.  

[20] Q. Zheng, A. Kumar, and G. Pan. A 3D Feature Descriptor Recovered from a 

Single 2D Palmprint Image. IEEE Transactions on Pattern Analysis and Machine 

Intelligence, vol. 38, no. 6, pp. 1272-1279, Jun 2016. 

[21] R. T. Frankot and R. Chellappa. A Method for Enforcing Integrability in Shape 

from Shading Algorithms. IEEE Transactions on Pattern Analysis and Machine 

Intelligence, vol. 10, no. 4, pp. 439-451, Jul 1988. 

[22] T. Simchony, R. Chellappa, and M. Shao. Direct Analytical Methods for 

Solving Poisson Equations in Computer Vision Problems. IEEE Transactions on 

Pattern Analysis and Machine Intelligence, vol. 12, no. 5, pp. 435-446, May 1990. 

[23] R. J. Woodham. Photometric-Method for Determining Sur-face Orientation 

from Multiple Images. Optical Engineering, vol. 19, no. 1, pp. 139-144, 1980. 

[24] A. Kumar and Z. Xu. Personal identification using minor knuckle patterns from 

palm dorsal surface. IEEE Transactions on Information Forensics & Security, vol. 

11, pp. 2338-2348, Oct. 2016. 

[25] R. T. S. Ikehata and K. Aizawa. Photometric Stereo using Constrained 

Bivariate Regression for General Isotropic Surfaces. IEEE Conference on 

Computer Vision and Pattern Recognition, 2014. 

[26] H. Proença and J. C. Neves. Deep-prwis: Periocular Recognition Without the 

Iris and Sclera using Deep Learning Frameworks. IEEE Transactions on 

Information Forensics and Security, 13(4), pp.888-896, 2018. 

[27] A. Kumar and C. Kwong. Towards Contactless, Low-Cost and Accurate 3D 

Fingerprint Identification. In IEEE Conference on Computer Vision & Pattern 

Recognition, 2013. 

[28] B. X. Shi, P. Tan, Y. Matsushita, and K. Ikeuchi. Bi-polynomial Modeling of 

Low-Frequency Reflectances. IEEE Transactions on Pattern Analysis and 

Machine Intelligence, vol. 36, no. 6, pp. 1078-1091, Jun 2014. 

[29] S, C. Dass. Assessing fingerprint individuality in presence of noisy minutiae. 

IEEE Transactions on Information Forensics and Security, vol. 5, no. 1, pp. 62-

70, 2010. 



 

174 

[30] V. Kanhangad, A. Kumar, and D. Zhang. A Unified Framework for Contactless 

Hand Verification. IEEE Transactions on Information Forensics and Security, vol. 

6, no. 3, pp. 1014-1027, Sep 2011. 

[31] Q. Zheng, A. Kumar, and G. Pan. Suspecting Less and Do-ing Better: New 

Insights on Palmprint Identification for Fast-er and More Accurate Matching. 

IEEE Transactions on Information Forensics and Security, vol. 11, no. 3, pp. 633-

641, Mar 2016. 

[32] A. K. Jain and A. Kumar. Biometric recognition: an overview. In Second 

Generation Biometrics: The Ethical, Legal, and Social Context, pp. 49-79, 

Springer 2012. 

[33] J. Daugman. High Confidence Visual Recognition of Persons by a Test of 

Statistical Independence. IEEE Transactions on Pattern Analysis and Machine 

Intelligence, vol. 15, no. 11, pp. 1148-1161, 1993. 

[34] J. Daugman. The importance of being random: statistical principles of iris 

recognition. Pattern Recognition, vol. 36, pp. 279-291, 2003. 

[35] J. Daugman. Information theory and the iriscode. IEEE Transactions on 

Information Forensics and Security, vol. 11, no. 2, pp. 400-409, 2016. 

[36] R. M. Bolle, S. Pankanti, J. H. Connell, and N. K. Ratha. Iris individuality: A 

partial iris model.  In International Conference on Pattern Recognition, 2004. 

[37] B. Li, Z. F. Yan, W. M. Zuo, and F. Yue. Modeling the Individuality of Iris 

Pattern and the Effectiveness of Inconsistent Bit Masking Strategy. IEEE 

International Conference on Identity, Security and Behavior Analysis, 2015. 

[38] S. N. Srihari, S. H. Cha, H. Arora, and S. Lee. Individuality of handwriting. 

Journal of Forensic Sciences, vol. 47, no. 4, pp. 856-872, 2002. 

[39] S. Pankanti, S. Prabhakar, and A. K. Jain. On the individuality of fingerprints. 

IEEE Transactions on Pattern Analysis and Machine Intelligence  vol. 24, no. 8, 

pp. 1010-1025, 2002. 

[40] K. H. M. Cheng and A. Kumar. Deep Feature Collaboration for Challenging 

3D Finger Knuckle Identification. IEEE Transactions on Information Forensics 

and Security, 16, pp.1158-1173, 2021. 

[41] A. Kumar. Importance of being unique from finger dorsal patterns: Exploring 

minor finger knuckle patterns in verifying human identities. IEEE Transactions on 

Information Forensics & Security, vol. 9, pp. 1288-1298, Aug.  2014 

[42] P. Grother and M. Ngan. The IJB-A Face Identification Challenge Performance 

Report. NIST Report, 2017. 

[43] J. Kim, K. Oh, B. S. Oh, Z. Lin and K. A. Toh. A Line Feature Extraction 

Method for Finger-Knuckle-Print Verification. Cognitive Computation, pp.1-21, 

2018. 

[44] L. Zhang, Y. Shen, H. Li, and J. Lu. 3D Palmprint Identification Using Block-

Wise Features and Collaborative Representation. IEEE Transactions on Pattern 

Analysis and Machine Intelligence, vol. 37, no. 8, pp. 1730-1736, 2015. 

[45] A. W. K. Kong and D. Zhang. Competitive Coding Scheme for Palmprint 

Verification. In International Conference on Pattern Recognition, 2004. 



 

175 

[46] W. Jia, D. S. Huang, and D. Zhang. Palmprint Verification Based on Robust 

Line Orientation Code. Pattern Recognition, vol. 41, no. 5, pp. 1504-1513, 2008. 

[47] L. Fei, B. Zhang, Y. Xu, Z. Guo, J. Wen, and W. Jia. Learning Discriminant 

Direction Binary Palmprint Descriptor. IEEE Transactions on Image Processing, 

28(8), pp.3808-3820, 2019. 

[48] W. Jia, B. Zhang, J. Lu, Y. Zhu, Y. Zhao, W. Zuo, and H. Ling. Palmprint 

Recognition Based on Complete Direction Representation, IEEE Transactions on 

Image Processing, 26(9), pp.4483-4498, 2017. 

[49] A. Krizhevsky, I. Sutskever, and G. E. Hinton. ImageNet Classification with 

Deep Convolutional Neural Networks. In Neural Information Processing Systems, 

2012. 

[50] K. Simonyan and A. Zisserman. Very Deep Convolutional Networks for 

Large-scale Image Recognition. In International Conference on Learning 

Representations, 2015. 

[51] K. He, X. Zhang, S. Ren and J. Sun. Deep Residual Learning for Image 

Recognition. In Computer Vision and Pattern Recognition, 2016. 

[52] K. He, G. Gkioxari, P. Dollár and R. Girshick. Mask RCNN. In International 

Conference on Computer Vision 2017.  

[53] R. Girshick. Fast R-CNN. In International Conference on Computer Vision, 

2015. 

[54] X. Wang, L. Gao, J. Song and H. T. Shen. Beyond frame-level CNN: saliency-

aware 3-D CNN with LSTM for video action recognition. IEEE Signal Processing 

Letters, 24(4), pp.510-514, 2016. 

[55] L. Gao, X. Li, J. Song and H. T. Shen. Hierarchical LSTMs with adaptive 

attention for visual captioning. IEEE Transactions on Pattern Analysis and 

Machine Intelligence, 42(5), pp.1112-1131, 2019. 

[56] Z. Zhao and A. Kumar. Towards More Accurate Iris Recognition Using Deeply 

Learned Spatially Corresponding Features. In International Conference on 

Computer Vision, 2017. 

[57] K. Sundararajan and D. L. Woodard. Deep Learning for Biometrics: A Survey. 

ACM Computing Surveys, 51(3), pp.1-34, 2018. 

[58] G. Huang, Z. Liu, L. Van Der Maaten and K.Q. Weinberger. Densely 

Connected Convolutional Networks. In IEEE Conference on Computer Vision and 

Pattern Recognition, 2017. 

[59] J. Hu, L. Shen, S. Albanie, G. Sun and E. Wu. Squeeze-and-Excitation 

Networks. IEEE Transactions on Pattern Analysis and Machine Intelligence, 

42(8), pp.2011-2023, 2020. 

[60] S.J. Park, K.S. Hong and S. Lee. Rdfnet: RGB-D Multi-Level Residual Feature 

Fusion for Indoor Semantic Segmentation. In IEEE International Conference on 

Computer Vision, 2017. 

[61] Z. Zhang, X. Zhang, C. Peng, X. Xue and J. Sun. Exfuse: Enhancing Feature 

Fusion for Semantic Segmentation. In European Conference on Computer Vision, 

2018. 



 

176 

[62] F. Li, R. Fergus, and P. Perona. One-shot Learning of Object Categories. IEEE 

Transactions on Pattern Analysis and Machine Intelligence, 28(4), pp.594-611, 

2006. 

[63] A. Santoro, S. Bartunov, M. Botvinick, D. Wierstra, and T. Lillicrap. One-shot 

Learning with Memory-Augmented Neural Networks. arXiv preprint 

arXiv:1605.06065, 2016. 

[64] O. Vinyals, C. Blundell, T. Lillicrap, K. Kavukcuoglu, D. Wierstra. Matching 

Networks for One Shot Learning, In Advances in Neural Information Processing 

Systems, 2016, 

[65] J. Daugman. How Iris Recognition Works. IEEE Transactions on Circuits and 

Systems for Video Technology, vol. 14, no. 1, pp. 21-30, 2004. 

[66] F. Taherkhani, V. Talreja, M. C. Valenti and N. M. Nasrabadi. Error-Corrected 

Margin-Based Deep Cross-Modal Hashing for Facial Image Retrieval. IEEE 

Transactions on Biometrics, Behavior, and Identity Science, 2(3), pp. 279-293, 

2020. 

[67] Z. Guo, L. Zhang and D. Zhang. A completed modeling of local binary pattern 

operator for texture classification. IEEE Transactions on Image Processing, 19(6), 

pp.1657-1663, 2010. 

[68] G. Zhao and M. Pietikainen. Dynamic texture recognition using local binary 

patterns with an application to facial expressions. IEEE Transactions on Pattern 

Analysis and Machine Intelligence, 29(6), pp.915-928, 2007. 

[69] K. Ito and T. Aoki. Recent advances in biometric recognition. ITE 

Transactions on Media Technology and Applications, 6(1), pp.64-80, 2018. 

[70] S. S. Rajput and K. V. Arya. Noise Robust Face Hallucination via Outlier 

Regularized Least Square and Neighbor Representation. IEEE Transactions on 

Biometrics, Behavior, and Identity Science, 1(4), pp.252-263, 2019. 

[71] C. M. Cook, J. J. Howard, Y. B. Sirotin, J. L. Tipton and A. R. Vemury, A. 

Demographic effects in facial recognition and their dependence on image 

acquisition: An evaluation of eleven commercial systems. IEEE Transactions on 

Biometrics, Behavior, and Identity Science, 1(1), pp.32-41, 2019. 

[72] S. Aoyama, K. Ito and T. Aoki. Similarity measure using local phase features 

and its application to biometric recognition. In Computer Vision and Pattern 

Recognition Workshops, 2013. 

[73] Q. Li, X. Shi and Z. Guo. Similarity mapping for robust face recognition via a 

single training sample per person. Pattern Recognition Letters, 2019. 

[74] J. Daugman. Large data analysis: automatic visual personal identification in a 

demography of 1.2 billion persons. In Independent Component Analyses, 

Compressive Sampling, Wavelets, Neural Net, Biosystems, and Nanoengineering 

XII. International Society for Optics and Photonics, 2014. 

[75] R. J. Woodham. Photometric Method For Determining Surface Orientation 

From Multiple Images. Optical Engineering, vol. 19(1), 191139, February 1980. 

[76] E. N. Coleman and R. Jain. Obtaining 3-dimensional shape of textured and 

specular surfaces using four-source photometry. Computer Graphics and Image 

Processing, 18(4):309–328, 1982. 



 

177 

[77] F. Solomon and K. Ikeuchi. Extracting the shape and roughness of specular 

lobe objects using four light photometric stereo. IEEE Transactions on Pattern 

Analysis and Machine Intelligence, 18(4):449–454, 1996. 

[78] S. Barsky and M. Petrou. The 4-source photometric stereo technique for three-

dimensional surfaces in the presence of highlights and shadows. IEEE 

Transactions on Pattern Analysis and Machine Intelligence, 25(10):1239–1252, 

2003. 

[79] M. Chandraker, S. Agarwal, and D. J. Kriegman. ShadowCuts: Photometric 

stereo with shadows. In IEEE Conference on Computer Vision and Pattern 

Recognition, 2007. 

[80] Y. Mukaigawa, Y. Ishii, and T. Shakunaga. Analysis of photometric factors 

based on photometric linearization. Journal of the Optical Society of America A, 

24(10):3326–3334, 2007. 

[81] K. Sunkavalli, T. Zickler, and H. Pfister. Visibility subspaces: Uncalibrated 

photometric stereo with shadows. In European Conference on Computer Vision, 

2010. 

[82] F. Verbiest and L. Van Gool. Photometric stereo with coherent outlier handling 

and confidence estimation. In IEEE Conference on Computer Vision and Pattern 

Recognition, 2008. 

[83] C. Yu, Y. Seo, and S. W. Lee. Photometric stereo from maximum feasible 

lambertian reflections. In European Conference on Computer Vision, 2010. 

[84] D. Miyazaki, K. Hara, and K. Ikeuchi. Median photometric stereo as applied 

to the segonko tumulus and museum objects. International Journal on Computer 

Vision 86(2):229–242, 2010. 

[85] T.-P. Wu and C.-K. Tang. Photometric stereo via expectation maximization. 

IEEE Transactions on Pattern Analysis and Machine Intelligence, 32(3):546–560, 

2010. 

[86] L. Wu, A. Ganesh, B. Shi, Y. Matsushita, Y. Wang, and Y. Ma. Robust 

photometric stereo via low-rank matrix completion and recovery. In Asian 

Conference on Computer Vision, 2010. 

[87] S. Ikehata, D. Wipf, Y. Matsushita, and K. Aizawa. Robust photometric stereo 

using sparse regression. In IEEE Conference on Computer Vision and Pattern 

Recognition, 2012. 

[88] H. S. Chung and J. Jia. Efficient photometric stereo on glossy surfaces with 

wide specular lobes. In IEEE Conference on Computer Vision and Pattern 

Recognition, 2008. 

[89] N. G. Alldrin and D. J. Kriegman. Toward reconstructing surfaces with 

arbitrary isotropic reflectance: A stratified photometric stereo approach. In IEEE 

International Conference on Computer Vision, 2007. 

[90] P. Tan, L. Quan, and T. Zickler. The geometry of reflectance symmetries. IEEE 

Transactions on Pattern Analysis and Machine Intelligence, 33(12):2506–2520, 

2011. 



 

178 

[91] M. Chandraker, J. Bai, and R. Ramamoorthi. On differential photometric 

reconstruction for unknown, isotropic BRDFs. IEEE Transactions on Pattern 

Analysis and Machine Intelligence, 35(12):2941–2955, 2013. 

[92] F. Romeiro, Y. Vasilyev, and T. Zickler. Passive reflectometry. In European 

Conference on Computer Vision, 2008. 

[93] D. B. Goldman, B. Curless, A. Hertzmann, and S. M. Seitz. Shape and 

spatially-varying BRDFs from photometric stereo. IEEE Transactions on Pattern 

Analysis and Machine Intelligence, 32(6):1060–1071, 2010. 

[94] N. G. Alldrin, T. Zickler, and D. J. Kriegman. Photometric stereo with non-

parametric and spatially-varying reflectance. In IEEE Conference on Computer 

Vision and Pattern Recognition, 2008. 

[95] B. Shi, P. Tan, Y. Matsushita, and K. Ikeuchi. Elevation angle from reflectance 

monotonicity: Photometric stereo for general isotropic reflectances. In European 

Conference on Computer Vision, 2012. 

[96] T. Higo, Y. Matsushita, and K. Ikeuchi. Consensus photometric stereo. In IEEE 

Conference on Computer Vision and Pattern Recognition, 2010. 

[97] B. Shi, P. Tan, Y. Matsushita, and K. Ikeuchi. Bi-polynomial modeling of low-

frequency reflectances. IEEE Transactions on Pattern Analysis and Machine 

Intelligence, 36(6):1078–1091, 2014. 

[98] S. Ikehata and K. Aizawa. Photometric stereo using constrained bivariate 

regression for general isotropic surfaces. In IEEE Conference on Computer Vision 

and Pattern Recognition, 2014. 

[99] T. Q. Han and H. L. Shen. Photometric Stereo for General BRDFs via 

Reflection Sparsity Modeling. IEEE Transactions on Image Processing, 24(12): 

4888-4903, 2015. 

[100] H. L. Shen, T. Q. Han, and C. Li. Efficient Photometric Stereo Using Kernel 

Regression. IEEE Transactions on Image Processing, 26(1): 439-451, 2017. 

[101] B. Shi, Zhe Wu, Zhipeng Mo, Dinglong Duan, Sai-Kit Yeung, and Ping Tan. 

 A Benchmark Dataset and Evaluation for Non-Lambertian and Uncalibrated 

Photometric Stereo. In IEEE Conference on Computer Vision and Pattern 

Recognition, 2016. 

[102] W. Matusik, H. Pfister, M. Brand, and L. McMillan. A data driven reflectance 

model. ACM Transactions on Graphics,22(3):759– 769, 2003. 

[103] K. H. M. Cheng and A. Kumar. Revisiting Outlier Rejection Approach for 

Non-Lambertian Photometric Stereo. IEEE Transactions on Image Processing, 28 

(3), pp. 1544-1555, 2019. 

[104] W. Smith and F. Fang. Height from photometric ratio with model-based light 

source selection. Computer Vision and Image Understanding, 145(2016) 128-138. 

[105] The Hong Kong Polytechnic University 3D Fingerprint Images Database 

Version 2.0, http://www.comp.polyu.edu.hk/~csajaykr/3Dfingerv2.htm 

[106] K. H. M. Cheng and A. Kumar. Advancing Surface Feature Encoding and 

Matching for More Accurate 3D Biometric Recognition. International Conference 

on Pattern Recognition, 2018. 



 

179 

[107] K. H. M. Cheng and A. Kumar. Contactless Biometric Identification using 3D 

Finger Knuckle Patterns. IEEE Transactions on Pattern Analysis and Machine 

Intelligence, 42 (8), pp. 1868-1883, 2020. 

[108] S. H. Cha, S. Yoon, C. C. Tappert. Enhancing Binary Feature Vector Similarity 

Measures. CSIS Technical Reports, 2005. 

[109] K. H. M. Cheng and A. Kumar. Efficient and Accurate 3D Finger Knuckle 

Matching using Surface Key Points. IEEE Transactions on Image Processing, 29, 

pp.8903-8915, 2020. 

[110] A. Jain, L. Hong, and R. Bolle. On-Line Fingerprint Verification. IEEE 

Transactions on Pattern Analysis and Machine Intelligence, vol.  19, no.  4, April 

1997. 

[111] F. Chen, X. Huang, and J. Zhou. Hierarchical Minutiae Matching for 

Fingerprint and Palmprint Identification. IEEE Transactions on Image Processing, 

22(12), pp.4964-4971, 2013. 

[112] R. Cappelli, M. Ferrara, and D. Maio. A Fast and Accurate Palmprint 

Recognition System Based on Minutiae. IEEE Transactions on Systems, Man, and 

Cybernetics, Part B (Cybernetics), 42(3), pp.956-962, 2012. 

[113] A. Kumar and B. Wang. Recovering and Matching Minutiae Patterns from 

Finger Knuckle Images. Pattern Recognition Letters, 68, pp.361-367, 2015. 

[114] T. Y. Lin, M. Maire, S. Belongie, J. Hays, P. Perona, D. Ramanan, P. Dollar, 

and C.L. Zitnick. Microsoft COCO: Common Objects in Context. In European 

Conference on Computer Vision, 2014. 

[115] (Jun. 2014). [Online]. Available: PolyU 2D and 3D Palmprint Database, 

www.comp.polyu.edu.hk/~biometrics/. 

[116] G. Jaswal, A. Nigam, and R. Nath. DeepKnuckle: revealing the human identity. 

Multimedia Tools and Applications, 76(18), pp.18955-18984, 2017. 

[117] J. Revaud, P. Weinzaepfel, Z. Harchaoui and C. Schmid. Deepmatching: 

Hierarchical deformable dense matching. International Journal of Computer 

Vision, 120(3), pp.300-323, 2016. 

[118] K. H. M. Cheng and A. Kumar. Distinctive Feature Representation for 

Contactless 3D Hand Biometrics using Surface Normal Directions. International 

Joint Conference on Biometrics, 2020. 

[119] A. Kumar and Y. Zhou. Human identification using finger images. IEEE 

Transactions on Image Processing, 21(4), pp.2228-2244, 2011. 

[120] Chhabra, R. Singh, M. Vatsa and G. Gupta. Anonymizing k-facial attributes 

via adversarial perturbations. In the Twenty-Seventh International Joint 

Conference on Artificial Intelligence, 2018. 

[121] G. Goswami, N. Ratha, A. Agarwal, R. Singh, M. Vatsa. Unravelling 

robustness of deep learning based face recognition against adversarial attacks. In 

the Thirty-Second AAAI Conference on Artificial Intelligence, 2018. 

[122] P. Sermanet, D. Eigen, X. Zhang, M. Mathieu, R. Fergus and Y. LeCun. 

OverFeat: Integrated Recognition, Localization and Detection using Convolutional 

Networks. In International Conference on Learning Representations, 2014. 

[123] The HK PolyU Contactless Finger Knuckle Images Database (V-1.0): 



 

180 

http://www4.comp.polyu.edu.hk/~csajaykr/fn1.htm 

[124] The HK PolyU Contactless Hand Dorsal Images Database: 

http://www4.comp.polyu.edu.hk/~csajaykr/knuckleV2.htm 

[125] W. Zhou, J. Hu, I. Petersen, S. Wang and M. Bennamoun A Benchmark 3D 

Fingerprint Database. In IEEE International Conference on Fuzzy Systems and 

Knowledge Discovery, 2014. 

[126] L. Zhang, L. Zhang and D. Zhang. Finger-knuckle-print verification based on 

band-limited phase-only correlation. In International Conference on Computer 

Analysis of Images and Patterns, 2009. 

[127] L. Zhang, L. Zhang and D. Zhang. Monogeniccode: A novel fast feature coding 

algorithm with applications to finger-knuckle-print recognition. In IEEE 

International Workshop on Emerging Techniques and Challenges for Hand-Based 

Biometrics, 2010. 

[128] D. S. Guru, K. B. Nagasundara and S. Manjunath. Feature level fusion of multi-

instance finger knuckle print for person identification. In the First International 

Conference on Intelligent Interactive Technologies and Multimedia, 2010. 

[129] Z. S. Shariatmadar and K. Faez. A novel approach for Finger-Knuckle-Print 

recognition based on Gabor feature fusion. In IEEE International Congress on 

Image and Signal Processing, 2011. 

[130] L. Zhang, H. Li and Y. Shen. A novel Riesz transforms based coding scheme 

for finger-knuckle-print recognition. In IEEE International Conference on Hand-

based Biometrics, 2011. 

[131] G. S. Badrinath, A. Nigam, and P. Gupta. An efficient finger-knuckle-print 

based recognition system fusing sift and surf matching scores. In International 

Conference on Information and Communications Security, 2011. 

[132] A. Kumar and Y. Zhou. Human identification using knucklecodes. In IEEE 

International Conference on Biometrics: Theory, Applications, and Systems, 2009. 

[133] Z. Li, K. Wang and W. Zuo. Finger-knuckle-print recognition using local 

orientation feature based on steerable filter. In International Conference on 

Intelligent Computing, 2012. 

[134] L. Zhang, L. Zhang and D. Zhang. Finger-knuckle-print: a new biometric 

identifier. In IEEE International Conference on Image Processing, 2009. 

[135] A. Meraoumia, S. Chitroub and A. Bouridane. On-line finger-knuckle-print 

identification using Gaussian mixture models & discrete cosine transform. 2013. 

[136] M. Saigaa, A. Meraoumia, S. Chitroub and A. Bouridane. Efficient person 

recognition by finger-knuckle-print based on 2D discrete cosine transform. In 

IEEE International Conference on Information Technology and e-Services, 2012. 

[137] C. Hegde, J. Phanindra, P. D. Shenoy, K. R. Venugopal and L. M. Patnaik. 

Human authentication using finger knuckle print. In the Fourth Annual ACM 

Bangalore Conference, 2011. 

[138] I.A. Gomaa, G. I. Salama and I. F. Imam. Biometric OAuth service based on 

finger-knuckles. In IEEE International Conference on Computer Engineering & 

Systems, 2012. 



 

181 

[139] S. Aoyama, K. Ito and T. Aoki. Finger-knuckle-print recognition using 

BLPOC-based local block matching. In the First Asian Conference on Pattern 

Recognition, 2011. 

[140] N. M. Kumar and K. Premalatha. Personal authentication using FDOST in 

finger knuckle-print biometrics. International Journal of Computer and 

Information Engineering, 2015. 

[141] IIT Delhi Finger Knuckle Database 

http://www4.comp.polyu.edu.hk/~csajaykr/IITD/iitd_knuckle.htm 

[142] The HKPolyU Finger Knuckle Print Database 

http://www4.comp.polyu.edu.hk/~biometrics/FKP.htm 

[143] A. Kumar. Toward pose invariant and completely contactless finger knuckle 

recognition. IEEE Transactions on Biometrics, Behavior, and Identity Science, 

vol. 1, no. 3, pp. 201-209, 2019. 

[144] K. H. M. Cheng and A. Kumar. Accurate 3D Finger Knuckle Recognition 

Using Auto-Generated Similarity Functions. IEEE Transactions on Biometrics, 

Behavior, and Identity Science, 3 (2), pp.203-213, 2021. 

[145] Q. Zheng, A. Kumar and G. Pan. Contactless 3D fingerprint identification 

without 3D reconstruction. In IEEE International Workshop on Biometrics and 

Forensics, pp. 1-6.  2018. 

[146] Y. Liu and A. Kumar. Contactless palmprint identification using deeply 

learned residual features. IEEE Transactions on Biometrics, Behavior, and Identity 

Science, 2(2), pp.172-181. 2020. 

[147] Z. Zhao and A. Kumar. A deep learning based unified framework to detect, 

segment and recognize irises using spatially corresponding features. Pattern 

Recognition, 93, pp.546-557. 2019. 

[148] A. Kumar. Toward pose invariant and completely contactless finger knuckle 

recognition. IEEE Transactions on Biometrics, Behavior, and Identity Science, 

1(3), pp.201-209. 2019. 

 


