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Abstract
LoRa is a popular Low Power Wide Area Networking (LPWAN) technology that is

expected to boost the next generation IoT for its capability to provide long-range

ubiquitous connectivity for everyday objects with an AA battery. Despite the pop-

ularity, there exists a growing concern about the security of LoRa communication.

Current LoRaWAN systems are susceptible to security attacks due to the inherent

features of LoRa communication. Specifically, LoRa operates at unlicensed frequency

bands under public standards, which makes it vulnerable to active attack and infor-

mation leakage. Besides, LoRa packets have a long transmission window compared

with traditional wireless technologies (i.e., Wi-Fi, Bluetooth), which leaves sufficient

time for attackers to launch attacks. Meanwhile, the large scale of LoRa deployment

with low-cost and low-power devices makes it an ideal target for large-scale cyber

attacks.

In this thesis, we investigate security threats and countermeasures of LoRa physi-

cal layer. Specifically, we explore the possible security attack at both the transmitter

side (covert channel) and receiver side (jamming attack) and propose corresponding

countermeasures against such attacks.

The first work describes our design and implementation of a covert channel over

LoRa physical layer (PHY). LoRa adopts a unique modulation scheme (chirp spread

spectrum (CSS)) to enable long-range communication at low-power consumption.

CSS uses the initial frequencies of LoRa chirps to differentiate LoRa symbols, while

simply ignoring other RF parameters (e.g., amplitude and phase). Our study reveals

that the LoRa physical layer leaves sufficient room to build a covert channel by

embedding covert information with a modulation scheme orthogonal to CSS. To

demonstrate the feasibility of building a covert channel, we implement CloakLoRa.
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CloakLoRa embeds covert information into a regular LoRa packet by modulating

the amplitudes of LoRa chirps while keeping the frequency intact. Since amplitude

modulation is orthogonal to CSS, a regular LoRa node receives the LoRa packet as

if no secret information is embedded into the packet. Such an embedding method

is transparent to all security mechanisms at upper layers in current LoRaWAN.

As such, an attacker can create an amplitude-modulated covert channel over LoRa

without being detected by current LoRaWAN security mechanism. We build the

covert channel using a COTS LoRa node (Tx) and a low-cost receive-only software-

defined radio (Rx). Comprehensive evaluations show that CloakLoRa can send covert

information over 250 m.

The second work investigates jamming of LoRa PHY and corresponding coun-

termeasure. LoRaWAN forms a one-hop star topology where LoRa nodes send data

via one-hop up-link transmission to a LoRa gateway. If the LoRa gateway can be

jammed by attackers, the LoRa gateway may not be able to receive any data from any

nodes in the network. Our empirical study shows that although LoRa physical layer

(PHY) is robust and resilient by design, it is still vulnerable to synchronized jamming

chirps. Potential protection solutions (e.g., collision recovery, parallel decoding) may

fail to extract LoRa packets if an attacker transmits synchronized jamming chirps at

high power. To protect the LoRa PHY from such attacks, we propose a new protec-

tion method that can separate LoRa chirps from jamming chirps by leveraging their

difference in the received signal strength in power domain. We note that the new

protection solution is orthogonal to existing solutions which leverage the chirp mis-

alignment in time domain or the frequency disparity in frequency domain. Besides,

we discuss new types of attacking methods (e.g., consecutive SFDs) and analyze

their impacts on LoRa packet reception. We conduct experiments with COTS LoRa

nodes and software-defined radios with varied experiment settings such as different

spreading factors, bandwidths, and code rates. The results show that synchronized

jamming chirps at high power can jam all previous solutions, while our protection

solution can effectively protect LoRa gateways from the jamming attacks.
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Chapter 1

Introduction

1.1 Background

Recent years have seen the era of IoT (Internet of Things). Ericsson [24] forecasts

that around 25 billion devices will connect to the Internet by 2025. Forbes [26] even

triples the number of connected IoT devices to 75 billion by 2025, meaning that

almost every object around us: streetlights, water pumps, cars, machines, meters,

elevators, thermostats, wearables, etc. will be connected. The surging growth of

IoT applications promises to bring immense value into our lives. For instance, in

healthcare, smart infant monitors [68] can provide parents with real-time informa-

tion about their baby’s breathing, skin temperature, body position, and activity level

on their smartphones. In smart city, sensors are installed at all parking spots and

pass the occupancy status of each spot to the cloud. Applications catch the data

and then guide drivers through the shortest route to an open spot. In smart indus-

trial automaton, product flow monitoring, inventory management, quality control,

packaging optimization, etc. are already being deployed intensively.

IoT envisions innovations by starting with ubiquitous communications. Since

applications are widely diverse and multifaceted, there are several leading wireless

technologies in support of different kinds of IoT usage scenarios. A common way

to categorize IoT communication technologies is according to the desired commu-

1



Figure 1.1: Comparison of existing IoT wireless communication technologies [10].

nication range. Specifically, RFID is commonly used to support short-range (i.e.,

within 5 m) and low data rate requirement applications. Zigbee, Bluetooth, and

Wi-Fi support a similar communication range (i.e., 10-100 m) but Wi-Fi enables a

higher data rate. However, these technologies are handicapped by their short-range

signal coverage when applied to applications that require tens of kilometers such

as in smart cities. Cellular technologies (i.e., 3G/4G) thus have been used to cope

with this problem. They are more suitable for longer range (i.e., 1 km) as well as

high data rate applications. However, cellular systems require high-capacity power

supplies along with high-cost hardware and operational cost. Therefore, a low-cost,

low-power, and long-range method is needed in IoT communications. To fill in this

gap, Low power wide area network (LPWAN) emerged and it is expected to boost the

next-generation IoT. There are several LPWAN technologies (e.g., NB-IoT, LTE-M,

SigFox, etc.), among which Long Range Wide Area Network (LoRaWAN) is designed

to provide communication over a long distance (i.e., 10 km) at extremely low power

consumption.

LoRa-enabled applications are expected to grow in various fields, including the

following example areas but not limited to [75]:
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• Smart Utilities: This field is expected to witness the biggest growth rate.

Traditional utility operations are labor-intensive because meters are often lo-

cated in dense urban environments, indoors or even underground, which is hard

to reach by many wireless technologies. By implementing LoRa-enabled sen-

sors and LoRaWAN protocols, utility and metering companies can collect data

remotely and use it for better management of resources.

• Smart Agriculture: LoRaWAN has been widely deployed to enable smart

agriculture. For example, LoRa-enabled sensors have been used to measure

environmental conditions(i.e., temperature, humidity, etc.) that will influence

crop production. It is reported that commercial farms [77] can save as much as

50% water consumption by implementing LoRa-based smart irrigation solution.

• Smart Environment: Benefiting from low power, low cost, and long commu-

nication range, LoRa is suitable for smart environment applications. Sensors

and gateways embedded with LoRa technology can be deployed across a region

to measure environmental indicators. The collected data can be analyzed to de-

tect issues before they become crises. For instance, a LoRa-based autonomous

flood sensor system [83] can be installed into complex, hard-to-reach regions

along the water’s edge in marshland, rough terrain, etc. to monitor water levels.

These sensors are autonomous, weather-proof, and requiring no external power

or wired network connection, which is suitable for the toughest environment.

• COVID-9 Support: COVID-19 pandemic brings the world unprecedented

challenges. Recently, LoRa technologies have been used to provide public safety

solutions [6] to fight against Coronavirus. For instance, medical gas valve

equipped with LoRa technology can transmit digital pressure values remotely,

allowing hospital staff to monitor and control the amount of oxygen remaining
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in the cylinder miles away.

IoT brings vast opportunity while it also brings vast risks, among which security

is a challenging one. Many previous works study security issues in traditional wireless

communication methods such as RFID [35], Bluetooth [79], Wi-Fi [7], and cellular

technologies [25]. Since LPWAN is relatively new, there are few works study security

risks in LPWAN. Specifically, both NB-IoT and LTE-M are derived from LTE. The

authentication and encryption security features by design make them more secure

than LoRaWAN systems that operate at unlicensed spectrum. This thesis focuses

on LoRa and explores potential security risks and corresponding countermeasures in

LoRaWAN physical layer.

1.2 LoRa Primer

LoRa PHY. LoRa refers to the physical layer (PHY) of LoRaWAN, while Lo-

RaWAN is the communication protocol and system architecture for the network.

LoRa adopts a unique chirp spread spectrum modulation (CSS), which trades data

rate for sensitivity and improves the robustness against interference in the crowded

Industrial, Scientific, and Medical (ISM) bands. A LoRa chirp is a signal whose fre-

quency increases (upchirp) or decreases (downchirp) linearly at a constant rate over

time. The chirp sweeps through and wraps around a predefined bandwidth. Fig. 1.2

shows the PHY samples of a LoRa packet collected with low-cost software defined

radios (SDR).

LoRa uses different initial frequencies to modulate symbols. Fig. 1.3 illustrates

the CSS modulation scheme used in LoRa. The symbol duration is denoted as

(Tsymbol). Assume we need to modulate 2 bits (‘00’, ‘01’, ‘10’, ‘11’) with each symbol

(i.e., spreading factor = 2). We need 4 different symbols with different initial fre-

quencies (e.g., f0, f1, f2, f3). An upchirp with the initial frequency of f0 “ ´BW {2
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Figure 1.2: LoRa packet structure.
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Figure 1.3: Example of CSS modulation.

is named base chirp, which modulates ‘00’ as shown in Fig. 1.3.

In practice, depending on the spreading factor SF (7 ď SF ď 12), the number of

possible symbols is 2SF . Such a procedure can be represented as follows.

Spt, fsymq “ ej2πp
k
2
t`f0qt ¨ ej2πfsymt “ Cptq ¨ ej2πfsymt (1.1)

where fsym denotes the initial frequency of an up-chirp (i.e., encoded symbol).

Cptq “ ej2πp
k
2
t`f0qt represents the base chirp; f0 and k denote the initial frequency

and increasing rate of base chirp, respectively.

LoRa Packet Structure. Fig. 1.2 shows PHY samples of a LoRa packet col-

lected with software defined radios (SDR). A LoRa packet starts wtih several identical

up-chirps as preamble and 2 sync word symbols followed by 2.25 start frame delim-

iter (SFD) as illustrated in the figure. In explicit header mode, physical header and

payload follow the SFD in a LoRa packet. LoRa packets can have a varied number

of preamble (e.g., ą 4 up-chirps), but sync word and SFD are mandatory.

LoRa Packet Detection and Demodulation. LoRa packet reception process

involves several key steps as illustrated in Fig. 1.4. First, a LoRa receiver detects

arrivals of LoRa packets by detecting a preamble which consists of more than 4
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Figure 1.4: Locking process at LoRa receiver.

up-chirps. The preamble detection can be performed by correlating received PHY

samples with an up-chirp generated locally at a LoRa receiver [63]. More than 4 con-

secutive peaks in correlation results indicates the arrival of one LoRa packet. One

may also detect a preamble by tracking the continuity of frequency after multiplying

incoming PHY samples with down-chirps [102]. After successful preamble detection,

a LoRa receiver needs to accurately detect an SFD so as to determine chirp bound-

aries of PHY header and payload. To this end, a LoRa receiver multiplies incoming

PHY samples with an up-chirp and monitors continuous frequency for 2.25 chirp du-

ration to determine the chirp boundary of the first chirp in PHY header and payload.

After successfully locking-on the chirp boundaries, a LoRa receiver can demodulate

the chirps and decode incoming packets.

To demodulate a received chirp within a demodulation window, a LoRa receiver

first multiplies the received signal with the conjugate of the base chirp denoted as

C´1ptq and performs Fast Fourier Transform (FFT) on the multiplication results.

After that, the LoRa receiver searches for the highest spike in FFT bins (which

indicates the initial frequency) and thereby demodulate symbols. The demodulation

process can be represented as follows

Spt, fsymq ¨ C
´1
ptq “ ej2πfsymt (1.2)

The FFT of ej2πfsymt produces one highest spike in the FFT bins, indicating the

initial frequency of fsym [102].

Security mechanism. Current LoRaWAN mainly adopts message encryption
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to ensure the security of end-to-end communication. For instance, symmetric key

algorithms (e.g., AES-128) are adopted at network layer and application layer to

encrypt messages. This message encryption is only implemented at the upper layers.

In physical layer, CSS modulation only exploits the initial frequencies of chirps to

differentiate symbols and ignores other parameters such as amplitude, phase, and

waveform which can be modulated by potential attackers or malware to leak sensitive

information. Our proof-of-concept experiment builds a covert channel over LoRa

PHY by modulating amplitude of LoRa chirps.

1.3 Motivation

LoRa is an emerging technology that enable long-range low-power wireless commu-

nication for battery-powered sensor nodes [51, 84, 30, 104]. A LoRa node is expected

to transmit LoRa packets with a communication range of 10 km using AA batteries

for ten years and enables innovative applications [75, 112, 101, 16] (e.g., smart elec-

tricity metering, smart homes, supply chain, and health care). LoRaWAN now has

been deployed to enable innovative applications and pilot studies in the field. The

security of IoT devices is one of the most important problems which may impede the

wide adoption of LoRaWAN.

Current LoRaWAN systems are susceptible to security attacks because of the

inherent features of LoRa communication. First, LoRa functions at an unlicensed

frequency band. Current LoRaWAN secures application layer and network layer

with simple symmetric encryption. However, we observe that the LoRaWAN secu-

rity mechanism does not examine physical layer communication parameters (e.g.,

amplitude, phase, and waveform), which leaves the LoRa PHY vulnerable to active

attacks and information leakage. Second, compared to traditional wireless techniques

(e.g., Bluetooth, Wi-Fi), LoRa packets usually have a long transmission window.
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The long duration leaves sufficient time for attackers to launch spoofing and DoS at-

tacks. Third, the large scale of LoRa deployments with low computation and power

resources make it an ideal target for large-scale cyber attacks.

Covert channel attack is a typical attack in terms of information leakage. In

specific, for example, in a smart home where LoRa-enabled IoT sensors are employed

for door access [1], smart electricity, and water meter, a malicious attacker can

compromise a sensor node and build a covert channel by modulating the neglected

PHY parameters (e.g., amplitude) to secretly collect the sensory data of a legitimate

LoRa node without affecting the normal communication between it and a gateway.

By synthesizing the sensory data of multiple IoT nodes (e.g., building access records,

electricity, and water metering, etc.), the attacker can learn the daily routines of

the residents (such as the time of home leaving/arriving) and broke in during the

residents’ absent time. This example raises security risks and privacy concerns of

building a covert channel over LoRa PHY. We note that in real scenarios, the IoT

devices can be compromised by attackers either before delivering to users or after

deployment as reported in previous works [97, 19]. So in this thesis, we aim to reveal

the vulnerability and demonstrate the feasibility of building a covert channel over

LoRa PHY. We present the detailed implementation and evaluation in Chapter 3.

The above attack happens at the transmitter side. How about gateways at the

receiver side? Is it secure for gateways to receive LoRa packets correctly without

attack? Unfortunately, gateways are not safe either.

Jamming attack is a threat to LoRa gateway. LoRa adopts chirp spread spec-

trum (CSS) modulation in the physical layer (PHY), which is known to be resilient

and robust to interference and noise. Therefore, it can transmit several kilometers

away. Benefiting from the long communication range, LoRaWAN forms a one-hop

star topology, where a large number of LoRa nodes can send packets via one-hop

up-link transmissions to a LoRa gateway, which greatly simplifies the network pro-

8



tocol design and facilitates data collection. In such a star topology, however, if a

LoRa gateway is jammed by malicious attackers, the LoRa gateway may not be able

to receive LoRa packets from any nodes in the network, leading to a single point

of failure. Neighbor gateways could help receive the packets in this case, but those

gateways can also be under jamming attacks.

We note that wireless jamming attack has been extensively studied in literature

[58] and LoRa jamming has also been attracting attention from both academia and

industry recently. Some previous works [9, 69, 57] have demonstrated that it is indeed

possible to jam LoRa nodes to some extent by emitting various jamming signals,

while other measurement studies [51, 102, 23] show that LoRa nodes are inherently

resilient and robust to interference and can even support parallel transmissions by

resolving collisions. Therefore, deep analyses are needed to better understand LoRa

demodulation under jamming attacks. We introduce our empirical study of jamming

of LoRa PHY and countermeasure with COTS LoRa nodes and software defined

radios in Chapter 4.

In summary, LoRa’s inherent features make it vulnerable to attacks. It is indeed

necessary to investigate the security threats of LoRa physical layer.

1.4 Contribution

This thesis mainly consists of two works I have done during my Ph.D. study. In this

thesis, we study possible security issues at both the transmitter side and receiver

side.

In the first work, we study the covert channel over LoRa PHY. Current LoRaWAN

secures application layer and network layer with symmetric encryption. However, the

PHY layer remains less protected. We observe that along the demodulation process,

a LoRa receiver only examines the initial frequency of a LoRa chirp while over-
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looks other physical layer parameters (i.e., amplitude, phase, waveform, etc.). Based

on this observation, we design and implement a covert channel named CloakLoRa.

CloakLoRa uses amplitude modulation (AM) to embed covert information. The

key insight is that AM is orthogonal to the CSS modulation scheme of LoRa PHY.

We can modulate the amplitude of LoRa chirps while maintaining normal LoRa

communication. As a result, AM modulated LoRa chirps carry both original CSS

information and AM covert information. The legitimate receiver can demodulate the

original CSS information as the frequencies of LoRa chirps are unchanged. And the

covert receiver can focus on the variation of received signal strength and extract the

embedded covert information.

We note that the AM modulated LoRa chirps can be detected and decoded by

a receiver (e.g., Carol), but totally transparent and covert to current LoRaWAN

security mechanism. That is because LoRaWAN only protects the end-to-end com-

munication at the network layer and above, while many physical layer parameters

including the amplitude variations are largely ignored by current security mecha-

nisms.

We design and implement a prototype to demonstrate the feasibility of such

a covert channel over LoRa. Our hardware prototype of CloakLoRa uses passive

components and a COTS LoRa node as the covert transmitter and a low-cost receive-

only SDR dongle (i.e., RTL-SDR) as the covert receiver. Attackers can also implant

the AM components into LoRa-enabled sensors or install malware to modulate the

amplitude of LoRa chirps before delivering bugged sensors to users.

We conduct comprehensive evaluations with both COTS LoRa devices and soft-

ware defined radios in various experiment settings. The results demonstrate that

our prototype can build a covert channel and achieve a high communication accu-

racy of 99.47% when Alice (Tx) and Carol (C-Rx) are separated by 250 m. These

results indicate that it is feasible to build a covert channel with COTS LoRa devices
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and communicate effectively without being detected. Besides, we also evaluate the

impact of a covert channel on regular LoRa channel with extensive trace-driven sim-

ulations with GNU radio in various parameter settings and channel conditions. The

results show that a covert channel does not affect the regular LoRa channel, since the

regular LoRa channel can inherently tolerate channel variations and noise by design.

To the best of our knowledge, we are the first to reveal the vulnerability and

demonstrate the feasibility of building a covert channel over LoRa PHY. We find that

LoRa leaves sufficient room in PHY for attackers to build a covert channel, which

may impede the wide deployment of IoT applications and is largely overlooked by

current security mechanisms.

In the second work, we study jamming attack at the receiver. Jamming attack is

a common attack in wireless networks. What makes it special for LoRa is that LoRa

signal itself is anti-interference by design. Previous works [9, 36, 94] have considered

jamming attack as an attack component. However, these works lack comprehensive

study and deep analysis of LoRa demodulation under jamming attacks. To fill this

gap, we conduct experiments with COTS LoRa nodes and software defined radios.

Our empirical study indicates that jamming attacks (e.g., random interference and

jamming chirps) may not necessarily affect packet receptions at LoRa gateways,

meaning that LoRa by design is resilient to a certain type of jamming attacks and

intentional interference.

By conducting deep analysis, however, we notice that if jamming chirps are well-

aligned with LoRa chirps, LoRa gateways cannot extract the LoRa chirps from jam-

ming chirps anymore. As such, a malicious attacker can send synchronized chirps at

high power to jam LoRa chirps, which leads to dramatic performance degradation

of LoRa communication. We note that existing time domain collision recovery solu-

tions (e.g., FTrack [102], mLoRa [93]) leverages misalignment edges of LoRa symbols.

However, if LoRa chirps and jamming chirps are aligned, they cannot be separated
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in the time domain. Frequency domain collision recovery solutions (e.g., Choir [23])

cannot help either since attackers can send jamming chirps at the same frequency of

LoRa chirps.

To further enhance LoRa PHY against synchronized jamming chirps, we propose

a new protection method that separates LoRa chirps from jamming chirps by lever-

aging their difference in signal strength. We note that the new protection method is

orthogonal to existing solutions which leverage timing information (e.g., chirp bound-

ary misalignment) or frequency information (e.g., frequency disparity). As such, our

protection method can be integrated with existing collision recovery solutions and

complement each other.

We implement our jammer and protection method and conduct experiments with

COTS LoRa nodes as well as software defined radios. Experiment results show that

well-synchronized jamming chirps at high transmission power can jam all previous

solutions with very high success rates, while our protection method can effectively

protect LoRa gateways from all known LoRa jamming attacks including synchronized

jamming chirps.

1.5 Thesis Structure

This thesis consists of six chapters:

• Chapter 1 briefly introduces the research background and motivation, sum-

marizes my main works, and highlights the research framework of my Ph.D.

study;

• Chapter 2 introduces the state-of-the-art works of LoRaWAN and reviews

literature about security issues in existing wireless communication technologies.

In specific, literature related to LoRaWAN security is highlighted;
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• Chapter 3 presents our experience in design, implementation, evaluation and

application of CloakLoRa, the first covert channel over LoRa PHY. CloakLoRa

embeds covert information into LoRa packets by changing the amplitude of

LoRa chirps while keeping the frequency intact. The insight behind the covert

channel design is that we use a modulation scheme that is orthogonal to LoRa

PHY. Thereby, the embedded information is decodable to covert receiver while

cannot be perceived by the current LoRaWAN security mechanism. We con-

duct comprehensive evaluations under various experiment settings. Our work

is a pilot work that reveals the security vulnerability of LoRa PHY and Lo-

RaWAN deployment;

• Chapter 4 investigates the vulnerability of the current LoRaWAN physical

layer under jamming attacks. We expose the risk of LoRa gateways under the

attack of synchronized jamming chirps, which could lead to a single point of

failure in LoRaWAN. We also propose a new collision recovery method as a

countermeasure against the attack of synchronized jamming chirps by lever-

aging the difference in signal strength of jamming chirps and LoRa chirps.

Comprehensive experiments are conducted with COTS LoRa nodes as well as

software defined radios under various experiment settings. Experiment results

demonstrate the effectiveness of our jamming and protection methods.

• Chapter 5 presents my future work directions and some of our preliminary

results.

• Chapter 6 concludes the thesis.
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Chapter 2

Literature Review

Recent successful deployments of low-power wide-area networks are attracting more

attention from academia. A variety of LPWAN technologies such as SigFox [80],

NB-IoT [70], LTE-M [47] and LoRa [5] have been deployed to support wide area

network connection for IoT devices. In this thesis, we focus on LoRa and refer

readers to [81, 92] for detailed comparison of existing LPWAN technologies. The

goal of this chapter is to review works related to LoRa security. Before that, We will

first introduce recent popular research topics of LoRa and introduce some state-of-

the-art works. We also present security-related works in other wireless technologies

to highlight the significance of LoRaWAN security.

2.1 LoRa Frontiers

2.1.1 LoRa Measurement Study

Recent years have seen the advent of LPWAN. Early researches on LoRa and Lo-

RaWAN devote their efforts to measurement study and performance analysis [48,

60, 12, 30, 65, 64, 52]. Specifically, [12, 30] focus on energy consumption of LoRa.

[12] introduces an energy consumption model based on LoRa and LoRaWAN. This

model offers estimations of power consumption of different sensor node elements,

which can be used in power management algorithms to maximize the sensor node
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lifetime. EF-LoRa [30] aims to achieve energy consumption fairness among end de-

vices in LoRa networks. It formulates the energy fairness problem as an optimization

problem and studies the influence of different parameters (i.e., frequency channels,

spreading factors, etc.) on energy consumption. [65] focuses on the coverage of LoRa

technology and conduct real-life measurements. This paper claims a maximum com-

munication range of over 15 km on ground and nearly 30 km on water.This work

also provides a channel attenuation model derived from the real-world measurement

data. Except for power consumption and communication distance, LoRa’s packet

air time, the impacts of different parameters, and performances in different envi-

ronments are evaluated in [66, 41, 62, 13, 91, 98, 60, 48]. Recent work [52] verifies

the common claims about LoRa by comprehensive experiments and further provides

an in-depth understanding of these claims, which is insightful and encouraging for

future research.

Based on the above studies, some improvement schemes [49, 2, 53, 71, 27] are

proposed for better performance. Some works aim to optimize parameter settings

(e.g., spreading factor [49, 2], frequency selection [27]) to achieve higher throughput

and lower power consumption. [53] and [71] formulate optimization problems for

maximizing the average packet detection rate and packet error rate fairness inside

a LoRaWAN cell respectively. Litenap [104] improves the energy efficiency of LoRa

by enabling LoRa nodes to operate in a downclock mode(i.e., sub-Nyquist rates) for

packet reception.

Besides measurement study and performance analysis, some early works aim to

reverse engineer the proprietary LoRa PHY. The authors of [45] and [73] introduce

detailed modulation and encoding elements that comprise the LoRa PHY and provide

open source Software-defined radio platforms. These platforms empower wireless

developers and security researchers to investigate LoRa and LoRaWAN protocol

with great convenience.
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2.1.2 Collision Recovery

LoRa is emerging as a compelling technology to achieve the long-standing vision of

connecting billions of objects in ubiquitous community. Despite of low-power and

long range communication, LoRa in practice faces challenges in ubiquitous connec-

tivity, among which packet collision is one of the major problems to be addressed.

Consider future smart cities where a few LoRa gateways collect sensor data from

a large number of end-devices in the city. Radios will often collide as the deploy-

ment of end-devices becomes denser. Such collisions will drain battery life and waste

spectrum resources in dense networks. The root cause of this problem is the limited

capacity of both LoRa end-device and gateway. On one hand, LoRa end-devices are

constrained by the limited power budget and computation resource, which cannot

support sophisticated MAC layer and physical layer schemes to avoid collisions. On

the other hand, although it is claimed that one gateway can simultaneously demod-

ulate a maximum of eight concurrent transmissions, gateways still struggle to handle

such a large number of collisions at city-scale.

To overcome the challenges of dense deployment despite the limited capability

of LoRa nodes and gateways, many efforts have been made. [11] and [38] study

characters of LoRa collision via simulation as well as commodity devices. While [69]

considers multi-gateway and multi-provider to obtain insight into collisions within

actual networks. In fact, existing solutions to collision problems in wireless networks

can be divided into two categories, i.e., collision avoidance and parallel decoding.

• Collision Avoidance. Current LoRaWAN uses ALOHA as MAC protocol.

Some researchers [67, 72, 106] propose to improve the scalability of LoRaWANs

through packet scheduling and try to adopt new MAC layer protocols (e.g.,

CSMA). However, due to the lack of hardware support, full-fledged CSMA im-

plementation is hard to achieve. DeepSense [43] takes advantages of artificial
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neural networks to perform carrier sense. The high level idea of DeepSense is

that neural networks can learn the coding mechanisms employed by LoRaWAN.

Therefore, it can perform carrier sense to identify LoRa signals hidden in the

noise. Recent work LMAC [29] leverages channel activity detection (CDA),

which is available on all of the latest LoRa chips, to detect the occupancy of a

targeted communication channel. To balance the communication loads, LMAC

also designs and implements two advancing versions of CSMA. One advanced

version balances communication loads among logic channels (i.e., defined by

different frequencies and spreading factors) by leveraging local information of

end nodes. The higher version further combines global information at the gate-

way to achieve better performance. LMAC required no modifications to COTS

LoRa node, which makes it readily deployed to current LoRaWAN networks.

However, LMAC cannot handle hidden terminal problem, which is common in

wireless networks.

• Parallel Decoding. Another kind of works [23, 93, 102, 103, 15, 54, 95, 37,

108, 96] aim at addressing collision problem with parallel decoding. Although

LoRa encourages concurrent transmissions with different SFs at the same chan-

nel, it cannot disentangle collisions in the same channel with the same SF. To

name a few, Choir [23] leverages frequency offsets introduced by hardware im-

perfection of LoRa devices to differentiate collisions. However, in practice, the

frequency offset can drift due to various influencing factors (e.g., phase jitters,

time offset, temperature, etc.), which is not reliable to separate collisions. Be-

sides, it is difficult to extract frequency offset under low SNR. FTrack [102]

separates collisions by jointly exploiting the distinct frequency tracks and mis-

aligned edges of LoRa symbols. This is motivated by two characteristics of

LoRa frame. First, the symbol edges of symbols from the same frame is pe-
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riodic, while symbols edges of different frames are usually misaligned in time.

Second, the frequencies of LoRa chirps keep increasing in between the symbols

edges, while frequencies change suddenly at the symbol edges. mLoRa [93]

exploits Successive Interference Cancellation (SIC) to decode colliding packets.

It iteratively decodes the partial clean symbols and then cancels them from the

colliding signals. This method can only decode up to three collisions. CoLoRa

[89] groups LoRa chirps to their corresponding LoRa nodes by examining the

power level of the same frequency in different demodulation windows. The

insight of CoLoRa is that the height of the peak of an incomplete chirp seg-

ment is proportional to the length of the segment. Two peaks of the same

chirp at adjacent demodulation windows have the same frequency. They define

peak ratio to represent the height of the latter peak to that of the former one.

Thus, for chirps from the same frame, the peak ratio will also be the same. By

calculating peak ratio, they can group symbols into different frames and then

decode them. There are other works leveraging time offset between collided

frames. For example, Pyramid [109] enables real-time LoRa collision decoding

with peak tracking. NScale [88] amplifies the time offsets between colliding

packets with non-stationary signal scaling.

At the heart of the above methods (except Choir), they leverage packet time

offset to disentangle collided packets. However, these methods cannot work

when collided packets are well-aligned in time. This leaves researchers to ex-

plore new dimension of methods to do parallel decoding. In contrast, in this

thesis, we utilize this limitation of current parallel decoding methods to launch

synchronized jamming attack. In our design, a jammer transmits jamming

chirps intentionally to interfere the reception of legitimate chirps. To avoid

being separated by the enhanced gateway with parallel decoding capability, we
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further make jamming chirps align with legitimate chirps in both frequency

and time domain.

Backscatter is another way to enable connectivity of billions of everyday ob-

jects. Compared with active radios, backscatter is extremely low power, smaller

and cheaper for increasing access at scale. LoRa’s high sensitivity and anti-

interference properties make it a desirable choice for backscatter. LoRa backscat-

ter [87] achieves wide-area backsctter communication with a range of hundreds

of meters. However, it requires an extra device to generate the excitation sig-

nal. While PLoRa [63] takes ambient LoRa signal as excitation signal. PLoRa

modulates data on the excitation signal and formulates it into a new LoRa

chirp. By shifting this chirp to a new LoRa channel, the backscatter signal can

be received by gateways without collision or interference with of original LoRa

signal.

2.1.3 LoRa Sensing

Wireless sensing has attracted a lot of research attention with various wireless signals,

including Wi-Fi RFID, mmWave, acoustic, and visible light. The basic idea behind

wireless sensing is that the movements of target will cause signal variations in the

reflected signal. We can get rich information about target by analyzing the signal

variation. A variety of applications have been achieved by wireless sensing including

indoor/outdoor localization, tracking/navigation, gesture/activity recognition and

vital sign monitoring. However, due to the intrinsic nature of employing the weak

reflected signal for sensing, the sensing range is limited. For example, the state-of-the-

art Wi-Fi localization [82] can only achieve localization range of 100 meters, which is

still not enough for long range sensing applications. Fortunately, LoRa offers exciting

opportunities to significantly increase the sensing range to kilometers. LoRa adopts

Chirp Spread Spectrum (CSS) to modulate data. This unique technology enables
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LoRa to communicate even below the noise. Gain from the intrinsic nature of CSS

modulation, LoRa is powerful and preferable for long-range sensing.

• Localization. Localization is one of the most popular sensing applications.

[42] first studies the feasibility of using LoRa signal for indoor localization.

They conduct experiments in both Line-of-Sight and None-Line-of-Sight scenar-

ios and validate that LoRa is more stable than Wi-Fi and Bluetooth. However,

this work uses RSSI measurement to localize target, which is still a coarse-

grained estimation. Recent work uLocate [59] develops a multi-band backscat-

ter prototype that works across 900 MHz, 2.4 and 5 GHZ. This work achieves

3D localization with ranges of up to 60 m away from the AP and accuracy of

sub-meters. In contrast, WideSee [17] explores the passive sensing capability

of LoRa signal. Combined with the mobility of a drone, WideSee achieves

contactless wide-area sensing with a single LoRa transceiver pair. However,

the localization error (i.e., within 4.6 m) of this passive method is much higher

than uLocate [59].

• Activity Detection. Efforts have also been made to human activity detec-

tion. [39], [4] and [40] study LoRa technology for human activity recognition.

However, these works only leverage the long-range communication capability

of LoRa to collect and transfer sensor data rather than utilize the LoRa signal

itself for contact-free sensing. The latest works [112, 105, 17] move one step

forward to explore the passive sensing capability of LoRa signal with off-the-

shelf LoRa hardware without using dedicated sensors. [112] enables long-range

through-wall sensing by exploring the long propagation distance and strong

penetration capability of LoRa signal. It develops a signal propagation model

and achieves fine-grained respiration sensing even when the target is 25 m away

and tracks coarse-grained human walking 30 m away from the LoRa transceiver
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pair. However, this work suffers severe interference. Sen-fence [105] addresses

this issue in LoRa sensing by creating a virtual fence, which increases the

movement-induced signal variation to its maximum possible value if the reflec-

tion signal is from the targeted area and keep the signal variation unchanged

if the movement occurs outside of the virtual fence to constrain sensing within

the area of interest. Sen-fence achieves fine-grained respiration monitoring with

a sensing range of 50 m, twice the state-of-the-art sensing range of [112].

2.1.4 Cross Technology

Cross-technology Communication (CTC) technologies have gain increasing interest

in recent years. Enable LoRa-based IoT devices to interact directly with other types

of wireless radios such as Wi-Fi and Bluetooth in a heterogeneous environment is

desirable. LoRaBee [78] enables cross-technology communication from LoRa to Zig-

Bee, where information are conveyed from LoRa to ZigBee by embedding specific

bytes in the payload of legitimate LoRa packets. ZigBee devices can extract the

data by sampling the received signal strength (RSS) of the corresponding LoRa

chirps. BLE2LoRa [50] presents a novel Bluetooth Low Energy (BLE) to LoRa

CTC technology, which leverages the frequency shifting feature of BLE to construct

ladder-shaped signals to emulate the spectrum of LoRa chirp. Specifically, it re-

sembles a LoRa chirp by carefully manipulating the payload bits in a BLE frame

to generate chirp-like signals. LoRaBee and BLE2LoRa only enables two kind of

cross-technology communication. In contrast, XFi [55] enables mobile devices to

use commodity WiFi radio to directly and simultaneously collect data from diverse

heterogeneous IoT devices, including Wi-Fi, ZigBee and LoRa.
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2.2 LoRa Security

Recent decades have seen wireless infrastructure and services proliferating to meet

the rapidly increasing demands of IoT. Meanwhile, it is reported [85] that attacks

are growing alongside the IoT, where billions of devices are abused for illicit criminal

activities. As for LoRa, [8] analyzes the LoRaWAN stack, and investigates potential

security vulnerabilities in different layers. Analysis demonstrates that due to the

broadcast nature of wireless communication, LoRaWAN’s physical layer is extremely

vulnerable to attacks. Therefore, we mainly focus our study on security of physical

layer. Before diving into security issues of LoRa PHY, we first study related works

in other wireless technologies, for example, RFID, Bluetooth and WiFi,etc., to gain

some insights.

2.2.1 Common Attacks in PHY

Jamming attack is a common wireless attack. A malicious node in wireless networks

can generate interference signals intentionally to disrupt the data communications

between legitimate users. Wireless jamming has been extensively studied in litera-

ture [107, 115, 56]. To against jamming, spread spectrum techniques, such as DSSS

(Direct Sequence Spread Spectrum ) and FHSS (Frequency-Hopping Spread Spec-

trum) are commonly adopted. These techniques defend against jamming attacks

by spreading the transmit signal over a wider spectral bandwidth than its original

frequency band. Chirp Spread Spectrum (CSS) is also a kind of spread spectrum

technique, that is why LoRa signal is robust to noise and resilient to interference.

Recent works study the impact of jammer to LoRaWAN and propose countermea-

sures. LoRaTS [36] studies the attack-aware data timestamping in LoRaWAN, which

can protect LoRaWAN against frame delay attack. The key insight is that such an

attack will introduce frequency biases. LoRaTS integrates a COTS LoRa node and
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software defined radio to track the frequency biases caused by a legitimate node. To

provide sufficient resolution for detecting the tiny frequency biases, LoRaTS devel-

ops a new time domain signal processing technology based on an analytic model of

LoRa’s CSS modulation. This method can achieve higher frequency resolution than

Choir [23], which uses dechirping and traditional FFT pipeline to measure decimal

part of frequency. LoRaTS also points out that using LoRa chirps to create collisions

is more stealthy than brute-force jamming. SLoRa [94] leverages physical layer fea-

tures to improve the security performance of LoRaWAN. The high-level idea of this

work is to exploit the hardware imperfections of low-cost LoRa radios components.

Specifically, it exploits CFO and link signature to do LoRa node authentication. To

extract fine-grained CFO, SLoRa first proposes a CFO compensation algorithm and

then uses an SVM model to mitigate the noise with linear fitting for received up-

chirps. In addition to CFO, it also combines spatial-temporal link signature, which

presents large variation when transmitters are placed at different positions. Besides,

Aras et al. [8] provide an analysis of the LoRaWAN network and identify a few

security vulnerabilities of LoRaWAN including encryption key extraction, jamming

attacks, and replay attacks. Aras et al. further explores jamming attacks in [9], where

they use commodity LoRa nodes as jammers to selectively jam LoRa packets. This

paper highlights that LoRa is vulnerable to a suite of attacks because of the slow

modulation type.

Note that the aforementioned collision recovery and parallel decoding schemes

in previous section can be used as countermeasures to against jamming attack if

the jammer uses chirps as jamming signal. Basically, gateways can consider chirp

jamming signals as collision packets and can use collision recovery method to extract

legitimate packets from the received signal. In contrast, in this thesis, we study

the impact of synchronized jamming chirps, which can mimic the legitimate chirps

in both frequency domain and time domain. As a result, gateways equipped with
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collision recovery schemes still fail to recover the legitimate chirp. Meanwhile, we

propose countermeasure to protect against such new jamming attacks by leveraging

information in a third domain (i.e., power domain). Details can be found in Chapter

IV.

In addition to jamming attacks, covert channel attack [90] has long been an area

of interest for attackers. Covert channel was first introduced by Lampson [46]. It

makes use of wireless medium to transmit information in a way that can bypass the

security scheme of that system. Many works point out the potential covert channels

in computer networks and different communication systems. [111] surveys the covert

channels and countermeasures in computer network protocols. [14, 22] propose to

use regularity tests to detect covert channels.

Covert channels in OFDM, WiMax, and LTE systems are introduced in [86, 32,

33]. Those works build covert channels by padding frames or packets. Other covert

channels in OFDM and Wi-Fi systems are introduced in [18, 20, 34, 114]. Shadow

Wi-Fi [74] embeds covert information by pre-filtering Wi-Fi frames prior to transmis-

sion. The covert receiver then extracts embedded information by analyzing CSI. And

importantly, the modification on the transmitter side do not impact the reception of

such frames by normal receiver. This is the first physical layer covert channel where

both the transmitter and receiver are implemented on COTS Wi-Fi chip that is in-

stalled in smartphones. Another work hiding information in Wi-Fi is PN-ASK-WiFi.

PN-ASK-WiFi [21] uses pseudo-noise asymmetric shift keying (PN-ASK) modulation

to embed secret information into Wi-Fi signals. Specifically, it maps covert data by

shifting the amplitude of primary symbols. Since a Wi-Fi receiver only cares about

the phase of a symbol and regards the amplitude variation as the impact of noise or

path loss degradation, it cannot detect the covert information. In this way, PN-ASK-

WiFi successfully hides data to eavesdroppers who have no prior knowledge about

this channel. There are also works build covert channel in acoustic signal. Dolphi-
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nattack [113] is a typical one. Dolphinattack [113] launches hidden voice commands

by modulating voice commands on ultrasonic carriers. Due to the non-linearity of

microphone circuits, the modulated covert data (i.e., low frequency commands) can

be correctly demodulated and interpreted by the speech recognition systems. Re-

cent work NICScatter [110] uses NIC to backscatter radio signals and builds a covert

channel to leak information. NICScatter switches NIC between ON/OFF states to

modulate incident RF signals generated by signal helper. The NICScatter receiver

then extracts information from the transmitter by analyzing the amplitude of the

reflected signals. DC-MAC [100] generates intended interference patterns in wireless

communication to build an in-band covert channel without degrading the effective

throughput of main channel.

LoRa is a quite new technology. There may exist vast opportunities to build

covert channel over LoRa or LoRaWAN, which is a great concern for users. However,

we have not found papers working on covert channel over LoRa PHY. To fill this

gap, in this thesis, we prototype a covert channel over LoRa PHY, which reveals the

vulnerability of current LoRaWAN physical layer.

2.2.2 Summary

Through literature review, we find that LoRa networks are susceptible to security

attacks. The reason can be summarized in two folds. First, LoRa communica-

tion functions at unlicensed frequency band and uses very simple protocol to secure

the communication, making it vulnerable to active attacks such as jamming attack.

Second, compared with traditional wireless communications (e.g., Wi-Fi), the time

duration of LoRa packet is very long, which leaves sufficient time for attackers to

launch DoS and spoofing attacks. In convention, we can enhance the security per-

formance of LoRaWAN by adopting sophisticated cryptography mechanism in MAC

layer [3]. However, this is infeasible due to the constrained resource of LoRaWAN
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and limited low-cost hardware of LoRa node.
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Chapter 3

A Covert Channel over LoRa PHY

3.1 Background and Motivation

Internet-of-things (IoT) envisions ubiquitous communication and enables innova-

tions in government public services, smart cities, and industrial manufacturing. Low

Power Wide Area Network (LPWAN) is an emerging network technology which is

expected to boost the next-generation IoT. There are several LPWAN technologies

(e.g., NB-IoT, LTE-M, SigFox, etc.), among which Long Range Wide Area Network

(LoRaWAN) is designed to provide communication over a long distance at extremely

low power consumption. LoRaWAN now has been deployed to enable innovative ap-

plications and pilot studies in the field.

The security of IoT devices is one of the most important problems which may

impede the wide adoption of LoRaWAN. Current LoRaWAN secures application

layer and network layer with symmetric encryption. However, we observe that the

LoRaWAN security mechanism does not examine physical layer communication pa-

rameters (e.g., amplitude, phase, and waveform), which leaves the LoRa PHY vulner-

able to information leakage. For example, in a smart home where LoRa-enabled IoT

sensors are employed for door access [1], smart electricity and water meter, a mali-

cious attacker (Carol in Fig. 1) can compromise a sensor node (e.g., Alice) and build

a covert channel by modulating the neglected PHY parameters (e.g., amplitude) to
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Figure 3.1: Covert communication scenario. Alice transmits regular LoRa packets
to Bob and the malware on Alice embeds covert information by modulating the
amplitude of transmitted LoRa signal. Bob does not check the amplitude of received
signal. Only Carol will decode the covert AM information.

secretly collect the sensory data of Alice without affecting the normal communication

between Alice and Bob (who are legitimate transmitter and receiver). By synthesiz-

ing the sensory data of multiple IoT nodes (e.g., building access records, electricity

and water metering, etc.), Carol can learn daily routines of the residents (such as the

time of home leaving/arriving), and broke in during the residents’ absent time. This

example raises security risks and privacy concerns of building a covert channel over

LoRa PHY. We note that in real scenarios, the IoT devices can be compromised by

attackers either before delivering to users or after deployment as reported in previous

works [97, 19].

In this work, we demonstrate the feasibility of building a covert channel over LoRa

PHY by designing and implementing a covert channel named CloakLoRa. CloakLoRa

uses amplitude modulation (AM) to embed covert information. The key insight is

that AM is orthogonal to the CSS modulation scheme of LoRa PHY. We can mod-

ulate the amplitude of LoRa chirps while maintaining normal LoRa communication.

As a result, AM modulated LoRa chirps carry both original CSS information and

AM covert information. The legitimate receiver (Bob) can demodulate the original

CSS information as the frequencies of LoRa chirps are unchanged. And the covert
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receiver, Carol, can focus on the variation of received signal strength and extract the

embedded covert information.

We note that the AM modulated LoRa chirps can be detected and decoded by a

receiver (e.g., Carol), but totally transparent and covert to current LoRaWAN secu-

rity mechanism. That is because LoRaWAN only protects the end-to-end communi-

cation at the link layer and above, while many physical layer parameters including

the amplitude variations are largely ignored by current security mechanisms.

We design and implement a prototype to demonstrate the feasibility of such

a covert channel over LoRa. Our hardware prototype of CloakLoRa uses passive

components and a COTS LoRa node as the covert transmitter and a low-cost receive-

only SDR dongle (i.e., RTL-SDR) as the covert receiver. Attackers can also implant

the AM components into LoRa-enabled sensors or install malware to modulate the

amplitude of LoRa chirps before delivering bugged sensors to users.

We conduct comprehensive evaluations with both COTS LoRa devices and soft-

ware defined radios in various experiment settings. The results demonstrate that our

prototype can build a covert channel and achieve a high communication accuracy of

99.47% when Alice (Tx) and Carol (C-Rx) are separated by 250 m. These results

indicate that it is feasible to build a covert channel with COTS LoRa devices and

communicate effectively without being detected. In addition, we also evaluate the

impact of covert channel on regular LoRa channel with extensive trace-driven simu-

lations with GNU radio in various parameter settings and channel conditions. The

results show that a covert channel does not affect regular LoRa channel, since the

regular LoRa channel can inherently tolerate channel variations and noise by design.

To the best of our knowledge, we are the first to reveal the vulnerability and

demonstrate the feasibility of building a covert channel over LoRa PHY. We find that

LoRa leaves sufficient room in PHY for attackers to build a covert channel, which

may impede the wide deployment of IoT applications and is largely overlooked by
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current security mechanisms.

The key contributions of this work are as follows:

• We investigate the vulnerability of current LoRaWAN physical layer where the

legacy end-to-end security mechanisms fail to protect. By designing and im-

plementing CloakLoRa with COTS LoRa devices, we expose the risk of leaking

secret information over LoRa. To the best of our knowledge, we are the first

to build a covert channel over LoRa PHY.

• We prototype a covert channel transceiver with simple passive components that

can be secretly embedded into sensor nodes. We design and implement a simple

yet effective covert channel decoder using a low-cost software defined radio.

• We conduct comprehensive experiments with the COTS LoRa nodes as well

as software defined radios under various experiment settings. The experiment

results validate the feasibility of building a covert channel over LoRa.

3.2 Covert Channel over LoRa PHY

3.2.1 System Model and Assumptions

Fig. 3.1 depicts the system model which consists of three devices: a compromised

transmitter (Tx) Alice, a legitimate LoRa receiver (L-Rx) Bob, and a covert channel

receiver (C-Rx) Carol. Alice and Bob can be COTS LoRa devices (e.g., LoRa nodes,

LoRa gateways) in practice. In this scenario, the LoRa packets transmitted by the

compromised LoRa node Alice contain two kinds of information: the CSS modu-

lated LoRa message and the covert information. The three devices in the model

have distinct objectives. Alice transmits regular CSS modulated LoRa packets to

Bob and, after being compromised, the malware on Alice also sends covert data

to Carol through the covert channel. Bob aims to receive the regular LoRa pack-
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Figure 3.2: Workflow of covert channel transmitter.

ets. Carol would like to receive covert information from Alice’s transmission. Carol

only extracts the embedded covert information and does not need to decode a LoRa

packet. The goal of building a covert channel is to stealthily get information out

without affecting the performance of regular LoRa channel and avoid being detected

by LoRaWAN security mechanisms.

We assume that an attacker has compromised a LoRa node Alice. This can

be done by either software-based attack or hardware based attack. For example,

an attacker can be an insider who aims to secretly send out sensitive information

without being detected. An attacker can also be a LoRa node manufacturer who

can modify the firmware of sensor node or add micro hardware components in the

PCB board to enable covert communication before delivering the bugged sensor node

to users. We also assume that an attacker does not necessarily need to access the

sensor data from the device. An attacker can derive the covert bits from many

different ways without accessing the sensor data. For example, an attacker may infer

the data changing rate of a sensor by checking the charge and discharge rate of a

specific capacitor. We assume that only Carol knows the implementation details

of covert channel. Therefore, Carol can leverage the knowledge of covert channel

implementation to detect the existence of a covert channel and secretly receive the

covert information. e
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3.2.2 Design Requirements

We summarize the key design requirements to build covert channel over LoRa PHY:

R-1) Ideally, the covert channel should not substantially affect the communication

performance between Alice and Bob (e.g., packet reception rate, bit error rate, etc.).

Alice modulates covert information by making changes to a regular LoRa packet.

R-2) We aim to improve the efficiency (information rate) of covert channel such

that the covert channel can leak more information. It turns out, however, this design

requirement inherently conflicts with the first requirement R-1. We need to strike a

balance.

3.3 Covert Channel Design and Implementation

In this section, we first conduct a proof-of-concept with software defined radios to

demonstrate the feasibility of building a covert channel. Then we describe the design

and implementation of Tx with a COTS LoRa and C-Rx with an SDR dongle,

respectively. Finally, we introduce the covert packet structure and packet reception

process.

3.3.1 Proof-of-concept with Software Defined Radio

We test the feasibility of building a covert channel over LoRa PHY by implementing

a proof-of-concept based on GNU Radio and GR-LoRa projects [44]. We add an

amplitude-modulated (AM) component as shown in Fig. 3.2, which modulates the

amplitude of LoRa chirps and thus embeds covert information. As such, the AM

LoRa chirps contain two kinds of information: the CSS modulated LoRa message

and the covert information.

We use a software defined radio (acting as Alice) to generate and transmit AM

LoRa chirps. We use two receivers to extract different information: a COTS LoRa
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(a) PHY samples in time domain.

(b) PHY samples in frequency domain. The amplitude is color-coded. Light color indicates
high power, while dark color indicates low power.

Figure 3.3: Covert channel signals captured by a software defined radio. The ampli-
tude of LoRa chirps are modulated to carry covert information.

node (acting as Bob) for CSS modulated LoRa packets and a low-cost SDR receiver

(acting as Carol) for covert information. In the experiment, both Carol and Bob are

kept close to Alice with a good channel quality only for the proof-of-concept purpose.

Fig. 3.3 shows the PHY samples collected by Carol. In both time domain (Fig.

3.3(a)) and frequency domain (Fig. 3.3(b)), we can observe alternating amplitudes

of chirps in payload. The signal strength is color coded in Fig. 3.3(b), i.e., brighter

color indicates stronger signal strength. If Alice uses chirp with low power to indicate

bit ‘0’ and high power to indicate bit ‘1’, a series of covert bits (i.e.,‘1010101011...’ in

this example) can be embedded and Carol can use an envelope detector to decode the

covert information. As the initial frequencies of chirps remain unchanged, Bob can

still decode the payload even though the amplitudes of chirps have been intentionally

modulated.

In summary, the preliminary experiment results show that we can build a covert
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channel over LoRa PHY by alternating the amplitudes of LoRa chirps. In particular,

1) Bob can successfully decode the payload of LoRa and 2) Alice can leak information

to Carol by modulating the amplitude of LoRa chirps.

3.3.2 Covert Transmitter with COTS LoRa

In the proof-of-concept, we use an SDR (e.g., USRP N210) to build a covert channel

over LoRa PHY. In the following, we present the implementation of a simple covert

channel with COTS LoRa node. The key idea is to use COTS LoRa devices to

generate chirps (serving the purpose of carrier waves) and use passive components

to modulate the amplitude of those chirps, thereby transmitting covert information.

A Strawman Approach: Packet-level Amplitude Modulation. One straight-

forward yet inefficient way of modulating the amplitude is to configure the transmis-

sion power of a LoRa node before every packet transmission. HopeRF RFM95 module

and Semtech sx1276 chip allow users to configure the RF output before sending a

packet. A covert channel receiver may measure the received RSSI to infer the covert

information. However, the packet-level amplitude modulation approach cannot pro-

vide sufficient data rate for practical covert channel applications, failing to meet the

design requirement R-2. Instead, we aim to modulate the amplitude of each chirp to

achieve higher data rate as in the proof-of-concept experiment.

Our Approach: Chirp-level Amplitude Modulation. Our prototype uses

simple passive components to modulate the amplitude of LoRa chirps. We use a

switch to control the electric current through the antenna load. As shown in Fig.

3.4, a new branch (consisting of a switch and an impedance Z2) is added to control

the amplitude of LoRa chirps. As illustrated in the figure, when the state of the

switch is OFF, the current (denoted as I) flows through Z1 and the antenna, as

if there is no external circuit. When the state of the switch is ON, as a portion of

current is leaked through the added circuit (denoted as I 1), the current flows through
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Figure 3.4: Circuit design. The ON/OFF state of the switch controls the amplitude
of the outgoing signals. As a result, covert information can be conveyed to the
receiver.

the antenna becomes I ´ I 1. As such, the RF power of the outgoing signals become

lower when the switch is ON, and become higher when the switch is OFF. As a

result, by altering the state of the switch, we can generate changing amplitudes. As

a LoRa packet takes a relatively long time to transmit, by changing the state of the

switch (e.g., 200 bps), we can modulate the amplitude at chirp-level. In this way, a

stream of covert data can be embedded into a LoRa packet.

Fig. 3.5 shows our hardware prototype. The AM circuit only consists of a tran-

sistor and a resistor. The transistor is used as a switch to control the ON/OFF state

transition, while the resistor plays the role of the impedance Z2 in Fig. 3.4. In prac-

tice, attackers can embed the components in sensor node and hide the components

on the board before delivering the node to user. We use an Arduino UNO to control

the switch. The Arduino board outputs high (i.e., 5 V) or low (i.e., 0 V) to alter the

states of the transistor and thereby modulates the amplitude of LoRa chirps.

In the experiment, we configure the bit duration of output pin (i.e., pin 12) to

be 5 ms (i.e., 200 bps), while each LoRa chirp takes approximately 1 ms (T “

SF 2{BW « 1 ms, when SF “ 8 and BW “ 250 KHz). That means every 5 LoRa

chirps are used to encode 1-bit covert information. Fig. 3.6 shows the received
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Figure 3.5: Hardware implementation of transmitter. The LoRa node is compromised
to leak information. A low-cost transistor is used as a switch to directly modulate
the amplitude of LoRa chirps.

“broken” chirp

Figure 3.6: Physical samples of covert message with LoRa node.

PHY samples after AM modulation. We can observe that every five chirps share the

same power level. The amplitude profile of these samples alternates corresponding

to the ON/OFF state of the transistor. The receiver can reveal the covert message

by measuring the profile.

However, from Fig. 3.6, we find that some of the LoRa symbols are “broken” (the

amplitude profile within one chirp has a sudden change). In the previous SDR-based

proof-of-concept experiment, we change the amplitude of chirps alternatively yet the

amplitude of each LoRa chirp remains stable. To see whether a “broken” chirp can

be correctly demodulated, we conduct another experiment. As shown in Fig. 3.7, we
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Figure 3.7: Original up-chirps and broken up-chirps.

first generate two complete up-chirps (Fig. 3.7(a)) and use the demodulated results

as the ground truth. We then intentionally vary the amplitude within one chirp

severely to “break” it as shown in Fig. 3.7(b). In Fig. 3.7(b), the first half parts of

the two up-chirps are shrank to 0.1 and 0.7 (normalized amplitude is 1), respectively.

The result shows that even the the symbol is broken, the receiver can still demodulate

it correctly. In this prototype, we use another COTS LoRa node as regular receiver.

The COTS receiver also decodes the regular LoRa message correctly.

The prototype (Fig. 3.5) is used to demonstrate the feasibility of hardware im-

plementation and can be optimized. For example, a few passive components used to

control the power level can be hidden among many electronic components in sensor

nodes. Attackers can even sandwich the components between the PCB layers of

sensor nodes before delivering the compromised nodes to regular users.

3.3.3 Covert Receiver with Receive-only SDR

We use a receive-only SDR as Carol to collect PHY samples and extract covert

information from the PHY samples. In specific, we use an RTL-SDR dongle as the

low-cost SDR receiver.

Fig. 3.8 shows the demodulation and decoding process of LoRa packets as well as

the covert information extraction process. The PHY samples collected by the receive-

only SDR can be processed in parallel in two processing chains to demodulate the
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Figure 3.8: Workflow of covert channel receiver and regular LoRa receiver.

LoRa packet and to extract the covert information, respectively. To demodulate the

LoRa packet, the demodulator measures the initial frequency of each LoRa chirp

and sends the demodulated symbols to the decoder. The decoder then implements

Hamming decoding, de-interleaving, and de-whitening to decode the LoRa message

[44].

As for covert receiver, Carol does not need to decode the LoRa message. There-

fore, we only focus on the covert information extraction process. Note that the covert

information is embedded in the variation of the amplitude, the covert information ex-

traction process essentially implements the AM demodulation process. We describe

this process in the following section.

3.3.4 Covert Packet Reception

In our implementation, we use FM0 as an example to encode the covert data. FM0

uses a state (power level) transition within a symbol duration to encode ‘0’ and

no state transition to encode ‘1’. Thanks to its simplicity and efficiency, FM0 is

widely used to support communication for lightweight devices (e.g., RFID backscatter

communication). Developers can also use other encoding methods according to their

specific design requirements.

Packet structure. Fig. 3.9 illustrates the packet structure of a covert message.

We use the pilot tone and the preamble which resemble those of tag-to-reader mes-

sages in commodity RFID communication. In particular, we use 8 alternating chips
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Figure 3.9: Covert packet structure.

Pilot tone Preamble Payload

Figure 3.10: Physical samples of covert message.

(i.e., four “0”s of FM0) as the leading pilot tone, which is followed by the pream-

ble (i.e., “1011” of FM0). The length of the payload can be adjusted according to

different design requirements.

Packet reception. At the receiver side, the RTL-SDR records the received

PHY samples. Fig. 3.10 shows the physical samples containing ON/OFF amplitude

variations. Covert bits in the packet can then be extracted in the following three

steps.

1. Pilot tone detection. We use 8 alternating chips as the leading pilot tone. The

covert transmitter and receiver have prior knowledge about covert packet structure.

Therefore, the same pilot tone can be generated at the covert receiver and used to do

self-correlation with the received physical samples. We choose the duration of three

symbol (i.e., 6 chips) as the self-correlation window and move forward in steps of one

symbol. The covert receiver uses an empirical threshold of two standard deviation

(i.e., 95% confidence level) to detect a covert packet. In particular, a covert packet is

detected if the self-correlation value is higher than the threshold and presents twice.
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In case of the payload bits may also contain four consecutive symbol “0”s, we buffer

the physical samples for one packet length and treat every four “0”s as the pilot

tone of a covert packet. False positive cases can be differentiated by checking the

checksum in the end of the payload data.

2. Synchronization. Similar to synchronization process of FM0 method in RFID

communication, a violation symbol in the preamble is used to help with synchro-

nization and boundary detection. Since a covert receiver has prior knowledge of the

preamble, it calculates the correlation between the received signal and the predefined

preamble template and detects the correlation peak for synchronization.

3. Payload extraction. After the previous steps, we can detect the starting

point of the payload. Then we need to detect whether there is a state transition

of power level within a symbol duration to determine the covert bits. However,

due to signal attenuation and interference from nearby wireless transmissions, the

amplitude transition would be minute, which is challenging for receiver to detect the

occurrence of transition. In our case, we use FM0 to encode covert data, where each

symbol contains two chips. Therefore, we tackle this problem by first determining

the chip state of each chip and then compare the chip states of two chips with in a

symbol. In specific, we first slice the remaining samples into chips and calculate the

average power of each chip. Then, we determine the power level state of each chip

by comparing its average power level to a reference threshold th. th is configured as

the average power of the leading pilot tone.

3.4 Covert Channel Analysis

In this section, we analyze LoRa PHY covert channel in terms of efficiency and we

discuss its impact on regular LoRa communication.

Efficiency. We quantify the efficiency of covert channel as the information rate
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that transmitted through this covert channel [31, 28]. Specifically, assuming that the

channel is an Additive white Gaussian noise (AWGN) channel, the information rate

of covert channel (Ic) can be calculated as:

Ic “ K ˆ
1

2
log2

ˆ

1`
S

N

˙

(3.1)

where K is the amplitude changing rate of the transmitted signal. K is determined

by the changing rate of switch in Fig. 3.5. S
N

is the SNR at the receiver side, while N

is the power of noise of AWGN channel and S is the signal strength of covert signal

(i.e., amplitude variation of carrier waves in amplitude modulation).

We use modulation depth (D) to represent signal variations of carrier wave. We

define 0 ă D ă 1 as D “M{A, where M is the modulation amplitude (i.e., peak-to-

peak changes) and A is the original carrier amplitude. For example, if M “ 0.3, the

carrier amplitude varies by 30% above and (below) its unmodulated level. A larger

D indicates a larger change of amplitude thus a higher SNR for covert channel. Due

to signal attenuation, the received signal strength of Carol is inversely proportional

to the square of the distance r from Alice (i.e., inverse square law). Therefore, we

represent the received signal power Sr as:

Sr9
pADq2

r2
“
D2

r2
PTx (3.2)

The above discussion simplifies the path loss of RF signal so as to focus on the

influence of modulation depth D and distance r. According to Eq. 3.1 and Eq. 3.2,

we can improve the covert channel efficiency by using a larger D (e.g., 0.9) and a

smaller r. Fig. 3.12 shows the amplitude of signal recorded by Carol at different

distances. We denote the distance from Alice to Carol as rAC . As illustrated in Fig.

3.11, r1 is the largest distance for Carol (i.e., covert channel receiver) to correctly

decode the covert data from Alice (i.e., covert channel transmitter). If Carol is
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Figure 3.12: Amplitude of signals recorded by SDR at different distances.

placed further, i.e., r1 ă rAC ă r2, it can only correctly receive a portion of covert

information. If Carol moves further away from Alice (rAC ą r2), it cannot reliably

receive even one-bit information, indicating that even the existence of covert channel

cannot be determined. r3 is the largest distance for a legitimate LoRa receiver to

correctly decode the CSS modulated data. In practice, r2 is much shorter than r3.

Impact on regular LoRa communication. In our prototype, we vary the

amplitude of regular LoRa signal to embed covert information. This operation will

reduce the signal strength of part of the regular LoRa chirps. As a result, the regular

LoRa communication may be impacted.

Modulation depth (D) indicates the degree of amplitude change. For LoRa covert

channel, a largerD is preferred as it indicates a higher SNR at covert channel receiver.

However, for Bob, the legitimate LoRa receiver, a larger D means weaker signal

strength of part of the regular LoRa chirps. As a result, the largest communication

distance r3 of a compromised LoRa node will be shorter.
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Besides D, channel condition also influences the regular LoRa communication.

Since LoRa receiver has very high sensitivity, there is a large SNR margin to tolerate

the reduction in chirp amplitude. AM modulated LoRa packets can be still received

and decoded correctly when the amplitude change is within this margin. However,

when the SNR of LoRa communication is close to the sensitivity, the performance

of LoRa communication will deteriorate. We evaluate the impact of D and channel

condition on regular LoRa communication at 3.5.4. In practice, Alice can actively

adjust its transmission power and modulation depth to make sure the covert infor-

mation can be received by Carol while regular LoRa packets can be correctly decoded

by BoB.

In summary, to achieve higher efficiency, we need a larger modulation depth D.

However, a larger D may impact the regular LoRa communication performance. In

fact, the two design goals are inherently conflicting with each other. We need to

strike a balance between these tow goals. As illustrated in Fig. 3.11, in practice,

Alice can adjust the transmission power and modulation depth so that Carol can

receive within a range (e.g., between 10 m to 250 m).

3.5 Evaluation

In the evaluation, we explore the following research questions: First, what is the

maximum covert communication range? Next, what is the impact of modulation

depth on both covert channel and regular channel communication. What is the

performance of covert communication when coexisting with other regular LoRa sig-

nals? Finally, how do different environments influence the covert communication

performance?
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Figure 3.13: Experiment layout.

3.5.1 Experiment Setting

Equipment and experiment layout. In the experiment, we use both COTS LoRa

node and USRP to act as Alice and transmit covert messages. An RTL-SDR is used

as Carol. We conduct experiments in the outdoor and indoor scenarios as shown in

Fig. 4.11. Outdoor field spans 279 ˆ 205 m2 (Fig. 4.11(b)) while a typical office

building with the size of 12.5ˆ 24 m2 (Fig. 4.11(a)).

Default parameters: carrier waves. LoRa chirps work as carrier waves of

covert message and we configure the carrier waves by setting spreading factor, code

rate, and bandwidth of the LoRa chirp signal to 8, 4{8, and 250 KHz, respectively.
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We use implicit header mode and low data rate mobile node mode. The default

parameters of regular LoRa transmitter and receiver are shown in Table 3.1(a).

Default parameters: covert channel. We present the key parameters of

covert channel transmitter and receiver in Table 3.1(b). In specific, the symbol

duration of covert message is set to 5 ms for LoRa node transmitter and 2 ms for

USRP transmitter, respectively. The default transmission power of Alice is set to 5

dBm and the default receive gain is set to 20 dB. We set the default sampling rate

of covert channel receiver as 500 KS/s. We set the payload of a covert message to 30

bits. Since the pilot tone and preamble before payload last 8 bits, the total length

of a covert message is 38 bits. We note that the maximum size of a LoRa packet can

be up to 255 bytes, thus a typical LoRa packet is sufficient to carry a 38-bit covert

packet. The default modulation depth (D) is set to 0.1 empirically.

In each scenario, we conduct over 100 measurements and we send 30 packets in

each measurement.The payload of each covert packet as well as the regular LoRa

packet is randomly generated. We use Bit Error Rate (BER) to measure the

covert channel communication performance and we use Symbol Error Rate (SER)

to measure the performance of regular LoRa communication performance. We also

measure the throughput of both covert channel and regular LoRa channel.

3.5.2 Effective Range of Covert Communication

We conduct this experiment in outdoor field (Fig. 4.11(b)). We keep the Tx Alice

(red dot) stationary and move the C-Rx Carol to four different positions (i.e., yellow

dots: A, B, C, and D). This outdoor scenario is non-line-of-sight (NLOS). The trans-

mission power of USRP is set to 30 dBm and the receive gain is set to 60 dB. We

set D to 0.3 to enable longer communication range in NLOS outdoor environment.

We then measure the BER at each position and thus estimate the maximum covert

channel communication range.
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Table 3.1: Default parameter settings.

(a) Default parameter settings of regular LoRa transmitter and re-
ceiver

Freq. SF BW Code Rate Header Mode MN Mode
915MHz 8 250KHz 4{8 Implicit Low Data Rate

(b) Default parameter settings of covert channel transmitter and
receiver

Tx Power Rx gain Sampling Rate Payload D
5p5´ 30qdBm 20dB 500KS{s 30bits 0.1

Fig. 3.14 shows the average and variance of BER at different positions. A is

68 m away from covert channel transmitter and the BER is 0, which means the

covert channel receiver can reliably decode all the covert information. Receivers at

B (approximately 250 m away from Tx) and C (102 m) can also decode the covert

information with average BER 0.43% and 0.42%, respectively. D is the closest to

Tx, however, the performance at D is the worst. This is because the covert signal

need to penetrate 5 to 6 concrete walls and mental scaffold to arrive at the covert

channel receiver, which makes the signal too weak to be decoded correctly by the

SDR dongle. By increasing the receiver gain and using a larger modulation depth,

Tx can send covert message to covert channel receiver separated by even longer

distance. Better channel quality (line-of-sight) can also extend the covert channel

communication range. We investigate the impact of modulation depth in the next

subsection.

We note that the communication distance between Alice and Carol is around

250 m in our experiment. This shows covert channel’s capability of communicating

within 250 m. This is a small range, however, compared with the long communication

range between regular LoRa transmitter and regular LoRa receiver („ 10 km). The

result implies that C-Rx needs to be placed within 250 m in order to correctly receive

the covert message.
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Figure 3.14: Outdoor performance at different positions.

3.5.3 Covert Communication Performance

Modulation depth D “ M{A, where M is the peak-to-peak changes and A is the

carrier amplitude. Thus, modulation depth quantifies the difference in the power

levels between ON state and OFF state when Tx uses the amplitude modulation to

embed covert data.

We use the USRP as Tx and use the low-cost receive-only RTL-SDR dongle as

C-Rx. In this experiment, we set the transmission power of USRP to the lowest 5

dBm for convenience of receiving. We set the sampling rate of USRP sink to 1 M/s.

The distance between Tx and C-Rx is fixed at 3 m and receiver gain of C-Rx is set

to 10 dB. The other key parameters are set as the default values specified in Table

3.1.

Fig. 3.15 shows the average BER and standard deviation of covert channel with

different modulation depths of Tx ranging from 0.04 to 0.09. We only present the

results with 0.04 ď D ď 0.09. That is because the performance is most sensitive

to D in such a range in this experiment setting. We notice that when D “ 0.04,
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Figure 3.15: BER of covert channel using different modulation depths.

BER is very high (0.35), getting closer to a BER of 0.5 (i.e., random guess). That is

because with D “M{A “ 0.04, it becomes difficult to differentiate the ON state and

the OFF state, since the power levels of ON/OFF states become quite similar. BER

starts to decrease as the modulation depth increases. The BER is nearly 0 when D

increase to 0.09.

We note that a larger modulation depth (i.e., substantial difference between ON

state and OFF state) can benefit covert packet decoding process. However, it also

increases the risk of being detected by a covert channel detector. We see that effi-

ciency and covertness are inherently conflicting goals. Covert channel transceivers

need to strike a balance between the efficiency and the covertness according to ap-

plication requirement. In practice, Tx adjusts D and transmission power to enable

correct decoding at C-Rx while avoid being detected by covert channel detector. We

empirically set D to 0.1 in most experiments if not specified otherwise.
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3.5.4 Impact on Regular LoRa Communication

In this subsection, we evaluate the impact of different modulation depth D on regular

LoRa communication. Since we want to control the modulation depth and get suffi-

cient data at different channel conditions (i.e., low, medium, and high SNR), we use

GNU Radio to simulate such different conditions. In this experiment, we add AWGN

noise to generate different SNR conditions. We vary D from 0 (without embedding

covert information) to 0.9 at the step of 0.1. In this experiment, we measure symbol

error rate (SER). The initial frequencies of LoRa chirps before AM modulation are

used as ground truth. We demodulate the received signal (which contains covert

information and noise) at the receiver side. If the initial frequency of a chirp at the

receiver side are not the same with the corresponding ground truth, we regard it as

a symbol error. We use 168 symbol in each case.

Fig. 3.16 shows the results. We have two observations in this figure. 1) When

D “ 0, which means we do not change the amplitude of LoRa chirps, LoRa achieves

less than 5% SER even when the SNR is ´6 dB. This result demonstrates that LoRa
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Figure 3.17: Throughput of covert channel.

is resilient to noise and can communicate below the noise. 2) Modulation depth D

has bigger influence on SER when the SNR is low while it slightly influences SER

when the SNR is high. When SNR is ´6 dB, the SER starts to increase as D is

larger than 0.3. SER reaches 25% when D “ 0.9. However, for SNR “ 8 dB and

SNR “ 20 dB, SER are less than 5% even when D is 0.8. In low SNR condition,

when D becomes larger, chirps with low amplitude will become weaker, which make

it hard for regular LoRa receiver to demodulate them correctly. When SNR is high,

the frequency information can still be extracted correctly even with a larger D. In

the above experiments, we evaluate the symbol error rates. To mitigate the impact of

symbol errors, LoRa adopts forward error correction scheme (e.g., Hamming code).

As such, the symbol error rates of around 5% can be corrected in practice.

3.5.5 Throughput of Covert Channel and LoRa Regular Chan-
nel

In this subsection, we evaluate the throughput of covert channel and LoRa regular

channel in different SNR scenarios. In this experiment, we configure the transmitter
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Alice (USRP) to transmit covert packets once per second. We put the RTL-SDR

receiver at different locations and categorize the received signal into low, medium and

high SNR conditions. The payload length of each covert packet and LoRa regular

packet are 30 bits and 1200 bits, respectively. We evaluate the throughput with

D “ 0.1 and D “ 0.2.

Fig. 3.17 shows the throughput of covert channel. We can observe that covert

channel has almost ideal performance when SNR is high. In low SNR condition,

the throughput with larger D (i.e., D “ 0.2) is better than that of smaller D (i.e.,

D “ 0.1). This is because a larger D means a larger variance in the amplitude of

covert signal, which benefits the decoding process especially when the received signal

strength is weak.

Fig. 3.18 shows the throughput of regular LoRa node with different D under

different SNR conditions. In this experiment, we also evaluate the throughput of

regular LoRa packets without varying its amplitude (i.e., D “ 0). We can observe

from Fig. 3.18 that the regular LoRa node has larger throughput as SNR condition

becomes better. We also noted that when D ď 0.2, the covert channel has almost
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Figure 3.19: Performance of covert channel coexisting with other regular LoRa sig-
nals.

no influence on the throughput of regular LoRa channel.

3.5.6 Coexisting with Other Regular LoRa Nodes

Covert channel transmitter and receiver may coexist with other regular LoRa nodes.

As a result, the LoRa transmission of coexisting regular nodes may influence the

performance of a covert channel. In the following, we evaluate the performance of a

covert channel with presence of coexisting regular LoRa nodes.

The USRP Tx and the RTL-SDR C-Rx are positioned inside of a meeting room 5○

in Fig. 4.11(a). We placed other regular LoRa nodes to different positions (e.g., 1○-

4○, 6○ and 7○) and control them to transmit packets at different transmission power

levels. We also change the modulation depth (D “ 0.10, 0.15, and 0.20) of the covert

channel transmitter. We categorize the measured results into low, medium and high

SNR regimes according to the SNR of covert channel.

In Fig. 3.19, the experiment results show that the covert channel achieves better

performance with higher SNR. The average BER is less than 0.2% in the high SNR
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regime. The BER as well as standard deviation decreases as the channel condition

improves. The results also indicate that the modulation depth plays an important

role in the covert channel communication. Specifically, covert signals with D “ 0.20

achieves BER “ 1.3% even when the SNR is low, while BER increases to around

7.5% when the modulation depth is set to D “ 0.10.

In practice, the duty cycle of LoRa is 1%. Although there may coexist several

LoRa nodes, the probability of two nodes nearby transmit at the same time is very

low. Therefore, the attacker still has chance to leak information out. Besides, attack-

ers can adopt a larger D to increase the covert signal strength to resist interference.

3.5.7 Impact of Different Sampling Rates

In order to successfully decode the covert messages sent by C-Tx, C-Rx should be

able to receive the PHY samples that can capture the amplitude changes of LoRa

chirps. We conduct this experiment in a meeting room 5○ in Fig. 4.11(a). We set the

transmission power of C-Tx to 5 dBm, which is the minimum transmission power. A

LoRa shield can vary transmission power from 5 dBm to 23 dBm. C-Rx is positioned

5 m away from C-Tx. The gain of the covert channel receiver is set to 10 dB. We

vary the receiving sampling rates with 250 Kbps, 300 Kbps, and 500s Kbp. 500 Kbps

is the Nyquist Frequency of LoRa chirp signal. Other default parameters are set as

in Table 3.1.

Fig. 3.20 plots the Cumulative Distribution Function (CDF) of BER using the

above 3 different receiving sampling rates of C-Rx. We can observe from Fig. 3.20

that better performance can be achieved with higher receiving sampling rates. We

note that these 3 sampling rates are much higher than the frequency of switch

changes. By doing so, we can track a more complete and finer-grained envelope

with a higher sampling rate, which leads to more accurate synchronization. Since

we can achieve a better performance by increasing the sampling rates at the covert
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Figure 3.20: CDF of covert channel BER using different receiving sampling rate.

channel receiver side, we use 2 ˆ BW (500 Kbps) as the receiving sampling rate in

the following experiments.

3.5.8 Performance in Various Environments

In this experiment, we evaluate the impact of different environments on BER. We

consider three typical environments (1) empty corridor with the line-of-sight path

(Fig. 4.11(a), corridor 6○ and 7○), (2) multipath-rich office (Fig. 4.11(a), room 1○-

5○) and (3) dynamic environment with people walking nearby (Fig. 4.11(a), room

1○). We use COTS LoRa device as Tx by adding a transistor and an impedance as

shown in Fig. 3.5. The receiver is still the low-cost SDR. In each environment, we

configure the covert channel transceiver by using default setting parameters in Table

3.1.

Fig. 3.21 shows the CDF of BER in these three different environments. In corridor

environment with the line-of-sight(LOS) path, the payload of the package can be

accurately decoded with a BER of less than 0.5% even with the lowest transmission

power. In the office environment with rich-multipath, the performance of covert
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Figure 3.21: BER of covert channel under various environments.

channel communication becomes diverse due to the multipath effect. We observe

that 90% of the covert packets are decoded with BER less than 1.5% and with the

medium BER of around 0.78%. In the dynamic environment, people walking around

Tx make the performance worse, since they may weaken the signal and block the LOS

path between the transmitter and the receiver. We find that the BER in dynamic

environment is still less than 4% and can be used to transmit covert information.

We notice that the BER of COST LoRa device as Tx is relatively high than

that of USRP. The reason is that we use very simple external circuit to change the

transmission power of LoRa chirps. This prototype is used to test the feasibility

of building a covert channel with commodity LoRa nodes. Future design of covert

channel can be sophisticated. Attackers can install malware or implant a tiny spy

chip in LoRa nodes before delivering the product to users.

3.5.9 Through-wall Performance

This experiment aims to evaluate the performance of the covert channel in the

through-wall scenarios, since C-Tx and C-Rx can be separated by walls in prac-
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Figure 3.22: Through-wall performance.

tice. We conduct the experiment using USRP in a typical office building which is

depicted in Figure 4.11(a). We test two scenarios: 1) a 10 cm drywall and 2) a

concrete ceiling. The ceiling is made of reinforced concrete and metal studs. In the

first scenario, C-Tx is placed inside the office room 1○ and C-Rx is placed in corridor

6○. While in the second scenario, C-Tx is placed inside of office room 2○ and C-Rx

is placed in an office room on the upper floor. The two office rooms have typical

furniture including wooden tables, leather chairs, and large LED panel. We keep

the doors of office rooms closed when conducting experiments. We configure the

transmission power and receive gain to 10 dBm and 20 dB. We set the modulation

depth to D “ 0.8 to penetrate the walls. C-Tx and C-Rx are separated by a 10 cm

drywall with a distance of around 2 m.

Fig. 3.22 plots the CDF of BER in the through-wall experiments. The experiment

results show that covert data can be decoded with high accuracy in through-wall

scenarios. Nearly 70% packets can be decoded without any errors even through the

reinforced concrete ceiling wall and nearly 90% packets can be decoded without any

errors through the 10 cm drywall. The maximum BER measured in the experiments
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Figure 3.23: The time to leak 128-bit sensitive information (e.g., NwkSKey).

is only 3%.

The results raise security concerns, since covert packets can be correctly decoded

with a high accuracy even through walls. Note that in the experiment we set the

lowest transmission power. Besides, a smaller modulation depth can further increase

the decoding accuracy and the communication distance between C-Tx and C-Rx in

the through-wall scenarios.

3.5.10 Time Overhead of Information Leakage

We evaluate the time to transmit some sensitive information through covert channel.

Suppose a LoRa node is compromised, we estimate the time to leak sensitive infor-

mation (e.g., encryption keys). The security keys in LoRaWAN are used to secure

the end-to-end communication. For example, Network Session Key (NwkSKey 128

bits) is used for interaction between the Node and the Network Server. Suppose we

transmit a secret key of 128 bits over a covert channel. We adopt FM0 with 2 chips

and the payload size is of 30 bits. In this case, we need to transmit 5 regular LoRa

packets to transmit the 128-bit secret key. As we use LoRa packets as the carrier
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waves of covert packets, the transmission time of such sensitive information depends

on the transmission rate of regular LoRa packets. Assuming that a regular LoRa

node sends 1 packet every 10 seconds (i.e., 1p{10s), it takes 50 seconds to transmit

the 128-bit sensitive information.

We also plot the transmission time of security keys in LoRaWAN (i.e., 128 bits)

with different regular LoRa packet transmission rates in Fig. 3.23. We observe that

the transmission time of sensitive data decreases as the transmission rate of regular

LoRa packet increases. The transmission time of sensitive information can also be

decreased by increasing the payload size and and increasing the alternating rate of

on-off states of covert packets.

3.6 Covert Channel for Security Enhancement

A covert channel can be used by attackers as well as defenders. Next, we show an ex-

ample of using covert channel to enhance the security. Consider LoRaWAN-enabled

fire (or earthquake) alarm and signaling systems [61]. These safety-critical cyber-

physical systems are of great importance in early detection and further response to

disruptive events. However, some malicious nodes may spoof the system by sending

false data to trigger false alarms. In such systems, information provided by sensors

is usually blindly believed to be trustworthy, which gives chances for malicious nodes

to launch false alarm attacks.

To protect such fire alarm systems from false alarm attacks, we can build covert

channels to secretly authenticate the alarming signals. Specifically, when a legitimate

node transmits data with high security level (i.e., alarming signal), it can add authen-

tication information over the covert channel. Then the gateway can use the covert

authentication information to check whether this alarming is from a legitimate node

or a malicious node. The covert channel can hide the authentication information
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Figure 3.24: False alarm rate and miss detection rate of deceptive packets.

and is transparent to other LoRa devices. Since malicious nodes only transmit and

receive LoRa signals, they cannot pass the authentication of the gateway. Therefore,

the deceptive signals and malicious nodes could be filtered out by the gateway. We

also envision many other scenarios that can benefit from covert channels for security

enhancement including secret key sharing and one-time password delivering.

We further conduct a case study experiment using covert channel to filter out de-

ceptive packets. LoRa packets without covert authenticate information are regarded

as deceptive messages sent by malicious nodes. In this experiment, we use one USRP

to transmit LoRa packets with covert authentication information (working as a le-

gitimate node) and another USRP to transmit pure LoRa packets without covert

authentication information (working as a malicious node). These two USRPs trans-

mit LoRa packets alternatively. For the legitimate USRP, we evaluate with different

modulation depth to encode covert data. With each modulation depth, we conduct

over 200 measurements. We evaluate the miss detection rate and the false alarm rate

of the malicious node. In our experiment, if a legitimate covert authentication packet

has bit error rate larger than 0.4, the gateway will consider it as a deceptive packet.
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This is a false alarm case of malicious nodes. Correspondingly, if a pure LoRa packet

can be synchronized to our predefined covert message pilot tone and preamble and

the BER is less than 0.4, we consider it as a miss detection of malicious node.

Fig. 3.24 shows the results. The black dash line shows the false alarm rate

of deceptive packets and the red dash line shows the miss detection rate. In this

experiment, the miss detection rate remains 0, meaning that all deceptive packets

without covert authentication information cannot pass the authentication of the

gateway. False alarm rate decreases as modulation depth increases and it reaches to

0 when D “ 0.2. For real world applications, we can further decreases the false alarm

rate by modifying D according to the node-gateway distance and channel quality.

3.7 Discussion

Prior knowledge of covert channel and countermeasures: We note that if

LoRaWAN has the prior knowledge of our covert channel design (i.e., AM-based

covert channel embedding), one may design and implement a countermeasure to

detect such a covert channel. For example, the legitimate receiver Bob (i.e., base

station) can monitor amplitude changes and check if any covert information has been

embedded. We note that current LoRaWAN does not detect the existence of such

a covert channel and is totally oblivious of such an AM-based embedding method.

The key contribution of our work is that it reveals the vulnerability of current LoRa

PHY.

Data rate and power adaptation: Our work does not explicitly consider the

power adaptation (e.g., Adaptive Data Rate (ADR) mechanism) and its impact on

communication range. ADR optimizes the energy consumption in the network by

automatically adjusting data rate. If the node uses a smaller spreading factor and

reduce the transmit power, the distance r1 for Carol to correctly decode the covert
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data will become shorter. The largest LoRa communication distance r3 will also

decrease. When SNR is low, if the LoRa Rx cannot receive regular LoRa message

due to low SNR, the regular LoRa Tx will adapt the transmission power according

to current LoRaWAN standard. In the power adaption process, the covert Tx does

not need to collect feedback from the LoRa Rx. The power adaption is automatically

done by regular LoRa Rx and regular LoRa Tx in case that modulation depth affect

the regular LoRa packet reception.

Other covert information embedding approaches: Besides amplitude mod-

ulation, there are other ways to build covert channels over LoRa PHY. For example,

one can embed covert data in the initial phases of chirps or phase shifts. However,

we note that the implementation of phase based covert information embedding can

be more challenging especially with passive components. In the future, we plan to

explore other ways of building covert channels.

Generality of our approach: We focus on building a covert channel over LoRa

PHY, which uses chirp spreading spectrum (CSS). For the generality of our approach,

we believe our approach can be generalized to wireless technologies that use CSS as

physical layer modulation scheme (e.g., Low-Rate Wireless Personal Area Networks

(LR-WPAN) in IEEE 802.15.4a). Generally, our intuition of building covert channels

over PHY is to send covert information using a modulation scheme that is orthogonal

to the existing modulation scheme. Although we have not tested the feasibility, our

approach should be applicable to frequency modulation (FM) and phase modulation

(PM) as well, since FM and PM also only examine frequency and phase, and over-

look amplitude changes in demodulation process. In contrast, our approach cannot

be generalized to amplitude modulation (AM) or quadrature amplitude modulation

(QAM), because these two schemes examine amplitude changes in demodulation

process.

Ethical aspects of our work: We hope our work can reveal the vulnerabil-
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ity so that LoRa PHY can be better protected from being abused to leak sensitive

information by malicious attackers. To detect and defend against AM-based covert

channels, LoRa nodes can be enhanced to examine amplitude changes in the CSS de-

modulation process. In practice, LoRa gateways could collaborate in covert channel

detection.

3.8 Conclusion

This work presents CloakLoRa, the first covert channel over LoRa PHY. CloakLoRa

embeds covert information into LoRa packets by changing the amplitude of LoRa

chirps while keeping the frequency intact. The insight behind the covert channel

design is that we use a modulation scheme that is orthogonal to LoRa PHY. Thereby,

the embedded information is decodable to covert receiver while cannot be perceived

by current LoRaWAN security mechanism. The key innovation is that we implement

a prototype covert channel over LoRa PHY with commodity LoRa nodes and SDRs.

Experiment shows that the covert information can be decoded with high accuracy at

a distance of 250 m. Our work is a pilot work which reveals the security vulnerability

of LoRa PHY and LoRaWAN deployment.
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Chapter 4

Jamming of LoRa PHY and

Countermeasure

4.1 Introduction and Motivation

Low-power wide-area networks such as LoRaWAN are emerging technologies that en-

able long-range low-power wireless communication for battery-powered sensor nodes

[52, 84, 30, 104]. A LoRa node is expected to transmit LoRa packets with a com-

munication range of 10 km using AA batteries for ten years and enables innovative

applications [75, 112, 101, 17] (e.g., smart electricity metering, smart homes, supply

chain, and health care).

LoRa adopts chirp spread spectrum (CSS) modulation in physical layer (PHY),

which is known to be resilient and robust to interference and noise. Benefiting from

the long communication range, LoRaWAN forms a one-hop star topology, where a

large number of LoRa nodes can send packets via one-hop up-link transmissions to

a LoRa gateway, which greatly simplifies the network protocol design and facilitates

data collection. In such a star topology, however, if a LoRa gateway is jammed by

malicious attackers, the LoRa gateway may not be able to receive LoRa packets from

any nodes in the network, leading to single point of failure. Neighbor gateways could

help receive the packets in this case, but those gateways can also be under jamming
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attacks.

We note that wireless jamming has been extensively studied in literature [58] and

LoRa jamming has also been attracting attention from both academia and indus-

try recently. Some previous works [9, 69, 57] have demonstrated that it is indeed

possible to jam LoRa nodes to some extent by emitting various jamming signals,

while other measurement studies [52, 102, 23] show that LoRa nodes are inherently

resilient and robust to interference and can even support parallel transmissions by re-

solving collisions. To better understand LoRa demodulation under jamming attacks,

we conduct experiments with COTS LoRa nodes and software defined radios. Our

empirical study indicates that jamming attacks (e.g., random interference and jam-

ming chirps) may not necessarily affect packet receptions at LoRa gateways, meaning

that LoRa by design is resilient to a certain type of jamming attacks and intentional

interference.

By conducting deep analysis, however, we notice that if jamming chirps are well-

aligned with LoRa chirps, LoRa gateways cannot extract the LoRa chirps from jam-

ming chirps any more. As such, a malicious attacker can send synchronized chirps

at high power to jam LoRa chirps, which leads to dramatic performance degradation

of LoRa communication. We note that existing time domain collision recovery solu-

tions (e.g., FTrack [102], mLoRa [93]) leverages misalignment edges of LoRa symbols.

However, if LoRa chirps and jamming chirps are aligned, they cannot be separated

in the time domain. Frequency domain collision recovery solutions (e.g., Choir [23])

cannot help either since attackers can send jamming chirps at the same frequency of

LoRa chirps.

To further enhance LoRa PHY against synchronized jamming chirps, we propose

a new protection method that separates LoRa chirps from jamming chirps by lever-

aging their difference in signal strength. We note that the new protection method is

orthogonal to existing solutions which leverage timing information (e.g., chirp bound-
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ary misalignment) or frequency information (e.g., frequency disparity). As such, our

protection method can be integrated with existing collision recovery solutions and

complement each other.

We implement our jammer and protection method and conduct experiments with

COTS LoRa nodes as well as software defined radios. Experiment results show that

well-synchronized jamming chirps at high transmission power can jam all previous

solutions with very high success rates, while our protection method can effectively

protect LoRa gateways from all known LoRa jamming attacks including synchronized

jamming chirps.

Key contributions of this work can be summarized as follows.

• We investigate the vulnerability of current LoRaWAN physical layer under

jamming attacks. We expose the risk of LoRa gateways under the attack of

synchronized jamming chirps, which could lead to single point of failure in

LoRaWAN.

• We propose a new collision recovery method as a countermeasure against the

attack of synchronized jamming chirps by leveraging the difference in signal

strength of jamming chirps and LoRa chirps.

• We conduct comprehensive experiments with COTS LoRa nodes as well as

software defined radios under various experiment settings. Experiment results

demonstrate the effectiveness of our jamming and protection methods.

4.2 System Model and Assumptions

Fig. 4.1 illustrates the jamming model, which consists of a LoRa node (which sends

LoRa packets), a LoRa gateway (which receives LoRa packets), and a malicious

jammer (which aims to jam LoRa communication).
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Figure 4.2: Jamming with Gaussian noise. (a) Packet Reception Rate of LoRa node
under different SINR. (b) Spectrum of LoRa base chirps under Gaussian noise attack.
(c) FFT after dechirp operation of chirp in red box in (b).

We assume that a LoRa gateway is equipped with software defined radios (SDR)

to measure physical layer samples for collision recovery. We note that the LoRa

gateway can use low-cost receive-only SDR (e.g., RTL-SDR dongle) since it only

needs to receive rather than transmit radio signals. For downlink from LoRa gateway

to LoRa nodes, the gateway can use COTS LoRa modules for transmission.

We assume that a jammer is equipped with software defined radios (e.g., USRP

N210) for sniffing incoming LoRa packets and generating jamming radio signals ac-

cordingly. The jamming radio can be random Gaussian noise or LoRa signals. In

LoRaWAN, LoRa nodes typically adopt low duty cycle mode (e.g., 1% duty cycle).
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As such, if a jammer constantly emits jamming signals at a high transmission power,

the jammer can be easily detected and located. Therefore, we consider a jammer

that adopts reactive jamming where the jammer stays quiet when the channel is idle,

and starts emitting jamming signals when it detects on-going LoRa communication

to selectively jam the LoRa communication. The objective of a jammer is to jam

the communication between LoRa nodes and a LoRa gateway. We assume that the

jammer aims to jam a specific gateway rather than all gateways in a network.

On the other hand, we want to design and implement a countermeasure to protect

LoRa communication by enhancing a LoRa gateway against jammer. Ideally, the

countermeasure should not require any modification to LoRa nodes to support a

large number of already deployed COTS LoRa nodes.

4.3 Empirical Study of LoRa Jamming

LoRa jamming has been attracting wide attention due to the potential risk of single-

point failure under jamming attacks. Previous works [9, 36, 69, 57] have demon-

strated that it is indeed possible to jam LoRa nodes to some extent by emitting

various jamming signals, while other measurement studies [52, 102, 23] show that

LoRa nodes are inherently resilient and robust to interference and can even support

parallel transmissions by resolving collisions. In the following, we conduct an em-

pirical study to evaluate the impact of a variety of prior jamming attacks to LoRa

communication.

4.3.1 Prior Jamming Attacks and Empirical Study

We investigate jamming LoRa with Gaussian noise and chirp signals.
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Jamming LoRa with Gaussian Noise

Gaussian noise has been commonly used to jam wireless communication systems. In

the following, we test if LoRa communication can be jammed using Gaussian noise

and evaluate the impact of Gaussian noise to LoRa communication. To this end,

we use a software defined radio as a jammer to emit Gaussian noise in the same

frequency band as the LoRa communication. We vary the transmission power of a

Gaussian noise jammer and measure the packet reception rate (PRR) under different

Signal-to-Interference-plus-Noise Ratios (SINR) at a gateway. In this experiment, we

keep the transmission power of a LoRa node transmitter unchanged. Both the LoRa

node and the LoRa gateway remain static.

As shown in Fig. 4.2(a), we can observe that the gateway can achieve almost

100% PRR even when SINR is ´2 dB and it can still achieve almost 80% PRR

when SINR decreases to ´4 dB. Intuitively, 0 dB means that the signal strength of

a LoRa node is comparable with the interference and noise, while a negative SINR

means that the received LoRa signal strength at a gateway is even weaker than the

interference and noise.

The reason why LoRa can still receive packets even with negative SINR is that

LoRa adopts CSS modulation, which is inherently robust to interference and noise.

Fig. 4.2(b) plots the spectrum of LoRa chirps (preamble part) under Gaussian noise

attack. In Fig. 4.2(b), we see that LoRa chirps are totally submerged by Gaussian

noise. Fortunately, if we operate demodulation(i.e., multiplying with down-chirp and

FFT), we can still see a highest spike in the FFT bins corresponding to the correct

initial frequency as shown in Fig. 4.2(c). That is because after de-chirp, the power

of Gaussian noise will still be distributed to all FFT bins, while a LoRa chirp will

concentrate into one FFT bin corresponding to the initial frequency of the chirp.

As a matter of fact, a LoRa node can adopt a more conservative parameter set-
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ting (e.g., spreading factor, bandwidth) to further enhance its robustness against

interference and noise. A jammer can increase transmission power to improve jam-

ming performance. However, this may make it easy to be detected because the high

transmission power may exceed the maximum transmission power restricted by reg-

ulation. This experiment demonstrates that unlike other wireless technologies, LoRa

PHY is inherently robust to Gaussian noise to some extent in practice.

Jamming LoRa with Chirps

Recent work [9, 36] proposes to jam LoRa nodes with LoRa packets and cause colli-

sions to legitimate LoRa communication. [9] exploits maximum transmission power

of jammer, while a legitimate LoRa node may transmit at a lower transmission power

to reduce power consumption. [36] also mentions that using normal LORa frames

to jam a LoRa gateway is better than brute-force jamming. We evaluate the im-

pact of jamming chirps to LoRa chirps in collisions. A jamming LoRa packet is in

the same packet structure as a legitimate LoRa packet as illustrated in Fig. 1.2. In

this experiment, both legitimate transmitter and jammer are configured to use the

same SF and bandwidth. We note that if they adopt different parameter settings, as

LoRa gateways support parallel transmissions of LoRa packets with different param-

eter settings, legitimate packets can be received by gateways [52]. After setting the

same parameters (e.g., spreading factor, bandwidth, central frequency), we vary the

transmission power of a jammer and evaluate the impact of jamming chirps under

different SINR.

As we described in Chapter 4.1, LoRa demodulation process involves several

key steps including preamble detection, frame alignment, and chirp demodulation

in demodulation windows. As such, we consider the following four scenarios where

jamming chirps collide with different parts of LoRa packets: 1) collision with the

first four base chirps; 2) collision with the last four base chirps; 3) collision with sync
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Figure 4.3: Jamming packets collide with different parts of LoRa packets under
different SINRs: (a) Packet Reception Rate of legitimate packets and (b) Packet
Reception Rate of jamming packets.

word and SFD; and 4) collision with PHY header and payload. Fig. 4.3 shows the

experiment results, from which we have the following key observations.

First, to jam LoRa signals with a COTS LoRa node, the power of jamming

packets need to be orders of magnitude higher than that of a legitimate LoRa packet

(e.g., SINR ď ´3 dB). If the received LoRa signal strength is comparable with

that of jamming signal (e.g., SINR ě 0 dB), legitimate packets can still be received

correctly with high PRR (e.g., ě 96.5%).

Second, a LoRa receiver is not likely to receive late coming jamming packets.

This is because a LoRa receiver is more likely to detect and lock-on the preamble

and SFD of the legitimate packet that arrive earlier than jamming packet. Yet, we

do observe capture effect where a jamming packet colliding at the first four base

chirps of legitimate packet with stronger signal strength is selected and demodulated

(e.g., SINR ď ´3 dB).

Third, the impact of collisions at PHY header and payload seems weaker than

that of collisions at preamble. Referring to Fig. 4.4, let us see how collisions at PHY

header and payload part would influence the demodulation of legitimate chirps in
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demodulation windows. Suppose a legitimate chirp ( 1○) collides with a jamming

chirp ( 2○ and 3○) as illustrated in the figure. In demodulation process of PHY

header and payload, a LoRa receiver multiplies PHY samples in a demodulation

window with a down-chirp, and then performs FFT on the multiplication result.

Due to collision in the demodulation window, the FFT operation will generate three

spikes. Since jamming chirps are misaligned with legitimate chirps, the power of a

jamming chirp will be divided into two adjacent demodulation windows and their

corresponding spikes would be lower than that of a legitimate chirp. As such, we

see that LoRa nodes can tolerate collisions with jamming chirps at PHY header

and payload with comparable or even slightly stronger signal strength. However, if

jamming chirps and legitimate chirps are well aligned (e.g., ă 10% misalignment),

spikes of jamming chirps within demodulation windows could become higher than

those of legitimate chirps. In this case, legitimate packets will be jammed because a

LoRa receiver demodulates jamming chirps rather than legitimate chirps.

4.3.2 Anti-jamming Techniques in Other Wireless Networks

Previous countermeasures against jamming attacks in wireless networks have been

studied in [58]. In general, frequency and channel hopping is the most commonly

used countermeasure. However, as a LoRa packet has a quite long air-time, a jam-

mer can easily track the transmitted LoRa packet during its long transmission time.

Similarly, packet fragmentation also fails as LoRa chirps are long enough to be in-

tercepted. Besides, frame masking [99], where a transmitter and a receiver agree on

a secret pseudo-random sequence for the SFD in each packet, is proposed to protect

packets from being detected by a jammer. However, as introduced in Section 4.2, a

receiver needs to use SFD to lock-on a LoRa packet and extract symbol edges. As

such, this method cannot be applied to LoRa in practice. Redundant encoding is

another commonly used countermeasure to improve the resilience of packets against
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jamming attacks. In fact, LoRa has already exploited certain levels of redundancy by

configuring a Code Rate (CR) parameter. The code rates of LoRa control the ratio

of actual data to forward-error-correcting capability that is added to the payload.

Another anti-jamming technique is to use a directional antenna. However, this is

not suitable for LoRa, since LoRa nodes typically communicate with gateways miles

away. If we use directional antennas, any blockage along the direction will lead to

packet loss.

4.3.3 Prior Collision Recovery Methods as Countermeasures

We can draw strength from recent advances in LoRa collision recovery and parallel

transmissions to protect LoRa communication against jamming attacks. For exam-

ple, recent works show that some LoRa collisions can be resolved by separating LoRa

chirps of different LoRa nodes in time domain [23, 88, 89, 96, 102] and in frequency

domain [23].

For example, LoRa collision recovery schemes (e.g., FTrack [102], mLoRa [93])

can resolve collisions of multiple LoRa nodes as long as their chirp boundaries are

misaligned in time domain. FTrack [102] detects the continuity of one chirp within a

demodulation window to recover collisions. Referring to Fig. 4.4, we see the frequency

of a legitimate chirp continuously increases while the frequency of jamming chirps are

not continuous within a demodulation window due to chirp boundary misalignment.

If jamming chirps and legitimate chirps are well-aligned in time domain, the heights

of FFT spikes of jamming chirps and legitimate chirps will be very close to each

other. In this case, if jamming chirps are slightly stronger than legitimate chirps,

those collision recovery schemes will fail to resolve collisions.

Frequency domain collision recovery schemes (e.g., Choir [23]) separate LoRa

collisions by leveraging the frequency differences of colliding nodes due to their hard-

ware imperfection. For example, Choir [23] notices that the fractional part of initial
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will have part of its power split out.

frequencies of different LoRa nodes are unique, which can be used as physical layer

fingerprints. As such, Choir can group different chirps according to fractional parts

and thereby separate colliding LoRa chirps. If the frequencies of jamming chirps are

synchronized with those of legitimate chirps (e.g., emitting jamming chirps with the

same fractional part of initial frequencies), those collision recovery schemes cannot

separate legitimate chirps from jamming chirps.

In summary, prior collision recovery methods cannot separate legitimate LoRa

chirps from jamming chirps if the jamming chirps are aligned with the legitimate

chirps in time domain and frequency domain. In this case, if the power of a jamming

chirp is higher than that of a legitimate chirp, a LoRa receiver will demodulate

jamming chirps within demodulation windows rather than legitimate chirps.
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4.4 Defeating Prior Countermeasures with Syn-

chronized Jamming Chirps

As we described in Section 4.3.3, in order to attack a legitimate LoRa node, an

attacker needs to emit jamming chirps that satisfy the following three conditions.

Otherwise, prior countermeasures can protect the legitimate LoRa node by separating

legitimate chirps from jamming chirps.

4.4.1 Necessary Conditions of Jamming against Prior Coun-
termeasures

C-1: Jamming chirps should be well-aligned with legitimate LoRa chirps in time

domain. Prior collision recovery and parallel decoding methods (e.g., FTrack [102],

mLoRa [93]) separate LoRa collisions in time domain. As such, if jamming chirps

are not aligned with legitimate chirps, the jamming chirps can be separated in time

domain.

C-2: Jamming chirps should mimic legitimate LoRa chirps in frequency domain

(e.g., central frequency). Frequency domain collision recovery schemes (e.g., Choir

[23]) separate LoRa collisions by leveraging the frequency differences of colliding

nodes. To jam a LoRa node protected by frequency domain collision recovery

schemes, a jammer needs to synchronize jamming chirps in frequency domain with

legitimate LoRa node.

C-3: Jamming chirps should have a higher power than legitimate LoRa chirps at

a LoRa receiver. If the power of a jamming chirp is weaker than that of a legitimate

chirp, a LoRa receiver can correctly detect the initial frequency of the legitimate

chirp.

We note C2 (i.e., frequency condition) and C3 (i.e., power condition) are rel-

atively easy to satisfy. For example, a jammer can measure the frequency of a

legitimate preamble and extract the fractional part of frequency. After that, the
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jammer can emit jamming chirps with the same fractional part frequency, which can

defeat frequency domain collision recovery scheme (e.g., Choir [23]). To increase the

power of jamming chirps at a receiver, a jammer can increase transmission power

and get closer to the LoRa receiver.

However, C1 (i.e., timing condition) can be a bit challenging to satisfy because

of signal processing delay caused by software defined radios, different communication

distance between a LoRa node and a LoRa receiver, etc. As such, jamming chirps

may not be well-aligned with legitimate chirps in time domain. In this case, the

power of jamming chirps will be divided into two adjacent demodulation windows.

Moreover, the aforementioned time domain collision recovery schemes can separate

legitimate chirps from misaligned jamming chirps.

4.4.2 Jamming with Synchronized Chirps

We illustrate a basic jamming workflow in Fig. 4.5. A LoRa jammer hears LoRa

packets over the air. Upon detecting a valid LoRa preamble, it will attempt to lock

on the packet by extracting synchronization information. After that, it can identify

and interpret the packet header like a normal receiver. If the packet is transmitted

by a targeted node, the jammer will emit synchronized chirps to jam the legitimate

packet. Specifically, to launch an effective jamming with well-synchronized chirps,

a jammer needs to take all time/frequency offsets (i.e., jamming conditions) into

account and carefully compensate them before sending jamming chirps in real time.

We present several key steps to generate synchronized chirp jamming in the following.

Accounting for propagation delay

Basically, jamming chirps are required to closely align with the chirps of a legitimate

packet when received at a gateway. The communication distance between jammer

and gateway and the corresponding propagation delay affects the arrival time of
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Figure 4.5: The general workflow of LoRa jammer.

jamming chirps at a gateway. We notice that as LoRa typically adopts narrow band-

widths (i.e., ď 500 kHz), the sampling interval of a LoRa receiver is relatively large

(e.g., ą 2 µs). Signals arrived within 2 µs (which corresponds to a communication

distance of 600 m) are aligned to the same PHY sample. In practice, a jammer can

emit jamming chirps within 600 m away from a gateway to mitigate the influence of

propagation delay.

Compensating carrier frequency offset (CFO)

When a jammer hears the preamble of a legitimate packet, it detects chirp boundaries

from the preamble and aligns jamming chirps to legitimate chirps. Intuitively, a

jammer can detect chirp edges by correlating the received preamble that is composed

of successive base chirps with a locally generated base-chirp. However, the detected

edges may not correspond to the correct chirp edges due to carrier frequency offset

between the legitimate node and the jammer. As a result, the frequency offset

translates into corresponding time offset for chirp signals [102, 88]. To be specific,

let ∆fcfo denote the CFO. A received preamble chirp can be represented as

Rpreptq “ h ¨ e´j∆fcfot ¨ Cptq (4.1)

where Cptq denotes a base up-chirp of preamble transmitted by a legitimate node,

and h is the channel between the node and a jammer. If we directly correlate Rpreptq

with a local base chirp Cptq, the detected chirp edge would be ∆t “ 2SF

BW 2 ∆fcfo away
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Figure 4.6: CFO affects edge detection: (a)Detected edge vs. real edge of base
up-chirp in preamble. (b)Extracted SFD down-chirp with edge offset ∆t.

from the real edge, as illustrated in Fig. 4.6 (a). According to our measurements, this

edge offset ∆t can be as large as ten samples in practice. As such, a jammer must

compensate the timing offset caused by CFO and align jamming chirps to correct

edges.

Firstly, a jammer needs to estimate CFO from the received signal. We exploit

SFD that comes after preamble (see Fig. 1.2) for CFO estimation. In particular, a

received SFD chirp can be represented as:

Rsfdptq “ h ¨ e´j∆fcfot ¨ C´1
ptq (4.2)

By multiplying Eq. (4.1) with Eq. (4.2), we obtain

Rpreptq ¨Rsfdptq “ h2
¨ e´j2∆fcfot (4.3)

We perform FFT (Fast Fourier Transform) on Eq. (4.3) and the resulting FFT peak

indicates the value of ∆fcfo. We use ∆fcfo to compute the corresponding chirp edge

offset ∆t “ 2SF

BW 2 ∆fcfo, which is finally used to infer the correct chirp edge from

detected edges.

As we may detect incorrect chirp boundaries from the received preamble due to

CFO, one may wonder how to extract the correct preamble chirp and SFD chirp for

CFO estimation. As a matter of fact, we can first perform correlation detection on
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the received preamble to coarsely detect the boundary timing of chirps with a time

offset, as illustrated by red dashed lines in Fig. 4.6. We use the coarsely detected

timing to identify SFD chirps. We note that the extracted preamble base-chirp

and SFD down-chirp have the same offset (i.e., ∆t) with their real edge timing,

as illustrated in Fig. 4.6. As a result, the extracted chirps in Eq. (4.3) for

CFO estimation are actually Rprept ´ ∆tq and Rsfdpt ´ ∆tq, rather than the ideal

Rpreptq and Rsfdptq. As the edge time offset (∆t) translate into frequency offset

∆fedge for the up-chirp and an opposite frequency ´∆fedge for the down-chirp, we

have Rprept ´ ∆tq ¨ Rsfdpt ´ ∆tq “ Rpreptq ¨ Rsfdptq. In summary, the above CFO

estimation method (i.e., Eq .(4.3)) still holds with the time offset in preamble and

SFD detection.

Compensating hardware and software delay

A jammer also needs to process received signal and react in real time. It imposes

a strict constraint on processing latency (termed jamming delay). We use a soft-

ware defined radio (i.e., USRP N210) as hardware and use an open-source GNU

Radio (GR) as software to perform jamming on-line. In particular, we list the main

contributors of jamming delay as follows.

• Data transfer: The delay of data transfers between different components, e.g.,

from USRP Rx buffer to data processing blocks as well as from blocks to USRP

Tx when emitting jamming chirps.

• Scheduling: The latency of OS (i.e., operating system) and GR scheduling.

• Signal processing: The latency of signal processing including preamble detec-

tion, packet decoding, synchronization of jamming chirps, etc.

We note that as signal processing is generally performed on PCs with powerful

CPUs, the processing latency is relatively short (e.g., tens of µs on our Intel i5 PC).
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In comparison, the air time of LoRa packet is of 2 „ 3 orders of magnitude longer.

For instance, the transmission time of a typical LoRa chirp with SF “ 8, BW “ 250

kHz is about 1 ms (i.e., 100ˆ longer than signal processing). Theoretically, this

would leave a sufficient amount of time for a jammer to finish signal processing and

generate jamming chirps in real time.

On the other hand, we empirically observed that GR scheduling and data trans-

fers exhibit time uncertainty in practice. The latency varies randomly from 100 µs

to 10, 000 µs in our measurements. We configure the GR scheduler with a Single-

Thread-Scheduler mode (i.e., STS) to reduce the processing latency and time vari-

ation. We also configure the buffer size of inter-block data transfer to fit the size

of LoRa chirps. As a result, the end-to-end jamming latency becomes rather stable

(e.g., 500 µs in our setting), which can be measured and compensated before sending

jamming chirps.

In order to align a jamming chirp with a legitimate chirp, a jammer needs to infer

which sample is currently transmitting in the air (i.e., the front wave of a legitimate

packet). To this end, the jammer continuously receives samples of a legitimate

packet using USRP, which buffers the received samples and reports them when the

buffer is full. In practice, the number of reported samples in every buffer and the

corresponding timestamp can vary due to the uncertainly in GR scheduling. To

address this problem, the jammer can estimate the current transmitting sample in

the air with the latest received buffer size and its timestamp. By further counting in

the processing latency, the jammer can determine the time compensation for precise

alignment of jamming chirps with legitimate chirps.

4.4.3 Jamming with Identical Consecutive Chirps

The synchronized jamming approach satisfies all conditions listed in Section 4.4.1.

A jammer can properly choose jamming chirps to mimic the payload of a legitimate
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Figure 4.7: Jamming without synchronization: (a-b) Non-identical jamming chirps
and demodulation result vs. (c-d) Identical jamming chirps and the demodulation
result. When consecutive jamming chirps are identical, the samples from adjacent
chirps form a complete chirp in the demodulation window which well-aligns with
legitimate chirp.

packet, and employ synchronized jamming to defeat the existing collision recovery

strategies. However, the synchronized jamming approach requires careful calibration

and strict timing requirement to align jamming chirps with legitimate chirps. In the

following, we demonstrate that it is possible to jam in a lightweight manner without

strict synchronization (e.g., delay compensation).

If we perform jamming without synchronization, jamming chirps are likely to

misalign with chirps of a legitimate packet. Suppose a gateway uses a time domain

collision recovery scheme to protect legitimate packets from jamming attacks. Let

us consider a demodulation window that is aligned with a legitimate chirp but not

jamming chirps. As illustrated in Fig. 4.7(a), since the demodulation window spans

across two adjacent jamming chirps, jamming signals within this demodulation win-

dow would experience a sudden change in frequency at chirp boundary. As a result,
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after demodulation, there will be two FFT spikes at different FFT bins (Fig. 4.7(b)).

However, if the two adjacent jamming chirps are the same, their frequency would

experience no sudden change at the jamming chirp boundary (see Figure 4.7(c)). As

a result, both the jamming chirp and the legitimate chirp exhibit frequency continuity

within the demodulation window, meaning that the power of consecutive jamming

chirps will concentrate in the demodulation window, as if one jamming chirp is well-

aligned with the window, as illustrated in Fig. 4.7(c) and (d). As such, a jammer

can emit the same consecutive chirps to defeat existing countermeasures without

synchronizing to legitimate chirps.

However, COTS LoRa radio interleaves the payload data to avoid successive

identical symbols in PHY layer. Although we can observe two consecutive chirps

with the same initial frequency in practice, we seldom observe more than three

identical symbols appearing successively in the payload of packets transmitted by

COTS LoRa nodes. As such, a jammer can emit two consecutive chirps with the

same initial frequency as jamming chirps.

We note that the consecutive chirp pattern still differs from the random chirp

pattern of a legitimate packet payload. Existing time domain collision recovery

schemes can be adapted to discern a consecutive jamming attack by detecting chirps’

consecutive patterns. As a result, the consecutive jamming approach may not be as

effective as the synchronized jamming approach against existing countermeasures.

4.4.4 Jamming with Consecutive Down-chirps

Another lightweight jamming method without strict synchronization is to jam with

consecutive down-chirps. As introduced in Section 4.2, a LoRa receiver needs to first

detect 4 consecutive preamble chirps to pre-lock a packet and continuously listen to

an SFD (i.e., 2.25 down-chirps) to further lock on the packet. A LoRa receiver relies

on the SFD down-chirps to determine the frame timing of a packet. A jammer can
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First jamming SFD Legitimate SFD

Figure 4.8: Jamming with consecutive down-chirps at preamble part. If a LoRa
receiver falsely locks on jamming down-chirps or fails to lock on any SFD, it cannot
correctly demodulate a legitimate packet.

mimic an SFD by sending consecutive down-chirps to block or interfere the lock-on

process of a legitimate packet. If jamming down-chirps arrive in prior of the SFD of a

legitimate packet, a normal receiver may lock on the false SFD or fail to lock on any

SFD. As a result, a receiver cannot correctly detect the frame timing of a legitimate

packet, leading to PHY-layer errors for the demodulation of legitimate packet.

We carry out an experiment to verify the effectiveness of the jamming method.

In this experiment, a jammer transmits consecutive down-chirps immediately after

detecting a LoRa packet (e.g., 4 consecutive preamble chirps). Generally, a LoRa re-

ceiver pre-locks a packet upon detecting 4 consecutive preamble chirps. It completes

locking on the packet by detecting an SFD (i.e., 2.25 down-chirps). Fig. 4.8 dis-

plays the spectrum of a legitimate LoRa packet jammed by consecutive down-chirps.

As we can see, the jamming down-chirps arrive earlier than the legitimate SFD. A

receiver would mistakenly detect jamming down-chirps as the SFD of a legitimate

packet. As a result, the frame timing of a legitimate packet is detected incorrectly,

which can lead to failures of packet demodulation.

However, this jamming method has specific requirements and limitations. First,

jamming down-chirps need to arrive before a legitimate SFD. This requires the
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Figure 4.9: Jamming with down-chirps does not influence the payload demodulation.
(a) Spectrum of one payload chirp jammed by a down-chirp. (b) FFT magnitude
after dechirping. The legitimate chirp still achieves the highest FFT magnitude.

preamble length of a legitimate packet to be long enough for a jammer to catch

up. In our experiment, we set the preamble length of a legitimate packet to be

12. We empirically observe that a packet is difficult to be jammed by consecutive

down-chirps if the length of preamble is less than 12. Second, jamming with con-

secutive down-chirps can only work at the preamble part of a packet. The jamming

down-chirps do not interfere with the up-chirps in the payload of a legitimate packet.

A receiver can successfully demodulate a payload up-chirp in presence of jamming

down-chirps, due to orthogonality of the two types of signals. For example, Fig. 4.9

shows the spectrum and FFT results of a payload chirp jammed by a down-chirp.

After being dechirped, the legitimate up-chirp still yields the highest FFT magni-

tude. Besides, similar to identical consecutive chirps, this jamming attack can be

easily detected using down-chirp correlation and detection.

4.5 Countermeasure

In the previous section, we reveal that current LoRaWAN suffers the risk of synchro-

nized jamming attack. In this section, we present a new countermeasure to protect

LoRaWAN against synchronized jamming attack.
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Recall jamming conditions in Section 4.4.1 (i.e., C-3 ), in order to successfully

jam a LoRa packet, it requires the power of a jamming chirp to be higher than

that of a legitimate chirp in a demodulation window, as illustrated in Fig. 4.10(a).

Essentially, we can expect a discrepancy of FFT magnitude between a jamming

chirp and a legitimate chirp after demodulation, as shown in Fig. 4.10(b). This

motivates us to differentiate a legitimate chirp from a jamming chirp by checking

their received signal strength in power domain, which complements the conventional

collision recovery schemes examining time and frequency domain.

The received signal strength (i.e., RSS) of a LoRa packet can be affected by

many factors (e.g., transmit power, communication distance, receiver gain, etc.), but

most of those factors are generally invariant during the transmission of one packet.

For instance, the transmit power of a LoRa node can be adapted for each packet

transmission, but will remain the same during one packet transmission. Besides,

in our targeted scenarios, LoRa nodes generally remain stationary or move at a

low speed. More importantly, since LoRa PHY (i.e., CSS) does not modulate the

amplitude of LoRa chirps, the power level of LoRa chirps from the same packet

would remain pretty stable and share high similarity. In addition, as a selective

jammer starts jamming after interpreting the header of a legitimate packet, it leaves

the packet preamble intact. As such, a receiver (i.e., gateway) can measure the RSS

from the preamble of a legitimate packet and use the measured RSS to help extract

legitimate chirps from jamming chirps.

Finally, we present an RSS-based LoRa decoder as a countermeasure to the syn-

chronized jamming attack. The countermeasure decoding process generally works

as follows. A receiver first detects the preamble of a LoRa packet. In addition to

extracting symbol timing (i.e., chirp edges) from preamble as in a standard LoRa

decoder, we also measure the RSS of preamble chirps. We then employ the same

method of a standard decoder to locate and demodulate symbol chirps in the pay-
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Figure 4.10: Jamming power is higher than legitimate power: (a)Received signal
strength of a jamming chirp vs. a legitimate chirp. (b)FFT magnitude of a demod-
ulated jamming chirp vs. legitimate chirp.

load. In each demodulation window, we can obtain the interleaved FFT results of

demodulated legitimate and jamming chirps, as shown in Figure 4.10(b). Different

from a standard decoder that selects the highest FFT peak as demodulation result,

we pick the FFT peak with a magnitude that can best match the RSS measured

from preamble as the demodulation result of legitimate chirp. We iteratively apply

this method to demodulate all legitimate chirps and feed demodulated symbols into

a standard decoder to produce the payload data of legitimate packets.

We note that if the RSS of jamming chirps and the RSS of legitimate chirps are

very close, our RSS-based protection method alone cannot separate the legitimate

chirps from the jamming chirps. In practice, it can be very challenging for a jammer

to tune the transmission power of jamming chirps so that the RSS of jamming chirps

received by a LoRa gateway can be of the similar RSS of legitimate chirps. Note

that there is no feedback to the jammer from either the legitimate LoRa node or the

LoRa gateway. Besides, in case of transmission failure because of jamming attack, a

LoRa node would retransmit at different transmission power. Since our RSS-based

protection method is orthogonal to the existing collision recovery methods which

leverage time and frequency domain information, those existing methods can be

used in parallel to enhance protection method.

87



279m

20
5m

210m

10
0m

    Jammer

    Legitimate Tx

    Gateway

14m

6
m

    Jammer

    Legitimate Tx

    Gateway

(a) Indoor experiment map.

279m

20
5m

210m

10
0m

    Jammer

    Legitimate Tx

    Gateway

(b) Outdoor experiment map.

Figure 4.11: Experiment layout.

4.6 Implementation and Evaluation

4.6.1 Implementation and Setup

We implement synchronized jamming attack and corresponding countermeasure in

real-world. We conduct experiments and evaluation in both indoor and outdoor

environment. Specifically, as shown in Fig. 4.11, the indoor test bed spans 14ˆ6 m2

and it is a typical office room with rich multipaths. The outdoor test bed spans 210ˆ

100 m2 and it is an urban outdoor environment with many skyscrapers. We use a

COTS LoRa node (i.e., LoRa shield, which consist of HopeRF’s RFM96W transceiver

module embedded with the Semtech SX1276 chip) as the legitimate transmitter and
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put it at different places (blue dots in Fig. 4.11(a) and Fig. 4.11(b)). A low-cost

receive-only RTL-SDR dongle (i.e., yellow dot) is used as the LoRa gateway to

record the PHY samples. We implement the jamming process on a USRP N210 to

work as a jammer (i.e., red dot). And we integrate the calibration and compensation

algorithms in the jammer with C++. For performance evaluation, we develop a

standard LoRa demodulator and our own countermeasure in MATLAB to process

PHY samples received by RTL-SDR dongle. All devices work at 915 MHz band.

If not specified, we configure the spreading factor, code rate, and bandwidth of the

LoRa chirp signal to 8, 4, and 250 KHz, respectively.

To evaluate the impact of jamming attack and the effectiveness of our counter-

measure, we implement the following two schemes: 1) Victim: Legitimate LoRa

communication (uses standard LoRa demodulation) under jamming attack, which

is used to evaluate the impact of jamming attack; and 2) Protege: The victim

protected by our countermeasure against jamming, which is used to demonstrate the

effectiveness of our countermeasure.

We use the following metrics to evaluate the performance. 1) PRR: Packet

Reception Rate (PRR) is the ratio of correctly received packets over transmitted

legitimate packets. 2) SER: Symbol Error Rate (SER) is the ratio of incorrectly

demodulated symbols over the total number of transmitted payload symbols; and

3) Throughput: It quantifies the successfully received bits per unit time. We

also compare our countermeasure with FTrack [102] and Choir [23] against jamming

attack.

4.6.2 Basic Performance

We first evaluate the basic performance of our jamming method and countermeasure.
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Figure 4.12: Jamming with different transmission power. Victim’s (a) PPR and (b)
Throughput.

Impact of Jamming Attack

In this experiment, a legitimate transmitter sends LoRa packets every 2 seconds.

The payload length of each packet is set to 30 with the lowest transmission power

of (5 dBm) in indoor environment. We keep the three players (i.e., in Fig. 4.11(a))

static and vary the transmission power of jammer from 5 dBm to 30 dBm. In each

scenario, we conduct over 120 measurements.

Fig. 4.12 shows victim’s PPR and throughput under jamming with different

transmission power. We observe that when jamming power is relatively small (5 „

10 dBm), the PRR of Victim is almost 100%, meaning that this jamming attack has

no impact on LoRa communication due to its low jamming power. With further in-

crease of jamming power (15 dBm), victim’s PRR begins to decrease rapidly. When

jamming power is above 20 dBm, the PRR decreases and almost all packets will be

jammed by the attacker. Accordingly, the throughput of victim drops drastically

when jamming power is 20 „ 30 dBm. This result reveals that LoRa communication

is vulnerable to synchronized jamming attack with a relatively high transmission

power and the performance of LoRa communication can be substantially affected.
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Figure 4.13: Countermeasure performance with different transmission power. Pro-
tege’s (a) PRR and (b) Throughput.

Performance of Countermeasure

In this experiment, we evaluate the performance of countermeasure. We use the same

settings as in subsection 4.6.2. Fig. 4.13 presents the results. The average PRR of

protege is higher than 70% across all transmission power of jammer. In comparison

with Fig. 4.12, the overall PRR and throughput of protege are much higher than those

of victim, especially when jamming power is higher than 15 dBm. The throughput

of protege is 20ˆ higher than that of victim when jamming power is 25 dBm, and

23ˆ when jamming power is 30 dBm. This is because when transmission power is

higher than 15 dBm, the SINR at receiver is low (´10 „ ´5 dB). In this case, the

power of legitimate chirps is weaker than that of jamming chirps, leading to incorrect

demodulation results of victim. In contrast, our countermeasure can leverage the

difference of received signal strength and separate legitimate chirps from jamming

chirps. The experiment results indicate that our countermeasure can protect the

LoRa gateway against such synchronized jamming attacks.
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Comparison with Existing Countermeasures

In the following, we compare victim and protege with two typical collision recovery

and parallel decoding methods, i.e., FTrack and Choir. We compare these four

methods in low (´10 „ ´5 dB), medium (´5 „ 5 dB), and high (5 „ 10 dB) SINR

scenarios. Each scenario includes over 120 measurements.

We plot the SER and throughput in Fig. 4.14. We observe that victim, Choir

and protege have lower SERs as SINR becomes higher. However, FTrack has over

72% SER in all scenarios. This is because FTrack distinguishes colliding chirps by

using frequency tracks caused by time misalignment of two chirps. However, jammer

in this paper synchronizes jamming chirps with legitimate chirps, making it hard for

collision recovery method which uses timing information to separate. Since Choir

disentangles colliding chirps by leveraging the disparity in frequency domain, higher

signal strength benefits its performance. We can also see that protege has best

performance in terms of SER and throughput in all SINR scenarios. Specifically,

in low SINR scenario, our countermeasure (i.e., protege) only has 26% SER while

FTrack and Choir have SER of 96.38% and 98.7% respectively, even higher than that

of victim (77%) using standard LoRa demodulation. In high SINR scenario, Choir

and FTrack still have very high SER and low throughput, while protege and victim

have almost 0 SER and 100% throughput. This experiment demonstrates that our

RSS-assisted countermeasure outperforms all existing countermeasures.

4.6.3 Impact of LoRa Configuration

The symbol error rate and throughput of LoRa nodes are sensitive to LoRa configu-

ration parameters, including spreading factors, bandwidths, and code rates. In this

subsection, we examine the impact of LoRa packet configuration on the performance

of jamming attack and our countermeasure strategy. We adopt the same experiment
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Figure 4.14: Performance comparison of Victim, Choir, FTrack, and Protege under
different SINRs: (a) Symbol Error Rate (SER) and (b) Throughput.

settings as in Section 4.6.2. Due to page limit, we only present the results of high

jamming power (ě 20 dBm).

1) Impact of spreading factor (SF). In this experiment, we fix the bandwidth to

250 kHz and vary SF from 7 to 11. We compare PHY layer symbol error rates of

standard demodulation method (i.e., victim) and our countermeasure strategy (i.e.,

protege) in Figure 4.15. As expected, the SER of victim stays at high level (e.g.,

ą 90%) for all SFs due to the high jamming power. In contrast, the protege can

decode legitimate packets with SER lower than 10% when SF “ 7 „ 9. We observe

that the SER of protege increases dramatically to higher than 60% as SF increases

to 10 and 11. This is because the frequency gap between LoRa symbols becomes

narrower as SF increases, making it harder to demodulate symbols correctly. Figure

4.15(b) compares the throughput of victim and protege. The throughput of victim

is very low and approaches to zero as SF increases to 10. In contrast, the average

throughput of protege reaches more than 57 bit/s (90.0% of the ideal throughput)

when SF is less than 10. However, when SF is greater than 9, the throughput of

protege decreases to less than 30 bit/s. It demonstrates that packets with a larger

SF are generally more vulnerable to jamming attacks. And protege achieves better
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Figure 4.15: Impact of SF on (a) Symbol Error Rate (SER) and (b) Throughput of
Victim and Protege.
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Figure 4.16: Impact of BW on (a) Symbol Error Rate (SER) and (b) Throughput
of Victim and Protege.

performance when SF is small.

2) Impact of bandwidth (BW). To explore the impact of bandwidth, we set

SF “ 8 and change BW from 125 kHz to 500 kHz in this experiment. In Fig-

ure 4.16(a), we observe that the average SER of standard LoRa decoder is higher

than 81% across all bandwidth settings. However, compared with the high SERs

of standard demodulation method (i.e., victim), our countermeasure strategy can

correctly demodulate legitimate chirps with SER ă 20% when BW ě 250 kHz. As

94



bandwidth increases, the SER of countermeasure decreases. This is because wider

bandwidth can create larger frequency gap between LoRa symbols. As such, a wider

bandwidth will generally make the demodulation more robust to jamming attack.

Figure 4.16(b) illustrates the throughput of victim and protege across different BW

configurations. As expected, victim yields low throughput (i.e., less than 15 bit/s)

with all bandwidth settings. Protege performs better as bandwidth increases. Specif-

ically, protege obtains 59.6 bit/s when bandwidth is 500 kHz.

3) Impact of code rate (CR). To evaluate the impact of CR, we vary CR from 4

to 8, and fix SF to 8 and bandwidth to 250 kHz, respectively. In this experiment,

we send packets once per second. Figure 4.17 shows the evaluation results. We can

observe that the average SER of the standard LoRa decoder is high (i.e., ą 73.6%)

while the SER of our countermeasure is less than 6.9%. The SER of victim and

protege remains stable across different code rates. However, as shown in Figure 4.17

(b) the throughput of both victim and protege decrease as the code rate increases.

In specific, victim and protege achieve the highest throughput of 28.5 bit/s and 111.7

bit/s respectively when CR=4. This is reasonable because code rate represents the

redundancy bits in encoding every 4-bit data. A larger CR indicates more redun-

dancy bits in payload. Since the SER remains stable across different code rates, the

overall valuable bits (i.e., goodput) delivered decreases as code rate increases.

LoRa exploits redundancy to endure short interference. However, increasing CR

fails to protect LoRa signals against synchronized jamming. Besides, a larger CR

also increases the transmission time and thus decreases the goodput.

4.6.4 Impact of Jamming Distance

We perform testbed experiments in an outdoor environment as shown in Fig. 4.11(b).

Unless otherwise specified, we adopt a default LoRa packet configuration of SF “ 8,

BW “ 250 kHz. In the first experiment, we place a jammer at a fixed distance (15m)
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Figure 4.17: Impact of CR on (a) Symbol Error Rate (SER) and (b)Throughput of
Victim and Protege.

to a gateway and keep them static. We place a legitimate LoRa node at different

locations to evaluate the effective jamming range. The transmission power of jammer

is fixed to 20 dBm. We configure the legitimate node with the maximum transmission

power (i.e., 23 dBm) and change node locations with distances of 15 „ 160 m to the

gateway.

We present the SER results of standard demodulation method (i.e., victim) and

our countermeasure strategy (i.e., protege) in Figure 4.18(a). We observe that both

victim and protege can correctly demodulate legitimate packets when the transmitter

is within 45 m from the gateway because of the high SINR of packets (i.e., higher

signal power than jamming power). When the distance is 60 „ 120 m, the SER of

victim increases dramatically(ě 80%), because the signal power of legitimate packets

falls below the jammer power. Protected by our countermeasure, protege can still

demodulate packets correctly when the distance is 60 „ 120 m. When distance

further increases to 160 m, the received signal strength of legitimate packets becomes

too weak to be demodulated, leading to almost 100% SERs for both strategies.

In the second experiment, we keep a gateway and a legitimate node at fixed

locations and move a jammer at different locations to evaluate the jamming perfor-
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Figure 4.18: Impact of (a) Distance between Tx and Jammer and (b) Distance
between Rx and Jammer on SER of Victim and Protege.

mance. The legitimate node transmits with the maximum power (i.e., 23 dBm).

The distance between the legitimate node and the gateway is 20 m. We configure

the jammer with the TX power gain of 80 dB. In Fig. 4.18(b), we find that the

SER of standard demodulation method (i.e., victim) decreases as jamming distance

increases. Because the signal strength of jamming chirps becomes weaker as the

distance increases. The SERs of protege are higher than 30% when jamming dis-

tance ď 25 m because of the comparable signal power between jamming chirps and

legitimate chirps. When the distance ě 30 m, both victim and protege can correctly

demodulate the symbols since the power of jamming chirps becomes too weak in this

range.

In summary, when a jammer is very close to a gateway receiver, the receiver’s

performance will be dramatically affected by the jammer. With our countermeasure,

protege can still demodulate some of the symbols correctly. Note that the LoRa

PHY adopts error correction code to correct symbol errors in practice.
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4.7 Conclusion

In this work, we reveal the vulnerability of LoRa PHY under the attack of synchro-

nized jamming chirps. The insight of the jamming attack is that a well-synchronized

jamming chirp cannot be separated from a legitimate LoRa chirp in the time domain.

As a result, most existing protection methods cannot protect the LoRa PHY against

such synchronized jamming chirps. To enhance the LoRa PHY, we propose a novel

countermeasure, which leverages the difference between the received signal strength

of legitimate chirps and jamming chirps in the power domain. The protection method

can complement and enhance existing collision recovery schemes which leverage the

chirp misalignment in time domain or the frequency disparity in frequency domain.
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Chapter 5

Future work and Preliminary

Results

5.1 LoRa Authentication

In the previous two chapters, we study covert channel and jamming attacks in LoRa

networks. These two attacks are active attacks. Another common active attack

is spoofing attack, where an attacker can impersonate a legitimate node to deliver

deceptive packets to the gateway. These active attacks can greatly impede the de-

velopment of LoRa networks. Then a natural question comes: can we enhance the

security of LoRaWAN?

Adopting sophisticated cryptography mechanisms is commonly used to enhance

security. However, it is not suitable for LoRa networks. This is because the de-

sign goals of LoRa nodes are low-power and low-cost. Implementing complex cryp-

tography algorithms is too resource-consuming for existing LoRa nodes. Thus a

lightweight security mechanism is needed.

In future work, we aim to improve the security performance of LoRa networks by

node authentication. We try to extract unique physical-layer features of legitimate

nodes as fingerprints to authenticate a LoRa node. To find unique features, we first

turn to LoRa node hardware infrastructure. Fig. 5.1 shows the transmit chain of a
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Figure 5.1: Simplified transmit chain of LoRa node.

LoRa radio [76]. The MCU first generates data samples according to the input LoRa

frame data. The data samples are then passed to a multiplexer (MUX) to generate a

baseband signal. Next, a mixer up-converts the baseband signal to the frontend. The

transmit chain is typically driven by a 32 MHz crystal oscillator. Due to hardware

imperfection, the oscillator frequency of a legitimate LoRa node can be different from

that of a receiver, resulting in carrier frequency offset. CFO can lead to frequency

deviation and phase rotations of received symbols, which provides us an opportunity

to differentiate a legitimate node from a malicious node. Besides CFO, we find that

signals transmitted by commodity LoRa radio suffer from frequency leakages, the

distribution of which can also be used to help with authenticating legitimate LoRa

nodes.

Besides, signatures relating to physical-layer radio propagation (i.e., air-channel)

can also be used to authenticate a LoRa node. The communication channel from a

transmitter to a receiver involves not only RF chains of Tx and Rx radios but also

wireless channel over the air (i.e., air-channel). Suppose an attacker wants to launch

a spoofing attack, it needs to mimic the legitimate link between a legitimate node

and gateway. It can mimic the hardware imperfection of radios by compensating

CFOs, however, it cannot extract features of air-channels between legitimate node

and gateway. Air-channels are highly related the position of the node, which is im-
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Figure 5.2: Estimating CFO with a preamble up-chirp and an SFD down-chirp which
are extracted with edge timing offset ∆t. The white dashed lines indicate the real
chirp edges.

possible to mimic unless it is at the same location as the legitimate node. Therefore,

the signal propagation signature can also be employed to distinguish a legitimate

node from a spoofing node.

5.1.1 Fine-grained CFO Extraction

The mismatched oscillator frequencies between transmitter and receiver result in

CFO. We represent a received symbol with CFO as below.

yptq “ hair ¨ e´jp2π∆fcfot`ϕoscq ¨ Spt, fsymq ` nptq, (5.1)

where ∆fcfo and ϕosc are the oscillator frequency offset and phase offset between

transmitter and receiver.

In the spoofing attack scenario, both legitimate LoRa nodes and spoofing LoRa

nodes transmit packets to the same gateway. Thus, we can extract the oscillator

frequency differences between legitimate transmitter and spoofing transmitter by

comparing two CFOs.

We demonstrate that CFO can be reliably estimated with a preamble up-chirp

and SFD down-chirp. The chirps in preamble and SFD share the same CFO and

STO. We extract a preamble chirp and an SFD chirp based on the frame timing
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detected from received raw signals. Both chirps deviate ∆t from their real edges and

thus correspond to yprept`∆tq and ysfdpt`∆tq, respectively, as illustrated in Figure

5.2(a,b). Since the same time offset (i.e., ∆t) transforms into opposite frequency

offsets for preamble up-chirp and SFD down-chirp [88], we can remove the effect of

timing offset ∆t by multiplying yprept ` ∆tq with ysfdpt ` ∆tq, which produces the

following (noise nptq is omitted for clarity and hair means air-channel).

yprept`∆tq ¨ ysfdpt`∆tq “ ypreptqe
j2πpBW2

2SF ∆tqt
¨

ysfdptqe
´j2πpBW2

2SF ∆tqt

“ phairq2 ¨ e´j2πp2∆fcfoqt

(5.2)

We perform FFT on the resulting signal of Eq.(5.2), as shown in Figure 5.2(c). The

FFT peak indicates the integer frequency of 2∆fcfo. Detailed methods for extracting

CFO can be found in Chapter 4.

5.1.2 Frequency Leakage Extraction

We find that the signals transmitted by commodity LoRa radio suffer from frequency

leakages. Figure 5.3(a) presents a chirp signal transmitted by Semtech SX1276 radio.

We can observe weak power leaking from main frequencies (i.e., frequency leakage)

when the chirp signal transits from the maximum frequency to the minimum. Specif-

ically, we compare the samples transmitted by SX1276 against an ideal chirp signal

of the same symbol.

A phase shift is observed around positions of frequency leakage as shown in Figure

5.3(b). Figures 5.3(c,d,and e) further compare phase measurements of chirp signals

from windows A, B, and C (i.e., before and after the phase shift). The phase mea-

surements differ by 165˝ because of the phase shift of transmitted samples. Figure

(d) shows the frequency distortion at window B. The frequency distortion of a le-

gitimate node may be different from that of a malicious node. We can calculate the

distortion distribution to differentiate a legitimate node from a spoofing node. We
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Figure 5.3: Illustration of frequency leakage and impacts on phase measurements.

leave this problem for future work.

5.1.3 Propagation Signature Extraction

Propagation signatures indicate the location information of a transmitter, which can

be used to identify a spoofing node. The communication channel from a transmitter

to a receiver involves not only RF chains of Tx and Rx radios but also wireless

channel over the air (i.e., air-channel). We extract the air-channel features from

phase measurements.

The raw phase measurements are affected by frequency offsets and phase noises,

which challenges the extraction of air-channel. We extract air-channel from LoRa

symbols by overcoming a number of practical challenges.
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Distortions of radio hardware. The end-to-end communication channel h

is composed of RF chains of transmitter and receiver radios (denoted by hrf ) and

air-channel hair, i.e., h “ hair ¨ hrf . The raw phase measurements from received

symbols can be affected by various RF components of Tx and Rx radios (i.e., hrf ).

We summarize the primary sources of frequency and phase distortions introduced by

radio hardware (i.e., hrf ) as below.

Central Frequency Offset (CFO). Due to hardware imperfection, the oscillator

frequency of a LoRa node may be different from a gateway, resulting in central

frequency offset. CFO can lead to frequency deviation of received symbols, as well

as phase rotations across symbols of a packet.

Sampling Timing Offset (STO). Due to narrow bandwidth and low sampling rates

of LoRa radio, the time offset between packet arrival and time of being sampled by a

radio can be relatively long. It can cause non-negligible distortions to the frequency

and phase of received symbols.

Radio frequency leakage. LoRa radio is subject to frequency leakage when the

frequency of transmitted signals changes from one chirp to another (e.g., at the

boundary of two symbols) [104]. It adds unpredictable phase shifts to transmitted

symbols, leading to inter-symbol phase variance.

The preamble of a LoRa packet is conventionally designed for frequency and

frame timing synchronization. Our work explores to use preambles for channel phase

calibration. In the previous section, we introduced how to extract fine-grained CFO

and show the impact of radio frequency leakage. In the following, we mainly focus

on how to mitigate the impact of STO and frequency leakage.

Compensating Sampling Timing Offset (STO). Incoming signal yptq will

be sampled by an Analog-to-Digital Converter (ADC) into discrete samples yrns.

The time offset between signal arrival and sampling time of a receiver (i.e., STO)

introduces frequency and phase distortion to received chirps. As illustrated in Figure
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Figure 5.4: Illustration of STO and empirical measurement results.

5.4(a), ∆Ts denotes the time offset of STO. The time offset would transform into a

frequency offset ∆fsto and a phase offset ϕsto for a chirp signal. The received samples

are represented below.

yrns “ ejp2π∆fstot`ϕstoq ¨ yptq, t “
n

Fs
(5.3)

where ∆fsto “
BW 2

2SF ∆Ts, ϕsto “ 2πfsym∆Ts, yptq is given by Eq.(5.1) and fsym is the

initial frequency of chirp signal yptq.

We note that STO is independent of CFO. STO does not influence CFO esti-

mation because the received preamble chirp and SFD chirp share the same STO,

which can be removed by Eq.(5.2). In particular, as STO is determined by both the

arrival time of packet and sampling timing of receiver, STO changes across packets.

It means that we cannot estimate STO in prior and use one estimation to calibrate

for all packets. Instead, we should estimate and calibrate STO on a per-packet basis.

We estimate STO from the separated preambles of concurrent packets after CFO

compensation. Since ∆Ts is basically less than a sample, ∆fsto is smaller than the

frequency resolution of FFT (BW
2SF ), i.e., ∆fsto is a fractional frequency.

In practice, we estimate the fractional frequency of a preamble chirp by pro-
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gressively removing ∆f from the received raw signal yptq. The magnitude of FFT

Bin #1 is maximized if ∆f is removed completely. Let Y p∆fq denote the FFT of

yptqe´j2π∆ft ¨C´1ptq. The fractional frequency of preamble chirp in yptq is estimated

as follows.

∆f̃ “ arg max
´1ă∆fă1

}Y p∆fq@Bin #1} (5.4)

As ∆f is estimated based on the FFT magnitude of preamble chirp (i.e., Bin #1),

the method is resistant to noise and interference because the power of noise and

interference do not accumulate in Bin #1. To accelerate the searching process, we

first use grid search to find a coarse ∆f within ˘1 FFT bin and next use binary

search to find ∆f̃ in a confined range.

Then we can use Eq.(5.4) to find ∆fsto. Figure 5.4(b) displays the CDF of ∆fsto

measured from 500 LoRa packets. As expected, ∆fsto generally follows a uniform

distribution in r0, 1q ˆ BW
2SF .

Mitigating frequency leakage.After compensating received signals for CFO

and STO, we expect to obtain consistent phase measurements from symbols of a

packet. However, inter-symbol phase variance is still observed in payload. We take

CFO, STO and inter-symbol phase variance into account and characterize the re-

ceived signal of a LoRa symbol as below (noise nptq is omitted).

yptq “ hair ¨ e´jp2π∆fcfot`ϕoscqejp2π∆fstot`ϕstoqejϕvar
loooooooooooooooooooooomoooooooooooooooooooooon

hrf

¨Spt, fsymq, (5.5)

where ϕvar represents the phase variance introduced by frequency leakages of LoRa

radio.

Note that the initial phase of symbol Spt, fsymq is ϕsym, and the phase of air-

channel hair is denoted by ϕair. After we remove CFO and STO, the phase mea-

surement from yptq becomes φ “ ϕair ´ ϕosc ` ϕsto ` ϕvar ` ϕsym. As the goal is

to extract phase of air channel (i.e., ϕair), we need to remove phase uncertainties of
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radio hardware (i.e., ϕosc, ϕsto, ϕvar, ϕsym) from φ to derive ϕair.

We use two synchronized Rx antennas (named an Rx-pair) to calibrate hardware

phase uncertainties. For clarity, we denote the two antennas of an Rx-pair by Rx1

and Rx2 respectively. As the signals received by Rx1 and Rx2 correspond to the

same packet, they share the same inter-symbol phase variance (ϕvar) and symbol

initial phase (ϕsym), because ϕvar and ϕsym are determined by Tx radio and thus are

invariant at Rx1 and Rx2. Besides, as Rx1 and Rx2 share the same clock source,

the phase of oscillator frequency and STO remain the same. We can remove phase

uncertainties of both Tx and Rx radios by subtracting the phase measurements of

Rx1 and Rx2, which gives φ1 ´ φ2 “ ϕair1 ´ ϕair2 .

Phase Difference of Air-channels (PDoA). ϕair1 ´ ϕair2 represents the phase

difference between air-channels from transmitter to Rx1 and Rx2, termed Phase

Difference of Air-channels (PDoA). We plan to use PDoA as a phase feature of

air-channel to identify spoofing nodes.

In practice, we use a pair of Rx antennas to extract PDoA for received symbols.

We separately process the received signals of Rx1 and Rx2 (e.g., CFO and STO

compensation) to measure the phase for each symbol. We extract the PDoA of a

symbol by subtracting the corresponding phase measurements of Rx1 and Rx2.

5.2 Preliminary Results

We first show the results of extracting air-channel phase. Figures 5.5(a) and (b)

compare phase measurements before and after CFO and STO compensation. The

phase measurements in preamble become invariant. Figure 5.5(c) presents the PDoA

measurements from symbols of the packet in Figure 5.5(a,b). We can observe that

the PDoA stays consistent across symbols in both preamble and payload of a packet.

To test the feasibility of using PDoA against spoofing attack, we place two com-
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Figure 5.5: Phase measurements: (a) from received raw signals; (b) after compen-
sating for CFO and STO; (c) after calibrating for both frequency and phase.

Figure 5.6: PDoA of two nodes located at different places.

modity LoRa nodes at two different locations and then extract the corresponding

PDoA. Figure 5.6 shows the results. If we consider packet # 1 is from a spoofing

node and packet # 2 is from a legitimate node, we can differentiate them by extract-

ing PDoA. This experiment demonstrate that PDoA can be used as a propagation

signature to assist LoRa node authentication.
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Chapter 6

Conclusions

LoRa is a promising Low-Power Wide-Area Networking (LPWAN) technology that

touted to provide long range ubiquitous connectivity for billions of everyday objects

with an AA battery. It now has found wide applications in many areas such as

smart agriculture, smart city, smart logistics and so on. Yet popular, the security

of LoRa-enabled devices is one of the most important problems which may impede

the further development of LoRaWAN. In this thesis, I focus on the security issues

of LoRa physical layer. In specific, I study the possible security attack at both the

transmitter side (covert channel) and receiver side (jamming attack) and propose

corresponding countermeasures.

First, we reveal the vulnerability of current LoRaWAN physical layer where the

legacy end-to-end security mechanisms fail to protect. We demonstrate this by de-

signing and implementing a covert channel transceiver named CloakLoRa with COTS

LoRa devices. We prototype CloakLoRa with simple passive components that can

be secretly embedded into sensor nodes. We also design and implement a simple yet

effective covert channel decoder using a low-cost software-defined radio. In this work,

we conduct comprehensive experiments with COTS LoRa nodes as well as software

defined radios under various experiment settings. Experiment results validate the

feasibility of building a covert channel over LoRa. This work exposes the risk of
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leaking secret information over LoRa. To the best of our knowledge, we are the first

to build a covert channel over LoRa PHY.

Second, we study a possible attack at receiver. We investigate the vulnerability

of LoRa gateway under jamming attacks. Though wireless jamming has been exten-

sively studied in the literature, the case is different when it comes to LoRa for LoRa’s

unique chirp spread spectrum (CSS) modulation, which is inherently resilient and

robust to interference. To better understand LoRa demodulation under jamming

attacks, we conduct comprehensive experiments. By conducting experiments, we

expose the risk of LoRa gateways under the attack of synchronized jamming chirps,

which could lead to single point of failure in LoRaWAN. To against the attack of

synchronized jamming chirps, we propose a new collision recovery method as a coun-

termeasure by leveraging the difference in signal strength of jamming chirps and

LoRa chirps. Experiment results demonstrate the effectiveness of our jamming and

protection methods.

It is demonstrated that LoRa communication are prone to various security at-

tacks, then we ask the question of whether we can enhance the security of LoRa

by using some lightweight mechanism. We aim at a lightweight security mechanism

because LoRa devices are designed with low-power and low-cost hardware. However,

we can utilize the hardware imperfection of low-cost hardware to do physical layer

authentication. Specifically, we use fine-grained carrier frequency offset (CFO) and

distribution of frequency leakage as hardware signatures. Besides, we enhance the

authentication scheme by combining unique propagation feature of legitimate pack-

ets. Specifically, we extract phase difference of air-channels (PDoA) as propagation

signature to protect a gateway against spoofing attack.

In summary, the research in this thesis is a pilot work which reveals the security

vulnerability of LoRa PHY.
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bruel, Wouter Joosen, and Danny Hughes. Selective jamming of lorawan using
commodity hardware. In Proceedings of the 14th EAI International Confer-
ence on Mobile and Ubiquitous Systems: Computing, Networking and Services,
pages 363–372, 2017.

111

https://www.semtech.com/uploads/technology/LoRa/app-briefs/
https://www.semtech.com/uploads/technology/LoRa/app-briefs/
https://lora-alliance.org/lorawan-for-developers
https://lora-alliance.org/lorawan-for-developers
http://pages.services/pages.lora-alliance.org/covid-19-lorawan-solutions/
http://pages.services/pages.lora-alliance.org/covid-19-lorawan-solutions/
https://www.wi-fi.org/discover-wi-fi/specifications
https://www.wi-fi.org/discover-wi-fi/specifications


[10] BEHRTECH. 6 leading types of iot wireless tech and their best use cases.
https://behrtech.com/blog/6-leading-types-of-iot-wireless-tech-a

nd-their-best-use-cases/, 2020.

[11] Martin C Bor, Utz Roedig, Thiemo Voigt, and Juan M Alonso. Do lora low-
power wide-area networks scale? In Proceedings of the 19th ACM International
Conference on Modeling, Analysis and Simulation of Wireless and Mobile Sys-
tems, pages 59–67, 2016.

[12] Taoufik Bouguera, Jean-François Diouris, Jean-Jacques Chaillout, Randa
Jaouadi, and Guillaume Andrieux. Energy consumption model for sensor nodes
based on lora and lorawan. Sensors, 18(7):2104, 2018.

[13] Marco Centenaro, Lorenzo Vangelista, Andrea Zanella, and Michele Zorzi.
Long-range communications in unlicensed bands: The rising stars in the iot
and smart city scenarios. IEEE Wireless Communications, 23(5):60–67, 2016.

[14] RC Chakinala, Abishek Kumarasubramanian, R Manokaran, Guevara Noubir,
C Pandu Rangan, and Ravi Sundaram. Steganographic communication in
ordered channels. In International Workshop on Information Hiding, pages
42–57. Springer, 2006.

[15] Gonglong Chen, Wei Dong, and Jiamei Lv. Lofi: Enabling 2.4ghz lora and
wifi coexistence by detecting extremely weak signals. In IEEE INFOCOM’21,
2021.

[16] Lili Chen, Jie Xiong, Xiaojiang Chen, Sunghoon Ivan Lee, Kai Chen, Dianhe
Han, Dingyi Fang, Zhanyong Tang, and Zheng Wang. Widesee: Towards wide-
area contactless wireless sensing. In Proceedings of the 17th Conference on
Embedded Networked Sensor Systems, SenSys ’19, page 258–270, 2019.

[17] Lili Chen, Jie Xiong, Xiaojiang Chen, Sunghoon Ivan Lee, Kai Chen, Dianhe
Han, Dingyi Fang, Zhanyong Tang, and Zheng Wang. Widesee: Towards wide-
area contactless wireless sensing. In Proceedings of the 17th Conference on
Embedded Networked Sensor Systems, pages 258–270, 2019.

[18] Jiska Classen, Matthias Schulz, and Matthias Hollick. Practical covert channels
for wifi systems. In 2015 IEEE Conference on Communications and Network
Security (CNS), pages 209–217. IEEE, 2015.

[19] Dragino. Decoding the chinese super micro super spy-chip super-scandal: What
do we know – and who is telling the truth? https://bit.ly/2NlY9lS, 2019.

[20] Aveek Dutta, Dola Saha, Dirk Grunwald, and Douglas Sicker. Secret agent
radio: Covert communication through dirty constellations. In International
Workshop on Information Hiding, pages 160–175. Springer, 2012.

112

https://behrtech.com/blog/6-leading-types-of-iot-wireless-tech-and-their-best-use-cases/
https://behrtech.com/blog/6-leading-types-of-iot-wireless-tech-and-their-best-use-cases/
https://bit.ly/2NlY9lS


[21] Salvatore D’Oro, Francesco Restuccia, and Tommaso Melodia. Hiding data in
plain sight: undetectable wireless communications through pseudo-noise asym-
metric shift keying. In IEEE INFOCOM 2019-IEEE Conference on Computer
Communications, pages 1585–1593. IEEE, 2019.

[22] Adel El-Atawy and Ehab Al-Shaer. Building covert channels over the packet
reordering phenomenon. In IEEE INFOCOM 2009, pages 2186–2194. IEEE,
2009.

[23] Rashad Eletreby, Diana Zhang, Swarun Kumar, and Osman Yağan. Empow-
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