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Abstract

Although supply chain management is of remarkable market value and plays a vital
role in the global economy, the underlying technologies are underdeveloped, especially
from the computer science perspective. In particular, the data from various supply
chain stakeholders are not interoperable, leading to high operation costs. Moreover,
the traceability service is not provided in most modern supply chains, which brings

severe concerns in terms of product quality.

In this thesis, we propose employing the latest blockchain technology in supply chain
management, namely blockchain-based supply chain management, which connects
various supply chain stakeholders and provides traceability services. Blockchain pro-
vides distinctive features, such as immutability and authenticity, for supply chain
management. In particular, the product information stored on blockchain cannot be
tampered with once stored. Moreover, blockchain systems can authenticate product
records without centralized authorities. We have developed novel methodologies of

big data sharing and high-efficiency traceability for supply chain management.

First, we present a survey about blockchain-based supply chain management and
propose a system architecture. Supply chain management is fundamental for gaining
financial, environmental, and social benefits in the supply chain industry. Although
there are some proof-of-concept studies and surveys on blockchain-based supply chain
management from logistics, the underlying technical challenges are not identified.

We provide a comprehensive analysis of potential opportunities, new requirements,



and principles of designing blockchain-based supply chain management systems. We
summarize and discuss four crucial technical challenges in scalability, throughput,
access control, data retrieval and review the promising solutions. Finally, a case
study of designing a blockchain-based food traceability system is reported to provide

more insights into tackling these technical challenges in practice.

Second, we introduce a big data sharing solution for blockchain-based supply chain
management. Nowadays is the big data era. A large amount of data are generated,
which can be valuable for business, healthcare, transportation, etc. Researchers have
been trying to design and develop data-sharing platforms to promote the dissemina-
tion of valuable data. However, the existing platforms fail to address at least one of
the three issues: trustworthiness, data heterogeneity, and authenticability. To this
end, we propose TSAR, a fully distributed Trustless data ShARing platform. In de-
tail, we architect TSAR on Blockchain to remove the dependency on reliable third
parties, which realizes the trustworthiness. Moreover, we propose a general data
schema to represent raw data, which handles data heterogeneity. Finally, we record
the data transaction as well as user-group information on blockchain to achieve au-

thenticability:.

Finally, we proposed a high-efficiency traceability algorithm for blockchain-based sup-
ply chain management. Supply chain traceability refers to product tracking from the
source to customers, demanding transparency, authenticity, and high efficiency. In
recent years, blockchain has been widely adopted in supply chain traceability to pro-
vide transparency and authenticity while the efficiency issue is inadequately studied.
In practice, as the numerous product records accumulate, the time- and storage- ef-
ficiencies will decrease remarkably. For the first time, we studied the efficiency issue
in blockchain-based supply chain traceability. Compared to the traditional method,
which searches the records stored in a single chunk sequentially, we replicate the
records in multiple chunks and employ parallel search to boost the time efficiency.

However, it is challenging to allocate the record searching primitives to the chunks

i



with maximized parallelization ratio. To this end, we model the records and chunks
as a bipartite graph and solve the allocation problem using a maximum matching

algorithm.

We believe this thesis is a significant step towards enhancing the supply chain efficien-
cies, reducing the operation cost, and most importantly, storytelling the consumers

about the provenance and journey of products.
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Chapter 1

Introduction

1.1 Background & Motivation

In commerce, supply chain management (SCM) refers to the flow management of
goods and services along the whole supply chain, including raw materials, manufac-
turing, warehousing, transportation, inventory, consumption. According to statistics
from Allied Market Research, the global SCM market size was valued at 15.85 billion
US dollars in 2019 and is projected to reach 37.41 billion by 2027, growing at a CAGR
of 11.2% from 2020 to 2027. There is no doubt that supply chain management plays

a vital and indispensable role in the global economy.

Despite the importance of SCM, its enabling technology is underdeveloped, espe-
cially from the computer science perspective. On the one hand, the data is not inter-
operatable among the supply chain stakeholders, leading to high operation costs. The
stakeholders and regulatory authorities have to make much effort to define and adjust
the data format from other stakeholders before usage. Tremendous human resources
are wasted in connecting the stakeholders. On the other hand, traceability service is
rarely provided in modern supply chains. Supply chain traceability is crucial in terms

of allowing product tracking from the sources to end consumers. It provides oppor-
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tunities to enhance the supply chain efficiencies, meet the regulatory requirements,
and most importantly, to story-tell the consumers about the provenance and journey
of products. In terms of the products whose safety is critical, e.g., food and phar-

maceuticals, supply chain traceability is critical and has been pursued for decades by

the industries [49].

In this thesis, we propose a framework and mechanism leveraging blockchain tech-
nology to record supply chain data, connect various stakeholders, and provide trace-
ability services. Blockchain provides distinctive features, such as immutability and
authenticity, for SCM. In particular, the product information stored on the blockchain
cannot be tampered with once stored. Moreover, blockchain systems can authenticate
product records without centralized authorities. We will develop novel methodologies

for big data sharing and high-efficiency traceability.

1.2 Research Framework

Blockchain-as-a-Service

Supply Chain Services Traceability = Diagnosis =~ Manufacturing

Query
Data Management Big Data Sharing Data Interoperability —
. . Retrieve 1
Consensus Mechanism Robustness Efficiency

Blockchain-based @ @ @ @ ﬁ. a

Supply Chain Management

Regulatory Consumer
. sumer
Authorities

Supplier Manufacturer Warehouse Transportation Distributor Retailer
Various Stakeholders along Supply Chain

Figure 1.1: Research Framework



1.3. Thesis Organization

Fig. [I.1) depicts the research framework of this thesis.

e At the bottom layer is the supply chain. Various stakeholders, e.g., suppliers,
factories, warehouses, transportation, and retailers, form the supply chain and

provide regulatory authorities and customers with content services.

e The supply chain stakeholders join and maintain the blockchain network, which

is blockchain-based SCM. The product records will be stored on blockchain.

e The blockchain-based SCM system consists of three layers, i.e., consensus mech-
anism, data management, and supply chain services. The consensus mechanism
focuses on robustness and high efficiency. The data management layer includes
big data sharing and data interoperability. The supply chain services include

traceability, diagnosis, and manufacturing.

e The customers and regulatory authorities can query the blockchain-based supply

chain system to enjoy the supply chain services.

1.3 Thesis Organization
The rest of this thesis is organized as follows:

e Chapter [2| presents a survey about blockchain-based SCM and the system ar-
chitecture of blockchain-based SCM. SCM is fundamental for gaining financial,
environmental, and social benefits in the supply chain industry. However, tra-
ditional SCM mechanisms usually suffer from a broad scope of issues such as
lack of information sharing, long delays for data retrieval, and unreliability in
product tracing. Recent advances in blockchain technology show great poten-
tial to tackle these issues due to its salient features, including immutability,

transparency, and decentralization. Although there are some proof-of-concept
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studies and surveys on blockchain-based SCM from logistics, the underlying
technical challenges are not identified. This chapter provides a comprehensive
analysis of potential opportunities, new requirements, and principles of design-
ing blockchain-based SCM systems. We summarize and discuss four crucial
technical challenges in scalability, throughput, access control, data retrieval and
review the promising solutions. Finally, a case study of designing a blockchain-
based food traceability system is reported to provide more insights into tackling

these technical challenges in practice.

e Chapter [3] introduces a big data sharing solution for blockchain-based SCM.
Nowadays is the big data era. A large amount of data are generated, which can
be valuable for business, healthcare, transportation, etc. Researchers have been
trying to design and develop data-sharing platforms to promote the dissemina-
tion of valuable data. However, the existing platforms fail to address at least one
of the three issues: trustworthiness, data heterogeneity, and authenticability. To
this end, we propose TSAR, a fully distributed Trustless data ShARing platform
[77]. In detail, we architect TSAR on Blockchain to remove the dependency on
reliable third parties, which realizes the trustworthiness. Moreover, we propose
a general data schema to represent raw data, which handles data heterogeneity.
Finally, we record the data transaction as well as user-group information on
blockchain to achieve authenticability. To demonstrate the practicability and
effectiveness of TSAR, we implement it in a minimal-viable-product fashion and

evaluate the performance in terms of throughput and response time.

e Chapter (4] develops a high-efficiency traceability algorithm for blockchain-based
SCM. Supply chain traceability refers to product tracking from the source to
customers, demanding transparency, authenticity, and high efficiency. In re-
cent years, blockchain has been widely adopted in supply chain traceability to
provide transparency and authenticity while the efficiency issue is inadequately

studied. In practice, as the numerous product records accumulate, the time-
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and storage- efficiencies will decrease remarkably. This chapter is the first work
studying the efficiency issue in blockchain-based supply chain traceability to the
best of our knowledge. Compared to the traditional method, which searches the
records stored in a single chunk sequentially, we replicate the records in multiple
chunks and employ parallel search to boost the time efficiency. However, it is
challenging to allocate the record searching primitives to the chunks with max-
imized parallelization ratio. To this end, we model the records and chunks as
a bipartite graph and solve the allocation problem using a maximum matching
algorithm. The experimental results indicate that the time overhead can be

reduced by up to 85.1% with affordable storage overhead.

Chapter [5| concludes this thesis with the summarization of the main contents

and our ideas in terms of the future of blockchain-based SCM.



Chapter 2

System Design of Blockchain-based
Supply Chain Management

The global supply chain market surged over $13 billion in 2017 and is expected to
soar past $19 billion by 2021 with the additional revenue opportunity from Software
as a Service (SaaS). Although the supply chain industry has excellent potential for
development, it suffers from a wide gamut of issues in SCM. To name a few, the lack
of transparency and information sharing to delays in data retrieval affecting every
stage of a logistics network. Furthermore, due to the centralized and separated sys-
tems in the current SCM, product authentication and traceability cannot be achieved

decently, which the industry is struggling to handle.

The revolution of SCM relies on reliable and efficient data management, in which
the data collected from supply chains are supposed to be stored, integrated, and re-
trieved with reliability and high efficiency. Facing the issues mentioned above, people
are heading towards the application of blockchain technology on SCM. Blockchain,
originated from Bitcoin, is an implementation of an append-only ledger. It stores
fully traceable and immutable records, which can be transformed from the data along

with the supply chain, e.g., product and sales information. As such, blockchain en-



ables the authenticity of the digitalized data in the supply chain. Meanwhile, it can
be used as an overall system to integrate the data flow and each step in the supply

chain for efficient data management.

With much attention attracted from the blockchain for SCM, the researchers have
conducted conceptual analysis [14] [28][36] on the potential opportunities, advantages,
and concerns when applying blockchain in different supply chains. From the perspec-
tive of logistics, blockchain has been positively recognized by the community. There
have been some specific systems developed for some particular supply chain applica-
tions, for example, luxury and food supply chain [81][50][72]. Despite these significant
efforts, few studies focus on the technical challenges of applying blockchain for SCM

in practice.

In this chapter, we emphasize figuring out the technical challenges in blockchain
regarding its application in SCM. In particular, the large number of stakeholders
leads to the scalability issue of the blockchain network. In terms of the vast amount
of data generated from the supply chain, the overall system throughput and latency of
every single transaction should be guaranteed to make the system more user-friendly.
Next, we discuss the issues about the access control in the blockchain system to
prevent some data from being exposed to competitors. Finally, the efficiency and
reliability of data retrieval to trace the history information in the supply chain are

investigated.

After identifying the four technical challenges, we present a case study about the
food supply chain and develop a blockchain-based food tracing system. The case
study is significant because food safety is a significant concern for the whole society.
The system is built upon the Hyperledger Fabric, a permissioned blockchain system.
Functions, including the user access control, food data submission, and data query,
are realized with the smart contract. Based on the developed system, we test the
performance concerning the throughput for data submission and the speed of data

query to discuss the effects that are key to the system performance when designing
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the blockchain.

In summary, the main contribution of this chapter lies in three aspects as follows:

e We provide insight into the potential opportunities to apply blockchain tech-
nology in SCM and present an exhaustive survey of existing blockchain-based

SCM systems.

e We summarize the pain spots of existing SCM systems and four technical chal-

lenges in the design of blockchain SCM systems in practice.

e We implement a food tracing system based on permissioned blockchain for the

food supply chain scenario.

The rest of this chapter is organized as follows. Section introduces the back-
ground of SCM and blockchain with the discussion on the application of blockchain
for SCM. Section presents the existing works on the investigation and studies of
using blockchain for SCM. Section raises the technical challenges in designing the
blockchain for fulfilling the requirements in SCM. The illustration of the food tracing
system as a case study is given in Section 2.4 Finally, Section summarizes this
chapter.

2.1 Supply Chain Management with Blockchain

In this section, we first introduce the background knowledge of supply chain and its
management in brief. Then, the problems in SCM and the potential opportunities

for blockchain to overcome the problems are discussed.



2.1. Supply Chain Management with Blockchain

2.1.1 Brief Introduction of SCM

Supply Chain (SC) is a system of all the activities, and associated information flows
involved in moving products or services from the supplier to the customer. SCM
involves managing the activities and information related to sourcing, procurement,
conversion, and all logistics. SCM can bring many financial, environmental, and
social benefits, e.g., improved resource utilization, the reduced cycle time from order

to delivery, and early problem detection.

—

Demand & Order Manufacturing Distribution Retum
management flow managemen management management

< Informah'on ﬂow >

Figure 2.1: SCM with Blockchain

One of the key issues to realize the SCM functions, including demand and order man-
agement, manufacturing management, and distribution management, are the data
management [74]. The types of data in the supply chain involve but are not lim-
ited to inventory information, marketing information, and customer feedback. The
circulation of those data within the supply chain is the core of its process and man-
agement. In Fig. 2.1 E1, E2, and En denote the stakeholders in the supply chain,
e.g., supplier and distributor. For different management functions of the whole pro-
cess, the information flow provides essential inputs. However, data management in
current SC is occlusive and inefficient. In particular, some stakeholders store the
data in a stand-alone and offline way. Moreover, the information is exchanged via the
postal system. A more effective way is to use the electronic data interchange (EDI) to

automate the information flow. However, stand-alone and centralized data manage-



Chapter 2. System Design of Blockchain-based Supply Chain Management

ment brings some problems. First, data can be tampered which could intrude data
authenticity. Besides, system security can be violated. Finally, the retrieval of the
data is time-consuming. Therefore, to promote the supply chain data management,
we consider the following guidelines: (1) improve the coordination and information

sharing within SC; (2) protect the data authenticity; (3) speed up the data retrieval.

2.1.2 Blockchain for SCM

The blockchain is an append-only list of blocks, each of which includes multiple pieces
of data, managed by a peer-to-peer network adhering to a protocol for inter-node
communication. The magic of blockchain lies in the protocol of validating new blocks,
in short, consensus mechanism. The majority of nodes will agree on the presence of
each block via consensus algorithm after validating the data in the block. It can
be pretty hard to tamper with the data on the blockchain since most of the nodes
will not admit it. There are various blockchain systems, including permissionless and

permissioned blockchains, targeting different application scenarios.

The nature of blockchain technology brings about the features of system decentral-
ization at the same time with data immutability. These features provide potential
opportunities for fulfilling the requirements of supply chain data management. First,
by using the blockchain to store and manage the data flow in the supply chain, the
information cannot be easily tampered with and treated as reliable proof of existence.
Second, data from different stakeholders in the supply chain can be integrated into the
blockchain system rather than separately stored in individual systems, which helps
for the data sharing and saves cost and time for data retrieval. In the next section,

we will introduce the existing works for applying blockchain for SCM.
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2.2. Existing Works on SCM with Blockchain

2.2 Existing Works on SCM with Blockchain

Some existing works are performing conceptual studies on how to improve SCM by
applying blockchain technology. The adoption of blockchain for SCM is commonly
related to supply chain data management. As shown in Fig. 2.1} the blockchain
systems are connected to the information flow. The data for SCM is the input to the
blockchain system. For data management, especially for the supply chain, the first
issue is to collect the data where the sensing technologies can play their roles[17][51].
Many works are introducing the usage of IoT devices, e.g., RFID [70], and NFC [4],

to collect the data from the physical world and convert it into digital information.

Second, after data collection, researchers try to understand and identify the appli-
cation of blockchain in SCM via different approaches. Some works collect feedbacks
from the people in the community of logistics and economics by using questionnaires
[36][70] so that they can gain more insights and the requirements of SCM from the
industry. Some discuss the effects of blockchain in SCM based on different theories
and frameworks, like Attributed of Innovation Framework [28] and Unified Theory
of Acceptance and use of technology [32]. In general, the essential property of the
blockchain, which is decentralization, brings out the key features that are appeal-
ing to the SCM, including trustlessness, security, and authentication. Then, we can
help to deal with the issues in SCM, e.g., traceability [I4], cost-efficiency [30], and

transparency [12].

Apart from the systematic analysis of the usage of blockchain in SCM, there are
many deployed and conceptual systems for various specific SC scenarios, among which
the food supply chain is the hottest topic. The food provenance and safety issues
are important problems to take care of [T1]. There are ongoing projects for food
supply chain or food traceability, e.g., FarmShare, Provenance, and ripe.io. More
particular applications are about the wine [I4] and agricultural food [68]. Pharma

and drug industry also attract help from blockchain [72][I7] since healthcare is also

11
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an important social problem. There are also blockchain applications in the post SC,

sand SC, and excipient SC.

However, current studies, especially for those from multiple disciplines, are mainly
carried out from the perspectives of logistics, economics, and management. They
appreciate the advantages of importing the blockchain. However, they also argue that
barriers are still there if blockchain is put into practical use for SCM in terms of the
immaturity of the current blockchain technology and deployment cost. Meanwhile,
only a few works consider the problems, for instance, security and privacy issues
[BT][55] in the technical design of the blockchain system. Few studies are focusing on
how to make the blockchain system satisfy the requirements of SCM in practice. To
this end, this chapter emphasizes figuring out the technical challenges in blockchain
regarding its application in SCM. At the same time, we provide some experience in

designing the blockchain for the food supply chain as a representative case study.

2.3 Technical Challenges in Blockchain for SCM

Supply chains typically raise issues that are highly dependent on freight failure, human
error, intended fraud, and others. However, when applying blockchain technology
to the SCM, more factors will impact the system. These factors pose significant
challenges in designing and implementing such systems. In the following, we present
and analyze four challenges of blockchain technology that explicitly or implicitly affect
the supply chain.

2.3.1 Scalability

Many stakeholders are participating in modern supply chains, which are of the global
range, together with a massive flow of newly created and time-sensitive information.

All the data is poorly handled by modern SCM systems since there are few shared

12



2.3. Technical Challenges in Blockchain for SCM

common databases for stakeholders and the supply chain. Blockchain can contribute
significantly by providing a networked and decentralized database for all supply chain
parties to join. However, the blockchain works in a decentralized fashion with stake-
holders alongside the supply chain participating and interacting, which differs from
the traditional SCM Electronic Data Interchange (EDI) systems which work in a cen-
tralized way with the system admin controlling the read and write access to the data.
The prime challenge is how the system can scale and operate with the increasing

number of stakeholders and a large amount of generated transactional data.

Network Scalability Blockchain platforms possess a specific mechanism that en-
sures data immutability along with the ledger called consensus. The scope of the
consensus is to keep a general agreement among blockchain nodes about all submitted
transactions. Such transaction information can be the timestamp, thus the order they
occurred, the addresses of the sender and receiver, the amount transacted, the tags
or electronic seal that accompany the ware, and others. The essence of blockchain
technology innovation and uniqueness originates from the use of consensus mech-
anisms. Today, blockchain platforms support different types of general agreement
tools depending on the ledger level of access. A ledger can be public or private, and
typical consensus algorithms constitute PoW (Proof-of-Work), PoS (Proof-of-stake),
PBFT (Practical Byzantine Fault Tolerance), PoET (Proof of Elapsed Time), and
PoA (Proof of Authority), respectively. There is no standard tool on modern supply
chains that organizes and secures each step of the product. Hence errors, fraud, and
ware failure are possible. Consensus algorithms constitute the core of the blockchain
trust and node general agreement, with well-known methods known as “mining”. On
the contrary, such techniques hide dangers, such as 51% attack and reveal problems

such as selfish mining, which already happened in real life.

Storage Scalability With the number of transactions increasing day by day, the
blockchain becomes heavy since all transactions must be stored to validate the trans-

action. Currently, Bitcoin and Ethereum blockchains have exceeded 230GB and
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208GB storage, respectively. A large block size can increase the system through-
put temporarily. However, the increased block size slows the propagation speed
down, which leads to blockchain forks. So scalability is quite a challenging prob-
lem in the blockchain. A novel cryptocurrency scheme was proposed to solve the
bulky blockchain problem. In the new scheme, the network removes old transaction
records, and a database named account tree is used to hold the balance of all non-
empty addresses. In this way, nodes do not need to store all transactions to check
whether a transaction is valid or not. Besides, the lightweight client could also help
fix this problem. A novel scheme named VerSum [73] was proposed to provide an-
other way of enabling lightweight clients. It allows lightweight clients to outsource
expensive computations over large inputs. It ensures that the computation result is

correct by comparing results from multiple servers.

2.3.2 Throughput

Various actions and procedures occur during the journey of a product inside the
supply chain. They are often prone to human errors or even fraud or ware failure,
which as a result, diminish system performance. With blockchain, the majority of
activities can be represented as electronic transactions submitted on the ledger. In
that case, those activities execute faster and without errors increasing SCM system

performance. However, it is not easy to guarantee the system throughput in the

blockchain.

While previous work has identified additional metrics, system throughput is the bot-
tleneck issue and more challenging to address from a research perspective. Bitcoin’s
transaction throughput is a function of its block size and inter-block interval. With its
current block size of IMB and 10-minute inter-block interval, the maximum through-
put is capped at about seven transactions per second; and a client that creates a trans-

action has to wait for at least 10 minutes on average to be sure that the transaction is
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included in the blockchain. In contrast, mainstream payment-processing companies
like Visa confirm transactions within a few seconds and have a high throughput of

up to 24,000 transactions per second.

Current research is focused on developing solutions to improve blockchain perfor-
mance while retaining its decentralized nature significantly. Reparametrization of
Bitcoin’s block size and inter-block interval can improve performance to a limited
extent, estimated by a recent study at 27 transactions per second and 12 seconds,
respectively. However, significant performance improvement requires a fundamental

redesign of the blockchain paradigm.

2.3.3 Fine-grained Access Control

The modern supply chains suffer from participants’ societal fears about loss of privacy
and data protection where any kind of data is available and can be tampered with.
It makes many large companies unwilling to share their data which creates data silos
along the supply chain. Blockchains offer a decisive contribution when it comes to
those issues. The blockchain ledger contains immutable data and participants’ privacy

can be highly respected and preserved with corresponding access control measures.

We classify blockchain data into two categories: user identity and transactional data.
For the user identity, permissionless blockchains, e.g., BTC and ETH, offer its users
pseudonymity because users only make transactions with newly generated addresses
rather than real identities to avoid identity exposure. Thus, there is no longer any cen-
tral party keeping users’ private information. While inside a permissioned blockchain,
total anonymity can be assured that participants are joining in an anonymized way
while being authenticated in advance by an off-chain system, e.g., the government,
FDA, of the supply chain. In this way, the supply chain system functions appropri-
ately with participants’ real identities kept safely from the other network users, and

it is guaranteed that they are legal participants. Nevertheless, in [13], the authors
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presented a method to link user pseudonyms to IP addresses even when users are
behind NAT or firewalls. Moreover, each client can be uniquely identified by a set of

nodes it connects to, which can be learned and used to find the origin of a transaction.

However, the more valuable assets in the supply chain are transactional data. Un-
der some circumstances, participants would prefer to reveal their identities while the
transactional data, e.g., manufacturing logs, retailer and consumer sales information,
needs to be protected with fine-grained access control. Transactions in a permis-
sionless blockchain are visible to the public, while the read permission depends on
the permissioned blockchain. The supply chain consortium could decide whether the
stored data is public or restricted with levels of access control. Some works have
been addressing this issue in the past few years. In [84], the authors propose a de-
centralized personal data management system implemented on the blockchain that
ensures the user ownership of their data. In [58], it proposed a new approach based
on blockchain to publish the policies expressing the right to access a resource and to
allow the distributed transfer of such rights among users. In [45], a blockchain-based
platform for healthcare information exchange is proposed to satisfy the requirements

of both privacy and authenticity.

2.3.4 Data Retrieval

When adopting blockchain technology with SCM, sharing accurate and timely infor-
mation throughout a supply chain yields significant benefits to all participants along
the supply chain. Every recordable data requires peer-to-peer verification, which can
be time-consuming with the number of blocks involved when tracing the linkage of
data backward. With the data passing through the peer-to-peer verification and the
block containing the data appended to the blockchain, it is essential to retrieve the

desired data from the blockchain efficiently and effectively.

Participants have different requirements and expectations for data retrieval. Whole-
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salers want to trace forward the product to get the accurate situation of sales in order
to make a better marketing strategy and increase the revenue in return. The con-
sumers want to know the authenticity of the product quickly to decide the purchase
without too much hesitation confidently. Those requirements place challenges in data
retrieval. The efficiency of data retrieval means that the queried data should return
the results within a reasonable time range. The reliability of data retrieval means

that the return results should not be incomplete and tampered with.

Retrieval by Full Node In existing mainstream blockchain applications, it is not
easy to achieve efficient or reliable data retrieval. For example, in both BTC and
ETH, a user who wants to do the query has to be a full node that fully downloads
every block and transaction and checks them against blockchain’s consensus rules
which may take days for the startup. It poses a heavy burden on both data storage
and network bandwidth, and it is user-unfriendly. After that, the blockchain data
is locally available and imported into designated databases to rebuild indexes for
retrieval. However, it is evident that this local data retrieval manner is inefficient or

even practical for nodes with low-end hardware.

Retrieval by lightweight node Online data retrieval is possible because a node
can also be a lightweight node that does not download the complete blockchain.
Instead, the light nodes download the block headers only to validate the authenticity
of the transactions. Because of this reason light nodes are easy to maintain and run.
However, light nodes need full nodes to connect to the network, and therefore, the
effectiveness of data retrieval completely depends on the full nodes to function. More
downsides come from privacy and security consideration. For privacy, the light nodes
typically send transactions to a trusted third party, allowing the third party to spy
on all the users’ past and future activities. For security, the light nodes may skip
several security steps, leaving the user vulnerable, and the trusted third party can be

a malicious node to launch the middleman attack.

Besides data storage, the blockchain is also supposed to provide data retrieval services
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to the stakeholders along the supply chain. However, it is non-trivial to search for
data on blockchain efficiently while preserving data privacy. In particular, the data
stored on blockchain are typically encrypted, which hinders efficient search algorithms.
Moreover, the search operations are special in SCM, for example, forward search and

backward search.

2.4 Case Study

In this section, we first introduce the system framework to build a blockchain-based
SCM system. Then, we demonstrate the implementation based on Hyperledger Fabric
with the functionality design, system architecture, and implementation details. Fi-
nally, we conduct extensive experiments to analyze the system performance regarding

response times of user registration, data submission, and data query.

2.4.1 System Overview

Food safety is the primary concern for society nowadays. Problems including food
fraud, illegal production, and food-borne illness in the food supply chain have resulted
in much damage to customers’ health and loss in the food industry. Governments and
many organizations have paid close attention to the food safety problems and taken

measures to deal with them. However, there is a long and arduous way to go.

Our system adopts the concept of blockchain as a Service (BaaS) [46]. BaaS is an
offering that allows customers to leverage cloud-based solutions to build, host, and
use their blockchain apps and functions. With the help of BaaS, clients only need
to be concerned about the functions they want to realize. From the technical view,
blockchain service providers provide flexible choices about different data, consensus,
or smart contract components in the blockchain infrastructure. In addition, it could

be much easier to operate multiple chains simultaneously.
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Therefore, our blockchain-based food traceability system is built upon the Hyper-
ledger Fabric, an open-source and permissioned distributed ledger technology plat-
form. We use Fabric because it provides modular and configurable architecture, which
is potential for the realization of BaaS. Besides, it is permissioned, similar to the fed-
erated blockchain with moderate trust among different parties, and suitable for supply

chain applications.

The general framework of our food traceability system is shown in Fig. [2.2] The bot-
tom layers are the network layer and data layer. The submitted data are aggregated
into blocks and serialized into the form of a chain. When preparing each data block,
cryptographic functions can be used for data representation and connecting consistent
blocks. The proposed data and blocks are broadcasted via different protocols. The
second layer is the consensus layer, including leader election and transaction packing
[44]. There are many consensus algorithms, e.g., PoW and PBFT. In the Fabric, we
can insert our own designed consensus algorithms. Currently, we use the PBFT for
leader election in the system. Then, the selected node would select and pack data
pieces into one block. The third layer is the contract layer. Many functions can be
realized in the smart contract. The upper layer is the application layer, of which the

characteristics are subject to the purposes of different applications.

In our system, there are three kinds of identities: the regulatory authorities, mem-
bers, and customers. Regulatory authorities have the highest level of access to the
blockchain. All the information can be visible to regulators for censorship. In practice,
the regulator can be a food safety association or other official organization. Members
refer to the suppliers, companies, and other parties in the food supply chain. They
have rights to write in, i.e., submitting information to the blockchain, and only the
“one back, one up” food information is visible to them. It means that they can only
search the last source and next step of the food transferred in the supply chain. Cus-
tomers do not need to write in, and the information exposed to them only tells the

information about the leading producer of the food product and the origin areas of
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Figure 2.2: Framework of the Blockchain-based Food Traceability System

the raw food. The intermedia information will be hidden from the customers. The
access control of the three identities is realized by recording their identity informa-
tion in the blockchain. Their private key is used for log-in. The identify checking is

implemented by the smart contract.

The functionality of the system is briefed in Fig. [2.3l Regulatory authorities and
federated members are required to log into the system before further operation. New
federated members should register for legitimate access to the system given by the
regulators. The registration records and access records would all be stored on the
blockchain as proof. Federated members can submit food information and query pre-
viously submitted data by invoking smart contract. The submitted food information
will be verified by the peers and published on the blockchain. For the regulatory au-

thorities, they search any information that existed in the ledger. While for customers,
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only can query the information about the food they bought from retailers. There are
different smart contracts from implementing the query and search request sent by the

regulatory authorities, members and, customers.
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([ Data ) Data Data |
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Figure 2.3: Functionality of the food Traceability System

For setting the nodes for the food blockchain, there should be full nodes and light
nodes in the network. The full nodes can be set by the regulatory authorities, while the
members create the light nodes. One reason for doing this is that only the regulatory
authorities could see all the information across the food supply chain due to the
privacy concerns of business competitors. Another reason is that if only regulatory
authorities have the full nodes, the information can be trustless for the members if
regulatory authorities tamper with the original data. Therefore, a group of members

could have light nodes that store their food information.

2.4.2 System Implementation

To demonstrate the effectiveness and practicability of the proposed system from a
case study, we implement the food traceability system in a minimal-viable-product

version. The system is developed under the framework of Hyperledger Fabric.

The current system is developed under Hyperledger Fabric v1.1. The system is im-

plemented on our virtual machines with Docker. Each virtual machine consists of one
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core two threads of Intel Core 17-8809G 4.2Ghz CPU with 4GB of DDR4 DRAM and
40GB of NVMe SSD, running on Ubuntu 16.04.5.

For the System and Data Setup, we deploy four nodes within the department intranet
to evaluate the system. The node can run four docker containers for different roles,
i.e., 2 for client peer, 1 for orderer, and 1 for endorser, at the same time. The
responsibility of network roles is explained as follows. Each node has individual IP

such that they can communicate with each other.

e (Client: a client that submits an actual transaction-invocation to the endorsers

and broadcasts transaction proposals to the ordering service.

e Orderers are nodes that commit transactions and maintain the state and a copy

of the ledger

e Endorsers are nodes running the communication service that implements a de-

livery guarantee, such as atomic or total order broadcast.

2.4.3 System Analysis

In the System Performance Test, for the function of Member Registration, we invoke
the chaincode (smart contract) with 10, 30, and 50 concurrent jobs at the same time
and repeat the experiment 10 times to get the average time for the registration,
which is successfully finished and recorded on the blockchain, as depicted in Fig.
as cumulative distribution function (CDF) plot. We also apply the same testing
parameters to the function of Transaction Uploading and Data Retrieving as depicted
in Fig. and Fig. as CDF plots respectively. For the data uploading, including
system registration and transaction uploading, these two functions will invoke both

1436 individual jobs. For the data researching, the total number of the query is 1000.

With the CDF plots from the experimental data, it is not hard to find that the sys-

tem response time will increase linearly with the increased number of concurrent jobs
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within one chaincode. Still, the time of data retrieving will increase significantly with
the increase of concurrent jobs. When we send ten queries to the blockchain, we
can get the most results within 0.3 seconds. However, the average response time of
50 queries takes close to 1 second. The reason is that the system registration and
transaction uploading are treated as writing operations to the blockchain, while data
retrieving is treated as reading operations. The query may involve multiple transac-

tions’ retrieving and validation since these transactions are linked in the blockchain.
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Figure 2.4: CDF of Member Registration Time
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Figure 2.5: CDF of Transaction Uploading Time
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Throughput Analysis

The current system TPS is not high due to the following factors. First, the current
Hyperledger Fabric framework is a generic framework supporting different applica-
tions, and it is not optimized for high TPS. Second, the transaction process flows
require that the system process and verify transactions one by one instead of parallel.

Finally, the transaction size is big and not optimized yet.

In particular, we analyze the Transaction Size as a significant impact factor to the
system. When using naive design, i.e., one food item submission in each transaction,
the system’s throughput and write speed are low. The possible solutions can be a fol-
lows. On the one hand, we can bundle multiple item submissions in the transaction.
On the other hand, we can increase the number of transactions per block. We can
also achieve a higher utility rate (payload/total block size) to increase the efficiency
by packing related food items together in a single transaction atomically. More-
over, a more complex packing algorithm with a higher computational requirement is
needed to lower the real-time capacity. Overall, further study is needed to propose a
framework for adjusting the block size and number of transactions to balance system

throughput and real-time capability.
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Privacy Analysis

In the current system, we focus the privacy protection with the following safety pre-
cautions: 1) All the data, e.g., transactions, logs, system events, on the blockchain
are encrypted with private-public key pairs. Only the user with the corresponding
private key, in the form of owning or being given access rights, can decrypt and view
the data; 2) The transaction data can only be seen from neighbor hops, by system
default configuration, when doing the data retrieval. It guarantees the traceability of
the system while safeguarding the privacy of data. Only the administrator, e.g., the
government, FDA, can trace the entire history when a consumer sends an appealing

request about the disputed product.

2.5 Chapter Summary

In this chapter, we have introduced blockchain technology in supply chain data
management. In particular, we looked into the potential opportunities of apply-
ing blockchain for SCM and summarized the existing works on blockchain for SCM.
We studied the requirements from SCM when adopting blockchain technology and
demonstrated the critical technical challenges in the design of the blockchain for meet-
ing the demands of the supply chain in practice. A case study is presented to address
the issues above, and we introduce our proposed food safety tracing system. We im-
plemented this system based on the permissioned supply chain for the food supply

chain scenario.

We consider integrating real-world supply chain data with the current system and

deploying the system on more federated nodes for future work.
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Chapter 3

TSAR: A fully-distributed
Trustless Data ShARing Platform

Human beings benefit a lot from big data analytics. For example, the companies
analyze the behaviors of their customers based on the collected data and produce
products more suitable for the customers [29]. The hospitals take advantage of the
gene data, and daily data of the individual for more precise disease treatment and
prevention [63]. The airports schedule the boarding of thousands of planes more

efficiently by fusing data of weather, ground transportation, etc. [§]

Concerning big data analytics, usually, data from multiple sources are required for
one application. Take the taxi as an example. To allocate the taxi drivers more
appropriately, various data are needed such as weather data, POI data, traffic data
and so on [50] [57] [42]. These data are from various institutions such as the bureau
of weather, road transport, and geology. In such a case, data sharing is in urgent

need to achieve taxi driver allocation.

However, data sharing is performed in a primitive way in most of the big data ana-
lytics applications [53]. The companies figure out what data is needed and ask other

institutions whether they can offer the desired data. Then, the question is why the
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data owner does not want to publish their data directly. It is because of the following
reasons. On the one hand, the institutions that own the data are not aware of the
value. On the other hand, it is complicated, inefficient, or unsafe for the data owners
to publish. Also, it is not guaranteed that the agency will not leak the data. Indeed,
the data owners have an alternative to put the data on their official websites, which

can hardly be guaranteed that the demander can find the sites.

To this end, it is essential and urgent to build a data-sharing platform. SCM also ben-
efits a lot from big data sharing in the sense that the data from different stakeholders
will be interoperable, which improves the efficiency of supply chain management and
reduces the operation cost. In research community and market, there are few data
sharing platforms [21][24][61]. However, they all suffer from at least one of the fol-
lowing issues. First, they require full trustworthiness from the data owners. Second,
the shared data can be heterogeneous, thus requires significant efforts to be managed.
Third, the users can have various requirements on the access control policy, such as

sharing the data with a specific organization whenever they request it.

In this chapter, we propose TSAR, a fully distributed Trustless data ShARing plat-
form. TSAR addresses the above three issues successfully as follows. TSAR is ar-
chitected on Blockchain [45], which achieves decentralization. Since there is no third
party involved, TSAR is trustless, requiring no trust from the data owners. Moreover,
we propose a metadata schema for the data owners to publish their data. In this way,
only the metadata can be accessed publicly, not the raw data stored locally. Finally,
TSAR provides a Blockchain-based authentication mechanism, which automates the
access control of the shared data. The data owners can specify the access control

rules in the shared metadata.

The main contributions of this chapter are summarized as follows:

e We propose TSAR, a fully distributed data-sharing platform, which addresses

three critical issues in existing systems: trustworthiness, data heterogeneity,
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and lack of automatic access control mechanism.

e A blockchain-based authentication mechanism is developed in TSAR. It allows
the data owners to specify the access control rules in the shared metadata, which

enhances the user-friendliness of TSAR.

e We implemented TSAR in a minimal-viable-product fashion. The implemen-
tation demonstrates its practicability. We further evaluate the performance of

TSAR concerning throughput and response time.

The rest of this chapter is organized as follows. Sec. introduces related works.
Sec. demonstrates the system and module design, and the architecture of TSAR,
and three main functions. Sec. shows the system implementation and evaluation.

Finally, Sec. concludes this chapter.

3.1 Related Work

3.1.1 Data Sharing Platforms and Tools

The need to provide easy-to-use tools for sharing big data has resulted in many plat-
forms and tools. The large-scale organized communities, like High Energy Physics,
have already developed their data management systems out of the scope for this re-
search. We also consider general file hosting services such as Google Drive out of
scope. Four closely related systems that have emerged in the past few years are

discussed in detail below: Zenodo, CKAN, Figshare, and IPFS.

Zenodo[2] is a research data repository created and hosted by OpenAIRE and CERN
to provide a place for researchers to deposit datasets. Zenodo code is open source
and is built on the foundation of the Invenio digital library. It is a general-purpose

open access repository, and it supports all types of files. Data can be published under
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different types of licenses, and it can be flexibly controlled. Zenodo assigns a unique
DOI to the data and provides APIs for uploading data and harvesting metadata. The
Comprehensive Knowledge Archive Network (CKAN)[I] is a web-based open source
management system for storing and distributing open data. It has developed into
a powerful data catalog system mainly used by public institutions seeking to share
their data with the general public. CKAN supports permanent URIs for citation,
e.g., DOIs, by extension packages. It supports RESTful JSON API with essential
tools for querying and accessing data. Figshare is an online digital repository where
researchers can preserve and share their research outputs, including figures, datasets,
images, and videos. In adherence to the principle of open data, it is free to upload
content and access it. Users can upload files in any format, and items are attributed
to a DOI. Figshare has different functionalities depending on being authenticated
user or not. InterPlanetary File System (IPFS) [I1] is a content-addressable, p2p
hypermedia distribution protocol. Nodes in the IPFS network form a distributed
file system. It is a p2p distributed file system that seeks to connect all computing
devices with the same file system. IPFS could be seen as a single BitTorrent swarm,
exchanging objects within one Git repository. In other words, IPFS provides a high
throughput content-addressed block storage model with content-addressed hyperlinks.
IPFS combines a distributed hashtable, an incentivized block exchange, and a self-

certifying namespace.

3.1.2 Traditional Data Sharing and Transaction Models

Since there is a need for data sharing and data transactions, traditional models exist
and are providing services for data sharing and trading. However, the traditional
models can not protect the security and interests of both data suppliers and data

demanders. Here we classify the traditional data sharing and transaction models into

twofold: Data Hosting Center (DHC) and Data Aggregation Center (DAC).
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In the DHC model, each agency will host, upload, and publish its data to the central
database controlled and maintained by the DHC. The DHC is responsible for data
exchanging and trading with an external agency. After the data is hosted, the data is
entirely owned by the DHC. All the follow-up applications of the data are independent
of the agency. This model is widely used in the current data-sharing platform due to

its convenience, easy operating, and low cost.

In the DAC model, the Center links data services through the API interface among
agencies. Data agencies do not need to report, upload to the DAC in advance. The
data is still owned and managed by the data agencies. When an agency needs to
search the data, it will use real-time interaction with the DAC to send the data
request. The DAC will relay and broadcast this request to other agencies. Once
other agencies with the target data respond to this request and return it, the DAC
will collect all the data and send it back to the data demander. However, it is not
hard to find that the DAC has the ability and the opportunity to retain the data.
The DAC can accumulate the data during sharing, and it will gradually become a

DHC.

3.2 System and Module Design

In this section, we first describe the architecture of TSAR in subsection. [3.2.1] Then,
we introduce the three modules, i.e., data publishing, data retrieval, and data sharing,

in detail from subsection. 3.2.2] to subsection. [3.2.41

3.2.1 System Overview

The system architecture is illustrated in Fig. [3.1} For each user who is using TSAR,
he/she uses five local components to perform three network functions. The five com-

ponents are the raw data, the metadata, the metadata chain, the sharingdata chain,
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and the TSAR interface, while the three network functions are data publishing, data

retrieval, and data sharing.
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Figure 3.1: System Architecture of TSAR

First, if a user owns some raw data to be shared, the user needs to notify the other
users in the TSAR network that there is a piece of newly published data. The pro-
cess of data publishing involves the components of raw data, metadata, and metadata
chain. Specifically, the raw data stored by each user locally is transferred into meta-
data, and the metadata is published on the metadata chain, which is accessible by all
the users on the TSAR network. The metadata chain is a Blockchain, which stores
metadatas as transactions. Second, the data retrieval function is required when a
user wants to search data with some keywords. Finally, when a user wants to get

specific data, data sharing is needed.

3.2.2 Data Publishing

In the traditional data-sharing platform, the users have to upload their raw data or

metadata to achieve publishing data. Under this schema, a centralized server collects
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the uploaded data and displays them. This method heavily relies on a trustworthy
service provider. By saying trustworthy, the service provider is not supposed to make
any modifications to the uploaded data. To remove such a centralized service provider,

we propose to use a metadata chain for publishing data in this subsection.

URL to display Metadata

| User ID| |Raw Data| |Metadata

Data Record

Encrypted
Data Record

Y
User TSAR Interface

A

A

( ]W‘etadata Chain )

Figure 3.2: Flowchart of Data Publishing

Fig. shows the proposed procedure for a user to publish data which is divided into
three steps: 1) packing raw data into data record with signature; 2) broadcasting and

verifying the data record; 3) synchronize of metadata chain.

The input of the data publishing procedure is the user’s raw data. The raw data can
be gigabytes and even terabytes. If the raw data is directly published, it is nearly
impossible to guarantee its copyright. Also, it is a massive burden to the network.
To this end, we define a new data type, metadata, to describe and publish the raw

data.

The metadata is a description of the raw data, which contains the data schema, a
set of keywords, a small amount of sample data, the acquisition time, and the data

size. The format of the metadata is defined to describe the raw data and for high-
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performance retrieval wholly. The size of a piece of metadata is several hundreds of
kilobytes. Compared to the huge-size raw data, it significantly reduces the burden of

the network.

After transforming the raw data to metadata, the metadata is published via the
HTTP service. In this way, everyone in the network can view the metadata via
the corresponding URL. Also, the published metadata cannot be modified by others.
However, there are still two issues to handle. The first issue is how to make other
users in the network aware of the newly published data. The second issue is how to
guarantee that its owner does not modify the metadata after publishing. We propose
a metadata chain mechanism for the decentralized recording of data publishing to

address these two issues.

After a user generates the URL to display the metadata, a data record composed of
user 1D, the checksum of raw data, checksum of metadata, and the URL to display
the metadata is generated. The data record is encrypted using the user’s private key

and broadcast to the whole network using the TSAR interface.

If a user receives a data record, the data record will be verified as follows:

e identify the user using the signature in the record;

e acquire the public key of the data publisher;

e use the public key to decrypt the data record;

e whether the data format is as defined;

e whether the signature is the same with the publisher;

e whether the URL contained in the data record is accessible;
e whether the metadata in the URL is as defined;

e whether the metadata checksum is the same with the one in the data record;
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The conditions are checked one by one. If there is any unsatisfied condition, the data
record will be aborted. Everyone in the network will check every data record to make
the data records consistent. If a user verifies a data record, it will be put into the
user’s local metadata pool. Note that it does not mean that a data record is published
in the metadata pool. At a fixed frequency, the data records in the metadata pool will
be packed into MetadataChain. If a data record is packed into the MetadataChain,

it is published. Each node in the network will synchronize the MetadataChain.

3.2.3 Data Retrieval

As for data retrieval, a central server exists to respond to users’ queries in the tradi-
tional data-sharing platform. Moreover, for the P2P network, each user sends their
query to neighbor peers, and the neighbor peers respond to the query and send it
to neighbor peers. The central one needs a central server and balancing load is a
complex problem, and the latter one, broadcasting the query to all the peers, is a

time-consuming operation, and users may get a response with significant delay.

Our system is fully decentralized and does not need a server and broadcast the query.
As mentioned previously, each metadata would be published on a metadata chain,
and the users’ client of our system responds to its query according to the Metadata

Chain. The procedure is as follows:

1. Client Metadata Chain synchronization
2. Word extension and similarity

3. Data retrieval and show results

The users who have attended the system will have performed metadata chain syn-
chronization as mentioned in the former section. However, new users, or users who

only want to search for the data they need and have not published any data, have not
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synchronized the Metadata Chain in their client. So in data retrieval, client Meta-
data Chain block Synchronization is the first step. The procedure of Metadata Chain
Synchronization is the same as the former section. However, synchronizing the whole
chain may be a time-consuming cost. We may consider how to avoid downloading

the whole chain in the future.

Word Extension and Similarity

Data retrieval aims to respond to the user’s query, and in the Metadata Chain, espe-
cially in each metadata recorded in each block, there are some keywords to describe
the semantic information of the data. The retrieval process is to backtrack each

metadata and match the query to the keywords.

This section will introduce how to extend query keywords and match the query key-

words and the metadata keywords.

In a practical system, like a search engine, users query is always short and contain
very little information. So only using the query words could not get available results,
and a standard method to solve this problem is to extend the query words with extra
knowledge. There are so many human-designed knowledge bases such as WordNet,
which contains synonyms, antonyms, word definitions, etc. In our system, for each
query word w;, we extract the synonyms [3.1] of the word through WordNet and use
all these words as the query words. And in order to avoid different word form, such
as “traffic” and “traffics”, we utilize the NLTK interface to get the stemming form
of each key words. is the final query keywords set and we use () to search for the
related data.

S = {wi|wy € Syn(w;)} (3.1)
Q = {Stem(w)|w € S} (3.2)
T = {Stem(w)|w € R = Syn(way)} (3.3)
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Jacarrd(Q,T) = (3.4)

Then it is important to match the query keywords with each metadata keyword.
In order to publish more data in each block, each metadata has very few tags as
keywords, and directly comparing these tags with query keywords is also difficult to
find the semantically related one. We extend the tags of the metadata using a similar
method that with query words. We could get the final tags T Moreover, we
use the Jacarrd Similarity to calculate the distance between query keywords and

metadata tags.

Data Retrieval and Show Results

Data retrieval is similar to Search Engines, and we want to return a list of data that
may be semantically similar to the user’s query. In this subsection, we introduce the
whole procedure of data retrieval and how to rank the data. Furthermore, to speed
the retrieval process and according to the locality principle, we build a cache for each
user to record recent search results. The key idea of data retrieval is to traverse
the cache data. After getting preliminary results of the semantically similar data,
we want to re-rank the results so that the data with a smaller rank number will be
more needed. Following a simple idea, the data is published more early, and the data
will be less critical. So we add a weight decay to the data similarity according to
the published date, shown in Formula [3.5] Fg means the final similarity, S means
the similarity calculated by the former algorithm, D means the publish date of the
current data, Dg means the latest publish date during all the list DL.

Fg =8 xeP~Pr) (3.5)
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3.2.4 Data Sharing

The goal of distributed big data-sharing platform is to ensure the authenticity of the
data, reliability of the sharing mechanism, and legality of user behavior. The module
of data sharing is composed of two functions: (1) data usage under flexible and safe
control; (2) reliable data sharing mechanism. With the above two functions, users
can freely set different permission modes for sharing data and protect data ownership.
Meanwhile, for the data requester, they can also guarantee the authenticity of the

data they want.

Data Usage Mechanism

The data usage module of the system is mainly designed to ensure the controllability
and reliability of data sharing. For the controllability of data sharing, the user can
set different permissions to the data requester to obtain and use the data through the
ID of the requester. The way of data usage is divided into the following two models

according to the identity of the data requester.

Unlimited Data Usage

Data requesters with unlimited data usage permission search the intended data through
MetadataChain, retrieve the data, and send a data-sharing request to the owner. Once
the owner has approved the request, the intended data can be sent to the requester.
Since TSAR is distributed without a centralized party involved, there are times when
the data sent by the data owner does not match the original data information posted
by the data owner in the Metadata Chain. In order to guarantee the authenticity of
data obtained by the requester, the data authenticity verification function is involved
in the TSAR interface, as shown in Fig. [3.3] After B retrieves Data Al from the
Metadata Chain, he broadcasts his request for Data Al to the entire network. Data
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owner A sends the data to B via the TSAR interface after receiving B’s request.
Before Data A1l is sent to B, the TSAR interface first checks the data. If the meta-
data parsed from the data is the same as the metadata A posted before, TSAR will
encrypt Data Al and send it to B. B will get the encrypted data of Data Al. If the
metadata parsed by TSAR does not match Metadata Al, the system will reject the

data-sharing action and ask A to send the original data of Data Al.

“ Ci) | Metadata Al

TSAR (@ Data Al check
Inter. @) Data Al encryption

A

A 4 @ Al Quer
| TsaRInter. |

B
4h

Figure 3.3: Mechanism to Guarantee Data Authenticity

Limited Data Usage

Users with limited data usage permission cannot directly access the original data
owner but can obtain the desired processing result by sending an operation instruction
to the data owner. In this case, the system needs to ensure that the data owner’s
data is not maliciously acquired or damaged and ensures that the data requester can

obtain the data processing result more conveniently and accurately.

Data Sharing Mechanism - Sharingdata Chain

Data ownership protection is one of the critical functions in distributed big data-
sharing platforms. There are cases when the data requester tampers and republishes

the data obtained from other users or even derives profits from it, which seriously
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infringes the ownership of the data owner. Therefore, through the mechanism of
Sharingdata Chain, the system stores the record of data sharing information in the
Sharingdata Chain. The data sharing records on the Sharingdata can be regarded as
evidence for data ownership, and it can also be used for tracking the behavior of data

sharing.

The design of the Sharingdata Chain follows the concepts of blockchain. Sharingdata
Chain makes some innovations based on blockchain technology for the scenario of big
data sharing. The primary role of the Sharingdata Chain is to store the data recording
record as proof for data ownership. A data-sharing record in the Sharingdata Chain

contains the following information:

1. Data owner, data requester and their signatures
2. metadata pointer, verification code, and URL of the shared data
3. Sharing time and the permission mode

4. Other additional terms

For users with permission of unlimited data usage, the workflow of the Sharingdata
Chain is shown in Fig. [3.4)). Data requester B publishes the request and data sharing
contract for requesting Data Al to the entire network. After receiving the request,
user A checks and sends the encrypted Data A1l to user B. During this period, A packs
the decryption key (Decryption) of the encrypted Data Al data and the signed data-
sharing contract into the Sharingdata Chain. After the Sharingdata block containing
the data sharing record is authenticated, B can obtain the decryption key and recover

the encrypted Data Al.

For users with permission of limited data usage (as shown in Fig. |3.5)), data requester
B publishes the request and contract for using Data A1 to the whole network and then

sends the code and its results on the data sample. Afterward, user A processes Data
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Figure 3.4: Workflow of Sharingdata Chain for Unlimited Data Usage

A1 with the code and sends the encrypted processing result to B through the TSAR
interface. At the same time, user A packs the decryption key (Decryption) together
with the signed data-sharing contract as a data usage record into the Sharingdata
Chain. As long as the block with this record is authenticated, user B will get the

decryption key to retrieve the encrypted data result.
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Figure 3.5: Workflow of Sharingdata Chain for Limited Data Usage

3.3 System Implementation & Evaluation

The critical challenge in implementation is the two Blockchains, i.e., metadata chain
and sharingdata chain. In TSAR, we implement blockchain under the framework of

gRPC. A transaction in TSAR is defined to consist of six fields, namely timestamp,
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source, destination, hash value, type, and body. The timestamp and hash values are

the approximate submitting time and the SHA256 hash value of the transaction.
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Figure 3.6: Throughput vs. Number of Nodes
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Figure 3.7: Response Time vs. Number of Nodes

We evaluate the performance of the implemented blockchain by investigating how the
number of nodes affects the throughput and response time. We conduct experiments
on 5, 8 10, 15, and 20 nodes, respectively. In each set of experiments, each node
serves as both client and server. That is, each node generate transactions and pack
transactions at the same time. The transaction generation rate for each node is five

transactions per second. The evaluation result is shown in Fig. and Fig. The
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evaluation results indicate that as the number of nodes increases, the system through-
put decreases, and the response time increases. It is true since the system becomes
more robust if there are more replicas of the data in the network. However, it requires

more network resources, which results in degradation of the system performance.

3.4 Chapter Summary

In this chapter, we propose TSAR, a fully distributed Trustless data ShARing plat-
form. There are three key innovation points in the design of TSAR. First, we architect
TSAR on Blockchain, which removes the need for trustworthy third parties. Second,
we propose sharing metadata, which is a description of the data, rather than raw data,
which decreases the demand of network resources and copes with data heterogeneity.
Third, we record the data transaction on blockchain, which achieves non-repudiability.
We implement TSAR in a minimal-viable-product fashion and evaluate the system
performance concerning throughput and response time. The experimental results

indicate the practicability and effectiveness of TSAR.
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High-efficiency Blockchain-based
Supply Chain Traceability

In 2019, the global supply chain market value surpassed 14.6 trillion US dollars,
having increased at a compound annual growth rate of 10.8% since 2015 [9]. There is
no doubt that the supply chain plays a vital role in the global economy. SCM, which
refers to the low management of goods and services, including all the processes that
transform raw materials into final products along the supply chain, is essential for
boosting customer services, reducing operation costs, improving financial positions,

etc. [B9]

Among the services of SCM, traceability is crucial in terms of allowing product track-
ing from the sources to end consumers [54]. Supply chain traceability provides oppor-
tunities to enhance the supply chain efficiencies, meet the regulatory requirements,
and most importantly, to story-tell the consumers about the provenance and journey
of products. In terms of the products whose safety is critical, e.g., food and phar-
maceuticals, supply chain traceability is critical and has been pursued for decades by

the industries [49].

In recent years, blockchain has been regarded as a promising solution for supply

43



Chapter 4. High-efficiency Blockchain-based Supply Chain Traceability

chain traceability because of the distinctive features of immutability, transparency,
and auditability [35][19]. Generally, blockchain is an append-only list of blocks, each
containing a set of transactions maintained by a decentralized peer-to-peer network.
The product records stored on the blockchain are publicly available and cannot be
modified, making the stored information reliable. The auditability makes it possible
to track the product information on blockchain. To summarize, blockchain empowers

supply chain traceability with high reliability, and auditability [75], 62} [78].

Besides the applications of blockchain-based supply chain traceability in big enter-
prises such as IBM and Walmart [47], the blockchain solutions for supply chain trace-
ability are also extensively studied in academia. On the one hand, the concept of
blockchain-based supply chain traceability and the corresponding system design are
discussed in many research works [0, 37, [16} 64, 22]. On the other hand, the researchers
find blockchain technology can be used together with other technologies, such as the
Internet of Things (IoT), to provide the traceability service [67) [66] 60, 41]. How-
ever, all these works in industry and academia focus on the design of the traceability
system while leaving the efficiency issue alone. In practice, the time- and storage-
efficiencies are significantly affected by the ubiquitous IoT devices’ considerable and

increasing number of product records.

To the best of our knowledge, we present the first work studying high-efficiency
blockchain-based supply chain traceability. In particular, we demonstrate the sys-
tem architecture of a blockchain-based supply chain and model the product records
as a directed acyclic graph. In this way, the traceability problem is defined as a
graph searching problem over the blockchain. To address the problem, we propose
replicating the product records in multiple chunks in a database and developing a
novel parallel search algorithm based on the maximum matching algorithm to im-

prove searching efficiency significantly.

The main contributions of this chapter are as follows:
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e To the best of our knowledge, we are the first to study and formally model the
high-efficiency issue in blockchain-based supply chain traceability.

e We propose a novel parallel search algorithm based on the maximum matching

algorithm, which significantly boosts the product tracking efficiency.

e We conduct extensive experiments on the proposed algorithm, which indicates

up to 85.1% time reduction for product tracking.

The rest of this chapter is organized as follows. Sec. introduces the related work.
Sec. provides the preliminaries of the problem. In Sec. [4.3, we explain the system
model and formally define the problem of high-efficiency blockchain-based supply
chain traceability. Sec. gives the traditional approach and the proposed algorithm
to solving the traceability problem. Sec. demonstrates the experimental results.
Finally, Sec. concludes this chapter.

4.1 Related Work

In this section, we survey the related work about high-efficiency blockchain-based
supply chain traceability, i.e., supply chain traceability and searching over blockchain,

and articulate the motivations and novelty of this work.

4.1.1 Supply Chain Traceability

The research on supply chain traceability can be roughly divided into two categories,
i.e., unified data representation methods for various stakeholders along the supply

chain and digital technologies to facilitate reliable and ubiquitous information storage.

A large number of stakeholders along the supply chain have their data management

systems with diversified data formats. Supply chain traceability needs to retrieve the
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data from the stakeholders, and a unified data representation method is demanded.
The unified data representation methods for supply chain information have been
studied for years. In [I0], Bechini et al. investigate the issues for supply chain
traceability, introduce a traceability data model and a set of suitable patterns, and
discuss the suitable technological standards to define, register, and enable business
collaborations, and implement a real-world food supply chain traceability system. In
[39], Hu et al. propose a Unified Modeling Language (UML) model for traceability
along with a set of suitable patterns, develop a series of UML class diagrams to
conceive a method for modeling the product, process, and quality information along

the supply chain, and conduct a case study on vegetable supply chain traceability.

In terms of the digital technologies for supply chain traceability, radio-frequency iden-
tification (RFID) and blockchain are representative. In particular, RFID is a sensing
technology that helps to collect the data along supply chains ubiquitously, while
blockchain is a distributed ledger technology to provide secure and reliable data stor-

age services.

The usage of RFID in supply chain traceability can be traced back to as early as 2003
[48], at which time Karkkainen proposed to develop an RFID-based data capture
system to solve the problems associated with the logistics of short shelf-life products.
In 2007, RFID was widely recognized as a promising technology for supply chain
traceability [7, [49] because the passive RFID tags on the products are cheap, do not
need to be within the line of sight of the RFID reader (compared with barcodes), and
do not need batteries (compared with other sensors). Later on, there are also surveys

about RFID-enabled supply chain traceability [65] [79] 23].

The potential of using blockchain technology for supply chain traceability was in-
vestigated by Tian in 2016 for the first time [67], in which a traceability system was
designed for agri-food supply chains combining the RFID and blockchain technologies.
The work is conceptual without real-world deployment but a pioneer. In particular,

the product information recorded on the blockchain is immutable, i.e., cannot be
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modified once stored, making the traceability results reliable. Similar works include
[3, 69, 15], 18, BT [76] in the supply chains of construction, wine, etc., some of which

are implemented in real-world settings.

4.1.2 Searching over Blockchain

Blockchain-based supply chain traceability requires the blockchain data to be searched
given a product item. We present the related work about searching over blockchain
in this subsection. In particular, searching over blockchain refers to the process that
the users (with no local storage) request blockchain full nodes (with full storage) to
search data on the blockchain, in which the search requests can be keyword search,
range query, etc. In literature, integrity, privacy, and efficiency are the three con-
cerned performance metrics of searching over blockchain, in which integrity means
whether the searching results are sound and complete, privacy means whether data
leakage happens during searching, while efficiency means the time and communication

overhead.

The naive procedure of searching over the blockchain is as follows. First, the user
sends a searching request to a blockchain full node. Then, the full node proceeds
the request by scanning the data on blockchain block by block and transaction by
transaction and recording all the data satisfying the searching request. Finally, the
full node returns the searching result. As we can see, the integrity of the searching
result cannot be guaranteed, the privacy can be disclosed because of the raw data
on the blockchain, and the efficiency is low because scanning transactions one by one
takes a long time. The research community has been developing solutions to improve

integrity, privacy, and efficiency.

Smart contract and verifiable computation are the two approaches to guarantee
searching integrity. The basic idea of smart contract is to send the searching re-

quests to all the blockchain nodes rather than a single one. The incentive mechanism
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of blockchain will motivate the majority of the blockchain nodes to return the sound
and complete searching result, which guarantees integrity. The advantage of using
smart contract is that the method is general and can be easily adapted to all kinds of
data and queries. However, the drawback lies in the high cost of executing smart con-
tracts. In terms of verifiable computation, the searching result returned to the user
will be accompanied by proof for integrity verification. Using verifiable computation
can fine-tune the efficiency by designing subtle data structure [0, 83} 38| 82} [33] 26].
In contrast, the disadvantage is that there is no general data structure for all types

of data and queries.

Searchable encryption is the major approach for privacy preservation during searching
over the blockchain. Compared with the naive search approach, the data, queries, and
search results are encrypted. The research community has been developing efficient

searchable encryption scheme for various types of data and queries [40), [43], 34} 27, 20].

To summarize, existing works about blockchain-based supply chain traceability mainly
focus on the system design while leaving the efficiency issue alone. When we reduce
blockchain-based supply chain traceability to a problem of searching over blockchain,

we find that the reduced graph searching problem on the blockchain is new.

4.2 Preliminaries

This section introduces the preliminary knowledge about blockchain data structure
and maximum matching algorithm for the bipartite graphs. Note that the maximum

matching algorithm is used for maximizing the parallelization ratio in Sec. [4.4]
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Figure 4.1: Structure of a Typical Blockchain

4.2.1 Blockchain Data Structure

A blockchain is a data structure of an append-only list of blocks linked by crypto-
graphic values, in which each block contains a set of transactions maintained by a
decentralized peer-to-peer network. Fig. depicts the structure of blockchain with
description. To be specific, a single valid block consists of a block header and a list

of transactions. The following fields briefly document the block details:

e Block Header provides the important information inside the block. Generally
speaking, it includes the Version Number, Previous Hash Value, Timestamp,
Merkle root, etc. Each block header is hashed, unique, and cryptographically
secured, which supports the property of immutability of the blockchain. For
example, in Bitcoin [25], “target difficulty” and “nonce” are included as part of

the Proof of Work (PoW) consensus algorithm that is used when mining.

o Version Number indicates which version of block validation rules to follow. If
the block version number differs from other blocks, this block is running on a

different chain, commonly known as a hard fork.

e Previous Hash Value is a byte field containing the hash of the previous block
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header, serving as a pointer to the previous block. Such a field ensures that no

previous block can be modified without also changing the current block header.

e Timestamp is the time of generating this block which is more commonly known
as the time when the miner started hashing the current block header. The

average block propagation time is calculated based on the timestamp.

e Merkle root is derived from the hashes of all transactions included in the current
block. It is a tamper resistance measure that those transactions cannot be
modified without changing the Merkle Root value, furthermore, the changing of
the entire header. Merkle root is also a fast and efficient way to verify the data.
In Fig. 4.1} the Merkle root of block N +1 is computed as the hierarchical hash

results upon the transactions inside.

e Transactions contains the transactions broadcast by the nodes to the network
and collected into the current block. For example, in Bitcoin [25], a typical
transaction references previous transaction outputs as the new transaction in-

puts and sends Bitcoin values to other addresses as new outputs.

4.2.2 Maximum Matching

In graph theory, a matching in an undirected graph is a set of edges without common
vertices. The maximum matching problem is to find a matching that uses as many

edges as possible given an undirected graph.

A bipartite graph is a graph whose vertices can be divided into two disjoint and
independent sets U and V such that every edge connects a vertex in U and a vertex
in V. The maximum matching problem on a bipartite graph is well studied and
can be solved efficiently (in polynomial time) using the Hungarian algorithm [52],

Ford-Fulkerson algorithm [30], etc.
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Figure 4.2: System Model of Blockchain-based Supply Chain

4.3 System Model and Problem Definition

In this section, we first give the system model of the blockchain-based supply chain
and then formally define the problem of high-efficiency blockchain-based supply chain
traceability.

4.3.1 System Model

Fig. elaborates the system model of the blockchain-based supply chain. In partic-
ular, the stakeholders along the supply chain, e.g., raw material suppliers, factories,
warehouses, transportation companies, and retailers, form a peer-to-peer network and
maintain a permissioned blockchain. The regulatory authorities can also join and ex-
pand the blockchain network. Our system prefers permissioned blockchain to the
public one because the nodes not hosted by the supply chain stakeholders should be
forbidden by joining the blockchain network. Note that each stakeholder may con-
tribute a set of blockchain nodes, and the whole blockchain network will be of large
scale. In our system, the stakeholders will upload the product information to the
blockchain motivated by the following reasons. First, the transparent product infor-

mation on the blockchain will strengthen the consumers’ confidence in the products.
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Second, the inter-related information helps improve the efficiency of SCM. Finally,
the product information will better meet the frequent regulation requests. Note that
the blockchain system can only guarantee that the information cannot be tampered
with once stored. If a stakeholder provides incorrect records, the blockchain can pro-
vide non-tamperable and permanent proof of the incorrectness. In terms of the end
consumers, they will enjoy the services provided by the supply chain and query the

product tracking information through the blockchain.

The product information recorded on the blockchain will contain at least the following

fields:

TIME: the timestamp when the record is submitted.

LOCATION: the location when the record is submitted.

PUBLISHER: the one who submitted the record.

SRCITEMS: the unique identifiers of the source (original) food items.

DESITEMS: the unique identifiers of the destination (result) food items.

The fields of SRCITEMS and DESITEMS indicate the relationships among the product.
That is, the products in SRCITEMS are the raw materials of the ones in DESITEMS.
When talking about supply chain traceability, the products in SRCITEMS should be

output if any product in DESITEMS is set as the input.

4.3.2 Problem Definition

In this section, we define the problem of high-efficiency traceability formally.

Generally speaking, the function of blockchain is to serialize a set of transactions to

an ordered list.
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Definition 1. A blockchain B = (t1,ts,---) is defined to be an append-only list of

transactions, in which t;s are transactions.

The transactions ¢;s in the blockchain are totally ordered, which means t; is confirmed

after t; for sure if ¢ < 7.

Definition 2. In a blockchain, a transaction t; = (id;, P;) is defined to be a tuple
of identifier and direct predecessors, in which id; s the identifier while P; is the set

of identifiers of direct predecessor transactions.

In the context of traceability, the predecessor means the relationship of dependency,
e.g., a bag of potato chips is made from a package of potatoes. Note that for a given
transaction t;, the predecessors in P; must be already there in the blockchain, e.g.,
the transaction of potatoes must appear before the transaction of potato chips in the

blockchain. Formally speaking, if ¢d; € P;, then we can infer that j < <.

The relationship among the transactions can be represented as a direct acyclic graph
(DAG) for better understanding. The construction of the DAG given a blockchain is

as follows:

e for each transaction t;, add a vertex v;; and

e for each transaction ¢; and each identifier id; € P;, add a directed edge from v

to v;.

An example set of transactions and its corresponding DAG are shown in Tab. and
Fig. [£.3] respectively. In the example, the transactions with identifiers 1 and 4 are
the direct predecessors of transaction 5. Meanwhile, transaction 3 is a predecessor
(indirect) of 5 as in Fig. [4.3] In this chapter, we define traceability as a function to
find all the predecessors (both direct and indirect) of a given transaction in a given
blockchain. The formal definitions of direct predecessor, predecessor and traceability

are given are follows.
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Table 4.1: Example Transactions in Blockchain

Identifier | Direct Predecessors

0
{1}
{1}

{2,3}
{1,4}

[ Y O N

o
G
o

Figure 4.3: Example DAG based on Transactions

Definition 3. A transaction t; is defined to be a direct predecessor of another

transaction t; if id; € P;.

Definition 4. A transaction t; is defined to be a predecessor of another transaction
tj if there is a list of transactions ty,,ty,, - ,ty, such that id; € Py, , idy, € P, -+,

’idkl_l S Pkl, and idkl S Pj.

In a blockchain, we assume that there is a function called GETPREDECESSORS which
takes a transaction identifier as input, and output all the direct predecessors of the
input transaction. We assume that GETPREDECESSORS takes ¢(n) time in which n is
the number of transactions in the blockchain. Note that the expression t(n) depends
on the implementation of GETPREDECESSORS. For example, if GETPREDECESSORS

is implemented using a binary search tree, then ¢(n) = O(logn).

Definition 5. Problem Traceability: given a blockchain and a transaction identifier
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id;, output the identifiers of all the predecessors of t;.

Table 4.2: Example Input and Output of Traceability
Input | Output

0
{1}
{1}
{1,2,3}
{1,2,3,4}

[ O

Following the definition of traceability, if the input is transaction 4, then the output

should be transactions 1, 2, and 3. Other examples of input and output can be found

in Tab. 4.2

4.4 Proposed Algorithm & Analysis

In this section, we present the traditional algorithm and the proposed algorithm to

solving the problem traceability.

4.4.1 Traditional Approach

The naive approach to solving traceability is breadth-first search (BFS) as shown in
Algo.

In this straightforward solution, the searching is time-consuming for accessing the
index and block repeatedly. Detailed speaking, we have a set called All Predecessors,
AP, which is the expected output of the given transaction id;. The AP is empty at
the very beginning. A first-in-first-out queue, @, is created to hold all the elements

that need to be processed. While the () is not empty, we pick out one element u at a

25



Chapter 4. High-efficiency Blockchain-based Supply Chain Traceability

Algorithm 1 Breadth-first search algorithm to solving the problem traceability
Input: B = (t1,ts, -+ ,t,): a blockchain of n transactions; id: identifier of a trans-

action

Output: AP: all the predecessors of t;

1 AP « 0

2: () < a first-in-first-out queue with a single element id
3: while @ is not empty do

4: u < POPQUEUE(Q)

5: P, < GETPREDECESSORS(u)

6: for each v € P, do

7 if v ¢ AP then

8: PUSHQUEUE(Q, v)
9: AP +— AP U {v}
10: end if

11: end for

12: end while

13: return AP

time, POPQUEUE this element u from the queue. The function GETPREDECESSORS
is called to get the direct predecessor or predecessors of u and temporarily cached at

Pu.

For each element P,, if it is not in AP, which means it is a new element, P, will be
PUSHQUEUE to the queue (). At the same time, we update AP with the new element
P.. If P, is already in AP, which means the element has already been processed, no
further operation will be needed. This procedure stops when the queue @ is empty,
at which time the entire blockchain has been gone through. It is evident that this
procedure processes all the elements linearly, one element at a time. Although the
breadth-first search-based solution achieves the objective of traceability, the efficiency

is quite low because only one element can be processed at a time.
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4.4.2 Proposed Solution

The critical drawback of the traditional approach lies in the frequent operations of
GETPREDECESSORS of high time overhead. To improve the time efficiency, we gain
the insight that the operations of GETPREDECESSORS can be parallelized when trac-
ing the transactions. In particular, we use o chunks to store the transactions, which
can be accessed in parallel. Each transaction is replicated for S — 1 times in the

chunks to enhance the degree of parallelization.

To store the transactions into a chunks, we need to find a way to evenly distribute
all transactions into chunks without causing an imbalance of the chunk storage. Here
we propose Algo. [2] a transaction allocation mechanism. We directly modulo each
transaction ID with a and store this transaction pair (id;, P;) into the corresponding

chunk.

Algorithm 2 Transaction allocation
Input: id;: identifier of the new transaction; P;: the set of direct predecessors of the

new transaction

Output: The allocation scheme of the new transaction
1: fori< 0to 3 —1do
2: Store (id;, P;) in CKig, mod a

3. end for

With transactions evenly allocated to o chunks, the parallelized search algorithm is
shown in Algo. [3] To recap, with given transaction ID id;, we aim at getting all the
predecessors AP of id;.

The AP is empty at first, the same with Algo.[I] Then, a set S is created to hold the
elements that need to be processed. While the S is not empty, a scheduling algorithm
SCHEDULE will be called to generate optimal transaction-chunk pairs R from the
S. This R contains a list of transaction-chunk pairs which has no conflict with each

other. The essential purpose is to process different elements stored at different chunks
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simultaneously since processing them one by one hinders the searching efficiency, as

discussed in Sec.[4.4.1] The details of the procedure SCHEDULE is explained in Algo. [4]

For each pair (id;,CK;) from R, a new thread is forked exclusively to handle this
transaction-chunk pair. GETPREDECESSORS will be called to get the direct prede-
cessors of id;, and id; will be removed from S. We wait until all the threads, forked
from each pair, terminate. For the results returned from each thread, if the element is
not in AP which means it is a new element, the element is added to both S and AP.
Otherwise, it is a processed element that needs no further operation. Please note that
the condition is whether id is not in AP since the AP is the expected result set while
the S is a set with elements awaiting to be processed. The AP is the superset of S.

For example, a processed element will be in AP not S.

Algo. [4] explains the particulars of generating transaction-chunk pairs which can be
parallelized from a set of transactions. It is a common bipartite graph maximum
matching problem. The input is S, a set of transactions. The expected output is R,
the set of transaction-chunk pairs representing the queries that can be parallelized.
The R is empty at the beginning, and G is an empty bipartite graph. At line 3}[7]
we add vertex v; to V for each chunk C/IC;. Also, for each transaction belongs to S,
we add a vertex u; to U representing transaction id;. Next, from line 11} for each
given transaction, we first calculate the allocated chunk index based on Algo. [2] and
then add an edge to graph G representing the pair of transactions and its allocated

chunk index.

Until this step, we have transformed the original transaction data into the graph
format in the form of transaction and its corresponding chunk index pairs, stored
in G. Then the problem has been modeled as a MAXIMUM-MATCHING problem,
which aims to find out the maximum number of edges that share no vertex. We
use the Hungarian algorithm to solve the problem. In particular, for a complete
bipartite graph G, the Hungarian algorithm finds the maximum-weight matching

where sometimes it is also called assignment problem. A bipartite graph can easily
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Algorithm 3 Parallelized search algorithm to solving the problem traceability

Input: B = (t1,ts,- -+ ,t,): a blockchain of n transactions; id: identifier of a trans-

action

Output: AP: all the predecessors of t;

1. AP < 0

2: S « a set with a single element ¢d

3: while S is not empty do

4.

5:

6:

10:

11:

12:

13:

14:

15:

16:

17:

R < SCHEDULE(S)
for each (id;,CK;) € R do
fork thread: P; + GETPREDECESSORS(id;, CK;)
S+ S\ {id;}
end for
Wait until all the threads terminate
for each P; returned by the threads do
for each id € P; do
if id ¢ AP then
S+ Su{id}
AP — AP U {id}
end if
end for

end for

18: end while

19: return AP

be represented by an adjacency matrix, where the weights of edges are the entries.

The method operates on this key idea: if a number is added to or subtracted from all

of the entries of any one row or column of a cost matrix, then an optimal assignment

for the resulting cost matrix is also an optimal assignment for the original cost matrix.

Based on this MAXIMUM-MATCHING Algorithm, we get the result of R’, which is the
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edge set of non-conflict edges. At line [I14{16] we transform the returned eligible edges

back into (id;, CK;) key pairs. Finally, we return the result R which is the input of
line [f] at Algo. 3

Algorithm 4 Procedure SCHEDULE as in Algo. |3[ to Generate Parallelized Query

Input: S: a set of transactions

Output: R: a set of transaction-chunk pairs representing the queries that can be

parallelized
R+ 0
2: G < an empty bipartite graph with vertex sets U and V, and edge set &
3: fori<0toa—1do
4: Add a vertex v; to V representing chunks CIC;
5. end for
6: for id; € S do
7 Add a vertex u; to U representing transaction id;
8: for : + 1 to $ do
9: J ¢ id; mod «
10 Add an edge (u;,v;) to €
11: end for
12: end for
13: R’ <~ MAXIMUM-MATCHING(G)
14: for each (u;,v;) € R’ do
15: R +— RU{(id;,CK;)}
16: end for
17: return R

60



4.4. Proposed Algorithm & Analysis

4.4.3 Time Complexity Analysis

In this subsection, we analyze and compare the time complexities of Algo. [I] and
Algo.

We assume the number of returned predecessors to be m, i.e., AP = m. The time
complexity of Algo. |1]is O(mlogm + mt(n)) when maintaining the set AP and in-

voking the procedure GETPREDECESSORS for m times.

Because Algo. [] is a function called by Algo. 3] we analyze the time complexity
of Algo. | first. Algo. 4| constructs a graph and run the MAXIMUM-MATCHING
algorithm. Note that the time complexity of the MAXIMUM-MATCHING algorithm
is O(V - E), in which V and E are the numbers of vertices and edges of the graph,
respectively [52]. When constructing the graph, a vertices are added from line |3] to
[l and |S| vertices and |S| - 3 edges are added from line [6] to [I2] Here, |S| = O(m)
because S from Algo. [3]is a subset of AP. Therefore, the number of vertices and edges
are O(a +m) and O(m/f3), respectively. To this end, the time complexity of Algo.
is O((aw + m)mf3). Because « is a constant compared to m, the time complexity is

reduced to O( - m?).

In Algo. B, we also assume that p transactions are searched in parallel at line [g]
on average. We find that the main loop from line [3| to is entered for % times.
Inside the main loop, line [4] takes O(3-m?) as analyzed previously and line takes
O(p + t(n) + logm) time, reduced to O(t(n) + logm) because p is minor compared
to ¢(n) and logm. As a result, the main loop takes O(% - (5 - m? +t(n) 4+ logm)) =
O(*BTT3 + %(")) because log m is minor compared to 3 - m?, excluding line . In
terms of line , it takes O(mlogm) in total because its purpose is to maintain
two sets S and AP, both of which are of size O(m). As a result, the overall time
mé(n)

complexity of Algo. is O(mlogm + 57773 +57) = O(’BTTf13 + %(n)) because m log m

is minor compared to 8m?/p.

Next, we compare the time complexities of Algo.|l|and Algo. , which are O(m log m+
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mt(n)) and O( 677?3 + %(”)), respectively. If ¢(n) dominates the time complexity com-
pared to m (for example, n is large), Algo. |3| will take much less time than Algo.
theoretically. Note that Algo. [3| achieves better performance with the sacrifice in

higher storage overhead (5 — 1 replicas of the transactions in « trunks).

4.5 Experimental Results & Discussion

In this section, we demonstrate the effectiveness and practicability of the proposed
high-efficiency traceability solution based on implementation on Hyperledger Fabric
[5] and extensive experiments evaluating the parallelization ratio and storage ratio.
We also discuss the transaction allocation algorithm and the database selection, which

might affect the tracing efficiency in this work.

4.5.1 Experimental Environments & Design

Ledger Replica Ledger Replica

Chaincode 1: Chaincode 1:
0 replica, 1 database o replicas, p databases

Certificate Channel . Network | _
Authority Configurator

I
I I I |

Blockchain-based
{Supply Chain Traceability] {Orderer 1] {Orderer 2] [Orderer 3] [Orderer 4]

T x x x

Figure 4.4: System Architecture

In this chapter, we leverage Hyperledger Fabric, an open-source permissioned blockchain
platform, to implement and evaluate our proposed algorithms. Fig.[4.4]depicts the ar-

chitecture of the developed system using Hyperledger Fabric, showing the components
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and their relationship as follow:

The benchmark algorithm, i.e., BFS-based solution when o« = 0 and § = 1, is
implemented in “Chaincode 17, hosted by “Peer 17.

The proposed algorithm in this paper with varying parameters o and S is im-

plemented in “Chaincode 2”7, hosted by “Peer 2”.

The two chain codes, i.e., “Chaincode 1”7 and “Chaincode 2”7, are deployed
on the “Channel”, supporting the application “Blockchain-based Supply Chain
Traceability”.

The transactions in “Channel” are ordered by four orderers, i.e., “Orderer 17,
“Orderer 2”7, “Orderer 3”, and “Orderer 4”7, running the crash fault-tolerant

consensus protocol as provided by Hyperledger Fabric.

The “Certificate Authority” dispenses identities to the application and two

peers.

The “Network Configurator” configures the networks of the channel and four

orderers.

We deploy a prototype based on the system architecture using eight workstations.

Each component is hosted on a workstation consisting of 4 core 8 threads of Intel

Core i7-8809G 4.2Ghz CPU with 32GB of DDR4 DRAM and 1024GB of NVMe SSD,

running on Ubuntu 20.04. The workstations are connected in a local area network

and form a blockchain network. The deployment implies the practicability of the

proposed high-efficiency traceability solution.

With the prototype system, we study how the proposed solution performs when com-

pared with the BFS-based solution. Based on Algo.[2] Algo. 3] and Algo. [ mentioned
in Sec. [4.4.2] there are three important variables that will impact the efficiency of pro-
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posed solution: n, «, and [, representing the number of transactions, the number of

chunks, and the number of replicas, respectively.

In order to reduce the impact of n on the system, we use parallelization ratio and
storage ratio as two key performance metrics for demonstrating the solution effective-
ness. The parallelization ratio and storage ratio are the execution time overhead and
chunks storage overhead compared to BFS-based solution, respectively. In the follow-
ing experiments, we will look into the parallelization ratio, storage ratio with different
combinations of o and 5. We will discuss the transaction allocation algorithm and
selection of the database as well. For each experiment, we repeat the experiment 50

times to get the average results.

4.5.2 FEvaluation of Parallelization Ratio

In this experiment, we will compare the parallelization ratio of the proposed paral-
lelization algorithm. We try to find the pair of optimal parameters of o and 8 by
changing their values, calculated by the number of operations. The algorithm has
such termination condition that it will be terminated by final results where the trans-
action has no father nodes or is the genesis/origin transaction. Intuitively, with the
increase of v (the number of chunks) or  (the number of replicas), the parallelization

ratio shall also rise compared to the straightforward BFS-based solution.

Fig. 4.5 and Fig. [4.6] depict the change of parallelization ratio with 1 to 4 replicas and
5 to 9 replicas respectively. Note that 0 replica and 1 chunk indicate the BFS-based
solution. Obviously, when the number of chunks is fixed, with the increase of replicas,

the parallelization ratio increases dramatically.

Such a trend is maintained when the number of chunks is small. Precisely speaking,
the turning point slightly shifts towards the right with the increase of replicas. For
example, When [ equals 2, the turning point of « is around 6. When S equals 6,

the turning point of « is around 12. For the surge part, the reason is that when the
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Figure 4.6: Parallelization Ratio with 5-9 Replicas

number of replicas are arising, each transaction has a higher probability of coverage
to store it into different chunks. After the turning point, the curve comes down
moderately. This is because the increasing number of chunks dilutes the probability
of finding the exact transaction among chunks. In extreme cases, when having 8
and 9 replicas, the ratio becomes unstable at the end. The relatively large number
of replicas distributed among chunks increases the complexity of finding the target
transaction. Fig. depicts the maximum parallelization ratio that can be achieved

based on the different number of replicas. The growth slows down when the system

has more than six replicas.
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Figure 4.7: Maximum Parallelization Ratio

In Sec. [4.5.2] we plan to find out the optimal pair of @ and 8 via changing their
values. For each (3, there should be an optimal value of @ which should be noticed at
the curve’s apex. Fig. illustrates the relationship between the number of chunks
to achieve max parallelization ratio with the number of replicas. It is not hard to find
that such a linear relationship maintains steadily with the increase of replicas. By
simple linear regression, we can get f(a) = 1.435 4 1.93. It implies that the number
of chunks should be neither too small nor too large, given the number of replicas. An
excess number of chunks does not contribute to the parallelization ratio, which has
an upper limit as shown in Fig. [£.7 The “sweet point” of the a and /3 can be easily

calculated, which will be helpful when we have more replicas.

4.5.3 Evaluation of Storage Ratio

In this set of experiments, we will investigate the database storage overhead of the
proposed parallelization algorithm. We will fix the value of a and change the value of
B. Then we do it in a reverse way by fixing the S and changing the a. We normalized

the storage cost of the BFS-based solution as 1 for easier comparison.

Fig. and Fig. .10 illustrate the change of storage overhead ratio with different
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settings of the number of chunks and replicas. The results of the experiment are

straightforward, largely affected by the value 8, the number of replicas. With more

replicas available, the storage ratio grows steadily. On the other hand, «, i.e., the

number of chunks, affects little on the storage ratio, with a slight increase when more

chunks are used. The reason is that more chunks require more complexity in building

the index. Overall, the storage overhead climbs slowly compared with the BF'S-based

solution, which is acceptable to our concern.
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4.5.4 Discussion of Transaction Allocation Algorithm

In Sec. [£.4.2] we point out that the major drawback of the traditional approach is
the frequent operations of GETPREDECESSORS of high time overhead. Based on this
insight, we propose using « chunks to store the transactions, which can dramatically
improve the parallelized operations when tracing the transactions. First, we propose
a straightforward transaction allocation mechanism with mod operation. However,
the issue of imbalance may still occur for many reasons. For example, the uneven
distribution of transaction ID can be found in many statistics reports (add ref, the

law of large numbers), which cannot be directly solved using mod function.

To improve the randomness of the transaction allocation of Algo. 2 we proposed
a new random-based mechanism as shown in Algo. [f] The main difference with the
Algo. [2]is that before mod each transaction ID with «, we pre-process the transaction
ID with a random function f;, which eliminates the deterministic correlation between

transaction ID and the target allocated chunk.

We conduct experiments to compare the degree of transaction distribution for Algo.
and Algo. [5] Both transaction allocation mechanisms achieve the parallelization tar-

get. The parallelization ratio in Fig. and Fig. evidences the idea that allocating
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Algorithm 5 Transaction allocation (random method)
Input: id;: identifier of the new transaction; P;: the set of direct predecessors of the

new transaction

Output: The allocation scheme of the new transaction
1: for i<+ 1to  do
2: Store (id;, P;) in CKy,(id;) mod a

3: end for

transactions into different chunks can parallel the operations to speed up the tracing.
The selection of either mechanism does not affect the parallelization ratio and the

storage ratio.

4.5.5 Discussion of Database Selection

Blockchain can be considered as a multi-node database maintained by a network of
independent participants. It is decentralized, with no single user having the ultimate
authority over the system. On the other hand, the database, unlike blockchains,
are a centralized ledger that an administrator runs. Although blockchain looks con-
tradictory to the database, they are closely connected. Conceptually, as a whole, a
blockchain is distributed across the entire network peers. Fundamentally, for a single
node of the network, it still relies on a specific database to maintain its local ledger,
which is synchronized from peers, for verification and synchronization purposes. For
example, the Bitcoin core client uses LevelDB database for the block index and the
chain state, which is also known as the UTXO (Unspent Transaction Output) set.
The Bitcoin blocks are dumped in raw on the disk without being converted and im-
ported into another database. Ethereum uses LevelDB as well. LevelDB is also the
default key-value state database embedded in Hyperledger Fabric, while CouchDB is
a choice as it supports rich queries and indexing for more efficient queries over large

datasets. During our experiments, the selection of the database does not impact
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the parallelization ratio. The proposed solution suits different databases with proper

interface and block parser.

4.6 Chapter Summary

In this chapter, we study the problem of high-efficiency supply chain traceability.
First, we depict the system model and formally define the traceability problem as
a graph searching problem. Then, a parallel searching algorithm is proposed, in
which the maximum flow theory is used to maximize the parallelization ratio. The

experimental results show up to 85.1% reduction of the product tracking time.

In the future, we will study the algorithm to further boost the time efficiency by
considering the sequence of parallel searches in blockchain-based supply chain trace-
ability. Moreover, We will also consider integrating the real-world blockchain-based

supply chain system with the proposed tracing solution for a more significant impact.
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Chapter 5

Conclusion and Future Directions

Supply chain management contributes to remarkable market value, playing a vital
role in the global economy. However, the underlying technologies are underdevel-
oped, especially from the computer science perspective. In particular, the data from
various supply chain stakeholders are not interoperable, leading to high operation
costs. Moreover, the traceability service is not provided in most modern supply

chains, which brings severe concerns in terms of product quality.

This thesis employs the latest blockchain technology in supply chain management and
develops blockchain-based supply chain management, connecting various supply chain
stakeholders and providing traceability services. Product information stored on the
blockchain cannot be tampered with once stored. Moreover, the product records can
be authenticated without centralized authorities. We have developed novel methods

of big data sharing and high-efficiency traceability for the supply chain management.

The future directions are twofold as follows. On the one hand, this thesis only presents
prototypes of supply chain management, and real-world deployment needs to be done
to examine our solution. The practical and technical challenges may be discovered
through large-scale deployment. On the other hand, we will explore methodologies,

approaches, and mechanisms to improve the quality of supply chain services.
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