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ABSTRACT

Blockchain technology ensures immutability, transparency, and decentralization of
transaction information. Originally designed to support cryptocurrency, blockchain
technology has been integrated into applications in various domains. Yet, native
adoption of blockchain technology may not fulfill all security requirements of the
target applications. We realize that by integrating proper cryptographic primitives
on top of the blockchain technology to some applications, the security and perfor-
mance can be improved.

In this thesis, we explore three different blockchain applications beyond cryp-
tocurrency. We propose new designs with enhanced security and performance for
each scenario. Specifically, we made the following contributions:

(1) We proposed a blockchain-based e-voting system which does not rely on
a single trusted party. The system achieves verifiability, eligibility, fairness, and
anonymity. Specifically, we combined threshold cryptographic technique, ElGamal
decryption scheme and blind signature to address the issues of single trusted party
and efficiency. In addition, the time complexity of all voter functions is constant,
which is efficient and practical for real-world scenario.

(2) We proposed an efficient message authentication system for vehicular ad-hoc
network (VANET') which allows revokable transparency, without requiring an online
security mediator or an additional secure communication channel. In particular, we
combined a new revocable signature scheme, KUNodes algorithm, cuckoo filter and
blockchain technology to achieve the security, efficiency and functional requirements
of our system. The proposed digital signature supports batch and online/offline
verification. It also avoids the of digital use certificate and bilinear pairing for

efficiency concerns. Besides, our experiment results also showed that our roadside

v



unit (RSU) assisted signature verification protocol had a significant improvement
on the overall efficiency.

(3) We proposed an efficient blockchain-based supply chain management sys-
tem for regulated industries. Our proposal scheme was based on practical settings
and designs from the literature. In particular, we support four logistic behavioral
patterns, quality management and different scenarios of tracing for regulation en-
forcement and anti-counterfeiting. In addition, we introduced a threshold twisted
ElGamal decryption scheme for maintaining better privacy and auditability. Cur-
rently, our system has been deployed to and applied in pharmaceutical companies

in China.
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CHAPTER 1
INTRODUCTION

The concept of blockchain can be traced back to 2008 when Satoshi Nakamoto [74]
proposed a new distributed digital currency and payment system called Bitcoin. The
term blockchain is named because of its data structure in which data are divided
into blocks and linked as a data chain through cryptographic hashes. This design
can ensure data is immutable in the system. In other words it provides data in-
tegrity which is required in many applications. After the success of Bitcoin, many
digital currency projects based on blockchain technology were launched. Since these
systems rely on cryptographic algorithms to maintain their security, nowadays they
usually referred to as cryptocurrencies. They formed the mainstream application of
blockchain.

In 2014, a new blockchain system, Ethereum, was proposed by Vitalik Bu-
terin [10]. It demonstrated how blockchain can serve as a generic platform and
support applications in different fields besides cryptocurrency. According to the
latest review [47], blockchain applications can be classified to 23 different fields,
including finance, government, transportation, healthcare and supply chain. Until
2018, 151 literatures on blockchain applications appear in top conferences/jour-
nals [47]. Besides, the surveys from PwC [79, 80] also showed the increasing interest
of blockchain applications from the business and industry.

Undoubtedly, research in blockchain applications is popular and has a huge im-
pact to the world. According to [47], cryptocurrency and financial applications draw
the most attention in blockchain research, although other areas can also create huge
value by adopting blockchain technology [79, 80]. Therefore, we would like to inves-
tigate specifically on blockchain applications in non-financial fields. We will present

three applications, namely, electronic voting (e-voting) system, message authentica-



tion scheme for vehicular ad-hoc network (VANET) and supply chain management

system, in this thesis.
1.1 Threshold Electronic Voting System

Government services are very important functions for the society. It is in the top 3
most valuable fields of blockchain application developments [79]. E-voting, as an es-
sential field of government services, has gained considerable amount of interest over
the years. In 1981, Chaum [12] introduced the idea and proposed a concrete design.
The proposed scheme empowers voters to cast their vote remotely and ballots can be
transmitted securely through the internet. Due to the remote nature and the impor-
tance of e-voting, it is easily a target of attackers. In detail, a secure e-voting system
should satisfy soundness, completeness, eligibility, unreusability, verifiability, fair-
ness and privacy [32]. Usually, they are achieved by using cryptographic techniques
such as mix-net [12], homomorphic encryption [81], linkable ring signature [64] and
blind signature [13]. A brief review of these techniques is given below.

Mix-net is a technique to remove linkage between the voters’ identities and their
ballots by means of shuffling the data. Homomorphic encryption enables user to
perform arithmetic operations directly in ciphertext domain, which provides pri-
vacy and speed up vote tally in an e-voting scheme. Linkable ring signature allows
the system distinguishes the unauthorized voters while at the same time hides the
identity of voter among all legitimate voters. However, efficiency is a common issue
from these approaches. Mix-net and homomorphic encryption have high computa-
tional costs due to the fact that the participants are required to generate additional
proof of correctness for their operations. In linkable ring signature scheme, at least
one of the operations, the sign and veri fy algorithm, is linear to the anonymity set.

Thus, it is not suitable for voting system with a large number of legitimate voters.



In addition, the complexity of the proof generation also limits homomorphic encryp-
tion to only support small number of choices in a voting. Enabling an authority to
certify voters’ ballots in a privacy-preserving manner and with constant cost, blind
signatures are usually adopted in e-voting systems. Nevertheless, the system relies
on a single trust party. Consequently, a compromised authority is able to create
unlimited fake ballots, which is a huge problem.

The aforementioned approaches can achieve different security requirements and
could be combined to establish a secure e-voting system. In addition to the cryp-
tographic approaches using in the voting process, a secure e-voting system requires
a trusted public bulletin board for publishing the final result. In order to con-
struct a public bulletin board which is trusted by all participants, integration with
blockchain technology can be one of the possible solutions. McCorry et al. [72] intro-
duced a new decentralized e-voting system in 2017. The system built on Ethereum
network and achieved self-tallying. Due to the concern of platform dependency,
Yu et al. [99] also proposed a platform-independent secure blockchain-based voting
system recently. Although these solutions provided self-tallying protocol for bet-
ter data integrity during vote counting, they still depend on a single trusted party
during voters registration and not efficient enough for practical scenario.

In our study [36], we propose a novel and efficient e-voting system with reduced
trust. We adopted blind signature, public-key encryption, blockchain and threshold
cryptographic techniques to implement our secure e-voting system. By applying
threshold blind signature scheme, it increases the overall system efficiency while at
the same time mitigates the risk of authorities being compromised. In comparison,
it is more efficient than linkable ring signature, especially when there is a large num-
ber of legitimate voters. Compared to a typical blind signature, at least a threshold

number ¢ of authorities, not only a single authority, must sign together for grant-



ing a right to an eligible voter during registration phase. To achieve fairness, all
ballots are encrypted by ElGamal encryption, and the decryption key is distributed
through threshold techniques so that it requires a threshold number ¢* of authorities
to decrypt the ballots and perform counting together. Similarly, blockchain tech-
nology is adopted to further reduce the trust between participants, all messages in
the system are required to transmit over a blockchain network. Besides, our sys-
tem achieves the fast-tallying property as homomorphic encryption does, while our
system has no limit on the number of ballots choices. Finally, we conduct an exper-
iment to measure the efficiency of the system. The result shows that the efficiency

is competitive.

1.2 Message Authentication for Vehicular Networks

Transportation is another very important social function in our life. Due to the
rapid development of wireless technologies, intelligent transportation system (ITS)
is proposed in the metropolitan cities for enhancing the safety and efficiency of
transportation system. Vehicular ad-hoc network (VANET), as a key component in
ITS, facilitates vehicles on the roads to share information with each other in real-
time. Since the wireless nature of VANET, adversary could easily monitor, alter and
forge messages over the wireless network. Therefore data authenticity of messages is
the main security requirement in VANET. Besides, the privacy of message senders,
the vehicles, should be protected. However, the trusted authority is responsible
for investigations and revocations of any malicious or misbehaving vehicle, trusted
authority should be capable of revealing the real identity of message sender and
vehicle when needed.

In recent years, certificateless signature schemes are being used to build a secure



and privacy-preserving VANET [41, 63, 25, 52|. But they suffer from two major
issues. Firstly, efficiency in message authentication is low. Either the scheme imple-
mented by map-to-point hash functions or bilinear pairings has high computational
cost. On the contrary, the communication device of vehicles, also known as on-
board units (OBUs), only have limited computational power. Secondly, the existing
schemes lack efficient revocation mechanisms. In order to achieve revocation, one
of the existing approaches is to introduce an online security mediator (SEM) [49].
SEM is used to manage part of the private key and issuing tokens to vehicles. But
this approach adds additional communication cost and requires setting up a secure
channel between SEM and vehicles. Another approach requires a key generation
center (KGC) to maintain a revocation list [101], but its computational complexity
is linear, which is not scalable if there is many of vehicles in the networks.

In our research [59, 60], we aim to improve the overall efficiency and reducing
the trust of message authentication scheme for VANET. Our proposed scheme has a
number of improvements on existing schemes. Firstly, we employed an efficient sig-
nature scheme to the protocol. Our scheme is implemented without the computation
intensive elements, such as bilinear pairing. Also, part of the signature generation
steps can be precomputed offline during the vehicle idle time, which can increase the
overall efficiency. Secondly, considering the messages may overload the OBU when
the vehicles’ density is too high, we also introduced a roadside unit (RSU) assisted
approach. The RSU, with relatively more computational capacity, executes a batch
verification algorithm of the signature scheme, then it converts the result to cuckoo
filter [31] and broadcasts it to the nearby vehicles. OBU can retrieve the validity of
those signatures by very efficient assertion tests, instead of verifying each signature
by itself.

In our scheme, OBU on a vehicle is responsible to sign and verify messages on



VANET. A full private key is formed by initial partial secret key isk, time key
and a random secret value. KGC would maintain a revocation list and refresh
the time key periodically. Vehicles would not receive any new time key if they
are revoked. We further improve the efficiency for key update process by adopting
KUNodes algorithm, which is a node selection algorithm. As a result, revocation
achieves logarithmic complexity to the number of vehicles in the VANET. Besides,
the time key is directly updated by KGC and broadcasted through public channel,
no additional trusted SEM or secure channel is required. Since the VANET relies
on a secure KGC, we introduce blockchain to record the revocation activities of
KGC, which can provide revocation accountability and enhance the transparency

and accountability of the KGC.

1.3 Supply Chain Management System

Due to globalization, manufacturing process becomes more complex nowadays. The
study of supply chain management system has gained considerable amount of in-
terest over the years. It is especially important in food and drug manufacturing
industries, since it may cause huge impact on human life and they have to be regu-
lated. However, due to the complex logistic flows in the supply chain, it dramatically
increases the difficulty for government to enforces regulation and for customers to
determine counterfeit goods. Thus, supply chain management system is essential
to providing traceability for the products and accountability for the manufacturing
and logistic processes.

In supply chain management, one of the biggest challenges is the communica-
tions among a huge number of stakeholders, including suppliers, manufacturers,

wholesalers, distributors and retailers. This kind of large-scale inter-organizational
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Figure 1.1 An example of a supply chain in regulated manufacturing industry

systems (IOSs) was originally considered as a market strategic decision for reduc-
ing transaction cost [70]. Choudhury [17] investigated the problem and classified
three patterns of I0Ss. Based on this, Benchini et al. [5] modeled the behavioral
patterns and proposed a supply chain traceability system based on electronic data
interchange (EDI). However, when the system is designed for achieving cost effi-
ciency, the traceability is highly dependent on the trust of all participants. As such,
there is a risk of data being tampered during investigation by regulation authority.
Figure 1.1 provides an example of a supply chain in regulated manufacturing indus-
try. Ensuring data integrity in each step of the supply chain can be challenging for
regulatory authority.

Blockchain-based supply chain systems are being proposed to address the issue.
Furthermore, according to a recent work [35], blockchain-based solutions have a
positive impact on the customer trust, especially on unfamiliar retailers. As a new
distributed ledger technology, blockchain is known for its decentralization and im-
mutability properties. As such, it appears to be an effective solution for regulation

authorities and general customers to detect data tampering in the above-mentioned



data integrity issue in supply chain systems. Early efforts [42, 43] discussed how
blockchain can be applied to food and drug traceability. However, these proposals
are at the conceptual state and its efficiency are evaluated based on simulations or
prototyping. Recently, comprehensive solutions [85, 95, 73] were developed. How-
ever, these solutions focus mainly on products tracking and do not consider other
essential features [14] of practical relevance, such as digital identity management
and quality monitoring. Moreover, these solutions do not consider the existing lo-
gistic behavioral patterns of real-world scenarios, where supply chain flows form
a complex directed acyclic graph (DAG). To the best of our knowledge, only [43]
and [95] in the existing blockchain-based solutions consider a supply chain with a
DAG structure. Besides, none of them explicitly implements multi-hop tracing and
considers how to trace product without unique identifier (UID). These features are
essential in anti-counterfeiting scenarios in reality.

We worked closely with drug manufacturers and wholesalers in China to develop
a blockchain-based supply chain system for real-world usage. We realize that the
common assumption in existing solutions may not apply to drug manufacturing.
Specifically, many existing solutions assume the existence of a UID for each product,
which is often unavailable in practice. The Chinese government has strict regulations
on the production of packing materials of drug products [75]. Each modification
of the packing contents, including description text, batch number, serial number
and expiry date, requires an explicit approval by relevant authorities. Indeed, the
smallest unit of “tracking” is often a product batch (a product batch is a group of
identical items produced together; each batch goes through the same stages in the
production process). In case of fault, it is often the smallest unit to be recalled.
Besides the pharmaceutical industry, we note that batch production is also common

in the production of electrical goods, clothing, and fast food, etc. Furthermore,



there are numerous procedures and regulations [89, 76| for the practitioners to follow
during the production and logistic processes. A robust system for such settings is
required to record all essential activities, timestamps and participants for auditing
purposes. However, there is no existing solution considering this scenario.

In our study [56], we proposed a blockchain-based supply chain management
system for traceability, regulation and anti-counterfeiting, which has a number of
improvements when compared with existing proposals. Firstly, we proposed three
logarithmic traceability algorithms and event-logs-query-free approach to enhance
supply chain tracing efficiency for anti-counterfeiting scenario. Secondly, consider-
ing the needs of regulation enforcement, we also introduced supply chain quality
management in our system. Apart from the logistic information in a supply chain,
all activities of regulatory procedures, such as manufacturing logs, are recorded in
our system. In addition, actor-based authentication is employed for accountability
of the quality management. Thirdly, our proposed smart contracts and traceability
algorithms support all four basic logistic behavioral patterns and multi-hop rout-
ing, which can handle the network graph created by logistic activities. Furthermore,
composed identifier is used in one of the tracing algorithm for addressing the scenario
if unique identifier does not exist. Finally, based on our evaluation of the imple-
mentation and comparison of existing works, the system is efficient for real-world
settings and provides a more complete solution to supply chain management.

We further enhance our system by introducing a threshold twisted ElGamal
decryption scheme for maintaining better privacy and auditability. The scheme en-
ables participants to encrypt their sensitive information, such as price and quantity
of sale, before recording them in blockchain. Ciphertext could be decrypted only
if ¢ decryption keys owners, typically regulation authorities, working together. The

scheme also supports homomorphic addition, and it is zero-knowledge-proof (ZKP)



friendly. Thus, it can improve privacy and security of the system.

1.4 Related Works

1.4.1 Related Works of Electronic Voting System

Four cryptographic approaches are commonly adopted in the e-voting system for
achieving anonymity and verifiability, namely, mix-net [12];homomorphic encryp-
tion [81], linkable ring signature [64] and blind signature [13]. Recently, blockchain
was also adopted in e-voting system to address the trust issue on vote result pub-
lishing.

Mix-net was firstly proposed by Chaum [12] in 1981. It uses a number of mixes
to shuffle and remask the ballots in e-voting system. As a result, it breaks the
linkage between the voters’ identities and their ballots. In 1995, Sako and Kil-
ian [84] developed a concept called universal verifiability, which requires each mix
to generate proof for the complete correctness of its operation, to reduce the trust
assumption. Afterward, a new technique called randomized partial checking mix-
net was proposed by Jakobsson et al. [46] for building a robust e-voting systems in
2002. Instead of requiring complete correctness proofs, it uses randomized partial
checking. However, the proofs are still hard to generate and verify due to its compu-
tation complexity, and its first implementation had not been made until [34]. The
efficiency of mix-net based e-voting scheme was further improved in [33], although
the proofs generation is still a bottleneck.

Homomorphic encryption was proposed by Rivest el al. [81] in 1978. It is another
widely adopted approach for privacy-preserving in e-voting system. It allows teller

aggregates voters’ encrypted ballots in ciphertext domain during vote counting. To

10



be more specifically, Paillier encryption [83, 96] and ElGamal decryption [54, 57| are
adopted in existing e-voting systems. Based on the models introduced in [18; 21,
6], Cramer et at. [21] proposed a distributed scheme for multi-authorities in 1996.
It is further enhanced in [20] and became the first optimal scheme for large scale
e-voting system by means of threshold cryptographic techniques. Nevertheless, this
scheme only supports binary (yes or no) voting and requires additional ZKP for the
correctness of each undecrypted ballot processing. In general, it is hard to implement
multiple choices e-voting systems with homomorphic encryption approach due to
the computational complexity of the proof generation, while it is more suitable for
e-voting system with small number of candidates when comparing with mix-net
approach [1]. However, it can be combined with mix-net [87] as a mix-type e-voting
scheme to improve the overall efficiency.

Linkable ring signature was proposed by Liu et al. [64] in 2004. It can be used in
e-voting system to ensure the authenticity and anonymity of ballots. The signature
size is originally linear to the anonymity group size. In spite of the improvement
that signature size can be reduced to constant size in some schemes [27, 93], the
time complexity of either the signature generation or verification algorithm is still
linear to the group size. This makes linkable ring signature not suitable for e-voting
system with large number of legitimate voters. On the contrary, blind signature [13]
is another commonly adopted signature scheme which is efficient and independent to
the number of voters. It is often applied in voter registration and vote casting. It can
prove the ballot authenticity while still protect the voter privacy. In 1992, Fujioka et
al. [32] introduced blind signature into e-voting system. In addition, Okamoto [77]
proposed the first practical receipt-free e-voting scheme for large-scale election in
1997. Although blind signature enables e-voting system to support large number of

voters, it requires a trusted authority to be the signer. If the signer is compromised
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by attacker, it will be able to counterfeit as many ballots as its wish. To address
the issue, Juang et al. [50] proposed an e-voting scheme which supports distributed
authorities by means of applying threshold cryptographic techniques [26]. Recently,
Mateu et al. [71] proposed a new method which achieved public verifiability in their
threshold e-voting system.

Recently, blockchain technology is adopted to construct e-voting system. In
2015, Zhao et al. [102] proposed the first blockchain-based e-voting system based
on Bitcoin [74]. This system adds ZKP to fulfill additional security requirements,
but it only supports binary vote. In 2017, Tarasov [91] proposed a blockchain-
based e-voting system based on the Zcash payment protocol [40]. The anonymity
of voters can be ensured by Zcash protocol itself, however it assumes there is a
trusted third-party to guarantee the correctness of voting result. In the same year,
McCorry [72] proposed the first decentralized self-tallying e-voting protocol using
Ethereum [10] smart contract, with the constraint that it can only work with binary
vote and 50 voters as maximum. More recently, Yu et al. [99] pointed out that exist-
ing blockchain-based e-voting systems highly depend on the underlying blockchain
protocol which caused correctness and receipt-freeness were hard to achieve. So they
demonstrated the construction of a secure blockchain-based e-voting system without
any platform dependencies. In 2019, Lin and Zhang [62] proposed a new “efficient
one-out-of-T” ZKP to construct a blockchain-based self-tallying e-voting protocol.
Although the efficiency of prove and verify operations was improved compared to
typical ZKPs, it was still linear with respect to the number of voters, and therefore

only suitable for small-scale anonymous voting.
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1.4.2 Related Works of Message Authentication for Vehic-

ular Networks

Due to the nature of VANET, both security and efficiency of the network is im-
portant to the drivers’ safety. In order to secure the message being broadcasted in
the VANET, message authentication is required. Because of the performance con-
sideration, certificateless signature scheme is commonly used in VANET. In 2003,
Al-Riyami and Paterson [82] proposed the certificateless public key cryptographic
(CL-PKC). In the next year, Lee [100] introduced a generic construction of certifi-
cateless public key signature (CL-PKS) scheme by transforming from any identity-
based signature scheme. In 2007, Au et al. [4] defined a new security model for
CL-PKS, which takes a new malicious KGC attack into consideration. In general,
many CL-PKS relies on bilinear pairings, which has relatively high computational
cost when comparing with scalar multiplication over elliptic curve (EC) group. So
He et al. [37] proposed the first pairing-free CL-PKS in 2012. More recently, Yeh
et al. [98] proposed a CL-PKS scheme for the smart object in the internet-of-things
(IoT) network. However, Jia et al. [48] discovered the security flaws of it, thus they
proposed another CL-PKS solution for IoT deployment.

In order to support revocation in CL-PKC, there are several approaches. The
first approach is mediated certificateless scheme which is proposed by Ju et al. [49]
in 2005. In this scheme, the private key is divided into two parts, the SEM can
manage the revocation by rejecting token requests from revoked users. However, this
approach requires SEM to maintain secret values of all users, which increases the risk
to be targeted by attackers. The second approach is proposed by Sun et al. [90] in
2014. The private key in this scheme is composed by several parts. One of the parts,

time key, is refreshed and distributed by KGC periodically. To perform revocation,
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KGC should refuse the key refresh for any revoked users. In 2015, Zhang and
Zhao [101] proposed to use revocation list to construct an efficient revocable CL-PKS
scheme. Recently, Du et al. [29] proposed an outsourced revocable certificateless
signature (ORCLS) scheme, which outsources the computational expensive process
to the cloud.

Considering the large number of messages being broadcasted in the VANET,
batch signature verification is adopted in some works. In 2015, He et al. [38] pro-
posed an efficient identity-based VANET authentication scheme which adds batch
signature verification as a component. In addition, bloom filter [7], a probabilistic
data structure for set-membership assertion, is added to assist the batch verifica-
tion [16, 55]. In 2016, Malhi and Batra [68] proposed an authentication framework
which uses two bloom filters to perform MAC address and pseudonym check. More
recently, Cui et al. [23] introduced cuckoo filter, another set-membership asser-
tion structure, to the message authentication scheme for VANET. However, Lim-
basiya [61] stated that [23] still have the key escrow problem from the identity-based
cryptographic.

Recently, blockchain technology is being adopted to VANET, because it can
provide decentralization, high availability and data integrity preserving. In 2018,
Malik et al. [69] integrated blockchain to VANET for reducing dependence of KGC.
The proposed system can reduce communication overhead between KGC and RSUs,
also it improves the efficiency of revocation. In 2019, Ali et al. [2] proposed a
blockchain-based CL-PKS scheme, which uses two blockchains to store the pseudo-
identities of revoked and non-revoked users. As a result, it achieves the revocation

transparency over the networks.
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1.4.3 Related Works of Supply Chain Management System

The history of supply chain management system can be traced back to 1985 when
Cash [11] reviewed on how inter-organizational systems (IOSs) influenced the man-
ufacturing industry. In its early stage, supply chain management systems are de-
signed for reducing transaction cost in the value-added chain of manufacturing [70].
In 1997, Choudhury [17] proposed the three common patterns of IOSs, namely, elec-
tronic monopolies, multilateral IOSs and electronic dyads. The electronic dyads
pattern is a type of peer-to-peer (P2P) network, where each organization directly
connects with each of its business partner through independent electronic links. It
is common that electronic data interchange (EDI) is adopted as a message standard
in electronic dyads.

The word traceability is added into ISO8420:1994 [45] for quality management
and quality assurance. In 2002, van Dorp [28] summarized the development of
existing traceability systems. In 2008, Benchini et al. [5] proposed a new supply
chain system and modeled the behavioral patterns in logistics. Since then, many
works [92, 39] focused on the food and drug supply chain system. Recently, due to
the improvement in wireless communication, radio frequency identification (RFID)
and the internet-of-things (IoT) are introduced to supply chain systems [53, 65, 39]
as well. Although there are more data to assist the quality management in supply
chain system, there is a trust issue on these centralized systems. Data tampering
can be easily conducted if a malicious organization wants to circumvent government
regulations.

Recently, blockchain-based supply chain systems were proposed to address this
issue. In 2017, Chen et al. [14] proposed a blockchain-based supply chain qual-
ity management framework. They described different modules required in the sys-

tem, including digital identity management, quality monitoring and control, logistics
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planning and demand analysis. In 2018, Hua et al. [42] proposed a system for agricul-
tural products. However, these systems remain conceptual and no actual implemen-
tation is conducted. Drugledger [43] is a blockchain-based system, extended from
Bitcoin [74]. The system provides traceability and identity management. However,
its design relies on the unspent transaction output (UTXO) model and the proposed
data structure does not cater for tracking the internal process of the organization
down to the employee level. Since the personnel in the manufacturing process may
change, it is hard to define the owner of a transaction output. In 2019, Aniello
et al. [3] proposed to adopt physically unclonable function (PUF) in blockchain-
based supply chain system for anti-counterfeiting purpose. This technique requires
special hardware, which may hinder its deployment in practice. More recently, a
blockchain token based solution was proposed [95]. It used an Ethereum [10] token
standard (ERC721 [30]), known as non-fungible token (NFT), to keep track of var-
ious logistic activities. However, the solution misuses ERC721 and adds quantity
field to smart contract, where quantity field is removed from ERC721 intentionally.
PharmaCrypt [85] is another recent blockchain-based drug supply chain system. It
requires the manufacturer to scan barcode for each product and upload the data of
the shipping box to blockchain. This process is inherently inefficient and not prac-
tical when the batch size is large. In 2021, Musamih et al. [73] proposed another
Ethereum-based solution with implementation details, with testing and validation.
However, both [85] and [73] did not consider all logistic behavioral patterns in their
design, hereby could not handle integration and division lots where it is very com-
mon in reality. Currently, most of the existing blockchain-based solutions are still
in prototyping phase and most of them focus on traceability only, with less efforts
spent on other essential features, like identity management, quality monitoring and

privacy preserving, for supply chain systems.
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1.5 Thesis Organization

In the next chapter, Chapter 2, the preliminaries of the report is given. Followed
in Chapter 3, we present our contributions to blockchain-based threshold e-voting
system. In Chapter 4, we present our design of efficient message authentication with
revocation transparency using blockchain for VANET. After that, in Chapter 5, we
present our contributions to blockchain-based supply chain system for traceability,
regulation and anti-counterfeiting. Finally, in Chapter 6, we give a conclusion of

this thesis.
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CHAPTER 2
PRELIMINARY

In this chapter, we give the preliminaries which will be used in the later chap-
ters. We aim to show some background information on the notation, definitions and
assumptions of some cryptographic primitives, algorithms and techniques which are
used in the following chapters. In particular, we will introduce the computational
assumptions used in our schemes. We also give the syntax and definitions of thresh-
old blind signature scheme, threshold ElGamal decryption scheme, Twisted ElGamal
encryption scheme, threshold twisted ElGamal decryption scheme, Cuckoo filter al-
gorithm and KUNodes algorithm. Lastly, we will describe the blockchain technology

and models we used in our works.
2.1 Notations

We use z < S to denote that  is randomly and uniformly picked form set S. We
use y < A(x) to denote that output y is generated from algorithm A with input z.
We use A(x) — y to denote that algorithm A with input x will output y.

We let G be a cyclic group of prime order ¢ with generator P. We let Z, denote
integer set {0,1,...,q — 1} while Z? denote integer set {1,2,...,q — 1}. We let
PG = (G,Gr,q, P,é) to denote that a pairing group PG composes of two groups
G, Gy of the same prime order ¢ with a generator P of G, and é denote the bilinear
mapping ¢ : (G,G) — Gr.

We use @ to denote the exclusive OR operation.
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2.2 Assumptions and Hard Problems

In our study, security of our design relies on the computational complexity of three
well-known cryptographic problems, namely, Computational Diffie-Hellman (CDH)
Problem, Decision Diffie-Hellman (DDH) Problem and Gap Diffie-Hellman (GDH)
Problem. We assume these problems are hard. The descriptions of each crypto-

graphic problem are given below.

e Computational Diffie-Hellman (CDH) Problem. Given a triple of group
elements (P, P%, P’) € G, where a,b € Zy, find an element C' € G such that
C = P,

e Decision Diffie-Hellman (DDH) Problem. Given a quadruple of group

elements (P, P?, P’, P¢) € G, where a,b,c € Zy, decide whether ¢ = ab.
e Gap Diffie-Hellman (GDH) Problem. Given a triple of group elements

(P, P, P’) € G, where a,b € Z;, and a DDH oracle, which answers DDH

problem, find an element C' € G such that C' = P%.

2.3 Threshold Blind Signature

The (t,n)-threshold blind signature scheme [94] contains four algorithms, namely,
Setup algorithm (T'BU), KeyGeneration algorithm (T'BK), SignatureGeneration
algorithm (T'BS) and SignatureVerification algorithm (T'BV'). Its security is
based on GDH hard problem. In this scheme, TBK and T'BS are two interactive

protocols. We denote n players in this protocol as {L1, Lo, ..., L, }.

1. Setup algorithm (T'BU)
With the input security parameter 1%, this algorithm outputs public parame-

ters param = (PG, H), where PG is a pairing group such that PG = (G, G,
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q,P,é). Let H : {0,1}* — G denotes a one-way function. In the following

algorithms, param is an implicit input.

. KeyGeneration protocol (I'BK)
In this interactive protocol the secret key is distributed to the n players but
does not appear explicitly in the protocol. Let {L;}! , denotes the players.

For each L; computes the followings:

(a) Randomly picks parameters a;; & Zy for 3 = 0,1,...,t — 1 and forms

polynomial f;(z) = ajo + anx + ...+ a; 27t

(b) Computes and broadcasts P*i for j = 0,1,...,¢t — 1 and sends f;(j) to

player L; for j =1,2,...,n;j # 1.

(c) Player L; will receive f;(i) from L; for j =1,2,...,n;j # i, L; verifies if
the equation P =[]/} Pairi® holds. If the check fails, L; broadcasts

a complaint against L.

(d) L; computes the secret share s; = > ;_, fx(i) and public share Q; = P*,

which will be broadcasted to all other players.

After executing the protocol, the secret key is set as s = > | a0, the public

key is set as @ = P*, which can be computed by @ =[], P*°.

. SignatureGeneration protocol (T'BS)
This protocol allows user A to obtain a blind signature on the message m from

t signers. Let S = {L;|1 < i <t} denotes the set of ¢ signers. For the ease

%

of presentation, we use w; to denote [] €St T The protocol is runs as the

followings:

(a) User A randomly picks r & Zy, and blind the message m by computing

!/

m' = H(m)". User A sends m’ to every signer L; € S.
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(b) Each signer L; computes o; = m™* and sends o; to user A.

(c) User A validates o; by checking whether the equation é(oy, P) = é(m/*,

Q);) holds. If it does not hold, user A sends m’ to the signer L; to request

a valid o; again. Otherwise, user A computes the signature o on message

mas o = ([[,eg0i)™"-

4. SignatureVerification algorithm (T'BV')
The algorithm accepts the signature ¢ on the message m if the equation

é(o, P) = é(H(m), Q) holds, otherwise it rejects.

2.4 Threshold ElGamal Decryption

The (t*,n*)-threshold ElGamal decryption scheme [36] contains four algorithms,
namely, Setup algorithm (TEU), KeyGeneration algorithm (TEK), Encryption
algorithm (T EC') and Decryption algorithm (T'ED). Its security is based on DDH
hard problem. In this scheme, TEK and T'ED are two interactive protocols. We

denote n* players in this protocol as {L}, L}, ..., L} }.

1. Setup algorithm (T'EU)
With the input security parameter 1*, this algorithm outputs public parame-
ters param = (PG), where PG is a pairing group such that PG = (G, Gr, q, P, é).

In the following algorithms, param is an implicit input.

2. KeyGeneration protocol (TEK)
Same as the T'BK protocol of the threshold blind signature scheme, each
player L} randomly picks a;; & Zy in the polynomial fi(z) = aj+anz+...+
a;;12'" and sends f;(j) to L¥. The secret share of L¥ is st = S0, fu(i).

The corresponding public share is Q7 = P*, which will be broadcasted. As
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a result, the secret key is set as s* = Zzl a;o and the public key is set as

QF = P = H?Zl P%o_ The whole algorithm can be written as TEK —
(Q*, s, Q7 s7), fori e {1,2,...,n*}.
3. Encryption algorithm (T EC)

With the input message m and public key *, randomly pick a number k & Z,

and computes the ciphertext as C' = (Cy, Cy) = (P*, mQ**).

4. Decryption protocol (TED)
This protocol requires t* decrypters to decrypt the ciphertext C' together. Let
S* = {Lf|1 <i <t} denotes the set of t* decrypters. The protocol is run as

the followings:

(a) Each decrypter L} computes w; = [[;cg- js ]JTI and m; = Cl_w"sg, then

broadcasts m; to others.

(b) After receiving m;, verifies if the equation é(m;, P) = é(C; ", @Q;) holds.
If it does not hold, broadcasts a complaint on L.

(c) Finally, the decrypted message m’ can be computed as m’ = Cy- Hle m;.

Correctness. Let f(x) be a polynomial, where f(z) = ag+aiz+...+a;_12" ! =

*

S, fi(z). Therefore, s* can be expressed as s* = > a0 = ap. We use the

Lagrange interpolation, s* can be derived from sf. The decrypted message m’ can
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be expressed as,

t* t*
—w; s}
=1 =1

t* _ . '
=Cy- H C'; [iess jzi 75 20=1 fr ()

i=1

t* -
— 0y JJ oy e =70
=1

=Cy- 070 =0y 00

:mPsk_P—sk:m

2.5 Twisted ElGamal Encryption

The twisted ElGamal encryption scheme [15] is a ZKP-friendly additive homomor-
phic public key encryption (PKE) scheme. It contains four algorithms, namely,
Setup algorithm (EU), KeyGeneration algorithm (EK), Encryption algorithm

(EC) and Decryption algorithm (E D). Its security is based on DDH hard problem.

1. Setup algorithm (EU)
With the input security parameter 1*, this algorithm outputs public parame-
ters param = (G, g, h), where G is a cyclic group such that G = (G, ¢, P) and
(g, h) are two random generators of G. In the following algorithms, param is
an implicit input.

2. KeyGeneration protocol (EK)

Randomly pick secret key s & Z;, and output public key @ = g°.

3. Encryption algorithm (EC)
With the input message m and public key @), randomly pick a number r & ZLq

and computes the ciphertext as C' = (C,Cs) = (Q", h™g").
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4. Decryption protocol (ED)
With input secret key s and ciphertext C, compute R = C’ffl and m' =
CyR™' = h™, where m could be recovered by table lookup when m is small

(i.e. 32-bits).

Additive homomorphic. The scheme allows to perform addition on ciphertext

domain, such that ED (ECq(my) + ECg(ms)) = my + ma.

2.6 Threshold Twisted ElGamal Decryption

The (t',n’)-threshold twisted ElGamal decryption scheme contains four algorithms,
namely, Setup algorithm (TTU), KeyGeneration algorithm (TTK), Encryption
algorithm (TT'C') and Decryption algorithm (TTD). Its security is based on DDH
hard problem. In this scheme, TTK and TT'D are two interactive protocols. We

denote n’ players in this protocol as {L}, L}, ..., L] }.

1. Setup algorithm (TTU)
With the input security parameter 1*, this algorithm outputs public parame-
ters param = (PG), where PG is a pairing group such that PG = (G, Gr, q, g, €)
and h is a random generator of G. In the following algorithms, param is an

implicit input.

2. KeyGeneration protocol (TTK)
In this interactive protocol the secret key is distributed to the n’ players and
KGC assists the generation of the system shared public key. Let {L}%,
denotes the players. The interactions between n’ players are described as

follows:

(a) Each player L conducts the following computations.
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11.

iil.

1v.

Randomly picks parameters a;; & Zy for j = 0,1,... ;' — 1 and
forms polynomial fi(z) = ap + anz + ...+ ay_12" L.

Computes and broadcasts g% for j =0,1,...,¢ — 1 and sends f;(7)
to player L for j =1,2,...,n";j # .

Player L; will receive f;(i) from L for j = 1,2,...,n";j # i, Lj
verifies if the equation ¢/ = Z;ol g%*"" holds. If the check fails,
L} broadcasts a complaint against L.

L computes the partial secret s, = HZ,:I fr(i) and public share @} =
¢%, which will be broadcasted to all other players. Then sends a;y to
KGC.

(b) After KGC receives all a; from L, for i = 1,2,...,n, KGC computes

s'= (3" ap)! and Q' = g*, then broadcast Q'

After executing the protocol, the system shared public key and private key is

set as Q' and s’ respectively, which the decryption key s'~! is distributed to

the n’ players.

. Encryption algorithm (TTC')

With the input message m and public key @', randomly pick a number r & ZLq

and computes the ciphertext as C' = (C,Cy) = (Q"", h™g").

. Decryption protocol (T'TD)

This protocol requires ¢’ decrypters to decrypt the ciphertext C' together. Let

S" = {L|1 < i < '} denotes the set of t' decrypters. The protocol is run as

the followings:

(a) Each decrypter L; computes w; = [[;cqr s ]371 and m; = Cf}isg, then

broadcasts m; to others.
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(b) After receiving m;, verifies if the equation é(m;, g) = é(C}", Q’) holds. If

it does not hold, broadcasts a complaint on L.

(¢) Finally, compute m’ = Cy - ([[;_; m;)~' = h™ and the original message

m could be recovered by table lookup when m is small (i.e. 32-bits).

Correctness. We use the Lagrange interpolation to derive s’ from s, and h™

can be expressed as,

m' = Co/ ([T mi) = Co/(] Cy)

t/ ; ’ .
= Cof ([ e i)

i=1

t/ )
l_.[j '3 zJ]TZf(l)
=G/(J] =7 )
i=1

= Co/(C{V) = oy (Cf )

_ hmgr/(gs’r-s”1> — pm

2.7 Cuckoo Filter

Cuckoo filter [31] is a data structure for approximate set membership test. It is a
variant of cuckoo hash table [78]. It has high query performance with low space
complexity which also supports dynamic item addition and deletion. The basic
construction of cuckoo hash table and cuckoo filter are illustrated in Figure 2.1. It
contains three algorithms namely, insert, delete and query, the details are described
in the following.

The fingerprints of items are stored in a hash tables. When we perform the set
membership check, query algorithm search for the fingerprint of the searching item.

If the fingerprint is found, it represents the searching item exists and vice versa. As
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Figure 2.1 (a) Insertion and relocation of cuckoo filter (b) The hash table structure of
cuckoo filter

Figure 2.1(a) shown, each item x can have two candidate buckets for the fingerprint
storage. The indexes of these buckets are determined by two hash functions. During
insertion, the fingerprint of item is stored to one of these candidate buckets when
it is empty. If both buckets are filled, one of the existing fingerprint a in the two
buckets is kicked out and be replaced by the new fingerprint of . This triggers a
relocation and re-insertion of the kicked out fingerprint a as shown in Figure 2.1(a).
This relocation process can trigger multiple times during one insertion.

Cuckoo filter composes of a set of cuckoo hash tables, each bucket allows storing
multiple entries. In our construction, the indexes of the candidate buckets i; and i
are calculated by i; = hash(x) mod M and iy = (iy®hash(Fingerprint(x))) mod M.
The overall structure of cuckoo filter is illustrated in Figure 2.1(b). The formal spec-

ifications of the algorithms are listed in Algorithm 1 and Algorithm 2.
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Algorithm 1 Insert(z)

1: f < Fingerprint(z)
2: iy < hash(z) mod M
3: iy < (i1 ® hash(f)) mod M
4: if bucket[i1] or bucket[iz] has an empty entry then
5: add f to that bucket
6: return Done
7: else
8 i {iy, i)
9: for n <+ 1 to MarNumKicks do
10: randomly select an entry e from bucket]:]
11: swap f and the fingerprint stored in entry e
12: i < i ® hash(f)
13: if bucket[i] has an empty entry then
14: add f to bucket][i]
15: return Done
16: end if
17: end for
18: return Failure
19: end if

Algorithm 2 Query(z)

f < Fingerprint(x)

i1 < hash(x) mod M

iy < (i1 ® hash(f)) mod M

if bucket[i;] or bucket[is] has f then
return True

else

return False
end if

2.8 Binary Tree and KUNodes Algorithm

KUNodes algorithm [8] is a scalable and efficient algorithm works on a binary tree
BT'. The algorithm can be expressed as KU Nodes : (BT, RL,t) — Y. It computes
the minimum set Y of nodes which does not contain any descendants of revoked
user. Thus, the KGC can perform key update on time ¢ only to non-revoked users

with minimum computation power. In the binary tree BT, a leaf node represents a
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(a) No user is revoked (b) User ujs is revoked

) : Nodes marked as revoked by the algorithm
@ : Nodes for key update output by the algorithm

Figure 2.2 The KUNodes algorithm

user and a parent node represents all its children in that subtree. We denote v as
a node and root as the root node of BT. v; and v, denote the left and right child
of v if v is not a leaf node. Path(v) denotes the inclusive set of nodes connecting v
and root. We denote RL as the revocation list, where it contains a list of revoked
user’s leaf node v; and its revocation or key expiration time ¢;. Figure 2.2 shows the
overview of KU Nodes algorithm in revocation.

As in Figure 2.2 (a), when root is returned from the algorithm, which means all
nodes in BT are still valid and all users are non-revoked. Refer to the example of
Figure 2.2 (b), suppose users {uy, ug, us, u4, us } correspond to nodes {G, H, I, J, K}
in BT. Revocation of user uz means nodes {R, A, D, 1}, which can be written
as Path(ug), will mark as revoked. The minimum set of nodes which does not
contain any descendants of revoked user is {C, J, B} <~ KUNodes(BT, RL,t). The
complexity of key update is reduced from linear to logarithmic when this algorithm

is adopted. The pseudocode of KU Nodes is stated in Algorithm 3.
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Algorithm 3 KUNodes(BT, RL, t)
: XY 0o
: for all (v;,t;) € RL do
if t; <t then
add Path(v;) to X
end if
end for
for all x € X do
if 2; ¢ X then
add z; to Y
end if
if z, ¢ X then
add z, to Y
end if
: end for
. if Y = ¢ then
add root to Y
. end if
: return Y

e g Sy
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2.9 Blockchain Technology

A blockchain is a distributed and append-only ledger which maintains a growing
list of data blocks. Each block contains an ordered set of transactions (TXs) data,
and typically links to its predecessor through a cryptographic hash pointer. The
machines of the blockchain network are commonly called the nodes. The ledger
data is distributed and replicated across the network. Nodes that store a full replica
of ledger data is named full nodes. The machines only interact with the blockchain
but do not store any local copy are called clients. The authenticity of transactions
is ensured by digital signature. Public keys of the users are commonly encoded to
addresses, which are also used as user identifiers. Blockchain data is distributed and
synchronized among all full nodes through a consensus protocol such as proof-of-work
(PoW), proof-of-authorities (PoA) and proof-of-stake (PoS). Blocks and transactions

are validated by all validator nodes, usually the full nodes, before being added to the
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chain. Based on the distributed architecture and cryptographic techniques adopted,
blockchain can provide five properties [97], namely, immutability, non-repudiation,
integrity, transparency and equal rights. It helps the implementation of a secure
tamper-proof system.

Besides the basic assets transfer functionality, blockchain can have smart contract
for building generic applications. It is a programming script deployed to blockchain
and executed among all network nodes. A smart contract can express conditions, it-
erations and complex business logic [97] which enables developers to implement pro-
grammable transactions and develop decentralized applications on top of blockchain.

Based on access control model, blockchain can be classified to public blockchain
and private blockchain; the former is an open network that allows any nodes to join
and participate in the consensus, and the latter is a close network where a node
requires permission to be granted before joining the network. Blockchain efficiency
is highly dependent on the consensus protocol employed, and it is common that
permissioned blockchain can achieve higher transaction throughput. For instance,
Bitcoin [74] can only support a maximum of 7 transactions per second (tps) [88].
Ethereum [10] supports around 15 tps [88] in public network, while it can reach over
100 tps in private network setting [86].

In our works [36, 60], the applications are platform independent, they are con-
structed by an append-only blockchain ledger. The blockchain requires only three
basic functions, namely, initialize, store and view. In our work [56], account-based
smart contract capability is required by our design, thus Ethereum [10] is adopted

in our implementation.
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CHAPTER 3
THRESHOLD ELECTRONIC VOTING SYSTEM

In this chapter, we will describe our blockchain-based threshold e-voting system
(published in [36]). We apply several techniques including threshold blind signa-
ture scheme, threshold decryption scheme and blockchain network to construct our
proposed system. Thanks to the adoption of threshold schemes and blockchain tech-
nology, our system does not rely on a single trusted third party which may be an
issue of some existing e-voting system. In addition, our system supports distributed
voters registration and votes tallying. To ensure our system is efficient and practical
for real-life scenarios, we also give an implementation of our proposed system. The
experiment shows the time complexity in voter perspective is constant, which is

scalable.

Chapter Organization. In Section 3.1, we define the entities, phases and security
requirements of an e-voting system. The overview of our design and the details of
construction are described in Section 3.2. The analysis of our system security is con-
ducted in Section 3.3. Lastly, we give our implementation details and performance

results in Section 3.4.
3.1 Definitions

Entities. An e-voting system contains the following three entities, namely, Voter,

Organizer and Teller. Descriptions of the entities are given below.

e Voter. The entity casts a ballot. Each eligible voter can only cast one ballot

during a voting.

e Organizer. The entity which is responsible for granting rights to voters.
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e Teller. The entity counts the ballots after voting.

Phases. An e-voting system contains the following five phases, namely, Setup,

KeyGen, Register, VoteCasting and VoteCounting.
e Setup. Voters, organizers and tellers confirm the common parameters of the
system.

e KeyGen. Voters, organizers and tellers generate their own key pairs, i.e. the

secret key and public key, respectively.
e Register. Voters get voting rights from organizers through registering.
e VoteCasting. Each voter casts their ballot through the system.
e VoteCounting. Tellers count the ballots and publish the voting result.

Security Requirements. The required security properties of an e-voting system

are described as follows.

e Verifiability. Voters can verify whether their ballots are counted correctly

or not.

e Eligibility. Only eligible voters, who had registered their identities and got
permissions from organizers, can vote. Each eligible voter is allowed to vote

once and only valid ballots will be counted in the system.

e Fairness. The result is counted and reviewed only at the end of the voting.
In particular, no intermediate result of the voting, or trends, can be inferred
during the voting since it might affects decision of voters before they cast their
vote. In other words, fairness guarantees that the choice of the voters will not

be influenced by intermediate information available from the voting system.

e Anonymity. Voters can cast their ballots anonymously. In particular, no one

can reveal the ownership of a ballot.
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3.2 Our Construction

3.2.1 Design Overview

We apply two cryptographic techniques, i.e. (t,n)-threshold blind signature scheme
T B and (t*, n*)-threshold ElGamal decryption scheme 7E&, and combine them with
blockchain technology to construct our system. The conceptual design is outlined
as follows.

All eligible voters are required to register in the system. Firstly, voter generate
a one-time keys pair, then sends a registration request to organizers. After verifi-
cation of the voter’s eligibility, ¢ organizers compute 7 B together for generating a
threshold blind signature on voter’s public key, which grants the voting right of the
eligible voter. When an eligible voter casts a ballot in the system, it is encrypted
by threshold ElGamal scheme TE, whose encryption key is publicly available. After
that the encrypted ballot, signature issued by organizers, voter’s public key and
signature of ballot are broadcasted to blockchain. During vote counting, t* tellers
validate the signatures and execute threshold decryption of TE together. The de-
crypted ballots is then being published to blockchain. The overview of our design
is shown in Figure 3.1.

The system is secure and all ballots are guaranteed to be cast by legitimate
voters as long as there are less than ¢ malicious organizers and less than ¢* malicious
tellers in the system. The linkage of a ballot and its voter is protected by the
blindness property of 7B, so voters can vote anonymously. Since each voter can
only register once, and the signature on voter’s public key can be only obtained from
organizers, signing ballots with same public key means double vote. The system can

easily detect double vote and discard the invalid ballots. In addition, the threshold
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Figure 3.1 The overview of our blockchain-based e-voting system

techniques adopted are both one-round protocols with low complexity, which make

the system efficient and practical.

3.2.2 Construction Details

To construct our platform independent blockchain-based e-voting system, we adopt
the following approaches, including blockchain technology, (¢, n)-threshold blind sig-
nature scheme 7B : (TBU, TBK,TBS,TBV), (t*,n*)-threshold ElGamal decryp-
tion scheme 7€ : (TEU, TEK, TEC,TED) and signature scheme I1°% : (KeyG,
Sign,Verify).

We assume there are [ eligible voters, n organizers and n* tellers. V;, L; and T;
denote an eligible voter, an organizer and a teller respectively. V, £ and 7 denote set
of voters, set of organizers and set of tellers respectively, where V = {V}, V3, ..., V|},
L={Ly, Lo, ...,L,} and T = {1}, T, ..., T, }. In general, organizers and tellers are
played by eligible voters.

There are five phases in the system, namely, Setup, KeyGen, Register, VoteCast-

ing and VoteCounting. The details are listed as follows.
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1. Setup: On input security parameter 1%, it outputs param = (G, q, P, H) and
broadcasts on blockchain. G be a GDH group with prime order q and generator
P. H :{0,1}* — G is a one-way function. In the following algorithms, param

is an implicit input.

2. KeyGen: Each voter V; generates its public key and secret key pair (pk;, sk;)
+ KeyG in TI°% scheme. n eligible voters are randomly selected to be orga-
nizers £ = {Ly, Lo, ..., L,,} and participate as n players in 7B scheme. Then

L run TBK together to compute the followings.

e Each player L; gets its public share ); and secret share s;, where ); =

P#i. Intermediate values P% and (Q; will be broadcasted to blockchain.

e In 7B scheme, the secret key and public key are set to s and Q = P?*

respectively.

Similarly to organizers, n* eligible voters are randomly selected to be tellers
T ={11,Ts,...,T,-} and participate as n* players in TE scheme. Then 7 run

TEK together to compute the followings.

e Fach player T; gets its public share ()} and secret share s}, where )f =

P, Intermediate values P% and Q; will be broadcasted to blockchain.

*

e In 7¢& scheme, the secret key and public key are set to s* and QQ* = P?

respectively.

3. Register: By executing T'BS protocol, every eligible voter V; can obtain a
blind signature o; on its public key pk; by o; + T BS,(pk;). Each voter V;

needs to interact with ¢ players in £ in order to execute T'B.S protocol.

4. VoteCasting: Each eligible voter V; encrypts its ballot b into ciphertext C;
with the public key Q* of T scheme, i.e. C; <— T ECg-(b). Then V; generates
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signature o} of ciphertext C; using IT*% scheme with its registered secret key

sk;, i.e. o} < Signg,(C;). Then broadcast data quadruple (pk;, o;, C;, 0%) to

blockchain.

5. VoteCounting: During vote counting, a teller 7; can check the authenticity
of ciphertext by verifying signatures o; and o}. o; is verified by 7BV algorithm
in 7B scheme, it returns valid if the equation é(o;, P) = é(H (pk;), @) holds.
ol is verified by Verify algorithm in IT*% scheme, it check the validity of
signature o, on ciphertext C; using public key pk;, i.e. Verify(C;,ol) ~ valid.
If all verifications are passed, t* tellers decrypt the ciphertext C; together by
running T'E D protocol in T E scheme. The decrypted ballot b is appended to
the data quadruple, finally the result data (pk;, o, C;, 0%, b) is broadcasted to
blockchain.

3.3 Security Analysis

Our system is able to achieve the four security properties, namely, verifiability,

eligibility, fairness and anonymity.

e Verifiability. The opened ballot data quintuple (pk;, oy, C;, 0%, b) is publicly
broadcast to blockchain network. Each voter V; can verify whether its ballot

has been counted correctly or not.

e Eligibility. This property is guaranteed by the unforgeability in threshold
blind signature scheme 7B and the typical signature scheme I1°. With un-
forgeability, malicious adversary cannot forge a new valid signature, thus he
cannot forge the signature o; and o/ in the ballot data quadruple (pk;, o;, C;, ol).
This guarantees every valid ballots must be cast by an eligible voter. Since

public key pk; can be retrieved in ballot data quadruple, tellers can easily
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recognize any ballot are cast by the same voter. Thus, the system can prevent

double voting and enforce each eligible voter can only vote once.

e Fairness. Threshold ElGamal decryption scheme TE guarantees there must
be at least t* tellers to open the encrypted ballots for reviewing voting result.
When there are less than ¢* malicious tellers, no one can obtain the result

before vote counting phase, which maintains the fairness of the voting.

e Anonymity. This property is guaranteed by the blindness in threshold blind
signature scheme 7 B. Each eligible voter V; can obtain its blind signature o;
on its public key pk; to proof its identity during vote casting phase. Although
the blind signature is issued by organizers, due to the blindness property,
even the organizers cannot retrieve the identity. In addition to all informa-
tion are broadcasted through blockchain network, the system achieves highly

anonymity.

3.4 Performance Evaluation

3.4.1 Performance Evaluation

As a blockchain platform independent design, the actual system performance would
vary, based on the underlying blockchain network and consensus algorithm. The
blockchain transaction throughput can be varied from 7 tps to over 100 tps, or
even higher for a permissioned blockchain. Thus, we conducted our experiment to
focus on performance evaluation of the e-voting cryptographic protocol. We use
C-++ to implement our cryptographic library with PBC library [66] and Crypto+-+

library [22]. We choose the parameters suggested in Type A internals [67] for our
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Number of Voters
Time l 1000 2000 3000 4000 5000
Consumed ¢t/
Average Time in Register
= Total Time / [ (ms)
Average Time in VoteCasting
= Total Time / [ (ms)
Average Time in VoteCounting
= Total Time / [ (ms)
Total Time in Register (min) 0.3 0.6 0.9 1.22 1.49
Total Time in VoteCasting (min) 0.1 0.19 0.29 0.39 0.48
Total Time in VoteCounting (min) | 0.18 0.37 0.55 0.74 0.91

18.007 | 17.987 | 18.001 | 18.255 | 17.919

5.829 | 5.835 | 5.838 | 5.874 | 5.792

11.058 | 11.011 | 11.060 | 11.084 | 10.973

Table 3.1: Measure of time consumption in proposed e-voting design with
(7,10)-threshold settings
pairing group. Our experiment runs on MacBook Pro with 16 GB memory and 3.1
GHz Intel Core i5 processor.

In our proposed system, it contains five phases, namely, Setup, KeyGen, Reg-
ister, VoteCasting and VoteCounting. Since Setup and KeyGen are preparation
process of a voting, we only consider the performance of Register, VoteCasting and
VoteCounting phases. The experiment results are described as follows.

Refer to Table 3.1, we set the threshold to (7,10) in both 7B scheme and T&
scheme in our system, then we measure the time consumed ¢’ in each phase versus
the number of voters [ in the system. The average time consumed in each phase for
each voter is a roughly constant value. For example, Register phase takes roughly 18
ms, VoteCasting phase takes roughly 5.8 ms and VoteCounting phase takes roughly
11 ms. Therefore, the total time consumed in each stage is linear to the number of
voters [ in the system.

In addition, we test on the relationship between the performance and different
threshold parameters (¢, n) in both threshold blind signature scheme 75 and thresh-

old ElGamal decryption scheme TE. The average time consumed in each phase is
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(72] | [62] [99] Ours
Ring signature, Threshold blind
Cryptographic | ZKP | ZKP | homomorphic | signature, threshold
encryption encryption
Self-tallying Yes | Yes No No
Sup porF multi- No | Yes Yes Yes
candidate
Support large No No Yes Yes
number of voters
Efficiency Slow | Slow Fast Fast!

Table 3.2: Comparison between existing blockchain-based e-voting systems

slightly linear to the threshold size ¢, it only increases little additional execution
time when compares with the increment of t. On the other hand, the size of players
n does no impact on the time in all Register, VoteCasting and VoteCounting phases.

In particular, a system with (7,10)-threshold takes roughly 11 ms to decrypt
and count one ballot. Our e-voting protocol enables each teller to complete vote
counting for one million votes on a laptop in about 26.19 minutes. The efficiency can
be further improved by deploying the system to a real server cluster and executing
the vote counting parallelly. Furthermore, the efficiency can be further optimized
by moving the process of signature validation into VoteCasting phase. Thus, our

whole system is efficient and practical enough to be adopted in the real-world.

3.4.2 Comparison

In Table 3.2 summarizes the comparison between the existing blockchain-based e-
voting systems [72, 99, 62] and our proposed design. The work by McCorry et
al. [72] had a limitation in that it only supported binary vote, while other works
supported multiple candidates. Both [72] and [62] used ZKP to implement their

systems, and suppored self-tallying. However, the computational demands of ZKP

LOur design has the best efficiency on voter side when threshold ¢ was small.
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approach made them unsuitable for large-scale voting. Comparing to the work by
Yu et al. [99] and our work, we both targeted to handle large-scale voting that had
one million voters. The major difference was that they adopted ring signature and
homomorphic encryption, while we used threshold blind signature and threshold
encryption. Their design provided a technique that pre-computes and groups the
key accumulations in a setup phase, before vote casting. The computation effort
for voters was still linear to the voter size n and slower than our approach if the
threshold size ¢ was small. With the same setup time (around 40s) in their suggested
settings, we are able to generate 140-200-threshold keys, where the average time for
register, vote casting and vote counting operation are 367ms, 5.8ms and 360ms
respectively. Moreover, our system allows voters, organizers, and tellers to run the

system without the need for a system administrator to host the voting process.
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CHAPTER 4
MESSAGE AUTHENTICATION FOR VEHICULAR NETWORKS

In this chapter, we will describe our contribution (published in [59, 60]) in ef-
ficient message authentication with revocation transparency using blockchain for
VANET. We apply several techniques including pairing-free revocable certificateless
digital signature scheme, KUNodes algorithm, cuckoo filter and blockchain network
to construct our proposed system.

Thanks to the use of pairing-free signature scheme, our system can achieve higher
efficiency when comparing to some existing bilinear paring based schemes. To fur-
ther improve the revocation efficiency, our system adopted KUNodes algorithm for
time key update to reduce the complexity to logarithmic. In addition, we combine
batch verification technique and cuckoo filter to construct a roadside unit (RSU) as-
sisted signature verification, hence it can achieve even higher overall performance to
meet the practical needs of VANET. Besides, blockchain takes a role for ensuring the
security and accountability of the VANET. To further analyze the performance of
our scheme, we also give a complexity analysis on the signature scheme and perform

an experiment to measure the efficiency of cuckoo filter.

Chapter Organization. In Section 4.1, we define the entities, threats and security
requirements of a message authentication scheme for VANET. The overview of our
design and the details of construction are described in Section 4.2. The analysis of
our system security is conducted in Section 4.3. Lastly, we give performance analysis

and experiment results in Section 4.4.
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4.1 Definitions

Entities. A vehicle-to-vehicle (V2V) message authentication scheme of VANET
contains the following three entities, namely, Key Generation Center (KGC), Road-

side Unit (RSU) and Vehicle. Descriptions of the entities are given below.

e Key Generation Center (KGC). A trusted authority who assists vehicle

key generation and revocation.

e Roadside Unit (RSU). A device installed in the critical point of road for
assisting the message exchange of vehicles. The computational power of RSU

is more powerful than the on-board unit (OBU) of a vehicle.

e Vehicle. A vehicle would broadcast and receive traffic related information to
assist driving. On-board unit (OBU) is the communication device installed in

a vehicle. It has limited computational power.

Threats. There are numerous attacks on VANET [51]. For a message authentica-

tion scheme adopted in VANET, it is mainly under the following four threats.

¢ Bogus Information Attack. Adversary broadcasts fake information to net-
work on purpose. For instance, an adversary can mislead other vehicles to

other direction by broadcasting fake traffic condition warning to VANET.

e Impersonation Attack. Adversary pretends to be another vehicle and sends

malicious messages on behalf of it.

e Man in the Middle Attack. Messages may be modified by an adversary

during the middle of transmission.

e Message Replay Attack. Adversary monitors the network traffic and re-
sends a legitimate message later, which misleads other vehicles about the traffic

conditions.
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Security Requirements. By considering the possible attacks, the required security

properties of a message authentication scheme in VANET are described as follows.

e Identity Privacy Preserving. The real identity of each vehicle should be
hidden. In particular, it cannot be extracted from the transmitted messages

in VANET by adversary.

e Message Integrity and Authentication. Each user in the network is al-
lowed to verify the authenticity of messages, including to check whether a
message is sent by legitimate user and to ensure a message is not modified by

adversary.

e Non-repudiation. Sender of a message cannot deny the fact that it has done

SO.

e Traceability and Revocation. The trusted authority, i.e. KGC, is capable
to reveal the real identity of sender from a message. Once a misbehaving or

compromised user is detected, KGC can revoke its credential in the network.

e Revocation Accountability and Enhance Transparency. Since KGC
is the only trusted authority for credential issuance and revocation over the
VANET, KGC’s activities about user revocation should be transparent and

accountable for inspection purpose.

4.2 Our Construction

4.2.1 Design Overview

Our message authentication scheme for VANET is constructed by a batch verifi-
able certificateless signature C'LS scheme, KU Nodes algorithm, cuckoo filter and

blockchain technology. The conceptual design is outlined as follows.
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As the illustration shown in Figure 4.1, the message authentication flows in
VANET has eight phases. In phase 1, a vehicle submits an identity registration
request to KGC. After verification, in phase 2, KGC generates a pseudo identity
(PID) and initial partial secret key in C'LS scheme and sends to the vehicle. Then
KGC would update the time key for non-revoked vehicles periodically which is noted
as phase 3 in the figure, the non-revoked vehicles are queried by KU Nodes algo-
rithm. In phase 4, the vehicle can generate its full secret key for C'LS using the
initial partial secret key, the time key and random secret value. Afterward, the
vehicle can sign messages with the full secret key. In phase 5, the vehicle broadcasts
signed messages on VANET to provide useful traffic information to other vehicles.
The last three phases, i.e. phases 6-8, are related to signature verification. When
a vehicle receives messages in the network, it can verify the signatures locally or
use RSU assisted information for verification. In the latter scenario, RSU listens
to the messages in the vehicle network and performs batch signatures verification,
which is noted as phase 6 in the figure. Afterward, in phase 7, RSU broadcasts a
notification message, which is a cuckoo filter, to surrounding vehicles for assisting
the verification. Finally, in phase 8, vehicle can perform efficient assertion test on
notification messages instead of running signature verification.

During revocation, KGC adds the revoked vehicle to a revoked list and broadcasts
the updated list on blockchain network, which is jointly maintained by KGC and
RSUs. KGC would no longer send any new time key to revoked vehicles. Thus,
after the existing time key expired, a revoked vehicle cannot generate valid signature

anymore.
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Figure 4.1 The overview of message authentication process in a VANET

4.2.2 Basic Construction

To construct our message authentication scheme for VANET, we adopt the follow-
ing techniques, blockchain technology, batch verifiable certificateless signature C'LS
scheme, KU Nodes algorithm and cuckoo filter.

We assume there are maximum N users in the system. We denote V; as the
i-th vehicle in the network. We use RID; and PID; to denote the real identity and
pseudo identity of V;. psk;, sprp, and vpkprp, denote the partial secret key, random
secret and vehicle public key of V; in C'LS scheme respectively. We let Hy, Hy, Hj
and H, be four secure hash functions used in C'LS scheme. Ay, ¢, and t; denote the
valid time period of pseudo identity PID;, revocation time and message timestamp
respectively.

There are eleven basic algorithms and protocols in the scheme, namely, System-
Parameter-Setup, Pseudo-Identity-Generation, Initial-Partial-Secret-Key-Generation,

Time-Key-Generation, Partial-Secret-Key-Generation, Full-Key-Generation, Offline-
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Sign, Online-Sign, Individual-Verification, Batch-Verification and Revocation. The

details are listed as follows.

1. System-Parameter-Setup. On input security parameter 1%, KGC outputs
the system parameter param = (G, q, P, Hy, Hs, H3, H;). G be a cyclic group
with prime order ¢ and generator P. H,, Hy, Hs, H, are four secure hash
functions with domain {0,1}* and range Z;. Then KGC randomly select a
number « € Z; as its master secret key and sets the corresponding master
public key to P,,;, = o - P. The tuple of system parameter and KGC’s master
public key (param, P,,;) are pre-loaded by RSUs and vehicles. Besides, KGC
prepares an empty revocation list RL and a binary tree BT with N leave
nodes. Each node of BT is set to a random polynomial. Moreover, KGC

defines a genesis block and initializes a permissioned blockchain with it.

2. Pseudo-ldentity-Generation. Vehicle V; randomly picks k; € Z; and
computes PID;, = k; - P. With its real identity RID;, V; sends tuple
(RID;, PID; ;) to KGC. With the tuple as input, KGC computes PID,;, =
RID; ® Hi((a - PID; 1), At;, Pyy) and sends PID; 5 to V; if RID; does not
exist in revocation list RL. Otherwise, KGC rejects the registration request.
The pseudo identity PID; of V; is set to PID; = (PID;, PID, 5, At;), where
At; is the expiration time of PID;. To reveal the real identity from PID;,

KGC can compute RID; = PID; s ® Hy((av- PID; 1), Ati, Pyup).

3. Initial-Partial-Secret-Key-Generation. KGC generates the initial partial
secret key iskprp, of V; by Algorithm 4. iskp;p, is the identity-component of
the full secret key of C LS scheme. The algorithm randomly chooses an empty
leaf node np;p, from binary tree BT then stores PID; into this node. Then it

searches all nodes from np;p, to the root node and computes their correspond-
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ing dy and Dy. Finally, KGC sends the result iskprp, = {(¢, dy, Dg)}gepath(nPIDi)

to vehicle V.

Algorithm 4 iskGen(PID;, BT)

1: random choose an empty leaf node np;p, from BT
2: store PID; in npp,

3: for all ¢ € Path(npmi) do

4: if rg is unde fined then

5: To ﬁ ZZ

6: store ry in node 6

7 end if

8: dg <19 P

9: Dy < rg+ o+ Hy(PID;, dg)(mod q)
10: end for

11: return Z'Sk?p]Di <— {(9, de, Dg)}gepath(nPIDi)

4. Time-Key-Generation. KGC periodically updates and broadcasts the time
keys tk; to non-revoked users. tk; is computed by Algorithm 5. The algo-
rithm computes KU Nodes to query the minimal set of nodes to represent all
non-revoked users before or at time ¢,. For each node in that set, the time-
component (e, and £),) is refreshed. Lastly, KGC computes tk, and broadcasts
tk, to VANET.

Algorithm 5 tkGen(BT, RL, t,)
. for all u € KUNodes(BT, RL,1,) do

1
2 my, ﬁ ZZ

3 ey < my - P

4: E, < m, + a- Hs(t,, e,)(mod q)

5: end for

6: return tk, < {(1t, ey, Bu) } ue kKUNodes(BT,RL 1))

5. Partial-Secret-Key-Generation. After receiving iskprp, = {(6,dp, Dy)

}gepath(nPIDi) and tky = {(i, eu, Bu)}uekUNodes(BT,RL,), @ non-revoked user

of V; can compute the partial secret key by Algorithm 6. The algorithm
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checks whether there is any node in common between 6 and p, which indicates
that the leaf node corresponding to pseudo identity PID; itself or has an
ancestor in the non-revoked users set KU Nodes(BT, RL,t,). Thus, PID; is
a non-revoked user before or at time ¢.. We denote the partial secret key of
PID; as (DW1P:) EPID)) where DWPIP) = 4 - Hy(PID;, dP'P)) (mod q);
dPIP) = . p; EPID) — ;o - Hy(tr, e®TPD) (mod q) and eP'P) = m - P.
To check the validity of partial secret keys, V; can verify the following two

equation: DPIP) . p L qPID) 4 Hy(PID, dPIP)Y . P, and EFIP) . p =

P
ePIDi) 4 Hy(t,, eP1P)) . P, 4. Note that Py, PID;, t,, dP1P) and e1Pi) are

public.

Algorithm 6 pskGen(iskpyp,, tk;)

1
2
3:
4:
5
6
7

: for all (6,dy, Dy) € iskpip,, (1, €4, E,) € thy do

if 3(0, 1) s.t. 6 = p then
return pskp;p,, < (Dy, E,)
end if

: end for
: // iskprp,, tky do not have any node in common
: return pskprp,, < L

6. Full-Key-Generation. To compute the full key pair, vehicle V; randomly

chooses sprp, € Z; as its secret value and computes corresponding pub-
lic value by vpkprp, = sprp, - P. A non-revoked user with pseudo iden-
tity PID; before or at time t,, its full secret key for signature generation is
(DWIP:)  E(PID:) s5,5) and the corresponding public key for signature veri-

fication is (vpkprp,, d P, FPIP) ¢,

. Offline-Sign. A vehicle V; picks a random value w; € Z; and computes

W; = w; - P. Then it set offline signature ¢; as tuple (w;, W;) and stores it
locally. Since ¢; is independent to the message in signature scheme, it can be

pre-computed when OBU is idle.

49



8. Online-Sign. On input message m;, current timestamp ¢;, partial secret key
(DD E(PID)) “secret value sprp, and offline signature tuple ¢;, vehicle V;
with pseudo identity PID; generates the signature o; as follows. Firstly, it
parses ¢; as (w;, W;) then computes hy; = Hy(m;, PID;, d1P) PID) ypkprp. |
Wi, t;) and s; = w; + hyi - (DWIP) 1 BPIDD 4 sp0p ) (mod q). The output
signature is set to o; = (W;, 55, d 1P e(PIP)) - Finally, vehicle V; broadcasts
message quintuple (m;, PID;, 0, t;, vpkprp,) over the vehicle network.

9. Individual-Verification. Upon receiving message (m;, PID;, o;,t;, vpkpip,),
verifier can firstly verify the expiration time of timestamp ¢;. If ¢; is expired,
it drops the message. Then, it computes hashes hy = Ho(PID;, dP1P1)),
hy; = Hs(t,,e'P0)) and hy = Hy(mg, PID;, dPP0 PP ypkprp. Wi, t;)
then checks the equation s; - P = W, + hy; - (d(PIDI) + hoi - Py + e(PID1) 4
hs; - Pyus +vpkprp,). The message is treated as valid when the equation holds,

otherwise it is being rejected.

10. Batch-Verification. Our certificateless signature scheme supports batch ver-
ification. Multiple messages of (m;, PID;, 0;,t;,vpkpip,), where i = 1,23, ..., n,
can be verified all the signature together. Firstly we verify the expiration
times of all timestamps t¢; before proceeding. Then it randomly selects a vec-
tor v = vy, Vg, V3, ..., U,, Where the value of each v; is small. Finally, it validates
the equation (327, si-v;) P = 320 (Wirvs)+ 300 (hay-d TP vi) + (307 (has-
hoi - V; + ha; - hai - 0;)) - Poup + Doy (B - ePIDD) ;) + Yoy (ha - vpkprp, - v;).
The messages are treated as valid when the equation holds, otherwise they are

being rejected.

11. Revocation. When a user with pseudo identity PID; should be revoked,
KGC finds out its corresponding leaf node np;p, and revocation time ¢,. KGC

updates the revocation list RL < RL U {npsp,,t,} then the latest RL is
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broadcasted and stored on blockchain network. Records on the blockchain are

publicly accessible, any user can query the revocation list at anytime.

4.2.3 RSU-assisted Verification

In order to assist the nearby vehicles to perform signature verification, RSU is re-
sponsible for running batch signatures verification and generating notification mes-
sage using cuckoo filter. Thus, the nearby vehicles only need to perform efficient
assertion test over cuckoo filter instead running signature verification. The details
about the notification message generation and verification are described as follows.
Generating Notification Message.

In general, batch verification algorithm accepts or rejects messages as a whole.
A single invalid signature would cause the algorithm reject the whole batch. To
prevent this, RSU could apply binary search as in [23, 25, 31] to filter all invalid
signatures. After running the signatures extract, i.e. Algorithm 7, RSU obtains
a list of invalid signatures in Result. RSU can arrange the valid and invalid sig-
natures with the corresponding pseudo identities into two list validList(V;) and
invalidList(V;). Then, RSU runs Algorithm 8 to generate a notification message.
RUS creates two cuckoo filters, namely, posFilter and negFilter to store the concate-
nation of the messages, pseudo identities and timestamps corresponding to the valid
and invalid signatures respectively. Finally, RSU signs on the notification message
and broadcasts {posFilter,negFilter, orsy} over VANET,
Signature Verification base on Notification Message.

Using notification message from a nearby RUS, a vehicle V; can verify a sig-
nature o; of a message m; quickly. The protocol of message authentication us-

ing cuckoo filter is shown in Algorithm 9. Specifically, vehicle V; computes the
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Algorithm 7 signatureExtract(List, Result low, high)
1: if batchVerify(List,low, high) = true then

2: return

3: else

4: if low = high then

5: Result.add(List[low])

6: return

7 else

8: mid = (low + high)/2

9: signatureExtract(List, Result,low, mid)
10: signature Extract(List, Result, mid + 1, high)
11: return
12: end if
13: end if

Algorithm 8 notifyMsg(validList(V;), invalidList(V;), skrsu)

: for PID; € validList(V;) do
posFilter Insert(x;)

end for

for PID; € invalidList(V;) do
negFilter.Insert(x;)

end for

ORSU HiZgRSU (posFilter,negFilter)

return {posFilter,negFilter, orsy }

—_
<

fingerprint of cuckoo filter f; = Fingerprint(z;), where x; = (PI1D;l|[t;||m;).
Vi calculates the indexes for item xz; as iy = hash(zj)mod M and iy = (i1 ®
hash(Fingerprint(z;)))mod M, then it queries the positive and negative cuckoo
filters in the notification message with item z; to decide accept or reject. Since
cuckoo filter inherently has false positive, there are four possible scenarios as fol-

lows.

1. posFilter outputs true and negFilter outputs false. It indicates o; is

valid.
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2. posFilter outputs false and negFilter outputs true. It indicates o; is

invalid.

3. Both filters outputs true. This means false positive occurs. V; can either
resend the signature o; back to the nearby RSU then wait for re-confirmation

or verify the signature by itself.

4. Both filters outputs false. o; has not been verified by RSU. V; may wait
for the next notification message from RUS or execute individual signature

verification by itself.

The case 3 is a false positive scenario in the RSU-assisted verification, which
requires an additional re-confirmation process. The probability of this false positive
is very low, and we will give an analysis in the later section. To further improve
the efficient during re-confirmation process, RSU can cache the signature validation
results for a short period of time. Thus, once received the re-confirmation request
from V;, RSU can check the validity of signature immediately and insert to the

corresponding cuckoo filter in the next notification message.
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Algorithm 9 V; verifies 0; of V;

1: z; < (PLDjl[t;]|m;)
2: while ¢; is not expired do
3: Vi queries posF'ilter, negF'ilter on f;

4: if posFilter.Query(z;) = true then
5: if negFilter.Query(z;) = false then
6: Vi accepts the validity of o;; break
7 else
8: Vi resends o; to RSU or V; verifies o; by itself; break
9: end if
10: else
11: if negFilter.Query(z;) = true then
12: Vi rejects the validity of o;; break
13: else
14: Vi waits for next notification broadcast or V; verifies o; by itself; break
15: end if
16: end if

17: end while

4.3 Security Analysis

Our system is able to achieve the four security properties, namely, identity privacy
preserving, message authentication and integrity, non-repudiation, traceability and

revocation and revocation accountability and enhanced transparency.

e Identity Privacy Preserving. FEach user in the VANET uses a pseudo
identity instead of real identity to communicate with each others. The pseudo
identity is generated by KGC in registration phase, while the real identity can
be only retrieved by using master secret key o of KGC. In particular, KGC
uses equation RID; = PID; @ Hy((a- PID; 1), At;, Ppy). when misbehaving
vehicle is found. Since it is infeasible to extract the master secret key a from
the master public key P, or other messages, identity privacy of users can be

preserved in our scheme.
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e Message Authentication and Integrity. All messages in the vehicle net-
work are signed, only legitimate user, who has registered with KGC and not
yet revoked, can generate a valid signature. When a message is modified by

adversary, it will be rejected during signature verification.

e Non-repudiation. Each message is signed by a registered vehicle before
broadcasting to the vehicle network. Hence, once a vehicle generates a signa-

ture on a message, it cannot deny the fact later.

e Traceability and Revocation. The pseudo identity of a vehicle is set
to PID; = (PID;,,PID,;, At;), where PID;; = k; - P and PID;s =
RID; & Hi((ov - PID; 1), At;, Pyyp). With the master secret key a of KGC,
the real identity of a vehicle can be computed by RID; = PID;> @ Hy((« -
PID;,),At;, P,,,). To mitigate the damage from malicious or compromised
users, KGC is able to revoke misbehaving users by adding the misbehaving
pseudo identities into revocation list and updating the time key for all non-
revoked users. Therefore, our proposed scheme can achieve both traceability

and scalable revocation.

e Revocation Accountability and Enhanced Transparency. In our sys-
tem, whenever the revocation list is updated, KGC broadcasts the activity to
a blockchain network. Since it is empowered by the immutability of blockchain
network, all revocation actions of KGC are accountable, transparent and avail-

able for inspection.

4.4 Performance Analysis

To analyze the performance of our proposed message authentication scheme for

VANET, we analyze two key components of our construction: our certificateless
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signature C'LS scheme and the cuckoo filter adopted in RSU-assisted verification.

The details are described in the following.

4.4.1 Complexity of our Signature Scheme

To evaluate our signature scheme, we consider the computation time for signature
generation and verification and signature size. Let Ty, Top—m, Tece—m, T and T},
be the execution time of bilinear paring, scalar multiplication in a pairing-friendly
group, scalar multiplication in elliptic curve group, a map-to-point hash function
and an ordinary hash function respectively. Using the parameters and benchmark
results from [38], Ty, Top—m, Tecc—m, Tm and T, are 4.2110 ms, 1.7090ms, 0.4420
ms, 4.406 ms and 0.0001 ms respectively. We let |G|, |Geee| and |Z;| be the size
of a pairing-base group element, an elliptic curve group element and group element
of Z respectively. In particular, |Gy, |, |Gee| and |Z;| are set to 128 bytes, 40 bytes
and 20 bytes respectively. The comparison between existing message authentication
schemes in VANETS is listed in Table 4.1.

For pairing-based signature scheme like [90, 44], it has higher computation and
communication cost when comparing to pairing-free schemes, such as [29] and ours.
The signature generation and verification are roughly 28 times and 10 times faster in
pairing-free schemes respectively. While comparing our scheme to [29], we slightly
improve the complexity of the scheme and has a number of advantages. Firstly, our
scheme supports online/offline signature generation to reduce the runtime compu-
tational cost. Secondly, we adopt KUNodes algorithm for time key update, which
reduces the revocation burden of KGC from linear to logarithmic complexity. Lastly,
our scheme supports an efficient RSU-assisted verification where user can perform

efficient assertion test on cuckoo filter instead of signature verification.
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Schemes | Sign(ms) Verify(ms) Signature Size (bytes)
190] 2Ty + 2Ty | 3Ty, + 2Ty 2|Gpr| = 256
~ 12.23 ~ 21.445
4] | g + 20 | ATy, 3T+ Tippr | 3G, = 381
~ 12.23 ~ 31.771
[29] Tecc—m + 2Th 5Tecc—m + 4Th 3|Gecc| + |Z;| = 140
~ (0.4422 ~ 2.2104
Tecom + T | ATecc—m + 3Ty 3|Gece| + |23 = 140
Our scheme |y 491 ~ 1.7683 '

Table 4.1: Comparison between existing message authentication schemes in VANETs

4.4.2 Analysis of Cuckoo Filter

In our scheme, RSU performs batch signatures verification and broadcasts the re-
sults to VANET for shortening total verification time of each OBU. RSU uses a
cuckoo filter to contain the signature verification results. As mentioned in Section
4.2.3, cuckoo filter has false positive which will trigger re-confirmation. However, its
false positive rate is very small, the upper bound of the total probability of a false
fingerprint collision is 1 — (1 — 2)* &~ 2, where [ is the length of fingerprint in bits
and b the number of entries per bucket in the hash table. We set the parameters
f =13 and b = 4 to achieve the best or close-to-best space efficiency to false positive
rate which fit our needs. The false positive rate is calculated to be 0.000976. Thus,
it is expected that the chance of re-confirming a signature is very low. Moreover,
we can suppress the false positive rate exponentially by increasing the fingerprint
size f and achieve negligible false positive.

In addition, we conduct an experiment to measure the performance of cuckoo
filter. We implement a simple program which utilizes the C++ library in [31] and
runs over a MacBook Pro notebook with a 3.1GHz Intel i5 processor and 16 GB

memory. We configure similar parameters as in [24], bucket size, fingerprint length,

load factor and filter capacity are set to 4, 12 bits, 95.36% and one million respec-
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tively. We perform one million executions on each basic operation of a cuckoo filter.
The measured total execution time of one million executions of insertion, deletion
and query are 75 ms, 67 ms and 56 ms respectively. The false positive rate of
our experiment is 0.0944%. While comparing to the time of signature verification,
the overhead of cuckoo filter is very small, hence using cuckoo filter for message

authentication can improve the overall efficiency.
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CHAPTER 5
SUPPLY CHAIN MANAGEMENT SYSTEM

In this chapter, we will describe our contribution (published in [56]) in blockchain-
based supply chain system for traceability, regulation and anti-counterfeiting, and
an extended research for enhancing privacy. We apply several techniques includ-
ing logistic behavioral patterns, blockchain network and threshold twisted ElGamal
decryption scheme to construct our proposed design.

Thanks to data immutability of blockchain technology, our system is able to pre-
vent data tempering, which is an essential element for regulation enforcement and
anti-counterfeiting. By considering literature of supply chain management [17, 28,
92] and real-world industrial requirements, we construct a more comprehensive so-
lution, which supports quality management, multi-hop routing and tracing without
unique identifier. Unlike most existing works, we require every actor, such as em-
ployee or device of a company, has its own key pair, this allows regulation authority
to audit the activities in supply chain with improved accountability. In addition,
complexity of our traceability algorithm is logarithmic and measure of our imple-
mentation shows that it is efficient and scalable. Finally, we introduce a threshold
twisted ElGamal decryption scheme for increase privacy preserving of our system.
User can encrypt sensitive information before submitting to blockchain, while the
decryption key is distributed to multiple authorities. Thus, this prevents privacy
leakage when part of the decryptors being compromised and limited the power of

decryptors.
Chapter Organization. In Section 5.1, we define the traceability, logistic be-

havioral patterns, entities and security requirements of a supply chain management

system. The construction of our basic design and details of extended privacy preserv-

29



ing mechanism are described in Section 5.2. The evaluation of our system security
is conducted in Section 5.3. Lastly, we give system evaluation, comparison between

existing solutions and performance analysis of our implementation in Section 5.4.
5.1 Definitions

Traceability. In a supply chain management system, the tracing unit is commonly
called lot, which can be a single unit of product or a batch of products. Traceability
can be further divided into the abilities of lot tracking and lot tracing [28]. The

flows of tracking and tracing are shown in Figure 5.1 and described below:

e Tracking: Ability of keeping track of the flows of lots transporting from
upstream to downstream in a supply chain. It is especially important during

products recall when a fault in the manufacturing process is discovered.

e Tracing: Ability to follow the supply chain upward and determine the source
of a lot. This enables customers to have capability to distinguish counterfeit

products

Logistic Behavioral Patterns. The basic lot behaviors can be modeled by four
patterns [19], namely, integration, division, alteration and movement. They are

illustrated in Figure 5.2 and described below:

e Integration: A number of lots are combined into a new lot. It is a general
representation of mixing, assembling and packing during manufacturing. The
relationship is instantiated by sentT'o and madeBy fields of Lot record in our

system.

e Division: A lot is split into multiple new lots. It represents the splitting of
a batch and distributing them to different parties. The fields received From

and sentT'o are used to record this pattern in our system.
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Figure 5.1 Flows of tracking and tracing
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Figure 5.2 Four logistic behavioral patterns in supply chain

e Alteration: A lot is altered and processed. Most of the manufacturing pro-
cesses belong to this pattern. In our system, we do not create a new batch.
Instead, it is recorded in the procedure logs of a lot due to performance con-

cern.

e Movement: A lot is moved from a source site to a destination site. It
represents the internal transfer within a company between warehouses or
the shipment between buyer to seller. The relationship is also recorded by

receivedF'rom and sentTo in our system.

Entities Definitions. A supply chain system contains the following six key entities,

namely, Regulation Authority, Company, Product, Lot, Procedure and Actor. An
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overview of the entities’ relationship is shown in Figure 5.3. Descriptions of the

entities are given below.

e Regulation Authority: An organization with regulatory authority. Respon-
sible for certifying companies and products, monitoring the quality of lots and

manufacturing procedures.

e Company: An organization that interacts with the product lots in a supply

chain. It is governed by a regulation authority.

e Product: A type of goods for sale. Need to follow compliance during the

manufacturing and logistic processes.
e Lot: A tracing unit of product in supply chain.

e Procedure: An activity associated to a production lot, which is recorded by

an actor and monitored by the regulation authority.

e Actor: A person or device of a company who executes, records and signs

procedure logs for a lot.

Security Requirements. The required security requirements of a supply chain

system are described as follows.

e Accountability: Responsible parties of all logistic activities and regulatory

procedures can be traced in the system.

e Integrity: All logistic data and regulatory procedures logs in the system is
trusted, immutable, and able to prevent data tampering from adversary or

malicious user.

e Verifiability and Transparency: All users are able to verify the logistic

activities and regulatory procedures in the system. Especially for downstream
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Figure 5.3 Entities relationship of our blockchain-based supply chain management

system

users, including consumers and retailers, to trace upstream information in a

supply chain.

e Privacy: A participant is able to record sensitive information through a pri-

vacy preserving mechanism in the system. Only regulation authorities can

retrieve the data under particular conditions.

5.2 Owur Construction

5.2.1 Overall Design

In order to develop our supply chain management system, we constructed a (t',n')-

threshold twisted ElGamal decryption scheme 77 and combined it with blockchain

technology, based on common logistic behavioral patterns. The resulting conceptual

design is outlined as follows.
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Firstly, the platform maintainer, typically the regulatory authority, defines the
initial setup of a private blockchain network. Each organization, including manufac-
turers, distributors, and pharmacies, sets up and connects its full mining node to the
private blockchain. To prove their identities, each participant needs to generate its
own key pair and register the public key through blockchain. Afterward, the supply
chain system operates iteratively with three sub-steps: lot creation, lot procedure
logging, and lot movement. Whenever a party creates a new batch of products or re-
ceives a lot from upstream, the employee creates a new smart contract and submits
it to the blockchain to represent the new lot. The origin smart contract address
is recorded in the newly created smart contract when there is any upstream lot,
such as raw materials or original transmitting lot. Then, the lot goes through the
defined product procedures, and all stages’ information and transitions are signed
and recorded in the blockchain. When the lot transfers to another location or party,
it reduces its quantity and marks the receiver in the smart contract. These three
steps repeat until the end of the supply chain. Since each lot’s smart contract is
linked together by an address pointer, any participants can scan through the smart
contract to perform tracing and tracking of a lot.

To protect the privacy, participants can encrypt the data before submitting and
updating the smart contract. n participants, usually the regulatory authorities or
third-party auditing organizations, are selected to become decryptors. Each decryp-
tor computes its own partial private key, and they compute the system public key
together and broadcast it to the blockchain network. Each user can use the public

key to encrypt data, but it requires ¢ decryptors to work together during decryption.
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5.2.2 Basic Construction
System Architecture

While blockchain provides trust and data integrity, its lacks the performance and
query handling capability to act as a centralized database replacement. Therefore,
our system adopts a hybrid blockchain architecture as shown in Figure 5.4. The
system can be divided into four components, namely, a public blockchain, a pri-
vate blockchain, an enterprise resource planning (ERP) system and a supply chain
explorer.

As mentioned in section 2.9, private blockchain has a better performance. Our
data and smart contracts are mainly stored in a private blockchain, which is hosted
by the participating organizations. Companies interact with the private blockchain
through a centralized ERP system. All public data are uploaded to the blockchain,
while private data are stored in the database of the ERP system on a cloud server
or companies’ own private server. To prevent collusion among blockchain node
participants in a private blockchain network, hashes of block data are uploaded to
a public blockchain periodically.

Supply Chain Explorer is a client providing traceability of product lots and
showing the certifications of companies. It is a light-weighted client which only read

data from the blockchains and smart contracts.
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Digital Identities

Each organization and actor must have a digital identity in the system. Each of them
must generate its blockchain key pairs and record its public identifier (i.e., account
address) in the blockchain. All TXs it makes are signed by the corresponding private
key before submitting to the blockchain network. In order to bind the real identity,
an organization is responsible to manage its actors’ digital identities and records
their roles in the blockchain. Also, an organization publishes its blockchain identifier
publicly, e.g., by uploading it to its official website address. An organization can
also attach a digital certificate, issued by a trusted CA, which is used to generate a

signature to its digital identity and uploaded to the blockchain.

Data Model and Smart Contracts

To represent the six entities defined in section 5.1, we define two smart contracts,
namely, SCOrganization and SCLot. The functionality of each smart contract are

described below:

e SCOrganization: (Refer to Script 5.1) Each deployed SCOrganization repre-
sents an individual organization. The contract extends Owned and Certi fiable,
which allows a declaration of the owner blockchain address and certification
address. There are three mapping fields in the contract, namely, products,
employees and devices, which are used to store and allow a quick look-up for
the relevant entities. When a product only has a batch ID on its packing, the
system uses Algorithm 12 TraceByBatch to trace the origin of a lot. The
field batchTrace is used to serve this algorithm. When a company receives
a lot SCLot ¢yom and creates a contract SCLot,c,, it sets SCLot,.,.batch =

SC Lot fom-batch and updates the mapping by batchTrace[SC Lot,.,,.batch]
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push(SC Lot,e,.address). The lots fields in the Product structure stores all
the logs of that product. The id field of the Actor structure is the blockchain

account address of the actor.

e SCLot: (Refer to Script 5.2) Each deployed SCLot represents an individual

lot. This smart contract manages and represents the lot behavioral patterns.
It uses the fields madeBy, receivedFrom and sentT'o to link other lots and
construct a graph of a supply chain. To represent integration, we use madeBy
and sentTo. To represent division and movement, we use received From and
sentTo. To represent alteration, we append logs and change the status based
on the work flow. The procedures field stores the regulation procedures and

responsible actors.

As mentioned in section 5.2.2; all TXs are signed, and thus, the sender of each

smart contract’s function execution is recorded in the blockchain. We use the ac-

count address of the organization and the actor for permission checking.

Ot = W

© oo J O

10

contract SCOrganization is Owned,
Certifiable {

enum ActorType { Employee, Device }
struct Product {

string id;

address [| lots;

//
¥

struct Actor {

address id;
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ActorType type;

//
}

map<string , Product> products;
map<string , Actor> employees;
map<string , Actor> devices;

map<address , address[]> batchTrace;

//

Script 5.1: Smart contract of organization SCOrganization

contract SCLot is Owned {
struct Procedure {
string id;
address primary_actor;

address secondary_actor;

//
}

struct Log {
address actor;
string content;
unit256 timestamp;

}

address company;

string product;
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15 address batch;

16 address [] madeBy;

17 address receivedFrom;
18 address [] sendTo;

19 uint8 status;

20 unit256 quantity;

21 Procedure [] procedures;
22 Log[] logs;

23 //
24 |}

Script 5.2: Smart contract of lot SCLot

Tracking and Tracing Algorithms

The system provides three algorithms, namely, T'rack, Trace By Lot and Trace By Batch.
All these algorithms only depend on data retrieval from smart contract and details

are listed below:

e Algorithm 10 Track : ID,,; — t takes a lot identifier I D, as input and
returns a tree ¢ which represents all downstream lots. It recursively calls the
Track function and crafts the returned results as a sub-tree of current root
node. The algorithm will only traverse each node once. Thus, the complexity

is linear to the size of the result set.

e Algorithm 11 TraceByLot : 1D,,; — [ takes I D,,; as input and returns a list
[ of lot identifiers, which represents a path of its upstream lots. This algorithm
follows the receivedF'rom fields of SC Lot, recursively appends the result list.

The complexity is O(log(n)) where n is the size of the supply chain graph.

69



e Algorithm 12 TraceByBatch : (1D ompany, I Dbaten)

— m takes a company identifier /Dcompany and a lot identifier IDpygcn as
input. It returns a matrix m, which represents multiple paths that the specific
lot takes to reach the company. This algorithm is commonly used when a
product is only print its batch identifier I Dy, on its packing and customer
wants to trace a product which is bought from 7D mpany. This algorithm uses
the assisting mapping SCOrganization#trace Batch to query the lots I Ds of
targeting batch in current company. It runs TraceByLot on each item in I Ds
to obtain the result. Let b = |I Ds| be the branching factor, the complexity of
TraceByBatch is O(b - log(n))

Algorithm 10 Track(ID,y)

._.
e

Create a tree T" and denote the root node as r
¢ < SearchContract(I D)
r <4 IDpy
if ¢ # ¢ then
for all ID,, in c.sentTo do
Tio < Track(IDy,)
Graft T}, as a child of r
end for
end if
return T

Algorithm 11 TraceByLot(ID,,)

L < [ID;]
¢ < SearchContract(I D)
if ¢ = ¢ then
return L
else

return Concat(L, TraceByLot(c.received From))
end if
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Algorithm 12 TraceByBatch(IDeompany, L Dbaten)

1: M < new matrix

2: ¢ < SearchContract(1D ompany)

3: if ¢ = ¢ then

4: IDs <« c.batchTrace|l Dygyen)

5: size < |IDs|

6: for ¢ < 0 to size — 1 do

7: M]i] < TraceByLot(IDs]i])
8: end for

9: end if
10: return M

External Storage

Currently, most blockchain frameworks do not support TX with large amount of
data, meaning that storing of multimedia files on blockchain is infeasible. In our
system, the multimedia files, like the certificate of company and laboratory test
results of product samples, are uploaded to a separate decentralized storage and the

link and a hash of the file(s) are stored in blockchain.

5.2.3 Privacy Preserving Mechanism

In order to provide both privacy preserving and data integrity, (¢/,n')-threshold
twisted ElGamal decryption scheme 77T : (TTU,TTK,TTC,TTD) is adopted. In
our proposed design, n’ decryptors are selected from the participants. Usually, these
decryptors are the regulation authorities, blockchain platform maintainers and third-
party auditors. During system setup phase, all decryptors execute TTU and TTK
together for computing system parameter param, shared system public key @)’ and
its own partial secret s;. Then param and @' are uploaded to blockchain. When

an organization or an actor wants to protect its data privacy in the system, it can
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encrypt the sensitive information with the shared system public key by TT'C before
serialized into a blockchain transaction.

To review an encrypted information on blockchain, a user can send a decrypt
request to ¢’ of the decryptors. When the user is permitted to retrieve the encrypted
message, such as it is an authority, ¢ decryptors compute TT'D together. Each
decryptor performs partially decryption with its s; and sends m; to user. Then user

is able use m; to recovering the original message from ciphertext.

5.3 Security Analysis

Our system is able to achieve the four security requirements, namely, accountability,

immutable, verifiability and transparency, privacy preserving.

e Accountability: Every interaction with the product lot is recorded in blockchain
by executing the log function in SCProcedure. Moreover, all TXs are signed
by the private key of actors, entity authentication is guaranteed by the dig-
ital signatures. Thus, the responsible party(s) of a particular stage in the
manufacturing and logistic work flow can be traced easily, which is typically

important for regulated industries.

e Immutable: Data immutability and integrity is achieved by the immutabil-
ity property of blockchain. The hybrid blockchain architecture further re-
duces the risk of data tampering even there is any collusion among the private
blockchain nodes, since hashes of private blockchain blocks are backup to a

public blockchain periodically.

e Verifiability and Transparency: Our system allows validator nodes to join

as parts of the private blockchain network, all blockchain TXs are publicly
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verifiable. Besides, all the certifications of products and companies, the proce-
dure logs of production and the logistic information can be retrieved through

the smart contract functions, any user can query and verify by itself.

e Privacy: Any supply chain participant in our system is able to encrypt sen-
sitive information with the proposed threshold twisted ElGamal decryption
scheme. The decryption key is distributed through threshold techniques so
that it requires a threshold number ¢’ of decryptors to decrypt the message
together. This prevents unauthorized access and avoids a compromised de-
cryptor leak out the protected information. In addition, the scheme is ZKP-
friendly and supports homomorphic, which allows user to create confidential

transaction with auditability [15].

5.4 Evaluation

5.4.1 System Analysis

Our system is able to achieve the two core system features, namely, traceability and

efficient.

e Traceability: In our system, all logistic information is stored in the smart
contract in blockchain. A user can use UID to perform lot tracking and trac-
ing by running Track and TraceByLot algorithms respectively. Also, the
TraceByBatch algorithm supports multi-hop routing for finding multiple pos-
sible paths generated due to lot division and lot integration in the practical

settings.

e Efficient: We adopt a hybrid blockchain architecture in our system to main-

tain the efficiency. Typically, most smart contract query and TXs are submit-
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ted to the private blockchain layer, which has significant improvement when
comparing to directly submit TXs to a public blockchain. Besides, the pro-
posed tracing algorithms (Trace ByLot and Trace ByBatch) have logarithmic
complexity that allows customer to trace the product origin efficiently for anti-
counterfeiting purpose. Moreover, our implementation and testing show that

the system is efficient and practical for real-world settings.

5.4.2 Comparison

Table 5.1 summarizes the comparison between the existing blockchain-based sup-
ply chain systems [43, 85, 95, 73] and our proposed design. Most of the existing
solutions [85, 95, 73] were built on Ethereum blockchain platform and [43] was
built on Bitcoin network with extended capabilities. While our proposed system is
also implemented on Ethereum, but the design itself is possible to deploy on any
blockchain platforms that supports smart contract. The proposed systems in [85,
73] and ours adopt smart contracts to store the traceability records, while [43] and
[95] use UTXO and ERC721 in their design respectively. However, the design of [95]
violated the original intention of ERC721 token, since a “quantity” field is added. In
order to perform tracing or tracking in the system, [43] would query TXs from the
blockchain. Then, trace through the transaction inputs and outputs. In our design,
we direct query the smart contract instead. For [85, 95, 73], they use event logs
in Ethereum as a tracing media. However, searching in event logs is slower than
directly interact with smart contract. Besides, this may affect the availability of
systems, since indexing event logs consumes additional computational and storage
resources. In a default setting of Ethereum node, it only indexes one year of event

logs, which may not be suitable for products with long expiry day. In additional,
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[43] [85] [95] (73] Ours
Blockchain Ex.tend‘led Ethereum | Ethereum | Ethereum | Ethereum?
Platform Bitcoin
Data Smart Smart Smart
Structure UTXO Contract ERC721 Contract Contract
Tracing and Event Event Smart
Tracking Media = Fvent Logs Logs Logs Contract
Authentication Actor
Company | Company | Company | Company | (Employee
Level .
or Device)
Supports Quality No No No No Yos
Management
Supports Multl— Yes No Yes No Yes
hop Routing
Supports Tracing N N N N Y.
without UTD © © © © s
Prlvac.y No No No No Yes
Preserving

Table 5.1: Comparison between existing blockchain-based supply chain systems

unlike the existing solutions which authenticate users through validating the signa-
tures of companies, our system authenticates each actor, employee or device. This
increases the accountability and transparency of the system, since every action and
procedure are logged in a more fine-grained manner. In [85] and [73], the proposed
systems do not support multi-hop routing and do not consider all logistics behav-
ioral patterns, while [43, 95] and our solution do. For customers, it is common that
they are not in the possession of a unique identifier (UID) for tracing the origin of
a product. Our proposed system includes an algorithm (Algorithm 12) in the smart
contract to allow efficient tracing with without UID. Furthermore, we introduced a
threshold twisted ElGamal decryption scheme for supply chain participants to en-
crypt sensitive information before submitting to blockchain. This increases privacy
of the system while still maintains data integrity and auditability. Therefore, our

system is able to provide a more complete solution to supply chain management.
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5.4.3 Implementation and Performance Evaluation

Our system is implemented on a private Ethereum blockchain network hosted on
Alibaba Cloud. We use Ethereum golang client (geth) version 1.9.14 as Ethereum
node client and solidity version 0.4.24 for smart contract implementation. We use
swarm version 0.5.7 for distributed storage on top of Ethereum. The ERP system
and supply chain explorer are built by Ruby on Rails with Ruby version 2.5.1 and
Rails version 5.1.6 and PostgreSQL database version 12.2. The periodic backup
process of the hybrid blockchain is implemented by schedule job and a Node.js
script with version 10.16.3 which submits TXs to public blockchain network.

The system is deployed to five elastic compute service (ECS) instances. Each of
them has a 40 GB system disk in Ubuntu 16.04 64-bit. Each server has an Elastic
[P address with a 5 MB/s bandwidth. The mining speed of Ethereum network is
configured to 3 s/block. The five ECS instances are located in different physical zone
and have the specifications shown in Table 5.2. The responsibility of each server is

described as the follows:

Server 1: Host an ERP server, a supply chain explorer server, a PostgreSQL
database, a swarm node, a primary Ethereum boot node and an Ethereum

remote procedure call (RPC) node.

Server 2: Host a primary Ethereum mining node.

Server 3: Host a secondary Ethereum boot node.

Server 4: Host a secondary Ethereum mining node.

Server 5: Host a secondary Ethereum mining node.

IThe design applies to blockchain architectures that support smart contract. Our
implementation is based on Ethereum.
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Name Zone Instance Type CUP | Memory

Server 1 Shenzhen Region ecs.snlne.2xlarge | 8 vCPU | 16 GB
Zone A

Server 2 Shenzhen Region ecs.snlne.2xlarge | 8 vOCPU | 16 GB
Zone A

Server 3 Hangzhou Region ecs.n4d.small 1vCPU | 2GB
Zone G

Server 4 Shenzhen Region ecs.hfch.large 2vCPU | 4GB
Zone E

Server 5 Shenzhen Region ecs.hfch.large 2vCPU | 4GB
Zone C

Table 5.2: Specification of the instances of our supply chain system implementation

Our system’s performance is evaluated by the test cases jointly designed with
our collaborating industrial partners, based on a drug manufacturing scenario in-
volving manufacturer, distributors and retailers. Each company has multiple work
flow stages and processes for a product lot. For example, a manufacturer requires
employees to perform eight rounds of quality assurance and quality control testing
during production. Since our system works on lot (a product batch) instead of a
single product unit, the underlying requirement of the blockchain is light. A typi-
cal scenario of drug selling in Shanwei City, a manufacturer sells its products to a
sole distributor. The distributor sells the drugs to 103 hospitals and clinics. The
monthly production of a drug can reach 20 million product units in peak. It is com-
monly set to 100,000 product units per batch. Thus, our system needs to handle 7
batches per day. The number of trace and track queries, on the other hand, depends
on the number of product units (e.g., each customer may issue a track query when
they receive a product unit). Nonetheless, the corresponding query is a read-only
transaction, and typically no consensus is needed?.

Our measurement on the performance of the system is based on the average

2A read-only transaction can be handled locally by a full node.
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time of common operations. For lot creation, the average time is 17.98s, while for
recording a stage in the work flow, the average time is 1.91s. The lot creation time is
linear to the number of stages in the work flow. The average time for Trace ByLot
and TraceByBatch is 236.01lms and 716.33ms respectively. The tracing time is
linear to the size of result set. The time for a tracking operation is also linear to
the size of the result set, which is 8.35s for our system. Our system’s lot creation,
recording stages and tracking operations had acceptable average times, which may
not execute frequently. However, our system’s efficient tracing operations, which
were the primary concern to our collaborating industrial partners, demonstrated
good performance. The results indicate that the system is capable to handle real-

world scenario with high performance and scalability.
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CHAPTER 6
CONCLUSION AND FUTURE WORK

This thesis aims to fulfill the security requirements of some real-world applica-
tions that cannot be fulfilled by traditional cryptographic primitives, by using the
blockchain technology. In particular, the contributions of this thesis is summarized
as follows.

Our first contribution in [36] addresses the limitation of existing solutions of
e-voting system and proposes a blockchain-based threshold voting system. In our
proposed scheme, we combine several cryptographic techniques including (1) thresh-
old cryptographic scheme to address the issue of single trusted third party, (2) blind
signature for providing efficiency and anonymity to the system and (3) platform
independent blockchain network to integrate with a threshold scheme, providing a
trusted public bulletin board for voting. We show that our system achieves the
commonly defined security requirements for an e-voting system. In addition, we
provide an implementation with performance evaluation. It is notable that the time
complexity in user side is constant and independent to the total number of voters in
the system. Different form ring signature-based system, we can handle large amount
of voters in a real-world scenario, since the execution time of each user is constant
and does not scale up with an increase of the number of voters. our experiment
results show that it is efficient and practical.

Our second contribution in [59, 60] demonstrates another feasible adoption of
blockchain to provide efficient message authentication with revocation transparency
for VANET. We combine a revocable pairing-free online/offline certificateless digital
signature scheme, KUNodes algorithm, cuckoo filter and blockchain technology to
achieve the security, efficiency and functional requirements of our system. Our result

shows that our scheme offers better performance in computation complexity and
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signature size. In addition, our scheme removes the dependency of online security
mediators and dependency of secure communication channel between KGC and
vehicles during revocation. Thus, it is more suitable and practical to be applied
in VANET. More importantly, our system offers three additional desirable features.
First, we boost signature verification efficiency by an RSU-assisted approach. RSU
performs batch verification and stores results in cuckoo filters, then broadcast the
filters over VANET. This allows vehicles to authenticate messages by efficient cuckoo
filter query instead of running individual signature verification. Our experiment
results show that it has a significant improvement on the overall efficiency. Second,
we adopt KUNodes algorithm for time key refresh during revocation. It reduces the
computation and communication cost of KGC logarithmically. Third, blockchain
technology is adopted to manage the blacklist of revoked vehicles. It enables all
network participants to verify the transaction data and revocation activities. In
consequence, it enhances the accountability and transparency of KGC. Lastly, we
conduct a security analysis which demonstrates that it can achieve the security
requirements of message authentication in VANET.

Our last contribution in [56] addresses the existing limitations of another pop-
ular blockchain application, supply chain management system. In our proposed
system, combine a threshold twisted ElGamal decryption scheme and blockchain
technology to achieve security, real-world requirements of supply chain management
system in regulated industries. In particular, our system has four advancements
compares to existing solutions. Firstly, by considering all four logistic behavioral
patterns, the system is able to support multi-hop routing. Secondly, we employ
actor-based authentication and quality management to the system, which enhances
system accountability and auditability. Thirdly, a composite key tracing algorithm

is proposed to handle scenario of tracing without unique identifier. Lastly, thresh-
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old twisted ElGamal decryption provides additional security and privacy, while still
maintains limited power for regulation authorities. In addition, we give analysis on
system security and system requirements, also compares between different existing
blockchain-based solutions with our system. Finally, the measuring results of our
implementation shows that it is efficient and practical.

In conclusion, blockchain technology is a promising technique for enhancing the
security and transparency of a system. The properties of blockchain, including
decentralization, immutability, integrity and transparency, add values to the typ-
ical cryptographic protocol of a system. In addition to cryptocurrency, we find
that blockchain technology is especially suitable for application which has a large
public concern, like government service, public service and supply chain system.
Blockchain acts as a building block of the application to reduce the trust of a cen-
tralized authority and improve the transparency of a system. Moreover, we find
that threshold cryptographic is a proper approach to be adopted in a blockchain
application. Because in many scenarios of blockchain applications, reduce the trust
and decentralized the system are two major goals. Finally, we discover that privacy
of a blockchain application could be a concern, due to the immutability and trans-
parency of blockchain. However, pseudo identity, encryption and zero-knowledge

proof can be employed to address the issue.

Future Work. There are many interesting topics we would like to further develop
on. For example, how to enhance the privacy in VANETSs. Adoption of advanced
cryptographic primitives will help to develop a more secure and efficient message au-
thentication protocol for VANET. Attribute-based signature (ABS) [58] is signature
scheme which generates signature base on user’s attribute instead of identity. We

will investigate the possibility of the adoption of ABS in VANET for the enhance-
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ment of user privacy. Furthermore, we will investigate if ring signature, threshold
cryptographic and blockchain network would improve the transparency or reduce
the trust of RSU and KGC in the system.

In addition, we will continuously work on the blockchain based supply chain
system. We will extend the current adoption of threshold twisted ElGamal decryp-
tion scheme to not only encrypt sensitive information in the system. Thanks to the
additively homomorphic and ZKP-friendly properties of twisted ElGamal [15], we
will develop a new protocol to support privacy transactions, so that supply chain
participants can sell and transfer their products to others without disclosing the
number of inventory. We will investigate the adoption of bulletproofs [9] over our

threshold twisted ElGamal.
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