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Abstract 

Free-space optical communication (FSO) is promising for data transmission, offering 

specific advantages over traditional systems in some applications, e.g., high 

bandwidth. Optical communication in free space is also less susceptible to 

interference and signal degradation, when atmospheric attenuation and multipath 

fading happen. However, FSO still faces significant challenges in practice. 1) The 

impact of scattering media, e.g., fog, smoke, or dust, can significantly degrade signal 

quality and limit data transmission range. 2) Security of optical data transmission 

needs to be addressed in many scenarios. Therefore, it is crucial to investigate high-

fidelity optical data transmission in free space, which can overcome the challenges 

associated with scattering media and ensure the security of optical data transmission 

in free space.  

In this thesis, new optical encoding approaches for high-fidelity optical 

diffraction and transmission through scattering media in free space are proposed using 

a series of 2D arrays of random numbers as information carriers. A series of 2D arrays 

of random numbers are directly generated to encode the ghosts, i.e., original signals or 

images. In addition, a new transmission scheme is designed to realize optical 

transmission through dynamic scattering media (e.g., smoke or turbid water). Real-

time optical thickness is calculated to describe temporal change of the properties of 

optical wave in dynamic environment. Transmission noise and errors caused by 

dynamic smoke are temporally corrected. It is experimentally demonstrated that 

irregular analog signals can always be retrieved with high fidelity. To enhance 

transmission rate of the proposed system and evaluate robustness of the designed 

methods against dynamic and complex scattering media, the proposed optical data 

transmission scheme is optimized. New algorithms are proposed to generate 2D 
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binary arrays (i.e., information carriers). Therefore, the transmission rate would be 

increased significantly, since a digital micro-mirror device with a high switching rate 

can be applied. 

In addition, security of the developed optical data transmission schemes is also 

analyzed, and an improved encrypted transmission scheme is proposed to realize 

high-fidelity and high-security data transmission. Different security keys, i.e., 

computer-generated keys and physically-generated keys, are applied in a scattering 

environment. An optimized data transmission system is also introduced to improve 

security of optical data transmission, when it is applied in a dynamic and complex 

scattering environment. Experimental results demonstrate feasibility and effectiveness 

of the proposed methods. 

The studies in this thesis address two key scientific problems in optical data 

transmission in free space, i.e., high-fidelity optical data transmission through 

scattering media and high-security optical data transmission through scattering media. 

The studies pave a way for realizing high-fidelity and high-security free-space optical 

data transmission through scattering media using the concept of ghost diffraction and 

transmission with random numbers. 
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Chapter 1 Introduction  

1.1 Background 

Due to a rapid growth of data volume, wireless information transmission [1] has 

attracted increasingly attention from researchers, which has also promoted the further 

research and development of emerging technologies that can provide users with ultra-

high data rates. However, traditional radio frequency communication and wireless 

transmission technologies are facing the challenges, such as spectrum scarcity and 

expensive spectrum licensing. Therefore, free-space optical communication that can 

provide alternatives or supplements for future wireless transmission has been 

developed. 

Recently, ghost diffraction is proposed as a promising method for optical 

imaging and data transmission. Ghost diffraction can be conducted with coherent light 

source (e.g., lasers), and coherent light sources have specific advantages for long-

distance transmission, e.g., stable frequencies and phase, compared with incoherent 

light source. Hence, in this thesis, methods are proposed to use coherent light source 

to transmit information through scattering media with a theory of ghost diffraction. 

1.2 Literature review 

1.2.1 Ghost diffraction 

Ghost diffraction was first introduced in quantum [2–5], which takes advantage of 

entangled state of two photons generated from spontaneous parametric down-

conversion to image an object. Since ghost diffraction was conducted with two-

photon pairs using entangled properties, it was originally believed that only photon 

pairs with quantum entangled properties can achieve ghost diffraction. With further 
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in-depth research on ghost diffraction, in 2002, Bennink et al. [6] successfully 

implemented ghost diffraction experiments with thermal light source, which proved 

that ghost diffraction can also be achieved by using thermal coherent light source. In 

2004, Han et al. [7] and Lugiato et al. [8] respectively explained the principle of ghost 

diffraction from the perspective of statistical optics and quantum mechanics, and 

reached a unified conclusion that light sources with quantum entanglement 

characteristics and thermal light source can be applied to conduct ghost diffraction. 

However, regardless of quantum ghost diffraction or classical ghost diffraction, it is 

necessary to design an object beam path and a reference beam path respectively using 

bucket detector and charge-coupled device (CCD), increasing complexity of the 

imaging system.  

With the development of ghost imaging, the research had been shifted from light 

source to the improvement of imaging quality. In 2008, Shapiro [9] proposed that a 

ghost diffraction setup can contain only one single-pixel detector, which was named 

computational ghost imaging. In 2009, Bromberg first introduced spatial light 

modulator (SLM) [10] which serves as a controllable phase mask for the incident light 

in ghost diffraction setup, as shown in Fig. 1.1. A laser source is expanded by a 

pinhole and reflected by a mirror to illuminate the SLM. Many 2D patterns are 

sequentially embedded into SLM to modulate the input light. Then, the modulated 

light field interacts with an object, and light intensity is collected by a single-pixel 

bucket detector (BD). The single-pixel light detection process can be expressed as 

      , , , 1,2,3,...,i i
x y

I P x y O x y i M  ，  (1.1) 

where Pi  denotes the i-th 2D pattern embedded into the SLM, O  denotes the object 

placed before the BD, iI  denotes the i-th collected light intensity,  ,x y  denotes the 
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coordinate in spatial domain, and M denotes the total measurement number. During 

image reconstruction, a correlation algorithm is applied, which can be described by 

     
1

1
, ,

M

GI i i i i
i

O x y I I P P
M



     (1.2) 

where GIO  denotes the reconstructed object, and / Mi  denotes the ensemble 

average value after M measurements.  

Moreover, differential ghost imaging [11], normalized ghost imaging [12], 

correspondence ghost imaging [13] and compressed ghost imaging [13–18] have been 

proposed sequentially to improve the quality or speed of imaging process. Since then, 

single-pixel imaging has been developed in various fields, such as three-dimensional 

imaging [19, 20], pure phase object imaging [21, 22], terahertz imaging [23–25], 

remote sensing [26], X-ray imaging [27, 28], spectrum-resolved imaging [29,30], 

high-order correlation imaging [31,32]. Compared with conventional imaging 

methods, ghost imaging shows great advantages as follows: 1) ghost diffraction setup 

is flexible to design; 2) single-pixel detector is more cost-effective and easier to use 

than conventional pixelated detectors in some applications, especially in terms of 

overbroad wavebands. 

 

Figure 1.1 Schematic of ghost imaging with only one single-pixel detector. 
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The theory of ghost diffraction is generally used for imaging, and it can be used 

as a method to realize phase retrieval. Borghi et al. [33] designed an optical 

interferometry technique to achieve phase reconstruction in ghost diffraction. In 

addition, Han et al. [34] obtained the phase of unknown objects in ghost imaging 

using a two-step reconstruction algorithm, offering numerical iteration method. 

Furthermore, an extension of ghost diffraction from spatial domain to time 

domain has been investigated theoretically and experimentally by considering space-

time duality in optics [35–44]. In temporal ghost imaging, the light beam was split 

into two optical arms, called “reference” and “object”. In the object beam arm, the 

light transmits through a “time object” and is detected using a single-pixel detector 

that cannot properly resolve the time object. In the reference beam arm, the light that 

does not interact with temporal object is detected using a fast single-pixel detector. A 

typical temporal ghost imaging setup is shown in Fig. 1.2. 

Temporal ghost imaging [45] can be used to realize information transmission. 

Inspired by temporal ghost imaging, ghost diffraction is promising for information 

transmission process via light field modulation, and the desired information can be 

retrieved at the receiving end.  

 

Figure 1.2 Schematic of temporal ghost imaging. 
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1.2.2 Optical transmission through scattering media 

Optical transmission in free space often encounters different kinds of scattering media, 

and the quality of signal is often affected by the absorption or reflection effects 

occurring in scattering media. In this Section, two aspects of scattering media are 

discussed, i.e., scattering media and non-line-of-sight environment. In terms of 

scattering media (e.g., static scattering media and dynamic scattering media), random 

scatter can have a detrimental impact on imaging, sensing and communication areas. 

Various kinds of scattering phenomena (e.g., non-selective scattering, Mie scattering, 

and Rayleigh scattering) are classified based on the size of particles in scattering 

media and wavelength of the incident light. Non-line-of-sight transmission 

environment is also introduced in this Section as a kind of more complex scattering 

media. Light is often blocked by different kinds of obstacles (e.g., rough surface, 

walls), and the absorption and reflection process occurs simultaneously when light 

transmits in non-line-of-sight environment.  

1.2.2.1 Scattering media 

Optical transmission through scattering media pertains to the propagation of light 

through materials, e.g., biological tissues, clouds, fog, and turbid water [46–48]. 

Scattering media cause light to scatter and change direction multiple times, resulting 

in a diffuse beam that spreads out in numerous directions [49–54]. Scattering 

phenomenon severely degrades the performance of optical transmission or imaging 

through scattering media [55–70]. In fact, when an input light field passes through 

scattering media, it significantly alters the properties of light intensity [55–62], 

polarization states [63–68], and optical field information [69,70], resulting in 

substantial changes. Light intensity diminishes as it traverses a scattering medium due 
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to absorption and scattering. The degree of attenuation is determined by various 

factors, such as the density and size of scattering particles and wavelength of the light. 

Moreover, the scattering media can impact the polarization state of light. Scattering 

particles induce depolarization, leading to a mixed or scrambled polarization state. 

The extent of this depolarization depends on the media properties and the initial 

polarization state of the incoming light. Scattering particles can induce wavefront 

distortion [71] and reduced coherence in the presence of scattering media, resulting in 

the loss of optical field information. Fog and smoke represent prevalent types of 

scattering media within the atmospheric environment, exerting considerable influence 

on the performance of optical communication and imaging systems. Fog emerges 

when airborne water droplets condense, while smoke consists of minute particles and 

gases. Light scattering and absorption can induce significant attenuation and 

distortion of signals, thereby diminishing communication and imaging system range 

and quality. In underwater and atmospheric environments (e.g., fog and smoke), the 

scattering and absorption properties can vary based on factors, such as temperature, 

humidity, and particle size distribution. It is challenging to achieve precise 

transmission and reception of information through scattering media.  

Various techniques have been introduced to address the challenge of optical 

transmission or imaging through scattering media. Wavefront shaping techniques 

have been widely utilized to realize optical transmission through scattering media. 

Wavefront shaping method [72] was firstly proposed in 2007, and coherent light is 

focused through opaque scattering media by control of the incident wavefront. 

Wavefront shaping methods can be utilized to measure transmission matrix [73] of a 

complex scattering environment. Transmission matrix of a fixed scattering media is 

further used to control light transmission in disordered media. The incident optical 
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field information and the output optical field information recorded by a CCD camera 

are correlated to retrieve the transmission matrix of a typical system [74]. A complete 

description of transmission matrix can be obtained with a large amount of collected 

data. Different kinds of transmission matrices of different scattering media might have 

huge differences. Hence, a slight change in the scattering medium may result in a 

completely different transmission matrix. The technique is time-consuming, data-

demanding and highly sensitive to model errors. In practice, wavefront shaping 

method can be realized with SLM, which can impose spatially-varying modulation on 

the incident wavefront. Many iterative optimization algorithms [75–77] are proposed 

to obtain the desired wavefront information. Wavefront shaping methods often utilize 

a prior knowledge of the typical scattering media to acquire better optimization result. 

Another method utilized the optical channel information [78] to realize optical 

transmission through scattering media, named optical-channel-based intensity 

streaming. Optical encoding and transmission are realized with linear intensity 

operation among different optical channels. The proposed optical-channel-based 

intensity streaming method manipulates light and transmits optical information 

through linear optical encoding process. 

In addition, time-resolved imaging [79] exploits the temporal features of 

scattered light to extract information about the media. Polarimetric imaging [80] can 

additionally unveil the shape, orientation, and composition of objects or scenes in a 

scattering environment. Another promising strategy involves the implementation of 

adaptive optics, which entails employing deformable mirrors and wavefront sensors to 

rectify the distortion caused by the medium. This technique has been effectively 

applied in astronomy to mitigate atmospheric turbulence and enhance telescope 

resolution. Blue-green laser communication [81] has been developed to enhance both 
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the range and reliability of underwater communication. Deep learning techniques [82–

86] have shown promising results in this regard. Machine learning algorithms can be 

trained to extract valuable information from scattered light, such as object location 

and shape in biological tissue or turbid water composition. This has a potential to 

revolutionize optical imaging and sensing, particularly in situations where traditional 

techniques struggle to penetrate through scattering media. Furthermore, novel 

materials and structures that enhance the transmission of light through scattering 

media are being developed. For instance, photonic crystals [87] and metamaterials 

[88,89] can be used to control light scattering and enhance its transmission through 

turbid media. These materials can be designed to possess specific properties [90], 

such as a high refractive index, to reduce scattering and enhance the resolution of 

imaging and sensing systems. 

1.2.2.2 Non-line-of-sight environment  

Non-line-of-sight transmission and imaging pertain to the capability of transmitting, 

receiving optical signals, or capturing images even when the direct line of sight 

between the transmitter and receiver is obstructed by an obstacle [91–96], as shown in 

Fig. 1.3. Rough reflective surfaces existing in non-line-of-sight environment can be 

seen as scattering media. Non-line-of-sight transmission process often exists in 

various communication or imaging fields. For instance, light transmission in 

underwater environment [92] often encounters stones, rocks, and suspended particles, 

which would block the transmission path of light transmission and arouse severe 

attenuation and distortion. In addition, non-line-of-sight environment often poses 

threats to optical communication [95] and imaging [96] in the indoor environment. 
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Non-line-of-sight transmission holds significance in many areas, e.g., autonomous 

vehicles, search and rescue operations, and military reconnaissance.  

        

Figure 1.3 Non-line-of-sight transmission scheme. LS: light source. BD: single-pixel 

bucket detector. 

Various techniques have been proposed for achieving non-line-of-sight 

transmission and imaging. Time-of-flight (TOF) measurements of light [97–100] are 

often applied in the field of non-line-of-sight transmission and imaging. TOF 

technique involves measuring the duration of light travelling from the transmitter to 

the obstacle and subsequently to the receiver. By analyzing the time delay and light 

intensity, it is feasible to reconstruct an image of the object hidden behind the obstacle. 

Photon-counting detectors [101–103] are capable of detecting scattered light in non-

line-of-sight environment. Low-noise detectors and imaging algorithms have been 

utilized in photon-counting non-line-of-sight imaging [101]. Photon-counting non-

line-of-sight imaging [104] can be realized by utilizing a single-photon avalanche 

diode detector to detect scattered light and reconstruct an image of an obscured object. 

In addition, sound waves [105] or radio waves [106] can be utilized to explore hidden 

objects and acquire their location and shape. In an acoustic non-line-of-sight imaging 

system [106], sound waves are used to detect objects concealed behind walls.  

Therefore, optical transmission through scattering media is a multifaceted and 

challenging problem in optics. Various techniques are proposed to realize optical 

transmission through scattering media, including structured illumination, 
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enhancement of contrast, and theoretical algorithms. However, traditional methods for 

imaging through scattering media are inadequate due to their huge computational 

demands, low resolution, and limited application ranges. 

1.2.3 Optically secured transmission 

Optical encryption is an advanced technique that utilizes optics and photonics 

techniques to ensure the confidentiality of transmitted information. Optical encryption 

has gained considerable attention in recent years due to its high level of security, high 

transmission rate, and low probability of interception. Optical encryption methods are 

often applied in different fields, e.g., information encryption [107,108], physically 

secured wireless transmission [109–112], and encrypted visible light communication 

(VLC) [113,114]. 

Double random phase encryption (DRPE) [107] is a widely adopted optical 

encryption technique utilizing two random phase masks to encode and decode 

information. The first random phase mask encodes the original image, and the second 

mask multiplies the encoded image to generate a scrambled image. Original image 

can only be recovered with correct keys, e.g., inverse of the second random phase 

mask. DRPE has found widespread applications in various areas, e.g., image and 

video encryption. 

Physically secured optical transmission (PSOT) is an optical encryption 

technique that utilizes unique physical properties of the transmission channel to 

enhance the security of wireless communications. The characteristics of the wireless 

channel include signal strength, frequency response, and channel impulse response. 

The key is generated by measuring the wireless channel between the transmitter and 

the receiver. PSOT eradicates the necessity of exchanging encryption keys between 

the transmitter and receiver, reducing the risk of key interception and enhancing the 
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efficiency of the encryption process. PSOT is resistant to replay attacks since the 

PSOT key is generated based on the constantly changing physical properties of the 

wireless channel. PSOT has been applied in various wireless communication systems, 

such as Wi-Fi, Bluetooth, and cellular networks.  

Encrypted VLC is a novel optical encryption technique that utilizes visible light 

to transmit encrypted information. Information can be encoded into a sequence of 

light pulses, which are modulated using the encryption key. The encrypted 

information can only be retrieved using correct encryption key. Encrypted VLC has 

been employed in diverse applications, including indoor positioning, secure data 

transmission, and augmented reality. Some researchers have proposed various 

encryption methods like quantum key distribution [115] or chaos-based encryption 

[111]. Furthermore, researchers have proposed hybrid encryption methods that 

integrate optical encryption with other encryption techniques, such as electronic 

encryption [116], to augment security of the information. 

However, implementing optical encryption techniques still has faced numerous 

challenges. One of the most significant challenges is the susceptibility of optical 

systems to external noise and interference [117,118]. Various factors, such as 

atmospheric turbulence, temperature changes, and mechanical vibrations, can 

introduce noise and distortion into the optical signal, affecting the quality and security 

of the encryption. Another challenge is a need for specialized equipment and expertise 

to implement optical encryption [119]. Laser, phase modulators, and spatial light 

modulators are specialized optical devices and components required for optical 

encryption that can be costly and challenging to obtain. Despite the challenges, optical 

encryption techniques have shown a potential in various applications. For instance, 

optical encryption can secure communication in military and government applications, 
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financial transactions, and healthcare systems. Optical encryption can also secure 

sensitive data in cloud computing and IoT devices, where traditional electronic 

encryption techniques may not suffice. 

1.3 Problems and motivation statement 

Based on the aforementioned introduction, single-pixel optical encoding methods are 

studied for optical transmission framework in this thesis, which is aimed to solve key 

scientific problems in optical wireless transmission. The challenges and research 

motivations are described as follows: 

(1) It has been well recognized that when 2D random patterns and coherent light 

source are directly applied, it is not possible to optically transmit data through 

scattering media with high fidelity. It is desirable to explore an easy-to-implement and 

feasible way to apply ghost diffraction and optical encoding method to enable high-

fidelity optical information transmission through scattering media in free space. It is 

also desirable that 2D arrays of random numbers can be generated and used as 

information carriers to conduct optical transmission through scattering media in free 

space with high fidelity and high robustness. 

(2) Few work was conducted on optical data transmission through dynamic scattering 

media, e.g., dynamic smoke or dynamic turbid water. Free-space optical analog-signal 

transmission in a dynamic smoke environment is challenging, and it is desirable to 

investigate the influence of dynamic smoke environment on high-fidelity free-space 

optical analog-data transmission. 

(3) Obstacles in the transmission channel would block optical wave. Optical analog-

signal transmission in non-line-of-sight environment is still challenging, and it is 

desirable to investigate new schemes for high-fidelity free-space optical analog-data 

transmission through dynamic scattering in non-line-of-sight environment. 
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(4) Security of optical wireless transmission has not been fully studied in harsh 

environments. A promising approach to solving the problem is that the computer-

generated keys can be used with physically-generated keys to achieve high security. It 

is desirable to develop a feasible and easy-to-implement method to enable optical data 

transmission through scattering media in free space with high fidelity and high 

security. 

 

Figure 1.4 Structure of the research questions in this thesis. 

The main objective of this thesis is to design optical encoding algorithms to 

realize optical transmission through scattering media in free space. The main works 

conducted in this thesis include two aspects, e.g. optical encoding algorithm and 

encrypted transmission. The main research work of this thesis is outlined in Fig. 1.4. 

1.4 Thesis structure 
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Chapter 2 presents a method to realize free-space optical transmission through 

scattering media. 2D arrays of random numbers are applied as information carriers, 

and the concept of ghost diffraction and transmission is introduced. Experimental 

results verify the feasibility of the proposed method to realize high-fidelity optical 

wireless transmission through static scattering media. 

Chapter 3 presents a high-fidelity optical transmission through dynamic 

scattering media. A fixed reference pattern is repeatedly utilized as temporal carriers 

to temporally correct the transmission errors aroused by dynamic scattering media.  

Chapter 4 presents a scheme to realize optical transmission in dynamic and 

complex environment using binary encoding with a modified differential method. In 

this Chapter, the proposed scheme realizes optical transmission at a potentially higher 

rate and the fewer number of random patterns is utilized. 

Chapter 5 focuses on the secured optical data transmission through scattering 

media. An encryption system is proposed to realize optically secured transmission in 

harsh environments. Optically secured transmission through static and dynamic 

scattering media is respectively presented. Experimental results verify effectiveness 

and feasibility of the proposed optically secured transmission through scattering 

media in free space. 

Chapter 6 summarizes the research findings, and contributions of the thesis are 

described. The future work is also described in this Chapter. 
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Chapter 2 Ghost transmission through static scattering 

media 

2.1 Introduction 

Optical information transmission through scattering media is always considered as a 

significant challenge, since optical field could be severely destroyed in scattering 

environment. A number of methods [1,120–122] have been developed to realize 

information transmission through scattering media. A typical method is based on 

wavefront shaping [121], in which phase or amplitude modulation is usually 

conducted to control light to focus at a certain point of the output plane. Manipulation 

of interference among different optical channels is also applied to establish effective 

information channels [122], and amplitude or phase information of light through 

scattering media is further used as a feedback to optimize optical field. However, 

conventional methods could be complex and time-consuming due to the optimization 

and precise stability requirements. In addition, high-fidelity and high-robustness free-

space optical data transmission through scattering media has not been realized. 

To solve key scientific problems in conventional free-space optical transmission 

through scattering media, ghost diffraction can be explored to provide a promising 

solution. Ghost diffraction originated from quantum [2,3], in which the entangled 

state of two photons generated from spontaneous parametric down-conversion was 

used to realize the imaging. Later, ghost diffraction was further proved to be feasible 

with classical thermal light [6,8]. Ghost diffraction has been widely applied, e.g., 

three-dimensional reconstruction [20,21,123], phase object recovery [22,124], 

Terahertz [24,25], optical encryption [125–127] and X-ray imaging [7,128]. In ghost 

diffraction process with only one single-pixel bucket detector, a number of 2D 
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patterns [19,129–131] need to be generated and sequentially embedded into a spatial 

light modulator (SLM). Then, these 2D patterns are illuminated to propagate at object 

wave path, and light intensity is collected by using a single-pixel bucket detector. The 

object information can be recovered by using correlation algorithms [19,129–131] 

with the 2D patterns and the collected intensity. It is required that a large number of 

patterns are usually applied to enhance quality of the recovered object image and 

mitigate environmental and detection noise. However, in ghost diffraction, the 2D 

patterns embedded into SLM usually contain no meaningful information about the 

data or object, and cannot be directly employed as information carriers for optical data 

transmission. Moreover, a non-correlation relationship usually exists among the 2D 

patterns, and there is also no determined relationship between the 2D patterns and the 

recorded intensity. Therefore, high-fidelity data transmission through scattering media 

is not feasible in traditional ghost diffraction, when the 2D patterns are directly used 

and coherent light source is applied. It is highly desirable to explore an easy-to-

implement and feasible way to apply ghost diffraction and optical modulation method 

to enable high-fidelity ghost diffraction and optical information transmission through 

scattering media in free space. It is also desirable that 2D arrays of random numbers 

can be generated and directly used as information carriers to conduct ghost 

transmission through scattering media in free space with high fidelity and high 

robustness. 

In this Chapter, optical ghost diffraction using a series of 2D arrays of random 

numbers and coherent light source is proposed to realize optical field modulation and 

optical information transmission in free space through scattering media, which can 

provide an easy-to-implement way with high fidelity and high robustness. Instead of a 

direct realization of signal transmission with a laser, various types of ghosts, e.g., 
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analog signals and grayscale images, are first encoded into 2D arrays of random 

numbers as information carriers. The generated 2D arrays of random numbers are 

sequentially embedded into SLM, and are sequentially illuminated to propagate 

through scattering media in free space. A single-pixel bucket detector is used at the 

receiving end to collect the intensity. Original signals or images can be retrieved at 

the receiving end using a simple retrieval operation. The main contributions of this 

work are described as follows: (1) To the best of my knowledge, it is the first time to 

realize free-space optical signal transmission through scattering media using a series 

of 2D arrays of random numbers as information carriers. (2) An entirely new method 

is proposed to design a series of 2D arrays of random numbers to realize high-fidelity 

and high-robustness free-space optical information transmission through scattering 

media. (3) Optical experiments are conducted to analyze the effect of different 

parameters and different environments on free-space optical information transmission 

by utilizing the proposed method. (4) Light intensity is collected by using a single-

pixel bucket detector so that the collimation and alignment problem of free-space 

optical transmission channel can be solved at the receiving end. Optical experimental 

results and observation could shed light on free-space optical information 

transmission through scattering media. The corresponding publication of this Chapter 

is listed as follows: 

Yonggui Cao, Yin Xiao, Zilan Pan, Lina Zhou, and Wen Chen, “Direct 

generation of 2D arrays of random numbers for high-fidelity optical ghost diffraction 

and information transmission through scattering media,” Optics and Lasers in 

Engineering, 158, 107141 (2022). 
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2.2 Theory of wave propagation through scattering media 

In this Section, a detailed introduction to the theory of wave propagation through 

scattering media is given. Theory of transmission matrix is utilized to obtain the 

relationship between input plane wave field and the output wave field after the plane 

wave propagates through scattering media. 

   

Figure 2.1 Light propagating through thin diffusing slabs [46]. 

Traditionally, when light transmitting through scattering media, transmission 

matrix xG  is often used to describe a relationship between the spatial input and output 

optical modes. Transmission matrix is often modeled as a random matrix with 

complex Gaussian elements, and there is also a macroscopic structure in transmission 

matrix, which is particularly noticeable for thin slabs: a point source at the input plane 

would diffuse into a diffuse spot at the output. 

To theoretically derive the relationship between output and input optical field 

intensity, continuous fields  aF x  and  bF x  along the front and back surfaces of a 

scattering slab are considered. Wave propagation through any linear medium can be 

described by a complex transmission function  ,x a bG x x  such that 

       2, ,b x a b a aF x G x x F x d x    (2.1) 

Light Source 

A B 
Scattering 
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 ,x a bG x x
 aF x  bF x
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where  aF x  denotes the incident field on side A, and  bF x  denotes the output field 

on side B, ax  and bx  is the spatial coordinates in arbitrary planes. 

After that, the k-space intensity propagator  ,k b aL k k  needs to be calculated, which 

defines the average transmitted intensity when plane wave passes through scattering 

medium. By convention, the intensity is defined as a function of propagation direction 

bk  as,    
2

b bI k F k . 

To derive the theorem of intensity propagation, a truncated plane wave is 

designed with normalized power: 

  
 

 
1
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a a aik xH a

H a H a

for x inside a square area HJ x
F x e J x

otherwiseH


  


  (2.2) 

As a result of normalization,  
2 2 1H a a

H

F x d x   is obtained. Note that while wave 

is truncated to a square area H in Eq. (2.2), I take the limit area H   in the 

following part. Following Eq. (2.1), the incident field  H aF x  generates the following 

transmitted field. 

    
  2, .a aik xH a

b x a b a

J x
F x G x x e d x

H
    (2.3) 

So the k-space intensity propagator is defined as the average spectrum intensity 

at side B, when an incident plane wave with wavevector ak  illuminates side A [46]. 
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The coordinate transforms 'a a ax x x   and 'b b bx x x   are applied, and Eq. 

(2.4) is rewritten as 
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  (2.5) 

The shift-shift correlation function xQ  is defined under the circumstance .H   
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  (2.6) 

Note that correlation function in Eq. (2.6) can be defined in arbitrary conditions 

even when the medium is not shift-invariant. However, defining a correlation function 

does not make sense unless the medium is statistically invariant to translations over 

the analysis area. 

Then, combining Eqs. (2.5) and (2.6) so that [46]: 

     2 2, , .a a b bik x ik x

k b a x a b a bL k k Q x x e e d x d x
  

        (2.7) 

Inverting this Fourier transform to give 

     2 2, , .a a b bik x ik x

x a b k b a a bQ x x L k k e e d k d k
 

    
-

  (2.8) 

For convenience, changing the coordinates of kL  to ak k  and b ak k k  - to get 

     ( )' 2 2, ; ,b a bi k x ik x x

x a b kQ x x L k k e e d kd k
    

        (2.9) 

where this is still a general expression. 
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In the above discussion, the diagonal features of transmission matrix is explained, 

and 2D Fourier Transform provides us a direct explanation why the transmitted 

intensity of light through scattering media has a close relationship with the diagonal 

value of Fourier transformed transmission matrix. 

In addition, the intensity propagator matrix is proportional to the correlation 

function of transmission matrix. 
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where tmn denotes the complex coefficient of transmission matrix T. 

Through Eq. (2.10), the result of transmitted intensity is derived 
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  (2.11) 

The first term of Eq. (2.11) can be regarded as the sum of the diagonal elements 

of the transmission matrix autocorrelation matrix, and the second term of Eq. (2.11) 

can be regarded as the sum of the cross-correlation of elements in transmission, which 

is equal to zero. Due to scattering statistics, the transmission matrix can be regarded 

as a Gaussian distributed matrix, and the cross terms of auto-correlation matrix of T 

are all small values. In other words, the contribution of the coefficient mn mnt t   is 

negligible compared with the coefficient mnt . 

In this Section, a detailed analysis to the theory of wave propagation through 

scattering media is given. Theoretically, it is proved that the intensity of input optical 

field and output optical field has a proportional relationship, and the scaling factor is 
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equal to the sum of diagonal elements of the correlation matrix of scattering medium 

transmission matrix. Hence, it is explained why optical information can be retrieved 

with a single-pixel detector through decoding process. 

2.3 Principles 

An optical model of the proposed optical ghost diffraction and information 

transmission is shown in Fig. 2.2. Data to be transmitted are encoded into 2D 

information carriers, and the 2D information carriers are embedded into SLM 

sequentially. A laser is modulated by the 2D information carriers, and the modulated 

light propagates through scattering optical channel which is composed of diffusers 

(e.g., ground glass) and reflective media (e.g., an A4 paper). Light intensity is 

collected by a single-pixel bucket detector at the receiving end and is utilized to 

retrieve original signal. 

 

Figure 2.2 An optical model of the proposed optical ghost diffraction and information 

transmission scheme. 

In the proposed method, the signal or image is first encoded into 2D arrays of 

random numbers. The proposed generation process of 2D arrays of random numbers 

is described as follows:  

(1) Enlarge each original signal pixel (S) by using a magnification factor (M):

;A M S    

(2) Arbitrarily generate a random matrix P with real and non-negative values (i.e., 

from 0 to 1); 

Laser 

2D 

Information 

carrier 

Scattering optical 

channel 

Detector 
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(3) Calculate a difference y between the enlarged value A obtained in step (1) and 

the sum of the generated matrix P:  sum P ;y A 
 

(4) Generate another matrix C with real and non-negative values, sum of whose 

pixel values is equivalent to absolute value of the difference y obtained in step (3): 

 sum C ,y
 
where | | denotes an absolute operation;  

(5) When the difference obtained in step (3) is negative, a 2D array 

corresponding to the enlarged data in step (1) is generated by calculating the 

difference between the matrix P and the matrix C. When the difference y obtained in 

step (3) is positive, a 2D array corresponding to the enlarged data in step (1) is 

generated by the addition of matrix P and matrix C: 

 
  P C, 0

P .
P C, 0

y

y

 
 

 
  (2.12) 

To analyze the selection of different parameters in the proposed method 

aforementioned, original signal, i.e., acting as ghost, is normalized to be within a 

range from 0 to 1. (i) Since the generated 2D arrays of random numbers are 

sequentially embedded into the SLM, the large size of 2D arrays, e.g., 256×256 or 

512×512 pixels, is required in order to provide sufficient light intensity in the 

experiments. (ii) Although the magnification factor used in the proposed method can 

be arbitrarily selected, it needs to satisfy that the enlarged value obtained in step (1) is 

comparable to the total pixel number of its correspondingly generated 2D array. (iii) 

The matrix F is generated in a random process. A difference value y is first calculated 

by using a subtraction operation between the enlarged value obtained in step (1) and 

the sum of random matrix P, whose absolute value consists of an integer value 

denoted as p and a decimal (fractional part) denoted as q. Then, the steps for the 

generation of matrix C are as follows: A random sequence T with a length of 2×p is 
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first generated, of which the upper half are random numbers between 0 and 1 and the 

lower half are obtained by calculating the difference between 1 and each value of the 

upper half. Then, an all-zero matrix with the same size of the matrix P is generated, 

and pixels with the number of 2×p+1 are randomly selected from this all-zero matrix. 

Finally, the decimal (fractional part) q and all values of the random sequence T are 

arbitrarily assigned to those randomly-selected pixel positions with the number of 

2×p+1 in order to generate the matrix C. 

 

Figure 2.3 A flow chart of the proposed pattern generation algorithm. 

A flow chart of the proposed pattern generation process is shown in Fig. 2.3, and 

important and relevant parameters have been described. The following objective can 

be achieved: the sum of the generated 2D array of random numbers is equivalent to 

the enlarged value obtained in step (1), and each signal pixel to be transmitted is 

individually encoded into a 2D array of random numbers. 
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The whole encoding and retrieval process is shown in Fig. 2.4. For an original 

signal (as ghost, i.e., Si, i=1,2,3,…,K) with K pixels to be transmitted, the proposed 

whole process is as follows: Each signal pixel is first encoded into a 2D array of 

random numbers ( P ,i  i=1,2,3,…,K) using the proposed algorithm aforementioned. To 

fully mitigate environmental and detection noise, a differential method is further 

developed to convert each generated 2D array of random numbers into two 2D 

 

Figure 2.4 A flow chart of the proposed optical information encoding and 

retrieval process. 

arrays of random numbers (i.e., B Pi  and B Pi ) with a real and positive constant B 

to remove negative values. Then, for each pixel of the signal to be transmitted, the 

two generated 2D arrays of random numbers are sequentially embedded into an 

amplitude-only SLM in Fig. 2.5, and two intensity points (bi1, bi2) can be sequentially 

collected by a single-pixel bucket detector. In information retrieval process, a simple 
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subtraction operation with these two collected intensity values (bi1, bi2) is carried out 

to retrieve each signal pixel value (Si), which has a close relationship with its 

corresponding pixel value in original signal, i.e., with a scaling factor. According to 

the principles of wave propagation through scattering media [46,132], intensity Iout 

collected by single-pixel bucket detector can be described by 
2

outI E ,nu where u 

denotes a scaling factor and En (n=1, 2, 3,…) denotes each element of wavefront 

information. In a certain transmission environment, the scaling factors corresponding 

to different 2D arrays of random numbers can be considered as the same one, and the 

scaling factors can be easily obtained during the experimental process. Hence, the 

original signal can be retrieved with high fidelity by using the scaling factor and the 

two collected intensity values (bi1, bi2). The proposed method is able to realize high-

fidelity optical ghost diffraction and information transmission through scattering 

media in free space, when a single-pixel bucket detector is used at the receiving end. 

2.4 Experimental results and discussion 

 

Figure 2.5 A schematic experimental setup for the proposed free-space optical ghost 

diffraction and information transmission through scattering media: M, Mirror; SLM, 

Amplitude-only spatial light modulator; DF, Diffusers; BD, Single-pixel bucket 

detector. d1 denotes axial distance between the SLM and the first diffuser, and d2 

denotes axial distance between the A4 paper and single-pixel bucket detector. Two 

cascaded diffusers and a reflective A4 paper are used as a typical example in this study. 

An experimental setup in Fig. 2.5 is conducted to show feasibility and effectiveness of 

the proposed method. A diode pumped green laser (CrystaLaser, CL532-025-S) with 
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power of 25.0 mW and wavelength of 532.0 nm is expanded with an objective lens 

(MLWD-50X). The collimated light source illuminates amplitude-only SLM 

(Holoeye, LC-R720) with pixel size of 20.0 μm. The generated 2D arrays of random 

numbers with size of 512×512 pixels are sequentially embedded into the SLM, and 

then are illuminated to propagate through scattering media in free space. The 

switching rate of SLM is 1.25Hz, which means the interval between pattern switching 

is 0.8s. Here, two cascaded diffusers (Thorlabs, DG10-1500) and one reflective 

ordinary A4 paper are used as a typical example. After wave propagation, light 

intensity at the receiving end is collected by using a single-pixel bucket detector 

(Newport, 918D-UV-OD3R). 

 
                          (a)                                                                               (b) 

 
                          (c)                                                                               (d) 

Figure 2.6 The signals retrieved at the receiving end in different environments: the 

signal obtained (a) when no scattering medium is in wave propagation path in Fig. 2.5, 

(b) when only the reflective A4 paper is placed in wave propagation path in Fig. 2.5, (c) 

when one diffuser and the reflective paper are placed in wave propagation path in Fig. 

2.5, and (d) when two cascaded diffusers and the reflective paper are placed in wave 

propagation path in Fig. 2.5. PSNR values of the retrieved signals in (a)-(d) are 35.62 

dB, 38.20 dB, 38.02 dB and 36.35 dB, respectively. MSE values of the retrieved 

signals in (a)-(d) are 2.74×10
-4

, 1.52×10
-4

, 1.58×10
-4

 and 2.31×10
-4

, respectively.  

Axial distance between the two diffusers is 25.0 mm. Axial distance between the 

SLM and the first diffuser is denoted as d1 with a default value of 12.5 cm. Axial 
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distance between the second diffuser and the A4 paper is 11.0 cm, and axial distance 

between the A4 paper and single-pixel bucket detector is denoted as d2 with a default 

value of 2.5 cm. 

When the series of generated 2D arrays of random numbers is sequentially 

embedded into the SLM and the modulated wave propagates through scattering media 

in free space, a series of intensity values are sequentially collected by using the 

single-pixel bucket detector at the receiving end. Here, four different 1D analog 

signals are used as the ghosts to be individually encoded and optically transmitted 

through scattering media in free space to verify the proposed method. The optical 

experimental results are shown in Figs. 2.6(a)–2.6(d), where the dotted points 

represent original signals and triangle points represent the retrieved signals. As can be 

seen in Figs. 2.6(a)–2.6(d), the encoded ghosts are retrieved at the receiving end with 

high fidelity in different transmission environments. Peak signal-to-noise ratio (PSNR) 

and mean squared error (MSE) [133,134] are calculated to quantitatively evaluate 

experimental results, given in Fig. 2.6. The values of MSE and PSNR are respectively 

calculated by [133] 

  
N 2

1

1
MSE ,

N
i i

i

S S


    (2.13) 

 

2

10
PSNR=10log ,

MSE

S
MAX

  (2.14) 

where MAXS denotes the maximum value of analog signal. 

The high PSNR values and low MSE values demonstrate that high-fidelity ghost 

diffraction and optical information transmission through scattering media in free 

space are experimentally realized by using the proposed method. To further show the 

difference between the retrieved signals and original signals in Figs. 2.6(a)–2.6(d), a 
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box chart is shown in Fig. 2.7. As shown in Fig. 2.7, all the normalized errors between 

the retrieved signals and original signals are within a very small range, meaning that 

original signals are retrieved with high fidelity. 

 

Figure 2.7 Error distributions obtained between original signals and the retrieved 

signals in Figs. 2.6(a)–2.6(d). 

2D grayscale images are also used as ghosts to be encoded into a series of 2D 

arrays of random numbers, and optical information transmission through scattering 

media in free space are conducted using the experimental setup in Fig. 2.5. Here, two 

grayscale images with 64×64 pixels are selected as original signals (i.e., ghosts). Each 

grayscale image contains 4096 pixels to be sequentially encoded into 2D arrays of 

random numbers by using the proposed method, and then these generated 2D arrays 

of random numbers are sequentially embedded into SLM and are illuminated to 

propagate through scattering media in free space. Here, two typical 2D patterns with 

random numbers are shown in Figs. 2.8(a) and 2.8(b). As described in Section 2.3, 

each generated 2D array of random numbers is further transformed into two 2D arrays 

of random numbers (i.e., B Pi  and B Pi ) with a real and positive constant B to 

remove negative values. Fig. 2.8(a) shows a typical image of B P ,i and Fig. 2.8 (b) 
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shows a typical image of B P .i
 In this experiment, a refreshing rate of the SLM is set 

as 1.25 Hz as a typical example to illustrate the proposed method, and there are totally 

8192 patterns sequentially embedded into the SLM for each 2D grayscale image with 

64×64 pixels. The time to acquire 2D information by using single-pixel bucket 

detector is 6553.6 s. A proof-of-principle optical experiment is conducted in this study, 

and the refreshing rate can be further increased by using digital micromirror devices 

(DMD). 

    
                                                                     (a)                               (b) 

   
                                                                       (c)                        (d) 

     
                                       (e)                                                                              (f) 

Figure 2.8 Experimental results retrieved at the receiving end: (a) and (b) typically 

generated 2D patterns with random numbers containing ghost information, (c) and (d) 

the retrieved ghosts (64×64 pixels) using the proposed method, (e) a typical 

comparison between the 30th row of the retrieved ghost in (c) and those original values, 

and (f) a typical comparison between the 30th row of the retrieved ghost in (d) and 

those original values. PSNR values of (c) and (d) are 37.94 dB and 37.26 dB, 

respectively. MSE values of (c) and (d) are 1.61×10
-4

 and 1.88×10
-4

, respectively. 

A series of intensity values are correspondingly collected by the single-pixel 

bucket detector, and these intensity values are further used to retrieve image data. 

Optical experimental results are shown in Figs. 2.8(c) and 2.8(d) and the PSNR and 

MSE values are given in Fig. 2.8, which demonstrates that high-fidelity optical 
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transmission of 2D images can also be realized by using the proposed method when 

there is a scattering medium in the optical path. 

To further illustrate quality of the images (ghosts) retrieved at the receiving end, 

cross-sectional comparisons between original signals and the retrieved ghosts are 

conducted and shown in Figs. 2.8(e) and 2.8(f). A typical comparison between the 

pixels along the 30th row of the retrieved ghost in Fig. 2.8(c) and those original 

values is shown in Fig. 2.8(e). A typical comparison between the pixels along 30th 

row of the retrieved ghost in Fig. 2.8(d) and those original values is shown in Fig. 

2.8(f). It is demonstrated again that high-fidelity signals are retrieved at the receiving 

end. As discussed in Section 2.3, scaling factor can be calculated to denote the 

relationship between intensity values collected by a single-pixel bucket detector and 

original information. 4096 scaling factors can be calculated for each grayscale image 

in optical experiment. The scaling factors in Figs. 2.8(c) and 2.8(d) are within a small 

range, i.e., 2.06×10
-11

~2.24×10
-11

 and 2.00×10
-11

~2.25×10
-11

, respectively. This 

verifies the validity of the proposed method. It is experimentally demonstrated that 

high-fidelity 2D image (as ghost) transmission through scattering media in free space 

can be realized by encoding pixel values into a series of 2D arrays of random numbers. 

To better evaluate performance of the proposed method with different parameters, 

two important parameters, i.e., the magnification factor and size of 2D arrays, are 

further analyzed for a comparison using the experimental setup in Fig. 2.5.  

Different magnification factors are selected to generate 2D arrays of random 

numbers as information carriers, and these 2D arrays of random numbers are further 

used for free-space ghost transmission through scattering media. In this case, size of 

the generated 2D arrays of random numbers is fixed as 512×512 pixels. The 

experimental results using different magnification factors ranging from 1.0×10
4
 to 
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2.0×10
5
 are shown in Fig. 2.9(a). As can be seen in Fig. 2.9(a), high PSNR values and 

low MSE values are always obtained when the magnification factor is larger than 

3.5×10
4
. It is also experimentally found that when the magnification factor is low, 

influence of environmental and detection noise is large. Experimental results using 

different sizes (N×N pixels) of the generated 2D arrays of random numbers are shown 

in Fig. 2.9(b). The experimental setup in Fig. 2.5 is applied. In this case, the 

magnification factor is fixed as 35000. It is demonstrated in Fig. 2.9(b) that high 

PSNR values and low MSE values are always obtained when N is larger than 200. In 

this study, the laser with a fixed power is used in the experiments, and insufficient 

        
                                                                                     (a)                                                                                             

 
                                                                                    (b) 

Figure 2.9 (a) PSNR and MSE values of the signals retrieved at the receiving end when 

different magnification factors are used in the proposed method, and (b) PSNR and 

MSE values of the signals retrieved at the receiving end when 2D arrays with different 

sizes are used. 

light reflected by the SLM would be collected by the single-pixel bucket detector 

when the size of 2D arrays is small (e.g., 64×64 or 128×128 pixels). In conclusion, 
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the acceptable values of magnification factor in this experimental should be larger 

than 3.5×10
4
. In terms of the acceptable range of size (N×N pixels) of 2D arrays of 

random numbers, N should be larger than 200. 

  

(a) 

 
(b) 

Figure 2.10 (a) PSNR and MSE values of the signals retrieved at the receiving end 

using different propagation distances d1, and (b) PSNR and MSE values of the signals 

retrieved at the receiving end using different propagation distances d2. 

Different propagation distances are further employed to evaluate the proposed 

method, and experimental results are shown in Figs. 2.10(a) and 2.10(b). Here, d1 

denotes axial distance between the SLM and the first diffuser, and d2 denotes axial 

distance between the A4 paper and single-pixel bucket detector in Fig. 2.5. In Fig. 

2.10(a), the distance d2 is fixed as 2.5 cm, and the propagation distance d1 ranges from 

12.5 cm to 37.5 cm. It is shown in Fig. 2.10(a) that high PSNR values and low MSE 

values are always obtained, and high-fidelity data transmission through scattering 

media in free space is realized. In Fig. 2.10(b), the distance d1 is fixed as 12.5 cm, and 
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the propagation distance d2 ranges from 2.5 cm to 15.0 cm. It is also illustrated in Fig. 

2.10(b) that high PSNR values and low MSE values are always obtained, and high-

fidelity data transmission through scattering media in free space is realized. When the 

propagation distance d2 is approaching to or larger than 15.0 cm, the scattered light 

intensity collected by single-pixel bucket detector is weaker and quality of the 

retrieved ghosts decreases as shown in Fig. 2.10(b). In terms of d1, all the distances 

(i.e., from 12.5 cm to 37.5 cm) in this experiment are acceptable when d2 is fixed as 

2.5 cm. In terms of d2, distances smaller than 12.0 cm are all acceptable in this 

experiment when d1 is fixed as 12.5 cm. 

The laser with different wavelengths is also used to conduct the proposed free-

space ghost diffraction and optical information transmission through scattering media. 

Here, the laser with five different wavelengths (i.e., 405.0nm, 520.0nm, 532.0nm, 

658.0nm and 690.0nm) is individually used in the experiments. Experimental results 

of optical diffraction through scattering media using the generated 2D arrays of 

random numbers are shown in Fig. 2.11. It can be seen in Fig. 2.11 that PSNR and 

MSE values of the retrieved data remain stable, and high-fidelity free-space optical 

ghost diffraction and information transmission through scattering media are always 

realized when different wavelengths are used. Therefore, multiple transmission 

channels are potentially feasible. 
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Figure 2.11 PSNR and MSE values of signals retrieved at the receiving end when the 

laser with different wavelengths is used. 

In this study, two cascaded diffusers and one A4 paper are utilized as scattering 

media and reflective media, which provide typically optical experimental results in 

scattering environment. It is believed that the proposed method can also work well 

through other scattering media, and performance of the proposed method in different 

scattering environments would be further evaluated. Compared with wavefront 

shaping [3], the proposed method does not require a time-consuming optical 

alignment and calibration process. Compared with other optical methods that use 

linear intensity modulation [4] to realize information transmission, the proposed 

method can realize high-fidelity free-space analog signal transmission and retrieval 

through scattering media. 

2.5 Summary 

A new method to directly generate a series of 2D arrays of random numbers to encode 

the ghost (e.g., signals or images) is proposed to realize high-fidelity free-space 

optical information transmission through scattering media. Optical experimental 

results demonstrate that high-fidelity free-space optical information transmission 

through scattering media is realized. The proposed ghost diffraction could open up an 
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avenue for many applications, e.g., high-fidelity free-space optical information 

transmission through scattering media. 
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Chapter 3 High-fidelity temporally-corrected transmission 

through dynamic smoke 

3.1 Introduction 

With ever-growing popularity of wireless communication, radio-frequency (RF) 

technologies and systems are widely deployed and utilized in our community 

[135,136]. The RF band of electromagnetic spectrum is expensive and fundamentally 

limited in capacity, since most sub-bands are exclusively licensed [1]. It is desirable 

and crucial to consider other options for wireless communication that rely on other 

electromagnetic spectra. Compared with traditional RF technologies, free-space 

optical communication has attracted much increasing attention in recent years due to 

its free and abundant spectrum resources, low power consumption and low cost 

[1,137]. Free-space optical data transmission often encounters absorption and 

scattering phenomena due to atmospheric conditions. In fact, optical transmission or 

imaging [48,138,139] through scattering media, e.g., smoke, rain, fog and dust, is 

always regarded as a significant challenge due to the severely degrading of optical 

field information. To verify the free-space optical data transmission, much research 

work has been conducted using different light sources in various optical transmission 

environments, e.g., atmospheric conditions [49–52] and underwater [53,54].  

In atmospheric environments, smoke or fog severely attenuates the propagating 

light and degrades signal-to-noise ratio (SNR) of transmitted signals. When the light 

beam propagates through smoke or fog, light intensities [55–62], optical polarization 

states [63–68] and optical field information [69,70] could be changed. In particular, 

atmospheric environments, e.g., smoke, always have a dynamic property as a result of 

the changeable meteorological conditions. Due to the settlement and liquefaction of 
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smoke, the properties of optical field information could be dynamically changed 

during optical data transmission. Therefore, temporal changes of dynamic smoke 

affect the transmission and detection of optical information, and optical data 

information collected at the receiving end always contains transmission errors. 

Performance of free-space optical communication can be severely impaired by the 

absorption, scattering, and dynamic change of smoke properties. However, optical 

experiments [140–142] are mainly aimed to study the effect of different channel 

properties (e.g., different temperature [142]) of smoke environment on the 

transmission rate. Many methods [143–146] have also been developed to mitigate the 

transmission error caused by atmospheric turbulence. For instance, decision feedback 

equalizer [144] optimized by minimum mean square error was investigated to 

improve the performance of optical communication system through various 

atmospheric conditions. However, few studies have been conducted on optical data 

transmission through dynamic smoke. In fact, free-space optical analog-signal 

transmission in a dynamic smoke environment is challenging, and it is highly 

desirable to investigate the influence of dynamic smoke environment on free-space 

optical analog-data transmission. 

In this Chapter, high-fidelity free-space optical data transmission through 

dynamic smoke is studied by using a pixel-to-plane encoding algorithm to generate a 

series of 2D arrays with random numbers as information carriers. A novel pixel-to-

plane encoding algorithm is first developed to generate 2D arrays of random numbers 

constrained by each pixel of the signal to be transmitted. To eliminate transmission 

errors caused by dynamic smoke, a fixed reference pattern is further introduced and 

used to conduct dynamic compensation, and transmission errors and noise induced by 

dynamic smoke are temporally corrected. Experimental results are obtained to verify 
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the proposed method, when the developed free-space optical data transmission 

scheme is applied in dynamic smoke environment with different concentrations. It is 

demonstrated that irregular analog signals can always be retrieved with high fidelity at 

the receiving end after transmitting through dynamic smoke. Moreover, the proposed 

method also shows high robustness against dynamic smoke with different 

concentrations. The proposed method could open up a new research perspective for 

free-space optical data transmission through dynamic smoke. The corresponding 

publication of this Chapter is listed as follows: 

Yonggui Cao, Yin Xiao, Zilan Pan, Lina Zhou, and Wen Chen, “High-fidelity 

temporally-corrected transmission through dynamic smoke via pixel-to-plane data 

encoding,” Optics Express, 30(20), 36464–36477 (2022). 

3.2 Principles 

A series of 2D arrays of random numbers are first generated as information carriers in 

the proposed method to realize high-fidelity free-space optical data transmission 

through dynamic smoke. In the proposed method, a sequence of pixels of the signal 

(Si, i=1,2,3,…,N) to be transmitted are encoded into a series of 2D arrays of random 

numbers  P̂ 1,2,3, , .i i N， To clearly illustrate the generation process, a simplified 

flow chart of the proposed optical encoding process is shown in Fig. 3.1. The detailed 

optical encoding procedure has already been introduced in Section 2.3 in this thesis. 

The magnification factor M plays an important role in the proposed pixel-to-

plane encoding algorithm, and it needs to satisfy that the enlarged value is comparable 

to the total number of pixels in the generated 2D array of random numbers. The size 

of 2D arrays of random numbers is 512×512 pixels in this study, and a typical 

magnification factor M of 1.0×10
5 

can be used.  
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Figure 3.1 A flow chart to illustrate the generation of 2D arrays of random numbers 

to encode the signal. 

 

Figure 3.2 A schematic experimental setup for the proposed free-space optical data 

transmission in a dynamic smoke environment: M, Mirror; SLM, Amplitude-only 

spatial light modulator; BD, Single-pixel bucket detector; SG, Smoke generator.  

The 2D arrays of random numbers ˆiP  could be embedded into amplitude-only 

spatial light modulator in Fig. 3.2. According to wave propagation theory [46,132], 

light intensities collected by single-pixel bucket detector at the receiving end can be 

described by 

yi = Ai-sum(Pi) 

Transmitted data Si 

An enlarged value Ai 

yi <0 P̂ P Ci i i 
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where (x,y) and (ξ,η) denote the coordinates, u denotes a scaling factor, and bi denotes 

the recorded ith intensity value.  

In Fig. 3.2, smoke is generated and pumped into a chamber to be considered as a 

dynamic smoke channel in free space, and liquefaction and sedimentation of smoke 

particles dynamically change scattering properties in the chamber. In the process of 

light intensity measurement, environmental and shot noise affects quality of the 

retrieved signals at the receiving end. To suppress noise, a differential operation is 

proposed and applied in this study. When all the pixel values of original signal to be 

transmitted are individually encoded into 2D arrays of random numbers, each 

generated 2D array of random numbers ( P̂ , 1,2,3, ,i i N  ) is further converted into 

two separate 2D arrays, i.e., ˆB+Pi  and ˆB-Pi  where B  denotes a real and non-negative 

value.  

Since dynamic smoke environment in Fig. 3.2 results in a loss or distortion of 

optical field information, a fixed reference pattern ,R i.e., a pre-generated random 

amplitude-only pattern, is used before each generated 2D array of random numbers 

(i.e., ˆB+Pi  and ˆB-Pi ). Therefore, four 2D arrays of random numbers corresponding to 

each pixel of the transmitted signal need to be sequentially embedded into amplitude-

only SLM in Fig.3.2. The fixed reference pattern [147,148] plays an important role in 

the proposed high-fidelity free-space optical data transmission scheme. Scaling 

factors physically existing in the free-space optical transmission channel dynamically 

change due to dynamic smoke, and the fixed reference pattern is introduced here and 

used to overcome this challenge. For instance, the reference pattern R  is embedded 

into SLM at time slot ti, and an intensity value irb  is collected by using single-pixel 
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bucket detector at the receiving end. Then, 2D array of random numbers ( ˆB+Pi ) is 

embedded into SLM at time slot ti+1, and an intensity value 1ib  is recorded. 

Subsequently, the fixed reference pattern R  is embedded into SLM again at time slot 

ti+2, and an intensity value irb is recorded. Finally, the 2D array of random numbers 

( ˆ
iB P ) is embedded into SLM at time slot ti+3, and an intensity value 2ib  is collected. 

For each pixel of the signal to be transmitted, the four recordings by using the single-

pixel bucket detector can be respectively described by 

    R , ,ir it x y dxdb u y    (3.2) 

    11
ˆB+P , ,i ii t x y dxdyb u 

 
 

    (3.3) 

    2 R , ,ir it x y dxdu yb     (3.4) 

    32
ˆB-P , ,i ii t x y dxdyb u 

 
 

    (3.5) 

where u(t) denotes scaling factor at time slot t.  

Since the time interval is short to display the patterns in amplitude-only SLM in 

each group of four measurements for optically transmitting each pixel of the signal, it 

can be obtained that 

    1 ,i it tu u    (3.6) 

    2 3 .i iu ut t    (3.7) 

Therefore, a signal iS  can be retrieved at the receiving end described by 
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Figure 3.3 A flow chart of the proposed high-fidelity free-space optical data 

transmission through dynamic smoke. 
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  (3.8) 

where Z denotes scaling factor between the retrieved signal and original signal, which 

is described by 
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  (3.9) 

Therefore, based on Eq. (3.8), the proposed method is able to realize high-

fidelity free-space optical data transmission through dynamic smoke. To clearly 

illustrate the proposed method, a flow chart is further shown in Fig. 3.3.  

3.3 Experimental results and discussion 

3.3.1 Experimental setup 

To verify feasibility and effectiveness of the proposed method, a series of optical 

experiments are conducted, and a schematic experimental setup is shown in Fig. 3.2. 

An objective lens is used to expand a diode-pumped green laser (CrystaLaser, CL532-

025-S) with a power of 25.0 mW and wavelength of 532.0 nm. The series of 

generated 2D arrays of random numbers and the fixed reference pattern are alternately 

embedded into an amplitude-only SLM (Holoeye, LC-R720) with pixel size of 20.0 

μm to be illuminated by the collimated light. The switching rate of SLM is 1.25Hz. In 

optical experiments, refreshing rate of the SLM is set as 1.25 Hz as a typical example 

to illustrate the proposed method. Then, dynamic smoke is generated and pumped into 

an acrylic chamber placed in the beam path. The artificially-generated smoke is 

produced by using a commercial smoke generator (HALFSun, power of 3000W and 

pumping rate of 973.0 cm
3
/s) and smoke oil. The smoke oil is a mixture of glycerol 

and water. Therefore, dynamic smoke environments are established. Light intensities 

after propagating through dynamic smoke are recorded by using a single-pixel bucket 

detector (Newport, 918D-UV-OD3R) without a front lens. Different from other free-

space optical data transmission systems, a single-pixel bucket detector is used in the 

proposed method to collect light intensities at the receiving end. Finally, the recorded 
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experimental data is demodulated to retrieve the transmitted signal using the proposed 

method.  

 

Figure 3.4 A schematic of axial transmission distances in the designed free-space 

optical data transmission system: d1, axial distance between SLM and front side of 

smoke chamber; d2, length of smoke chamber; d3, axial distance between back side of 

smoke chamber and single-pixel bucket detector.  

Table 3.1 The parameters used in optical experiments. 

Chambers 

with different 

volumes (cm
3
) 

Pumping 

time (s) 
d1 (cm) d3 (cm) 

Total 

distance (cm) 

20×30×40 7.5 82.5 2.5 105.0 
30×30×40 11.25 72.5 2.5 105.0 
40×30×40 15.0 62.5 2.5 105.0 
60×30×40 22.5 42.5 2.5 105.0 
80×30×40 30.0 22.5 2.5 105.0 
100×30×40 37.5 2.5 2.5 105.0 

To illustrate optical data transmission in optical experiments, axial distances are 

shown in Fig. 3.4. The axial distance between amplitude-only SLM and front side of 

smoke chamber is denoted as d1, and the length of smoke chamber is denoted as d2. 

The axial distance between back side of smoke chamber and single-pixel bucket 

detector is denoted as d3. In optical experiments, the total axial transmission distance, 

i.e., d1+d2+d3, is fixed at 105.0 cm. Other experimental parameters are given in Table 

3.1. Acrylic chambers with different volumes (i.e., 20(L)×30(W)×40(H), 30×30×40, 

40×30×40, 60×30×40, 80×30×40, and 100×30×40 cm
3
) are designed to conduct 

optical experiments for a comparison. Six lengths of d2 in Fig. 3.4 are respectively 

used, i.e., 20.0, 30.0, 40.0, 60.0, 80.0 and 100.0 cm. In the smoke chambers, width 

and height of smoke chambers are fixed at 30.0 cm and 40.0 cm, respectively. The 

d1 d2 d3 

Smoke chamber 
BD SLM 
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axial distance d3 between back side of smoke chamber and single-pixel bucket 

detector is fixed at 2.5 cm. To generate smoke with the same concentration in the 

chamber with different volumes for a comparison, a fixed ratio of 0.3041 between the 

total smoke volume pumped into acrylic chamber and the total volume of acrylic 

chamber is employed. Dynamic smoke is produced into the acrylic chamber during 

free-space optical data transmission from top side of the chamber, as shown in Fig. 

3.2. Due to the existence of liquefaction and sedimentation of the smoke, smoke 

environment dynamically changes during optical experiments, and is used as a 

dynamic scattering medium to verify the proposed method. 

3.3.2 Attenuation due to dynamic smoke  

To study the impact of different smoke concentrations, a relationship between the 

collected light intensities and the concentrations of glycerol smoke can be obtained in 

real time by using optical thickness (OT). In this study, real-time OT in free-space 

optical transmission channel is calculated to describe concentration variations in the 

transmission channel based on Beer-Lambert law [149] defined by 

 
0

OT ,I I e                                                       (3.10) 

where 
0

I  denotes the recorded light power at the receiving end without smoke 

chamber in the free-space optical transmission system, and I denotes the recorded 

light power at the receiving end with smoke chamber placed in free-space optical 

transmission. Therefore, the OT can be calculated by 

 

0

OT = ln .
I

I
   (3.11) 

To eliminate measurement errors caused by the fluctuation of propagating wave, 

light intensities recorded at different time slots without the smoke chamber in the 
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free-space optical transmission are used to calculate an average light power I0 

described by 

 
0 0

1

1
,

V

i

i

I I
V 

    (3.12) 

where V denotes the total measurement number, and I0i denotes the light intensities 

recorded at the receiving end. 

 
       (a)                        

    
                                                              (b) 

Figure 3.5 (a) The light intensities recorded at the receiving end with the sampling time 

when the smoke chambers with different volumes (20×30×40, 30×30×40, 40×30×40, 

60×30×40, 80×30×40, and 100×30×40 cm
3
) are respectively used, and (b) a 

relationship between the sampling time and real-time OT values when the smoke 

chambers with different volumes (20×30×40, 30×30×40, 40×30×40, 60×30×40, 

80×30×40, and 100×30×40 cm
3
) are respectively used. 

The light intensities recorded at different time slots are obtained and shown in 

Fig. 3.5(a), when smoke chambers with different volumes (20×30×40, 30×30×40, 

40×30×40, 60×30×40, 80×30×40, and 100×30×40 cm3) are respectively used. The 
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collected light intensities are small at the beginning, and increase with the sampling 

time and finally remain stable. Dynamic smoke pumped into the chamber has a high 

density at the beginning, and the propagating wave is strongly scattered through 

smoke chamber which results in only few light to be collected by the single-pixel 

bucket detector. It is also demonstrated in Fig. 3.5(a) that the light intensities recorded 

at the beginning are always at a low level, when the different smoke chambers are 

used. Due to precipitation and liquefaction process of the smoke, smoke concentration 

in the chambers decreases. In addition, the length of smoke chamber could affect the 

collected light intensities. The longer length of smoke chamber makes the collected 

light intensities smaller. Real-time OT values are further calculated based on Eq. 

(3.11) to describe the impact of dynamic smoke, and experimental results are shown 

in Fig. 3.5(b). As can be seen in Fig. 3.5(b), the trends are similar, when smoke 

chambers with different volumes are respectively used. The OT values are at a high 

level at the beginning, since smoke concentration in the chamber is at the largest level. 

As the sampling time increases, OT values decrease due to the existence of 

liquefaction and sedimentation of the smoke in the chamber.  

 

3.3.3 Optical analog-data transmission 

Due to dynamic smoke in the chamber, real-time OT values during optical 

transmission of different pixels of a signal are different. To better describe the OT in 

free-space optical data transmission through dynamic smoke, average optical 

thickness (AOT) is further calculated to measure the fluctuation. Each signal contains 

N pixels, and then in the proposed method the AOT can be calculated by 

 

2

1

1
AOT OT .

2

N

i

iN 

    (3.13) 
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                                   (a)                                                                                (b) 

  
                                   (c)                                                                                (d) 

Figure 3.6 (a)-(d) The signals experimentally retrieved at the receiving end with a 

smoke chamber of 80×30×40 cm
3
 and other experimental parameters in Table 3.1: the 

AOT in (a)-(d) is 1.58, 1.57, 1.63, and 1.59. PSNR values of the retrieved signals in 

(a)-(d) are 38.55 dB, 38.28 dB, 37.02 dB, and 39.94 dB, respectively. MSE values of 

the retrieved signals in (a)-(d) are 1.40×10
-4

, 1.49×10
-4

, 1.99×10
-4

, and 1.01×10
-4

, 

respectively. 

Four irregular analog signals are first encoded by using the proposed pixel-to-

plane algorithm to generate a series of 2D arrays of random numbers, and then these 

2D arrays of random numbers and the fixed reference pattern are alternately 

embedded into the amplitude-only SLM to be optically illuminated to propagate 

through dynamic smoke in Fig. 3.2 to verify the proposed method. Some typically 

experimental results are shown in Fig. 3.6, where the dot denotes original signal and 

the triangle denotes a signal retrieved at the receiving end. It is experimentally 

demonstrated in Figs. 3.6(a)–3.6(d) that the signals can be retrieved with high fidelity 

in the developed free-space optical data transmission through dynamic smoke by 

using the proposed method. To evaluate the signals retrieved at the receiving end, 

MSE and PSNR) are calculated to mathematically show the experimental results. The 

AOT, MSE and PSNR values are calculated and given in Fig. 3.6, and low MSE 

values and high PSNR values of the retrieved signals are always obtained by using the 
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proposed method. It is illustrated in Fig. 3.6 that the proposed method is feasible and 

effective.  

         

Figure 3.7 A comparison of quality of the signals retrieved at the receiving end with 

and without the fixed reference pattern and the corresponding AOT values.  

Optical experiments are further conducted for a comparison, when the proposed 

method with and without the fixed reference pattern is applied in the free-space 

optical data transmission system through dynamic smoke. The experimental results 

are shown in Fig. 3.7. The measurement sequence in Fig. 3.7 represents free-space 

optical information transmission of one fixed analog signal at different time slots. As 

can be seen in Fig. 3.7, when the AOT is at a high level (i.e., larger than 2.5), PSNR 

values of the retrieved signals with and without the reference pattern are small (i.e., 

lower than 30.0 dB). The large AOT values mean that smoke in the chamber has high 

density, and optical field information could be severely scattered. When the AOT 

decreases, PSNR values of the retrieved signals increase. In addition, PSNR values of 

the signals retrieved by using the proposed method with the fixed reference pattern 

are higher than those of the signals retrieved without the reference pattern. The fixed 

reference pattern is utilized in optical experiments to record real-time scaling factors,  
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Figure 3.8 A relationship between the AOT and the PSNR of the retrieved signals 

obtained when the smoke chambers with different volumes are respectively used. One 

fixed analog signal is repeatedly tested here.  

and then measurement errors caused by dynamic smoke can be corrected. The usage 

of a fixed reference pattern in the proposed method improves quality of the retrieved 

signals at the receiving end, when dynamic smoke environment is studied. It is also 

demonstrated that feasibility and effectiveness of the proposed high-fidelity free-

space optical data transmission through dynamic smoke are verified. 

The AOT is calculated to describe real-time destruction degree of optical field 

information in free-space optical data transmission through dynamic smoke. A 

relationship between the AOT and PSNR values of the retrieved signals is further 

obtained and shown in Fig. 3.8, when the smoke chambers with different volumes 

(20×30×40, 30×30×40, 40×30×40, 60×30×40, 80×30×40, and 100×30×40 cm
3
) are 

respectively used. As can be seen in Fig. 3.8, PSNR values of the retrieved signals 

decrease with the higher AOT. It is a downward trend, when the AOT is higher than 

2.5. It is demonstrated in Fig. 3.8 that the retrieved signals are of high quality by using 

the proposed method when the AOT is lower than 2.5. The typically retrieved signals 

are shown in Figs. 3.9(a)–3.9(f), and the AOT and PSNR values of the retrieved 

signals are given in Figs. 3.9(a)–3.9(f). The label of x-axis in Figs. 3.9(a)–3.9(f) 

means the signal to be transmitted in dynamic smoke environment. Each transmitted 
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                          (a)                                                                               (b) 

 
                         (c)                                                                                (d) 

 
                         (e)                                                                                (f) 

Figure 3.9 (a)-(f) The signals retrieved at the receiving end using the proposed method 

when smoke chambers with different volumes (length d2 of 20.0, 30.0, 40.0, 60.0, 80.0, 

and 100.0 cm) are respectively used.  

signal has 64 pixels, which are generated randomly as the tested signal. As can be 

seen in Figs. 3.9(a)–3.9(f), the retrieved signals are of high fidelity by using the 

proposed method, when smoke chambers with different volumes are designed and 

used in the developed free-space optical data transmission through dynamic smoke. 

Moreover, based on the experimental results of irregular analog signals transmission 

through dynamic smoke, binary signals can also be retrieved with high fidelity when 

only binary signals are transmitted based on the developed optical system. Binary 

signals are much simpler compared with irregular analog signals, and the errors 

between transmitted binary signals retrieved with the propose method and original 

binary signals can be zero. Advantages of the proposed method can be summarized as 
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follows: (1) Pixel-to-plane encoding algorithm are proposed to transform each pixel 

of signal into a 2D array of random numbers, which can be used as information carrier; 

(2) Transmission errors aroused by dynamic smoke are temporally corrected with a 

fixed reference pattern; (3) A novel signal retrieval process is proposed to realize 

high-fidelity signal transmission through dynamic smoke. 

3.4 Summary 

A new approach is proposed to realize high-fidelity free-space optical data 

transmission through dynamic smoke using a series of 2D arrays of random numbers 

via pixel-to-plane encoding. A series of 2D arrays with random numbers are 

generated to be used as information carriers in the free-space optical data transmission 

channel. Transmission errors induced by dynamic smoke are temporally corrected 

using a fixed reference pattern. It is experimentally demonstrated that irregular analog 

signals can be retrieved with high fidelity at the receiving end, when the AOT in the 

free-space optical data transmission channel is lower than 2.5. It is expected that the 

proposed method could open up a novel research perspective for high-fidelity free-

space optical data transmission through dynamic smoke. 
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Chapter 4 Optical transmission in dynamic and complex 

scattering environment  

4.1 Introduction  

It is well recognized that information transmission plays an important role in modern 

society [136,150]. Radio frequency technology has been widely applied in 

communication systems. However, it has several drawbacks (e.g., small spectral range 

and license request), and could not fully meet the demands of data communication 

[136]. Many data transmission approaches have been further developed to address the 

challenges [50–52,151]. Among them, free-space optical data transmission has a 

potential to provide flexible deployments and an extended spectral range, and has 

attracted much interest [1,137]. However, free-space optical data communication also 

encounters some significant challenges [49,152]. The atmospheric disturbance, e.g., 

wind, rain and fog, could severely affect free-space optical data transmission. Optical 

properties [55–70,140–142], e.g., intensity [55–62] and polarization [63–68], could be 

dynamically changed, when optical transmission is conducted in a turbulent 

environment. Signal-to-noise ratio of the signals retrieved at the receiving end is 

severely degraded due to absorption and scattering, and transmission errors are 

introduced. Some methods [143–146,153] have been developed to suppress 

transmission errors induced by atmospheric disturbance. For instance, free-space 

optical communication could be enhanced using a decision feedback equalizer 

[144,145] optimized by minimum mean squared error. Until now, few studies have 

been conducted on optical analog-signal transmission in dynamic and complex 

scattering environments, and it is desirable to correct the influence induced by 

dynamic and complex scattering environments. Non-line-of-sight transmission has 
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also been studied [91,95,154–156], and optical wave could be blocked or dramatically 

attenuated. Encode a signal into 2D patterns as information carriers [153,157–159] 

has been studied to realize high-fidelity optical transmission, but reference patterns 

[153] need to be repeatedly used to correct scaling factors in dynamic and complex 

scattering environments. In addition, four 2D patterns need to be applied to optically 

transmit each pixel of an analog signal. Therefore, optical analog-signal transmission 

in dynamic and complex scattering environment is still challenging, and it is desirable 

to investigate new schemes for high-fidelity free-space optical analog-data 

transmission through dynamic and complex scattering media. 

A new scheme is proposed to realize high-fidelity free-space optical analog-

signal transmission in dynamic and complex scattering environments using binary 

encoding with a modified differential method. Each pixel of an analog signal to be 

transmitted is first divided into two values, and each of them is encoded into a random 

matrix. Then, a modified error diffusion algorithm is utilized to transform the random 

matrix into a 2D binary array. Each pixel of the analog signal is eventually encoded 

into only two 2D binary arrays, and transmission errors and dynamic scaling factors 

induced by dynamic and complex scattering media can be temporally corrected. 

Dynamic smoke and non-line-of-sight are created as a dynamic and complex 

scattering environment to verify the proposed method. It is experimentally 

demonstrated that analog signals retrieved at the receiving end are always of high 

fidelity using the proposed method, when average path loss (APL) is less than 29.0 dB. 

The proposed method could open up a novel research perspective for high-fidelity 

free-space optical analog-signal transmission through dynamic and complex scattering 

media. The corresponding publication of this Chapter is listed as follows: 
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Yonggui Cao, Yin Xiao, and Wen Chen, “Optical analog-signal transmission 

system in dynamic and complex scattering environment using binary encoding with a 

modified differential method,” Optics Express, 31(10), 16882–16896 (2023). 

4.2 Principles 

4.2.1 Pixel-to-binary array encoding 

In the developed optical analog-signal transmission system, a series of 2D binary 

arrays are generated to serve as information carriers. A flow chart for the generation 

of 2D binary arrays is shown in Fig. 4.1(a). The proposed binary array generation 

approach is described as follows: 

(1) A pixel is enlarged with a given magnification factor M (e.g., 60000) to be a 

new value A. The integer part of A is denoted as p, and the decimal part of A is 

denoted as q. 

(2) A sequence T with random values is obtained. The length of sequence T is 2×

p. The first half of sequence T is generated with random values ranging from 0 to 1, 

and another half of sequence T is calculated by using the difference between 1 and 

each corresponding value of the first half part. The sum of T is equal to p. 

(3) A 2D array of random numbers C is generated by arbitrarily placing all the 

values of sequence T and the decimal value q into a pre-generated all-zero matrix. 

(4) A modified error diffusion algorithm is developed to transform the generated 

2D array C obtained in Step (3) into a binary array. 

In Step (4), each generated 2D array C of random numbers is converted into a 2D 

binary array with a modified error diffusion algorithm, which is described as follows:  

(i) For each pixel in the generated 2D array C, a threshold of 0.5 is used to 

transform it into a binary representation (i.e., 0 or 1), which is described by 
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(a)                                              

 
(b)                                              

 
    (c)                                              

Figure 4.1 (a) A flow chart of the proposed binary array generation approach, (b) an 

error diffusion algorithm, and (c) coefficient distributions in a modified error diffusion 

algorithm. 
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where iz  denotes the ith pixel in the generated 2D array C and iz  denotes the 

generated binary value.  

(ii) In the error diffusion algorithm [160–162], the difference between the 

processed pixel value and its binary representation (i.e., 0 or 1) is distributed and 

added to its neighboring pixels with a certain weighting ratio in each direction, as 

schematically illustrated in Fig. 4.1(b). Here, U(r1), U(r2), U(r3) and U(r4) denote 

dithering coefficients. The sum of dithering coefficients is equal to 1. 

 2 3 41( )+ ( )+ ( )+ ( = .) 1U r U r U r U r                                        (4.2) 

Here, a modified error diffusion algorithm with designed dithering coefficients is 

used, and four types of dithering coefficients, i.e., (5/12, 3/12, 4/12), (7/16, 3/16, 5/16, 

1/16), (1/2, 1/2) and (1) in Fig. 4.1(c), are correspondingly applied until all pixels in 

the generated 2D arrays C are converted into binary. Therefore, the sum of each 

generated binary pattern can be equal to its corresponding magnified value A in 

practical applications, e.g., via a flexible adjustment of the magnification factor M 

with a removal of the decimal part q. 

4.2.2 Optical data encoding and decoding 

In the previous work [153], a reference pattern should be alternately utilized to correct 

dynamic scaling factors in complex scattering environments, and the transmission of 

each pixel of an analog signal needs at least four 2D patterns. Here, a new optical 

encoding scheme with a modified differential method is proposed, and only two 2D 

binary arrays are required for the transmission of each analog value. A flow chart for 

the proposed optical data encoding and decoding method is shown in Fig. 4.2. 

Assumed that an analog signal to be transmitted contains N pixel values (Si, 
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i=1,2,…,N), a constant  and a variable βi (i=1,2,…,N) are used to realize a 

differential process and a relationship among Si, and βi is given by 

 .i iS                                                              (4.3) 

All values, i.e.,  and βi, are multiplied by the magnification factor M, and then 

are sequentially encoded into 2D binary arrays (respectively denoted as D and Pi) 

using the proposed algorithm. The generated 2D binary arrays are sequentially 

embedded into a SLM in the developed optical data transmission system. Then, the 

SLM is illuminated by a collimated light source, and the modulated wave propagates 

through dynamic and complex scattering media. A series of light intensities 

corresponding to the 2D binary arrays are recorded by a single-pixel bucket detector 

at the receiving end. According to wave propagation theory [46,132], the recorded 

light intensity Iout can be described by 

 
2

out E ,inI u                                                          (4.4) 

where u denotes a scaling factor and Ein denotes the wavefront. The recorded light 

intensity corresponding to each 2D binary array (i.e., D and Pi) can be respectively 

described by 
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                                            (4.6) 

where (x, y) denotes a coordinate, and B denotes light intensity collected by single-

pixel detector. At time ti, the 2D binary array D is embedded into the SLM. At time 

ti+1, a 2D binary array Pi is embedded into the SLM.  
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In Eqs. (4.5) and (4.6), since it is close to 1,it  it can be assumed that two adjacent 

scaling factors are the same, i.e., 

    1 .i it tu u                                                      (4.7) 

 

 

Figure 4.2 A flow chart for the proposed method to realize high-fidelity free-space 

optical analog-signal transmission in dynamic and complex scattering environment. D 

and Pi (i=1,2,…,N) denote a series of 2D binary arrays obtained by using the proposed 

algorithm. 
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Based on Eq. (4.8), the proposed method can realize high-fidelity free-space 

optical data transmission in dynamic and complex scattering environments using only 

two 2D binary arrays for the transmission of each pixel of an analog signal. 

4.3 Experimental results and discussion 

4.3.1 Experimental setup 

A series of optical experiments are conducted to verify the proposed method. A 

schematic experimental setup is shown in Fig. 4.3. A diode-pumped green laser 

(CrystaLaser, CL532-025-S) is utilized as light source. The laser power is 25.0 mW, 

and wavelength of the laser is 532.0 nm. The wave is expanded with an objective lens 

and collimated with a lens. The expanded and collimated wave is reflected by a mirror, 

and illuminates an amplitude-only SLM (Holoeye, LC-R720) with pixel size of 20.0 

μm. The series of generated 2D binary arrays (i.e., D and Pi) is sequentially embedded 

into the SLM to modulate optical wave. The switching rate of SLM is 1.25Hz. The 

modulated wave propagates through dynamic and complex scattering media. Complex 

scattering consists of two parts, i.e., dynamic smoke and non-line-of-sight. The 

dynamic smoke is generated in a transparent acrylic chamber. The artificially-

generated smoke is produced with a smoke generator (HALFSun, power of 3000W 

and pumping rate of 973.0 cm
3
/s) and smoke oil. The smoke oil is a mixture of 

glycerol and water. Around a corner is composed of a wall (i.e., a protective screen) 

and an A4 paper (a reflective surface). A single-pixel bucket detector (Newport, 

918D-UV-OD3R) is used to collect light intensities at the receiving end. No lens is 

placed before the single-pixel bucket detector. Axial distance d1 between the SLM 

and front side of smoke chamber is 30.0 cm, and axial distance d3 between back side 

of smoke chamber and A4 paper is 12.0 cm. The distance d4 between A4 paper and 
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single-pixel bucket detector is 5.0 cm. The dimension of smoke chamber is 30 (L)×30 

(W)×40 (H) cm
3
, and axial distance d2 is 30.0 cm.  

 

 

Figure 4.3 A schematic experimental setup for the proposed high-fidelity free-space 

optical data transmission in dynamic and complex scattering environment (i.e., 

dynamic smoke and non-line-of-sight): OL, Objective lens; M, Mirror; SLM, 

Amplitude-only spatial light modulator; SC, Smoke chamber; SG, Smoke generator; 

BD, Single-pixel bucket detector. 

4.3.2 Attenuations 

Dynamic and complex scattering environment in Fig. 4.3 consists of dynamic smoke 

and non-line-of-sight, and a direct metric to describe the attenuation in free space is 

optical path loss (PL). When each 2D binary array is embedded and displayed, the PL 

can be correspondingly calculated by using incident light intensity and collected light 

intensity. In optical experiments, the PL is calculated to describe dynamic changes in 

transmission environment, which is described by 
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                                                   (4.9) 

where It denotes the collected single-pixel light intensity just before smoke chamber 

and Ir denotes light intensity recorded by single-pixel bucket detector. To eliminate 

the errors, several recordings just before smoke chamber are used to calculate an 

average incident light intensity described by 
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where   denotes the total number of measurements and Iti denotes collected single-

pixel light intensity recorded just before smoke chamber. Here, average incident light 

intensity It is 0.34 mW. 

4.3.3 Experimental results 

The pumping rate of smoke generator is 973.0 cm
3
/s, and pumping durations can be 

flexibly adjusted in optical experiments to generate different smoke concentrations in 

the chamber. Real-time properties in the optical transmission path are shown in Fig. 

4.4(a), when different amount of smoke is respectively pumped into the chamber. The 

relationships between sampling time and light intensities collected by single-pixel 

detector are given. The collected light intensities are small at the beginning, and 

increase with sampling time. Smoke pumped into the chamber has a high 

concentration at the beginning, and the propagating wave is strongly scattered. When 

the pumping duration is longer, more smoke is pumped into the chamber. After the 

liquefaction and sedimentation, the longer pumping duration leads to the larger 

amount of liquefied smoke adhered to surface of the chamber. The lowest light 

intensity, i.e., 6.0×10
-7

 W, is obtained at its stable state, when the pumping duration is 

50 s. The PL changed with sampling time is shown in Fig. 4.4(b). As sampling time 

increases, the PL decreases due to liquefaction and sedimentation of the smoke in the 

chamber. 

Apart from dynamic smoke, optical data transmission is also affected by the 

designed non-line-of-sight in Fig. 4.3. Two parameters, i.e., separation distance d and 

detection angle θ respectively in Figs. 4.5 (a) and (b), are analyzed. In optical 

experiments, default value of the separation distance d is 4.0 cm, and default value of 

detection angle θ is 45°. 
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       (a)                        

 
                                                  (b) 

Figure 4.4 (a) The relationships between sampling time and optical intensities collected 

at the receiving end when pumping duration (i.e., 10 s, 20 s, 30 s, 40 s and 50 s) is 

different, and (b) the relationships between sampling time and the PL when pumping 

duration (i.e., 10 s, 20 s, 30 s, 40 s and 50 s) is different. 

        

         (a)                                                         (b) 

Figure 4.5 (a) A schematic of separation distance d, and (b) a schematic of detection 

angle θ. 
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     (a)                        

 
                                            (b) 

Figure 4.6 (a) The relationships between sampling time and light intensities collected at 

the receiving end when different separation distances (i.e., 0.5 cm, 0.8 cm, 1.0 cm, 2.0 

cm, 4.0 cm and 6.0 cm) are respectively used, and (b) the relationships between 

sampling time and the PL when different separation distances (i.e., 0.5 cm, 0.8 cm, 1.0 

cm, 2.0 cm, 4.0 cm and 6.0 cm) are respectively used. 

The separation distance d is changed in a range of 0.5 to 6.0 cm, and smoke 

pumping duration is 30 s. The experimental results are shown in Figs. 4.6(a) and 

4.6(b). As can be seen in Fig. 4.6(a), the change trends of recorded light intensities are 

similar, when different separation distances d are respectively used. As sampling time 

increases, the recorded light intensities increase due to liquefaction and sedimentation 

of the smoke in the chamber. When the separation distance around the corner is small 

(e.g., 0.5 or 0.8 cm), the wall largely blocks the propagating wave, and collected light 

intensities are significantly reduced. When the separation distance is large (e.g., 4.0 or 

6.0 cm), the wall partially blocks the propagating wave. The collected light intensities 

are close, when the separation distances of 4.0 cm and 6.0 cm are used. The PL is also 
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calculated and shown in Fig. 4.6(b). It is illustrated that the PLs are high at the 

beginning, and decrease with sampling time to remain stable in the end. The signals 

retrieved at the receiving end are evaluated by using MSE and PSNR.  

To accurately evaluate dynamic and complex scattering environments, APL is 

further calculated by 
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                                                    (4.10) 

where PLi denotes the loss obtained when each generated 2D binary array is 

embedded into the SLM. The typically retrieved analog signals are shown in Figs. 

4.7(a)–4.7(d), when different separation distances are respectively used. As can be 

seen in Figs. 4.7(a)–4.7(d), high PSNR values and low MSE values can be obtained, 

which means that the analog signals are retrieved with high fidelity. It is 

experimentally found that when the separation distance d is larger than 0.5 cm, the 

proposed method can realize high-fidelity optical analog-signal transmission in 

dynamic and complex scattering environments. 

The detection angle θ around a corner is also studied, and is changed in a range 

of 0° to 90°. The experimental results are shown in Figs. 4.8(a) and 4.8(b), when 

different detection angles θ, i.e., 0°, 25°, 45°, 65°, and 90°, are respectively used. 

Here, smoke pumping duration is 30 s. As can be seen in Fig. 4.8(a), the change 

trends of recorded light intensities are similar. When the sampling time increases, the 

recorded light intensities increase due to liquefaction and sedimentation of the smoke 

in the chamber. When the detection angle θ is 45°, the largest light intensity is 

collected at the stable state. The PLs are also calculated and given in Fig. 4.8(b). It is 

illustrated in Fig. 4.8(b) that the PL is high at the beginning, and decreases with 

sampling time to remain stable in the end. 
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Figure 4.7 (a)-(d) The typical signals experimentally retrieved at the receiving end 

when different separation distances (i.e., 0.5 cm, 0.8 cm, 2.0 cm, and 4.0 cm) are 

respectively used. The APL is 30.76 dB, 30.65 dB, 30.27 dB, and 29.07 dB in (a)-(d), 

respectively. PSNR values of the retrieved signals in (a)-(d) are 30.14 dB, 32.96 dB, 

33.52 dB and 34.68 dB, respectively. MSE values of the retrieved signals in (a)-(d) are 

9.68×10
-4

, 5.06×10
-4

, 4.44×10
-4

 and 3.40×10
-4

, respectively. 

 
       (a)                                                                             (b) 

Figure 4.8 (a) The relationships between sampling time and light intensities 

experimentally collected at the receiving end when different detection angles θ (i.e., 0°, 

25°, 45°, 65°, and 90°) are respectively used, and (b) the relationships between 

sampling time and the PLs when different detection angles θ (i.e., 0°, 25°, 45°, 65°, and 

90°) are respectively used. 

The typically retrieved signals are shown in Figs. 4.9(a)–4.9(d), when detection 

angle is 0°, 45°, 65° and 90°, respectively. PSNR values of the retrieved signals in 

Figs. 4.9(a)–4.9(d) are 33.95 dB, 37.55 dB, 33.66 dB and 32.42 dB, respectively. 

MSE values in Figs. 4.9(a)–4.9(d) are 4.03×10
-4

, 1.76×10
-4

, 4.30×10
-4

 and 5.73×10
-4

, 

respectively. It is illustrated in Figs. 4.9(a)–4.9(d) that the detection coverage is large 
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at the receiving end, and high mobility and low pointing errors are realized in the 

developed optical data transmission system. 

It has been experimentally demonstrated in Figs. 4.4 and 4.6–4.9 that the loss is 

mainly induced by smoke pumping duration, separation distance and detection angle. 

A relationship between the APL and PSNR values of the retrieved signals is further 

given in Figs. 4.10(a). Four irregular analog signals are tested. It is demonstrated in 

Fig. 4.10(a) that analog signals retrieved at the receiving end are of high quality, when 

the APL is lower than 29.0 dB. The typical signals retrieved at the receiving end are 

shown in Figs. 4.10(b)–4.10(e). Here, smoke pumping duration is 30 s, and separation 

distance d is 4.0 cm. The detection angle θ is 45°. PSNR values of the retrieved 

signals in Figs. 4.10(b)–4.10(e) are 35.23 dB, 37.13 dB, 36.01 dB and 35.83 dB, 

respectively. MSE values of the retrieved signals in Figs. 4.10(b)–4.10(e) are 

3.00×10
-4

, 1.94×10
-4

, 2.51×10
-4

 and 2.61×10
-4

, respectively. As can be seen in Figs. 

4.10(b)–4.10(e), the retrieved analog signals are of high fidelity in dynamic and 

complex scattering environments.  

  

  

Figure 4.9 The typically retrieved analog signals experimentally obtained when the 

detection angle is (a) 0°, (b) 45°, (c) 65° and (d) 90°. The APL is 28.44 dB, 27.19 dB, 

29.14 dB, and 29.50 dB in (a)-(d), respectively.  
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   (a) 

  

  

Figure 4.10 (a) The relationships between the APL and PSNR values of the retrieved 

signals, and (b)-(e) typical signals retrieved respectively with different APLs (i.e., 27.57 

dB, 27.61 dB, 27.55 dB, 27.65 dB).  

4.4 Summary 

A new scheme has been proposed to realize high-fidelity free-space optical analog-

signal transmission in dynamic and complex scattering environments using binary 

encoding with a modified differential method. An algorithm is developed to generate 

a series of 2D binary arrays as information carriers to be used in optical transmission 

channel. The proposed method employs only two 2D binary patterns for the 

transmission of each pixel of an analog signal in dynamic and complex scattering 

environments, and only the half number of measurements is used compared to that in 

conventional methods. Dynamic scaling factors can be effectively corrected as 

verified in optical experiments to realize high-fidelity analog-signal retrieval at the 
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receiving end. It is experimentally demonstrated that analog signals retrieved at the 

receiving end are always of high fidelity using the proposed method, when the APL is 

less than 29.0 dB. The proposed approach could open up a novel research perspective 

for high-fidelity free-space optical analog-signal transmission through dynamic and 

complex scattering media. 
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Chapter 5 Secured optical transmission 

5.1 Introduction  

Classsical ghost diffraction [6] originates from quantum, which is further explored to 

be applied in different areas, e.g., data transmission and imaging. In ghost diffraction, 

a single-pixel detector is utilized to collect light intensities, and correlation algorithms 

with 2D illumination patterns and the collected light intensities are used to reconstruct 

image of the object. Ghost diffraction was directly treated as an encryption method in 

previous studies [39,163]. The illumination patterns and collected single-pixel light 

intensities are respectively used as security keys and ciphertexts. Recently, free-space 

optical data transmission with high fidelity was found to be feasible using ghost 

diffraction [164]. However, high-fidelity secured optical data (ghost) transmission in 

scattering environment is always challenging, since the propagation of waves through 

scattering media poses inherent limitations in enabling high-fidelity optical data 

(ghost) transmissions and information loss is unavoidable. Moreover, few research 

has been conducted on the data security of ghost diffraction and transmission. Hence, 

it is desirable and important to explore a secured ghost diffraction and transmission 

scheme. In terms of optical encoding approaches, security keys are often numerically 

designed [107,108], and these methods may be vulnerable to the attacking algorithms 

[165] with sufficiently computational capability. Alternatively, physical-layer security 

provides unbreakable, provable and quantifiable secrecy, which makes it to be one of 

the best solutions [109,112,166–171]. There are some physical-layer security methods, 

e.g., quantum communication [168,169] and chaos communication [170,171]. 

Quantum encryption needs stringent devices, and the rate of quantum key distribution 
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could be limited [168]. Messages are encrypted with computer-generated pseudo-code 

or chaotic signals, which may be intercepted using the attacking methods of direct 

detection, linear filtering, and synchronization [172]. Therefore, a promising approach 

to solving the problem is that the computer-generated keys can be combined with 

physically-generated keys to achieve high security. It is desirable to develop a feasible 

and easy-to-implement method for enabling ghost diffraction through scattering 

media in free space with high fidelity and high security. 

In this Chapter, ghost diffraction and transmission with high fidelity and high 

security are reported. A series of 2D arrays of random numbers are used to encode 

each pixel value of data to be transmitted, e.g., analog signals or images as ghosts, and 

a random magnification factor is distributed to process each pixel value. Dynamic 

scaling factors are generated physically in free-space optical transmission. Nonlinear 

variation of scaling factors is physically produced by using absorptive filters. 

Experimental results demonstrate that the proposed method realizes ghost diffraction 

and transmission with high fidelity and high security. The proposed method provides 

a large key space and guarantees the security of free-space optical data (ghosts) 

transmissions, since security keys are generated by using computer-generated 

magnification factors and physically-generated dynamic scaling factors. The 

corresponding publications of this Chapter are listed as follows: 

(1) Yonggui Cao, Yin Xiao, Zilan Pan, Lina Zhou, and Wen Chen, “Physically-

secured ghost diffraction and transmission,” IEEE Photonics Technology Letters, 

34(22), 1238–1241 (2022). 

(2) Yonggui Cao, Yin Xiao, and Wen Chen, “Securing 2D information carriers over 

dynamic and turbulent media in a free-space optical channel,” Optics Letters, 48(13), 

3491–3494 (2023). 
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5.2 Secured optical transmission through static scattering 

media 

A 2D array of random numbers is first generated as follows to encode each pixel 

value S of the signal or image (as ghosts): (i) Value A is obtained by a multiplication 

of original pixel value S and a magnification factor M. The integer part of A is 

represented as p, and q represents the decimal part of A. (ii) A random sequence T is 

generated, length of which is 2p. Half of sequence T is random values between 0 and 

1, and the other half is obtained by using the difference between 1 and each value of 

the first half. (iii) A 2D array of random numbers is generated by arbitrarily assigning 

the decimal value q and the sequence T to (2p+1) positions in a predesigned zero 

matrix. The intermediate variable sequence T is used in the final step of the proposed 

algorithm to generate the 2D arrays of random numbers (P). 

Pixel values (i.e., Si, i=1,2,3,…,N) of the ghost (e.g., an image) are sequentially 

encoded into a series of 2D arrays of random numbers (i.e., Pi, i=1,2,3,…,N). To 

encode each pixel, a random magnification factor (i.e., Mi, i=1,2,3,…,N) is 

correspondingly used. The magnification factors are used to also make the encoded 

neighboring pixels have a big difference (i.e., several orders of magnitude). A 

differential method is used to generate two 2D arrays of random numbers (i.e., Di1 and 

Di2, i=1,2,3,…,N) corresponding to each generated 2D array of random numbers 

during optical data transmission to further eliminate environmental noise, where 

Di1=B+Pi, Di2=B-Pi, and B denotes a real and non-negative value. A SLM modulates 

the optical field information in free space by sequentially embedding the generated 

2D arrays of random numbers as information carriers. The collected light intensity Iout 

at the receiving end and incident optical field Ein have a proportional relationship 
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[132], i.e., 
2

out inI u E where u represents a scaling factor. In conventional methods 

[164], scaling factors are always considered to be a constant. Here, time-dependent 

scaling factors are present in optical data transmission channels. A random scaling 

factor, i.e., fi1 or fi2 (i=1, 2, 3,…,N), is generated and applied to each 2D array of 

random numbers (i.e., Di1 or Di2, i=1,2,3,…,N), when different absorptive filters are 

used in Figs. 5.1 and 5.2. Therefore, a series of magnification factors and physically-

generated dynamic scaling factors can serve as security keys, and single-pixel light 

intensities collected at the receiving end are used as ciphertexts. When correct keys 

(i.e., magnification factors and scaling factors) are not used, the transmitted data 

cannot be correctly retrieved at the receiving end. By conducting a series of optical 

experiments, the proposed method is capable of implementing high-fidelity and high-

security ghost diffraction and transmission. As a clear illustration of the proposed 

method, a flow chart of the proposed physically-secured ghost diffraction and 

transmission scheme is shown Fig. 5.1. 

 

Figure 5.1 A flow chart of the proposed physically-secured ghost diffraction and 

transmission scheme. 
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5.3 Experimental results in static scattering media 

Figure 5.2 shows an experimental setup for the proposed physically-secured ghost 

diffraction scheme. Control of the laser diode current is performed with a laser driver 

(Thorlabs, LDC205C) in a range of 0 to 500 mA. An electronic controller (Thorlabs, 

TED200C) stabilizes the laser at room temperature. A laser diode with wavelength of 

690.0 nm is utilized in optical experiments and inserted into a laser diode mount 

(Thorlabs, LDM56/M). The laser beam is reflected by a mirror, and illuminates the 

SLM (Holoeye, LC-R720) with a pixel size of 20.0 μm. Then, the modulated wave 

propagates through an absorptive filter (Thorlabs, DG10–1500) and scattering media 

in free space. Here, a typical example of scattering media, i.e., two cascaded diffusers 

(Thorlabs, DG10-1500), is used to verify the proposed method. A single-pixel bucket 

detector (Newport, 918D-UV-OD3R) is placed at the receiving end to collect light 

intensities. Axial distance between the SLM and absorptive filter is 100.0 mm, and 

axial distance between absorptive filter and the first diffuser is 75.0 mm. Axial 

distance between the two diffusers is 10.0 mm, and axial distance between the second 

diffuser and single-pixel bucket detector is 75.0 mm. The SLM modulates the input 

light wave when the series of generated 2D arrays of random numbers is sequentially 

embedded into the SLM, and then the modulated light wave propagates through 

absorptive filter. The optical transmission channel can be used to generate dynamic 

scaling factors. The ghost signals or images can be effectively retrieved, only when 

correct security keys, i.e., magnification factors and scaling factors, are applied. 

Optical transmission environments without and with scattering media (i.e., two 

cascaded diffusers, Thorlabs DG10-1500) in free space are used to verify the 

proposed physically-secured ghost diffraction. The proposed method can also be 

applied in other types of scattering environment [173,174] to evaluate its effectiveness 
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and robustness. The label of x-axis (i.e., combination case) in Fig. 5.3 means that 

different combinations of randomly selected absorptive filters are conducted at the  

 

Figure 5.2 A schematic experimental setup for the proposed physically-secured ghost 

diffraction and transmission scheme. TC: Temperature controller; LD: Laser driver; 

LDM: Laser diode mount; M: Mirror; SLM: Amplitude-only spatial light modulator; 

AF: Absorptive filter; BD: Single-pixel (bucket) detector. Two cascaded diffusers are 

employed as a typical example of scattering media in this study.  

same time in the experiment to realize the physical encryption process. Nonlinear 

variation of scaling factors can be easily obtained with different combination cases, 

and the large key space of physical security keys in the experiment is realized. To 

encrypt different pixel values, absorptive filters are changed constantly during the 

data transmission process. As shown in Figs. 5.3(a) and 5.3(b), nonlinear variation of 

scaling factors is always realized in free space without and with scattering media, 

when different absorptive filters are used at the transmitter in the optical transmission 

channel.  

   
(a)                                                         (b) 

Figure 5.3. (a) Nonlinear variation of scaling factors in free space without scattering 

media, and (b) nonlinear variation of scaling factors in free space with scattering media. 

Then, a series of physically-secured ghost diffraction experiments are conducted. 

Two irregular analog signals are used as a typical example, and each signal has 64 
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pixels to be encoded into 128 2D arrays of random numbers which are sequentially 

displayed by the SLM. Experimental results obtained in these optical transmission 

environments are shown in Fig. 5.4. As can be seen in Figs. 5.4(a) and 5.4(c), it is 

 
            (a) 

  
             (b) 

 
             (c) 

  
            (d) 

Figure 5.4. (a) and (c) A comparison between the experimentally encoded signal and 

original ghost, and (b) and (d) a comparison between the decoded signal and original 

ghost: (a) and (b) Experimental results obtained in free space without scattering media; 

(c) and (d) experimental results obtained in free space with scattering media. The MSE 

values corresponding to (a)-(d) are 0.28, 1.86×10
-4

, 0.33 and 1.78×10
-4

, respectively. 

The PSNR values corresponding to (a)-(d) are 5.53 dB, 37.31 dB, 4.79 dB and 37.49 

dB, respectively. 
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impossible to reconstruct original ghost signals from the signals obtained at the 

receiving end, since original ghost signals are encoded into random values. Decoded 

signals overlap with original signals, when correct security keys are applied as shown 

in Figs. 5.4(b) and 5.4(d). Quantitative evaluation of ghost retrieval is realized by 

calculating PSNR and MSE. The MSE and PSNR values are given in Fig. 5.4. It is 

experimentally demonstrated that high-fidelity and high-security ghost diffraction and 

transmission can be effectively realized in the proposed method. 

     
(a)                        (b) 

     
(c)                        (d) 

Figure 5.5. The experimentally encoded ghost images in (a) free space without 

scattering media and (c) free space with scattering media, and the decoded ghost 

images obtained in free space (b) without scattering media and (d) with scattering 

media when correct security keys are applied. The MSE values for (a)-(d) are 0.32, 

2.40×10
-4

, 0.37 and 1.71×10
-4

, respectively. The PSNR values for (a)-(d) are 4.92 dB, 

36.20 dB, 4.34 dB and 37.67 dB, respectively. 

     
(a)                       (b) 

     
(c)                       (d) 

Figure 5.6. (a) and (c) The decoded ghost images obtained by using correct 

magnification factors and wrong physically-generated scaling factors; and (b) and (d) 

the decoded ghost images obtained by using wrong magnification factors and correct 

physically-generated scaling factors: (a) and (b) Free space without scattering media; (c) 

and (d) free space with scattering media. The MSE values corresponding to (a)-(d) are 

0.59, 0.30, 0.58 and 0.10, respectively. The PSNR values corresponding to (a)-(d) are 

2.31 dB, 5.27 dB, 2.33 dB and 9.95 dB, respectively. 
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Optical experiments to test the transmission of two grayscale images of 64×64 

pixels are also conducted to verify the proposed method. As can be seen in Figs. 5.5 

(a) and 5.5(c), original ghost images are effectively encoded into noise-like patterns at 

the receiving end. When correct security keys are applied, ghost images can be 

retrieved with high fidelity as shown in Figs. 5.5(b) and 5.5(d). It is demonstrated by 

the given high PSNR values and low MSE values that the proposed high-fidelity and 

high-security ghost diffraction scheme is feasible and effective. 

Performance of security keys is further analyzed in the proposed physically-

secured ghost diffraction scheme. The decoded ghost images using different keys to 

evaluate the security are shown in Figs. 5.6(a) and 5.6(d). As can be seen in Figs. 5.6 

(a) and 5.6(c), when correct magnification factors and wrong physically-generated 

scaling factors are used, no information about the plaintexts can be obtained from the 

decoded ghost images. As can be seen in Figs. 5.6(b) and 5.6(d), when wrong 

magnification factors and correct physically-generated scaling factors are used, it is 

also impossible to obtain any information about the plaintexts from the decoded ghost 

images. It is experimentally verified that the series of computer-generated 

magnification factors and physically-generated dynamic scaling factors can provide a 

large key space compared with other existing methods, and the proposed physically-

secured ghost diffraction scheme possesses high security. In addition, since the 

security key space is very large, the proposed method shows high resistance to brute 

force attacks. 
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5.4 Secured optical transmission through dynamic scattering 

media 

Based on the aforementioned introduction, ghost diffraction could provide a 

promising alternative to realize a secured free-space optical transmission. However, 

secured ghost transmission is implemented in free space through static media, and is 

not applicable in dynamic and turbulent media [107,174–178]. Real-time transmission 

errors are generated, when the environment keeps changing due to dynamic and 

turbulent media [54,59]. To realize a secured optical transmission system in dynamic 

scattering environment, the transmission errors induced by the scattering media need 

to be corrected temporally and the encrypted transmission data need to be decrypted 

at the same time. Hence, it is desirable to design an optical approach to realizing 

secured free-space optical data transmission through dynamic and turbulent media.  

Hence, a new scheme is proposed by encoding 2D information carriers to realize 

high-fidelity secured free-space optical information transmission through dynamic 

and turbulent media. The transmitted data is transformed into a series of 2D patterns 

as information carriers. The noise is suppressed using a novel differential method, and 

a series of random keys are also generated. A different number of absorptive filters 

are arbitrarily combined to be placed in the optical channel to generate ciphertext with 

high randomness. The plaintext can be retrieved only when correct keys are used. 

Feasibility and effectiveness of the proposed method are verified by optical 

experiments. The practical implementation of the proposed scheme is simple and 

convenient since additional works are not necessary for the system, e.g., calibration or 

post-processing for eliminating noise. The proposed method realizes high-fidelity, 

high-reliability and high-security optical information transmission over dynamic and 

turbulent media in a free-space optical channel. 
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As shown in Fig. 5.7, Alice wants to optically transmit information (e.g., an 

image or an analog signal) to Bob in free space. Each pixel Si (i=1,2,…,N) of the 

analog signal is first described by separate values i  and ,i  i.e., .i i iS     Then, 

each value i  or i  is transformed into a 2D pattern (i.e., Di or Pi) using the 

aforementioned algorithm. This differential method is developed to fully suppress 

noise, and a series of random security keys ( , 1,2, , )i i N   are simultaneously 

generated. The generated 2D patterns, i.e., Di and Pi, are sequentially and alternately 

embedded into a SLM to modulate the optical wave. The modulated wave propagates 

through dynamic and turbulent media in free space, and is collected by a single-pixel 

detector at the receiving end. A different number of absorptive filters are arbitrarily 

combined to be placed in the optical channel to modulate light intensities. The 

collected light intensity Iout could have a relationship [132] with incident wave, i.e., 

2

out inI u E where u represents a scaling factor. When scaling factors linearly vary, the 

designed secured optical transmission system could be attacked. Here, a strategy is 

further developed to generate ciphertext with high randomness. A different number of 

absorptive filters (e.g., 1,2,…) are placed in the free-space optical channel at the 

transmitter, and then the scaling factors can possess dynamic and nonlinear properties. 

Moreover, scaling factors corresponding to two adjacent 2D patterns (i.e., Di and Pi) 

can be assumed to be the same in dynamic and turbulent environments. At the 

receiving end, collected light intensities 
1i

b  and 
2i

b  to serve as the ciphertext are 

respectively described by 

  1 1 1D , ,i i i i i ib u x y dxdy M k    (5.1) 

  2 2 2, ,i i i i i ib u x y dxdy M k P   (5.2) 
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where ui1 and ii2 respectively denote a scaling factor corresponding to 2D patterns Di 

and Pi, and ui1ui2.  

After Bob receives the ciphertext 
1i

b  and 
2
,

i
b  he needs to use a series of random 

keys ( , 1,2, , )i i N   to retrieve the plaintext.  The decryption can be described by 

 2

1

1 .i
i i

i

b
S

b


 
  

 
  (5.3) 

Therefore, Bob can obtain the ciphertext with high randomness owing to the 

designed optical system, and random security keys can be provided by Alice. Only 

when correct security keys i  are used, the transmitted signal, i.e., plaintext, can be 

retrieved at the receiving end.  

 

Figure 5.7 A flow chart of the proposed physically-secured optical transmission 

through dynamic turbulence media. 

5.5 Experimental results in dynamic scattering media 

A schematic experimental setup is shown in Fig. 5.8 to verify the proposed method. A 

green laser (CrystaLaser, CL532-025-S) is used as light source. Wavelength and 

power of the laser are 532.0 nm and 25.0 mW, respectively. The laser is expanded by 

an objective lens and collimated with a lens followed by the reflection with a mirror.  
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Figure 5.8 A schematic experimental setup for the proposed optically securing 

information transmission over dynamic turbulence media. OL: Objective lens; M: 

Mirror; SLM: Amplitude-only spatial light modulator; AF: Absorptive filter; SC: 

Smoke chamber; SG: Smoke generator; BD: Single-pixel (bucket) detector.  

 
(a) 

 
(b) 

Figure 5.9 (a) A variation of scaling factors corresponding to dynamic and turbulent 

media in free space, and (b) a nonlinear variation of scaling factors in dynamic and 

turbulent media. A combination case denotes a different number of absroptive filters to 

be placed in the free-space optical transmission channel. 

The reflected wave is modulated by an amplitude-only SLM (Holoeye, LC-R720) and 

propagates through dynamic and turbulent media. The optical wave is modulated, 

when the series of 2D patterns is sequentially and alternately embedded into SLM. 

The free-space optical channel also consists of a different number of absorptive filters, 

a transparent acrylic smoke chamber [size of 30 (L) × 30 (W) × 40 (H) cm
3
] and a 

single-pixel detector (Newport, 918D-UV-OD3R). The smoke is produced by a 

generator (HALFSun) with power of 3000W and pumping rate of 973.0cm
3
/s. Smoke  
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               (a) 

   
                (b) 

  
               (c) 

  
                (d)  

Figure 5.10 (a) and (c) A comparison between original analog signal and the 

ciphertexts obtained at the receiving end, and (b) and (d) the decrypted signals obtained 

when correct security keys are used. MSE and PSNR values corresponding to 

ciphertexts bi1 and bi2 in (a) are 7.78×10
-2

, 11.09 dB, 9.64×10
-2

 and 10.16 dB, 

respectively. MSE and PSNR values corresponding to ciphertexts bi1 and bi2 in (c) are 

5.60×10
-2

, 12.52 dB, 3.83×10
-2

 and 14.17 dB, respectively. MSE values corresponding 

to (b) and (d) are 2.14×10
-4

 and 2.83×10
-4

, respectively. PSNR values corresponding to 

(b) and (d) are 36.71 dB and 35.48 dB, respectively. 
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is pumped into the chamber with pumping time of 15 s. Axial distance between the 

SLM and absorptive filter is 10.0 cm, and axial distance between absorptive filter and 

front side of smoke chamber is 20.0 cm. The axial distance between back side of 

smoke chamber and single-pixel detector is 5.0 cm. 

The dynamic property of turbulent media is shown in Fig. 5.9(a). The scaling 

factors increase with sampling time due to smoke liquefaction and sedimentation. It is  

experimentally demonstrated that property of dynamic and turbulent media is 

approximately linear, which could not effectively withstand the attacks. When a 

different number of absorptive filters are arbitrarily combined (e.g., 1,2,3,…) to be 

placed in the free-space optical channel, a nonlinear and dynamic change of scaling 

factors can be obtained as shown in Fig. 5.9(b). Therefore, ciphertexts collected at the 

receiving end have high randomness in the developed free-space optical data 

transmission system.  

 
(a)                     (b)                    (c) 

 
(d)                     (e)                    (f) 

Figure 5.11 (a) and (b) Ciphertexts (i.e., bi1 and bi2) corresponding to a grayscale image 

experimentally encoded in the free-space optical transmission channel through dynamic 

and turbulent media, (d) and (e) ciphertexts (i.e., bi1 and bi2) corresponding to another 

grayscale image experimentally encoded in the free-space optical transmission channel 

through dynamic and turbulent media, and (c) and (f) the decrypted images obtained at 

the receiving end when a series of correct security keys are applied. MSE values 

corresponding to (a)–(f) are 0.15, 0.16, 4.05×10
-4

, 0.10, 0.09 and 4.36×10
-4

, 

respectively. PSNR values corresponding to (a)–(f) are 8.20 dB, 7.82 dB, 33.92 dB, 

9.99 dB, 10.36 dB and 33.60 dB, respectively. 
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(a)                    (b) 

Figure 5.12 (a) and (b) The decrypted images obtained when wrong security keys are 

used respectively corresponding to those in Figs. 5.11(c) and 5.11(f). MSE values 

corresponding to (a) and (b) are 1.33×10
-2

, and 1.22×10
-2

, respectively. PSNR values 

corresponding to (a) and (b) are 8.75 dB and 9.13 dB, respectively. 

Two irregular analog signals are experimentally tested as a typical example to 

show the proposed secured free-space optical transmission in dynamic and turbulent 

media. As shown in Figs. 5.10(a) and 5.10(c), original analog signals, i.e., plaintexts, 

are fully encrypted into random intensities at the receiving end. The analog signals 

can be precisely decrypted and obtained as shown in Figs. 5.10(b) and 5.10(d), when 

correct security keys are applied. MSE and PSNR are calculated to evaluate quality of 

the encrypted and decrypted signals, as given in Fig. 5.10. 

2D grayscale images are also tested, and are experimentally encrypted into 

random noise as shown in Figs. 5.11(a), 5.11(b), 5.11(d) and 5.11(e). When security 

keys are correctly applied, the retrieved images are shown in Figs. 5.11(c) and 5.11(f). 

It is demonstrated that the proposed method is feasible and effective to realize high-

fidelity secured free-space optical data transmission through dynamic and turbulent 

media. Security of the proposed free-space optical transmission through dynamic and 

turbulent media is further analyzed. When security keys are wrong during the 

decryption, the plaintexts cannot be retrieved as shown in Figs. 5.12(a) and 5.12(b). 

Only noise-like images can be obtained. It is experimentally illustrated that the 

proposed method can realize high-security and high-fidelity free-space optical data 

transmission in dynamic and turbulent scattering environment. Moreover, since all 

kinds of data (e.g., colorful images and video streams) can be represented with 

combinations of analog signals or binary signals, it is feasible that all kinds of data 
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can be transmitted with the proposed method. The proposed encryption scheme can be 

combined with other encryption transmission approaches (e.g. compressive sensing 

chaotic encryption) to improve the capacity or security of the system. 

5.6 Summary 

In summary, a new approach has been proposed to realize high-fidelity and high-

security ghost diffraction and transmission through static scattering media. A flexible 

combination of computer-generated magnification factors and physically-generated 

scaling factors are utilized as security keys to achieve high-security free-space optical 

transmission. Absorptive filters are used to generate nonlinear scaling factors. 

Feasibility and effectiveness of the proposed method have been demonstrated 

experimentally. A novel research perspective for secured optical analog-signal 

transmission through scattering media in free space could be opened up by the 

proposed physically-secured ghost diffraction. 

In addition, a new scheme has been proposed to realize high-fidelity secured 

free-space optical data transmission through dynamic and turbulent media by 

encoding information carriers. An encoding algorithm is designed to transform the 

data into a series of 2D patterns as information carriers. A novel differential method is 

developed to suppress noise, and a series of random security keys are also generated. 

The ciphertexts with high randomness are collected at the receiving end, when a 

different number of absorptive filters are arbitrarily applied in the free-space optical 

channel. Feasibility and effectiveness of the proposed method are fully verified by 

optical experiments. The proposed approach provides a promising way to realize 

high-fidelity secured optical data transmission over dynamic and turbulent media in a 

free-space optical channel. 
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Chapter 6 Conclusion and future work 

6.1 Conclusion 

This thesis devotes to overcoming the challenges in optical wireless transmission in 

scattering environments.  

(1) A free-space optical transmission scheme is developed, where 2D patterns of 

random numbers are utilized as information carriers. The generated 2D patterns of 

random numbers are sequentially embedded into the SLM to modulate the light field. 

A differential method is introduced to suppress noise. The modulated wave transmits 

through a static scattering media (i.e., two cascaded diffusers), and high-fidelity 

analog signals can be retrieved at the receiving end. 

(2) In dynamic scattering environment, transmission errors are induced in the 

transmission channel. To correct transmission errors aroused by the dynamic 

scattering media, a fixed pattern is utilized repeatedly during the transmission process 

to realize a real-time correction process. The data collected at the receiving end are 

corrected, and then are applied to retrieve the signal. The errors can be temporally 

corrected and eliminated, so the proposed method can realize high-fidelity optical 

transmission through dynamic smoke. It is also demonstrated that when the average 

optical thickness in the free-space optical data transmission channel is lower than 2.5, 

irregular analog signals can be retrieved with high fidelity at the receiving end. 

(3) An improved transmission scheme is further developed, where the fixed 

pattern is optimized to realize high-fidelity optical transmission in complex and 

dynamic scattering environment. The fixed pattern is used with a differential method. 

The differential method is directly introduced in the pattern generation algorithm, 

where each pixel of original signals is separated. Experimental studies demonstrate 
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that analog signals retrieved at the receiving end are always of high fidelity when the 

APL is less than 29.0 dB. 

(4) To realize optically secured transmission through scattering media, 

computer-generated security keys are utilized with physically-generated keys (i.e., 

scaling factors). The proposed method has high security, since key space of computer-

generated keys and physically-generated keys is infinite. In addition, how to 

guarantee the security of optical wireless transmission through dynamic scattering 

media is also studied. A novel differential method is applied in the optical encoding 

process to eliminate noise, and a series of security keys are generated. A number of 

absorptive filters can be arbitrarily assigned in the transmission channel to generate 

ciphertexts with high randomness. Therefore, transmission model utilized to realize 

the encryption is difficult to be attacked. 

6.2 Contributions of the thesis 

The significant contributions of this thesis are summarized as follows: 

(1). An optical transmission scheme is proposed to directly generate a series of 

2D arrays of random numbers to encode the signals to realize high-fidelity free-space 

optical information transmission through scattering media. Optical experimental 

results demonstrate that high-fidelity free-space optical information transmission 

through scattering media is realized by using the proposed method.  

(2). A new approach is proposed to realize high-fidelity free-space optical data 

transmission through dynamic smoke using a series of 2D arrays of random numbers 

via pixel-to-plane encoding. A series of 2D arrays with random numbers are 

generated to be used as information carriers in the free-space optical data transmission 

channel. Transmission errors induced by dynamic smoke are temporally corrected 

using a fixed pattern. It is experimentally demonstrated that irregular analog signals 
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can be retrieved with high fidelity at the receiving end, when the AOT in the free-

space optical data transmission channel is lower than 2.5.  

(3). A new scheme has been proposed to realize high-fidelity free-space optical 

analog-signal transmission in dynamic and complex scattering environments using 

binary encoding with a modified differential method. An algorithm is developed to 

generate a series of 2D binary arrays as information carriers to be used in optical 

transmission channel. The proposed method employs only two 2D binary patterns for 

the transmission of each pixel of an analog signal in dynamic and complex scattering 

environments, and only the half number of measurements is used compared to that in 

conventional methods. Dynamic scaling factors can be effectively corrected as 

verified in optical experiments to realize high-fidelity analog-signal retrieval at the 

receiving end. It is experimentally demonstrated that analog signals retrieved at the 

receiving end are always of high fidelity using the proposed method, when the APL is 

less than 29.0 dB.  

(4). A new approach is proposed to realize high-fidelity and high-security optical 

wireless transmission. A flexible combination of computer-generated magnification 

factors and physically-generated scaling factors is utilized as security keys to achieve 

high-security free-space optical transmission in static scattering media. Absorptive 

filters are used to generate nonlinear scaling factors. Moreover, an optimized method 

is introduced to realize optically secured transmission through dynamic scattering 

media. A novel differential method is developed to suppress noise, and a series of 

random security keys are also generated. The ciphertexts with high randomness are 

collected at the receiving end, when a different number of absorptive filters are 

arbitrarily applied in the free-space optical channel. Feasibility and effectiveness of 

the proposed methods have been demonstrated experimentally. The proposed 



 

91 

 

approaches provide a promising way to realize high-fidelity secured optical data 

transmission via optical encoding method. 

6.3 Future work 

Optical transmission schemes utilizing the concept of single-pixel ghost diffraction 

and transmission are introduced in this thesis. Different optical encoding algorithms 

are proposed to generate information carriers to realize optical transmission in 

different environments. Two scientific problems are addressed in this thesis, i.e., high-

quality transmission and high-security transmission. Some improvements can be 

further made in the future work, which are described as follows: 

(1). Besides the utilization of high switching rate devices, binary signals can be 

compressed with innovative encoding algorithms or other multiplexing methods to 

improve the capacity of signal transmission. For instance, orbital angular momentum 

(OAM) multiplexing method can be utilized to encode binary sequences into different 

combinations of OAM bases, and the corresponding patterns are employed as 

information carriers to realize binary signal transmission. 

(2). In addition to the data transmission process involving ghost diffraction, the 

time-domain ghost imaging method [36] can also be employed for data transmission. 

Modulating the light source with an arbitrary waveform generator results in the 

emission of a 2D modulated light signal with varying intensities over time. The 

transmitted optical field information is collected with a camera at the receiving end. 

The 2D sequences obtained can be utilized to retrieve temporal signals over a specific 

duration. Capacity of the transmission channel can be significantly improved. 
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