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Abstract

With the prevalence of graph data on the Internet, graph learning models, particularly Graph
Neural Networks (GNNs), have emerged as powerful tools for various applications, including
social network analysis, recommender systems, and anomaly detection. These applications of-
ten play critical roles in ensuring system security and reliability, making the trustworthiness
of graph models paramount. However, recent studies have revealed the vulnerability of graph
learning models to adversarial attacks, highlighting the urgent need to enhance their robustness.
This thesis delves into the vulnerability and robustness of graph learning models from three key

perspectives: adversarial attacks, empirical defenses, and certifiable defenses.

First, we introduce coupled-space attack to investigate the vulnerability of the random-walk-
based anomaly detection (RWAD) model. A unique characteristic of RWAD is that it can oper-
ate on both pre-existing and feature-derived graphs, which present two potential attack surfaces:
graph-space and feature-space. Our proposed coupled-space attacks are the first to investigate
the interplay between graph-space and feature-space attacks. We prove the NP-hardness of
attacking RWAD and propose efficient strategies to solve the bi-level optimization problem as-

sociated with the attacks.

Secondly, we propose a powerful MetaC attack for both GNN-based and matrix-factorization-
based recommender systems. Leveraging insights from our vulnerability analysis, we design a
robust recommender system with empirical defense named PDR system. GraphRfi, a state-of-
the-art robust GNN-based recommender system, was proposed to mitigate the effects of injected
fake users. Unfortunately, we demonstrate that GraphRfi is still vulnerable to strong attacks likes

MetaC due to the supervised nature of its fraudster detection component, where the clean labels



it relies on are hard to obtain in practice. Then, we design an adjustable fraudster detection
module that explicitly considers label uncertainty. This module can serve as a plug-in that can

be easily integrated into different models, resulting in the PDR system.

Thirdly, while empirical and certified robustness techniques have been developed to defend
against graph modification attacks (GMAs), the problem of certified robustness against graph
injection attacks (GIAs) remains largely unexplored. To bridge this gap, we introduce the node-
aware bi-smoothing framework, which is the first certifiably robust approach for general node
classification tasks against GIAs. Specifically, it randomly deletes nodes and edges of the graphs
to obtain smoothed predictions with a large amount of random inputs. Through rigorous theo-

retical analysis, we establish the certifiable conditions of our smoothing scheme.

Finally, we present the first collective certificate against GIAs, significantly improving the cer-
tified performance compared to existing sample-wise certificates. Our collective certificate cer-
tifies a set of target nodes simultaneously, overcoming the limitations of previous approaches.
We formulate the problem as a binary integer quadratic constrained linear programming (BQ-
CLP) and develop a customized linearization technique to relax it into efficiently solvable linear

programming (LP).

Through extensive evaluations, we demonstrate the effectiveness of our proposed adversarial
attacks and defense techniques, paving the way for developing more robust and trustworthy

graph learning models for real-world applications.

[475 words]
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Chapter 1

Introduction

Massive data in the form of graphs are ubiquitous in various domains, including social net-
works, financial systems, and e-commerce platforms. These graphs represent the complex rela-
tionships between entities, providing valuable insights for various applications. With the rapid
development of Artificial Intelligence (Al), graph learning, particularly Graph Neural Networks
(GNNs) [4, 5], has emerged as a powerful tool for learning and predicting from graph data [6].
GNNs have achieved significant success in fields closely related to people’s daily life, such as
social network analysis [7], financial fraudster detection [8, 9], and e-commerce recommender
systems (RS) [10, 11, 12, 13, 14]. However, the increasing reliance on these graph machine
learning models raises concerns about their trustworthiness and vulnerability to adversarial at-
tacks. Many of these applications are critical for ensuring system security. Consequently, en-

suring the trustworthiness of those graph learning models is of paramount importance.

The adversarial robustness of graph learning models has been a topic of significant research
interest [15, 16, 17, 18]. Existing research [19, 20, 21] has demonstrated the effectiveness and
prevalence of adversarial attacks on graph learning models. These attacks manipulate graph data
to influence model predictions, enabling attackers to achieve malicious goals. For instance, in a
recommendation system, attackers can create fake user accounts and generate positive reviews
to promote specific products, manipulating the model’s predictions and gaining unfair advan-

tages [22, 23, 24]. Such attacks undermine the trustworthiness of graph learning models and
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pose significant security risks to online activities. Addressing these threats is crucial for ensur-

ing the reliability and security of Al systems that rely on graph data.

A mainstream approach to achieving trustworthy graph learning is to enhance the robustness of
graph learning models. This involves two progressive levels: empirical robustness and certified
(provable) robustness [25]. Empirical robustness [26, 27, 28, 15] focuses on adopting specific
techniques to make the model resistant to attacks, with defense capability evaluated through
extensive experiments. However, a key challenge with empirical robustness is that attackers
can adapt their strategies, potentially compromising the model’s defenses [29]. Certified ro-
bustness [30, 31, 32, 33, 34, 35] builds upon empirical robustness by establishing a theoretical
framework that provides a guarantee for the model’s defense effectiveness: As long as the attack
intensity remains within a certain range, the model’s predictions remain unchanged. This char-
acteristic distinguishes certified robustness from empirical robustness, and no further potential
attack will break the robustness. Enhancing both the empirical and certified robustness of graph
learning models can significantly improve their trustworthiness and mitigate the potential harm

caused by adversarial attacks.

H\!
(k\"“
c’(\M(\
\\
0(01( Certified Robustness
¢ N\
W2
> C'V‘ * Certifiably Robust Model
Q . . e o
el Empirical Defense Certified Defense Agalnst An.y.
<\n Attacks under Defined Conditions

* Practical Robust Model
* Empirically Defense Against
Some Specific Attacks

Adversarial Attack

* Discover Model Vulnerability
* Inspire Robust Model Design
* Used For Robustness Evaluation

Figure 1.1: Relationship among adversarial attacks, empirical defense, and certified robustness.

However, current research on the vulnerability and robustness of graph learning models

faces significant limitations due to the inherent richness of graph data and the evolving



complexity of adversarial environments. This thesis aims to investigate adversarial attacks,
empirical defense, and certified defense in the face of the diversity of graph models. We propose
adversarial attacks, aiming to evaluate and analyze the robustness of graph learning models.
To defend against the attacks, we propose empirical defense by designing more robust graph
learning models. Nevertheless, new and adaptive attacks might occur and break the empirical
defense. To further safeguard the model, we propose certified defenses that are provably robust
to some attacks in a specific format. Empirical defense is more popular (efficient but without
theoretical guarantee), while certified defense is more rigorous (provably robust but high cost).
Both of these defenses play essential roles in safeguarding graph learning. We further illustrate

the relation among the three aspects in Figure. 1.1.

1.1 Adversarial Attack

The first goal of this thesis is to further investigate the vulnerability of graph models by de-
signing fine-grain adversarial attacks in a more complex adversarial environment. Specifically,
this thesis investigates two kinds of important target models: Random-walk-based anomaly
detection models (RWAD) and recommender system (RS) models. Both of these two graph
learning models exploit complex interdependency between multiple data dimensions. In the
RWAD model, the graph and feature data space are interdependent and interacting. In the RS
models, the graph structure and the ratings work together to affect the recommendation. We
propose advanced attacks that can better capture the complex interdependency between the data

dimensions.

Random Walks-based Anomaly Detection (RWAD) is graph-based models that commonly used
to identify anomalous patterns in various applications [36, 37, 38, 39, 40, 41]. An intriguing
characteristic of RWAD is that the input graph can either be pre-existing graphs or feature-
derived graphs constructed from raw features [42, 43, 44, 45, 46]. Consequently, there are two
potential attack surfaces against RWAD: graph-space attacks and feature-space attacks. It is
worth noting that in the latter case, where the graph is not directly accessible, feature-space

attacks are deemed more realistic. However, previous research treats attacks in the graph space



Chapter 1. Introduction

and feature space rather separately. On the one hand, many existing works have investigated
structural attacks [19, 47, 48, 49] against a wide range of graph learning models. On the other
hand, another line of research has focused on studying feature manipulation attacks [50, 51, 52]
primarily in the computer vision domain, where the data objects represented by features are
independent of each other. Unfortunately, no existing adversarial attack considers the inter-

dependency between the graph space attack and feature space attack.

In the content of feature-derived graph-based models, in which the graph and feature data are
interdependent in a complete way, we are motivated to explore the vulnerability by investigating
the interplay between graph-space and feature-space attacks. To this end, we conduct a thorough
complexity analysis, proving that attacking RWAD is NP-hard. Then, we proceed to formulate
the graph-space attack as a bi-level optimization problem and propose two strategies to solve
it: alternative iteration (alterl-attack) or utilizing the closed-form solution of the random walk
model (cf-attack). Finally, we utilize the results from the graph-space attacks as guidance to de-
sign more powerful feature-space attacks (i.e., graph-guided attacks). In addition, we conduct
transfer attack experiments in a black-box setting, which shows that our feature attack signifi-
cantly decreases the anomaly scores of target nodes. Our study opens the door to studying the
coupled-space attack against graph anomaly detection in which the graph space relies on the

feature space.

Recommender systems (RS) are widely used in our daily lives, and they save people’s time
by showing them the most relevant information or products. However, adversarial attacks are
ubiquitous among RS. Despite the development of vulnerability analysis for RS [22, 23, 24],
existing approaches generate edges (which items the attacker chooses to insert ratings) and rat-
ings (which rating scores the attacker gives) independently. These attacks ignore the complex
interdependency between the edges and the ratings. As a result, we design a stronger attack,
named MetaC, to optimize the attack profiles by considering the edges and ratings at the same
time. Specifically, we adapt metattack [53], one of the state-of-the-art attacks originally de-
signed for node classification tasks, to be suitable and powerful for RS attacks. We employ a
continuous vector to encode the discrete ratings during the optimization and then discretize the

ratings after the optimization. Our proposed MetaC attack is suitable for both GNN-based [54]



and Martix-Faxtorization-based [55, 56] recommender systems, showing the versatility of our

attack.

1.2 Empirical Defense

Against the background of adversarial attacks, various defense mechanisms [57, 58] have been
proposed to improve the adversarial robustness of RS against node injection attacks. Recently,
GraphRfi [54], a Graph-Neural-Network-based (GNN-based) recommender system, was pro-
posed and shown to mitigate the impact of injected fake users effectively. However, we demon-
strate that GraphRfi remains vulnerable to MetaC attacks due to the supervised nature of its

fraudster detection component, where obtaining clean labels is challenging in practice.

The second goal of this thesis is to explore the key research question of how to effectively inte-
grate fraudster detection into RS, where the labels employed in training contain uncertainty. We
first analyze why GraphRfi fails under MetaC attack. Then, based on our insights obtained from
vulnerability analysis, we design an adaptive fraudster detection module that explicitly consid-
ers label uncertainty. This module can serve as a plug-in for different recommender systems,
resulting in a robust framework named Posterior-Detection Recommender (PDR). Overall, our
research presents a practical framework for integrating fraudster detection into recommendation

systems to achieve adversarial robustness.

1.3 Certified Robustness

Inrecent years, although significant progress has been made in the field of certified robustness in
graph learning [59, 34, 33, 35], the attacks targeted by these methods are mainly common graph
modification attacks. However, another prevalent form of attack, called graph injection attack
(GIA), is gaining attention [3, 60, 61]. Unlike graph modification attacks (GMA), which only
add or delete edges on the original graph, GIAs involve injecting new nodes into the original
graph. This characteristic makes GIAs more powerful and imperceptible [3, 60, 61]. Therefore,

it is an urgent problem to study certified robustness that is applicable to GIAs.
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Unfortunately, the existing certified robustness methods designed for graph structural attacks
have limited effectiveness when applied to GIAs. The fundamental reason is that previous
GMAs only manipulate the graph in a single way (e.g., deleting edges), while GIAs involve
mixed-mode manipulations (e.g., adding nodes and edges simultaneously). As a result, the
main method relied upon by previous certified robustness approaches, randomized smooth-
ing[59, 62, 35], cannot handle such mixed-mode data manipulations, making it unable to provide

effective theoretical guarantees for graph learning models against more diverse GIAs.

Therefore, the third goal of this thesis is to construct a more generalizable certified robust
model and explore new theoretical proof methods to provide theoretical robustness guarantees
in the face of complex and diverse attack methods. To bridge this gap, we introduce the node-
aware bi-smoothing framework, which is the first certifiably robust approach for general node
classification tasks against GIAs. Notably, the proposed node-aware bi-smoothing scheme is
model-agnostic and is applicable for both evasion and poisoning attacks. Through rigorous
theoretical analysis, we establish the certifiable conditions of our smoothing scheme. We also
explore the practical implications of our node-aware bi-smoothing schemes in two contexts: as
an empirical defense approach against real-world GIAs and in the context of recommendation
systems. Furthermore, we extend two state-of-the-art certified robustness frameworks to address

node injection attacks and compare our approach against them.

Current certified robustness methods have low certified ratios and need to improve their certi-
fied ratios to make them truly practical. Another major issue with existing certified robustness
methods is that their certified ratios (i.e., the proportion of predictions that can be theoretically
verified) are very low. This means that certified robustness is still in its early stage of theoretical
usability and still has a long way to go before it becomes practically applicable. For example, as
a representative work, [59] the certified ratio of the model drops to zero [59] when the number
of deleted edges exceeds 25 (which is only about 0.3% of the original edges). In other words,
this model can only guarantee stable predictions under minor attack strengths, which is far from
practical requirements. The main reason for the low certified ratios in current methods is that it
is difficult to estimate the attacker’s strength accurately in the process of making assumptions

and modeling the attacker. In order to facilitate theoretical proofs, we often overestimate the



attacker’s strength to reduce the complexity of modeling, which directly leads to much lower

certified ratios than expected in practice.

Therefore, the fourth goal of this thesis is to explore new approaches to improve the certified
ratios of certified robustness models and promote the practical application of certified robust-
ness as a valuable tool with theoretical guarantees. Existing research only provides sample-wise
certificates [59, 62, 33] by verifying each node independently, leading to very limited certifying
performance. In this thesis, we present the first collective certificate, which certifies a set of tar-
get nodes simultaneously. To achieve it, we formulate the problem as a binary integer quadratic
constrained linear programming (BQCLP). We further develop a customized linearization tech-
nique that allows us to relax the BQCLP into linear programming (LP) that can be efficiently
solved. Our thesis marks a crucial step towards making provable defense more practical.
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Figure 1.2: Overview of the thesis.

In summary, this thesis aims to systematically analyze the vulnerability by investigating power-
ful attacks and enhance the robustness of graph learning models by developing both empirical

and certified defenses. The overview of this thesis is presented in Figure. 1.2. The contributions
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of the thesis are listed as follows:

* To investigate the vulnerability of the graph learning model, we design coupled-space
attacks for the random-walk-based graph anomaly detection model and MetaC attack for
the GNN-based recommender system model. Comprehensive experiments demonstrate

that our proposed attacks are effective with a limited attack budget.

* To investigate empirical defense against adversarial attacks, we propose an empirically
robust recommender system (PDR). Comprehensive experiments show that our defense

approach outperforms other benchmark methods under attacks.

 To investigate new certified defense, we propose node-aware smoothing, a certifiably
robust graph model against graph injection attacks. Extensive evaluations demonstrate

the effectiveness of our proposed certificates.

* To further improve the certifiable performance, we design a collective certification that
models the locality of message-passing GNNs. Through comprehensive experiments, we
demonstrate that our proposed scheme significantly improves certification performance

with minimal computational overhead.



Chapter 2

Background and Related Works

In this chapter, we provide the necessary background and related work of graph learning models,

especially in the context of adversarial attack, empirical defense, and certified robustness.

2.1 Random-Walk-based Anomaly Detection

In this section, we introduce the necessary background on unsupervised random-walk-based
anomaly detection (RWAD). We first present an overview of the framework with an emphasis on
the role of random walk (RW) in anomaly detection. Then, we give two concrete representative

RWAD models, which are also the target models considered in this thesis.

Random-walks-based anomaly detection (RWAD) [38, 43, 40, 42, 44, 63, 45] , a classical un-
supervised graph anomaly detection (GAD) technique, is widely used to safeguard the system
from attacks by detecting abnormal data. RWAD, as discussed in this chapter, exploits ran-
dom walks as a similarity or connectivity measurement. Traditional feature-based techniques
[64, 65, 66] utilize statistical features, such as in and out node degrees, to extract structural infor-
mation from graphs and transform the GAD to usual anomaly detection problem. For example,
OddBall [64] built a regression model based on the density power law to estimate anomalous

local patterns. These labor-intensive handcrafted features have limitations on generalizing to
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unknown anomalies. Beyond handcrafted features, network-representation-based techniques,
such as DeepWalk [67] and Node2Vec [68], are widely exploited to extract a more flexible
feature representation which can be used for downstream anomaly detection tasks[69]. Most

recent work mainly focuses on investigating deep learning based anomaly detection, such as

DOMINANT [70], GAL [71], TAM [72], GLAD [73], and GAD-NR [74].

Nevertheless, RWADs have an irreplaceable role in GAD because of their simplicity, unsu-
pervised, and effective features. These motivate us to investigate their vulnerability further in

Section 3.1.

2.1.1 Input data as a graph

In general, RWAD takes a plain graph as input and produces anomaly scores for the nodes in
the graph as output. In practice, the input graph could be either directly available or constructed
from raw data. Depending on the levels of accessibility of the graph, we divide RWAD systems

into two types:

* RWAD over directly accessible graph (Di-RWAD) [38, 39]: In this case, the input to
RWAD is a graph that represents relational data in a specific application. For instance, in
recommender systems, the rating towards products given by customers on E-commerce

platforms can be modeled as a bipartite graph.

* RWAD over indirectly accessible graph (InDi-RWAD) [42, 43, 44, 45]: In this case, the
input to RWAD are raw features of entities, and a graph is constructed as a data preprocess-
ing step in the pipeline of anomaly detection (Fig. 3.1, top). Typically, given the feature
vectors, a proximity graph is constructed, where the nodes represent entities and an edge

exists between two nodes only if they are similar enough in certain similarity metrics.

We note that in both cases, RWAD will operate on graphs; however, the difference lies in whether
the graph is directly accessible. Later we will see that such a difference is crucial for determining

the attacker’s ability when designing attacks.

10
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2.1.2 RW as a similarity measurement

The core of unsupervised anomaly detection is to identify data points that are significantly difter-
ent from the rest of the population. RW has been shown to be an effective method for measuring
the similarities of nodes in a graph. Specifically, given a graph G = (V, E)) with its adjacency
matrix denoted as 11/, we define the transition matrix P = (p;;) [v|x|v| as the column-normalized
version of the adjacency matrix W, where p;; = w;;/ ZLZ‘I w; 4. If vertex ¢ has no outgoing
edges (i.e., Zfiln w;; = 0), we set the transition probability to 0. The widely used Page-Rank

algorithm with restart can be represented as follows:
§=(1—-a)P3+ ar, (2.1)

where « is the restart rate, a hyper-parameter that controls the probability of restart; the vector
7 specifies the restart strategy, and s characterizes the node similarities. With the similarity, the
anomaly score of a node is calculated as the opposite of its average similarity to all other nodes,

or the average similarity among its neighbors.

2.1.3 Adversarial attacks on random walk

Our work belongs to the category of targeted and poisoning adversarial attacks. Here, we in-
clude the most related existing attacks on graph models. There are some previous research
efforts on the random walk (RW) based models. [75] reformulate the DeepWalk model as a
matrix factorization form to reduce the bi-level optimization to single-level, and then optimize
the untargeted attack loss by optimizing the graph spectrum. [76] make further improvements
to make the spectrum-based attack work in a black-box system. Different from our attacks on

RW-based anomaly detection, they mainly focus on attacking node embedding generated by

RW.

In addition to RW-based model, Nettack [19], Metattack [20] are two strong poisoning attacks
for the GCN-based models. Nettack greedily selects the perturbation edges among the candidate
sets with the largest gradient obtained by incremental updates. Metattack greedily selects the

perturbation edges with the largest gradient obtained by meta-gradient. Note that both of these

11
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methods can be extended to attack node features. However, Nettack does not introduce the attack
node selection, and Metattack is only applicable to binary features. Furthermore, the proximity
graph is different from other graphs. The proximity graph is changing along with features, while
the node feature attack in [19],[20] have fixed graph structures. For belief propagation models,
[77] introduced a poisoning attack for graph data. For another classical graph-based anomaly
detection model called OddBall, [49] proposed BinarizedAttack, which is well-designed for the
binary property of edges. For graph contrastive learning, [78] attacks the graph embedding by
greedily choosing the most informative edges. Beyond gradient-based methods, perturbing the
intrinsic property of graphs, such as spectral changes [79] shows to be more effective, but it is

only suitable for untargeted attacks. These works are orthogonal to our study.

2.2 Recommender Systems

In this section, we introduce the recommender system (RS) background by first providing an

overview and then introducing two representative RSs.

The recommender system (RS) plays an important role in our daily lives as it saves us time by
preventing us from accessing tremendous amounts of information. However, the vulnerability
of RS gives the opportunity for malicious attackers to manipulate the recommendation. For this
reason, this thesis aims to investigate their vulnerability further and propose a stronger defense

strategy.

A recommender system (RS) typically operates on a weighted bipartite graph G = (U UV, E),
where U = {uy, - ,u,} is a set of n users, V = {vy,--- ,v,,} is a set of m items, and the
edge set £ = {e;; = (u;, v;,7;;)} is a collection of observed ratings with r;; € {1,2,- -+, 700 }
denoting the rating from user u; to item v;. Each user u; is also associated with a feature vector
X; summarizing this user’s behavioral information. The task of recommendation thus amounts

to predicting the weights of missing edges and recommending highly ranked items to users.

Recommender systems can be implemented using various techniques. One of the most classical

methods is Matrix Factorization (MF) [56]. More recently, graph representation learning tech-

12
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niques, such as Graph Neural Networks (GNNs), have been increasingly utilized to improve
prediction performance [11, 12, 13, 14]. In the following, we introduce some representative

models to provide background on the techniques used in recommender systems.

2.2.1 MPF-based RS

Matrix factorization (MF)-based recommendation models, such as SVD [80], Regularized SVD
[81], and Improved Regularized SVD [82], are widely used in recommendation systems due to
their simplicity and effectiveness. For instance, Regularized SVD predicts missing values in
the history rating matrix by decomposing it into user embedding matrix U and item embedding
matrix V. The embedding matrices U and V' are learned by regression on existing/history ratings

as follows:

argmin Y (ryy — Uy Vo)* + B(|1U |2 + [ V]]2), (22)
uv Y(u,v)e€

where the U, and V,, denote the embeddings for user v and item v respectively, the matrices
U € RIUIXd and V' € RIVI*? represent the collection of user and item embeddings, d is the

factor number, and /3 is the regularization factor.

2.2.2 GNN-based RS

We use GraphRfi as a representative to introduce GNN-based RS. To mitigate node injection at-
tacks, a robust RS GraphRfi was introduced that combines recommendation with fraudster (i.e.,
fake users) detection. In particular, GraphRfi has two essential components: a rating predic-
tion component based on GNN and a fraudster detection component based on Random Neural
Forest (RNF) [83]. The main idea of GraphRfi is to treat the anomaly score of a user (from
the fraudster detection component) as her weight in estimating the ratings, thus mitigating the
effects of anomalous users. The backbone of this RS model is GNNs with attention aggrega-
tors. It encodes the discrete ratings by learnable embeddings e, € RY, r e {1,2,- , Tmaz }»
where d’ is the embedding dimension. For each user/item, it concatenates the rating embedding

with user/item embedding, and then two single-layer GNNs are employed to learn the user’s and

13
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item’s representation,

zy = ReLU (W7 - Agg(MLP(z, ® e,,,),Vv € N(u)) + by),
2y = ReLU(Wy - Agg(MLP(z, ® €,,,), Vu € N (v)) + by),

where z,/x, is initial user/item embedding, & is concatenation, and Agg(-) is attention aggre-

gation function,

Agg(he Yk e N(s) = Y anshu,
keN(s)

and the oy 1s the weight learned by attention layer,

s = W4 . O'(Wg . (hk D 25) + b3) + b47

_ exp(ags)
> wen(s) exp(ans)

Qs

In other words, GNNs are used to learn the embeddings of both users and items denoted as z,
and z,, which are further used to compute the predicted rating !, from user u to item v through

a multi-layer perceptron (MLP):
rl = Ws-MLP(z, & 2,),

where W;, b; are the learnable parameters, A/ (s) is the neighbor set of node s.

Given the user embedding z, learned by GNNSs, a classifier (i.e, RNF) is used to estimate the
probability that a user u is normal, denoted as P [y = 0|z,, 0], where 6 is the model parameter,
and y = 0 indicates that a user is normal. Finally, the prediction and detection components are
jointly trained in an end-to-end manner by minimizing the following loss function consisting of

two parts:
'C(9> g) = Erating + A ‘Cfraudster

2
- ﬁ ZV(U,U)E&'P [y = Olzua 0] ' (T;w - Tuv) (23)

1
+A- 7 ZVueu,yuey (—logP [y = yu|24,0]),
where Laine Summarizes the weighted mean squared error of rating and Leaudster 15 the cross-

entropy loss for anomaly detection with y,, denoting the ground-truth label of user w.

14
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The probability P [y = 0|z, 6] serves as the weight for user u. As a result, a user with a high
anomaly score (i.e., 1 —IP) contributes less to the prediction, which can enhance the robustness of
the recommendation under node injection attacks. We can also notice that the fraudster detection
component is supervised in nature as the ground-truth labels are required during training; in

Section 3.2, we will show the defects of this design by designing a powerful attack MetaC.

2.2.3 Adversarial attacks on recommender systems

Injecting nodes into the recommender system is the major attacking approach, as it could be
easily implemented in practice. The difficulty, however, lies in the selection of items and the
ratings they give. Earlier attacks [84, 85] rely on choosing filler items by heuristic rules and
giving the highest/lowest ratings to the target items, depending on the goal of pushing or nuking

items. However, these attacks are not effective enough as shown by [86] and [87, 88].

Recently, more sophisticated methods have been proposed based on techniques such as optimiza-
tion, generative models, and so on. For instance, [89] proposed a method to optimize the selec-
tion of filler items using approximated gradients to attack MF-based RS. [90] train a poisoned
RS model to predict the ratings for filler items. In addition, another line of works [91, 88, 87] ex-
plore the utilization of generative models (e.g., GAN [92]) to generate fake users profiles, which
are injected into the system. However, previous works mainly focus on MF-based models due
to their simplicity and could not be easily extended to GNNs-based systems. For example, the
approximating gradients proposed in [89, 91] cannot be directly applied to GNNs-based models

like GraphRfi. This motivates us to design new attack for RS in Section 3.2.

2.2.4 Empirical defenses on Recommender System

The primary method to achieve the adversarial robustness of RS is through adversarial training,
which has been tested to be effective in many other machine learning systems. [93] and [58]
perform adversarial training by adding perturbation noise to model parameters in each training

iteration to improve the robustness of different target models. [57] train a robust MF-based RS
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via injecting some defense users based on the calculation of influence functions. Again, it is
nontrivial to extend such an idea of defense to GNNs-based systems due to the complexity of

estimating the Hessian matrix in the influence function.

The detection of fraudsters (or anomalies) is closely related to defense, as it is a natural way to
identify injected fake users. Anomalous users may exhibit patterns that deviate from those of
genuine users, such as rating several items in a similar pattern or providing overly positive or
negative reviews. Feature-based anomaly detection methods [94, 95] extract the user features
based on user behavior, such as the number of ratings, rating time, and review content, and then
apply classification techniques to identify the abnormal users. In addition, embedding-based
anomaly detection methods based on user-item rating graphs have been developed [96, 97].
These methods aim to learn embeddings that capture user behavior patterns in graphs, where the
node embedding of the fraudster deviates from that of normal users. Due to difficulty in obtain-
ing the label, unsupervised methods such as clustering [98, 99, 100, 96] and semi-supervised
methods [101, 102] are widely used in detection. However, we emphasize that anomaly detec-

tion is often employed as a preprocessing step.

Given the current under-explored status of GNNs-based RS, in Chapter 4, we aim to investigate

the adversarial robustness of the representative model GraphRfi.

2.3 Node classification task

Beyond the anomaly detection and recommendation model, the graph learning model is versa-
tile and can be used for various node classification tasks, such as social network, transaction
network, and citation network analysis [103, 17]. A further study on node classification tasks
broadens the research scope of this thesis. In this section, we first formally define the node

classification task and then introduce the most representative graph neural network.

A graph with n nodes is represented as G = (V,€,X) € G, where V = {vy,--- ,v,} is the
set of nodes, £ = {e;; = (v;,v;)} is the set of edges with each edge e;; linking v; and v;, and

X € R™ are node features with dimension d. The graph structure of G can also be encoded
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by adjacency matrix A € {0, 1}"*" with A;; = 1 ife;; € € and A;; = 0ife;; ¢ £. Some of
the nodes are associated with a label y € )V = {1,---,C}. The task of node classification is
to predict the missing node labels. To this end, a graph-based classifier f : G — {1,--- ,C}"
takes graph GG as input and is used to predict the labels. We consider both the inductive and
transductive settings. Specifically, in the transductive setting, the model trained on graph G
can only make predictions for the current nodes in G, while the inductive classifier can make

predictions for graphs with new nodes.

2.3.1 Message-Passing Graph Neural Networks

Graph Neural Networks (GNNs) are the mainstream model for node classification. In this the-
sis, we study certified robustness approaches that are applicable to the most commonly used
GNN s that operate under the message-passing framework based on neighbor aggregation. These
message-passing GNNs [4, 104, 105, 106] encode the local information of each node by aggre-
gating its neighboring node features (i.e., embedding) through various aggregation functions. To
generate the embedding at the higher layer of node v, GNNs aggregate the current node embed-
ding 1\ and its neighboring node embedding ", Vu € N (v) := {u| Ay, = 1}. We generally

represent the aggregation layers in k-layer GNNs as follows:

hq(;l—H) = @(Aggil;/\l/)(v)(hq()l)> hvgl)))v (Vl = 07 e 7k - 1)’

where X, is the feature vector of node v, Agg(-) represents the general aggregation function
depending on the type of GNN model, and W(-) represents the learnable feature extraction func-
tion. These aggregation layers all together form the k-layer GNNs as parametrized functions f/(+)
for the K -class classification models by taking the maximum index of the final representation
K. fo(G) = argmax, h&,‘? Note that, well-trained GNNs under inductive learning schemes
are able to give predictions for new graphs/nodes without any retraining. During the inference,
the receptive field of a node v in k-layer GNN is just its k-hops neighbors, and the nodes/edges
beyond the receptive field would not affect the prediction of the node when the model is given.

This locality enables the application of collective certificates.
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2.3.2 Graph Injection Attack

Graph injection attack (GIA) is a type of attack that manipulates the structure of a graph by in-
jecting malicious nodes with carefully crafted features to degrade the performance of node clas-
sification. For instance, a representative example, HAOGIA [3], first formulates an adversarial
objective function comprising two key components: an attack objective and an unnoticeable
objective. The attack objective guides the attacker in accomplishing their malicious goal, while
the unnoticeable objective aids the attacker in evading detection by defenders. Subsequently,
the method utilizes gradient descent to iterate and locate the optimal edges and node features
that maximize the objective function. We note that a GIA can occur at test time (i.e., evasion
attack [3, 61, 107]) and training time (i.e., poisoning attack [108, 109, 110, 111, 112, 113, 114]).
Specifically, the former will manipulate the testing data to disrupt a trained model, while the lat-
ter will manipulate the training data causing changed model parameters. Our proposed scheme

is applicable to both evasion and poisoning attacks.

A common requirement for GIA is to remain stealthy such that the injected malicious nodes can
not be spotted by detectors. To ensure stealthiness, many existing attacks impose a constraint that
the degree of an injected node should not exceed the average degree of the clean graph [108, 115,
110]. In particular, attack methods like G-NIA[115], G*A2C [61], and G?-SNIA [107] adopt
a default strategy of inserting a single malicious node with a single edge. This motivates us to
investigate certified robustness against such constrained while more realistic graph injection

attacks in Chapter 5.

2.4 Certified Robustness of Graph Learning Models

To defend against attacks, numerous approaches have been proposed, especially empirical ap-
proaches, such as adversarial training [116], robust models [4, 26, 27, 28], and anomaly detec-
tors [54]. Additionally, certified approaches provide provable robustness within a predefined
perturbation set, representing the attacker’s capabilities. The techniques for achieving certified

robustness can be divided into two main categories: precise certification [31] and probability
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certification based on random smoothing [30, 117]. Precise certification is usually designed for
specific models, so it has limitations. On the other hand, probability certification based on ran-
dom smoothing is more scalable and flexible, making it applicable to any graph model, and has

become a mainstream approach. The research in this thesis belongs to the latter category.

Probability certification based on random smoothing attempts to estimate the probabilities of
model outputs under given attack capabilities by using randomization techniques, such as intro-
ducing Gaussian noise. Then, theoretical conditions for maintaining unchanged predictions can

be derived.

2.4.1 Randomized Smoothing

A mainstream technique to achieve certified robustness is randomized smoothing [59, 34, 33,
35,117, 118]. It provides probabilistic certified robustness by adding random noise to the input
samples. One representative smoothing scheme designed for graph data is the sparsity-aware
smoothing method [59]. It offers an [y-ball guarantee for graph modification attacks (GMAs).
This guarantee specifies the maximum number of edges that can be added or deleted among
existing nodes while maintaining consistent predictions. It achieves this by creating a smoothed
classifier through randomization, which involves randomly deleting or adding edges to the input

samples. Based on this randomization, denoted as ¢(+), it constructs a smoothed classifier:

gv(G) ‘= argmax P(fv(¢(G)) = y)a (2.4)
ye{lv"' 70}
where f : G — {1,--- , C'}" returned the class y given a randomized graph ¢(G), and smoothed

classifier g(-) returns the “majority votes” of the base classifier f(-). Then it estimates the
probability of the model’s output given the perturbed graph based on the prediction on the clean
graph and the sample overlap probability. The smoothed classifier has a certified consistent
prediction if the top class probability p’, is larger than the runner-up class p/; under any perturbed

graph in the perturbation set.

However, most existing work in this area has focused on computer vision, particularly on clas-

sification problems for images [119, 120, 121, 122] and tabular data [123, 124]. Research on
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the certified robustness of machine learning tasks on graph data, such as graph classification,
node classification, and link prediction, is still in its early stage of development. Specifically,
recent research on certified robustness of graph data has mainly focused on graph structure at-
tacks, with representative works including [59, 34, 33, 35, 125]. Among them, Wang et al.[34]
first extended the random smoothing method to graph data and established certified robustness
guarantees for any graph neural network for node classification and graph classification. Jia et
al.[33] used a similar approach to study the certified robustness of graph community detection.
Bojchevski et al.[59] improved the computational efficiency of [34, 33] by reducing the number
of constant likelihood ratio partitions and can handle perturbations on both graph structure and
node attributes. However, as mentioned earlier, these research approaches only apply to graph
modification attacks (GMAs), and extending them to graph injection attacks (GIAs) would result

in low certified ratios.

Additionally, the certified robustness mentioned earlier only applies to evasion attacks (attacks
that only manipulate test samples), and only a few studies [126, 127, 128, 129] provide cer-
tified robustness against poisoning attacks (attacks that manipulate training samples) on im-
age data. For example, Rosenfeld et al.[126] first extended the random smoothing method to
label-flipping poisoning attacks. Wang et al.[127] and Weber et al.[128] extended the random
smoothing method to defense against backdoor (poisoning) attacks. Levine et al. [129] proposed
an aggregation-based certification scheme to defend against poisoning attacks, including label
flipping and sample insertion. However, due to the significant differences between image data
and graph data, the above methods cannot be directly and effectively extended to graph learning
models. To the best of our knowledge, this thesis (Section 5.1) is the first to study the certified
robustness of graph learning models against graph injection attacks, which can be applied to

both evasion and poisoning attacks, demonstrating high originality and uniqueness.

2.4.2 Collective Certified Robustness of Graph Learning Models

Current work on certified robustness for graph learning models [59, 34, 33, 121, 32] has mainly

focused on sample-wise certification against graph structure attacks, which essentially exam-
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ines the predictions for each individual node. A critical assumption in this approach is that the
attacker can create a different perturbed graph each time to attack a single node. However, in
reality, the attacker can only generate one perturbed graph and disrupt the predictions of a group
of target nodes simultaneously. This difference motivates the development of a groundbreaking

approach to improve the certified robustness, known as collective certification [130, 35].

Schuchardt et al. [130] introduced collective certification by considering a more realistic and
constrained attacker who can only use one perturbed input at a time to disrupt the predictions
of as many nodes as possible in the graph. This significantly improves the certified robustness.
However, this approach is not applicable to graph injection attacks. This is because the certi-
fication scheme assumes that the graph neural network has a fixed receptive field, while graph

injection attacks involve adding edges after injecting nodes, inevitably expanding the receptive

field.

Despite the progress made in defending against graph modification attacks (GMAs) [130], the
robustness against graph injection attacks (GIAs) has received relatively little attention. [2,
131] further extended it to certify against GIAs. However, these models provide sample-wise
certificates instead of collective ones. In essence, this greatly exaggerates the actual capabilities
of the attacker, resulting in limited effectiveness in achieving certified robustness. To the best of
our knowledge, there is currently no collective certificate designed for GIAs. This also inspires
us to design a collective certification method that is applicable to GIAs to enhance the certified

robustness in Section 5.2.
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Chapter 3

Adversarial Attacks on Graph Models

This chapter aims to further investigate the vulnerability of graph models by designing fine-grain
adversarial attacks in a more complex adversarial environment. Specifically, this thesis inves-
tigates two kinds of important target models: Random-walk-based anomaly detection models

(RWAD) and recommender system (RS) models.

3.1 Coupled-Space Attacks against Random-Walk-based

Anomaly Detection

Graph-based Anomaly Detection (GAD) has gained significant research attention in recent years
due to the widespread use of graph data across various application domains. GAD algorithms
are designed to identify anomalies in a graph, where nodes represent entities, and edges indi-
cate their relations. Essentially, a GAD algorithm works by initially measuring the similarities
among nodes and then identifying nodes that are less similar to the rest as anomalous. De-
spite the development of supervised GADs, such as GADs based on graph neural networks
(GNNs) [132], unsupervised GADs still have advantages in their simplicity, unsupervised prop-
erty, and effectiveness. Random Walks (RWs), such as PageRank [133], have emerged as

a powerful tool for measuring node similarities over graphs and have become a fundamental
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Figure 3.1: Illustration of RW-based anomaly detection and the distinction between graph-space

and feature-space attacks.

component of many unsupervised GAD systems that are extensively employed in diverse ap-
plications. Notably, Random-Walk-based Anomaly Detection (RWAD) has been employed in
detecting money laundering within the financial industry [36], identifying fraudsters in online
shopping [37], uncovering fake accounts in social networks [134, 135, 136, 137, 138], and serv-
ing as a general unsupervised outlier detection method for bipartite graphs [38, 39] (e.g., review
data in recommender systems, stock market transaction data, and short message service), mul-
tivariate time series data [40, 41] (e.g., electrocardiograms data), and the most common feature
data [42, 43, 44, 45, 46] (e.g., network intrusion detection data). Moreover, random walk has
also been adopted to improve large-scale graph anomalies detection [139] and enhance deep-
learning-based anomalies detection [71, 140]. These diverse applications underscore the impor-

tant role of RWAD in ensuring system security.

As the accuracy of predictions produced by the RWAD methods is crucial for system security,
it is essential to assess their robustness in a real-world adversarial environment. In fact, the
individuals that RWAD aims to detect may have both the incentive and capability to evade de-
tection. For instance, adversaries controlling bank accounts to be used in money laundering
schemes may wish to remain undetected to continue their malicious activities. They could care-
fully manage the everyday transactions on the accounts to make them appear similar to normal
ones, causing the system to falsely classify them as benign. In essence, in an adversarial en-
vironment, attackers can intentionally manipulate the input data to RWAD in order to mislead

its predictions, leading to what is known as data poisoning attacks in the literature. However,
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studying the adversarial robustness of RWAD imposes new challenges due to an intriguing char-
acteristic of RWAD. Specifically, in an RWAD system, the graph is often not directly accessible
and needs to be constructed from raw data. As illustrated in Fig. 3.1 (top), entities in the system
are represented as vectors in a feature space, and a graph is then constructed based on the rela-
tionships among the entities as determined by their feature vectors. This kind of graph is termed
as feature-derived graph. For instance, a proximity graph can be constructed based on feature
similarity. This graph is then fed into the RWAD system, which produces anomaly scores for

each node.

Consequently, there are two potential attack surfaces against RWAD: graph-space attacks and
feature-space attacks. In graph-space attacks (Fig. 3.1, bottom), the attacker can directly modify
the structure of the graph, which is a common assumption made by previous works [19, 20, 49]
that design structural attacks on graphs. In feature-space attacks (Fig. 3.1, middle), the attacker
does not have direct control over the graph but can modify the features, which indirectly affects
the graph’s structure. It is worth noting that in the latter case, where the graph is not directly

accessible, feature-space attacks are deemed more realistic (further explained in Section 3.1.4.1).

Unfortunately, previous research treats attacks in the graph space and feature space rather sep-
arately. On the one hand, many existing works have investigated structural attacks [19, 47, 48,
49] against a wide range of graph learning models. On the other hand, another line of research
has focused on studying feature manipulation attacks [50, 51, 52] primarily in the computer vi-
sion domain, where the data objects represented by features are independent of each other. In
contrast, one unique characteristic of RWAD is that it examines data objects that are interde-
pendent. Specifically, the data processing pipeline of RWAD involves transforming the features
into graphs, over which the random walk operates. That is, the data in the feature space and the
data in the graph space are interdependent in the sense that any modifications to the features will
be reflected in the changes in the constructed graphs. This unique interdependency makes the

interplay between the graph-space and feature-space attacks possible.

Thus, for the first time, we aim to investigate the adversarial robustness of RWAD under coupled-

space attacks, where the attackers can explicitly exploit the interdependency between two cou-
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pled data spaces to effectively achieve their malicious goals. Our main motivations for exploring
coupled-space attacks are twofold. First, data manipulation in the feature space is more realistic
since the graph is constructed virtually in the pipeline of which the attacker does not have direct
control. Second, since random walks directly run over the constructed graphs, an attacker can
potentially leverage the anticipated data manipulation in the graph space to guide the modifica-

tions in the feature space, which can make the attack more effective.

Towards this end, we begin with a formal analysis of graph-space attacks. Specifically, we de-
fine the attacks in the graph space as a decision problem. We ask whether an attacker can reduce
the anomaly scores of the target nodes below a certain threshold, thereby classifying them as
benign, by modifying a limited number of edges in a given graph. Our in-depth complexity anal-
ysis shows that this problem is NP-hard for both directed and undirected graphs. Furthermore,
since feature-space attacks ultimately modify edges, they can be viewed as special cases of this
problem, and the hardness results remain applicable. The hardness results serve as the anchor

for us to investigate efficient attack algorithms in both the graph space and feature space.

We then proceed to design effective graph-space attacks, which are formulated as an opti-
mization problem with the objective of minimizing the target nodes’ anomaly scores output
by RWAD. Solving this optimization problem encounters several challenges. Firstly, random
walk (PageRank) is an iterative algorithm that operates on an input graph; thus, any changes
made to the graph will require the iterations to be re-executed. Consequently, attacks against
RWAD will result in a bi-level optimization where the inner layer involves complex iteration.
Second, the discrete nature of graph structure further complicates the solving of the optimiza-
tion. To address these challenges, we propose two efficient attacks: alterI-attack and cf-attack.
The former is an iterative approach that optimizes the attack objective by projected gradient
descent (PGD) [77] and updates the random walk model alternatively. The latter utilizes the
closed form of the random walk model to transform the bi-level optimization into a single-level

problem.

Finally, we investigate the more realistic feature-space attacks. Our major innovation is to use

the results from the virtual graph-space attack as our guidance to design more powerful feature-
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space attacks. Specifically, we utilize the guidance from two aspects: selecting the attack nodes
and formulating an effective attack objective. Through extensive experiments, we demonstrate
that by fully exploring the dynamics between attacks in coupled spaces, more powerful attacks

could be designed, revealing more realistic security threats against RWAD systems.

The main contributions are summarized as follows:

* We study the adversarial robustness of RWAD, for the first time, exploring the interplay

between attacks in coupled spaces.

» We present a deep theoretical analysis of the hardness of attacking RWAD, which is proved
to be NP-hard on both directed and undirected graphs.

» We propose effective attacks in coupled spaces. In particular, we innovatively utilize the
results from the graph-space attacks as guidance to design more powerful feature-space

attacks.

* We conduct comprehensive experiments to demonstrate the effectiveness of our proposed
attacks. Especially we also transfer our attacks to other anomaly detection methods in the
feature space. It is shown that our graph-guided feature-space attack remains effective
even without knowing the target models, demonstrating a realistic threat in real-world

application scenarios.

In summary, our work uncovers a unique vulnerability of RWAD and unleashes the power of
attackers by exploring the interplay between attacks in coupled spaces, significantly advancing

our knowledge of the adversarial robustness of RWAD in deployment.

Road Map: Problem statements (3.1.1) = Complexity analysis of attacks (3.1.2) = Effective
graph-space attacks (3.1.3) = Graph-guided feature-space attacks (3.1.4) = Evaluation (3.1.5)

= Limitation and future work (3.1.6) = Conclusion (3.1.7).
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3.1.1 Problem Statements

In this section, we first present two representative models to instantiate the Di-RWAD and InDi-
RWAD systems, which have been introduced in Section 2.1. Then, we introduce the adversarial
environment in which random-walk-based anomaly detection (RWAD) operates and then for-

mally define the attack problem.

3.1.1.1 RWAD Target Models

1) Di-RWAD. We consider bipartite graphs as a representative example of directly accessible
graphs. We next describe how to apply the RWAD algorithm to the bipartite graphs of this
kind, which we term as BiGraphRW model. In the following, we define the notation and briefly
explain the BiGraphRW model.

To begin, we define a bipartite graph G = (U UV, E) as a graph with two disjoint sets of vertices
U={w|l <i<k}andV = {v;|1 <i < n}, and asetof edges £ C U x V that connect
the vertices in U to the vertices in V. We represent the edges in F as a binary edge matrix

M = (m;j)k x n, where m;; = 1if (i,j) € E, and m;; = 0 otherwise. Then, the adjacency

0 M
matrix for a bipartite graph can be constructed as W' = (w;;) (k+n)x (k-4n) = ,
M 0

For each node u € U, BiGraphRW applies Eq. (2.1) with 7 = €,,, where €, is a vector with zeros
element except node u, which means that it always restarts from node u. The resulting vector
S, = (1 — a)Ps, + ae, represents the connectivity scores of node pairs {(u,t) [t € U UV},
which quantifies the similarity between node u and others. By assumption, a node v tends to

have a lower mean similarity score among its neighbors if it is anomalous. We denote the average

neighbor similarity as S,

k k o
S >ic1 Miv Zj:l,i;ﬁj M;ySy, (uy)
v k k
Zi:l My, Zj:l,i;ﬁj ij

where 5, (u;) represent the element corresponding to node u; in s,,, which is the similarity

, (3.1)

between node u; and u;. Anomaly score of node v is in contract to the mean similarity score Sy,
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so we denoted it by

_ anomaly, if A(v) > 6,
Aw)=1-38, = 3.2)

normal node, if A(v) <6,

where the parameter 6 is a given and fixed threshold of the anomaly detection model.

2) InDi-RWAD. A representative way to apply RWAD to non-graph data is by constructing
a proximity graph. We call this variant as ProxGraphRW model. In this approach, the input

feature data is represented as X = [Xy, Xo, - -+ , X, X; € R¢.

The first step is to construct a proximity graph according to the similarity or distance mea-
surement between each pair of samples. To construct a proximity graph G = (V, E'), the ver-
tices V' represent data samples {x;, X, - - - , X, }, and the edges imply the similarity among ver-
tices. This can be achieved through similarity measures, such as Euclidean distance, cosine
similarity, or correlation coefficient. We denote the similarity function between x; and x; as
sim(X;,X;). Then, proximity graphs can be constructed by different rules. In this thesis, we
take e-Graph [43, 42] as an example, where for every data sample x;, an edge is connected to
x; if sim (X;,X;) > e. We define the weighted adjacency matrix as W = (w;;),xn, Where
w;; = sim(X;, X;) - I(sim(x;,X;) > €), and I(-) is an indicator function. With the proximity
graph constructed, ProxGraphRW applies the Eq. (2.1) with ¥ = %, which means that the RW
restart from any node with equal probability. The resulting vector 5= (1 — a) P5'+ % contains
the connectivity scores of all nodes, where each element 5(v) quantifies the overall similarity of
node v to all other nodes. Finally, based on the hypothesis that anomalies have low connectivity

to most others, the anomaly score of node v is
A(v) =1 - 5(v), (3.3)

where 5(v) is the element corresponding to node v in s.
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3.1.1.2 Threat Model

We consider a system consisting of two parties: an analyst who runs an RWAD algorithm to
detect potential anomalies and an attacker who aims to evade the detection. In practice, the
analyst would first collect data from the environment and construct a graph, which is fed into
the RWAD system for anomaly detection. However, the attacker could tamper with the data
collection process which will result in a poisoned graph, leading to the malfunction of the system.
For instance, in online shopping platforms, the attacker may manipulate some users to provide
fake ratings for target items. The resulting poisoned data can lead to biased recommendations

from the recommender system.

We further introduce the threat model by specifying the attacker’s knowledge, goal, and capa-
bility. By Kerckhoffs’s principle, we assume a worst-case scenario where the attacker knows all
the data as well as the anomaly detection model, which is a common assumption employed by
many previous attacks [49, 18]. We assume that the attacker has a set of target nodes in mind.
Initially, the target nodes would have been determined as abnormal by the RWAD system if no
data was manipulated. The attacker then tries to decrease the anomaly scores of those target
nodes in the hope that they would evade the detection. To this end, the attacker can manipu-
late the data constrained by a certain budget. Specifically, depending on whether the graph is

directly accessible or not, we divide the attacks into two types:

* Graph-space attack: the attacker can directly modify the structure of the graph by adding

and deleting the edges under a budget constraint K .

 Feature-space attack: the attacker can only modify the features of a set of attack nodes,
which will indirectly cause changes in the graph structure. Considering a practical sce-
nario that the targeted anomaly nodes are crafted to have specific malicious functions, we
can not modify their features arbitrarily. Therefore, an indirect feature attack, aiming to
decrease the anomaly scores of target nodes while keeping their features unchanged, is
ideal for such a problem. Hence, we restrict the selection of attack nodes to those other

than the target nodes.
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3.1.1.3 Problem definition

To facilitate our theoretical analysis, we formally define the attacks against RWAD as follows.

Definition 1 (PA-RWAD: poisoning attacks against RWAD). An instance of the problem is
defined by a tuple, (G, T,A,0, K, A\, }A%), where G = (V, E) is a network, T C V is the set
of targets, A : G x V. — R is the anomaly score function, © € N is the safety threshold,
K € N is the budget specifying the maximum number of edges that can be added or removed,
AcC (V X V)\ E is the set of edges that can be added, and R C E is the set of edges that can be
removed. The goal is then to identify two sets, A* C Aand R* C R, such that |A* |+ |R*| < K,
and for G* = (V,(E'U A*) \ R*) we have:

|{Ui eV: ijefrA(G*,vi) > A(G*,'U])}| > 0.

In practice, the top-© nodes ranked by their anomaly scores in descending order are determined
as anomalous. Then, the goal of PA-RWAD is to find a way of modifying the network by adding
and removing edges, so that there are at least © nodes with anomaly scores greater than any of

the target nodes. In other words, the target nodes are considered as benign.

We note that although PA-RWAD emphasizes modifying the structure of the graph, a feature-
space attack is still an instance of PA-RWAD, since the modification of features will ultimately

lead to the changes of the graph.

3.1.2 Complexity Analysis

We now proceed to analyze the computational complexity of the attacks against RWAD. We

summarize the hardness results in Tab. 3.1.

Theorem 2. The PA-RWAD problem is NP-hard given a directed graph.

Proof. We will prove that the problem is NP-hard by showing a reduction from the NP-complete

3-Set Cover problem. An instance of this problem is defined by a collection of subsets () =
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Table 3.1: Hardness results of PA-RWAD.

Directed graph Undirected graph

NP-hard NP-hard
(Lemma 1 & Theom. 1) (Theom. 2)

PA-RWAD

{Q1,...,Qq} of the universe U = {uy,...,up} = Ug,eo @i such that V;|Q;| = 3, and a
number k € N. The goal is to determine whether there exist at most k£ elements of () that cover

the entire universe, i.e., Q* C @ such that |Q*| < kand U = |, . Q:-

Let (Q, k) be a given instance of the 3-Set Cover problem. We will now construct an instance
of the PA-RWAD problem. In what follows, let Q(u;) be the subsets in () that contain w;, i.e.,
Qu;) ={Q; € Q : u; € Q;}. Let us also assume that |()| > 4, as all smaller instances can be

easily solved in constant time. First, we construct a directed network G = (V, E), where:
* V=UUUg,eol@i a0} U{h1, ha, hs} U, c1r Uljci‘;‘Q(ui)l{xi,j7 Yigs Zij by
* B =Uyeq{(Q5u) uU,,ev Un,ev{(on, 1) YOU,, e (i, wi), (@i, 415), (i, 2i5) )

An example of this construction (e.g., |[U| = 5, || = 3) is presented in Fig. 3.2. Now, consider

Figure 3.2: An example of the construction used in the proof of Theorem 2. The green dotted

arrows represent edges that can be added.
the instance (G, 7, A, 0, K, A fi) of the PA-RWAD problem, where:
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* G is the network we just constructed,

» T = U is the target set,

» A is the anomaly score function with the restart rate parameter o« = Wll’

* © = n — |U| is the safety threshold,
* K = k is the budget,
« A= UQi eQ{(q,~, Q:)}, i.e., only edges from ¢; to corresponding (); can be added,

~

* R =), i.e., none of the edges can be removed.

Since R = (), for any solution to the constructed instance of the PA-RWAD problem, we must
have R* = (). Hence, we will omit the mentions of R* in the remainder of the proof, and we

will assume that a solution consists just of A*. We next prove a useful lemma.

Lemma 3. Let A C g, co{(gi, Qi)}, and let GoU A = (V, EU A). We have that:
VuierngA<GQ U A, 1}) > A(GQ U A, u1>
if and only if ¥y, cv3(q;,Q)eati € Q-

Proof. From the formula of the anomaly score function, we have that A(Gg U A,v;) = 1 —

S(Gg U A, v;), where:
S(GoUA,v;) = % + (1= )Y, ey 5(GoU A1) Py

Therefore, we have that A(Gg U A,v;) > A(Gg U A,v;) if and only if 5(Gg U A,v;) <
S(GgoU A, v;). Let A(u;) be the set of (; containing u; that got connected to the corresponding
node ¢; via the edges in A, i.e., A(u;) = {Q; € Q : u; € Q; N (¢;,Qj) € A}. We now compute
the values of 5(G¢ U A, v;) for all nodes in V:

« §(GoUA,q) =5(GqU A x;;) =5GoUA0)=2= %, as nodes ¢;, ¥; ;, and o,

In

do not have any predecessors,
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. *(GQL)JA,W = §(GQUA, 2i;) = 2+ (1—a)5(GoUA, z; ;)1 = a4 150 - (oo
el

3Qln >

—~

as the only predecessor of nodes y; ; and z; ; 1s the node z; ; with out-degree 3,

. g(GQ UAR) =2+ (1-a)Y, o §(GoUA, o))} =2 4 [dl0-a) _ (U-allOltda
\Q

, as the predecessors of h; are all |)| nodes o;, each with out-degree 3,

* if (¢, Qi) € Athen5(GoU A, Q;) = & = W as such node (); has no predecessors,

« if (q;, Qi) € Athen 5(GoUA, Q) = 2+ (1—a)5(GoUA,q;) = 2+ (1—a)2 = 281

as the only predecessor of such node (); is the node ¢;,

s S(GoUA W) = 2+ (1—a) X g cou) 5(G. Q)5 + (1 — ) X, oy 5(Gmiy)5 =

a)a —a)a —a u;)|(1—a)?)a Q2+ A(ui)| (17 ’
o | Q0=a)e 4 ) 4| 0mele _ (-a)Ql3+AM)I1-0)) _ o A I(1- )

o el , as the

predecessors of u; are |Q(u;)| nodes @, as well as |Q| — |@Q(w;)| nodes z; ;, each with

out-degree 3.

We now prove the main equivalence of the lemma. Assume that vuierwéUA(GQ UAv) >
A(Gg U A, u;). In particular, it implies that: V,,.cp 5(Gg U A, u;) — 5(Gg U A, hy) > 0. By
substituting the values in the inequality, we get:
2
LAl (1- )
31N

which in turn implies that V,,,cy|A(w;)| > 0. Hence, we have that for every u; € U there exists

> 0,

at least one (; such that u; € ); and (¢;, @);) € A.

To prove the implication in the other direction, assume that V.,,cr 3g;,0,)eau: € @Q;. Hence,
Q2+ (1-g)°

we get that V,,,c7|A(u;)| > 0, which implies that: V,,.cpy 5(Ggo U A, u;) > Eel . By
comparing this value to the values computed above, we have that ¥, cp, Vogp:
2
(GoU A,v) A2+ (1 ) (GoU A, u,)
S UAv) < < S UA, u;),
¢ 3lQln ¢
which in turn implies that:
Vuierng .A(GQ U A, U) > A(GQ U A, uz)

This concludes the proof of the lemma. [
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Let Q" C @ be a solution to the given instance of the 3-Set Cover problem, i.e., |Q*| < k
and Vy,cy3g,eq-ui € Q;. From Lemma 3 we have that A(Gp U A*,v) > A(Gq U A%, u)
where A* = {(¢;,Q;) : Q; € Q*}. Hence, in network Gg U A* all © = n — |U| nodes other
than the nodes in U have greater anomaly scores than all the nodes in U, and |[A*| < k = K.
Therefore, A* is a solution to the constructed instance of the PA-RWAD problem. To prove the
implication in the other direction, assume that A* is a solution to the constructed instance of
the PA-RWAD problem. In particular, it implies that |A*| < K = k and Vy,cpVogu A(Go U
Av) > A(Gg U A, u;). From Lemma 3 we have that V,,c3(,,0,)catts € Q;. Therefore,

{Qi € Q : (¢;,Q;) € A*} is a solution to the given instance of the 3-Set Cover problem.

We have shown that the constructed instance of the PA-RWAD problem has a solution if and
only if the given instance of the 3-Set Cover problem has a solution, which concludes the proof

of NP-hardness. ]

Theorem 4. The PA-RWAD problem is NP-hard given an undirected graph.

Proof. We will prove that the problem is NP-hard by showing a reduction from the NP-complete
Finding k-Clique problem. An instance of this problem is defined by a network G' = (V', E’),
and a number k£ € N. The goal is to determine whether there exist £ nodes that induce a clique

in G'.

Let (G', k) be a given instance of the Finding k-Clique problem. We will now construct an
instance of the PA-RWAD problem. Let n’ = |V”|, and let d(G, v) be the degree of v in network
G, ie., d(G,v) = [{w € V : (v,w) € E}|. First, we construct a undirected network G =
(V, E), where:

* V=V UL UU e Ui ),
¢ B=E'UUyepd ()} UU,, o {(0h2iy)}.
An example of this (e.g., |V’| = 4, k = 3) construction is presented in Fig. 3.3. Now, consider

the instance (G, 7, A, 0, K, E, fi) of the PA-RWAD problem, where:
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- |

G !
Figure 3.3: An example of the construction used in the proof of Theorem 4. The red dashed

lines represent edges that can be removed.

 ( is the network we just constructed,

« T = {t} is the target set,

» A is the anomaly score function with the restart rate parameter o = 0,
* © =n— (n —k+ 1) is the safety threshold,

c K = @ is the budget,

« A= (), i.e., none of the edges can be added,
« R=Fie., only edges existing in G’ can be removed from G.

Since A = 0, for any solution to the constructed instance of the PA-RWAD problem, we must
have A* = (). Hence, we will omit the mentions of A* in the remainder of the proof, and we

will assume that a solution consists just of R*.

From the formula of the anomaly score function with @« = 0 we have that A(G,v;) = 1 —
s(G,v;), where:
S(G,vi) = 32, v S(G,v5) Py
Therefore, we have that A(G, v;) > A(G,v;) if and only if 5(G, v;) < 5(G,v;).
Moreover, from Perra and Fortunato [141], we have that for the stationary distribution § of this

form (i.e., for « = 0) in an undirected network G we have that 5(G,v;) ~ d(G,v;), i.e., the

value of the entry in § for a given node is proportional to its degree. Therefore, we have that
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A(G,v;) > A(G,v;) if and only if d(G,v;) < d(G,v;). Let us now compute the values of
d(G,v;) for all nodes in G"

* d(G,t) = n/, as the node ¢ is connected with all n’ nodes v,
« d(G,z; ;) =1 < d(G,t), as each node x; ; is only connected with the node v/,

« d(G,v) =1+d(G" V) +n +k—d(G'v)—-3=n"+k—2>d(G,1), as each node
v} is connected with the node ¢, d(G’, v}) nodes from V', as well as n' + k — d(G’,v}) — 3

nodes x; ;.

Since © = n — (n’ — k + 1), all nodes z; ; have a smaller degree than ¢, and the total number
of x; ; is n — n' — 1, we need at least £ out of n’ nodes in V' to have a smaller degree than ¢
in order for the safety threshold to be satisfied. However, they all have equal or greater degrees

than ¢. Hence, the safety threshold is not satisfied in G.

Since the removal of edges from R can only change the degrees of nodes in V', we need to
decrease the degree of & of these nodes to a value smaller than that of ¢. For each of these k&

nodes we have to remove at least A edges incident with it, where:

A=dGt)—dGv)+1=n"4+k—-2—-n"+1=k—1.

Let V* C V' be a solution to the given instance of the Finding k-Clique problem, i.e., a set of k
nodes forming a clique in G’. Since R = F' and the degree of each node in k-clique is k — 1,
we have that V* x V* C R, and removing V* x V* from G decreases the degree of k£ nodes
from V' by A = k — 1 each. Therefore, VV* x V* is a solution to the constructed instance of the

PA-RWAD problem.

To prove the implication in the other direction, assume that R* is a solution to the constructed

instance of the PA-RWAD problem. At least % = @ of the removed edges have to be

incident with the & nodes from V' contributing to the safety threshold. However, since the

k—1)

total budget is K = u 5— all of the removed edges have to be incident with the & nodes

from V' contributing to the safety threshold, and @ edges incident with k£ nodes constitute
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a clique. Since we have that R = FE', the same edges constitute a k-clique in G’. Therefore,

U(ug,vg) cre1Vi; V;} is a solution to the given instance of the Finding k-Clique problem.

We have shown that the constructed instance of the PA-RWAD problem has a solution if and
only if the given instance of the Finding £-Clique problem has a solution, which concludes the

proof of NP-hardness. O

3.1.3 Practical Graph-Space Attacks

In this section, we investigate practical attacks in the graph space. We note that the graph-space
attack itself is important in the case where the graph is directly accessible. Moreover, as we
will show later, the results of graph-space attacks provide insightful guidance for feature-space

attacks.

3.1.3.1 Attack Formulation

We begin by formulating the decision problem PA-RWAD as an optimization problem. We
use G = (V, E) with its corresponding adjacency matrix W to represent the original clean
graph. We assume that the anomaly detection system predicts node v as an anomaly if the
anomaly score A(v) is greater than a threshold 6. The attacker aims to decrease the number
of nodes in a given target set 7 C V that are identified as anomalies by modifying at most
K edges in the graph. To represent the edge manipulations, we denote the modification by a
binary matrix B = (buy)(jv|x|v|), Where the element b,,, € {0,1}. If b,, = 0, the edge (u, v)
remains unchanged, and b,, = 1 lead to add/delete of edge (u,v). Then the attack graph can
be represented by |W — B|. In this section, we consider undirected graphs where the adjacency
matrix is always symmetric, and the budget constraint can be represented as >, . by, < K.

Then the graph-space attack problem can be formulated as follows:

mBin Y ver L(A(v) > 0),
st bu € 0,1}, .0, buw < K,

(3.4)
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where I(+) is a indicator function, I[(A(v) > #) = 1 if the anomaly scores of node v is greater

than 0.

3.1.3.2 Attack Method

To address the non-differentiable issue of the binary values in B, we adopt a relaxation strategy
by representing by, in a continuous space that ranges from 0 to 1. This is denoted as B, which
is subsequently converted back to binary form B after solving the optimization problem. To
handle the discrete objective function in Eq. (3.4), we replace it with the sum of anomaly scores

among target nodes, £,(B) = > ver A(v), then we can re-formulate the attack problem as:
l'IlBiIl ‘CG(B) = ZUET A(”)?

st by €10,1], 30 buw < K,

(3.5)

where B is the relaxed and continuous adjacency matrix, B = (bi;) is the discrete version of B.

To solve the challenging bi-level optimization problem, we propose two strategies: alternative
iteration attack (alterI-attack) and closed-form attack (cf-attack). In brief, the alterI-attack
iterates the inner RW model and the attack optimization alternatively to approximate the bi-
level optimization, while the cf-attack transforms the bi-level optimization into a single-level

problem. We first introduce the alterI-attack and then highlight the difference in the cf-attack.

1) alterl-attack. The optimization of problem (3.5) remains a challenging task due to the
need to reverse the continuous variable B to binary B while satisfying the budget constraint. To
overcome this difficulty, we first use projected gradient descent (PGD) to efficiently optimize B
without considering the budget constraint > _ by, < K. Instead, we add lo-norm regulariza-
tion on the variable B: £,(B) = Y per A)FA| | B| |, where the ) is regularization coefficient.
Then, we obtain the binary matrix B by selecting the top-K elements from B. This approach
allows us to efficiently approximate the constrained optimization problem while ensuring that
the attack budget is satisfied. The advantage of our optimization strategy is that the continuous
solution B we obtained does not depend on the attack budget & . This implies that we can reuse

the same B for various K, eliminating the need for recalculations.
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However, optimizing the relaxed optimization problem is still challenging because the anomaly
score A(v) in the loss function £,(B) depends on the variable B in a complex way. After
updating B, obtaining A(v) requires iterating over Eq. (2.1) dozens of times to get the converged
node similarity vector 5, and the gradient needs to be traced back to each iteration. To address
this issue, we only iterate over Eq. (2.1) once instead of multiple times. The detailed procedures
are summarized in Alg. 1 and Fig. 3.4 (top). Firstly, we update the adjacency matrix with IV =
|W — B (line:5), and then we update the similarity score A(v) based on I for one step using
Eq. (2.1) and then obtain the anomaly score with Eq. (3.2) or 3.3 (line:6-9). Next, we update
attack loss £,(B) based on A(v) (line:10), and calculate the projected gradient to optimize B
for one step (line: 11-15). Repeating the alternative iteration leads to the convergence of the
inner model ' and also the continuous attack variable B. After the iterations, we keep the top-K
elements in B to obtain B and the others are set to zeros (line:17-18). Finally, the attacked graph
is obtained by W= |W — B (line:19). This algorithm is also suitable for weighted graphs in
which the weights on edges are in [0, 1], and the final solution is to modify K edge weights while

the other weights remain unchanged.

2) cf-attack. While the alterI-attack approach is feasible, the one-step update of the inner
model is a simple estimation that may not provide accurate attack loss during the iteration. To
address this issue and obtain accurate attack loss, we employ the closed-form solution of the in-
ner model to transform the bi-level optimization problem into a single-level problem. According

to [142, 143], the inner model (Eq. (2.1)) has closed-form solution as follows:
§=a(l - (1-a)P)'7, (3.6)

where [ is an identity matrix. With the closed-form solution, we can directly obtain the accurate
anomaly scores after the update of B. In contrast to the alterI-attack, which iterates the inner
model once after updating B, our innovative cf-attack approach substitutes the Eq. (2.1) (line:7)
with Eq. (3.6) to obtain the accurate connectivity scores 5 for current B, and others remain the

same.
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Algorithm 1 Graph-space attack.

1: Input: Graph with adjacency matrix W, attack budget K, attack iteration 7', learning rate
n.

2: Output: Attacked graph with adjacency matrix w.

3: function Alterl-attack(W, K, T, n)

4: fort =1to7 do

5: Update adjacency matrix: W = W — B|.

6: for each node v in target set 7 do

7: Update similarity scores s with Eq. (2.1).
8: Update anomaly score .A(v) based on s.
9: end for
10: Update objective function £,(B) with A(v).
11: for each edge Buv in B do
12: Calculate gradient g, = Z;uv — aa%f )
13: Project gy, into [0, 1]

14: Update l;uv in B

15: end for

16: end for

17 Choose top-K edges in B to obtain B:

18:
l;uv ifl;m, € topK(B),

buv -

0 otherwise.

19: Obtain attacked graph W = |W — B].
20: return V.

21: end function

3.1.3.3 Complexity Analysis

While cf-attack offers a more accurate formulation than alterI-attack, it comes with the cost of

potential time consumption when calculating the matrix inverse, particularly for graphs with a
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Figure 3.4: Illustration of proposed attacks.

large number of nodes or edges. In contrast, alterI-attack does not encounter such a problem,
making it a more efficient option for such scenarios. Both cf-attack and alterI-attack have their

own unique advantages.

Our alterI-attack has the complexity of O(T'(|E|+2|V|?)). First, we need to update the anomaly
scores by Eq. (2.1), in which the time complexity is O(|E|) because it transits through all edges
in the graph. Our loss function includes a l,-norm on the variable B, which requires O(|V|?)
computation. Then, we take the gradient for each element in B, whose complexity is O(|V[?).
We repeat the process for 7" steps, then the total complexity for alterI-attack is O(T'(|E| +
2|V|?)). For ef-attack, we update the anomaly score by the Eq. (3.6), which takes the complexity
of O(|V'|*2!) [144] for sparse matrix inverse. Hence, the total complexity is O(T'(|V [**' +|E|)).
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3.1.4 Graph-Guided Feature-Space Attacks
3.1.4.1 Motivation for Feature-space Attacks

Previously, we presented effective graph-space attacks against Di-RWAD. However, for InDi-
RWAD, where the graphs are not directly accessible, the realizability of the attacks becomes a
serious concern: the attacker cannot directly modify the edges in a virtual graph space. Instead,
in many practical application scenarios, what the attacker can modify are the attributes associated
with the entities in their control. For example, when it comes to network intrusion detection,
each TCP connection represents an entity or node, and attackers can manipulate certain TCP
connections by altering attributes such as connection duration, protocol type, and the number
of urgent packets. Such manipulations will change the structure of the proximity graph in the
ProxGraphRW model to become perturbed, which can help shield the targeted anomaly TCP

connection from being detected.

Thus, investigating feature-space attacks against InDi-RWAD is of significant practical impor-
tance. In particular, we consider the scenario where an attacker can manipulate a set of entities
(corresponding to nodes in the constructed proximity graph) and modify their features to assist a
group of target nodes in avoiding detection. We explore the connection between graph-space and
feature-space attacks and demonstrate how guidance from graph-space attacks can be leveraged

to construct effective feature-space attacks.

3.1.4.2 Attack Formulation

Consider a set of entities with features X = [xy, Xo, - - - , X,,], Where x; € X’ denotes the feature
vector associated with entity ¢. As introduced in Section 3.1.1.1, a proximity graph can be
constructed from X, where the nodes represent those entities and edges indicate similar node
pairs. An attacker aims to allow a set of target entities (nodes) 7 to evade detection. We assume
that the attacker has control of a set of attack nodes Z such that the features of the nodes in Z
can be arbitrarily modified in a certain domain X’. To limit the attacker’s ability, we make the

restriction that Z N7 = () and |Z| < K’. For an attack node i € Z, we denote the modified
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feature vector as X;. The manipulated feature matrix is X. We note that since the manipulation of
the features leads to the change of graph structure, the anomaly score function A(v; X) depends

on the features X. Then, we can formulate the feature-space attack as follows:

min LX) = 3,7 [AW@X) > 6),
st. X, =X,,Vo €T, X; € X, (3.7)

3.1.4.3 Two Levels of Guidance from Graph-Space Attacks

Applying the gradient-descent method to solve problem (3.7) faces a crucial challenge: while
gradient descent can be used to optimize the node features, it is hard to decide which nodes are
to be manipulated. In other words, it is nontrivial to guarantee the constraint | Z| < K’ while
preserving optimization performance. We adopt a divide-and-conquer strategy to tackle this
problem: we first select up to K’ nodes as the attack nodes and then utilize gradient descent to
optimize node features. In particular, we show that the results from graph-space attacks can be

innovatively utilized to guide both the selection of attack nodes and feature optimization.

Specifically, given a proximity graph G, we can leverage the attacks in Section 3.1.3 to produce
a poisoned graph G’. Even though G’ might not be directly realized, it represents an excellent
candidate in the graph space with which the target nodes 7 could evade detection with high
probability. Thus, our intuition is to manipulate features so that the resulting proximity graph

would approximate G'. To this end, we utilize the guidance from the following two aspects.

Guidance on attack node selection. In the graph-space attack, the nodes involved in the struc-
ture modification might have a more significant impact on the attack goal. We denote the set of
edges/non-edges modified by the attacker as &,. Intuitively, the modification of &£, will influ-
ence the anomaly scores of the targets most. To preserve such an influence, we set the attack
nodes Z as those ones incident to the edges/non-edges in £,. Note that we can always easily

adjust the budget in the graph-space attack such that the constraint |Z| < K’ is satisfied.
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After fixing the attack nodes Z, we can follow a similar approach in the graph-space attack to
optimize the features. Specifically, we replace the indicator function in (3.7) with the sum of
anomaly scores of target nodes. For discrete features, we relaxed their discrete feature domain
to the continuous space denoted by X'. Then, let X, € X denote the relaxed feature, and X =
{X;|i € V'}, the feature-space attack can be formulated as the following optimization problem:
min  L,(X) =3, . Av; X). (3.8)
X, €EXi€Z
We term this type (with objective function L,) of feature-space attacks as G-Guided. We can
straightforwardly adopt the two algorithms alterI-attack and cf-attack to solve the optimization

problem (3.8), resulting in two variants named G-Guided-alterl and G-Guided-cf.

Guidance on reformulation of attack objective. Beyond the selection of attack nodes, the
poisoned graph G’ obtained from the graph-space attack can provide vital information for opti-
mizing the features. Specifically, we aim to optimize the features such that the proximity graph
constructed from the modified features would approximate G’ as much as possible. To this end,

we reformulate the attack objective function as follows:

LX) = > [sim(x;,x;) — i, (3.9)
e

where w;; is the element in the attacked adjacency matrix W. This objective function aims
to push the similarity between control nodes x; and other nodes x; (denoted by sim(x;,x;))
close to the manipulated edges w; ; in the poisoned graph G'. Intuitively, minimizing £, allows
us to approximate an inverse problem: given G’, find the node features from which G’ can
be constructed. Since (3.9) is a single-level function, we can directly adopt PGD (similar to
the graph-space attack) to solve the optimization problem. We term this type (with objective

function £,) of feature-space attacks as G-Guided-plus. The attack algorithm in the feature

space is summarized in Alg. 2 and Fig. 3.4 (bottom).

The perturbed graph obtained from the graph-space attack serves as a valuable source of in-

formation. It not only highlights the crucial nodes that should be targeted by the feature-space
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Algorithm 2 Feature-space attack.

1: Input: Feature matrix X, attack nodes Z, attack iteration 7, learning rate 7).

2: Output: Attacked feature matrix X.

3: function FeatureAttack(X, Z, T, 1)

4:

5:

6:

10:

11:

12:

13:

14:

15:

fort =1to7 do
Construct graph based on X (Section 3.1.1.1).
Update similarity scores s with Eq. (2.1).
Update the anomaly scores based on § (Eq. (3.3)).
Update objective function £(X).
for each attack nodes x;,7 € Z do
Calculate gradient g; = X; — n%}g{).
Project g;; into the feasible set X'
Update %; ; in X.
end for
end for
Rounding the attacked feature:
X round(X;;) if feature j is discrete,
X; =
X otherwise.

return Attacked feature matrix X.

16: end function

attack but also suggests how the node features should be modified to maximize the impact on

the anomaly score calculation.

3.1.5 Experiments

In this section, we evaluate the performances of our proposed attacks by answering these four

major questions: 1) Are our proposed graph-space attacks effective? 2) What are the preferences
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of the proposed graph attack? 3) How effective are the graph-guided feature-space attacks? 4)

How is the transferability of the graph-guided feature-space attacks?

3.1.5.1 Datasets and Experiment Settings

We consider four datasets that are commonly used for graph-based anomaly detection: Paper-
Author, Magazine, KDD-99, and MINIST (outlier). Among them, the first two are bipartite
graphs while the latter two datasets are feature data. Below is the detailed description. All
datasets, source code for our proposed attacks, and evaluated baselines are in our GitHub

link. !

* Paper-Author [38]: This dataset contains papers crawled from the arXiv preprint database.
Nodes U represent papers, while nodes V' represent authors. An edge (u, v) indicates that
the author v is shown in the paper u. We randomly sample 10, 000 records and delete
nodes with degrees lower than 5, resulting in |U|, |V| = 2311, 405. We manually inject

10% of anomaly nodes following [66].

+ Magazine: This dataset contains Amazon Reviews Data ? under the category of Magazine
Subscriptions. We randomly sample 100, 000 records and removed nodes with degrees
lower than 3, resulting in |U]|, |V| = 1079, 1180 nodes. We also inject 10% of anomaly

nodes manually following [66].

* KDD-99 [43]: The dataset contains network intrusion data with 41 features and 4 types
of attacks. We randomly sample 10, 000 benign data and 100 anomaly data for the exper-

iment.

* MINIST (outlier): This is a subset of the MINST handwritten digits dataset, created for the

outlier detection task in Outlier Detection DataSets . It contains a total of 7603 images,

Thttps://github.com/Yuni-Lai/CoupledAttackRW.
Zhttps://nijianmo.github.io/amazon/, accessed May 2023.
Shttp://odds.cs.stonybrook.edu/, accessed May 2023.
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with 6903 images of digit-0 regarded as normal points and 700 images of digit-6 regarded

as outliers. Each sample has 100 features.

3.1.5.2 Experimental Settings

We conduct our experiments on Ubuntu 20.04 system with an NVIDIA GeForce RTX 3090
GPU, Python 3.7, and PyTorch 1.10.0. All the experiments are repeated 10 times with different

random seeds, and different target nodes are sampled.

1) Target nodes and budgets. For attacking BiGraphRW model, we sample 5 target nodes
from the top 100 anomaly nodes, while in ProxGraphRW model, we sample 20 target nodes
from the top 100 anomaly nodes. We set the attack edge budget proportion to the sum of target
node degrees (e.g., budget 10% : K = 0.1 x ) - d(v), where d(v) is the degree of node v).
Setting the budget associated with node degree is commonly adopted in targeted attacks such as
Nettack [19, 75]. In feature-space attacks, we set the number of attack nodes Z as the number
of nodes involved in the alterl graph-space attack. Then the attack intensity is associated with

the attack budget in the graph space attack.

2) Evaluation metrics. Our main focus is to evaluate the effectiveness of our proposed method
facilitating target nodes to evade detection under different detection thresholds. Usually, the
detection threshold 6 is set to the proportion of data size, and we evaluate the level of detect ratio
as the top 5% and 10%. We then use the evasion rate ER of target nodes under these detection
thresholds as the main metric. Specifically, the evasion rate is computed as ER = n,/|7 |, where
ng 1s the number of target nodes not shown in the top 5% or 10% anomaly scores (i.e., evaded

successfully). Besides, we also evaluate the average anomaly scores of target nodes.

3) Baselines. We evaluate the effectiveness of our proposed attacks against several baselines

for both graph-space attacks and feature-space attacks.
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Graph-space attack. The most relevant prior work is [75]. Although this work also proposes
a targeted attack for the RW model, it is specific to the DeepWalk model and cannot be directly
applied to our RWAD systems. Therefore, we transfer its targeted attack to our model. Besides,

we also adopt two common baselines RndAdd and DegAdd following [75].

RndAdd: This baseline randomly adds candidate edges, where the candidate edges are

the edges incident to target nodes.

* DegAdd: This baseline adds candidate edges with the top- K highest degrees, where the

candidate edges are also the edges incident to target nodes.

* DeepWalk[75]: In this baseline, we transfer the attack designed for DeepWalk to RWAD

models.

* Our methods: alterI and cf are our proposed attacks with alternative iteration and closed-

form solution, respectively.

Feature-space attack. To evaluate the effectiveness of our graph-guided attack in node selec-

tion, we include random selection as a baseline for comparison.

* VanillaOpt: This baseline randomly selects attack nodes from candidates and optimizes

node features with the objective function £,(X) in (3.8) with strategy alterl.

* Our methods: We use the graph-space attacks to guide the selection of attack nodes and
choose £,(X) as the attack objective function, resulting in two attack methods G-guided-
alterl and G-guided-cf, which adopt alter] and cf to optimize node features respectively.

In addition, when the objective function £,(X) (3.9) is selected, the attack method is G-

guided-plus.

4) Hyper-parameters. Grid search is employed to find the optimal hyper-parameters in all
the attack methods over different datasets. For BiGraphRW model, the regularization parame-

ter A = 1 x 1075, learning rate Ir = 1.0, 60 epochs with SGD optimizer. For ProxGraphRW
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.. . . .. . <Xi,X;>
model, we evaluate proximity graphs constructed with cosine similarity (C'os(x;, x;) = m)
i J
<X¢7)_(i,xj'7)_(j >
[Ixs =[] 15 =%

structing the graph is 0.8 for the KDD-99 dataset and 0.5 for the MNIST dataset; We employed

and correlation similarity (Corr(x;,X;) = ). The similarity threshold e for con-

the regularization parameter A = 1 x 10~%, learning rate Ir = 1.0, 35 epochs for the KDD-
99 dataset and 100 for the MNIST dataset with Adam optimizer in the graph-space attack. In

feature-space attack, learning rate [r = 1.0, 500 epochs with Adam optimizer.

3.1.5.3 Performance of Graph-space Attacks

To begin with, we evaluate the performance of the target RWAD models over corresponding
datasets. As shown in Tab. 3.2, both models achieved an AUC (area under reception curve) of

at least 0.89, demonstrating a strong ability to identify anomalies.

Table 3.2: AUC of RWAD.

Models BiGraphRW ProxGraphRW
Dataset Author-Paper Magazine KDD-99 MNIST
AUC 1.00 0.89 0.98 0.90

1) Effectiveness of attacks. We present the evasion rates ER of those attack methods under
different detection levels (top-5%/10%) in Tab. 3.3 and 3.4. We observe that our proposed
graph attack methods, alterl and cf, significantly outperform other baselines on all datasets.
For instance, at the detection level of top-5%, our results indicate that our proposed attack on
BiGraphRW model is highly effective, achieving an evasion rate of over 85% with a budget of
40.0%. Similarly, for ProxGraphRW model, with a budget of 60.0%, the evasion rate (under
detection threshold top-10%) is over 80% on the MNIST dataset. Since the MNIST dataset is
relatively easier to attack, we report the attack performance at a higher detection threshold. The
reason why the DeepWalk method does not exhibit a strong attack effect could be attributed to

its transferability across different types of random walk models.
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Table 3.3: Graph attack results on BiGraphRW model.

Dataset Metrics budget RndAdd DegAdd DeepWalk alterl cf
0% 0.560  0.560  0.560 0.560 0.560
20% 0.560  0.560  0.578 0.720 0.760
ER 40% 0.560 0.560 0.578 0.880 0.940
(5%) 60% 0.580 0.560 0.578 0.920 0.960
80% 0.580  0.560  0.600 0.980 1.000
Author- 100% 0.580  0.560  0.600 1.000 1.000
Paper 0% 0.000  0.000  0.000 0.000 0.000
20% 0.000  0.000  0.000 0.060 0.280
ER 40% 0.000 0.000 0.000 0.260 0.360
(10%) 60%  0.000  0.000  0.000 0.460 0.360
80% 0.000  0.000  0.000 0.660 0.600
100% 0.000  0.000  0.000 0.820 0.740
0% 0.740  0.740  0.740 0.740 0.740
20% 0.760  0.740  0.760 0.760 0.780
ER 40% 0.760 0.760  0.760 0.880 0.860
(5%) 60% 0.760 0.760  0.760 0.920 0.880
80% 0.760  0.760  0.760 0.960 0.880
100% 0.780  0.760  0.760 0.980 0.880
0% 0.380  0.380  0.380 0.380 0.380
20% 0.380 0380  0.380 0.500 0.600
ER 40% 0.400 0380 0.380 0.560 0.740
(10%) 60% 0.400 0380  0.400 0.620 0.760
80% 0.400 0.380  0.400 0.760 0.820
100% 0.400  0.400  0.400 0.840 0.860

Magzine

Comparing alterl and cf attack, it was observed that ¢f attack slightly outperforms alterl in

most cases. In our experiments, we observe that cf can achieve significantly lower attack loss
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Table 3.4: Graph attack results on ProxGraphRW model.

Dataset Similarity budget RndAdd DegAdd DeepWalk alterl cf
0% 0.045  0.045 0.045 0.045 0.045

10% 0.045  0.045 0.045 0.050 0.055

20% 0.045  0.045 0.045 0.155 0.245

cosine  40% 0.045  0.045 0.045 0.605 0.620

60% 0.045  0.045 0.045 0.745 0.825

80% 0.055  0.045 0.050 0.775 0.865

KDD9%9
100% 0.085  0.045 0.060 0.775 0.875
EOR 0% 0.045  0.045 0.045 0.045 0.045
57%) 10% 0.045  0.045 0.045 0.055 0.060
20% 0.045  0.045 0.045 0.110 0.150
correlation 40% 0.045  0.045 0.045 0.315 0.405
60% 0.045 0.045 0.045 0.575 0.690
80% 0.050  0.045 0.050 0.670 0.735
100% 0.060  0.045 0.055 0.695 0.845
0% 0.000  0.000 0.000 0.000 0.000
10% 0.000  0.000 0.000 0.060 0.045
20% 0.000  0.000 0.000 0.210 0.135
cosine  40% 0.000  0.000 0.000 0.585 0.515
60% 0.000  0.000 0.020 0.800 0.860
MNIST 80% 0.005  0.000 0.030 0.940 0.975
100% 0.050  0.000 0.070 0.985 0.995
(E)I;) 0% 0.000  0.000 0.000 0.000 0.000

10% 0.000  0.000 0.000 0.045 0.060
20% 0.000  0.000 0.000 0.205 0.185
correlation 40% 0.000  0.000 0.000 0.555 0.550
60% 0.010  0.000 0.010 0.770 0.825
80% 0.040  0.000 0.045 0.940 0.940
100% 0.095  0.005 0.080 0.995 0.995

in the continuous domain (i.e., B). However, when discretizing the optimization results, the
attack performance is not guaranteed to be preserved. While cf is generally more effective (also

observed for feature-space attacks in Section 3.1.5.4), alterI is more efficient on larger graphs
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such as KDD-99 and MNIST (see Tab. 3.5).
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Figure 3.5: Graph-space attack (alterI) result analysis on KDD-99.

2) Preferences of graph attack. We further present a more detailed analysis of the graph
attack results in Fig. 3.5, in which Fig. 3.5(a) and 3.5(b) show the proportion of the attacked
nodes (to the total number of nodes) corresponding to different budgets. On average, only about
1% — 6% (KDD-99) and 0.3% — 2.7% (MNIST) of nodes are involved in the edge modification
under various budgets (Fig. 3.5(b)). In Fig. 3.5(c), we present the node degrees of attack nodes
and others, and we observe that the attacker prefers nodes with lower degrees as attack nodes.

Fig. 3.5(d) presents the weights changed in the attack. We observe that the attacker tends to
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make larger weight changes in the K attack edges. This is because we choose the top-K edges
in priority of the values in B, and a higher value of Bij leads to larger weight change. The
attacker mainly adds/deletes edges between target nodes and other nodes (Fig. 3.5(e)), and the
target-other edge modification tends to increase the degree of target nodes (Fig. 3.5(f)). These
actually provide convenience for our graph-guided feature attack with attack loss EQ(X), where
the target node features are fixed (the edges between target-target are fixed) and the attack nodes
can be optimized to be close to the desired edge weights (the edges between target nodes and

control nodes). We observe similar phenomena in the MNIST dataset.
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Figure 3.7: Result analysis of feature-space attacks.

3.1.5.4 Performances of Graph-guided Feature-space Attacks

First of all, to limit the attack intensity, we set the number of control nodes | Z| as the number of
nodes involved in the graph-space attack. As mentioned before in Section 3.1.5.3, the number
of nodes involved in the graph-space attack ranges from 1% — 6% in the KDD-99 dataset and

0.3% — 2.7% in the MNIST dataset with various edge manipulation budgets.
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1) Effectiveness of attacks. We compare the performances of these feature-space attacks in
Fig. 3.6. Our analysis shows that G-guided-alter] outperforms the VanillaOpt method, achiev-
ing much lower anomaly scores and higher evasion rates. These two models are only different
in the selection of attack nodes, which indicates the effectiveness of using guidance from graph-
space attacks in node selection. Comparing the performance of the alter] and cf attack strategies
under L£,, we observe that cf-attack also improves the performance, although the side effect is
that cf-attack takes about 7 times longer than alterI in our experiments (Tab. 3.5). Additionally,
G-guided-plus has a higher evasion rate than G-guided-alter]l and G-guided-cf in most cases,

indicating the advantage of using the attack loss £, as further guidance for feature attack.

2) Unnoticeability of attack. In Fig. 3.7, we provide an analysis of the feature attack high-
lighting its advantage of unnoticeability. Specifically, we visualize the control nodes’ original
degree in Fig. 3.7(a) and Fig. 3.7(c). The manipulation in the feature space will then lead to the
perturbation in the graph space. In Fig. 3.7(b) and Fig. 3.7(d), in order to quantify the perturba-
tion volume, we present the ratio of edges modified by the feature-space attack on the y-axis and
the ratio of edges modified by the graph-space attack x-axis. These ratios are proportionate to the
original graph’s total number of edges. As mentioned earlier, the graph attack prefers the attack
nodes with lower degrees. As a result, our graph-guided attack nodes have lower node degrees
compared to VanillaOpt (Fig. 3.7(a) and Fig. 3.7(c)). This leads to significantly fewer edge
modifications in graph-guided attacks compared to VanillaOpt (Fig. 3.7(b) and Fig. 3.7(d)),
which enhances the unnoticeability of the attack. In particular, both of our graph-guided attacks

only lead to less than 0.5% edge modification in the graph space in both datasets.

Table 3.5: Runtime comparison of alterl and cf-attack.

Attacks Author-Paper Magazine KDD-99 MNIST
Graph alterl 00:00:07 00:00:04 00:00:10 00:00:16

attack cf 00:00:02 00:00:02 00:00:23 00:00:35
Feature alterl - - 00:00:27 00:00:18
attack cf - - 00:03:26 00:01:49
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3.1.5.5 Transferability of graph-guided attack

We transfer our feature-space attacks to several unsupervised anomaly detection models, in-
cluding Beta-VAE [145], [Forest [146], and ECOD [147]. Tab. 3.6 shows the anomaly scores of
target nodes before and after the transfer attack based on our G-guided-alterl and G-guided-
plus feature attack on the KDD-99 dataset. The results indicate that the graph-guided attack
with graph attack loss significantly decreases the anomaly scores of the target nodes across dif-
ferent models. This suggests that the graph-guided attack on RWAD has the potential to be used
as a surrogate model for black-box attacks. The graph-guided attack could be a useful tool for

attackers to evade detection and deceive anomaly detection systems in real-world scenarios.

Table 3.6: Transferability: The change in anomaly score (%) compared to the clean data. Lower

is better.

Detect Methods Attack Methods 20% 40% 60% 80% 100%
VanillaOpt ~ -11.56 -13.97 -14.70 -15.18 -15.68

Beta-VAE ~ G-guided-alter] -4.15 -5.65 -6.13 -7.14 -9.711
G-guided-plus -25.26 -31.79 -33.25 -33.94 -33.99

VanillaOpt  -10.63 -0.06 -8.41 -0.82 -11.93

[Forest G-guided-alter] 9.94 1044 -0.18 0.39 -2.31
G-guided-plus -25.03 -44.21 -40.27 -47.58 -47.26

VanillaOpt ~ -2.20 -2.72 -2.90 -2.988 -3.099

ECOD G-guided-alter] -0.29 -0.64 -0.66 -0.90 -1.28
G-guided-plus -3.70 -5.32 -5.81 -6.01 -6.00

3.1.6 Limitation and future work

Although our thesis introduces coupled-space attacks for RWAD and demonstrates the superior
performance of our proposed methods compared to the baselines, we did identify certain limi-

tations. Specifically, in Fig. 6, we observed that our feature-space attacks were not as effective
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as our graph-space attacks. Additionally, the unnoticeability of feature attacks was found to be
comparatively weaker than graph attacks. Fig. 7 indicates that the feature space attack resulted

in a higher proportion of graph structure perturbation.

These limitations highlight areas for further investigation and improvement in future research.
While our proposed coupled-space attacks offer significant advancements, addressing these lim-
itations could potentially enhance the effectiveness and stealthiness of feature-space attacks in

RWAD.

Generalization of coupled-space attack: In this study, we introduce coupled-space attacks against
RWAD, where the interdependency between the graph space and the feature space is exploited to
enhance the effectiveness of attacks. Besides RWAD, there are many other feature-derived graph
models where the graph and feature are interdependent [148, 149]. For example, graph struc-
ture can be constructed based on traffic sensor data [150], earthquake sensor data [150], image
data [151], video data [152], and genomics data [ 153]. Future work can generalize our proposed
strategies to more feature-derived graph-based models in which the graph is constructed on raw
features. Because the model directly relies on the graph, as long as the graph constructed on the

perturbed feature is close to the perturbed graph, the attack is expected to be effective.

3.1.7 Conclusion

In conclusion, this section has shed light on the vulnerabilities of Random-Walk-based Anomaly
Detection (RWAD), a classical and important anomaly detection tool. Specifically, we introduce
a novel study of adversarial poisoning attacks on RWAD, where the graph is constructed on top
of the feature space. We provide a theoretical understanding of these attacks, including proof of
NP-hardness. Our approach involves proposing graph-space attacks and using the graph attack
to guide the feature-space attack, which bridges the gap between these two attacks. Our exper-
iments on four datasets, encompassing both directly and indirectly accessible graphs, demon-
strate the effectiveness of our proposed graph-space attack and its ability to guide the selection
of attack nodes and optimization of the attack loss for feature-space attacks. By taking RWAD

as an example, our study provides valuable insights into the effectiveness of graph-space attacks
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and feature-space attacks. Future research can extend this work to apply RWAD for black-box
attacks on other deep learning-based anomaly detection systems, without relying on labeled data

or inner models.

3.2 Adversarial Attack on Recommender System

Recommender systems (RS) are now considered an essential component of online shopping
platforms like Amazon, Taobao, and eBay. By analyzing customers’ historical shopping behav-
iors, including the items they have browsed, reviewed, or rated, RS can provide personalized
product recommendations to potential customers who may be interested in them. A typical RS
is built around a machine-learning algorithm that operates on a bipartite graph. Specifically, the
graph comprises two sets of nodes representing users and items, and the edges between them
indicate the ratings that users have given to items. To generate personalized recommendations,
various graph analytic techniques, such as Matrix Factorization (MF) [55, 56] and Graph Neural
Networks (GNNs) [154, 155], have been utilized to predict the missing ratings. Based on these
predicted ratings, the RS recommends items to users that are likely to be of interest to them with

higher predicted ratings resulting in higher recommendation priority.

Similar to other machine learning-based systems [156, 157], the adversarial robustness of RS
has been a topic of significant research interest. One reason is that the predictions of RS are
crucial for sellers to generate profits and for users to make informed decisions, making RS a
tempting target for attackers. Additionally, it is relatively easy for attackers to manipulate the
graph data that RS operates on in real-world scenarios. For example, attackers can inject fake
user accounts with manipulated ratings to deceive the prediction results of an RS. In fact, node
injection attacks [22, 23, 24] have emerged as the primary form of attacks, where fake nodes,
called fraudsters, are injected with carefully crafted ratings to intentionally alter the recommen-

dation outcomes.

To defend against the attacks, GraphRfi [54] was proposed to jointly train a fraudster detection

and robust recommender. At a high level, GraphRfi innovatively attaches the GNN-based rec-
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ommendation component with a fraudster detection component, which can produce the anomaly
probability of each user. This probability is further used as the weight for that user in the train-
ing objective function for recommendation, such that users with a higher anomaly probability
would have a lower contribution. GraphRfi trains both components jointly in an end-to-end
manner, resulting in state-of-the-art performance for robust recommendation under node injec-
tion attacks. Overall, GraphRfi offers a promising way of integrating fraudster detection into
recommendation to achieve robustness. However, our analysis shows that GraphRfi is still vul-
nerable to node injection attacks. The underlying reason, as we show in Section 3.2.2.3, is that
the fraudster detection component relies on a supervised learning method, which in turn relies
on the availability of initial user labels (i.e., fake or normal) to accurately detect anomalies.
In practice, obtaining these true labels is extremely difficult, if not impossible. Even if unsu-
pervised anomaly detection methods are used to preprocess the data and label users, the results
may contain errors. This leads to noisy user labels, where some fake users are labeled as normal,
causing GraphRfi to assign large weights to these fake users due to its supervised nature. As a
result, GraphRfi may malfunction and not effectively detect fraudsters, rendering it vulnerable

to node injection attacks.

Our first step is to conduct a thorough vulnerability analysis of fraudster-detection-based ro-
bust RS with GraphRfi as the representative. Specifically, we design a powerful node injec-
tion attack which is formulated as a bi-level combinatorial optimization problem. We utilize a
gradient-based method to solve the problem, where one of the main challenges is to compute
the required gradients. We adopt the idea of meta-gradients proposed by [19] that is designed
to attack Graph Convolutional Networks (GCNs) [4] via manipulating the graph structure (i.e.,
add/delete edges). Different from the attack proposed in [19] that is designed for unweighted
graphs, we not only need to decide the optimal injected edges between fake users and items but
also the optimal rating associated with each edge. Our solution is to use a continuous rating
probability tensor to encode all discrete ratings. After optimization, we use discretization tech-
niques to recover the desired ratings. We term our attack as metaC. Our experiments show that
metaC is very effective in promoting targeted items even with small budgets against the robust

model GraphRfi as well as the MF-based model.
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In summary, we propose a new attack method metaC that is tested effectively against both
GNN-based and MF-based recommender systems. In particular, we conduct a detailed analysis
of the causes of the vulnerability of a representative robust RS GraphRfi, providing insights for

properly integrating fraudster detection into RS.

The rest of the section is organized as follows. We describe the problem statements in Sec-
tion 3.2.1. In Section 3.2.2, we present our proposed attack method MetaC. We investigate how
to generalize MetaC to the MF-based model in Section 3.2.3. We conduct extensive experi-
ments in Section 3.2.4 to show the effectiveness of our proposed attack. Finally, we conclude

our findings in Section 3.2.5.

3.2.1 Problem Statements

In this section, we introduce the adversarial environment in which a recommender system op-

erates. Below, we specify the goal, knowledge, and ability of both the attacker and defender.

Threat Model. We consider an attacker whose goal is to promote a set of target items 7 C V.
More specifically, the attacker aims to increase the probability that a target item v; € T appears
in the top-k recommendation lists of target users. Based on Kerckhoffs’s principle [158], we
assume a worst-case scenario where the attacker has full knowledge of the target RS, including
the data (i.e., the clean graph §) and the recommendation algorithm. To achieve the malicious
goal, the attacker is able to inject a set of fake users U’ as well as some ratings (i.e., edges &’
between U’ and V), resulting in a manipulated graph G’ = (U UU' UV, EUE’). To constrain the
attacker’s ability, we assume that there are at most H fake users (i.e., [U'| < H), and each fake
user can give at most B ratings. After the attack, the defender observes the manipulated graph
G’', from which the RS is trained and tested; this attack falls into the category of data poisoning

attacks.
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3.2.2 Attacks against Existing RS

In this section, we use the GNN-based robust recommender system GraphRfi as the example to

illustrate our attack. We show that our attack can be extended to MF-based RS in Section 3.2.3.

3.2.2.1 Attack Formulation

We begin by quantifying the attacker’s malicious goal. Recall that the attacker aims to promote a
set of target items 7, a commonly used metric to measure the effectiveness of attack for an item is
the hit ratio. Specifically, a hit ratio for an item v with parameter & (denoted as H R@k(v, G, 0))
is the percentage of users whose top-k recommendation list includes that item. Note that we
make explicit the dependency of the hit ratio of v on the graph G and the trained model parameter
0. Thus, we can use an adversarial objective function Fo4, (G, T,0) = + > . HR@k(v, G, 0),
the average hit ratios of those target items, to quantify the attacker’s goal.

Poisoning attacks against recommendation then amounts to finding the optimal poisoned graph
G’ to maximize the adversarial objective function. It can be formulated as a bi-level optimization
problem, where in the outer level the attacker optimizes the objective over the graph G’ while
in the inner level, the model parameter ¢ is optimized though minimizing the training loss, also
depending on G’. Mathematically, a poisoning attack is formulated as:

1
max Foa(G,T,0%) = = Y HR@k(v,G',0%)

veT
st. 0" =argmin£(0,G), G =GUlU UE, (3.10)
0
U'| < H, du')<B, Vel

where we use G’ = G U U’ U £’ to denote that G’ is obtained by injecting a set of fake users U’
and edges &’ into G, |U'| < H requires that at most H fake users are injected, and the degree

constraint of fake user d(u’) < B requires that each fake user can give at most B ratings.
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3.2.2.2 Attack Method

1) Reformulation of attack. The major challenges in solving the above optimization problem
are the discrete search space and the exponential growth of candidate edges in G': the attacker
needs to determine which items to rate as well as the specific discrete ratings (e.g., scale 1 to
5). We thus use a series of techniques to approximate this discrete optimization problem. First,
we use a continuous probability vector ¥ = (p1, P2, , Proas) (€8 Tmaz = D) to encode
a discrete rating, denoting a user will give a rating [ € {1,2,--+ , 74} With probability p;.
Then, we assume that the injected users will initially connect to a// items. Thus, the attacker’s
behavior is now fully captured by a continuous rating tensor R € [0, 1] 1xIVIxTmaz - We denote
the manipulated graph as G = GUU'UR. Another difficulty comes from the non-differentiability
of the objective function, in particular, the hit ratios. Thus, we use a sum of so ftmax function

ratios [159] to approximate F4,(G, T, 6*) as below:

LG T,0) == log( P (1) 3.11)

teT uel 2vev exp( o)

where 7/, denotes the predicted rating from user u to v. Basically, this function measures the
fraction of the ratings for targeted items over the ratings for all items. Now, the optimization

problem defined in (3.10) is recast as:
l’l’ljl’l Eadv(gAa Ta 0*)
R
st 07 = argmin £(0,6). G = GUU' UR, (3.12)

D Rugu = 109.) R (0.0

To utilize the continuous rating probability tensor R, we design the loss function during attack
optimization as below:
S maxRu - (1], - argmax Ry, 3.13)
V(u,w)eE
where the term arg max; liuvl is used to find the maximum index of the probability vector as the
ground truth, and max; R,,; is the associated maximum probability value. Rating vectors with
higher maximum probability will have a higher contribution to the RS training loss during the

attack optimization.
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2) Optimization method. Now, we describe the method to solve problem (3.12) to obtain the
(sub-)optimal continuous rating tensor R, from which we derive the discrete ratings that satisfy
all the constraints. We alternately update the inner objective function £(-) with respect to 6 for
K steps and update the outer objective function £,4,(-) with respect to R for one step, where K
is a hyper-parameter. However, the central challenge lies in computing the gradients of L4, (+)
with respect to R because 6* itself is obtained through an optimization process depending on R.
We adapt the idea of approximating meta gradients [19] to compute the required gradients. In
detail, we sum the gradients Vg L,q,(G, T, 6') during the K steps of inner model updates as the

approximation, termed as meta-gradients:

K
vgetaﬁadv ~ Z Vﬁﬁadv(ga T: et) (3 14)
t=1
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Figure 3.8: Illustration of poisoning attack MetaC. Fake users are pre-injected into a user-item
graph (represented by a rating matrix). The discrete ratings are encoded by continuous rating
vectors, optimized via gradient descent. Finally, a subset of these ratings is selected, and the

discrete rating is determined by discretizing the corresponding rating vector.

As a result, we can update L4, for one single step in the outer layer based on meta-gradients:
R =R — - VUL, (3.15)

where 75, is the learning rate. After each update of R, we conduct zero-one scaling and normal-
ization to ensure that the entries of R always stay within the range of [0, 1] and sum to 1 while
gradient updates might break these constraints. Specifically, we employ the commonly used 0-1

normalization method on all entries (for V4, j):

~ lil'7j7: — min(lim’:) ~ lii?j?:

R . J ; . B
bl max(R;;.) — min(Ri,j,:)’ o Zlel R,
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These operations ensure that the entries of R, which is lim-,: € R can be interpreted as the
probabilities of adding specific ratings during optimization. We can then iteratively update R

and 6 until the loss £,4, diminishes to an acceptable level.

After the optimization, we will need to discretize the ratings and simultaneously pick B (bud-
get) ratings for each fake user. Since the highest value of probabilities max; liuvl are served as
weights in the training loss in Eq. (3.13), we discretize each rating vector ﬁij as (I, p;) and pick
top-B ratings by ranking the p; in descending order as the injected ratings, where p; = max; liij
and the discrete rating [ is obtained by the corresponding index of p;. In doing so, we have

tackled the problem of simultaneously determining the optimal edges and ratings.

We further summarize the process of obtaining continuous rating tensor R through alternate
iteration in Algorithm 3, and Fig. 3.8 shows the framework of MetaC. Firstly, we initialize the
R by sampling ratings from the normal distribution N (u,0?), where p and o are the mean
and variance of existing history ratings. Secondly, we do inner training (the RS model) for K
steps with fixed R. Thirdly, we update R by approximated meta-gradient Vg‘etaﬁady aiming
to optimize adversarial attack loss L,q,, and scale the vectors in R to satisfy the probability

constraints. We update the ¢ and R alternately for 7},.;, epochs.

Algorithm 3 MetaC Poisoning Attack.

Input: Initiated rating tensor R; Total training epochs 7,4, ; Inner training steps K.

1: fort < 0, -, Tirqgin do

2: for k< 0,--- , K do

3! UEHRTD) — OERLR) N7 e L (0P, gA).
4: end for

5. RIFL=RU— oy VEEL g,

e YR ve)

8: end forreturn The optimized rating tensor R.

In summary, we formulate the node injection poisoning attack as a bi-level optimization problem
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that is solved by an alternate iteration method in the continuous domain. Through discretization,
we finally obtain the injected users associated with ratings, i.e., a poisoned graph G’. We term
this attack method as MetaC. We note that, by Kerckhoffs’s principle in security, we consider
a worst-case scenario when designing MetaC, where the attacker has full knowledge of the RS
and some additional attack design goals, such as unnoticeability, are not considered. We then

aim to design robust RS against this strong attack in the worst case.

3.2.2.3 Vulnerability analysis

The underlying reason that GraphRfi fails against our proposed poisoning attack is that its
anomaly detection component adopts a supervised learning approach. As a result, if a user
is labeled as normal (even if it is actually fake), supervised learning will eventually assign a
small anomaly score to it as the training process continues. That is, fake users that are labeled

as normal would still have strong malicious effects on the prediction.

We conduct comprehensive experiments to demonstrate this phenomenon. Specifically, we clas-
sify the users into four types. Type I and Type Il users are normal and anomalous users inherently
existing in the graph, respectively, and the defender knows their labels reliably. Among the in-
jected fake users, a fraction of 7 users (denoted as Type III) are determined as anomalous with
high confidence by the defender and thus are labeled as abnormal. The rest of the fake users
(denoted as Type 1V) are labeled as normal. We emphasize that the parameter 7 is a variable
that reflects the defender’s ability to identify abnormal users from the collected data, and in
practice, it is not uncommon that 7 is low especially when there are several effective stealthy
node injection attacks against recommender systems. We observed the anomaly scores for those
four types of users during the whole training process of GraphRfi, shown in Fig. 4.3(a). We can
observe that Type II and Type III users (labeled as fake) have very high anomaly scores during
training. In comparison, the anomaly scores of Type IV users (fake but labeled as normal) keep

decreasing as training continues and eventually approach to those of Type I users (normal).

In summary, the insufficient ability of a defender to filter out fake users (which is common)

resulted in highly noisy user labels and further caused the supervised anomaly detection com-
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ponent to assign low anomaly scores (i.e., large weights of contribution) to evaded fake users,
which finally left GraphRfi vulnerable to poisoning attacks. This crucial observation also guides

us in designing robust RS in the next chapter.

3.2.3 Generalization to MF-based RS

In this section, we demonstrate that our attack and defense approaches can be applied to MF-

based RS with minor modifications.

Different from the GNNs-based model, where £ 4, (Q ,T,0") is dependent on the input R when
given 6, the prediction of MF-based model only rely on §* = {U,V'}. This actually makes
the computation of the gradients easier for MF-based RS due to its simplicity. Specifically, we
can apply the meta-gradient (instead of approximating) to directly compute V;”etaﬁadv. Briefly,
L,4v is depended on 6% (obtain by K steps of inner model iteration), and each §'*! depends on
R and 0" during the training, so the gradient V”ﬁwmﬁadv can be traced back to the each iteration
of 6¢ as follow,

v'lrinetaﬁadv :vr‘éK ﬁadv(Tv QK) . V@t?“ét (g) . VﬁeK, (316)

where Va0 = V0" — 0 Vg Ve L(6, Q), t=0,---,K—1,n is the learning rate of the inner
model, 7%, (G) = {UT'V,|¥(u,v) € G}, are the rating predictions between among user-item pairs

of the inner model.

The difficulty, however, lies in that it requires the loss function £(6,G) in Eq. (3.13) is dif-
ferentiable with respect to R. To address this, we smooth the arg max function via softmax
function. We approximate the arg max function by so ftmax with parameter (3 (the larger (3, the

better approximation) as follow,

~

arg max Ry, ~ [1,2,3,4,5]" x softmaz(B - Ryy). (3.17)
!

Note that the attack optimized on the MF-based model is only different in the calculation of

Vﬁmemﬁadv, and the other processes are the same.
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3.2.4 Experiments

In this section, we aim to evaluate our methods by answering the following: Does the MetaC

attack effectively compromise the security of existing robust recommendation systems?

3.2.4.1 Datasets and Experiment Settings

Datasets. We conduct experiments over two widely-used real-world datasets YelpCHI and
Amazon Movies&TV (abbreviated as Movies) that collect user reviews from two platforms.
YelpCHI contains approximately 60, 000 reviews/ratings regarding 201 restaurants and hotels
in Chicago from 38, 063 reviewers. Each rating ranges from 1 to 5, and the corresponding re-
view is provided with a label of fake or normal. In our setting, we treat a user giving fake
review(s) as fake. The other dataset Movies contains reviews from Amazon under the category
of Movie&TV. Each review, with a rating from 1 to 5, is voted helpful/unhelpful by other users,
which provides the information to determine whether a user is fake or normal. Specifically, we
only consider the reviews with more than 20 votes. If more than 70% of the votes of a review are
helpful, we regard it as normal; otherwise, fake. Similarly to YelpCHI, we treat the users giving

fake review(s) as fake users. The statistics of the two datasets are summarized in Tab. 3.7.

Table 3.7: Statistics of YelpCHI and Movies.

#Users #Items #Edges # Fake users
YelpCHI 38063 201 67395 7739
Movies 39578 71187 232082 19909

Note that there are two types of fake users, one is the existing fake users in the dataset (we do not
know their targets/goals, but these users can enlarge the number of anomaly users for detection
model training), and the other is our own injected fake user (from 0.3% to 2.0% according to
attack power setting). During the data preprocessing, we iteratively remove the cold items and

users that are less than two records. We extract the user features used in GNNs following [54].
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Environments. We conduct our experiments on Intel 10C20T Core 19-10850K CPU with GI-
GABYTE RTX3090 24GB GPU on development environment Ubuntul8.04, Python 3.7, Py-
Torch 1.10.0.

Settings. Following the typical settings in [160], we randomly sample 5 items from all items
as the targets. To train the RS model, we randomly sample 20% of existing ratings labeled with
normal for testing, and the remaining are the training set. The rating budget of each injected user
is B = 15. Due to the large number of items in the Movies dataset, the search space for the attack
optimization is extensive. As noted in [161], two-layer GCN is highly susceptible to poisoning
nodes within 2-hop. Therefore, we limit the space of candidate items to 2-hop neighbors of the
target items, which improves the efficiency of the training process. The experiments are repeated
for 5 times with different random seeds to initialize model parameters. We use the averaged hit
ratios of the target items, 1.e., H R@10 and H R@50, as the metrics to evaluate how the attacks
can promote target items. We test the attack performances under various attack powers (0.0%,
0.3%, 0.5%, 0.7%, 1.0%, 2.0%), where an attack power represents the fraction of the number of
injected users over all users. In this section, the fraction of injected fake users with correct labels
is set as 7 = 30% to reflect that a user deploying GraphRfi may have some prior knowledge
about the data. However, later we show that GraphRfi can be successfully attacked regardless
of the value of 7. In attacks, the number of inject user proportion is set to 1% of the original
user number and detection fraction 7 = 30% if not mentioned. We set the alternate iteration
steps K = 100, batch size 128. We totally train the model for 73,,;, epochs (13,4, = 50 for
GraphRfi; Ti.qin = 300 for MF-based model) during attack optimization and retrain the model
after poisoning for 7},.,;, epochs. The smoothing parameter /3 for attacking the MF-based model

1s set to 10.0.

3.2.4.2 Baselines

We compare five representative attack methods: Random, Average, Popular/Bandwagon [88],

Poison Training (PoisonT) [90], and Trial Attack [87]. Among these attacks, Random, Average,
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and Popular/Bandwagon do not depend on the RS model, while PoisonT and Trial Attack are
designed for MF-based RS. Each fake user gives the highest ratings to the target items and
rates a set of filler items using the remaining budget with various strategies. In Random Attack,
filler items are randomly selected, and the corresponding ratings are sampled from a normal
distribution. N (u, 0?), where 1 and o are the mean and deviation of all existing ratings. For
Average Attack, the only difference from Random Attack is that the rating given to a filler item
v; is sampled from N (u,,, 0y, ), where the 1, , 0, are the means and deviation of existing ratings
for item v;. In Popular Attack, a portion (set as 30% in our experiment) of filler items are selected
as popular items since they might have bigger impacts, and the ratings given to these popular
items are also set as ... In PoisonT Attack, it adds poisoning users one by one with maximum
ratings given to target items and trains a poisoned RS model to predict the ratings for filler
items. It chooses filler items in descending order of the predicted rating scores and gives ratings
sampled from a normal distribution. 7rial Attack trains generator module, influence module,
and discrimination module together to generate stealthy fake users that maximise the influence

on attack goals while evading the detection of the discriminator.

3.2.4.3 Effectiveness of MetaC Attack

Againt MF. We start with MF-based RS, for which there exists a direct comparison. The
attack results are summarized in Tab. 3.8 and Tab. 3.9. We can observe that MetaC achieves
the best results under all attack powers, demonstrating its strength as well as the challenge in
defending against this strong attack. Besides, the attack performance of MetaC is still bet-
ter than PoisonT most of the time under the two defense frameworks with anomaly detection
(highlighted by underlining in Tab. 4.1 and Tab. 4.2), which further demonstrates the power of
MetaC. In addition, PoisonT has slightly better attack performance than that of Trial Attack.
Also, due to its computational simplicity, we choose to adapt Poison Training for attacking

GraphRfi.
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Table 3.8: Attack performances (H R@50) on MF-based model (YelpCHI).

Power Random Average Popular PoisonT Trial MetaC

0.0% 0.389 0.389 0.389 0.389 0.389 0.389
0.3% 0.446 0.445 0.462 0471 0.551 0.614
0.5% 0.529 0.524 0.500 0.523 0.638 0.772
0.7% 0.584 0.587 0.540 0.661 0.694  0.864
1.0% 0.682 0.673 0.596 0.776 0.717  0.929
2.0% 0.909 0.889 0.773 0.942 0.790 0.972

Table 3.9: Attack performances (H R@50) on MF-based model (Movies).

Power Random Average Popular PoisonT Trial MetaC

0.0% 0.200 0.200 0.200 0.200 0.200  0.200
0.3% 0.376 0.371 0.258 0.386 0.398  0.409
0.5% 0.387 0.377 0.398 0.397 0.408  0.522
0.7% 0.398 0.392 0.384 0.401 0.409 0.828
1.0% 0.418 0.399 0.404 0.445 0.507  0.957
2.0% 0.787 0.550 0.534 0.929 0.620  0.986

Against GraphRfi. The hit ratios under attack (the higher, the better) are presented in Fig. 3.9.
We can see that MetaC achieves the best attack performances in all cases, especially on Movies.
One observation is that the gaps between MetaC and others are more evident for H R@10. Note
that pushing the items to top-10 is harder than pushing to top-50, which further demonstrates the
effectiveness of MetaC. Meanwhile, we notice that the results show a larger variance on Movies.
A possible reason is that hit ratio is a ranking-based metric, and Movies has significantly more
items. Thus, there are much more items around the top-10/50 threshold, making the ranking

sensitive to perturbations (this large variance is also observed in related research [159, 162]).
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Figure 3.9: Attack performances (H R@10 and H R@10) on GraphRfi with different attack

powers.

3.2.5 Conclusion

In this section, we demonstrated the vulnerabilities of a state-of-the-art robust recommender
system called GraphRfi by designing an effective attack approach MetaC. We showed that the
vulnerabilities come from the supervised nature of its fraudster detection component. In addi-

tion, we also show that our attack methods can also be applied to MF-based RS. The vulnerability
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of existing RS motivates as to further improve their robustness in the next chapter.
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Empirical Defense of Recommender

Systems

Due to the prevalent of adversarial attacks in recommender systems (RS) as mentioned in Sec-
tion 3.2, various defense mechanisms [57, 58] have been proposed to improve the adversarial
robustness of RS against node injection attacks. These defense strategies can be broadly clas-
sified into two categories: training robust models and detecting malicious fraudsters. The first
approach involves training RS models with robust parameters that can accurately predict out-
comes even when the input data is poisoned. Adversarial training [163] is one of the primary
techniques used to achieve this goal. The second approach focuses on developing specialized
techniques to detect and identify malicious fraudsters. These techniques are designed to filter
out or mitigate the impact of fraudsters on the RS. It is worth noting that the two defense ap-
proaches mentioned above are not mutually exclusive. Rather, they are complementary and can

be used together to further enhance the overall adversarial robustness of RS.

However, in Section 3.2, we demonstrate that the existing defense strategy, GraphRfi, is still
vulnerable due to its supervised nature of the fraudster detector. To address the above limitations,
we propose a novel way of integrating fraudster detection into the recommendation, resulting
in a robust recommendation framework that could be applicable to widely used recommender

systems.
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Then, based on our vulnerability analysis of GraphRfi (Section 3.2), we design a general robust
recommendation framework termed Posterior-Detection Recommender (PDR) featured with an
adaptive fraudster detection module. In particular, this new fraudster detection module will take
label uncertainty into consideration and is jointly trained with existing recommender systems to
enhance their robustness. Specifically, we treat the input user labels as observed but uncertain
and changeable variables (priors). We then employ an Implicit Posterior (IP) model [164] to es-
timate the posterior probability of the true label. Furthermore, we use a strategy to dynamically
adjust the prior labels based on the estimated posterior probabilities to counter the noise. The
effect is that even if the input labels are noisy, they can be properly adjusted during the training
process. Consequently, the fake users (even though mislabeled as normal) would have fewer

contributions to the recommendation, which makes our proposed PDR robust against attacks.

We implement PDR with GNN-based and MF-based as the base RS, respectively, against the
powerful attack MetaC. Our comprehensive experiments demonstrate that PDR can signifi-
cantly mitigate the attack effects of MetaC and outperforms other defense baselines. This high-
lights the efficacy of our proposed adaptive fraudster detection module as a viable plug-in, which

results in a general framework PDR to provide adversarial robustness for recommendation.

The rest of the section is organized as follows. We provide more preliminaries in Section 4.1.
We describe the threat model in Section 4.2. Then, we propose, PDR, a robust recommender
system framework in Section 4.3 using GraphRfi as the illustrative example. We investigate how
to generalize PDR to the MF-based model in Section 4.3.4. We conduct extensive experiments
in Section 4.4 to show the effectiveness of our proposed attack and defense. Finally, we conclude

our findings in Section 4.5.

4.1 Preliminaries

In Section 2.2, we have introduced the recommender systems that are based on Matrix Factoriza-
tion (MF) and Graph Neural Networks (GNNs). In this section, we introduce more preliminaries

related to this section.
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4.1.1 Posterior Estimation

In Bayesian statistics, Maximum A Posterior (MAP) estimate is a method for estimating an un-
known quantity based on observed data and prior knowledge. It is obtained by finding the dis-
tribution that maximizes the likelihood function incorporated with a prior distribution. Suppose
that there are n samples with feature z;,7 € {1,--- ,n}, and each sample has a corresponding
unknown variable /;. If the prior probability for each I; is defined as p(l;),7 € {1,--- ,n}, and
the observation is z;, the posterior probability ¢(l;|z;) based on the prior p(/;) and observation z;
can be estimated by maximizing the log-likelihood. According to the negative evidence lower
bound (ELBO), the inequality of the negative log-likelihood regarding all observed data z; is as
follows [164]:

— log(p(z;)) < — q(l; = c|z;)log Z_ i%C , 4.1)
S logol) < = Y all = clzlag (P =)

F
where c represents one of the all possible classes that [; can take (e.g., fake, normal), the term

F is also known as free energy, and minimizing F' leads to maximization of the log-likelihood
> log(p(zi))-

It is common to have coarse and imprecise labels in computer vision tasks, such as segmentation,
since high-resolution labels are usually hard to obtain. Implicit Posterior model (IP) [164] was
first employed to resolve this label uncertainty problem, and it treats uncertain labels as priors
and features z; as observed data. To estimate the posterior probability of the uncertain label,
q(l;]z;) can be parameterized by a neural network. We denote 6 as trainable parameters of neural

network, and go(l; = ¢|z;) := q(l; = c|z; 6). If F' is minimized, the optimum is attained at [ 164]:

qo(li]2:)
p(zi|l;) = =———. 4.2)
>, a0(lilz5)
By replacing the p(z;|l;) in F', the free energy F' is equivalent to the loss function £;p that guide
the optimization of posterior go(l; = ¢|z;):

2ol = clz;)
j
»CIP:Z qe(l; = c|z;) log =0

,C
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The minimization of the IP loss (£;p) leads to the maximization of log-likelihood regarding all

observed data z;.

4.2 Problem Statement

4.2.1 Threat Model

We consider an attacker whose goal is to promote a set of target items 7~ C V. More specifically,
the attacker aims to increase the probability that a target item v, € 7T appears in the top-k
recommendation lists of target users. Based on Kerckhoffs’s principle [158], we assume a worst-
case scenario where the attacker has full knowledge of the target RS, including the data (i.e., the
clean graph G) and the recommendation algorithm. To achieve the malicious goal, the attacker
is able to inject a set of fake users /" as well as some ratings (i.e., edges £’ between U’ and V),
resulting in a manipulated graph G’ = (U UU' UV, E U E'). To constrain the attacker’s ability,
we assume that there are at most H fake users (i.e., |{'| < H), and each fake user can give at
most B ratings. After the attack, the defender observes the manipulated graph G’, from which

the RS is trained and tested; this attack falls into the category of data poisoning attacks.

4.2.2 Defender

The defender can only observe the poisoned graph G’ instead of the clean one G. The goal of
the defender is to train a robust RS over G’ that can mitigate the malicious effects of the injected
fake users. Specifically, it is expected that with the robust RS, the target items would not be
significantly promoted. We note that the defender does not know which the target items are, and
we only use such information for evaluation purposes. In practice, it is common for the defender
to run anomaly detection systems to filter out fraudsters before training. To reflect this fact, we
assume that the defender can identify a fraction 7 (0% < 7 < 100%) of fake users reliably. This
parameter 7 indicates the defender’s prior knowledge about the attacks; however, we emphasize

that our proposed robust RS works even when 7 = 30%.
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4.3 Robust Recommendation under Attack
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Figure 4.1: Robust recommendation framework PDR. Given the prior probability of each user
being fake or normal, our adaptive fraudster detection module estimates the posterior probabil-
ities based on the user behavior in the graph, using a GNN with MLP. The learned posterior
probabilities are used as weights for users in the RS model, and the two models are jointly

trained.

In this section, we introduce our framework PDR using GraphRfi as the illustrative example.

We show that PDR can also be extended to MF-based RS in Section 4.3.4.

4.3.1 Framework

Our previous analysis shows that the inability to label all fake users correctly causes the failure
of GraphRfi. In this section, we propose techniques to resolve this issue with the goal of building

a robust recommender system termed Posterior-Detection Recommender system (PDR).

Figure 4.1 presents the framework of PDR, which consists of two components: a recommenda-
tion model and an adaptive fraudster detection model. The fraudster detection model starts by
assigning a prior anomaly probability to users based on the given noisy label. Then, an anomaly
detection module (i.e., a GNN layer and an MLP) is used to estimate the posterior probability
based on the history rating graph. If the RS is a GNN-based model (e.g., GraphRfi), we can
use the user embedding provided by the GNN in the RS directly. The detection model and rec-
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ommendation model are jointly trained, and the posterior probability provided by the detection
model is served as weights of users in the RS. During the training process, we adjust the prior

based on the posterior. Next, we introduce the robust framework in detail.

At a high level, our anomaly detection component combines two procedures: posterior proba-
bility estimation and dynamic label adjustment. Specifically, we assume that a label associative
with a user is a variable instead of being fixed. We turn the given noisy labels into soft labels
as priors and the unknown true labels as latent variables. Thus, given the priors and observa-
tions (i.e., user embeddings, history rating graph), we can use a model to estimate the posterior
probabilities of the true labels. Then, based on the estimated posterior probabilities, we use a
strategy to dynamically adjust the soft labels (priors) during the end-to-end training process in
order to estimate the posterior probabilities more accurately. Below, we articulate the details of

the two procedures.

4.3.2 Posterior probability estimation

We aim to estimate the true labels based on the noisy labels and observation z, (the user em-
bedding learned by GNNs in RS). We define the true label of user u as a latent variable [, €
C = {f,n}, where f and n represent fake and normal, respectively. The prior probability of
this label [, is represented as a two-dimensional vector p(l,) = [p(l, = f),p(l, = n)], which
is user-specific prior. To take into account that the given labels are noisy, we initialize the prior
probabilities as follows. For a user with a given label f, we set p(l,) = [1 — po, po] (instead of
[1,0]), where py is the probability that a user labeled with fake is actually normal. Similarly, for
a normal user, we set p(l,) = [p1,1 — p1], where p; is the probability that a user labeled with
normal is actually fake. We note that p, and p; are hyper-parameters of the system that depend

on the anomaly detection system used to preprocess the data.

We further denote the posterior probability of the true label as ¢(1,|z,) = [¢(l. = ), ¢(l. = n)].
We adopt the Implicit Posterior (IP) model [164] to estimate the posterior probability ¢(l,|z,)
based on the prior p(l,) and z,. We parameterize ¢(l, = c|z,) by a neural network: gy(l, =

c|z.), where 6 represents the trainable parameters. To obtain a more reliable posterior, we em-
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Algorithm 4 PDR Defense Framework
Input: Poisoned Graph G’; Total training epochs T},4;,; Threshold aq; Update rate «; Update

interval ¢y, co; Observed label L, Prior parameters pg,p;.
1: function clip(z, a, b)
2: if r <athen: v =a
3: if z > bthen: z =10
4: return x
5: end function
6: function set prior(L, pg, p1)
7: for [ in L do

*®

if [ = fake then: p(l,|z,) = [1 — po, po)

9: if [ = normal then: p(l,|z,) = [p1,1 — p1]
10: end for

11: return p(l,|z,)

12: end function

13: set_prior(L, po, p1)

14: fort <1, --- T}4in do

15: O =0t — i Ve L1608, G")

16: if AUC > ag then

(

if g(fu)' <er: (L=a)p(fu)’ — a(l = q(fu)")

p(fU)t+1 =if q(fu)' > (1 —a)p(fu)' + aq(fu)

otherwise :  p(f.)"

\

17 q(fu)" = clip(q(f.)',0,1)
18: q(na) =1—q(fu)"

19: end if

20: end for

21: return Learned RS model parameter §* = §'+1,
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ploy the sofmax function with temperature scaling. This function produces a smoother proba-
bility when temperature 7' > 1, which prevents the model from becoming overconfident [165].

The formula is as follows,
exp(Z)
> j €TD ( ij )

We use this loss L;p to train our fraudster detection component which will output the estimated

(4.3)

softmaxy(z;) =

posterior probability gy(l,|2,) for each user u, and it serves as the weight in Lyine. To integrate

the IP model in the training of RS, we substitute the Lauaseer in Eq. (2.3) with the IP loss:

E(@, g/) = Lrating + A £1P7

2
»Crating - ‘?1| Z q@(lu - n|Zu) : (T;w — Tuv) .
Y(u,v)e€

(4.4)

4.3.3 Dynamic label adjustment

We use another technique to estimate ¢(1, |z, ) more accurately. We observed in our experiments
that as the training continues, the posterior probabilities learned by neural networks will eventu-
ally approach to the priors, probably due to the over-fitting of neural networks. To address this,
we will use the highly confident posteriors to correct the errors (noise) in the priors. In other

words, we will update a soft label (prior) if the corresponding posterior is of high confidence.

Specifically, we will update the soft labels in iterations along with the training process. For
ease of presentation, we use p(f.)%, q¢(f.)', p(n.)!, and q(n,)" as the simplicity of p(l, = f),
q(lu = f), p(l, = n), and ¢({, = n) in the ¢-th iteration, respectively. We update p(f,)
according to the following strategy:

p

(1 - a)p(fU)t - a(l - Q(fU)t)7 Q(fu)t <G

p(fu)™ =41 — a)p(f.)! + aq(f.)' g(fu)' > o

\ p(fu)h otherwise.

Basically, we use intervals [0, ¢;] and [ca, 1] to determine whether the estimation of ¢(f,,)* is
confident or not. In particular, if ¢(f,)" is higher than an upper-threshold ¢y, we increase its

prior probability p( )" to (1 — a)p(f.)! + aq(f.)!, where 0 < a < 1 is an update rate that
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controls the adjustment speed (i.e., the effect of p(f,)" is discounted by «). Similarly, if ¢(f,,)*
is smaller than a lower-threshold ¢, we decrease p(f,,)™ to (1 —a)p(f.)! — a(1—q(f.)!). We
clip the p(f,)"! to [0,1] if it exceeds 0 or 1, and we set p(n, ) = 1 — p(f,)"!. We apply this
dynamic label adjustment after the detection AUC (Area Under Curve) on the training set first
reaches a( that the model has a good performance but before over-fitting, where 0.5 < a¢ < 1

is a hyper-parameter. We further summarize the whole training process of PDR in Algorithm 4.

4.3.4 Generalization to MF-based RS

In this section, we demonstrate that our attack and defense approaches can be applied to MF-

based RS with minor modifications.

To adapt our approach to MF-based RS, we substitute the loss function Eq. (4.4) with the fol-

lowing:

Erating = ﬁ Z QQ(lu = n‘zu) : (Tuv - UEVU)Q
V(u,v)€E

Without the GNNs module that can provide user embedding, we estimate the posterior proba-
bility using a single-layer GNN and an MLP: ¢(l,|z,) = softmaxr(MLP(z,)), where z, =
GNN(G'), the input is poisoned history rating graph G’. Specifically, we normalize the ratings
as the weights on edges, and employ single layer GraphSAGE [5] with mean aggregator:

hv * Wy

2, = ReLU(W - ( ® hy), (4.5)

vEN (u) Z’LEN(U) wu,i

where W is learnable weight matrix, and h, is initial embedding of user or item, ReLU (-) is
activation function, & is concatenating function, w, , € [0, 1] is the normalized rating between

user « and item v.

4.4 Experiments

In section, we aim to evaluate our methods by answering the following key questions:
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* How resilient is our proposed PDR framework against attacks (4.4.3)?

* What are the underlying mechanisms that enable PDR to achieve adversarial robustness

(4.4.4)?

* How does the level of prior knowledge 7 impact the performance of PDR (4.4.5)?

4.4.1 Datasets and Experiment Settings

In this chapter, we employ exactly the same dataset and experiment setting as in Section. 3.2.4.1.

In the PDR framework, we set the temperature of the softmax function as 7" = 2.0. We set
the probability that a user labeled with fake is actually normal as p, = 0.01, and the probability
that a user labeled with normal is actually fake as p; = 0.2. In the label adjustment strategy,
we update the labels when the AUC of the detection model reaches ag (ag = 0.8 for GraphRfi;
ao = 0.7 for MF-based) on the training set, and we set update rate o = 0.05 to adjust priors. At
the beginning, we set the adjusting interval parameters ¢; = 0.4, ¢, = 0.85, and decreasing c;
while increasing c; to decay the range of adjusting interval by ¢;** = min{c} —0.025, 0.2}, and
bt = max{c,40.025, 1.0}. We seta larger adjust interval for the normal user side (¢( f,,)! < ¢1)
since there are more normal users than fake users. Embedding dimension in GraphRfi is set as

50 for YelpCHI and 100 for Movies; 128 in MF. The hidden layer number of MLP is 2. The

regularization coefficient is set as 0.01 in GraphRfi and 1 x 107° in MF.

4.4.2 Baselines

Since there are no prior defense strategies for GraphRfi, we adapt representative defense ap-
proaches from both categories. First, for the adversarial training approach, we adopt a represen-
tative work proposed by [166]. Specifically, it adds perturbation noise to the model parameters
when training the model. Second, we explore the idea of using the result of anomaly detection
for defense. The natural idea is to remove the detected fake users from the system. Note that we

do not constrain a specific method here for anomaly detection; instead, we assume that a fraction
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7 of the injected fake users can be detected due to the fact that any anomaly detection method
might be employed in practice, and the detection performance varies. In our experiment, this

fraction 7 of fake users are removed; we thus term this approach as Remove Anomaly.

4.4.3 Robustness Evaluation of PDR

The primary defense goal is to retain the hit ratios of the target items under attack. We evaluate
the defense effectiveness of proposed PDR on GNN-based model (against MetaC attack) and
on MF-based model (against MetaC and PoisonT attack). Fig. 4.2 presents the performances
of different defense approaches applied to GraphRfi. We can see that PDR achieves the best de-
fense performance, especially when the attack power is higher (it is also when defense is harder).
We note that Remove Anomaly may or may not be better than GraphRfi (i.e., without defense).
The reason is that the anomaly detection component within GraphRfi is supervised. Thus, re-
moving the correctly labeled fake users, as Remove Anomaly did, reduces the supervision, which
might harm the performance. This actually demonstrates the significance of our proposed way
of dealing with those detected fake users. Similarly, the advantages of PDR on MF-based RS
can also be observed. Tab. 4.1 and Tab. 4.2 shows the defense performance on MF-based model
under 2 attacks (PoisonT and MetaC), where No defense is the original MF-based model, Hard
label adds the same GNN detection model in PDR, but it uses the common cross-entropy loss
with hard labels (similar to GraphRfi), and PDR is our robust model that uses soft label posterior
detection. The results demonstrate that the MF-based model trained with PDR has the closest

HR@]10 to the original one with 0% attack power.

4.4.4 Why PDR is Robust

The adversarial robustness of PDR comes from the fact that it can detect and dynamically adjust

the contributions of fake users in the recommender system.

To illustrate this point, we visualize the trajectories of anomaly scores (inversely proportional to

contribution) of different types of users during the training of two systems GraphRfi and PDR
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Table 4.1: Defense performances (H R@10) on MF-based model under different attack power
(YelpCHI).

Attack Method PoisonT MetaC

Attack Power |No defense Hard label PDR |No defense Hard label PDR
0.0% 0.214 0214 0.214| 0.214 0214 0.214
0.3% 0.245 0.235 0.227| 0.335 0.261 0.240
0.5% 0.265 0.243  0.238| 0.426 0.281 0.263
0.7% 0.279 0.241 0.231| 0.537 0.299 0.273
1.0% 0.302 0.265 0.252| 0.701 0.339 0.309
2.0% 0.467 0.304 0.267| 0.880 0.401 0.364

Table 4.2: Defense performance (H R@10) on MF-based model under different attack power
(Movies).

Attack Method PoisonT MetaC

Attack Power |No defense Hard label PDR [No defense Hard label PDR
0.0% 0.183 0.183 0.183] 0.183 0.183 0.183
0.3% 0.201 0.274 0.200| 0.350 0.264 0.199
0.5% 0.302 0.271 0.199, 0.371 0.334 0.322
0.7% 0.359 0272 0.199| 0424 0.456 0.362
1.0% 0.352 0.282 0.200| 0.606 0.563 0.539
2.0% 0.407 0.382 0.220f 0.923 0.624 0.557

in Fig. 4.3(a) and Fig. 4.3(b), respectively. What we should focus on is the Type IV users (i.e.,
fake users but labeled as normal), the anomaly scores of which are shown in red over YelpCHI.
Compared to GraphRfi, PDR can assign large anomaly scores even for Type IV users, which is

the reason for its adversarial robustness. The results over Movies are similar.
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Figure 4.2: Defense performances on GNN-based model under different attack powers.

Types
0.84 — Typel
—— Typell
064 — Typell
— TypelV

H
e

—~—
{

o
©

Types
— Typel
—— Typell
— Typelil

Types
— Typel
—— Typell
— Typelll

°
o

o
Y

Anomaly Score
Anomaly Score
Anomaly Score

0.4 04 Types 04
— Typel — Type IV —— Type IV
—— Typell 0.44

0.2 ] 0.24

02 — Typelll

— TypeN~_

001, T , y 0.0 T v T y 001, T » . 024, - ; r y

0 10 20 30 40 50 4 10 20 30 40 50 0 10 20 30 40 50 0 10 20 30 40 50
Epoch Epoch Epoch Epoch

(a)  without defense (b) with defense (YelpCHI) (c)  without defense (d) with defense (Movies)
(YelpCHI) (Movies)

Figure 4.3: Anomaly scores for different types of users.

4.4.5 Influence of Prior Knowledge

In the experiments, we use a parameter 7 to control the defender’s prior knowledge (possibly ob-

tained from using some anomaly detection methods to preprocess the data) regarding the injected

: : - /|labeled as fak
fake users. Specifically, 7 is the recall over injected users defined as r = {4 an,e‘ as fake}|

representing the fraction of fake users that are correctly labeled. We thus evaluate the two dif-

ferent ways (i.e., Remove Anomaly and PDR) of dealing with detected fake users under different
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Chapter 4. Empirical Defense of Recommender Systems

levels of 7. Fig. 4.4 shows that PDR achieves the best performance over YelpCHI and the perfor-
mance becomes better as 7 increases as it receives more supervision. Again, Remove Anomaly

is not quite effective in some cases as removing correctly labeled fake users also decreases the
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Figure 4.4: Defense performance with various 7 on YelpCHI.

4.4.6 Running Time and Complexity

The running time of PDR is similar to GraphRfi, since GraphRfi already includes the detection
model, which takes approximately 3 hours on YelpCHI and 17 hours on Movies. When applied
to the MF-based model, PDR takes around 2 minutes on Ye/pCHI and 6 minutes with PDR.
The main additional computation workload in our proposed PDR framework is the GNN-based
anomaly detection module, which has a polynomial time complexity of O(L|E|F+ LN F?) [103],
where L is the number of layers, |£| is the number of ratings, N is the number of nodes, and F’
is the embedding dimension of nodes. It is worth noting that real-world user-item rating graphs
are highly sparse [167], resulting in |€| << N?2. This observation demonstrates the potential of

employing PDR on large graphs in practical scenarios.

4.5 Conclusion

In this section, we demonstrated the vulnerabilities of a state-of-the-art robust recommender

system called GraphRfi by designing an effective attack approach MetaC. We re-designed the
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detection component which is equipped with the ability to dynamically adjust the importance
of newly injected fake users, resulting in a robust RS termed PDR. In addition, we also show
that our attack and defense methods can also be applied to MF-based RS. This research demon-
strated the effectiveness of a framework for integrating anomaly detection into learning systems
to improve their adversarial robustness. In our future work, we expect to see the successful

application of this framework on more learning systems.
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Chapter 5

Certified Robustness against Graph
Injection Attacks

Deep Graph Learning (DGL), particularly Graph Neural Networks (GNNs), has established it-
self as the dominant approach for graph learning tasks. DGL has consistently demonstrated out-
standing performance across various applications, such as recommender systems, community
detection, link prediction in social networks, network intrusion detection, and anomaly detection
in financial networks [6]. Many of these applications are critical for ensuring system security,
such as node classification in anomaly detection, which helps prevent money laundering [168]
and financial fraud [9]. Consequently, ensuring the trustworthiness of those DGL models is of

paramount importance.

Indeed, extensive research has been dedicated to studying the adversarial robustness of DGL
against attacks. Specifically, various graph adversarial attacks [19, 20, 21] have been proposed to
assess the vulnerability of DGL models. Inresponse, different defense mechanisms are explored,
resulting in robust DGL models such as Pro-GNN [26], RobustGCN[27], and GCNGuard [28].
However, despite the effectiveness of defense models, their robustness is often compromised by
the relentless development of new attack techniques [29]. The ongoing research on attacks and

defense for DGL has resulted in a highly competitive status.
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To end such an arms race between attack and defense, there is a growing interest in developing
provable defense methods that offer certified robustness [25]. Specifically, certifiably robust
models [59, 34, 33, 35] can provide the theoretical guarantee that their predictions would stay
unchanged as long as the amount of input perturbations is within a certain range. For instance,
a smoothed GNN-based classifier [59] can achieve a certified accuracy of 60% (meaning that
60% of the test nodes are guaranteed to be correctly classified) when faced with an attack in-
volving the arbitrary deletion of up to 10 edges from the graph. Overall, certified robustness

can significantly enhance the trustworthiness of DGL models in deployment.

Despite the significant progress in achieving certified robustness of models in computer vi-
sion [119, 120, 121, 129, 62, 122] and graph learning [59, 34, 33, 35], there is a notable gap
regarding the certified robustness of DGL against a novel and significant form of attack known
as the Graph Injection Attack (GIA). Unlike the commonly investigated Graph Modification
Attack (GMA), which allows the attacker to modify the existing structure of the graph, GIA
involves the injection of new nodes (along with associated edges) into the original graph. Ex-

ploring the certified robustness of DGL against GIA is of great importance for several reasons.

Firstly, unlike in GMA where the attacker requires control over the entire graph, in GIA, the
attacker only needs to control the newly injected malicious nodes. Consequently, GIA presents
a less demanding threat model, making it a more realistic threat. Secondly, it is shown that GIA
is a more powerful and stealthy attack compared to GMA [108, 109, 115, 3, 60, 61]. Notably,
black-box GIAs such as G2A2C [61] have successfully doubled the misclassification rate with
only one node injected and one edge inserted. Lastly, GIA is a type of attack that is particularly
prevalent in recommender systems [111, 112, 113, 114], where adversaries can easily create fake
accounts to engage with items, deliberately damaging recommendations intended for genuine
users. The practical deployment, high stealthiness, and power of GIA underscore the urgent

need to investigate the provable robustness of DGL under such attacks.

In this chapter, we first propose a sample-wise certificate to defend against GIA, and then we

further improve the certified performance by developing a collective certificate.

87



Chapter 5. Certified Robustness against Graph Injection Attacks

5.1 Sample-wise Certificate

To develop certified robustness for node classification models, the most usual solution is to

certify testing nodes one by one. These are also termed sample-wise certificates.

Is adapting from existing methods sufficient? Our initial attempt is to adapt two existing and
prevalent certifying frameworks to tackle the task of certifying DGL against GIA. We emphasize
that these two certifying schemes have achieved state-of-the-art performance in their respective

tasks, which include image classification and node classification in graphs. Specifically:

1) Bagging-based certifying scheme [1]. Such a scheme is designed to certify image classi-
fiers against sample insertion or deletion attacks. We can extend it to our task by regarding

each node as an independent sample without accounting for the graph structure.

2) Randomized-smoothing certifying scheme [59]. It is designed for DGL models against
GMA. To extend it for GIA, we can pre-inject several isolated nodes in the clean graph

and then certify how many edges can be injected from these nodes.

Both schemes operate by adding carefully crafted random noise to an input graph, resulting in
a collection of randomized graphs, which are subsequently classified by a base classifier. The
final classification result for the graph is then determined by a majority vote among the classi-
fications obtained from the randomized graphs. Leveraging the Neyman-Pearson lemma [169],
these schemes offer verifiable classification margins when dealing with perturbed data. This is
achieved by assessing the probability of overlap, or likelihood ratio, between the randomized
graphs originating from the clean graph and the perturbed graph. The underlying intuition is
that after the randomization, if the perturbed graph and clean graph are identical, they should
yield the same prediction. Consequently, a higher overlap probability corresponds to a wider

certifiable radius, indicating a greater tolerance for perturbation levels.

Nevertheless, the above two adapted approaches have their own limitations, leading to poor
certification performances (as shown in Tab. 5.2 and Fig. 5.5). The adapted bagging-based cer-

tifying scheme did not properly define the perturbation space (limitation D), resulting in an ex-
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Figure 5.1: Certified Robustness via Node-aware Smoothing.

aggerated threat model where the attacker is unnecessarily too strong. In particular, the scheme
completely neglects the graph structure information, resulting in no constraints on the number of
connected edges for each injected node (in practice, this will make GIA easily detectable). Con-
sequently, the certification performance against GIA is significantly compromised. Although
the randomized-smoothing certifying scheme can explicitly consider graph structure and restrict
the added number of edges per node, it suffers from an extremely low probability of random
sample overlap under GIAs (limitation ), resulting in an inadequate certification performance.
These limitations underscore the necessity and the challenges of developing novel certifying
approaches that can effectively leverage the graph structure while increasing the overlap prob-

ability in order to provide a more effective certificate against GIA.

Our solutions. We propose a novel node-aware bi-smoothing scheme to explicitly address
the above limitations. Specifically, to address limitation (D, we fully consider the practical con-
straint for GIA that each injected node can only connect to a few edges to ensure attack unnotice-
ability, leading to more accurate perturbation space and improved certification performances.
Our solution to this is a nontrivial generalization of the sparsity-aware certificate [59] to certify
against node injection perturbation. Furthermore, to increase the sample overlap probability
under GIA (limitation @), our bi-smoothing scheme will randomly delete nodes and edges si-
multaneously. More specifically, we show that increasing the probability of deleting all inserted
edges is essential for improving the overlap probability. Considering that the potential perturbed
edges are concentrated around the injected nodes, node deletion enables a significantly higher
probability of removing all perturbed edges originating from the injected nodes. Overall, by in-

troducing node-aware bi-smoothing, we can model a more realistic and restricted attacker, and
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Chapter 5. Certified Robustness against Graph Injection Attacks

increase the chance of deleting all the perturbed edges from an injected node.

We offer a rigorous theoretical analysis to establish the validity of our robustness certificate.
Additionally, we show the versatility of our framework by demonstrating its effectiveness not
only against evasion attacks but also against poisoning attacks. Nevertheless, to enhance the
certification performance specifically for poisoning attacks, we introduce a variant called node-
aware-exclude. This variant excludes isolated nodes from the prediction process after random-

ization, thereby improving the overall prediction quality.

Our comprehensive evaluation shows that the proposed node-aware bi-smoothing framework
can significantly improve the certification performances of the baselines (i.e., direct adapta-
tions). For instance, in certain cases, our scheme has shown improvements of 760% and 530%
in terms of the average certifiable radius (ACR). When arbitrarily injecting 10 nodes with a
maximum of 5 edges per node, our node-aware and node-aware-exclude approaches achieve
certified accuracies of 35% and 55% respectively. In contrast, the two direct adapted baselines

yield 0% certified accuracy.

Practical Implications. We further investigate the practical implications of our proposed node-
aware bi-smoothing schemes from two perspectives. Firstly, we explore the application of
node-aware bi-smoothing schemes as an empirical defense approach to protect against an actual
GIA. We compare our smoothed classifier with other state-of-the-art robust GNN models. Re-
markably, the experimental results demonstrate that our model not only achieves competitive
empirical accuracy but also provides certified accuracy, which is a distinctive advantage over
other empirically robust models. Secondly, we examine the potential of applying the smoothing
schemes to recommendation systems, where GIAs are commonly encountered. Specifically,
we treat the recommender system as a multi-label node classification task, where it predicts K
items for each user (node). To assess the effectiveness of our model, we evaluate the certified
number of overlap items between the predicted and the ground truth items. Notably, our model
demonstrates superior certified performance compared to the baseline method [2] specifically

designed for recommender systems.

We summarize the main contributions as follows:
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* We address the challenging task of achieving certified robustness against the graph in-
Jjection attack, which is a highly powerful and stealthy form of attack compared to the
graph modification attack. Our primary technical advancement is a novel node-aware

bi-smoothing scheme, which is essential to achieve enhanced certified robustness.

* Our node-aware bi-smoothing scheme is highly versatile. It is model-agnostic and is ap-
plicable to both evasion and poisoning attacks. Furthermore, with minimum modification,
our scheme can also provide certification for recommender systems, where graph injection

attacks are commonly observed.

* In addition, we demonstrate that our node-aware bi-smoothing scheme can be used as a
practical defense strategy. Notably, our defense method achieves comparable empirical
robustness to state-of-the-art robust models under actual graph injection attacks, while

offering theoretical robustness guarantees.

» We conduct extensive experiments to validate the effectiveness of our schemes. The re-
sults show that our schemes can significantly improve the certified robustness against

graph injection attacks compared to strong baseline methods.

Organization. We first state our problem in Section 5.1.1. In Section 5.1.2, we propose our
smoothing scheme and the theoretical guarantees. Then, we illustrate the practical implemen-
tation in Section 5.1.3, and the experimental results in Section 5.1.4. Finally, we discuss the

limitation in Section 5.1.5 and conclude in Section 5.1.6.

5.1.1 Problem Statement

In this section, we present a formal definition of the threat model and outline our defense goal.

5.1.1.1 Threat model

We consider an attacker whose goal is to degrade the performance of the node classification

performance of a classifier. To achieve this, the attacker is allowed to inject p nodes V =
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7*d into the graph. Let € denote the inserted

{01, ,0,} with arbitrary node features XeR
edges from V. To ensure stealthiness of attacks and constrain the attacker’s ability, we assume
that each injected node v can connect at most 7 edges. That is the degree of node v, denoted as

d(v), is less than 7.

The attack causes a perturbation to the original graph G. Specifically, we define the node injec-

tion perturbation set as B, - (G):

B,.(G) = {GWV,E XV =VUV,E =EUE,
X' =XUX,|V|<p,é0) <1,V0 eV} (5.1)

The perturbation set B, (G) means that there are at most p injected nodes, and at most p - 7

perturbed edges. This perturbation set belongs to a /y-norm ball.

Furthermore, the perturbation can occur before or after the model training, which is defined as
evasion attack and poisoning attack. We show that our proposed scheme is applicable for both

the evasion and poisoning attacks.

5.1.1.2 Goal of Provable Defense

Our goal is to build up a smoothed classifier that can provide certified robustness against GIA.
We emphasize that our method is model-agnostic in that it does not require to know model de-
tails. Specifically, we denote the perturbed graph with malicious nodes injected as GG', and its
corresponding adjacency matrix as A’. For any graph classifier f(-), we create its smoothed
classifier g(-). Our goal is to verify whether the classification result for a given node v remains
unchanged: g,(G) = gv(G"), for all adversarial example G’ € B, ,(G) in a predefined pertur-

bation set.

5.1.2 Certified Robustness against GIA

In this section, we first introduce sparsity-aware smoothing [59] that serves as the basis of our

scheme. Then, we propose our node-aware bi-smoothing scheme, and provide the general the-
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oretical condition for provable robustness.

5.1.2.1 Preliminary: Sparsity-aware Smoothing

Our node-aware bi-smoothing scheme is a nontrivial modification from the sparsity-aware smooth-
ing [59]. As mentioned above, sparsity-aware randomized smoothing is capable of providing
lo-ball guarantee for graph modification attack (GMA), in which the perturbation set denoted

as B, ., is at most r, edges can be added and r,; edges be deleted among existing nodes.

Td
Specifically, it first specifies a randomization scheme ¢ that randomly adds or deletes edges:
P(p(A)y; # Aij) = pf_‘ijpsrl_Aij), where p_,p, € [0,1] are the probability of adding edges
or deleting edges (set p. = 0 in our adaptation). Based on the randomization, it constructs a
smoothed classifier g defined in Eq. (2.4). The model verifies whether ¢(G) = ¢(G’) for any
adversarial example G’ € B, ,.,(G) in the given graph modification perturbation set. With this

existing certifying framework proposed for /-ball graph modification attack (GMA), next, we

illustrate how to generalize it to graph injection attack (GIA).

A Direct Adaptation as Baseline We can use this model to certify the node injection pertur-
bation set B, ,(G) defined in (5.1), by pre-injecting p isolated nodes in the clean graph, and
then applying this model to certify if the model can tolerate adding arbitrary p - 7 edges (i.e.,
rq = p7). This is based on the assumption that the isolated/singleton nodes will not impact the
classification results of other nodes. Note that this assumption holds for almost all graph models,
such as all message-passing GNNs [32] and common recommendation models. For the poison-
ing setting, we can merge the training phase and testing phase of the base classifier as a whole
classifier () that takes GG as input for both training and then making predictions. To avoid
the effect from isolated nodes to other nodes, we can let F'(G) bypass all isolated nodes in the
training phase. (For the detailed adaptation with theoretical proof, please refer to Section 5.1.2,
Theorem 5 with p, = 0,p_ = p. > 0.)

Despite the applicable adaptation, we point out that, given a perturbed graph G’ € B, .(G),

P(¢(G)=2)

its likelihood ratio (sample overlap) W

> ( only if all inserted edges are deleted (see
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Appendix A.1), and the probability is (p_)*", which diminishes significantly as the number of
injected nodes and allowable edges grow. To enlarge the probability within the positive likeli-

hood region, we subsequently introduce our node-aware bi-smoothing scheme.

5.1.2.2 Node-aware Bi-Smoothing

The main idea of our certificates against node injection is to design suitable smoothing distri-
butions: (1) deleting edges ¢.(G), and (2) deleting nodes ¢,,(G). Specifically, ¢.(G) randomly
deletes edges in G with probability p., and ¢,,(G) randomly deletes nodes (all its incident edges)
with probability p,,. We combine edge-level and node-level smoothing distributions to form
d(G) = (9(G), ¢ (@), which we termed node-aware bi-smoothing, to generate the random-
ized smoothing samples and then classify all of the graphs to obtain the “majority vote”. We
formally represent our smoothed classifier g as follows:

gv(G) := argmax p, ,(G), (5.2)

ye{l,,C}

Poy(G) = P(fo(0(G)) = ),

where p, ,(G) represents the probability that the base graph classifier f returned the class y
for node v given a randomized graph ¢(G), and smoothed classifier g(-) returns the “majority

votes” of f(-).

We assume that for any graph model, the classification result of a query node v € G’ is the
same as v € ( if the injected nodes are isolated from all existing nodes in the graph GG. Next,
we briefly illustrate how node-aware bi-smoothing can enlarge the probability of isolating all
injected nodes. All the perturbed edges from an injected node are removed if the injected node is
deleted in node deletion. Moreover, since the attacker is restricted to injecting only a few edges
per node, both node deletion and edge deletion contribute to the probability of individually delet-
ing perturbed edges. A perturbed edge can be deleted either through edge deletion or by deleting
the other node that the edge connects to (See Fig. 5.2 for examples, and proof of Theorem 5 for
more details). Since there are p injected nodes, and at 7 injected edges per injected nodes, the

probability of deleting all the perturbed edges is p := (p, + (1 — pn)(Pe + Pn — PepPn)™)” under
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our proposed node-aware bi-smoothing (see Appendix A.1). However, when adapting sparsity-
aware smoothing [59] (p,, = 0), the probability is (p.)””, which is much smaller. Next, we
formulate the certified robustness verification problem and show that such probability is the key

to yielding the robustness guarantee (Theorem 5).

X : edge deletion

7. node deletion

g

.....

Injected nodes @a"_

Ll

Figure 5.2: Illustration of node-aware bi-smoothing.

5.1.2.3 Condition for Certified Robustness under Node-aware Bi-Smoothing

We first formulate the certifying problem as a linear program following the idea of [59, 118]

and then derive the condition for certified robustness.

Problem Formulation. Let us begin with defining the necessary notations. For a given graph
G and Vv € V, we assume that the top-class of smoothed model g, (G) is ya = argmax,cy, py, (G)
and the running-up class is yp = argmax,, . Py (G). Letpa = p,,, (G), and pp = p, 4, (G),
if the node v is correctly classified by g under clean graph with certificate, we must have
pa > pa > Pp = pp, where the p4 is the lower bound of p4, and pp is the upper bound of
pp. The prediction can be further certified under perturbed graph if p/, > p/5, VG’ € B, ., (G),
where p/y := p,,,(G’) and py := p,,, (G’) are the classification probabilities under perturbed

graph.

The p/, and p’; can be obtained based on the fact that the randomized sample ¢(G) and ¢(G")

have a probability of being overlapped, and the likelihood ratio is the same within some regions.
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We can divide sample space into disjoint regions G = UZI Ri, where R; denote the consent
likelihood region that % = ¢; for some constant ¢;. Let r; = P(¢(G) € R;), 1l =
P(¢(G") € R;) denote the probability that the random sample fall in the partitioned region
R;. By the law of total probability, we have p, ,(G) = > .P(f(Z) = y|Z € R)P(¢(G) =
Z € Ri). Let h; := P(f(Z) = ya|lZ € R;) and t; := P(f(Z) = yp|Z € R;), we have,

Py = Poya(G') = W, and ply = pyy, (G') = t1r'. Then, the verification problem can be

defined as a Linear Programming (LP) problem [59]:

nfllitn po=py —py = hlr — T, (5.3)

st. hir= pa, tT'r = pg,

0<h<1,0<t<l,

where the p 4 is the lower bound of p4, and pp is the upper bound of pp; the vectors i € [0, 1]1
and ¢ € [0, 1]! determine the worse-case classifier that assigns class y4 and class yp among the
regions such that the p := p/; — py under perturbed graph is minimized. Hence, the optimal

w* > 0 indicates that the prediction is certified to be consistent for VG’ € B, ,.,(G).

Solution & Condition. The LP problem (5.3) can be solved directly according to sorted con-
stant likelihood ratio regions ([59], Appendix B). The worst-case classifier 4 will assign class
14 in decreasing order of regions by their constant likelihood ratios (¢; > ¢y > - -+ > ¢y) until
P(f,(¢(A)) = ya) = h'r = p4, and t will assign class yp in increasing order of the constant
likelihood regions (c; < -+ < ¢;) until P(f,(¢(A)) = yp) = t'r = pg. Subsequently, lever-
aging this solution, we establish the theoretical condition of the certificate under our node-aware

bi-smoothing scheme:

Theorem 5. Let f : G — {1,--- ,C'}" be any graph classifier, g be its smoothed classifier
defined in (5.2) with ¢(G) = (¢¢(G), dn(G)), v € G be any query node, B, .(G) be the node
injection perturbation set defined in (5.1). Suppose ya,ys € {1,---,C} and pa,pp € [0,1].
Then we have g,(G") = g,(G), VG’ € B, (G), if:

Por :=D(@Pa—ps+1)—1>0, (5.4)
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where p := (pn, + (1 — pp) (De + Prn — Pepn)7)”.

Proof. (Sketch) There are two constant likelihood ratios: ¢; = 1/p when all inserted edges are
removed and ¢, = 0 when they are not. The worst-case classifier with condition P(f,(¢(A)) =
ya) = pa and P(f,(¢(A)) = yp) = pp will assign class y4 in the low likelihood ratio region
in priority in order to make the p/; (classification probability under perturb graph) as small as
possible. On the other hand, it will assign class 33 in the high likelihood ratio region in priority
in order to make the p’; as large as possible. The 1, - is calculated from p’; — p’z under such a

worst-case classifier. Please refer to Appendix A.1 for detailed proof. [

Based on the Theorem. 5, we have the following corollary that further highlights the important

role of the probability p in certifiable condition:

Corollary 1. A4 node is only certifiable with the necessary conditions: p > %

Proof. With the definition of p4 and p, wehave pa—pp < 1. Then, 1, ; = p(pa—pp+1)—1 <
p(1+1)—1<2-p—1. According to Theorem 5, we can certify a node if 11, , > 0. We have
fpr > 0onlyif 2-p— 1> 0, which means p > % 0

With the Theorem. 5, we can now give black-box certified robustness for graph models against
graph injection evasion attacks. Next, we show that this is also applicable to poisoning attacks

with small changes.

5.1.2.4 Improving Certificate against Poisoning Attack

In this subsection, we show that our certifying scheme can also work for the poisoning attack
threat model with minor adaptation. First, the certifying condition defined in Theorem 5 does not
rely on the structure of the target model. That is, the Theorem 5 is suitable for any graph model as
long as the isolated nodes do not impact the model predictions on other nodes. The graph model
training process, however, can be viewed as an end-to-end function that takes in a graph for

training and outputs a model parameter. With a fixed model parameter, it takes the same graph
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as input and outputs the predictions for each node. We can combine these two processes as a
complex function F' : G — {1,--- ,C'}", so that the previous certifying scheme is applicable
to the poisoning threat model. The only difference is that the classifier itself depends on the

data.

To avoid the impact of isolated nodes on the model parameter, we propose two different strate-
gies termed node-aware-include and node-aware-exclude. By excluding isolating nodes from
training while including them in the testing phase, node-aware-include strategy has the same
certifying scheme as an evasion attack, because the data sampling is totally the same as in Theo-
rem 5. Nevertheless, the graph models trained without isolated nodes might have poor general-
ization on isolated nodes in the testing. Furthermore, some graph models, such as graph-based
recommender system models, cannot make predictions for the nodes (i.e., users and items) that
are not involved in the training phase. To deal with these problems, we propose a variant termed
node-aware-exclude that excludes isolated nodes totally from training and testing. However, the
sample space is slightly different from that in the Theorem 5 because the base model does not
vote for the isolated nodes. Next, we formally define the smoothed classier with node-aware-

exclude and provide the corresponding certifying condition.

We let the smoothed classifier g under node-aware-exclude abstain from voting for all isolated
nodes:
9v(G) 1= argmax p, ,(G), (5.5)
ye{l,,C}
Poy(G) = P(F,(0(G)) = y)),
F,(¢(G)) = ABSTAIN, if v € ¢(G) is isolated,

where p, ,(G) represents the probability that the base GNN classifier F' returned the class y for
node v under the smoothing distribution ¢(G). Note that the base classifier F'(¢(G)) here is
first trained on ¢(G) and then makes predictions. To derive the certified condition under such
a smoothed classifier, we add a common assumption on the attacker that the attack edges added
to a node v should not exceed its original degree d(v) (which is widely adopted in almost all

attackers to ensure their stealthiness). The certified condition is given as the following theorem:

98



5.1. Sample-wise Certificate

Theorem 6. Let f : G — {1,--- ,C'}" be any graph classifier, g be its smoothed classifier
defined in (5.5) with ¢(G) = (¢e(G), 9n(G)), v € G be any query node, B, (G) be the node
injection perturbation set defined in (5.1), and the attack edges added to a node v should not
exceed its original degree d(v). Suppose ya,yp € {1,---,C} and pa, b5 € [0,1]. Then we
have g,(G') = gu(G), VG' € B, -(G), if:

fhor i= D(pa — —(1 ~ ro)Ps
’ —  (1—po)

where p := (pn + (1 — pn)(Pe + Pn — PePn)™)?, d(v) denotes the degree of node v, and py :=

+1—pp) — (1—pp) >0, (5.6)

P+ (1 = pn)(Pe + Dn — Pepn)™™) is the probability that the node v is deleted by the smoothing
O(G), Pl = Pn + (1 = pn) (e + Pn — Pepn) >,

Proof. (Sketch) Given a node v, the classifier does not vote for it if the node v is isolated in the
smoothing. We need to calculate the likelihood ratio of regions that intersect with the region
where v is not excluded. For the ¢(G), it has a probability of 1 — pj that the node v is included
in the voting, while for ¢(G’), the probability is upper bound by 1 — p; and lower bound by
1 — po because the attacker inserts new edges to node v, and the number of new edges on a
single node should not exceed the original degree by assumption. The likelihood ratio has two

f’;f,) when all inserted edges are removed and ¢ = 0 when they are
0

possible values: ¢; = =

not. See Appendix A.1 for the complete proof. [

With Theorem. 6, we next illustrate that it can be further extended to provide provable robust

recommendations.

5.1.2.5 Certificate for Recommender System

In particular, a recommender system can be regarded as a K -label classifier that predicts /K
items for each user (node). To generalize our certifying scheme to the recommender system, we
adopt the framework of PORE [2] proposed by Jia et al., which defined the certified robustness

problem as how many malicious users (nodes) can be injected while the recommendation for a
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user u is maintained to a certain extent, i.e., at least r recommended items are overlapped with

ground truth items I,,.

A graph-based recommender system is trained on the user-item interaction graph G. Unlike
PORE, which randomly selects s users from the graph for aggregation (similar to [1]), our ap-
proach involves applying node-aware bi-smoothing to generate random graphs. Specifically,
in our method, ¢,,(G) removes all ratings of a user with probability p,,, while ¢.(G) removes
items with probability p.. Assuming that a base recommender system trained on ¢(G) predicts
K’ items for a user u, we denote these predictions as F,(¢(G)). Our smoothed recommender
system predicts the top- K items based on the item probabilities obtained from the base recom-
mender system. The probabilities, denoted as p,,; = P(i € F,(¢(G))), represent the probability

of item 7 being included in F,(¢(G)). We define the smoothed recommender system as g,,(G):

9u(G) = {ili € top-K (pu..)}, (5.7)
pui i=P(i € Fu(¢(G))),
F.(¢(G)) = ABSTAIN, if u € ¢(Q) is isolated,

where top-K (p,,.) gives the top-K items with the largest recommendation probability p, ;.

According to [2], we can get at least » recommended items that match with ground truth items 7,
if the rth highest item probability among items /,, is higher than the (K — r + 1)th highest item
probability among / \ I, under the poisoned graph, where I is all the items in the training set.

We next provide the condition for |g,(G") N I,| > r,VG' € B, .(G) in the following theorem:

Theorem 7. Let F,,(G) be any base recommender system trained on G and recommend K’
items to the user u, g,(G) be its smoothed recommender defined in (5.7), u € G be any query
user, B, -(G) be the node injection perturbation set defined in (5.1). Then, we have at least r
recommended items after poisoning are overlapped with ground truth items I,,: |g,(G') N 1,| >

rVG' € B,.(G) if
ppr —min(py, + K'(1=p)(1 = po))/c >0, (5.8)

where p = (p, + (1 — pu)p7)?, Do := pn + (1 — pn)(pe)™™ is the probability that the user u

is deleted by the smoothing ¢(G), d(u) is the number of user ratings in training set, p, is the

100



5.1. Sample-wise Certificate

lower bound of the rth largest item probability among {p, ;|i € 1,}, H. denote any subset of
the top-(K — r + 1) largest items among I \ I, with size ¢, Py, := ;. Du,; is the sum of

probability upper bounds for c items in H..

Proof. (sketch) All malicious users are removed in the randomization with probability p :=

(pn + (1 — p,)pI)P. See detailed proof in Appendix A.1. H

5.1.3 Implementation in Practice

With the certifying conditions from Theorem 5, Theorem 6, and Theorem 7, we aim to demon-
strate how to instantiate them to train a defense model and obtain its certified robustness in both

evasion and poisoning settings.

5.1.3.1 Certified Robustness Against Evasion Attack

Following [30, 59], we train a graph model with noise augmentation to enhance the model’s
generalization on smoothed samples. In each epoch of training, we apply ¢(G) to add noise
to the graph (Algorithm 5). After a graph model is trained, we sample N random graphs
G1,Gq,- -+ ,Gy from the smoothing distribution ¢(G) to process Monte Carlo: p, ,(G) ~
SV I(f,(G;) = y))/N. Based on this frequency, we can obtain the top two predictions 14 and
yg. Nevertheless, the prediction might not always be consistent due to the randomness. There
are two levels of randomness we need to deal with: the prediction of y4 and its probability p 4.
To guarantee that the model predicts y 4 with probability at least 1 —«, following [30], we employ
a two-sided hypothesis test on the count of y4 prediction n4 ~ Binomial(na + np, %), where
na =0 1(f,(Gi) = ya) and np := SN 1(f,(Gi) = yg). The model returns ABSTAIN
during certifying if the p-value is greater than «. To bound the probability p4 and pp, similar
to [30, 59], we compute a lower bound of p4 and upper bound of pg based on the Clopper-
Pearson Bernoulli confidence interval with confidence «/C', where C' is the class number of the

classifier. These lead to a lower bound of 1, ;, and it entails a valid certificate simultaneously
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with confidence level probability o. The detailed practical certifying process is further outlined

in Algorithm 6.

Algorithm 5 Training with noise (evasion).

Input: Clean graph GG, smoothing distribution ¢(G) with smoothing parameters p. and p,,
training epoch E.

1: fore=1,--- ,Edo

2: Draw a random graph G, ~ ¢(G).

3: f = train_model(f(G.)) on training nodes.

4. end for

5: return A base classifier f(-).

Algorithm 6 Certified robustness with Monte Carlo sampling (evasion).

Input: Clean graph G, smoothing distribution ¢(G) with smoothing parameters p. and p,,
trained base classifier f(-), sample number N, confidence level «, perturbation budget p
and 7.

1: Draw N random graphs {G;| ~ G; ~ ¢(G)},.

2: counts = |{i: f(G;) =y}|,fory=1,---,C.

3: ya,yp = top two indices in counts.

4: ny,np = counts[yal, counts[yg|.

5: pa,pB = CP_Bernolli(na, np, N, ).

6: if Binomial(n + ng, ) > o then

7 return ABSTAIN

8: if 11, > 0 then

9: return Certified prediction y 4.
10: end if
11: end if

12: return ABSTAIN.
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5.1.3.2 Certified Robustness Against Poisoning Attack

In poisoning attacks, because the perturbation is before the training phase, we take the training
and inference of a model as an end-to-end function F'(-) to substitute the base classifier f(-) in the
evasion attack. That is, for each randomized graph G; ~ ¢(G), we first train a model based on
G; and then make predictions. We further summarize the certifying process in Algorithm 7. Note
that the node-aware-include and node-aware-exclude primarily differ in the calculation of 1, ;.
The former utilizes Eq. (5.4), while the latter employs Eq. (5.6). Regarding the implementation
of the recommender system, it shares a similar training process with node-aware-exclude. The
key distinction is that the prediction is obtained by the classifier defined in (5.7), and 41, - should
be computed with (5.8).

Algorithm 7 Certified robustness with Monte Carlo sampling (poisoning).

Input: Clean graph G, smoothing distribution ¢(G) with smoothing parameters p. and p,,,
sample number N, confidence level a, perturbation budget p and 7.

1: Draw N random graphs {G;| ~ G; ~ ¢(G)},.

2: F(G;) : model trained on GG; and makes predictions.

3: counts = |{i: F(G;) =y}|,fory=1,---,C.

4: ya,yp = top two indices in counts.

5: na,np = counts|yal, counts[yg.

6: pa,pp = CP_Bernolli(na,ng, N, a).

7: if Binomial(na + np, 5) > o then

8: return ABSTAIN

9: if 11, - > 0 then

10: return Certified prediction 4.
11: end if
12: end if

13: return ABSTAIN.
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5.1.3.3 Empirical Robustness

Our proposed node-aware bi-smoothing can not only provide certified robustness but also serve
as a general defense strategy that alleviates the threat of graph injection attack (GIA). We can
follow exactly the same process used to train a smoothed model to achieve empirical robustness
in the presence of a perturbed graph. Importantly, our approach is compatible with a wide range

of base classifiers. This property further offers the practical values of our model.

5.1.4 Evaluation

We conduct extensive experiments on three datasets to evaluate our proposed certifiably robust
framework for node classification and recommender system. We assess the certifiable robust-
ness of the smoothed classifiers against evasion attack and poisoning attack. In summary, our

experiments show the following findings:

* Our proposed node-aware bi-smoothing scheme significantly enhances the certified ac-
curacy and average certifiable radius under various realistic graph injection attack (GIA)

scenarios.

* The variant node-aware-exclude method we propose for poisoning attacks further im-
proves the certification performance in both the node classification task and recommen-

dation task.

* Our node-aware bi-smoothing scheme has shown competitive empirical defense perfor-

mance when compared to existing baselines.

 Ablation studies demonstrate the crucial role of node-aware bi-smoothing and node-aware-

exclude in achieving successful certification against GIA.

104



5.1. Sample-wise Certificate

5.1.4.1 Experiment Setting

In general, we follow the settings in [30, 59]. Next, we will explain the detailed settings, includ-

ing datasets and models, certificate parameters, baselines, and evaluation metrics.

Datasets and Models. We take Graph Convolution Neural Network (GCN) [4], one of the
most representative GNNGs, as the base classifier in node classification on Cora-ML and Citeseer
datasets. For evaluating the recommender system, we take an item-based recommender system
named SAR [170] on MovieLens-100k dataset [171] following [2]. Specifically, the Cora-ML
dataset contains 2, 995 nodes, 8,416 edges, and 7 classes, with an average node degree of 5.68.
The Citeseer dataset contains 3, 327 nodes, 4, 732 edges, and 6 classes, with an average node
degree of 3.48. For each class, we sample 50 nodes as the training set, 50 for the validation
set, and the remaining for the testing set. The MovieLens-100k dataset contains about 100, 000
rating records involving 943 users and 1, 682 items. For each user, we take 85% of its history

ratings as training data and the remaining for testing data.

Certificate Parameters. By default, we set the number of smoothing samplesas N = 100, 000,
for certifying GCN node classification against evasion attack, and N = 1, 000 for poisoning at-
tack. For certifying the recommender system, we set the NV = 100, 000. For all the experiments,
we see the confidence level as & = 0.01. For the node injection perturbation set, we evaluate a

range of node injection numbers p and various edge budgets 7 = 5, 10 (7 = 5 if not mentioned).

Adapted Baselines. Given the absence of previous work on certifying general node classifi-
cation tasks against GIA, we adapt existing certificates designed for other tasks. There are three

certifying schemes adaptable to our task:

* Bagging-cert [1]: As mentioned in Section 5.1, the bagging-cert was originally designed
for certifying inserting or deleting training samples in image classification tasks. To ex-

tend it for node infection perturbation, we can view each node with its incident edges as
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an independent training sample, such that, the problem is the same as image classification.

Note that it can only certify against poisoning attacks.

* Sparsity-aware [59]: Another way is to use sparsity-aware by adding p singleton nodes to
the clean graph, and then certifying how many edge insertions it can withstand. When we
set p,, = 0 in our node-aware bi-smoothing, it becomes sparsity-aware smoothing (our p.

is analogous to p_ in [59]).

* PORE [2]: It extends the bagging-cert [1] to provide a provable recommender system
scheme under node injection attack, and we employ it as our baseline when certifying the

recommender system.

Evaluation Metrics. A common metric to measure the robustness of a model with guarantee
is certified accuracy: it is the ratio of samples that the prediction is both correct and certified
to be consistent under the defined perturbation set. We formally define the certified accuracy
with the given attack budget p and 7 as follows: &(p,7) = 23" 1(9,,(G) = ¢,,(G') =
vi),VG" € B, (G), where y; is the ground truth of node v;. In this chapter, we evaluate the
certified accuracy of the set of testing nodes. However, evaluating the certificate strength is
insufficient due to the inherent trade-off between prediction quality (i.e., clean accuracy) and
certified accuracy. In general, higher smoothing variance improves the certified accuracy, but it
reduces the prediction confidence. For this reason, following [130, 35], we also quantify average
certifiable radius (ACR) with given degree budget 7o: ACR = Z:j p-(&(p,m0)—E&(p+1,70)).

Intuitively, it is the discrete integral (area) under the certified accuracy curve (Fig. 5.3).
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Figure 5.3: Illustration of ACR, where {(p, 79) denotes the certified accuracy under a fixed

degree budget 7.
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When evaluating the robustness of the recommender system, we adopt certified precision and
certified recall following [2]. These metrics measure the certified overlapping of recommended

items and ground truth items:

: - . |1, N gu(G")]
rtified = —_— 59
certified precision G’GIE:E(G) e , (5.9
. , I, N g (G
certified recall = min M, (5.10)
G'€B, - (G) 1,

where K is the number of recommended items, and 7, is the ground truth recommendations.
Similarly, we can calculate ACR by substituting certified accuracy with certified precision or

recall.

5.1.4.2 Certified Robustness for Node Classification

Table 5.1: Certified accuracy comparison under evasion perturbation. For each method, we

report the best results under different smoothing parameters, while the o and NV are the same.

certified accuracy p
ACR
dataset 7 methods 0 3 5 10
sparse-aware [59] 0.809 0.000 0.000 0.000  0.691
5
node-aware 0.735 0.730 0.730 0.729 100.648
Cora-ML
sparse-aware [59] 0.809 0.000 0.000 0.000  0.000
10
node-aware 0.735 0.730 0.729 0.721 51.390
sparse-aware [59] 0.705 0.000 0.000 0.000  0.644
5
node-aware 0.674 0.666 0.666 0.666 31.558
Citeseer
sparse-aware [59] 0.705 0.000 0.000 0.000  0.000
10

node-aware 0.674 0.666 0.666 0.666 16.979

Against Graph Injection Evasion Attack. For evasion attacks, we adapt sparsity smooth-
ing [59] as a baseline for comparison (since bagging-cert [1] is designed for poisoning attacks
only). In Tab. 5.1, we report the certified accuracy under the attack budgets p = 3,5, 10, and

also the clean accuracy (p = 0) of the smoothed classifier. The average certifiable radius (ACR)
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Figure 5.4: Certified accuracy under evasion perturbation with 7 = 5. p: the number of injected
nodes, 7: the edge budget per injected node. The blue dotted line represents the accuracy of

Multilayer Perceptron (MLP).

comparison is also shown in Tab. 5.1. For all the metrics, we report the best result for each
method under various smoothing hyper-parameters. Compared to the baseline, we observe that
our proposed node-aware bi-smoothing leads to overwhelmingly higher certified accuracy un-
der the same budgets. For example, on the Cora-ML dataset, when there are at most 10 injected
nodes with a budget degree of 5, we achieve a certified accuracy of 72.9% while the baseline is

0.0%.

In Fig. 5.4, we report the certified accuracy curve under a range of attack budget p using various

smoothing parameters (p. and p,). We find that sparse-smoothing is not able to certify attack
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budget p > 2 with 7 = 5 (Fig. 5.4a,5.4b), this highlights that the direct adaptation from graph
modification attack (GMA) to graph injection attack (GIA) is not effective although it is possible.

In contrast, our node-aware bi-smoothing has non-trivial ACR under various parameters (p. >

0.7 and p, > 0.7).

Due to the trade-off between certified accuracy and clean accuracy, we also report the clean
accuracy under various smoothing parameters in Fig. A.2a,A.2b. Since the MLP does not rely
on graph structure, node injection attacks under an evasion scenario are ineffective. As a result,
a robust graph classifier is meaningful only if its clean accuracy is higher than the MLP. We only

report the effective results (the parameters with clean accuracy higher than the MLP).

Against Graph Injection Poisoning Attack. Similar to evasion attacks, we also observed
significantly higher certifiable performance under our node-aware bi-smoothing compared to
baselines sparsity-aware [59] and bagging-cert [ 1] (Tab. 5.2 and Fig. 5.5). Notably, our ensemble
smoothed classifier has the potential to increase the clean accuracy, as shown in Fig. A.2¢c, A.2d,
A.2e, A.2f. Without sacrificing clean accuracy, our proposed node-aware-exclude has over 55%
certifiable accuracy on Cora-ML, and 43% certifiable accuracy on Citeseer with 10 allowable
malicious node with arbitrary features, while the two baseline methods are not able to certify
any one of the nodes under the same condition as shown in Tab. 5.2 and Fig. 5.5. Moreover, our
node-aware-exclude has an average certifiable radius (ACR) of 16.66 on Cora-ML and 12.05
on Citeseer, which improved baselines by 760% and 530%, respectively. These experimental

results reveal the effectiveness of our proposed method in poisoning attack scenarios.

5.1.4.3 Certifiably Robust Recommender System

Our proposed node-aware-exclude is also applicable to provide provable recommendations. We
compare our model to the provable recommender system, PORE [2]. Similar to node classifi-
cation, our model is capable of considering the restricted attacker with node degree constraint,
while PORE can only certify malicious nodes with unlimited degree budgets. Tab. 5.3 and

Fig. 5.6 show the certified precision and recall under PORE and our proposed smoothing with
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Table 5.2: Certified accuracy comparison under poisoning perturbation (7 = 5).

certified accuracy p
ACR
dataset  methods 0 3 5 10
sparse-aware[59] 0.832 0.000 0.000 0.000 0.229
bagging[1] 0.744 0.354 0.163 0.000 1.931
Cora-ML

node-aware-include 0.770 0.480 0.428 0.351 8.297
node-aware-exclude 0.819 0.666 0.587 0.554 16.658
sparse-aware[59] 0.740 0.000 0.000 0.000 0.130
bagging|[1] 0.681 0.362 0.146 0.001 1.905

Citeseer
node-aware-include 0.734 0.493 0.443 0.321 8.835
node-aware-exclude 0.717 0.530 0.462 0.428 12.048
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Figure 5.5: Certified accuracy under poisoning perturbation with 7 = 5. s is the bagging size of
the model [1]. The sharp decrease in certified accuracy at the beginning is due to the ABSTAIN

for less confident 4 4.
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Table 5.3: Certified precision and recall comparison on recommender system (7 = 10).

MovieLens-100k p
ACR
metrics methods 0 3 5 10
PORE[2] 0.203 0.056 0.038 0.015 0.427
certified precision
node-aware-exclude 0.209 0.081 0.053 0.018 0.617
PORE|[2] 0.170 0.050 0.037 0.018 0.424

certified recall
node-aware-exclude 0.174 0.074 0.051 0.021 0.601

025 0=0.0LK'=1,N=100000 018 0=0.0LK'=LN=100000 0.25_=10.0=0.01,K"=1N=100000 0.18_=10.0=0.01K'=1,N=100000
0.16 550

5020 —014 -
&

Best ACR: 043 — 9
(80) 012 Best AR 043 e

— 5200

§020 —014
] Best ACR: 0.62 012
8015 3:0.05,09) g

a

Best ACR: 0.6
(9.:0.0,5,:0.9)

8015
a

Bo.0 Bo.10
= =

£ £ g
80,05 30,05 0.04

00 0 00,
0 5 10 15 20 25 30 000 5 10 15 20 25 30 00 5 10 15 20 25 30 0 5 10 15 20 25 30

» 4 4 P

(a) PORE [2] (b) PORE [2] (©) Node-aware- (d) Node-aware-exclude

exclude

Figure 5.6: Certified precision and recall on SAR Recommender system (MovieLens-100K
dataset, 85% training) under poisoning perturbation, where s is the bagging size of the model
PORE [2], K’ is the number of items recommended by the base recommender, and we set K =

10 as the number of items recommended by the smoothed recommender.

degree budget 7 = 10. Notably, our smoothed classifier has observed better performance.

5.1.4.4 Empirical Robustness for Node Classification

In this section, we take a state-of-the-art GIA attacker HAOGIA [3] as an example to study the
empirical robustness of our model. For comparison, we take four widely-used GNN defense
models, GCN [4], ProGNN [26], RobustGCN[27], and GNNGuard [28] as baselines, and eval-
uate their accuracy under attacks with budgets p = {10, 20, 30, 40,50} and 7 = 5. The results

are presented in Tab. 5.4.

Although our model is primarily designed for certified robustness, it achieves a competitive em-
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Table 5.4: Empirical robust accuracy of different defense models under HAOGIA [3] attack. The
baseline models can only provide empirical robustness, while our method offers both empirical
and certified robustness. We show the parameters achieve better certified accuracy (the last 3"

and 4" columns) and better empirical accuracy (the last two columns).

defense models GCN  ProGNN RobustGCN GNNGuard node-aware-includ d e-exclud node-aware-include node-aware-exclude
attack . (Pe : 0.8, pn :0.9) (pe :0.1,pp : 0.9) (pe : 0.1,pp : 0.7) (pe :0.1,pp : 0.7)
dataset P empirical robust accuracy empirical (certified) empirical (certified) empirical (certified) empirical (certified)
clean 0.816 0.832 0.800 0.792 0.571 0.784 0.814 0.807
10 0.815 0.831 0.800 0.788 0.560 (0.311) 0.778 (0.533) 0.814 (0.000) 0.811 (0.000)
CoraML 20 0.815 0.830 0.802 0.790 0.551 (0.194) 0.776 (0.429) 0.814 (0.000) 0.809 (0.000)
30 0.815 0.816 0.791 0.782 0.550 (0.096) 0.775 (0.300) 0.813 (0.000) 0.785 (0.000)
40 0.775  0.791 0.775 0.756 0.546 (0.040) 0.770 (0.125) 0.813 (0.000) 0.801 (0.000)
50 0.764 0.771 0.763 0.745 0.543 (0.008) 0.762 (0.021) 0.808 (0.000) 0.793 (0.000)
P empirical robust accuracy (pe : 0.8, pn, : 0.9) (Pe : 0.1, pp, : 0.9) (pe : 0.6,py, : 0.7) (pe : 0.7,pp : 0.7)
clean 0.700 0.719 0.702 0.668 0.675 0.714 0.736 0.732
10 0.695 0.707 0.688 0.657 0.614 (0.312) 0.700 (0.408) 0.728 (0.000) 0.724 (0.002)
Citeseer 20 0.685 0.681 0.683 0.649 0.611 (0.160) 0.685 (0.315) 0.732 (0.000) 0.714 (0.000)
30 0.647 0.673 0.654 0.623 0.607 (0.085) 0.693 (0.198) 0.730 (0.000) 0.711 (0.000)
40 0.638  0.648 0.638 0.610 0.603 (0.021) 0.681 (0.065) 0.730 (0.000) 0.709 (0.000)
50 0.629 0.611 0.618 0.615 0.600 (0.001) 0.677 (0.007) 0.729 (0.000) 0.706 (0.000)

pirical accuracy. Notably, the node-aware-include variant maintains nearly unchanged empiri-
cal accuracy even as the attack budget increases. In both datasets, we achieve the best empirical
defense when the number of injected nodes p > 40. These results highlight the effectiveness of
our model as an empirical defense framework. Although the node-aware-exclude variant expe-
riences a slight decrease in empirical accuracy compared to include, it achieves the best certified
accuracy. Notably, while our model can provide both empirical and certified robustness, other

common defense baselines can only offer empirical robustness without any guarantee.

5.1.4.5 Ablation Study and Hyper-parameters

To further analyze the important factor of the effectiveness of our proposed certifying scheme,
we study our node-aware bi-smoothing with a single smoothing distribution and compare the

node-aware-include with node-aware-exclude.

Edge Deletion and Node Deletion smoothing. The ablation studied with the smoothing node-
deletion only (p. = 0) and edge-deletion only (p,, = 0) are shown in Fig. 5.4 and 5.5. Note that,
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Figure 5.7: Histograms of p4 under different types of model.

the baseline [59] corresponds to the edge-deletion only (p,, = 0).

In the case of edge-deletion only (p,, = 0), we observe that the certifying performance improves
as p. increases, particularly in the node-aware-include strategy where the base model also votes
for isolated nodes. In node-aware-exclude (Fig. 5.5g,5.5h), we achieve the highest Average Cer-
tifiable Radius (ACR) with small values of p. (0.0 and 0.1). This phenomenon can be attributed
to a high p. resulting in a large number of isolated nodes that the model does not provide votes
for. Consequently, the model has a less confident p4 and a higher ratio of ABSTAIN in our
statistical testing for y4 due to the limited sample size. Nevertheless, this issue can be miti-
gated as N increases (Figure5.9), where p. > 0 consistently achieves better performance. In
the case of node-deletion only (p. = 0), we observe an increasing performance as p,, increases

(Figure5.4c¢,5.4d and Figure5.5e,5.5¢).

These ablation studies clearly demonstrate the importance of both edge-deletion and node-
deletion smoothing techniques, and the latter has a more significant impact, which is further

supported by the observations in Fig. 5.8.

Comparing node-aware-include and node-aware-exclude. When comparing the include
strategy with the exclude strategy in the poisoning attack scenario (Table5.2 and FigureS5.5),
we observe that the exclude strategy enhances the performance in terms of the ACR and certi-
fied accuracy. This improvement is primarily attributed to the higher confidence in p4 achieved

by the exclude strategy (Fig. 5.7).
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Figure 5.8: The impact of smoothing-parameters (p., p,) on i, (include) under sufficiently
large p 4. This figure shows that both node deletion and edge deletion smoothing play an impor-

tant role in the certifying condition fi, » > 0 (red).
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Figure 5.9: Impact of N on certified accuracy under poisoning perturbation with p,, = 0.9,

T =05.

Hyper-parameters Analysis. Fig. 5.8 provides a visualization of the impact of p. and p,
under the same p4 and pp. It is evident that larger values of p. and p, correspond to higher
certifying margins fi, -, highlighting the crucial role played by both edge-deletion and node-

deletion smoothing techniques.

Additionally, we evaluate the effect of varying numbers of Monte-Carlo samples N in Fig. 5.9.
Notably, as the value of IV increases, the abstain rate decreases significantly, leading to improved

certified accuracy and ACR.
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5.1.5 Limitations and Future Work

This chapter focuses on a provable robust framework against graph injection attacks based on
randomized smoothing. Nevertheless, the drawback of randomized smoothing is the computa-
tion overload. Future work might consider extending de-randomized smoothing [172, 173, 123]
to our framework to tackle the challenge of high running time. To further improve certifiable
performance of randomized smoothing, there are two common strategies: improving the training
process [174, 175, 176, 177] and applying collective certification [178, 130]. The former aims
to increase the intrinsic robustness of the model, while the latter further constrains the attacker

to be more realistic in that it can only forge one attack sample to achieve its overall goal.

5.1.6 Conclusion

This chapter investigates the task of certifying graph-based classifiers against graph injection
attacks (GIA). We propose a novel node-aware bi-smoothing scheme that provides certificates
specifically designed to defend against GIAs under both evasion and poisoning threat models.
Additionally, we propose a variant called node-aware-exclude to further enhance the certi-
fied performance against poisoning attacks. We evaluate the certified robustness of our model
against GIAs on the GCN node classifier and SAR recommender system. While there is no pre-
vious work specifically addressing certifying general node classification against GIA, we gen-
eralize two certified robust models originally designed for other tasks and compare our model
with them. Through extensive experiments on three datasets, we provide comprehensive bench-
marks of our certified models against GIA. Furthermore, we evaluate the effectiveness of our
model as an empirical defense method against a real GIA and compare it with four common
defense models. Through extensive experiments, we demonstrate that our proposed framework
not only provides significant certified robustness but also achieves competitive empirical robust-
ness. These results demonstrate the effectiveness of our proposed model in defending against

GIAs and highlight its importance in ensuring the security of graph node classification tasks.
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5.2 Collective Certificate

Sample-wise v.s. Collective certification. The certification against attacks over graphs can be
categorized into two types: sample-wise and collective certificates. Sample-wise certification
approaches [30, 59, 131] essentially verify the prediction for anode one by one, assuming that the
attacker can craft a different perturbed graph each time to attack a single node (Fig. 5.10, top).
However, in reality, the attacker can only produce a single perturbed graph to simultaneously
disrupt all predictions for a set of target nodes T (Fig. 5.10, bottom). Such a discrepancy makes
sample-wise certificates rather pessimistic. In contrast, more recent works [130, 35] aim to
certify the set of nodes at once, providing collective certification that can significantly improve

the certifying performance.

In the domain of certifying GNNSs, the majority of research works [59, 34, 33, 121, 32] focus on
sample-wise certification against GMA. The only collective certification scheme against GMA
proposed by [130], however, is not applicable to GIA. This is because the certification scheme
assumes a fixed receptive field of GNNs, while GIA, which involves adding edges after inject-
ing nodes, inevitably expands the receptive field. Although there are emerging works [131, 2]

specifically designed to tackle GIA, they only offer sample-wise certificates, resulting in limited
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certified performance.
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Figure 5.10: Illustration of collective certification.
We are therefore motivated to derive the first collective certified robustness scheme for GNNs
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against GIA. To achieve collective robustness, we leverage the inherent locality property of
GNNs, where the prediction of a node in a k-layer message-passing GNN is influenced solely
by its k-hop neighbors. This ensures that injected edges by the attacker only impact a subset
of the nodes. We address the collective certification problem by transforming it into a budget
allocation problem, considering the attacker’s objective of modifying the predictions of as many
nodes as possible with a limited number of malicious nodes and maximum edges per node. By
overestimating the number of modified nodes, we can certify the consistent classification of the

remaining nodes.

However, the above problem yields a binary integer polynomial-constrained program, which is
known to be NP-hard. We then propose a customized linearization technique to relax the origi-
nal problem to a Linear Programming (LP), which can be solved efficiently. The LP relaxation
provides a lower bound on the achievable certified ratio, ensuring the soundness of the veri-
fication process. We conduct comprehensive experiments to demonstrate the effectiveness as
well as the computational efficiency of our collective certification scheme. For example, when
the injected node number is 5% of the graph size, our collective robustness models increase the
certified ratio from 0.0% to over 80.0% in both Cora-ML and Citeseer datasets, and it only takes

about 1 minutes to solve the collective certifying problem.

Overall, we propose the first collective certificate for GNNs against graph injection attacks.
In particular, it is computationally efficient and can significantly improve the certified ratio.
Moreover, this certification scheme is a/most model-agnostic as it is applicable for any message-

passing GNNss.

5.2.1 Problem Statements

5.2.1.1 Threat Model: Graph Injection Attack

We focus on providing robustness certificates against graph injection attacks (GIAs) under the
evasion threat model, where the attack perturbation occurs after the model training. The adver-

saries aim to disrupt the node classifications of a set of target nodes, denoted by T, as many as
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possible. To this end, it can inject p additional nodes V = {oy, - - ,Up} into the graph. These
injected nodes possess arbitrary node features represented by the matrix X € R?*?. Addition-
ally, € represents the set of edges introduced by the injected nodes. To limit the power of the
adversaries and avoid being detected by the defender, we assume that each injected node v is
only capable of injecting a maximum of 7 edges. Thus, the degree of each injected node ()
is no more than 7. Let us represent the perturbed graph as GG’, with its corresponding adjacency
matrix denoted as A’. We formally define the potential GIA as a perturbations set associated

with a given graph G = (V, &, X):

B,.(G):={G'(V,E, XV =VUV,E =EUE,

X' =XUX,|V|<p,60) <7,V €V} (5.11)

Given the absence of a collective certificate to address these types of perturbations, our first

contribution is to define the problem of collective robustness.

5.2.1.2 Problem of Collective Certified Robustness

Following [32], we employ randomized smoothing to serve as the foundation of our certifica-
tion. Intuitively, by adding random noise to the graph, the message from the injected node to a
target node has some probability of being intercepted in the randomization, such that the GNN
models will not aggregate the inserted node’s feature for prediction. We adopt node-aware bi-
smoothing [131], which was proposed to certify against the GIA perturbation, as our smoothed
classifier. Given a graph G, random graphs are created by a randomization scheme denoted
as O(G) = (0(G), d,(G)). Tt consists of two components: edge deletion smoothing ¢.(G)
and node deletion smoothing ¢,,(G). Specifically, the former randomly deletes each edge with
probability p., and the latter randomly deletes each node (together with its incident edges) with
probability p,,. Based on these random graphs, a smoothed classifier g(-) is constructed as fol-
lows:

gv(G) == argmax p, ,(G), (5.12)

ye{l, K}
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where p, ,(G) = P(f,(¢(G)) = y) represents the probability that the base GNN classifier
f returned the class y for node v under the smoothing distribution ¢(G), and ¢g(-) returns the

“majority votes” of the base classifier f(-).

Given a specific attack budget p and 7, our objective is to provide certification for the number
of target nodes in T that are guaranteed to maintain consistent robustness against any potential
attack. We assume that the attacker’s objective is to maximize the disruption of predictions
for the target nodes, >, .+ I{9,(G") # g.,(G)}, through the allocation of inserting edges. By
modeling a worst-case attacker that leads to a maximum number of non-robust nodes, we can
certify that the remaining number of nodes is robust. Such that the collective certification can

be formulated as an optimization problem as follows:

min_ |T] =) H{g.(G") # 9.(G)}, (5.13)

G'eB, - (G
p.r(G) veT

st. |V <p, 6(0) <7, VoeV.

Typically, when setting the T as a single node, the problem degrades to a sample-wise certificate.

5.2.2 Collective Certified Robustness

In this section, we derive the collective certificate for the smoothed classifier with any message-
passing GNNs as the base classifier. To ensure the clarity of the presentation, we begin by

providing an overview of our approach.

5.2.2.1 Overview

The derivation of the robustness certificate relies on a worst-case assumption: in the message-
passing process, if a node receives even a single message from any injected node, its prediction
will be altered. It is important to note that this assumption exaggerates the impact of the attack,
thereby validating the guarantee of the defense. Accordingly, we define message interference
for a node v as the event F, that the node v receives at least one message from injected nodes

in message passing.
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The achievement of collective certification then constitutes the following crucial steps. First, we
derive an upper bound on the probability of the message interference event, denoted as p(FE,)
(Section. 5.2.2.2). Second, we establish the relation between the probability p(F,) and the pre-
diction probability p, ,(G), which allows us to bound the change of p, ,(G) under the pertur-
bation range B, ;(G) (Section. 5.2.2.2). Third, we derive the certifying condition for smoothed
classifier g based on the results from the previous sections (Section. 5.2.2.2). Finally, we formu-

late the collective certified robustness problem as an optimization problem (Section. 5.2.2.3).

5.2.2.2 Condition for Certified Robustness

Message interference event. We begin by introducing some necessary notations. We use P¥
to represent all the existing paths from an injected node & € V to a testing node v, where the
length or distance of these paths is smaller than k. Each path ¢ in PZ consists of a series of
linked edges. To simplify notation, we define ¢.(A) as an equivalent representation of ¢.(G),
where ¢.(A);; = 0 if the edge (7, j) does not exist after the sampling, and ¢.(A);; = 1 if the
edge (7, j) remains. Similarly, we represent ¢,,(G) as ¢,,(A);, where ¢,,(A); = 0 indicates the
deletion of node 7, and ¢,,(A); = 1 denotes that the node remains unchanged. Then, we formally

define the event E,, as:

FeV:(3ge Pt (Vn; € q: dp(A)n, =1) (5.14)
A(Y(i,7) € q: de(A)yy =1)).
That is at least one path from a malicious node v to the testing node v is effective (all edges and

nodes are kept in the smoothing). Below, our goal is to quantify the probability of £, so that we

can provide an estimation of the potential impact of injected nodes on the prediction probability.

However, directly estimating the event probability p( £, ) is difficult because we need to find out

all the possible paths P¥ for each node. Similar to [32], we have an upper bound for p(E,) <

p(F,) by assuming the independence among the paths:

Lemma 8. Let A be the adjacency matrix of the perturbed graph with p injected nodes, and the

injected nodes are in the last p rows and columns. With smoothing p, > 0 and p. > 0, we have
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the upper bound of p(E,):

p(Ey) < p(E,) (5.15)

||An:(n+p),v“1 ||A$L:(n+p),v||1 HAI:L:('rH»p),'qu
=1-p ) T )

where p; = 1 — (pepn)’, Vi € {1,2,--- .k}, and adjacency matrix A contains the injected

nodes encoded in the (n + 1) to (n + p) row, and || - ||1 is [, norm.

Proof. (Sketch) Let p(E?) denote the probability that all paths are intercepted from an injected
node ¥ to node v in the case that of considering each path independently. We have p(E?) =
[Tep: (1 — (Pepn)'®), where p, := 1 — pe, P := 1 — p, and |q| € {1,--- ,k} represent the

length of the path ¢ € P¥ from o to v. Furthermore, ||A® ,||1 quantifies the number of

(n+p),
paths with a length of £ originating from any malicious node and reaching node v. Finally, by
considering multiple injected nodes, we have p(E,) = 1 — [[,.; p(EL). See Appendix B.1 for

complete proof. ]

Bounding the change of prediction. Next, we first provide Lemma 9 to demonstrate that the
occurrence of the complement event of E,, denoted as £,, is the condition for the consistent
prediction of base classifier f. Then, we prove that the change of prediction probability for the

smoothed classifier g is bounded by p(F,):

Lemma 9. Given a testing node v € G, perturbation range B, .(G), p, > 0 and p. > 0, we
have f,(6(Q)) = f,(¢(G")), VG’ € B, (G) if event E, occurs:

VoeV:(Vge P (3ni€q: dpn(A),, =0) (5.16)

V(3(i, ) € q: de(A")ij = 0)).

Proof. For each path ¢ € P the message from the injected node © to the target node v is
intercepted if at least one of the edges or nodes along the path is deleted. Consequently, if all
the paths are intercepted as a result of the smoothing randomization ¢(G’), the prediction for

the target node v remains unchanged. U
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Now, we can establish a bound on the change in prediction probability of the smoothed classifier

g, which serves as a crucial step for deriving the certifying condition.

Theorem 10. Given a base GNN classifier f trained on a graph G and its smoothed classifier
g defined in (5.2), a testing node v € G and a perturbation range B, .(G), let E,, be the event
defined in Eq. (5.14). The absolute change in predicted probability |p, ,(G) — p.,(G")| for
all perturbed graphs G' € B, .(G) is bounded by the probability of the event E,: |p,,(G) —

Poy(G)| < p(Ey).

Proof. (Sketch) pyy(G) —puy(G') < P(fo(¢(G)) =y NEy) = p(Ey)-P(fo(9(G)) = y|Ey) <
p(FE,). See Appendix B.1 for complete proof. O

Certifying Condition. With the upper bound of the probability change p, ,(G) provided in
Theorem 10 and upper bound of p(F,) provided in Lemma 8, we can derive the certifying

condition for smoothed classifier g under a given perturbation range:

Corollary 2. Given a base GNN classifier f trained on a graph G and its smoothed classifier g,
a testing node v € G and a perturbation range B, .(G), let E,, be the event defined in Eq. (5.14).
We have ¢,(G') = g,(G) for all perturbed graphs G' € B, .(G) if:

P(Ey) < [poy(G) — mazyzypoy(G)]/2, (5.17)

where y* € ) is the predicted class of g,(G).

Proof. With Theorem 10, we have ¢,(G’) = g,(G) if p, «(G) — p(E,) > max,zp,,(G) +

p(E,), which is equivalent to p(E,) < [py+(G) — maxyzyDo(G)] /2. O

Nevertheless, quantifying p(E,) is still challenging due to the unknown paths P% or the per-
turbed adjacency matrix. To tackle the challenge, we introduce the following collective certi-
fying framework that models the problem of certifying node injection perturbation as an opti-
mization problem. More importantly, we can certify a set of nodes at the same time to enhance

the certifying performance.
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5.2.2.3 Collective Certification as Optimization

With Corollary 2, we know that node v is not certifiably robust if

P(Ev) 2 [poy-(G) = mawyzypoy(G)]/2.

Under a limited attack budget, the worst-case attacker can lead to a maximum number of non-

robust nodes among target nodes in T, which can be formulated as follows:

max M = I{p(E,) > c,/2}, (5.18)

G'eBpr veT
st. V| <p, 6(0) <1, VoEVD,

where ¢, := py - (G) — max .-y, (G), is the classification gap of smoothed classifier. To ob-
tain the certifiably robust node number among all testing nodes, the optimal objective value M*
of (5.18) can serve as an upper bound for non-robust nodes, and hence the remaining |T| — M*
nodes are certified robust. Plugging in m with (5.15), and taking the logarithm of the m,
we transformed the problem (5.18) to a binary integer polynomial-constrained programming

(We put the problem and formulation details in Appendix B.2).

Typically, for two-layer GNNs (k = 2), we formulate the problem into a binary integer quadratic
constrained linear programming problem (BQCLP). Let A, be the original adjacency matrix
of the existing n nodes in the graph GG, and A; denote the adjacency matrix from injected p
malicious nodes to the existing nodes, and A, be the adjacency matrix representing the internal
connection between the malicious nodes. Then the problem (B.3) becomes the BQCLP problem

as follows (See Appendix B.2 for detailed formulation):

max M =t'm, (5.19)
Al,Ag,m

st A1, 4+ pa(A1Ag + A2A;) "1, < Com,
A, + Axl, <7, A) = Ay,
Ay € {0,1}P7",
Ay € {0,1}P%7,

m € {0,1}",
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where t is a constant zero-one vector that encodes the position of the target node set T, m is a
vector that indicates whether the nodes are non-robust, p; = log(p;) and p, = log(p2) are two
negative constants, C € R™ is a vector with negative constant elements log(1 — %), 1,, denotes
all-ones vector with length n, T represents matrix transposition, and o denotes element-wise

multiplication.

5.2.3 Effective Optimization Methods

The BQCLP problem (5.19) is non-convex and known to be NP-hard. In this section, we in-
troduce two effective methods to relax problem (5.19) to a Linear Programming (LP) to solve
it efficiently. The first method (termed Collective-LP1) relies on standard techniques to avoid
quadratic terms; the second method (termed Collective-LP2) employs a novel customized re-

formulation that can significantly improve the solution quality and computational efficiency.

5.2.3.1 Standard Linear Relaxation (Collective-LP1)

To solve problem (5.19) efficiently, one common solution is to replace the quadratic terms in
the constraint with linear terms by introducing extra slack variables. We adopt the standard
technique [179] to address the quadratic terms in Ay A;. Specifically, let Ay (;;) denotes the
element of " row and j* column in matrix A, and A;(;,) denotes the element in matrix A;.
For each quadratic term Ay Aq(jvy (Vi € {1,---,p},Vj € {1,--- ,p},Vv € {1,--- ,n})in
Ay Ay, we can equivalently reformulate ;) := Asagij)Ai(jy) With corresponding constraints:

Qu(ij) € B, Quiijy < Aziijy, Quiij) < Aigjey» and Aggijy + Aoy — Quiiy) < 1. We further relax
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all the binary constraints to the box constraints [0, 1], leading to an LP as follows:

max M =t"m, (5.20)

Aq,Ag,m,
Q1,Q2,,Qn

st. ;A 1, + Ay Al 1, + p,0 < Com,
Al + Asl, <71, A) = Ay,
Q, = (Qv(ij))pxpa ve{l,2,---,n},
O=[1Q11,,1)Qu1,, -+, 1]Q,1,]",
Qu < 1L[Ain] ", Qu < Ay, Q, € 10,1)77,
lp[Al(;,v)]T +A—Q, <1,

Ay €[0,1]", Ay € (0,177, m € [0,1]".

The more detailed formulation of problem (5.20) is supplied in Appendix B.2. This transforma-

tion makes our collective robustness problem solvable in polynomial time.

Validity of relaxation for certification. It is important to note that the relaxed LP problem
always has a larger feasible region than the original BQCLP problem. As a result, the optimal
M* (i.e., the maximum number of non-robust nodes) of the relaxed problem is always greater
than the original problem. That is, the number of robust nodes (|T| — M*) certified by the
relaxed problem is always smaller or equal to that obtained from the original problem, such that

the relaxation always yields sound verification.

Nevertheless, this technique results in introducing O(p?|T|) (extra) variables among the matrix
O. To improve efficiency, we next design a more efficient reformulation that only requires

O(p|T|) extra variables.

5.2.3.2 Customized Linear Relaxation (Collective-LP2)

To reduce the number of the extra variables, we notice that there is a vector in the quadratic
term A AJ 1,, and we can first combine the A] 1, to reduce the dimension. We define a vector

variable z := A; 1, to replace the term A; 1, in the problem (5.19). Then we can reformulate it
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Chapter 5. Certified Robustness against Graph Injection Attacks

as:

max M =t m, (5.21)

Al,z,m
st. 1A 1, +paAg Al 1, + Az < Com,
Alln +z S T, Al € {0, 1}p><n’

zc{0,1,--- ,min(p,7)}***, m € {0,1}".

To linearize the problem, we need to deal with the quadratic term A/ z. If a binary variable
x € B, and a continuous variable z € [0, u], then w := zz is equivalent to [179]: w < uz,w <
zyur + z — w < u,0 < w. To apply it, we first relax the z to [0, min(r, p)]. Assuming that

7 < p, for each quadratic term A,y 2; (Vi € {1,--- ,n},Vj € {1,---, p}) in A[z, we create a

i)
T
1(i5)°

Quj < zj, and TAlT(Z-j) + 2z; — Qujy < 7. We further relax all the binary constraints to [0, 1]

substitution variable ) (;;) = AlT(ij)zj with corresponding constraints: 0 < Q) ;5y, Qijy < 7A

interval constraints. Then the problem (5.19) can be relaxed to an LP as follows:

max M =t'm, (5.22)
Ap,m,
QERNXP

st. prA] 1, + Ay Al 1, + pQ1, < Com,
A1, +z <71, A €0,1)*",
Q<AL Q<12
TAlT +1,z" — Q <,
Qe [0, 7",z [0,7]”", m € [0,1]".
We put the detailed formulation in Appendix B.2. Next, we analyze the complexity of prob-

lem (5.20) and (5.22).

5.2.3.3 Comparison of Computational Complexity

For problem (5.20), in the first constraints, the rows corresponding to the nodes that do not
belong to the target node set T will not affect the objective M. Although we define n matrix @),

for the sake of convenience, only |T| of them are actually effective. For the node with ¢; = 0,
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the value m; will not affect the objective M, such that we can always set m; = 0, and the first
constraint always holds. Hence, there are O(3p?|T| + p? + p + |T|) effective linear constraints,

and O(p?|T| + p* + pn + |T|) effective variables.

For problem (5.22), similar to (5.20), only |T| rows of () are actually effective. There are
O@3p|T| 4+ p + |T|) effective linear constraints, and O(pn + p|T| + |T|) effective variables.
Our well-designed formulation makes the collective problem scalable regarding the number of
injected nodes p or the target node number |T|. In the next section, we show that this improved

LP formulation is both more efficient and effective by experimental evaluation.

5.2.4 [Experimental Evaluation

In this section, we conduct a comprehensive evaluation of our proposed collective certificate.
Given the absence of other collective baselines for graph injection attacks (GIA), we compare
our collective certification Collective-LP1 and Collective-LP2, with the existing Sample-wise
approach [131]. We present a detailed analysis of the experimental results, highlighting the

strengths and advantages of our collective certification methods.

5.2.4.1 Experimental Setup

Datasets and Base Model. We follow the literature [130, 131] on certified robustness and
evaluate our methods on two graph datasets: Cora-ML [180] and Citeseer [181]. The Cora-ML
dataset contains 2, 810 nodes, 7,981 edges, 7 classes, and the Citeseer contains 2, 110 nodes,
3,668 edges, 6 classes. We employ two representative message-passing GNNs, Graph Con-
volution Network (GCN) [4] and Graph Attention Network (GAT) [182], with a hidden layer
size of 64 as our base classifiers. We use 50 nodes per class for training and validation respec-
tively, while the remaining as testing nodes. We also train the base model with random noise

augmentation following [131].
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Chapter 5. Certified Robustness against Graph Injection Attacks

Threat Models and Certificate. We set the degree constraint per injected node as the average
degree of existing nodes, which are 6 = [5.68] and 4 = [3.48] respectively on Cora-ML
and Citeseer datasets. We evaluate our proposed collective certificate with various amounts of
injected nodes p € {20, 50, 80, 100, 120, 140, 160}. Grid search is employed to find the suitable
smoothing parameters p. and p,, from 0.5 to 0.9, respectively. We exclude those parameters
that lead to poor accuracy that are worse than the Multilayer Perceptron (MLP) model which
does not depend on graph structure. Following [59, 131], we employ Monte Carlo to estimate
the smoothed classifier with a sample size of N = 100,000. We apply the Clopper-Pearson
confidence interval with Bonferroni correction to obtain the lower bound of p4 and upper bound
of pp. We set the confidence level as « = 0.01. Due to the overwhelming computation cost
of the original collective certifying problem known as NP-hard, we solve our proposed relaxed
LP problems by default. All our collective certifying problem is solved using MOSEK [183]
through the CVXPY [184] interface.

Evaluation Metrics. Among the testing nodes that are correctly classified, we randomly select
100 nodes as the target node set T. We report the certified ratio on the target nodes set, which is
the ratio of nodes that are certifiably robust under a given threat model. We repeat 5 times with
different random selections and report the average results. Additionally, we evaluate the global

attack scenario in which the T is all the nodes in the graph in Appendix B.4.4.

5.2.4.2 Effectiveness of Collective Certified Robustness

In this section, we aim to verify the effectiveness of our proposed collective approach in en-

hancing the certified robustness performance.

Comparing Collective with Sample-wise. In Fig. 5.11 and Tab. 5.5, we exhibit the certified
ratio of the three certificates regarding various numbers of injected nodes p. With the same
smoothing parameter, both proposed collective certificates achieve a higher certifiable radius,

outperforming the sample-wise approach significantly when the p is large. For example, in the
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Figure 5.11: Comparison of certified performance (More results with other parameters are

shown in Appendix B.4).

Citeseer dataset, when p = 140, our Collective-LP1 and Collective-LP2 have the certified ratios
of 73.0%, and 81.2%, while sample-wise can certify 0.0% nodes. Moreover, the improvement of

our collective certificate is even more significant in the global attack setting (Appendix B.4.4).

When the p is small, the LP collective robustness does not outperform the sample-wise robust-
ness. This can be attributed to the integrality gap of the relaxation technique utilized in the
LP formulation, which we further illustrated in Section. 5.2.4.3. Interestingly, this difference
becomes negligible in the case of a global attack, as shown in Appendix B.4.4. Nevertheless,
in practical scenarios, we can easily combine the sample-wise and collective certificates with
minimal effort to achieve stronger certified performance in both small and large attack budgets.
Since the sample-wise and collective models share the same smoothed model, we only need to
estimate the smoothing prediction once to avoid extra computation. By integrating both cer-
tificates, we can leverage their respective strengths and enhance the overall robustness of the

system.

A superior certifying scheme should not only possess a higher certified ratio but also a higher
clean accuracy that represents the initial performance of the model. We also evaluate the trade-
off between the certified ratio and the clean accuracy of the smoothed model in Fig. 5.12. As
we employ the same smoothed model, both the collective scheme and the sample-wise scheme
exhibit the same clean accuracy when they share identical smoothing parameters, while our
collective approach consistently achieves a higher certified ratio, particularly when p exceeds the

certifiable radius of the sample-wise approach. Finally, these results highlight the advantageous
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Table 5.5: Comparison of certified ratio between sample-wise and collective certifying schemes

under various parameters.

Cora-ML (7 = 6) P
parameters
methods 20 50 100 120 140
@e'pn)

Sample-wise 1.000 0.000 0.000 0.000 0.000
0.7-0.9 Collective-LP1  0.920 0.768 0.452 0.316 0.178
Collective-LP2  0.926 0.836 0.686 0.624 0.564
Sample-wise 1.000 0.000 0.000 0.000 0.000
0.9-0.8 Collective-LP1 0950 0.878 0.730 0.666 0.600
Collective-LP2  0.950 0.894 0.800 0.760 0.726
Sample-wise 1.000 1.000 1.000 0.000 0.000
0.9-0.9 Collective-LP1 0978 0.948 0.900 0.880 0.862
Collective-LP2  0.978 0.948 0.900 0.880 0.862

Citeseer (T = 4) 20 50 100 120 140
Sample-wise 1.000 0.990 0.000 0.000 0.000
0.7-0.9 Collective-LP1  0.950 0.846 0.640 0.546 0.452
Collective-LP2  0.950 0.892 0.796 0.756 0.718
Sample-wise 0.000 0.000 0.000 0.000 0.000
0.8-0.7 Collective-LP1  0.856 0.504 0.000 0.000 0.000
Collective-LP2  0.894 0.756 0.534 0.446 0.360
Sample-wise 1.000 0.000 0.000 0.000 0.000
0.9-0.8 Collective-LP1  0.970 0.920 0.820 0.775 0.730
Collective-LP2  0.970 0.930 0.862 0.840 0.812

trade-off achieved by our proposed collective approach in both smaller p and larger p.

Comparing two Collective Certificates. In comparing our two LP-based collective certifi-
cates, it is evident that our customized relaxation (Collective-LP2) consistently achieves higher
or equivalent certified ratios compared to the standard technique (Collective-LP1). For instance,
in the Cora-ML dataset, when p. = 0.7, p,, = 0.9, and p = 140, Collective-LP2 improves the

certified ratio by 216% compared to Collective-LP1 (Tab. 5.5). Furthermore, with the same clean
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Figure 5.12: Trade-off between clean accuracy and certified ratio (More results with other p are

shown in Appendix B.4).

accuracy, Collective-LP2 is always superior to Collective-LP1 in certified ratios (Fig. 5.12).
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Figure 5.13: Runtime comparison of LP collective models.

In Fig. 5.13, we present a comparison of the runtime between our two LP-based collective

certificates. It is evident that Collective-LP2 exhibits a significantly lower runtime compared

to Collective-LP1, particularly as p increases. Remarkably, even for a larger value of p like

p = 140, our Collective-LP2 can be solved in approximately 1 minute. This indicates the prac-

ticality and efficiency of our proposed method, making it feasible for real-world scenarios with

larger attack budgets.
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laxed LP problem.

5.2.4.3 Effectiveness of Linear Relaxation

In this section, we investigate the impact of our LP relaxation technique on the certified per-
formance of our collective certification method. Specifically, we compare the certified ratios
obtained from both the original integer problem (BQCLP) and the LP problem (Collective-LP2).
Fig. 5.14 provides a graphical representation of these results. Due to the computational overhead
associated with solving the integer problem, we limit our analysis to a smaller attack budget,
p < 12. We observe that the certified ratio of the integer problem remains relatively stable as p
increases. However, the certified ratio of Collective-LP2 undergoes a decline of approximately
5%. This decrease in certified performance is attributed to the sacrifice made in the relaxation
process of the LP formulation. It also partially explains why our approach may exhibit a weaker

certified ratio compared to the sample-wise approach when p is small.

5.2.5 Limitations and Future Works

Our collective certificate is obtained through the solution of a relaxed Linear Programming (LP)
problem, which effectively reduces the computational complexity to linear time. However, this
relaxation does come at a cost, as it introduces an integrality gap that compromises the certified
performance. Consequently, in situations where the attack budget p is small and the sample-wise

certificate proves effective, the collective certificate may not yield superior results.

Nevertheless, in practical scenarios, we can easily combine the sample-wise and collective cer-
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tificates with minimal effort to achieve stronger certified performance across a range of attack
budgets, whether small or large. It is worth noting that since both the sample-wise and collec-
tive models share the same smoothed model, we only need to estimate the smoothing prediction
once, avoiding computational overhead. By integrating both certificates, we can leverage their

respective strengths and enhance the overall robustness of the system.

In future research, we plan to explore the development of tighter relaxations, such as semi-
definite programming (SDP), to better handle the quadratic constraints. This could potentially
yield improved certified performance and further enhance the robustness of our approach. Fur-
thermore, we plan to extend the relaxation technique to accommodate polynomial constraints for
deeper Graph Neural Networks (GNNs) where £ > 2. This extension will allow us to address
more complex scenarios and further strengthen the applicability of our approach in real-world

settings.

5.2.6 Conclusion

In this chapter, we present the first collective robustness certificate specifically designed for
defending against graph injection attacks (GIAs), which encompass edge addition perturbations
known to be more challenging to certify than edge deletions. Our collective certificate improves
the certified performance by assuming that the attacker’s objective is to disrupt the predictions of
as many target nodes as possible, using a shared single graph instead of different graphs for each
node. We model the collective certifying problem by upper-bounding the number of non-robust
nodes under a worst-case attacker, such that the remaining nodes are guaranteed to be robust.
However, it yields a binary quadratic constrained programming that is NP-hard. To address
this, we propose novel relaxations to formulate the problem into linear programming that can
be efficiently solved. Extensive experimental results demonstrate that our proposed collective
certificate achieves significantly higher certified ratios and larger certifiable radii compared to

existing approaches.
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Conclusion

This thesis delves into the vulnerability and robustness of graph machine-learning models, a
crucial aspect of artificial intelligence (Al) security and trustworthiness. Our work focuses on

three key areas: adversarial attacks, empirical defenses, and certifiable defenses.

Firstly, we conducted an in-depth exploration of adversarial attacks to assess the vulnerabil-
ity of current models. Specifically, we investigated Random-Walk-based Anomaly Detection
(RWAD), a widely used anomaly detection tool. We provided a theoretical understanding of
these attacks, including proof of NP-hardness. We introduced adversarial poisoning attacks on
RWAD named coupled-space attacks, considering the construction of a graph on top of the
feature space. By proposing graph-space attacks and leveraging them to guide feature-space at-
tacks, we bridged the gap between these two attack types. Our experiments on multiple datasets,
including both directly and indirectly accessible graphs, demonstrated the effectiveness of our
proposed graph-space attack in guiding node selection and optimizing attack loss for feature-
space attacks. This study provides a foundation for the vulnerability study of a feature-derived

graph-based model.

Secondly, we uncovered vulnerabilities in a state-of-the-art robust recommender system (RS),
named GraphRfi, by developing an effective attack approach called MetaC attack. We en-

hanced the detection component of the system, enabling dynamic adjustment of the importance
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of newly injected fake users, resulting in a robust recommender system termed PDR system.
Additionally, we demonstrated that our attack and defense methods can be applied to matrix
factorization-based recommender systems as well. This research showcased the effectiveness

of integrating anomaly detection into learning systems to enhance their empirical robustness.

Thirdly, we investigated the certified robustness of graph-based classifiers against graph injec-
tion attacks (GIAs). We proposed a novel node-aware bi-smoothing scheme that provides cer-
tificates specifically designed to defend against GIAs under both evasion and poisoning threat
models. Furthermore, we introduced a variant called node-aware-exclude to enhance certified
performance against poisoning attacks. Through extensive experiments on the GCN node clas-
sifier and SAR recommender system, we evaluated the certified robustness of our model against
GIAs. Our certified models outperformed existing approaches, providing comprehensive bench-
marks for defending against GIAs. We also demonstrated the effectiveness of our model as an
empirical defense method against a real GIA, comparing it with four common defense models.
The results showcased the significant certified robustness achieved by our proposed framework,

emphasizing its importance in securing graph node classification tasks.

Lastly, we presented the first collective robustness certificate specifically designed for defend-
ing against GIAs. Our collective certificate improved certified performance by assuming that
the attacker aims to disrupt as many target nodes as possible, using a shared single graph instead
of multiple graphs for each node. However, the collective certification is challenging. To solve
the NP-hard binary quadratic constrained programming problem, we proposed novel relaxations
that transformed the problem into linear programming, enabling efficient solutions. Extensive
experimental results demonstrated the superiority of our collective certificate, achieving signif-

icantly higher certified ratios and larger certifiable radii compared to existing approaches.

In summary, this thesis has made significant contributions to understanding and addressing the
vulnerability and robustness of graph machine-learning models. Our findings provide valuable
insights into the security and trustworthiness of Al systems, paving the way for future research

and advancements in this critical field.
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Suggestions for Future Research

Future research could explore several promising directions to further enhance the security and

robustness of emerging and more advanced graph machine-learning models.
7.1 Robustness of Graph Foundation Models

In recent years, the integration of Graph Neural Networks (GNNs) with large-scale pretraining
techniques has catalyzed the rapid emergence of Graph Foundation Models (GFMs) [185, 186,
187], establishing them as a central research focus in graph machine learning. GFMs enable
efficient cross-domain and cross-task learning by leveraging pre-trained graph representations,
significantly enhancing the versatility and scalability of graph learning systems. However, the
widespread adoption of GFMs also introduces new security challenges. Their reliance on large-
scale data and transfer learning mechanisms makes GFMs particularly vulnerable to adversarial
attacks, such as data poisoning during pretraining or targeted perturbations that degrade perfor-
mance on downstream tasks. Future work should focus on systematically analyzing the vulner-
abilities of GFMs, designing robust pretraining pipelines, and developing defense mechanisms
that ensure security across diverse applications and domains. Additionally, extending certified
robustness techniques to GFMs could provide theoretical guarantees for their performance under

adversarial conditions, paving the way for more secure and reliable graph learning frameworks.

7.2 Robustness in Cross-Domain and Multi-Modal Graphs
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In the era of large language models (LLMs), graphs have the potential to further enhance their
performance [188, 189]. Multi-modal graphs, which combine information from multiple data
sources (e.g., text, images, and graphs), are gaining popularity in domains like recommendation
systems, social media analysis, and general question answering. For example, Graph Retrieval-
Augmented Generation (GraphRAG) [190] combines knowledge graphs and textual data to gen-
erate answers and reasoning. GraphRAG systems are highly dependent on the interplay between
structured graph data and unstructured text, making them susceptible to multi-modal adversarial
attacks. For instance, attackers could manipulate the knowledge graph structure (e.g., by inject-
ing incorrect nodes or edges) or tamper with textual inputs to mislead the generated answers
and reasoning processes [191]. Future research should focus on designing robust GraphRAG
frameworks that can defend against such multi-modal attacks by jointly modeling adversarial
robustness across both modalities. This includes developing defense mechanisms that account
for the dependencies between graph structures and text data, such as adversarial training tech-
niques that simulate attacks on both modalities simultaneously. Furthermore, extending certified
robustness techniques to GraphRAG systems could provide theoretical guarantees for their pre-
dictions, ensuring reliable reasoning even under adversarial conditions. Benchmarking datasets
and evaluation protocols tailored to multi-modal systems like Graph RAG are also needed to

systematically test and improve their robustness in real-world scenarios.
7.3 More Practical Certified Robustness

Future work on improving certified robustness for graph learning models should prioritize ad-
dressing the critical challenges of efficiency, scalability, and adaptability to modern graph learn-
ing paradigms, such as graph foundation models (GFMs). Existing methods, such as those based
on randomized smoothing, often require thousands of predictions to certify a model’s robust-
ness, resulting in significant computational overhead [59]. To make certified robustness more
practical for large-scale and real-time applications, future research should explore more efficient
algorithms that reduce the number of required predictions while maintaining the reliability of
the certification guarantees. Additionally, with the rapid growth of GFMs, the exploration of
certified robustness for GFMs represents a critical and largely unexplored area. Future research

should focus on designing certification techniques specifically tailored to GFMs, considering
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their unique properties, such as zero-shot transferability, few-shot adaptation across tasks, and
reliance on diverse, large-scale pretraining data. Ensuring robust and certifiable predictions for
GFMs across a wide range of tasks and domains will be key to advancing secure and reliable

graph learning in this new era of graph foundation models.
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Appendix A

Appendix of Node-aware Smoothing

A.1 Theoretical Proofs

Theorem 5. (Restate) Let f : G — {1,--- ,C}" be any graph classifier, g be its smoothed
classifier defined in (5.2) with ¢(G) = (¢(G), d,(G)), v € G be any query node, B, .(G)
be the node injection perturbation set defined in (5.1). Suppose ya,yg € {1,---,C} and
pa, DB € [0,1]. Then we have g,(G") = 9,(G), VG’ € B, -(G), if:

thor = P(pa —DB+1) —1>0,
where p := (p, + (1 — pn) (Pe + P — PePn)™)"-

Proof. To solve the certifying problem defined in (5.3), we need to calculate the likelihood ratio
of p(A) and ¢(A"). Let A(Z) = % be the likelihood ratio, where Z € G is any possible
graph produced by ¢(A) or ¢(A’). However, the difficulty lies in that the ¢(A) and ¢(A’) are of
different dimensions, which makes the probability hard to obtain. To tackle the challenge, we
propose a straightforward strategy by pre-injecting p isolated nodes in the clean graph A, such
that the adjacency matrix A has the same dimension as A’. Furthermore, in order to maintain the

dimension of ¢(A), we construct an equivalent setting for node deletion smoothing. If a node

v is deleted in the smoothing ¢(-), we delete all the edges incident to that node and keep the
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isolated node v, which is equivalent to setting the v'* raw A,,. to zeros. Note that the prediction
for a graph will not be affected by the isolated nodes since it does not provide any information
to the existing nodes. Thus, in this setting, all the graphs involved in the computation are in the

same dimension.

According to [59], the likelihood ratio A is only depends on the bits C' := {(i,j)|As; # Aj;}
which is the set of index that A;; # A;;. Under node injection perturbation, the A" and A are
only different among the submatrix A;.(4),1:(n+p) (the raws of injected nodes), and they have

exactly p- 7 different bits. Thatis |C| = p-7. Since the smoothing randomization ¢ will not add

— PeA)=2)

any edge, bits in ¢(A) . (n4p),1:(ntp) are always zeros. So that A(Z) = Fo(A)=2)

> ( if and only

!
ni(n+p),Li(n+p)

Ri = {Z| Zp:(n+p)1:(n+p) = 0}, while the other region as Ry = {Z| Zp.(n4p),1:(n4p) 7 0}. We

if all injected edges in A are set to zeros by ¢(A’), and we define such a region as

have:

MZ%:PwVQ:Z>: 1/p, it Z € Ry, AD)
P(p(A) = Z) 0, ifZeR,.

The meaning of the region R1 = {Z| Z,..(n+),1:(n+p) = 0} is to set all the injected nodes isolated
from others. If ¢(A’) set an injected node v isolated, the ¢(A’) deleted all the incident edges to
node 0, or ¢p(A’) delete the node ¢. For an injected node, The probability of deleting the node
itself in node deletion smoothing is p,,. If it is not deleted, each of the edges has a probability of
Pn+ (1 = pp)pe = pn + pe — Dupe being deleted. Because the edge connects to other existing
nodes, deleting other nodes also deletes the edge connects to the node (Figure 5.2, bottom). If an
edge is not deleted by this, it has a probability of p. being deleted in edge deletion smoothing.
Since there are p injected nodes, and 7 injected edges for each injected node, the probability
of p(A") € Riisp = (pn + (1 — pp)(pe + P — Pepn)7)?. Specifically, the corresponding

probabilities for the two constant likelihood ratio regions are:

P(p(A) € Ry) =1,
P(p(A) € Ry) =0,

P(o(A) € R1) = p,
P(p(A') € Re) =1 —p.
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The worst-case classifier defined in problem (5.3) will assign class y4 in decreasing order
(A(Z € R1) > A(Z € Ry)) of the constant likelihood regions until P(f,(¢(A)) = ya) = pa,
and assign class yp in increasing order (A(Z € Rs) < A(Z € R;)) of the constant likelihood

regions until P(f,(¢(A)) = yp) = pp. Therefore, the worst-case classifier is:

DA, Z € Rla
P(fo(Z)=ya) =4 —

0, Z € Ro,

p_Bv Z € Rla
P(fo(Z2) = yp) =

1, ZeR,

Under this classifier, we can verify that:

P(fo(¢(A)) = ya)
=P(¢(A) = Z € R1)P(fo(Z) = yalZ € R1)
+P(¢(A) = Z € R2)P(fo(Z) = yalZ € R2)

:1.@4_0.0:@.

P(fu(¢(A)) = yp)
=P(¢(A) = Z € R)P(f,(Z2) = yp|Z € R4)
+P(¢p(A) = Z € Ro)P(fo(Z) = ys|Z € Ra)

=1-pp+0-1=Dpg.

With this worst-case classifier, we can obtain the worst-case classification margin under ¢(A’),

which we denoted as i,

P(fo(¢(A")) = ya)
=P(p(A) = Z € R)P(fo(Z) = yalZ € R1)
+P(¢(A) = Z € Ro)P(fo(Z) = yalZ € R2)

pat+(1=p)-0

I
=

Il
=

pa-
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P(f.(¢(A) = yp)
=P(p(A) =Z € R1)P(fo(Z) = yp|Z € Ry)
+P(¢(A) = Z € Ro)P(fo(Z) = yB|Z € Rs)

tor = P(fo(0(A) = ya) — P(fo(0(A")) = yB)
=ppa—(Ppe+1-p)

=p(pa — D5 +1) — 1.

If i, > 0, we can certify the prediction of ¢,(A’) = ya. Otherwise, we cannot certify the
prediction of g,(A"). O

Theorem 6. (Restate) Let f : G — {1,--- ,C}" be any graph classifier, g be its smoothed
classifier defined in (5.5) with ¢(G) = (¢.(G), ¢n(G)), v € G be any query node, B, -(G)
be the node injection perturbation set defined in (5.1), and the attack edges added to a node v
should not exceed its original degree d(v). Suppose ya,yp € {1,---,C} and pa,pp € [0,1].
Then we have g,(G") = g,(G), VG' € B, (G), if:

(1—pb)Ps
tor = p(pa — ————— +1—py) — (1 —py) >0,
e = AT Ty ) ()
where p := (pn + (1 — pn)(Pe + Pn — PePn)™)?, d(v) denotes the degree of node v, and py :=
Pn+ (1 = p) (Pe + P — Depn)™™) is the probability that the node v is deleted by the smoothing

A(G), Py = Pu+ (1 = Pu)(Pe + Pn — Pen) V).

Proof. Let Z be any possible graph from ¢(G) or ¢(G'), v  Z denote v € Z is not isolated,

we now need to compute the likelihood ratio with v - ¢(G):

AZ) — (((A) Zwk Z) A2

P(¢(A) = Z, v F Z)
(11 O) if Z € Ry (Zn:(n+p) Li(n+p) = O),
O, le € RQ (Z (n+p 1’L+p) 7é O)

Specifically, the corresponding probabilities for the two constant likelihood ratio regions are:
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P(¢p(A) € Ry, v ¢(A)) =1 — po,
P(¢(A) € Ra,v - ¢(A)) =0,

P(¢(A) € Ry, v b @(A)) = p(1 — pp),

P($(A") € Ry, v = ¢(A)) = (1 = p)(1 = pp),
where pg 1= pn + (1 — D) (Pe + Pn — PePn) ™, Dy = P+ (1 — pn) (Pe + P — Pepn )" denotes
the probability that the node v is deleted by the smoothing ¢(G) and ¢(G’) respectively; d(v),
d(v") denotes the degree of node v in G and (&, respectively. Similarly, the worst-case classifier

1S:

B ZeRivF Z,

P(fy(Z) =ya) = U
0, Z€Ry vk 7,
1175 s ZGRl,UI—Z,

P(f(Z) =yp) =4 "7
1, Z € Ry,v = Z.

With this worst-case classifier, we can obtain the worst-case classification margin under ¢(A’),

which we denoted as 11, -

~ y 2\
=p(l—pp) —
( 0) (1 . pO)
> ﬁ "PA
where the inequality is due to % > 1, because the node degree of v in the perturbed graph

must be larger than in the clean graph: d(v') > d(v). With the assumption that d(v") < 2d(v),
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we have py > pf := pn + (1 = pn)(Pe + pn — Pepn)*™™), and (1 — pf) < (1 — p}):
P(f.(6(A") = y5)
_P($(A) = Z € Ru,v - Z)
X P(fo(Z) = ys|Z € Ri,0 + 2)
+P(G(A) = Z € Ro,0 F 2)
< P(fu(Z) = ys|Z € Royv - 2)

= (1 —ph) - 2+ (1= H)(1 - ph)

(1= po)
1—pp
<p-TB- El_i—oi + (1 =p)(1 —pp),

where the inequality is due to (1 — pf,) < (1 — pf). Then, we can obtain a lower bound of the

worst-case classification margin under ¢(A’):

P(fv(¢(A/)> = yA) - P(fv(¢(A/)) = yB)
(1 B pn)

25 opa 75 P (- )
Zﬁ(@_ﬁ’%)—lﬂL@‘i‘ﬁ—ﬁ@

1 —py)PB
=ﬁ<@—%+1—p_@—u—p_@> —

If p1,» > 0, we can certify the prediction of g,(A’) = y4. Otherwise, we cannot certify the
prediction of g, (A"). O

Theorem 7. (Restate) Let F,(G) be any base recommender system trained on G and recommend
K' items to the user u, g,,(G) be its smoothed recommender defined in (5.7), u € G be any query
user, B, -(G) be the node injection perturbation set defined in (5.1), and the attack edges added
to a node v should not exceed its original degree d(v). Then, we have at least r recommended
items after poisoning are overlapped with ground truth items I,: |g,(G') N I,| > r,VG' €
B, (G) if:
ppe = min(py, + K'(1 = 5)(1— p))/fc > 0,

where p := (p, + (1 — pn)pL)?, pr is the lower bound of the rth largest item probability among
{puilt € 1.}, H. denote any subset of the top-(K — r + 1) largest items among I \ I, with
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size ¢, Dy, = ) icH, Puj 1S the sum of probability upper bounds for c items in H., py :=
Pn+ (1= ) (pe)™™ is the probability that the user u is deleted by the smoothing ¢(Q), d(u) is

the number of user ratings in training set.

Proof. For a user-item interaction graph (G, we represent it as a user-item interaction matrix
denoted by A, where each row represents a user and each column represents an item, and the
elements A,; = 1 if the interaction exists between user u and item ¢, otherwise A,; = 0. If there
are n users and m items in the training set, we have the shape of A of n x m. Let I denote all the
items in the training set, we have |/| = m. Let Z be any possible matrix from ¢(A) or ¢(A’),
u = Z denote u € Z has at least one rating, we have the likelihood ratio with u - ¢(G):
NO) = = 7 47 )

1/p, ifZ € Ry (

0, ifZe Ry

(A.3)

n:(n+p),l:m — O)a

Zni(
Z (n+p)),1:m % O)

n:

Specifically, the corresponding probabilities for the two constant likelihood ratio regions are:

P(¢(A) € Ry, ul ¢(A)) =1 — po,
P(p(A) € Ro,u b ¢(A)) =0,

P(¢p(A) € Ri,ut ¢(A')) = p(1 — po),

P(¢(A) € Ry, ut ¢(A)) = (1 =p)(1 —po),
where py := p, + (1 — p,)(p.)™™ denotes the probability that the node u is deleted by the
smoothing ¢(G), and d(u) denotes the degree (number of rating) of user u in GG. Note that the
newly injected user will not increase the degree of the existing user, the ¢(A’), so that P(u
¢(A’)) isalso (1 —pp). Similarly, if we know the lower bound of p,,; := P(i € F,(¢(G))), then

the worst-case classifier returns the smallest p), ; := P(i € F,(¢(G"))) is:

P(i € F,(Z)) = P
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On the contrary, if we know the upper bound of p,, ; := P(j € F,(¢(G))), then the worst-case
classifier returns the largest p), ; := P(j € F,(¢(G"))) is:

Pl ZeRyut Z,
P(j € F,(2))={ 0™ '
1 Z € Ro,ut Z.

For the rth items under the clean graph, we denote its lower bound of probability as p,, and then
we have the bound for its probability under the poisoned graph: p; > pp,. We have at least
r recommended items overlapped with ground truth items /,, if the rth largest item probability
among items I, is larger than the (K — r + 1)th largest items probability among I \ I, under
the poisoned graph. We denote the top (K — r + 1) largest items by their probability among
I'\ I, as a set I,.. Following [2], instead of considering the (K — r + 1)th item (the smallest
one in I;,.), jointly considering multiple items H, usually leads to a smaller upper bound, where
H, is the subset of I, with size c¢. For the ¢ items, we know its summation of upper bound:

Py, = Z]. e, Duj- Because each of the system recommender K "items, we have py; < K’

(i.e., ﬁf’;f < 1). Then we have the upper bound for p; :
P, = Y Py 0Dy, + K'(1= )1~ po). (A4)
JEH,

Then, because the minimum value of a set is always smaller than the average value, we have:

> jer. Puj
. / < 3 / < jeHc: Puy)
]Iglllgpu,g > g}%pu,j > c
< (- Py, + K'(1=p)(1 = po))/e. (A.5)

Finally, we have at least r recommended items overlapped with ground truth items /,, if: pp, —

miny, (py, + K'(1 = p)(1 —po))/c > 0.

A.2 Other Experimental Results

In this section, we display the supplemental experimental results. To ensure a broad evaluation

and to be more consistent with related work [59], we extend our evaluation on base model Graph
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Figure A.1: Certified accuracy under evasion perturbation with base model GCN (left) and GAT

(right)

Attention Network (GAT) [182] and PubMed [181] dataset. The results shown in Figure. A.1

are consistent with those in the main thesis.
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Figure A.2: Clean accuracy of node-aware bi-smoothing classifiers with various parameters

under evasion and poisoning setting.

Figure. A.2 shows the clean accuracy of the smoothed classifier under various smoothing pa-

rameters p, and p,,. For the evasion attack, the Multi-layer Perceptron (MLP) will never affected

because it does not rely on the graph structure for prediction. As a result, a graph model with a
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lower accuracy is not meaningful. In the Cora-ML dataset, the clean accuracy of our smoothed
classifiers is significantly higher than 0.691, which are all effective. However, due to the smaller
average degree of the Citeseer dataset, our smoothed classifiers might have a lower clean accu-
racy than MLP. We exclude the parameters (shadow) that lead to lower accuracy than the MLP
model, which is 0.691 on Cora-ML and 0.660 on the Citeseer dataset.

Note that the MLP model is also subject to poisoning GIA since the malicious node feature can
be crafted arbitrarily (all the results are effective). Notably, our smoothed model in the poisoning

setting improves the clean accuracy.

170



Appendix B

Appendix of Collective Certified

Robustness

B.1 Theorectical Proofs

Lemma 8. (Restate) Let A be the adjacency matrix of the perturbed graph with p injected nodes,
and the injected nodes are in the last p rows and columns. With smoothing p,, > 0 and p. > 0,

we have the upper bound of p(E,):

p(Ey) < p(Ey) (B.1)
:1 _ p|1|An:(n+p),vHlpgAgL:(nJ»p),le . ‘klA’lflt(n+P),UH17
where p; == 1 — (Depn)', Vi € {1,2,--- ,k}, and adjacency matrix A contains the injected
nodes encoded in the (n + 1) to (n + p)™" row, and || - ||, is I, norm.

Proof. According to [32], we have an upper bound for p(E,) < p(E,) by assuming the inde-
pendence among the paths. Let p(E£?) denote the probability that all paths are intercepted from
an injected node v to node v in the case that of considering each path independently. We have
p(EY) = qupé“v(l — (Pepn)1!), where P, := 1—pe, pn := 1 —pnand|q| € {1,--- , k} represent
the length of the path ¢ € P¥ from @ to v. (p.p,)!? is the probability that all edges and all nodes
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in the path ¢ are not deleted, 1 — (p.p,)! is the probability that at least one of edges or one of
nodes are deleted, such that the path ¢ is intercepted. Then, by considering multiple injected
nodes, we have p(E,) = 1 — [,y p(E?). Finally, we have the p(E,) as follows:

() (B.2)

=1-[]p(E)

ey
=1-[[{ I (0 = @)D}

o€V qEPy,

_ 2 _ K

=1 JTH( = peba) ™™ (1 = (b)) - (1 — (Bpa)) ™}

ey
_ 1 . p‘l|An:(n+p) UHlpHA {(n+p), le . I]C‘Afl:(nJﬁp),le

where p; == 1 — (ﬁeﬁn)i. In particular, the constant p; denotes the probability that a path
with a length of k is intercepted. According to graph theory, A%, is the number of paths from
node v to node v with distance/length/steps of exactly k in the graph. Let A,,.(,,+ ), denote the
slicing of matrix A, taking the v** column and the rows from (n + 1) to (n + p)™*. Then
HAfL (ntp)|[1 quantifies the number of paths with a length of & originating from any malicious

node and reaching node v. [

Theorem 10. (Restate) Given a base GNN classifier f trained on a graph G and its smoothed
classifier g defined in (5.2), a testing node v € G and a perturbation range B, . (G), let E, be
the event defined in Eq. (5.14). The absolute change in predicted probability |p,, ,(G) — py ,(G')|
Sor all perturbed graphs G' € B, ,(G) is bounded by the probability of the event E.,: |p,,(G) —
Poy(G)] < p(Ey).

Proof. By the law of total probability, we have

P(f,(6(G") = y)
— P(£,(6(C) = y A E.) + PU£.(6(G) =y A B).

Note that, we define the event F, based on the sampling of perturbed graph ¢(G’). However,

the clean graph G is smaller than GG’, and the intersection/overlap graph of them is G N G" = G.
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Subtly, we can still use the event £, defined on ¢(G’) to divide the sample space of ¢(G) by
regarding the model f,(¢(G)) only take part of the ¢(G’) as input, which is the intersected part
of G: ¢(G')NG, and the result does not relate to the part that beyond G (i.e., the injected nodes).

Such that, we also have

P(f,(6(G)) = v)
=P(f,(¢(G)) = y A E,) + P(fo(0(G)) =y AN Ey).

Due to the fact that the injected node does not have any message passing to v would not affect

the p.y(G), we have P(f.(4(G")) = y|E,) = P(fu(6(G)) = y|E,), so that P(f,(6(G)) =
y A E,) =P(f,(¢(G") =y A E,). Following [32], we have similar deduction as follows:

Poy(G) = poy(G)

=P(f.(¢(G)) =y A E,) +P(fo(d(G)) = y A Ey)
P(f.(6(G") =y A E,) = P(fo(6(G") =y A E,)

=P(fo(6(G)) =y A E,) = P(fo(6(G")) =y A Ey)

< P(fo(¢(G)) =y A Ey)

= p(Ey) - P(fu(0(G)) = y|Ey)

< p(Ev).
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B.2 Details of Optimization Formulation

B.2.1 Formulating problem (5.18) as polynomial constrained program-
ming.

For problem (5.18), we plug in p(E,) with (5.15), and then we have the following optimization

problem:

max M = va, (B.3)

A,
e veT

st. 2p(E,) >c,-my, Yo eT,

1A,

||An:(n+p),v‘|1 IIA?L:(n-Q—p),v”l n:(n+p),v”1
p(E,) =1~ (p P D ),

HAT):H1 ST, Vf}E{n+1, ’n_|_p}7
Ay e{0,1},Vie{n+1,--- ,n+ph Vje{l, - ,n+p}

m, € {0,1},Vv e {1,--- ,n},

where m,, = 1 (the element in vector m) indicates that the robustness for node v can not be

verified. Specifically, it means that 2 p(E,) > ¢,, and it disobeys our certifying condition.

There are exponential terms in p(E,), which is difficult to solve by existing optimization tools.

We further formalize the problem. By taking the logarithm of the p( £, ), we are able to transform

the exponential constraint in problem (B.3) into polynomial constraint:

P, <log(1——) - my, (B-4)
Py = [ Annrpoll - 01+ A% gy oll - B2+ -+ | AL iy ol - Py

where 5, = log(py,) is a constant, and P, is equivalent to log(1—p(E,)). Then the problem (B.3)
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is transformed to a binary polynomial constrained programming:

max M= m, (B.5)
veT
~ CU
st. P, <log(1-— 5) My,

Py = | Avinin)oll1 - 91 + A2 iyl D24+ TS o1 PR
Azl <7, Voe{n+1,--- ,n+p},

Aye {01}, Vie{n+1, - ntphViell, - .ntph
AT = A,

m, € {0,1},Vv e {l,--- n}.

B.2.2 Formulating problem (B.5) as BQCLP (5.19).

In this section, we discuss the process from (B.5) to (5.19). In the case of £ = 2, the problem

(B.5) becomes a binary quadratic constrained problem as follows:

max M=) m,, (B.6)

o vET
st WAnmsmrall B+ 1Al 72 < log(1 = ) -,
Al <7, Voe{n+1,--- n+p}
Ay e {01, Vie{n+1,- ,n+ph,Vje{l, - .n+p}
AT = A,
m, € {0,1},Vov e {l,--- n}.

Next, we divide the adjacency matrix A into four parts as shown in Fig.B.1, and then the A?

existing T
n nodes A 0 Al
wxn | nx

»

injected

pnodes { Al A 2
pxn|  pxpl

Figure B.1: Illustration of adjacency matrix notation.
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can be interpreted as:

(AoAo + AT A nxny (Ao AT + AT As) ()
(A1 Ao+ Ag A1) (pxmy  (ALA] + AgAg) (o)

A2 =

Then, the /; norm of A?

7 (ntp) 0 €A be represented as:

A2 i a1 142 sy ol AR gyl 1] = (A1 Ao + A2 A1, (B.7)
Also, same as above, together with Fig. B.1, || Az.||; is described as:
114w [ A@e2 11 Ay 1] T = A, + Aol (B.8)
Finally, combine (B.7) and (B.8), problem (B.6) can be formulated as:

max M =t'm,
A1,A2,m

s.t. ]5114]—1/) +p~2(A1AO + AQAl)Tlp S Co m,
Alln + AQIP S T, AQT = AQ,

Ay € {0,137, Ay € {0,137, m € {0,1}",

where t is a constant zero-one vector that encodes the position of the target node set T, m is
a vector that indicates whether the nodes are successfully attacked, C € R" is a vector with

negative constant elements log(1 — %), forv =1,2,--- ,n.

B.2.3 Formulating problem (5.19) as Linear Programming Problem (5.20).

Here, we discuss the details of the process of relaxing the BQCLP problem (5.19) to the LP
problem (5.20). In problem (5.19), there are p*n quadratic terms among A, A;. To tackle the
challenge, we introduce the following transformation to transform it into an LP problem. Specif-
ically, we first substitute the quadratic terms with linear terms and relax all the binary variables

to continuous variables in [0, 1].

If z € B, y € B are two integer binary variables, then the quadratic term zy can be substitute

by a single variable z := zy with the combination of linear constraints [179]: z < z, z <
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y, x+y—z <1, z € B. Weuse a;; and b;; to denotes the element in " row and ;' column

of matrix A; and A, respectively. For each quadratic term b;jya(j.) (Vi € {1,---,p},Vj €

{1,--- ,p},Yv e {1,--- ,n})in Ay A, we create a substitution variable (), (;j) := b(;;)a(;») With

corresponding constraints: Q5 € B, Quiijy < bijy, Quiis) < A(juy and bij)+a o)y —Quijy < 1.

The existing linear terms remain unchanged. Now, the BQCLP problem has transformed into

binary linear programming (BLP).

Next, we formulate the problem using matrix representation. We firstly use O to substitute

(A3A1)"1,, and we have the first constraint as:

P A1, + paAj A1, + 5,0 < Com.

We list the elements of the A; and A, as follows:

ajp a2 aipz --- Qip bii bz bis
a921 621

Al = |asz ) AQ = bgl
_Clpl CLpn_ _bpl

Then, the matrix multiplication of A, and A; is

bi1air + bizags + -+ + b1pa, briaiz 4+ bizaga + -+ bipap

bara1r + bagagi + -+ - + bapa,r  baraie + bagage + - -+ bapap:

b1,

(B.9)

op

bi1ain + biz2agn + -+ + b1papn

bora1n + bagagn + -+ + bapapn

A2A1 =
bplall + bp2a21 +-- bppapl bpla12 + bp2a22 + -+ bppapQ bplaln + bp2a2n + -+ bppapn
By the definition of matrix @Q,, for v € {1,2,--- ,n}, we have the following equivalent repre-
sentation:
Qv(ll) Qu(m) T Qv(lp) birar, baiai, bpﬂlh;
Qv(21) QU(QQ) Qv(2p) bioaz, bazay, bp2a2v
Qu=| . o = .
_Qv(Pl) Quip2) Qv(pp)_ _blpapv b2ptpn bpp@pv_
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We notice that (45 A4;) "1, is to sum the A5 A; by its column, and each @, contains all the terms

for each vector summation. Then we have O = (A A1) = [1)Q11,,1]Q21,, -+, 17Q,1,]".

Further, by decomposing the meaning of (),,, we have

bir by - bpl
b b )

Q, = ?2 ?2 ,.)2 o
_blp b2p T bpp_

A - 9T
A1y A1y - Qly A1y
A2y A2y -+ A2y A2y T
=Aso0l, | | =Aol,[Acw] -
_CLPU Apy G,pv_ _apv_

To make the ), equivalent to the quadratic terms, for every (),,, we need to add its constraints:

Qv < A27 Qv < lp[Al(:,v)]Ta lp[Al(:,v)]T + AQ - Qv <1

Finally, we relaxed A;, Ay, @, to relax all the binary variables to continuous variables in [0, 1]:

Q. € [0,1]7%%, A, € [0,1)°", Ay € 0,177, m € [0, 1]".

Then we have the linear programming problem (5.20) as follows:

max

Ay,Aq,m,
Q1,Q2,,Qn
S.t.

M =t"m,

DA 1, +prAg A1, + 0 < Com
Al + Axl, <7,

Qv = (Qv(ij))pov ve{l,2,-,n},
O =[1,Q11,,1,Quly, - 1,Qu1,]",
Qo < 1,[A1.0)] ",

Q, < Ay,

1;;[141(;,11)]T + A —Q, <1,

@y € [0,1]77,

Ay € [0, 1],

Ay €0, 1),
A; = Ag,
m < [0,1]".
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B.2.4 Formulating problem (5.19) as Linear Programming Problem (5.22).
We start from (5.19), and we have the first constraint:
PA 1, + P AJ A1, + oAl AJ1, < Com.

Then, we substitute A) 1, with z,

bii bz bz -+ by, 1 - .
b ! b11+b12—|—b13—|—"‘+blp
21
b1 + bag + bag + -+ + by
z:=A)1,= |by 5 1 =
b b 1 -bp1+bp2+bp3+'”+bpp-(p,l)
et PP1 (o) L (p1)
(B.10)
Then, from (B.10), the constraint is transformed into
DAL, + P AJ A1, + Az < Com, (B.11)

2 €40,1,2,--- ;min(r,p)} Vie{0,1,2,--- p}.

In (5.19), since there exists the constraint: A;1, + A;1, < 7, so we have z; satisfies z; €

{0,1,2,--- ,min(r, p)}. Next, we deal with the quadratic term A] z.

If x € B is a binary variable, and z € [0, u] is a continuous variable, then the quadratic term zy
can be substitute by a single variable z := zy with the combination of linear constraints [179]:

w<ur,w < zyur+ 2z —w < u,0 < w. To apply it, we first relax the z to [0, min(T, p)].

We know that A z satisfies that

a1 G21 Az - QApl <1 B 7]
aq1121 + a9129 + -+ - + Ap12p
Q12 Q22 A3z - Gp2 Z2
AT _ . _ A1221 + Qo929 + -+ - + Ap22p
1Z= a3 a3 asz --- z3| =
A1n21 + Q2p2e + -+ + Qpp2p 1)
A1p Q2n A3n " Gpp Zp - T
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Then, we create a new variable matrix () to substitute A] z, with each of its element: ¢;; =

ajizi, (Vi€ {1,2,--- ,n},j € {1,2,---, p}). Thatis:

qi1 Q12 - q1p 1121 A21%2 -+ Qp1Zp
Q= 21 G220 G2p| | Q1221 G222t (p2Zp
_in qn2 an_ _a'lnzl Qon2y - apnzp_

We now have A{z = Q1,. Assuming that 7 < p, for each quadratic term A z; (Vi €
{1,---,n},Vj € {1,---,p}) in Az, we create a substitution variable Q;;) = AlT(ij)zj with
corresponding constraints: 0 < Q;), Qij) < TAI(U), Qj) < zj, and TAI(U) +2; — Quj) < T.

Further, with matrix notation, we have

0<Q<TA],
0< 1,z —Q<7(1—A]), (B.12)
A €{0,1},z€[0,7],Q € [0, 7].

Finally, we relax all the binary variables to be continuous variables, We have problem (5.22) as

follows:

max M =t"m, (B.13)
Qern¥e

st. 1A 1, + paAg Al 1, + 5Q1, < Com,
A1, +z<,
Q < TA],
Q<1,:z',
TAlT +1,z" — Q <,
Q € [0, 7],
Ay €0, 1],
z e [0, 7],

m < [0,1]".
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B.3 Algorithm of our proposed methods

Train a base classifier f. Following the work of [131], our first step is to train a graph model
to serve as the base classifier. To enhance the model’s generalization ability on the smoothing
samples, we incorporate random noise augmentation during the training process. The training
procedure is summarized in Algorithm 8, providing an overview of the steps involved. Given
a clean graph GG, a smoothing distribution ¢(G) with smoothing parameters p. and p,,, and the
number of training epochs F, the algorithm iteratively trains the model on randomly generated
graphs. In each epoch, a random graph G. is drawn from the smoothing distribution ¢(G). The
model is then trained on the training nodes using this randomly generated graph. This process

is repeated for the specified number of training epochs.

Algorithm 8 Graph model training [131].
Input: Clean graph G, smoothing distribution ¢(G) with smoothing parameters p. and p,,

training epoch .
1. fore=1,--- ,Edo
2: Draw a random graph G, ~ ¢(G).

W

f = train_model(f(G.)) on training nodes.
4: end for

5: return A base classifier f(-).

Obtaining prediction probability of smoothed classifier g. Next, we need to obtain the pre-
diction results of a smoothed classifier. As depicted in Algorithm 9, we sample N graphs
G1,Gs,...,Gy from the smoothed distribution ¢(G) = (¢.(G), ¢,(G)) based on the base
classifier f. To estimate the probabilistic prediction, we employ a Monte Carlo process. For
each sampled graph G;, we calculate the prediction probability p, ,(G), which represents the
frequency of the predicted class y for the vertex v. This can be approximated as p, ,(G) ~

ZiN:1 I(f,(G;) = y)/N, where I is the indicator function.

Let denote the top class probability p4 := p,,+(G) and runner-up class probability pp :=

MAT 2Py (G), We want to bound the impact of randomness. Specifically, we compute the
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lower bound of p4 (denoted as pa) and upper bound of pp (denoted as pg). Applying the
Clopper-Pearson Bernoulli confidence interval, we obtain the p4 and the pg under a confidence

level of a/C, where C represents the number of classes in the model.

Algorithm 9 Monte Carlo sampling [131].

Input: Clean graph GG, smoothing distribution ¢(G) with smoothing parameters p. and p,,
trained base classifier f(-), sample number N, confidence level .

1: Draw N random graphs {G;| ~ G; ~ ¢(G)}Y,.

2: counts = |{i: f(G;) =y}|,fory=1,---,C.

3: ya,yp = top two indices in counts.

4: ny,np = countslyal, countsyg|.

5: pa,ps = CP_Bernolli(na, np, N, ).

a

return pa, pp.

Collective certification via solving an optimization problem. We obtain the collective cer-
tified robustness by solving the optimization problem problem (5.20) or (5.22). The process is
described in Algorithm 10.

In this algorithm, we first set up the constant p; and p, based on the given smoothing parameters
pe and p,,. Next, for each node v in the target node set T, we obtain the lower bound p,4 and the
upper bound pg using Algorithm 9. These bounds are based on the prediction probabilities of the
smoothed classifier for the current node v. We then compute the value ¢, = p4 —pp and prepare
the constant vector C with elements log(1 — %) for each node v. The objective function of the
optimization problem is based on either (5.20) or (5.22), depending on the chosen formulation.
The constraints are also set up accordingly. Finally, we solve the linear programming using an
LP solver, such as MOSEK, to obtain the optimal value M *. The certified ratio, which represents
the percentage of nodes in the target set T that have been successfully certified, is then computed

as (|T| — M*)/|T].
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Algorithm 10 Certified robustness via solving optimization problem (5.20) or (5.22).

Input: Smoothing parameters p. and p,,, graph adjacent matrix Ay, perturbation budget p and
T, target node set T.
1: Set constant p; = log(1 — (Pepn))-
2: Set constant py = log(1 — (Depn)?).

3: forvinT do

4: Obtain pa, pp from Algorithm. 9 for current node v.

5: Compute ¢, = pa — P5.

6: Prepare constant vector C with each element: log(1 — ).
7: end for

8: Setup objective function in (5.20) or (5.22).

9: Setup constraints in (5.20) or (5.22).
10: Solve the optimization problem using LP solver such as MOSEK to get M*.
11: Return Certified ratio (|T| — M*)/|T|.

B.4 Other Experimental Results

B.4.1 Trade off between Clean accuracy and the certified ratio on GCN

model

In this section, we present the remaining experiments as outlined in Section. 5.2.4.1. A superior
certifying method should not only achieve a higher certified ratio but also maintain or improve
the clear accuracy, which represents the original model’s performance. We compare the results of
these two metrics for our method under different parameter settings as shown in Figure. B.2. In
the figures, the data points situated closer to the upper right side represent higher certified ratios
and clean accuracy. It is evident that both of our proposed methods consistently outperform the

sample-wise method, demonstrating their superior performance under various attacker power p.
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Figure B.2: Clean accuracy and the certified ratio of our collective model under various smooth-

ing parameters on GCN model.
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B.4.2 GCN certified ratio of our methods under different smoothing pa-

rameters

In addition, we conducted experiments to compare the performance of our methods with the
sample-wise method under different combinations of parameters p. and p,, on the Cora and

Citeseer datasets. The results are shown in Figure. B.3.

From the figures, we can observe that our proposed methods always exhibit a larger certifiable
radius. For example, when p exceeds 60, the sample-wise method fails to defend against any

attacks, while our methods are still able to provide certifiable guarantees.

B.4.3 Time complexity comparison of two relaxations

Furthermore, we provide more detailed results on the runtime of the two proposed methods with
different parameters in Figure. B.4. From the figures, we can observe that as the attack budget
p increases, the proposed Collective-LP2 method demonstrates superior efficiency compared
to Collective-LP1 in both datasets. This efficiency advantage is particularly evident when p
exceeds 120. Notably, when p = 160, the Collective-LP1 takes approximately 1, 000 seconds to
complete the computation. On the other hand, the time consumption of Collective-LP2 remains

consistently below 90 seconds.

These results highlight the computational advantage of Collective-LP2 over Collective-LP1,
especially for larger attack budgets. The reduced runtime of Collective-LP2 ensures the practi-
cality and efficiency of our proposed method, making it suitable for real-world scenarios with

larger attack budgets.

B.4.4 Against Global Attack: Verifying all testing nodes in a time

Alternatively, instead of verifying a subset of target nodes T, we can extend our approach to
verify all the testing nodes in the graph, as illustrated in Figure B.5. In this scenario, we measure

the certified accuracy, which represents the ratio of nodes that are both correctly classified and
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Figure B.4: Runtime of our collective model under various smoothing parameters.

certified to be consistent, as well as the runtime of our customized approach (Collective-LP2).

We have observed that the certified accuracy of our collective certificate only experiences a
slight decrease as the attack budget increases, while the sample-wise approach can only certify
the case of p less than 50. This indicates that our approach maintains a high level of certified

robustness even when facing more severe adversarial attacks.

Furthermore, it is worth noting that our Collective-LP2 formulation exhibits excellent compu-
tational efficiency. Despite the presence of more than 1500 testing nodes, the problem can be
solved in less than 3 minutes, even when the number of injected nodes p is set to 140 (approxi-
mately 5% x n). This demonstrates the scalability and practicality of our customized relaxation

approach (Collective-LP2) in real-world scenarios.
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Figure B.5: Certified accuracy and runtime in the case of setting all the testing nodes as T.
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