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Chapter 1

Introduction

As data privacy becomes increasingly emphasized, federated learning (FL) has emerged
and achieved significant success in both academic and industrial fields. Federated
learning, known as a collaborative learning paradigm, enables participants to jointly
develop machine learning models while keeping their raw data preserved locally. Since
the participants in a federated learning system come from diverse environments, the
data they provide is usually subject to heterogeneous distributions [112] 38| 46]. In
this thesis, we focus on addressing the critical challenge of data distribution shifts in
heterogeneous federated learning to ensure both personalization and generalization

performance for every participant in the system.

As a starting point, we will outline the primary research problem of this thesis in Sec-
tion [1.1] The outstanding challenges in addressing the research problem is discussed
in Section [I.2] Then, we will list the main contributions of this thesis in Section [1.3]

Finally, in Section [I.4] we provide an overview of the thesis organization.



Chapter 1. Introduction

1.1 Overview

In the era of artificial intelligence (ATI), data enriched with human knowledge serves as
the cornerstone for the success of advanced machine learning models in both academic
and industrial fields. Powerful AI models require large-scale training datasets to
explore, understand, and utilize the knowledge about the world that is embedded in
raw data. The diversity of data is highly associated with a model’s generalization
performance, which reflects its ability to apply the learned knowledge to unseen test
contexts [72, 107, 105]. Therefore, collecting and exploiting diverse data plays a

crucial role in the development of modern machine learning models.

In the real world, vast amounts of data are generated from a wide array of sources, in-
cluding individuals, digital devices, and interconnected systems. This data originates
from diverse activities such as social media interactions, sensor readings, online trans-
actions, and communication networks, reflecting the complex and dynamic nature of
human behavior and technological environments. As privacy protection attracts in-
creasing attention, how to make use of the data distributed across different parties
in a privacy-preserving manner has become a significant research topic [103, 46]. In
this context, federated learning is proposed as a promising paradigm for achieving

collaborative machine learning while preserving user privacy [70].

A typical federated learning system comprises a number of local clients, each with lim-
ited data samples and computational resources, and a central server that coordinates
the collaboration among the participating clients [70]. The objective of federated
learning is to leverage the data on local clients to obtain a shared model that can
perform well on each client. During the training process, clents retain their raw data
locally while the server can only have access to the model updates (i.e., parameters
or gradients) uploaded by local clients. As illustrated in Figure 1.1, local clients
update model parameters using their own data samples in parallel, after which the

server aggregates the updates received from the participating clients to obtain the
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global model. Once global aggregation is completed, the server broadcasts the up-
dated global model parameters to local clients, which serve as the initialization point
for local optimization in the subsequent round. Therefore, federated learning can
effectively prevent data privacy leakage compared to the centralized machine learning

paradigm which requires access to users’ raw data.
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Figure 1.1: Illustration of the typical federated learning system. There is one cloud

server and N local clients, each of which has a local dataset D;, i € [N]. w! denotes
local model parameters at communication round ¢ and wé“ represents global model
parameters at communication round ¢ + 1. The solid arrows indicate the upload link

while the dotted arrow indicate the download link between the server and local clients.

Although the distributed learning scheme in federated learning enables the retention
of raw data locally, it also introduces new challenges. In this thesis, we focus on one
of the most significant challenge in federated learning, i.e., data distribution shift.
Since local datasets are generated by different users, data instances are inherently
non-independent and identically distributed (Non-IID) across local clients. In other
words, there exists data distribution shift among local clients in federated learning.

It has been demonstrated from both empirical and theoretical perspectives that data
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distribution shifts across clients can significantly degrade the performance of feder-
ated learning models [38] 48]. In short, when there is a distribution shift across
local datasets, the global model struggles to fit all local data distributions well. Per-
sonalized federated learning (PFL) emerges as a promising approach to cope with
data distribution shift by generating a personalized model for every participating

client [4] 47| [95].

In fact, we believe that data distribution shifts across local clients can be a double-
edged sword. On one hand, it creates a discrepancy between global and local optimal
models, which can adversely affect the performance and convergence of the global
model. On the other hand, data distribution shifts introduce data diversity that
is closely associated with improved generalization capability of the trained models.
Better generalization performance signifies that a model can achieve superior results
on unseen test data distributions. Since model performance during the testing stage
determines its suitability for deployment in real-world applications, generalization is

a critical factor that must be considered in modern machine learning.

To tackle the data distribution shift across federated clients, we conduct an in-depth
analysis and categorize the shift into two classes: train-train distribution shift and
train-test distribution shift. From the inter-client perspective, the distribution shift
across training datasets on local clients is defined as “train-train distribution shift”.
From the intra-client perspective, the distribution shift between training and test
datasets on a single client is referred to as “train-test distribution shift”. This thesis
investigates how to address these two types of shifts by designing three novel feder-
ated learning frameworks (i.e., CGPFL, FedSDR and FedPIN) and makes significant
contributions in both empirical and theoretical aspects. In summary, the overall

framework of this thesis is illustrated in Figure

Specifically, CGPFL is proposed to handle the train-train distribution shift across
federated clients by optimizing the trade-off between personalization and general-

ization. The prevalent personalized federated learning (PFL) trains a personalized
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Figure 1.2: Tllustration of the thesis framework. The goal of this thesis is to ad-
dress the data distribution shift across federated clients. “Train-train Distribution
shift” represents data distribution shift among training datasets on local clients, while
“Train-test Distribution Shift” indicates data distribution shift between training and
test datasets on each client. Besides, “IND” denotes “in-distribution” and “O0D”

represents “out-of-distribution”.
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model for each client with the guidance of some shared global knowledge (such as a
global model) [33, 32} 95 [57]. The training process pushes personalized models to fit
local data distributions as accurately as possible, while also leveraging shared con-
textual knowledge among clients to enhance generalization. In this way, personalized
federated learning seeks to strike a balance between personalization and generaliza-
tion to achieve superior model accuracy compared to traditional federated learning
approaches. Inspired by the scheme adopted to address negative transfer in multi-
task learning [111, [89], we propose “contextualized generalization (CG)” to provide
fine-grained generalization knowledge and avoid negative knowledge transfer between
latent contexts. In the CGPFL framework, local clients are dynamically clustered
into multiple latent contexts, and the personalized model on each client is guided by
a corresponding global model that incorporates contextualized generalization infor-
mation relevant to that context. The training process of the global and personalized
models in CGPFL is formulated as a bi-level optimization problem. By providing
fine-grained generalization knowledge for each client, CGPFL facilitates improved ac-
curacy and faster convergence of the obtained personalized models. Both empirical

and theoretical results support the superiority of the proposed CGPFL framework.

When there is a distribution shift between training and test datasets, modern ma-
chine learning models can be prone to shortcut learning where spurious correlations
between shortcut features and labels lead to poor generalization on unknown test
datasets. Although shortcut learning is found pervasive in modern machine learn-
ing [26], it is rarely considered in prevalent personalized federated learning. To the
best of our knowledge, we are the first to analyze the shortcut problem in personal-
ized federated learning from a causal modeling perspective. We construct structured
causal models (SCMs) [75] to simulate heterogeneous data generation across federated
clients and propose two key causal signatures that underpin a provable method for
discovering and removing shortcuts in personalized federated learning. At the first

stage, the proposed FedSDR extracts shortcut features using available environmental
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information from local clients in a collaborative manner. At the subsequent stage,
FedSDR learns personalized invariant representations for each client with a carefully
crafted shortcut removal constraint. Results from extensive experiments demonstrate
the effectiveness of the proposed FedSDR, compared with the state-of-the-art PFL
competitors. In addition, the theoretical analysis proves that FedSDR can yield the

optimal personalized invariant predictor for each client in linear cases.

Even though FedSDR successfully completes an initial step in addressing the train-test
distribution shift in personalized federated learning, it also has two notable limita-
tions: 1) the shortcut discovery method in FedSDR necessitates that the server has
access to information about the training environments on each client, thereby increas-
ing the risk of privacy leakage in federated learning; 2) theoretical analysis can only
guarantee the effectiveness of FedSDR within a linear feature space. To extend per-
sonalized invariant learning to broader scenarios, we improve the structured causal
models (SCMs) for heterogeneous federated clients and propose an environment-
independent causal signature. By formulating the key causal signature as a shortcut-
averse information-theoretic constraint, we develop a novel algorithm for achieving
personalized invariant learning across federated clients. Theoretical analysis shows
that the proposed FedPIN can output the optimal personalized invariant predictor for
each client in non-linear cases, even without explicit environmental information from
local clients. Moreover, FedPIN can achieve a tighter generalization error bound com-
pared with the state-of-the-art personalized federated learning methods. Evaluation
results on diverse datasets validate the superiority of FedPIN on out-of-distribution

(OOD) generalization performance.

1.2 Outstanding Challenges

When addressing the train-train distribution shift across local clients, the shift can

lead to negative knowledge transfer between clients, thereby degrading model perfor-
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mance. However, it can also improve the generalization capability of the developed
models. Therefore, strategically leveraging the distribution shift to strike an optimal
balance between personalization and generalization is the key point for achieve better
performance. The proposed “contextualized generalization” balances personalization
and generalization by clustering local clients into multiple contexts, within which
positive knowledge transfer outweighs negative knowledge transfer among clients.
However, in the absence of prior knowledge about data distributions on local clients,

effectively identifying latent contexts poses a significant challenge.

The pervasive issue of shortcut learning can undermine out-of-distribution general-
ization performance when train-test distribution shift exists in personalized federated
learning. Worse still, the limited data diversity on federated clients can exacerbate
shortcut learning in personalized federated learning. In contrast to the centralized
learning paradigm which does not require personalization, personalized federated
learning (PFL) must disentangle invariant features from shortcut/spurious features
due to their similar variability across heterogeneous clients. Moreover, centralized
invariant learning typically requires explicit environmental labels, which is risky in
federated learning since it can increase the potential for privacy leakage. When envi-
ronmental information is not available, eliminating shortcut features while preserving
personalized invariant features can be particularly challenging because of their close

entanglement in personalized federated learning.

1.3 Thesis Contributions

To address the challenge of data distribution shift in heterogeneous FL, this thesis

primarily makes the following contributions:

1. Personalized Federated Learning with Contextualized Generalization.

we propose the concept of contextualized generalization (CG) to provide fine-
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grained generalization and seek a better trade-off between personalization and
generalization in PFL, and further formulate the training as a bi-level opti-
mization problem that can be solved effectively by our designed CGPFL algo-
rithm. Detailed theoretical analysis is conducted to provide the convergence
guarantee and prove that CGPFL can obtain a O(\/? ) times acceleration over
the convergence rate of most existing algorithms for non-convex and smooth
case. We further derive the generalization bound of CGPFL and demonstrate
that the proposed contextualized generalization can constantly help reach a
better trade-off between personaliztion and generalization in terms of general-
ization error against the state-of-the-arts. We provide a heuristic improvement
of CGPFL, dubbed CGPFL-Heur, by minimizing the generalization bound in
the theoretical analysis, to find a near-optimal trade-off between personaliza-
tion and generalization. It can achieve a near-optimal accuracy with negligible
additional computation in the server, while retaining the same convergence rate
as that of CGPFL. Experimental results on multiple real-world datasets demon-
strate that our proposed methods can achieve higher model accuracy than the

state-of-the-art PFL methods in both convex and non-convex cases.

. Learning Personalized Causally Invariant Representations for Het-
erogeneous Federated Clients.

To the best of our knowledge, we are the first to consider the shortcut trap prob-
lem in personalized federated learning and analyse it by formulating the struc-
tural causal models for heterogeneous clients. Based on the proposed SCMs,
we design a provable shortcut discovery and removal method to develop the
optimal personalized invariant predictor which can generalize to unseen local
test distribution for each client. The elaborated shortcut discovery and re-
moval method can cooperate with most of the existing FL. and PFL methods to
improve the OOD generalization performance. Theoretically, we demonstrate

that the designed shortcut discovery method can draw all the latent shortcut



Chapter 1. Introduction

components, then the shortcut removal method can eliminate the discovered
shortcut features and produce the optimal personalized invariant predictor for
each client. Empirically, we conduct experiments on several commonly used out-
of-distribution datasets and the results validate the superiority of our method
on out-of-distribution generalization performance, compared with the state-of-

the-art competitors.

3. Causally Motivated Personalized Federated Invariant Learning with
Shortcut-Averse Information-Theoretic Regularization.
We improve the heterogeneous structured causal model to interpret Non-I1D
data distributions across federated clients, and propose a crucial causal signa-
ture which is quantified as a shortcut-averse information-theoretic constraint
in the local objective to achieve personalized invariant learning on each client.
Besides, an effective algorithm FedPIN is proposed to solve the devised opti-
mization problem. Theoretically, we demonstrate that FedPIN can develop the
optimal personalized invariant predictor for each client and provide a tighter
generalization error bound compared with the state-of-the-art PFL methods.
Moreover, we prove FedPIN can achieve a convergence rate on the same order
as FedAvg [70]. Experimental results on diverse datasets validate the superi-
ority of FedPIN on OOD generalization performance, in comparison with the

state-of-the-art federated learning and personalized federated learning baselines.

1.4 Thesis Organization

This section will outline the organization of the remaining parts of this thesis. Before
interpreting our works, we first provide the background and preliminary knowledge
about federated learning, data distribution shift and generalization in Chapter
We will discuss the proposed CGPFL which handles train-train distribution shift

across federated clients and facilitates personalized models toward higher accuracy

10






Chapter 2

Background Review

In this chapter, we introduce the background and preliminary knowledge necessary
for understanding federated learning, data distribution shift, personalization and gen-
eralization. Specifically, we explain the prevalent workflow of federated learning in
Section 2.1} The data distribution shift problem is discussed in Section 2.2} At the
conclusion of this chapter, foundational knowledge about generalization is presented

in Section 2.4]

2.1 Federated Learning

As illustrated in Figure a typical federated learning (FL) framework is composed
of one global server and many local clients. Suppose there are N clients in the
concerned FL system and each client has a local dataset D;, where ¢ denotes the
index of federated clients and i € {1,2,..., N}. For simplicity, we will use [N] to
represent 1,2, ..., N throughout this thesis without additional description. The data
instance in dataset D; is described by (X,y) € D;, where X is the input and y
denotes the corresponding label. The size of dataset D; can be denoted by |D;|. At

communication round ¢, the model parameter on client i is represented by w! while

12
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the global model parameter is denoted by wf]. When we input X, the prediction
given by model w can be expressed by § = f,(X) where f, indicates the mapping
function parameterized by w. The expected empirical loss for model f, on dataset D

is denoted as R(f.; D) := Exy)ep[l(fo(X),y)] where £ is the loss function.

Taking the traditional federated learning algorithm (FedAvg [70]) as an example, the

objective function of FL can be expressed as:

ngnz |%||R(fw; D;), (2.1)

where | D| describes the total number of data samples in the federated learning system.
That is |D| = Z£1|Dz| The detailed algorithm designed to solve this objective can

be divided into two components: server-side update and client-side update.

Sever-side Update If the communication round ¢ = 0, server initializes the global
model parameter as wg. Then, server broadcasts the model parameter wg to all local

clients for model initialization.

When the communication round ¢ € {1,2,...,7} where T denotes the total number
of communication round, server receives local updates {w! | i € [N]} from the partic-

ipating clients and then conducts global aggregation using the following expression:

| D
Z |D| (2.2)

Then, server randomly selects a client subset A; and sends the global model parameter

w; to them.

Client-side Update After receiving the global model parameter w ,tef{0,1,...,T}
from the server, client 4 (i € [N]) initializes the local model by w! = w!. Then, each
client conducts local update for R epochs. At each local epoch, client ¢ randomly

samples a data batch B; and updates the local model parameter by

wi = w; = NV R(fur; Bi), (2.3)

13
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where V denotes the learning rate. When completing R local epochs, client ¢ uploads
the local update w! to the server. Notably, this local process runs in parallel in

federated learning.

2.2 Distribution Shift

This section provides the preliminary insights on data distribution shift in federated

learning.
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Figure 2.1: An illustration of “train-train distribution shift”, “train-test distribution
shift” and spurious features (also called shortcut features) using an example classifica-
tion task. “envl” and “env2” indicate environment 1 and environment 2, respectively.

In invariant learning, an environment corresponds to an latent data distribution.

In machine learning, data instances from a dataset can be regarded as subject to an
underlying data distribution. A data distribution shift occurs when the probability
density functions of two data distributions are distinct. In federated learning, each
local client has their training and test datasets. From the inter-client perspective,

there might be shifts in data distribution among local training datasets. From the

14



2.3. Shortcut and Invariant Learning

intra-client viewpoint, there can also exists data distribution shift between the train-
ing and test datasets on each client. Therefore, we classify data distribution shifts in

federated learning into two categories:

e Train-train distribution shift denotes the inter-client distribution shift, de-

scribing the distribution shift across local training datasets;

e Train-test distribution shift represents the intra-client distribution shift,
describing the distribution shift between the training and test datasets on each

client.

As shown in Figure 2.2, we provide an example to illustrate the data distribution shift
in a practical federated learning system. The task is to classify images captured by
cameras deployed in natural environments into their corresponding “animal class”.
Federated clients are located in different geographical regions and local data samples
on each client are collected from multiple cameras distributed its region. Since wild
animals appear with varying frequencies across different geographical regions, there
is train-train distribution shift across federated clients. On the other hand, pictures
captured by a camera can define an environment. The term ’environment’ is influ-
enced by various factors, including the natural surroundings, lighting conditions, and
camera parameters. When the test data is generated by a different camera than the

training data on a local client, a train-test distribution shift occurs on that client.

2.3 Shortcut and Invariant Learning

Modern machine learning models are prone to relying on spurious correlations (corre-
lations between spurious features and the target/label, also known as shortcuts) in a
variety of vision and language tasks [26]. We consider a binary classification task for

illustration where a learning model needs to differentiate between pictures of “cow”

15
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and “camel” [7]. Because most cows stand with grass backgrounds and the major-
ity of camels appear in desert backgrounds in the practical training dataset, there
is a shortcut from background representation to target. The trained learning model
prefers to choose background (spurious feature) rather than the shape of animals (in-
tended feature) as the discriminative feature. When images with camels standing in
grass backgrounds arrive at inference stage, they will be categorized as “cow” because

the spurious correlation is no longer applicable.

Since shortcuts are unstable across diverse data distributions, models that perform
well on training data can experience significant performance degradation on test data
when a train-test distribution shift exists. Hence, mitigating shortcuts is of vital
significance for equipping learning models with out-of-distribution generalization ca-
pabilities. Invariant learning emerges as a promising approach for learning intended
features while eliminating shortcut features, and has attracted significant attention

in centralized scenarios [6, [19] [40] [104] (99, [16] [77].

Invariant learning distinguishes between shortcut features (i.e., spurious features) and
intended features (referred to as invariant features) from the perspective of causality.
Because invariant features are the direct cause of the target while spurious correlations
vary with respect to environment, they can be identified by applying an invariance

constraint [6]:
PY|®(X) = z,e) =P(Y|®(X) = 2,¢),Vz € Z,Ve, e € Ea, (2.4)

where e and ¢’ indicate two distinct environments respectively. &,; denotes the set
of all possible environments in the concerned task and Z denotes the feature space.

P(- | -, e) represents the conditional probability distribution under environment e.

Based on the extracted invariant features, invariant learning can develop an invariant
predictor by leveraging the consistent causal relationship between invariant features
and the target across varied environments. Due to the stable conditional probability

between invariant features and the target, the invariant predictor can achieve consis-

16
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tent performance across diverse environments, including those that are unknown at
test time. In other words, invariant learning can effectively mitigate spurious corre-
lations and facilitate out-of-distribution generalization, enabling models to generalize

to test data distributions that exhibit a distribution shift relative to the training data.

2.4 Generalization

In general, generalization refers to the capability of a machine learning model to
perform well on unseen test data instances. On one hand, the test data samples can
differ from the training samples but still adhere to the same data distribution as the
training samples. On the other hand, the test data samples may follow a distribution
that exhibits a shift relative to the training data distribution. Therefore, we can

categorize generalization into two classes:

e In-distribution (IND) generalization refers to the ability of learning models
to generalize to unseen test data that adheres to the same distribution as the

training data.

e Out-of-distribution (OOD) generalization describes the ability of learn-
ing models to generalize to unseen test data that exhibits a distribution shift

compared to the training data.

2.5 Learning Guarantee

To demonstrate the theoretical advantages of the proposed algorithms, we provide
learning guarantees for the algorithm CGPFL, FedSDR and FedPIN in Chapters
and [o], respectively. In summary, we present two schemes for evaluating the learning
guarantees of the proposed algorithms. The first ensures that the optimal solution of

the proposed algorithm leads to optimal personalized invariant predictors, while the

17
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second measures the generalization error bound to provide a guarantee for the test
performance of the learned models. Specifically, Chapter 3 gives the generalization
error bound as learning guarantee for CGPFL. Chapter 4 proves that FedSDR can
produce the optimal personalized invariant predictors. Both optimality analysis and
generalization error bound are provided for FedPIN in Chapter 5. As foundational
knowledge, this section presents the mathematical descriptions for optimality analysis

and generalization error bound.

Optimality Analysis Before analyzing the optimal solutions of the proposed meth-
ods, we first provide a formal definition of optimal personalized invariant predictors

in federated learning.

Definition 2.5.1 (Optimal Personalized Invariant Predictor). The optimal
personalized invariant predictor for client u is elicited based on the complete invariant
features which are informative for the target in the task that client u concentrates
on, i.e., ®} € argmaxg, I[(Y; P, (X)), where ®, satisfies that P(Y|P,(X) = z,e) =
PY|P,(X) = z,€),Vz € Z,Ve, e € EY,.

Based on this mathematical definition, we can examine whether the proposed algo-
rithms are capable of developing an optimal personalized invariant predictor for each

federated client.

Generalization Error Bound Suppose the expected loss for model f,, on test data
distribution D7 is R(fu; Dr) = Exyen, [0(fu(X),y)] where £ is the loss function,
and the empirical loss for model f,, on training dataset D is denoted by R(f,; D) =

Exep[l(fs(X),y)]. The generalization error for model f,, can be expressed as:
R(fw; D7) — R(fu; D) < Error Bound. (2.5)
According to the definitions, R(f,; D7) measures the test performance of learning

model f,, while R(f,; D) represents the training performance of model f,,. Therefore,

18
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a small “Error Bound” in inequality indicates that the learning model f,, can
guarantee consistent performance on training and test data. In other words, the

learning model f,, exhibits strong generalization performance.

19



Chapter 3

Personalized Federated Learning

with Contextualized Generalization

3.1 Introduction

Recently, personalized federated learning (PFL) has emerged as an alternative to con-
ventional federated learning (FL) to cope with the statistical heterogeneity of local
datasets (a.k.a., Non-L.I.D. data). Different from conventional FL that focuses on
training a shared global model to explore the global optima of the whole system,
i.e., minimizing the averaged loss of clients, the PFL aims at developing a person-
alized model (distinct from the individually trained local model which usually fail
to work due to the insufficient local data and the limited diversity of local dataset)
for each client to properly cover diverse data distributions. To develop the personal-
ized model, each user needs to incorporate some context information into the local
data, since the insufficient local data cannot present the complete context which the
personalized model will be applied to [47]. However, the context is generally latent
and can be hardly featurized in practice, especially when the exchange of raw data

is forbidden. In the existing PFLs, the latent context knowledge can be considered

20
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to be transferred to the local users via the global model update. During the PFL
training, the personalization usually requires personalized models to fit local data
distributions as well as possible, while the generalization needs to exploit the com-
mon context knowledge among clients by collaborative training. Thus, the PFL is
indeed pursuing a trade-off between them to achieve better model accuracy than the
traditional FL. More specifically, the server-side model is trained by aggregating local
model updates from each client and hence can obtain the common context knowledge
covering diverse data distributions. Such knowledge can then be offloaded to each

client and contributes to the generalization of personalized models.

Despite the recent PFL approaches have reported better performance against con-
ventional FL. methods, they may still be constrained in personalization by using sole
global model as the guidance during the training process. Concretely, our intuition
is that: If there exists multiple latent contexts across local data distributions, then
contextualized generalization can provide fine-grained context knowledge and fur-
ther facilitate the personalized models toward better recognition accuracy and faster
model convergence. We thus argue one potential bottleneck of current PFL methods
is the loss of generalization diversity with only one global model. Worse still, the
global model may also easily degrade the overall performance of PFL models due to

negative knowledge transfers between the disjoint contexts.

In this work, we design a novel PFL training framework, dubbed CGPFL, by in-
volving the proposed concept, i.e., contextualized generalization (CG), to handle the
challenge of the context-level heterogeneity. More specifically, we suppose the par-
ticipating clients can be covered by several latent contexts based on their statistical
characteristics and each latent context can be corresponded to a generalized model
maintained in the server. The personalized models are dynamically associated with
the most pertinent generalized model and guided by it with fine-grained contextu-
alized generalization in an iterative manner. We formulate the process as a bi-level

optimization problem considering both the global models with contextualized gen-
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eralization maintained in the server and the personalized models trained locally in

clients.

The main contributions of this work are summarized as follows:

e To the best of our knowledge, we are the first to propose the concept of contex-
tualized generalization (CG) to provide fine-grained generalization and seek a
better trade-off between personalization and generalization in PFL, and further
formulate the training as a bi-level optimization problem that can be solved

effectively by our designed CGPFL algorithm.

e We conduct detailed theoretical analysis to provide the convergence guaran-
tee and prove that CGPFL can obtain a O(v/K) times acceleration over the
convergence rate of most existing algorithms for non-convex and smooth case.
We further derive the generalization bound of CGPFL and demonstrate that
the proposed contextualized generalization can constantly help reach a better
trade-off between personalization and generalization in terms of generalization

error against the state-of-the-arts.

e We provide a heuristic improvement of CGPFL, dubbed CGPFL-Heur, by min-
imizing the generalization bound in the theoretical analysis, to find a near-
optimal trade-off between personalization and generalization. CGPFL-Heur
can achieve a near-optimal accuracy with negligible additional computation in

the server, while retaining the same convergence rate as that of CGPFL.

e Experimental results on multiple real-world datasets demonstrate that our pro-
posed methods, i.e., CGPFL and CGPFL-Heur, can achieve higher model ac-
curacy than the state-of-the-art PFL methods in both convex and non-convex

cases.
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3.2 Related Work

Clustered Federated learning. Considering that one shared global model can
hardly fit the heterogeneous data distributions, some recent FL works [27, [82] 11} [69]
try to cluster the participating clients into multiple groups and develop corresponding
number of shared global models by aggregating the local updates. After the train-
ing process, the obtained global models are ofoaded to the corresponding clients for
inference. Since these methods only reduce the FL training into several sub-groups,
of which each global model is still shared by their in-group clients, the personaliza-
tion is scarce and the ofloaded models can still hardly cover the heterogeneous data
distributions across the in-group clients. Specifically, IFCA [27] requires each client
to calculate the losses on all global models to estimate its cluster identity during
each iteration, and result in significantly higher computation cost. CFL [82] demon-
strates that the conventional FL even cannot converge in some Non-I1.I.D. settings
and provides intriguing perspective for clustered FL with bi-partitioning clustering.
However, it can only work for some special Non-1.I.D. case described as ‘same feature
& different labels’ [39]. FL+HC [11] divides the clients clustering and the model
training processes separately, and only conducts the clustering once at a manually
defined step, while the training remains the same as conventional FL. Last, three
effective PFL approaches are proposed in [69], of which the user clustering method is

very similar to IFCA [27].

Personalized Federated Learning. Most recently, the PFL approaches have at-
tracted increasing attention [47]. Among them, a branch of works [33] 32} 20] propose
to mix the global model on the server with local models to acquire the personalized
models. More concretely, Hanzely et al. [32, 33] formulate the mixture problem as a
combined optimization of the local and global models, while APFL [20] straightfor-
wardly mixes them with an adaptive weight. KT-pFL [108] exploits the knowledge

distillation (KD) to transfer the generalization information to local models and allows
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the training of heterogeneous models in FL setting. Differently, FedPer [4] splits the
personalized models into two separate parts, of which the base layers are shared by
all the clients and trained on the server, and the personalization layers are trained
to adapt to individual data and maintain the privacy properties on local devices.
MOCHA [89] considers the model training on the clients as relevant tasks and for-
mulate this problem as a distributed multi-task learning objective. Fallah et al. [23]
make use of the model agnostic meta learning (MAML) to implement the PFL, of
which the obtained meta-model contains the generalization information and can be

utilized as a good initialization point of training.

3.3 Causal Insight

O®
-0 OO
O

(a) machine learning (b) personalized FL

Figure 3.1: Graph (a) presents a typical structural causal model (SCM) adopted in
machine learning, while (b) show the SCM utilized to analyse the train-train distri-
bution shift in personalized federated learning. Z denotes the latent representation
while Zo¢ indicates the contextualized generalization knowledge which is indexed by

the latent context variable C. Besides, U is the indicator of user/client.

In order to demonstrate the effect of the proposed “contextualized generalization”
on the learning process of personalized models from the causal perspective, we adopt
the structured causal models [75] to analyse the inter-client data distribution shift in
personalized federated learning. As shown in Figure we introduce a observable

variable U to indicate the index of local clients and a latent variable C' to represent the
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latent context. Accordingly, variable Zog denotes the contextualized generalization
knowledge. With the SCM displayed in Figure 3.1(b)| we can drive the following

lemma to validate the effectiveness of the proposed “contextualized generalization”.

Lemma 3.3.1. If the data generating mechanism of the federated learning system
complies with the causal graph in Figure[3.1(b), and I(-;- | -) denotes the conditional

mutual information, then for any i € [N], the following inequality always holds:
IYV; X |U=14)<I(YV;X,C|U=1), (3.1)

where 1 represents the index of client i.

Proof. For any client i, according to the definition of conditional mutual information,

we can write that
I(Y;X,C|U=1)
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Using the d-separation criterion in [75], we can know that the variable set [X, U]
cannot block all paths between variable Y and C. That is, we have Y JL. C'| [X,U].

It is known that mutual information is non-negative, i.e., I(Y;C | X,U =1i) > 0, and
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I(Y;C | X,U =i)=0if and only if Y 1L C' | [X,U = ] holds. Therefore, we can
have that I(Y;C | X,U = i) > 0 always holds for any i € [IV].

In other words, we can conclude that I(Y; X |U =i) < I(Y; X,C | U =1i), Vi € [N].
Proof ends. L

Proposition 3.3.1 (Lemma 2 in [10]). When we train a classifier conditioned on a
feature extractor ® with the data distribution D, minimizing the cross-entropy loss

R(w(P); D) is equivalent to mazimizing the mutual information I(Y;®(X)) on D.

Remark 3.3.1. Based on the conclusion given in Proposition [3.5.1, the inequality
proved in Lemma @ indicates that knowing the context information (i.e., C') can
always provide additional information for the classification task on each client. This
insight demonstrate the effectiveness of the proposed “contextualized generalization”

knowledge on the development of personalized models on federated clients.

Connection to Algorithm Design: Although theoretical results show that lever-
aging context information can improve the performance of personalized models, espe-
cially for classification tasks, obtaining explicit context information can be prohibitive
in practical federated learning settings. True context information is jointly determined
by complex and diverse factors, such as the geographical region where the client is
located, the current environment, and user preferences. Consequently, such informa-
tion is rarely directly available for use, and obtaining tailored annotations can incur
prohibitive costs. Moreover, many factors included in context information (e.g., the
client’s geographical area and user preferences) are typically considered private data.
Therefore, leveraging explicit context information can therefore increase the risk of
data privacy leakage for federated clients. In summary, exploiting explicit context

information is often impractical in real-world federated learning systems.

Considering the applicability to real-world federated learning systems where context
information is latent and unobservable, we design our algorithm to address more prac-

tical and challenging scenarios in which the server has no access to explicit context

26





















3.8. Experiments

on MINST and FMNIST, respectively. In particular, we set the maximal value of K
no more than N/2 to avoid overfitting. By collating the model accuracy with different
K, we can find out the optimal K which corresponds to the optimal personalization-
generalization trade-off in CGPFL. The results are demonstrated in Figure 3.5(a).
On the other hand, we conduct the CGPFL-Heur training with an appropriate u
and keep other parameters same as that of the above evaluation. As shown in Fig-
ure 3.5(a), we distinguish the results of CGPFL-Heur using red-star points. Besides,
we make comparisons between the performance of a state-of-the-art PFL algorithm,
pFedMe [95] with our proposed CGPFL and CGPFL-Heur in Figure 3.5(b). The
results in Figure 3.5(a) and Figure 3.5(b) demonstrate that our designed heuristic al-
gorithm CGPFL-Heur can effectively reach a near-optimal trade-off and consequently

achieve the near-optimal model accuracy.

Accuracy with different K

CGPFL-Heur (12, 0.980)

CGPFL-Heur (13, 0.974)

e
CGPFL-Heur (16, 0.954)
CGPFL-Heur (12, 0.960)

Test accuracy

MNIST-MLR
—#— MNIST-DNN
FMNIST-MLR
0.86 —+— FMNIST-DNN

2 4 6 8 10 12 14 16 18 20
The number of clusters (K)

(a) CGPFL with variable K (b) CGPFL-Heur

Figure 3.5: Further evaluation for CGPFL-Heur on MNIST and FMNIST datasets

3.8.4 Effects of Balancing Weight

As mentioned that the hyper-parameter A can balance the weight of personalization
and generalization in several state-of-the-art PFL algorithms [95, 32, 57], we also con-
duct experiments to compare the performance of our CGPFL and CGPFL-Heur with
a state-of-the-art PFL algorithm, pFedMe [95], on different values of A. Specifically,
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the range of \ is properly chosen as in Table 3.2 to avoid the divergence in pFedMe.
The experimental results in Table 3.2 show that our methods can constantly achieve
better performance than pFedMe when \ varies, which indicates a better trade-off

between personalization and generalization in PFL.

Table 3.2: Comparisons with various A. We set N =40, =1, R =10, S =5, Ir = 0.005 and T = 200
for MNIST and Fashion-MNIST (FMNIST), where Ir denotes the learning rate.

A 11 12 13 14 15 16 17 18 19
pFedMe (PM) 91.46 91.90 92.19 92.54 92.80 93.00 93.15 93.16 93.04
MNIST-MLR ~ CGPFL (K=2) 93.43 93.34 93.62 93.88 94.16 93.69 93.52 93.52 93.31
CGPFL (K=4) 95.49 95.65 95.19 95.47 95.60 95.77 96.49 94.85 94.53
CGPFL-Heur  97.46 97.41 96.27 96.32 96.34 96.33 96.32 96.33 96.25

A 9 10 11 12 13 14 15 16 17
pFedMe (PM) 91.21 91.54 91.86 92.21 9243 92.79 93.05 93.30 93.24
MNIST-DNN  CGPFL (K=2) 94.11 9442 94.71 93.90 94.14 94.36 94.49 93.34 93.36
CGPFL (K=4) 96.17 96.37 96.57 96.55 95.87 95.99 96.01 95.45 95.49
CGPFL-Heur 97.69 97.86 98.00 98.03 97.95 97.96 98.20 98.14 98.16

A 9 10 11 12 13 14 15 16 17
pFedMe (PM) 85.03 85.26 85.42 85.49 8549 8528 85.16 84.76 84.22
FMNIST-MLR CGPFL (K=2) 90.29 87.70 87.93 88.00 87.72 87.53 87.65 86.94 85.19
CGPFL (K=4) 92,50 92.84 92.94 92.65 92.63 92.44 9242 92.17 92.20
CGPFL-Heur  95.46 95.44 95.45 95.36 94.61 94.40 94.35 94.41 94.19

A 7 8 9 10 11 12 13 14 15
pFedMe (PM) 84.65 85.20 85.86 86.28 86.70 86.87 87.09 87.10 86.66
FMNIST-DNN CGPFL (K=2) 87.69 88.15 88.72 89.13 89.59 89.75 91.15 89.25 88.93
CGPFL (K=4) 92.26 92.89 92.71 92.86 93.03 93.56 93.21 93.44 92.83
CGPFL-Heur  95.60 95.73 95.84 95.94 95.98 96.00 95.98 95.95 95.83

3.9 Remarks

In this work, we propose a novel personalized federated learning framework, dubbed

CGPFL, to handle the challenge of statistical heterogeneity (Non-I1.I1.D.), especially
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contextual heterogeneity in the federated setting. To the best of our knowledge,
we are the first to propose the concept of contextualized generalization (CG) for
personalized federated learning and further formulate it to a bi-level optimization
problem that is solved effectively. Our method provides fine-grained generalization
for personalized models which can prompt higher test accuracy and facilitate faster
model convergence. Experimental results on real-world datasets demonstrate the

effectiveness of our method over the state-of-the-art works.

Although both empirical and theoretical results demonstrate the effectiveness of the
proposed CGPFL in addressing data heterogeneity in federated learning systems,
CGPFL is specifically tailored to tackle the train-train data distribution shift across
federated clients. However, addressing the train—test data distribution shift on each
client, when a train—train data distribution shift simultaneously exists within the
federated learning system, remains an open problem. This challenging issue will be

further investigated in the next chapter.
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Chapter 4

Learning Personalized Causally
Invariant Representations for

Heterogeneous Federated Clients

4.1 Introduction

Federated learning (FL) allows the participation of a massive number of data hold-
ers (i.e., clients) that possess limited data to collaboratively train learning models
in a privacy-preserving manner [70]. From the view of the heterogeneity of target
datasets across local clients, we can divide the literature on FL into two branches.
1) Federated learning aims at training a global model to fit the local data distribu-
tions and perform well when the local target datasets are subject to independent and
identically distribution (IID). In particular, some works [21] (63} [73] (including robust
federated learning and federated domain generalization) focus on training a global
model that can tackle the distribution/domain shift across local training datasets.
Unfortunately, the shared global model can diverge from the optimal local solutions

when the target datasets are heterogeneous or not IID (i.e., Non-IID) across local
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clients [39], since the useful information about personalization is dropped. 2) Per-
sonalized federated learning develops a personalized model for each client to handle
the discrepancy among the local optima when the target datasets across local clients
are Non-IID. Despite succeeding in handling Non-IID target datasets, all the existing
PFL methods neglect the shortcut trap problem which is attracting more and more

interest in centralized machine learning.

Shortcut trap is found pervasive in modern machine learning [26] where models prefer
to rely on the shortcut to solve problems due to the bias of training dataset. The
utilized shortcut can perform well on training data but fails to generalize to unseen
test data that is out-of-distribution (OOD) with respect to the training data. For
example, there is a binary image classification task where the model needs to recog-
nize the pictures of cows and camels [7]. Deep learning model can classify the picture
of a cow in a desert background as “camel” at test time, if most of cows appear in
grass backgrounds and most of camels stand in desert backgrounds in training envi-
ronments (environments are data subsets that have different data distributions). This
dataset bias makes the obtained model choose the background rather than the shape
of animals in the pictures as the discriminative feature. The similar shortcut trap
exists in diverse real-world scenarios [26]. Although many efforts have been attracted
to the shortcut trap problem in centralized situations, they focus on mitigating short-
cut by extracting environment-invariant (a.k.a. invariant) features. When applying
these schemes into PFL, the invariance constraint will eliminate all heterogeneous fea-
tures, including shortcut and personalized features. Therefore, the existing invariant

learning schemes can hardly tackle the shortcut trap problem in PFL.

What’s worse, we find the trivial combination of the existing PFL and centralized
invariant learning schemes, instead of solving the shortcut trap problem in PFL, can
even induce worse performance than the better one of themselves (discussed in the
evaluation part). To handle the challenging shortcut trap problem in PFL, we firstly

formulate the structural causal models (SCMs) to simulate the heterogeneous data
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Figure 4.1: The coverage of FedSDR and the related works. a) FL: Federated
Learning; b) PFL: Personalized Federated Learning; ¢) RFL: Robust Federated
Learning; d) Fed DG: Federated Domain Generalization. Besides, IND denotes in-

distribution.

generating processes on local clients. From the SCMs, we derive a causal signature
which reveals that the shortcut is statistical independent with the client/user indi-
cator conditional on label and environment indicator. Inspired by this finding, we
design a collaborative shortcut discovery method which can work well even if there
is only one available training environment on each client. Then, the personalized
causally invariant representations are extracted by utilizing another causal signature
that describes the conditional independence between the personalized invariant fea-
tures and the shortcut features. Finally, the optimal personalized invariant predictors
can be elicited from the extracted personalized causally invariant features. The com-
parison between the coverage of our approach and the related works is illustrated in

Figure The main contributions of this work are summarized as follows:

e To the best of our knowledge, we are the first to consider the shortcut trap prob-
lem in personalized federated learning and analyse it by formulating the struc-
tural causal models for heterogeneous clients. Based on the proposed SCMs,
we design a provable shortcut discovery and removal method to develop the

optimal personalized invariant predictor which can generalize to unseen local
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test distribution for each client.

e Theoretically, we demonstrate that the designed shortcut discovery method can
draw all the latent shortcut components, then the shortcut removal method can
eliminate the discovered shortcut features and produce the optimal personalized

invariant predictor for each client.

e Empirically, we conduct experiments on several commonly used out-of-distribution
datasets and the results validate the superiority of our method on out-of-
distribution generalization performance, compared with the state-of-the-art com-

petitors.

4.2 Related Work

Federated learning. The classic FedAvg [70] performs well if local training datasets
are IID. Some methods (|48, 22] 110} 29]) mitigate the negative impact of training
data heterogeneity on convergence rate, while another branch ( [21} 87, [03]) targets
at reducing the performance bias of global model on local clients. Besides, few works
( [63, 73, 30]) investigate the scenarios where the training data heterogeneity appears
to be domain shift. All the above methods produce a shared global model which can

diverge from the local optimal solutions when local target datasets are Non-IID.

Personalized federated learning. Many PFLs ( [94] 32] 24] [57, 96| 17, 28]) train
the personalized models with the guidance of a global model which embeds in the
shared knowledge. Some researchers study the parameterized knowledge transfer be-
tween similar clients, e.g., MOCHA [90], FedAMP [41] and KT-pFL [109]. DFL [66]
disentangles the shared features from the client-specific ones to achieve accurate ag-
gregation on shared knowledge. Similarly, pFedPara [43] and Factorized-FL [44] fac-

torizes the model parameters into the shared and personalized parts. Another branch
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( [18,12,[102]) employs the shared/aligned feature extractor to capture global knowl-
edge and personalized classifiers to encode the personalization information. All of

them don’t cover the situations where there exists shortcut in local training datasets.

Shortcut and Invariant learning (IL). Causally invariant predictor is proposed
in [76], and then applied into deep learning in IRM [6] to mitigate shortcut. Subse-
quently, [80] prove that IRM and its variants can be still trapped by shortcut when
training environments are insufficient. IFM [15] lowers the requirement and demands
only logarithmic training environments. Some works focus on settling IL problem
when the environment label is unavailable, e.g., EIIL [19], HRM [61] 62], EDNIL [40]
and ZIN [59]. Another branch ([1, 14, 42]) completes the constraints that IRM misses
to improve the performance. The iCaRL [65] extends IL to non-linear causal repre-
sentations while ACTIR [45] extends IL to anti-causal scenarios. All these methods
are devised for centralized scenarios where all training data is accessed and training

environments are sufficient.

4.3 Problem Formulation

Notations. Let X', ) and & denote the input, target and environment space respec-
tively. Data instance is (X,y,e) € (X,V,€). Suppose there are N clients and the
local dataset D, on client u contains M, samples, u € [N]. The sets of training and
test environments on client u are denoted by & and &£ respectively. We use &,
as the set of all possible environments in the task that client « concentrates on, i.e.,
gu

v EL C &Y Yu € [N]. In federated learning system, the overall environment sets

all»

are denoted by &, = J, & and Eu = |J, &Y. For convenience, we separate the
learning model or parameterized mapping from X’ to ) into two consecutive parts: 1)
the feature extractor (® and W denote the invariant and spurious feature extractors

respectively) maps from input space X' to latent feature space Z, i.e., ®(X) € Z and
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U(X) € Z; 2) the classifier w outputs a prediction ¢ from a latent feature z € Z.
For example, the overall model based on the invariant feature extractor is denoted by
Jo() = w(®(:)) where fy indicates the function f parameterized by 6. We define the
expected empirical loss for model fy on dataset D as R(fys; D) = E(x y)en[l(fo(X),y)]

where ¢ is the loss function.

4.3.1 Invariant Learning

Succeeding in mitigating shortcut and solving the OOD generalization problem, in-
variant learning assumes that there exists some invariant feature ®(X) satisfying the

invariance constraint:
PY|®(X) =z,e) =P(Y|P(X) = z,¢'),Vz € Z,Ve, € € Ea. (4.1)

[80] proved that IRM [6] and its variants need at least dg + 1 (dg is the dimension of
shortcut features) training environments to eliminate all shortcut features and elicit

the optimal invariant predictor, under linear scenarios.

Definition 4.3.1 (Optimal Invariant Predictor). The optimal invariant predictor is
elicited based on the complete invariant features which are informative for the target
label in the task concerned, i.e., * = argmaxg I(Y; (X)), where I(-;-) denotes the
Shannon mutual information between two random variables and ® satisfies the above

mvariance constraint.

4.3.2 Causal Setup

In invariant learning (IL), researchers usually formulate a structural causal model to
simulate the data generating process in the target task. A valid SCM is depicted by
a directed acyclic graph where each node represents a random variable and each edge

describe a directed functional relationship between the corresponding variables [75].
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When we study the invariant learning in federated setting, the latent heterogeneity

of data generating mechanisms among local clients need to be considered.

(a) Causal IL (b) Anti-causal IL (c) Causal FedSDR  (d) Anti-causal FedSDR

Figure 4.2: Graph (a) [6,40] and (b) [80,42] give the structural causal models (SCMs)
commonly adopted in invariant learning, while (c¢) and (d) show the SCMs proposed
in FedSDR. Zs and Zg denote the invariant and shortcut features respectively. E
is the indicator of shortcut while U is the indicator of user/client. Dotted arrows

indicate unstable causal relations that can vary in different environments.

Therefore, we propose the SCMs in federated learning by adding the wuser/client
indicator U and deconstructing the invariant features into two separate parts: the
personalized invariance ZZ and the shared/global invariance Z%. The detailed SCMs
are shown in Figure As discussed in the literature on invariant learning, Zg is
the latent shortcut feature. The functional relation between Zg and label Y can vary
across different environments. That is, VZg there always exists some e, e’ € &, that
make P(Y'|Zg, e) # P(Y|Zs, €') hold. By analogy with the optimal invariant predictor
in invariant learning, we provide the definition of the optimal personalized invariant

predictor in PFL.

Definition 4.3.2 (Optimal Personalized Invariant Predictor). The optimal person-
alized invariant predictor for client u is elicited based on the complete invariant fea-
tures which are informative for target label in the task that client u concentrates on.
That is, ®} = argmaxg I(Y;®,(X)), where ®, satisfies that P(Y|®,(X) = z,¢e) =
PY |0, (X) = z,€),Vz € Z,Ve, e € EY,.
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4.4 Methodology

When the training environments on each client are insufficient, locally invariant learn-
ing can fail as discussed before. How about a collaborative manner? Unfortunately,
personalized invariant features can cause deviation of the invariance constraint as
shortcut features do if training environments are collected from different clients. As a
result, the collaborative invariant learning can eliminate/preserve both personalized
invariant and shortcut features with the same probability. Nonetheless, how about
combining collaborative invariant learning with PFL methods? Even though we can
get the global invariant features via collaborative IL and conduct local adaptation as
in many PFL schemes (e.g., fine-tuning [17] and L2-regularization [94] [32] 57]), local
adaptation can pick up both personalized invariant and shortcut features again since
local training environments are insufficient. It turns out the trivial combination can

hardly outperform the superior individual one on OOD generalization performance.

FedSDR. In view of the above failure, we turn to the complementary perspective:
discovering the shortcut features and removing them instead of straightly constraining

invariance. The feasibility of this tack is guaranteed by the causal signatures that we

derive from the SCMs in Figure 4.2(c) and 4.2(d)!

Lemma 4.4.1. If the data generating mechanism of each federated client obeys the

causal graph in Figure or the anti-causal graph in Figure , we can have:

e Zs Il U |Y,E which means that the shortcut features Zs are conditionally

independent of the personalization indicator U given Y and E.

o Z2 W Zs |Y and Z& 1L Zg | Y, which means that both the global (Z%)
and personalized (ZY) invariant features are conditionally independent of the

shortcut features Zg given Y .

Proof. According to the causal Markov condition (Theorem 1.4.1) proved in [75], we
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know that the variable Zg is independent of all its nondescendants, given its parents
in the (Markov) causal graph. Since Y and E are the parent variables of Zg and U
is a nondescendant of Zg, the first causal signature in Lemma [4.4.1 is guaranteed.
Besides, based on the d-separation criterion in [75] we can find the variable Y d-
separates Z2, from Zg and d-separates Z{ from Zg in the SCMs. Therefore, we get

the second causal signature in Lemma |4.4.1 O]

Remark 4.4.1. The first causal signature in Lemmal].4.1 indicates that we can dis-
cover the shortcut features using training environments across local clients even if the
data generating mechanisms are heterogeneous among them. The second causal sig-
nature makes it possible to develop the optimal personalized invariant predictors with
the discovered shortcut features even though there is just one training environment
on each client, since the relationships between Z%,, ZY and Zs are independent of

environment E.

In the following sections, we will introduce the two-stage implementation of our

method in detail. The overall framework of FedSDR is given in Figure 4.3

(DDM)
~ Distribution Discrepancy ~
y Maximization y
g €---mmmemeeee- >4
Classifier
Z Z
Feature

Extractor

Client 1 Client 2

* EICI: Environment-Independent Conditionally Independence

Figure 4.3: Hlustration of the overall framework designed for the proposed FedSDR.
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4.4.1 The Provable Shortcut Discovery

At the first stage, we need to capture the complete shortcut features in a collaborative
manner. Recalling the difference between the definitions of shortcut features and
invariant features, we design the following objective to extract the complete shortcut

features in a collaborative manner:

Wy, U* = argmin — Z{e = R(w(¥); D) — Myis(U; D)}, (4.2)
oy

where the first term R(w(¥); D,,) is adopted to exclude the uninformative features
(e.g., noise). A is the balancing weight and the second term f4,(V; D, ) is designed
for extracting the complete shortcut features. Specifically, we define that

lais(U, Dy) = Exep, [ D Y KL(Pur (Y | U(X), €)|[Pu: (V| ¥(X),¢))], (4.3)

eZEEt, ej c&ir
where KL(P||Q) denotes the Kullback-Leibler divergence between two probability
distributions. P, (Y | ¥, e;) means that P(Y | W, ¢;) is parameterized by the classifier

w; which is trained by:

W = argmanpu (wi(V);e;),Ve; € Er, (4.4)
witH—Y
where p!, = 1 when client u has data samples from environment e; and p!, = 0

otherwise.

Since P, (Y | ¥, ¢;) is parameterized by the classifier w; to be a distribution around

wi(W) for any given ¥ and e;, we adopt a simple and effective measure to compute

the divergence KL(Puy (Y | ¥, €;) [Py (Y [ ¥, €;)). That is KL(Pur (Y | W, €)[[Por (Y |
U, e;) = 3|wr (V) — w]*.(\I/)||27 Vei,e; € Eu. In this way, we can rewrite the overall

objective for shortcut discovery as the following bi-level optimization:

N
1
wy, U* = ar%min N Z{%D(\D; D,) :=R(w(¥); Dy,) — AMais(V; D,)} (4.5)

s.t. w; = argmmZpu (wi(V);e;),Ve; € Er, (4.6)
wiH—Y
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where (4is(U; D) = Exep,[5 X e, 2oesee,, Wi (¥(X)) — WH(W(X))[). This bi-
level optimization can be solved by alternatively updating the solutions of the outer
and inner objective. Under federated learning, both the outer and inner objective can
be divided into N sub-problems that can be settled on N local clients respectively.
The sever can aggregate the update from local clients to gain the solution ¥*. To
avoid the outer objective being dominated by maximizing £4;(V; D,,), we replace €45

with min(a, A €g(V; D,)) in the practical version, where « is a positive threshold.

Theoretical Analysis Before continuing to introduce the shortcut removal method,
we formally analyse the optimal solution of the Eq. [4.5] In this theoretical analysis
part, we consider the linear data model that [80] adopted. Specifically, we focus on
the logistic regression problem where label y € {£1}. As in [80], we suppose both
the invariant features Z¢ = [Z2, Z¥] and shortcut features Zg of sample y are drawn

from the following Gaussian:
ZCNN(y':UCvJZ[)v ZSNN(y'ﬂ87U§[)>

where p. € R% and p, € R%. Samples of observation X are generated by X =
9(Zc, Zs) where g(+) is a non-parameterized function. Parameters y.., 0. and function

g are independent of environment while u, varies as environment changes.

Assumption 4.4.1. The distribution of label Y satisfies the following two conditions:
DPY |u)=PY),YueU; 2)P(y|e) =P |e),Vy,y €Y and Ve € &,,.

Theorem 4.4.1. If the Assumption[f.4.1 holds, the function g is linear and the total
number of training environments in the federated learning system satisfies |E,| > ds,

then the following two statements are equivalent:

e U*(X) depends and only depends on the complete shortcut features Zg. That

is, U*(X) is a function of Zs alone;

o U* s the optima of the objective [4.5 with an appropriately chosen value of the

hyper-parameter \.
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Proof. We write the linear feature extractors W that can recover the latent features
([Zc, Zs]) from the observation X as V(X) = V(g(Z¢c, Zs)) = AZc + BZg, where
A and B are fixed transformation matrices. This formulation is also adopted in the
theoretical analysis in [80] and [99]. For the concerned logistic regression, we can get

a closed form for the distribution P(Y | U, e) as:

P(Y | U,e) :=P(Y | AZc + BZg)
 P(AZc + BZs | Y)PE(Y)
Pe(AZc + BZs)
- P(AZo + BZs | Y)PE(Y)
X, Pe(Y = y)Pe(AZo + BZs | Y =)

Since Assumption [4.4.1 holds, we have P¢(Y = y) = P¢(Y = ¢/),Vy € Y. We can

obtain

P(AZc + BZs | y)
P AZc+ BZg) =
(y | c s) ZyP€<AZC‘|‘BZS’Y:y)

B P(AZc+ BZs | y)
Pe(AZC + BZS | Y = y) +P€(AZC + BZS | Y = —y)

1
Pe(AZo+BZs|Y =—y) Vy € {£1}.

\ + T ize B2 v =y)

Because we have Z¢ Il Zg | Y from Lemma|4.4.1, we can get the probability density
of AZqs + BZg as follows:

AZC—l—BZS ‘ yNN(y-uz,Zz), (47)

where pi, = Ay + Bus and X, = AAT0? + BBT o2, Thus, we can get P(Y | U, ¢) as:

1

P(AZ¢+BZs[Y =—y)
L+ BeiZe+BzsIv=y)
1
= Wy e {£1},
1+ exp(—y - 2973 p,) y e £}

Py | V) =

where X! represents the generalized inverse of ¥, i.e., X713, = 1.

According to Lemma F.2. proved in the appendix of [80], the optimal classifier based
on the feature extractor ¥(X) = AZq + BZs is sufficiently and necessarily given by
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2(AAT0? + BBTo2) ' (Ape + Bp,). That is, we have P, Sy | V) = 1+exp(_yéwz,1u X

Vy € {£1}, if and only if w} € argmin,, 4,y SN A R(wi (V) €;), Ve € E

Therefore, we can calculate the KL-divergence between Py« (Y | W, ¢;) and Py (Y |
le? 6]') by

KL (Y | W) |[Pus (V| W)

= Z P y|@el)lg%
ve{1) ’
1 1+ exp(—y - 2907 11d)
) ye{zil} 14 exp(—y - 2075 1pt) 8 T expl(—y 20TE t)
1 1+ exp(— 2\IITZZ_],1,L@)
I exp(—2UTX 1) log 1+ exp(—2UTX i)
1 1 +exp(207X; 1 id)
* 1 +exp(2UTX_tui) log 1 +exp(2UTX_ tui)
1 1+ exp(207% ) exp(20T8 7 ut)
T 1+ exp(—207S 1) { BT exp(2UTS ) |8 exp(2UTS il }
1 1+ exp(20TX 1 1d)

—lo
- 1+ exp(QUTX1ui) 1T exp(Q\I/TZ 1uz)

1+exp(2\IfT2 1;#) 20T (3l — 57 1,uj)
T op @V ) T 1+ exp(—2WTE )

Similarly, we can get that

]P)w*-(y | qj?ej)

KL (Y | V) [P (¥ [ Woe)) = > Pugly | W) log pragss

ye{£1} wit¥ o
L+ exp(2U7S]1pl)  207(50 pl — X0
T exp 207D 1) 1+eXp(—2\I/TZZj1 )

Combining the above results, we can get that

_ _ 4 UT(s -
{ I +exp(—29TX 7 1ut) 14 exp(—Q\I/TZz—jl,ui) } i : ,uv s M )}
. ~~ - T2
Ty

> O,VGi,é’j € gall,V\D € H.
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Since the absolute value of term 77 (i.e., |71]|) monotonically increases with term
|T3| increasing, the objective maxy KL(Pys (Y | U, ¢; HIP’ Y | 0,e)) + ICﬁ(IP’w;(Y |
U, e))||Pus (Y | W, ;) is equivalent to maxy ||207 (3 ul — 371 pl) || Therefore, the
second term 25:1 lyis(V; D,) in Eq. can be written as

N
%Z (WD) =Ey [ 373 (207 (25 - 5 )|

e; c&r [ cE¢r

-y v A[(Ape + Bpg) = (A + B)|I” M
(AATo2 + BBT02)? v

e c&ir €; cEr

A1 By — 1) 2
= 2 2 aaror s prrere ol

e; & €j Egtr

According to the mentioned AZ¢ + BZs | y ~ N (y - i1, X.), we can get the density

SR = P |V = )

yey

With the Assumption [4.4.1 holding, we can get the mean E[¥] = 0 and the variance
D[¥] = AAT02 + BB o2, Therefore, we have

1 Y . :
oD (WD) =By [ ST 2wl (5 - 5 )|
u=1

eiEStr €j c&r

4| B, — pd)|1? 2
= S . ]D)\Ij E\Ij
S Y il il + (=)
e, €€y €; cEr
Y A\ B(py — p)I”
AAT02+BBT02
e; cEr e] cEr

= AA— Z Z ||Hs Ns||2

BT C + S ezegﬁ egegt'r

We can find that maximizing the above objective will make A = 0 and BBT #

0. Moreover, when [&,| > d, maximizing >5 o >, e iy — plll* will make
rank(B) = ds. In the meanwhile, satisfying A = 0 and rank(B) = d, will in turn

maximize the objective % Ziv:l Lais(V; Dy,).
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In Eq. 4.5 we utilize a Lagrangian multiplier to solve the constrained optimization

and the balancing weight is A\. Therefore, Theorem [4.4.1 gets proved. O

Remark 4.4.2. Theorem|.4.1 guarantees the elaborated Eq.[4{.5] can yield the feature
extractor that extracts complete shortcut features and excludes all invariant features.
Note that Assumption|f.4.1 is about the label distributions in training datasets. Since
the shortcut extractor works as an auxiliary model and is never part of the optimal
personalized invariant predictors, we can sample some data subsets from local training
datasets to train the shortcut extractor W*. In this way, the sampled data subsets can
easily satisfy Assumption[f.4.1. Besides, the causal signatures in Lemma[4.4.1 play
critical parts in the proof of Theorem [4.4.1.

4.4.2 Personalized Invariant Learning with Shortcut Removal

With the shortcut extractor that depends and only depends on the complete short-
cut features Zg, we can extract the most informative invariant features to elicit the
optimal personalized invariant predictor for each client. Based on the second causal
signature in Lemma [4.4.1, we design the following objective for each client to develop

the optimal personalized invariant predictor:

wi(®r) = arg min £z (wy (Py); Dy) = {R(wu(Pu); D) + v - I(Po; ¥* | Y)}, Vu € [N],
Dy, Wy

(4.8)

where I(+;- | -) denotes the conditional mutual information and v is the balancing

weight. The optimal personalized invariant predictor is given by fg = wj(®).

Theorem 4.4.2. Suppose V*(X) in the Eq. depends and only depends on the
complete shortcut features Zg. If fy (Vu € [N]) is the optima of the Eq. with
the hyper-parameter v chosen appropriately, then the fg is the optimal personalized

invariant predictor for the client u, Yu € [N].

Proof. We know that minimizing R(w,(®,); D.,) is the sufficient condition of maxi-
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mizing [(Y; ®,(X)), and I(P,; U* | Y) = 0 is equivalent to &, 1L U* | Y. According
to the property of Lagrangian multiplier, the objective in Eq. is equivalent to
the constrained optimization where the constrain is I(®,;¥* | Y) = 0, with the ap-

propriately chosen v. Combining with the second causal signature in Lemma {4.4.1,
Theorem [4.4.2 gets proved. [

Remark 4.4.3. Theorem[{.4.2 guarantees that our method can produce the optimal
personalized invariant predictor for every client. Note that I(®,;V* | Y) = 0 is the
necessary and sufficient condition for ®, 1L ¥* | Y. Since &, 1L U* | Y is inde-
pendent of environment, our method can develop the optimal personalized invariant
predictor for every client even though there is only one training environment on each

federated client.

In the practical implementation, it can be infeasible to compute the exact value
of I(®,;¥* | V). Considering the limited computation resources on local clients,
we adopt a simple approximating scheme used in [45] to measure I(®,;¥* | V).
Specifically, we estimate it by I(®,;¥* | V) ~ E[®,(X) - (V*(X) — E[¥*(X) | Y])]
because I(P,; ¥* | Y) = 0 is the sufficient (but not necessary) condition for E[®,(X)-
(U*(X) — E[¥*(X) | Y])] = 0. With the data samples on local clients, we estimate
the conditional mutual information by

M,

1 qr
I(®,; 0" |Y) =~ H— D, (X)) V(X)) — ém\lf*(Xn)
M, mzzl < ; ZnE[Mu] ay )

1

where (X, Ym), m € [M,] is drawn from dataset D, ¢* = 1 if y, = y,, and ¢ =0

otherwise.

Note that our method can easily cooperate with most of the existing PFL methods
to improve their OOD generalization performance by adding /(®,; V* | Y) into their
objectives as a regularization term, since I(®,; U* | Y) = 0 can constrain the person-
alized models to eliminate all shortcut features even though each client has only one

training environment.
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4.4.3 Algorithm Design

In the following contents, we will discuss what the server and local clients need to
conduct to develop the optimal personalized invariant predictor fg for each client,
Vu € [N]. The detailed pseudo-code of the designed algorithm FedSDR is provided
in Algorithm

Server Update. Before the algorithm starts, the server initializes the models with
random parameters. At each communication round ¢, the server firstly selects a frac-
tion of local clients (u € S*) and broadcast the current ¥* and {w! |i=1,2,...,|&:|}
to them. After the selected local clients finish conducting the client update process,
the server can receive the local update W4 and {w!f' | i = 1,2,..., 4]} from the
selected clients. Then it can update the global solutions by W' = |S_1t| D uegt UhT

t+1 _ ot t+1 .
and w;™ =) cq S Wi o= 1,2, .|l

Client Update. Before the algorithm starts, the client u initializes the personalized
invariant model with random parameters feou. After receiving the global model W*
and {w! | i =1,2,...,|&,|} from the server, the local client u (Vu € S*) needs to carry

on the following two steps: 1) update the personalized invariant model by

th+l otk w etk
o, =t —nVlR(fy, s Du)

for K steps and finally get fatjl = fg;K, where 7 is the personalized learning rate.

2) The client can conduct R local iterations to update the local shortcut extractor.

Before it starts, the client initializes the related models as W40 = ! and w;,;:o =

ti=1,2,..,|E"|. During each local iteration r, the client firstly updates the local

shortcut extractor by

W, = T = BV (U375 D)

for one epoch where [ denotes the learning rate, and then get the near-optimal

t,r+1

environment classifiers w;, " i = 1,2, ..., |Ef| by stochastic gradient descent (on
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Algorithm 2 FedSDR: Federated Learning with Shortcut Discovery and Removal
Input: Hyper-parameters T, R, K, 3,1, a, A, 7.

1: Initialize the models WO, {w?|i € [|E, ]}, {ff,|u € [N]}.
2: fort=0toT —1do

3: Server sends global models (U, {w!|i € [|£]}) to the participating clients.

4: for local device u = 1 to N in parallel do

5: Initialization: Wi < W', {w}  « wili € [|E4]]}.

6: for k=0to K —1do

7: Update personalized invariant model: f;;kﬂ = et;k —nVIER( et;k; D,).
8: end for

9: Initialization: féjm — ftuK

10: forr=0to R—1do

11: Update the shortcut extractor: W41 = Wi — gV¢L (UL D,).

12: Update environment classifiers for K epochs with VR(W;’Z(\IIZ’T); e;).
13: end for

14: end for

15: Randomly select a subset (S*) of the users to upload the local approximation:

16: Yl WLl and {w!t! wff i=1,2,...,|EL}

iU

17 Global aggregation:

18: Shortcut extractor Wit! = IS_ltl > uest LT

. . t+1 3 t+1
19: Environment classifiers wﬁ = Zuest ZuZSt o wiI i=1,2,..,|E|
20: end for

21: return the personalized invariant models { feT;O]u € [N]}.
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VR(w;’Z(\I/ZT); e;)) for L steps. When completing R local iterations, the client upload
the local parameters 4! = WhR and {w!l' = wi'V' | i = 1,2,...,|%]} to the server

iU

for server update.

4.5 Experiments

4.5.1 Empirical Validation of Theorem (4.4.2

To verify the provided theoretical guarantees under linear cases, we generate a syn-
thetic dataset using the same strategy as in [80]. Specifically, it is a logistic regression
task and the data instance X is generated by X = g(Z%, Z{, Zs), where the dimen-
sionalities of Z%, Z¥ and Zg are d, = 3, dZ = 3 and ds = 6 respectively. The
linear function ¢ is implemented by one fully-connected layer which has 12 neurons.
The latent variables Z¢,, Z§ and Zg are subject to N'(y - ficg, 02 ,1), N'(y - pieur 02, 1)
and N(y - pus,02I) respectively. Target variable y is taken from the distribution
Ply = —1) = P(y = 1) = 0.5. Both p., and p., are randomly sampled from
N(0,1.57) while p, is randomly sampled from N(0,0.75I. To make the shortcut
representation Zg easier to learn, we choose 0., = 0., = 2 and 0, = 1 as in [80].
Each fixed value of u indicates one specified environment. We generate 10 training
environments and 5000 test environments to evaluate the out-of-distribution general-
ization performance. Each (training/test) environment contains 10000 data samples
(X,y) and the training data samples are distributed onto totally 100 clients. The
training and test data samples on each client are generated with an identical value
of pic,. Besides, we choose the client sampling rate as 0.1. The experimental results
on this synthetic dataset are shown in Table In particular, when we manually
select the causal features [Z2, ZY] as the discriminating features, we find the opti-
mal personalized classifiers achieve an stable accuracy around 97.5 in different test

environments. Therefore, the results shown in Table can demonstrate the effec-
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Table 4.1: The performance of FedSDR and the competitors on the synthetic dataset.

Algorithm FedAvg DRFA FedSR FedlIR FTFA pFedMe Ditto FedRep FedRoD FedPAC FedSDR

worst-case(%)  3.06 62.41 63.09 67.39 1.32 10.58 7.76 2.57 21.53 8.98 92.49
average(%) 85.56  69.64 70.53 70.75 96.26  95.72 96.50 97.80 97.24 98.77 96.07

tiveness of our FedSDR on developing the optimal personalized invariant predictors,

compared with the state-of-the-art FL. and PFL methods.

4.5.2 Experimental Setup

Colored-MNIST (CMNIST) [6] is constructed based on MNIST [53] via rearrang-
ing the images of digit 0-4 into a single class labeled 0 and the images of digit 5-9 into
another class labeled 1. Each digit having label 0 is colored green/red with probability
p¢/1—p° and each digit having label 1 is colored red/green with probability p©/1— p®,
respectively. Thus “color” feature is shortcut in the dataset and the data distribution
varies as p® changes. We provide two training environments (pf. = 0.90 and 0.80)
as &, and every local client only has one training environment which is randomly
sampled from &;,.. To assess the model performance on different test distributions,
the test environment on each client varies from pf, = 0.00 to 1.00. Considering the
heterogeneous data generating process across local clients, the data instances used
for constructing the training/test environments on each client are randomly sampled
from only two digit sub-classes labeled 0 (e.g., digit 1, 2) and two digit sub-classes
labeled 1 (e.g., digit 6, 7) without replacement.

Colored Fashion-MNIST (CFMNIST) [2] is constructed using the same strategy
as Colored-MNIST, but the original images come from Fashion-MNIST [101]. Hence,

CEFMNIST dataset carries more complex feature space than colored-MNIST does.

WaterBird [81] considers a real-world scenario where the photographs of waterbirds

usually have water backgrounds while the photographs of landbirds usually have
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land backgrounds because of the distinct habitats. It makes learning models easily
trapped by “background” shortcut when classify “waterbird” and “landbird”. In
WaterBird, a waterbird is placed onto a water/land background with probability
p°/1 — p® and a landbird is placed onto a land/water background with probability
p°/1 — p° respectively. We setup two training environments (pf. = 0.95 and 0.85)
as &, and each client has only one training environment which is randomly sampled
from &;,.. The test environment varies from p§, = 0.00 to 1.00. We notice that the
diverse geographic distributions of different bird species naturally accord with the
heterogeneity of local data generating process if the federated clients are located in
different geographic areas. Considering WaterBird includes 46 waterbird species and
154 landbird species, we distribute 15 (10 separated and 5 overlapped) waterbird
species and 51 (34 separated and 17 overlapped) landbird species to each client. The
training and test datasets on each client contain bird pictures that belong to the same

bird species.

PACS [54] is a larger real-world dataset commonly-used in evaluating out-of-distribution
(OOD) generalization. It consists of 7 classes distributed across 4 environments (or
domains). We adopt the “leave-one-domain-out” strategy to evaluate the OOD gen-
eralization performance. Taking personalization into consideration, we split each
training domain into two subsets according to classes (i.e., one subset consists of dog,
elephant and giraffe and another subset consists of guitar, horse, house, and person),
and then distribute these two subsets onto two clients respectively. Training and test

datasets on each client come from different domains but consist of the same classes.

Baseline Methods: We compare our method (FedSDR) with 10 state-of-the-art
algorithms: 4 federated learning methods (FedAvg [70], DRFA [21], FedSR [73] and
FedIIR [30]), and 6 personalized federated learning methods (pFedMe [94], Ditto [57],
FTFA [17], FedRep [18], FedRoD [12] and FedPAC [102]).

Model Architectures: For CMNIST and CFMNIST, we adopt the deep neural

network with one hidden layer as feature extractor and an subsequent fully-connected
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layer as classifier. As regard to Waterbird and PACS, ResNet-18 [36] is used as the
learning model where the part before the last fully-connected layer works as feature

extractor and the last fully-connected layer works as classifier.

Selection of Hyper-parameters: The hyper-parameters of the competitors and
our algorithm are tuned to make the accuracy on the validation environment (i.e.,
P, = 0.10) as high as possible. Specifically, the mainly used hyper-parameters in
the evaluation part are listed as follows: Global communication round: 7" = 600,
Local iterations: R = 10, Personalized epochs to update the personalized invariant
predictors: K = 10, Local batch size: B = 50, Global learning rate: § = 0.0001,
Personalized learning rate: n = 0.0001, Discrepancy threshold: o = 1.0, Balancing
weight: A = 0.5, Balancing weight: v = 1.4, Optimizer: Adam.

Table 4.2: The overall comparison between the performance of our method and the

baselines on four datasets.

Dataset CMNIST CFMNIST WaterBird PACS

Test acc (%) |worst-case average|worst-case average|worst-case average|worst-case average
FedAvg 3.39 51.03 0.16 50.02 54.13 67.95 41.71 47.66
DRFA 21.15 52.81 19.84 53.88 59.75 68.39 42.48 48.95
FedSR 46.93 48.62 47.61 48.90 61.75 71.68 46.76 51.25
FedIIR 47.25 48.39 48.06 49.16 61.24 70.87 47.03 51.58
FTFA 15.42 54.96 11.35 53.52 54.38 69.68 40.89 48.79
pFedMe 21.30 48.53 4.22 51.26 95.63 68.24 45.24 51.33
Ditto 3.02 50.97 0.37 50.12 53.13 68.73 44.95 51.28
FedRep 2.76 50.83 0.11 50.01 52.88 70.23 49.27 53.75
FedRoD 9.09 50.84 1.23 51.57 52.36 70.86 48.16 52.92
FedPAC 1.01 50.05 0.16 50.13 45.08 65.57 49.93 54.20
FedSDR 53.88 55.59 56.92 61.88 | 65.25 73.20| 52.14 56.18
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4.5.3 Overall Performance

We summarize the test accuracy of all competitors on different unseen test distribu-
tions (11 test distributions in CMNIST, CFMNIST and WaterBird; 4 test distribu-
tions in PACS) and figure out the worst-case and average accuracy of each method in
Table We can find that our method FedSDR consistently outperform the base-
lines on both worst-case and average test accuracy. In particular, FedSDR achieves
around 6.5%, 9%, 3.5% and 2% higher worst-case accuracy than the second best
algorithm and in the meanwhile reaches the highest average accuracy on CMNIST,

CFMNIST, WaterBird and PACS, respectively.
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Figure 4.4: The relationship between the test accuracy and the test distribution.

4.5.4 Mitigation of Shortcut Features.

Since there exists definite correlation between shortcut features and label in CMNIST,
CFMNIST and WaterBird, we can use these three datasets to evaluate how well a
method can mitigate the shortcut features. The more highly a method relies on
shortcut, the more approximate its test accuracy is to the corresponding pf.. In
contrast, a method that eliminates the shortcut can produce consistent test accuracy
across different py,. We evaluate the competitors under diverse test environment
(i.e., pf.) and show the relationships between test accuracy and pj, in Figure 4.4 In
particular, “Oracle” represents the scheme where we manually remove the shortcut
features (color in CMNIST and CEFMNIST; background in WaterBird) from the whole

dataset and then train the personalized models using the pre-processed dataset. Hence
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“Oracle” provides an ideal performance for comparison. We can see that FedSDR can
effectively mitigate the shortcut and achieve a more consistent test accuracy than most
of the FLL and PFL methods. Because FedSDR exploits the personalized invariant
features, it consistently achieves a higher test accuracy than the federated domain

generalization methods which drop the personalization information.

Table 4.3: Performance comparison between FedSDR and the trivial combination of

invariant learning with personalized federated learning schemes.

Dataset CMNIST CFMNIST WaterBird PACS

Test acc (%) |worst-case average|worst-case average|worst-case average|worst-case average

IRMT 46.38 49.14 47.76 49.41 60.38 68.63 46.35 50.83
IRMT-FT 14.32 04.27 11.09 53.48 60.25 69.46 43.18 50.04
IRMf-L2 45.68 49.04 47.92 49.46 61.25 68.93 48.57 51.98

FedSDR 53.88 55.59| 56.92 61.88| 65.25 73.20| 52.14 56.18

4.5.5 Necessity of Shortcut Discovery and Removal.

At the beginning of Section [4.4] we analyse that trivial combination of invariant learn-
ing scheme with local adaptation (commonly used in PFL) can fail to generate the
optimal personalized invariant predictors for local clients. To validate the superiority
of our method on developing the personalized invariant predictors when local train-
ing environments are insufficient, we implement two typical personalization skills with
the global model being trained by the distributional version of IRM (i.e., IRMT in
Table . One is L2-norm regularizer used in PFL [94] 34] [32] 57], and we call this
implementation IRM-L2. Another one is local Fine-Tuning which is proved simple

and effective for personalization ( [I7]) and we name it IRM'-FT.

From the results in Table [4.3] we can find the combinations can hardly improve the

OOD generalization performance. In particular, the local fine-tuning skill can even
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degrade the performance, compared with baseline IRM'. The underlying reason is
that local adaptation can readily make the personalized model pick up the shortcut
features when local training environments are insufficient. By contrast, our short-
cut removal method is independent of environment and can effectively mitigate the

shortcut features even though there is only one training environment on each client.

Table 4.4: Performance of FedSDR on WaterBird with different values of hyper-

parameters A and .

A 0.00 0.10 0.50 1.00 10.0

worst-case (%) 61.88 62.51 65.25 61.68 61.74
average (%) 71.34 72.39 73.20 70.61 70.18

07 0.00 0.10 1.00 1.40 10.0

worst-case (%) 43.75 44.16 57.64 65.25 48.29
average (%) 66.30 65.73 70.18 73.20 64.86

4.5.6 Effect of Effects of Balancing Weights.

We evaluate the effects of two significant hyper-parameters in the proposed objective
(i.e., A and ) on model performance here. Since the results on other datasets present
the similar tendency as on WaterBird, we herein focus on WaterBird. The results on
other datasets are placed in the appendix. When evaluating the effect of A\, we fix
v = 1.4 . When evaluating the effect of v, we fix A = 0.5. The results are shown
in Table [4.4 When A = 0.0, shortcut feature extractor is trained by empirical risk
minimization (i.e., ERM). When v = 0.0, the personalized models are trained by local
ERM. Because models trained by ERM tend to rely on shortcut, the performance of

FedSDR is more sensitive to the selection of v than the selection of \.
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4.5.7 Scalability

In the evaluation part of the main text, we simulate 8 clients in the experiments on
CMNIST, CEFMNIST and WaterBird. The experiments on PACS are conducted on 6
clients. To further evaluate the scalability of FedSDR, we firstly partition CMNIST
dateset into 8 subsets using the same strategy adopted to simulate 8 clients. And then,
we randomly distribute each subset onto 10 clients. In this way, we totally construct
80 clients for CMNIST dataset. Similarly, we construct 80, 80, 60 clients for CFM-
NIST, WaterBird and PACS respectively. When evaluating the model performance
on these four datasets, we adopt a client sampling rate of 0.1. The experimental

results are shown in Table:

Table 4.5: The overall comparison between the performance of our method FedSDR

and the baselines with a large number of clients.

Dataset CMNIST CFMNIST WaterBird PACS

Test acc (%) |worst-case average|worst-case average|worst-case average|worst-case average
FedAvg 1.74 46.82 0.77 45.62 48.65 61.57 33.75 40.18
DRFA 14.94 47.24 15.51 47.14 52.34 60.43 36.17 41.75
FedSR 40.29 43.64 41.16 43.27 55.63 64.32 39.03 43.40
FedIIR 41.18 42.93 41.80 43.58 54.31 64.60 40.15 44.37
FTFA 11.51 49.28 7.20 47.57 50.25 63.39 34.65 42.19
pFedMe 17.28 44.13 2.42 47.95 50.01 61.97 41.06 45.84
Ditto 1.98 45.84 1.80 45.71 49.08 63.38 40.18 46.30
FedRep 1.56 46.20 0.83 46.14 48.12 64.52 42.16 47.58
FedRoD 6.53 46.86 1.60 47.43 49.56 65.49 42.68 46.61
FedPAC 0.38 45.64 0.23 44.88 42.61 63.81 44.19 49.71
FedSDR 50.41 51.85 52.81 57.14| 59.96 68.09| 48.07 51.55

The results show that FedSDR can still outperform the competitors when there are
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a large number of clients in the federated learning system, which can validate the

scalability of the proposed FedSDR.

Algorithm 3 FedSDR (+FedAvg): Federated Learning with Shortcut Discovery and

Removal
Input: Hyper-parameters T, R, K, 3,1, a, A, .

1: Initialize the models WO, f§ and {w?]i € [|&:]]}
2: fort=0toT —1do
3: Server sends global models (¥, f} and {w!|i € [|€:-]]}) to participating clients.

4: for local device u =1 to N in parallel do

5: Initialization: WHO ¢ Wt ;fuo < fp and {w}, + wili € |EL]}.

6: forr=0to R—1do

7: Update personalized invariant model: ft T — T N ( ft:j; D,).
8: Update shortcut extractor: Whr+l = whr — BV%D(\I!ZT; D,).

9: Update environment classifiers for K epochs with VR (w;s(W57);e;).
10: end for

11: end for

12: Randomly select a subset (S*) of the users to upload the local approximation:
13: W PER I £ and (Wil Wil i = 1,2, ., [EL )

14: Global aggregation:

15: Shorteut extractor W = o 5t| > ouest UEL

16: Environment classifiers w!™ = Zue gt EuZ o) withi=1,2,..,1&:];
17: Global invariant model ft+1 \Stl Y uest ft“.

18: end for

19: return the global and personalized invariant models fJ, { fGTu’R|u € [N]}.
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4.5.8 Compatibility

We notice that the proposed shortcut discovery and removal method can easily coop-
erate with most of the existing federated and personalized federated learning method
to improve the out-of-distribution generalization performance via adding shortcut
discovery and removal as a regularization term. We provide an example combination
of FedSDR with FedAvg [70] and pFedMe [94] in Algorithm [3] and Algorithm [4] re-
spectively. Of course, the combinations with more other federated and personalized

federated learning methods can be explored in the future.

We implement Algorithm [3| and Algorithm (4| mentioned above on three datasets
(i.e., Colored-MNIST, Colored-FMNIST and WaterBird). The values of the generic
hyper-parameters are set same as FedSDR. In particular, we choose A = 0.5 and
v = 1.0 % 10* for Colored-MNIST and Colored-FMNIST. As to WaterBird dataset,
we choose A = 0.5 and v = 1.4. The experimental results are shown in the following
Table 4.6l Note that the performances of FedSDR+FedAvg and FedSDR+pFedMe
are evaluated with the personalized invariant models output by Algorithm [3| and
Algorithm [4] respectively. The results show that the model performance can be
further improved when we combine the proposed shortcut discovery and removal

method with the prevalent federated learning algorithms.

Table 4.6: The combinations of our method with other federated learning schemes.

Dataset CMNIST CFMNIST WaterBird
Test acc(%) worst-case average | worst-case average | worst-case average
FedSDR 53.88 55.59 56.92 61.88 65.25 73.20

FedSDR+FedAvg | 51.76 56.01 07.14 61.56 66.73 74.27
FedSDR+pFedMe| 53.54 55.93 56.69 63.22 67.32 74.38
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Algorithm 4 FedSDR (+pFedMe): Federated Learning with Shortcut Discovery and

Removal
Input: Hyper-parameters T, R, K, 3,1, o, A, 7.

1: Initialize the models WO, f§ and {w?|i € [|&:]]}
2: fort=0toT —1do
3: Server sends global models (¥, f} and {w!|i € [|€:-]]}) to participating clients.

4: for local device u =1 to N in parallel do

5: Initialization: Wi < W', £0 < f! and {wi, < wili € [&x]}

6: forr=0to R—1do

7: for k=0to K —1do

8: Update the personalized invariant model:

9: o= ot = (VRN D)+ (fal = £37).

10: end for

11: Update global invariant model: f;" "' = fo" — py(f" — fT;K)

12: Update shortcut extractor: Wil = whr — gL (UL D).

13: Update environment classifiers for K epochs with VR (w;, (V7); €;).
14: end for

15: end for

16: Randomly select a subset (S*) of the users to upload the local approximation:
17: WhH — WhLR -l f;u and {wih' « wff |i=1,2,..., |4}

18: Global aggregation:

19: Shortcut extractor Wil = ol St| > uest UEL

20: Environment classifiers w!™ = Zue st T z o) withi=1,2,..,1E;
21: Global invariant model fit! = \Stl Y uest g:rl.

22: end for

23: return the global and personalized invariant models fJ, { fgli Flu € [N]}.
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4.6 Remark

In this chapter, we study the challenging shortcut trap problem in PFL. We formulate
the SCMs to interpret the heterogeneous data generating mechanisms on federated
clients and derive two significant causal signatures which inspire our provable shortcut
discovery and removal method. Theoretical analysis proves the proposed FedSDR can
draw all shortcut features and elicit the optimal personalized invariant predictor that
can generalize to unseen target data for each client. FedSDR can cooperate with
most of the existing PFL methods to improve their OOD generalization performance,

which can facilitate the real-world application of PFL.

FedSDR is our first attempt to address the train—test data distribution shift on each
client by employing a provable shortcut discovery and removal method based on
causal modeling. However, FedSDR requires knowledge of the available environments
on each client, and its theoretical guarantees apply only in linear feature spaces. In
practice, the requirement for available environment information on clients can increase
the risk of data privacy leakage, while the assumption of a linear feature space may
limit the applicability of FedSDR to federated learning systems where local datasets
exhibit more complex causal structures (i.e., non-linear feature spaces). To address
these two significant limitations, we propose an improved causally motivated shortcut-
averse method that tackles both train—train and train-test data distribution shifts in

federated learning systems, which will be presented in the next chapter.

89



Chapter 5

Causally Motivated Personalized
Federated Invariant Learning with
Shortcut-Averse
Information-Theoretic

Regularization

5.1 Introduction

Modern machine learning models are prone to rely on spurious correlations (corre-
lations between spurious features and target, a.k.a, shortcuts) in diverse vision and
language tasks [26]. Since shortcuts are unstable over diverse data distributions,
models performing well on training data can experience a significant degradation in
performance on test data when distribution shift exists. We consider a binary clas-
sification task for illustration where a learning model needs to differentiate between

)

pictures of “cow” and “camel” [7]. Because most cows stand with grass backgrounds
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datasets on each client come from distinct domains but consist of the same classes.

Baseline Methods: We compare our method (FedPIN) with 11 state-of-the-art
algorithms: four federated learning methods (FedAvg [70], DRFA [21], FedSR [73]
and FedlIR [31]); and seven PFL methods (pFedMe [94], Ditto [57], FTFA [17],
FedRep [18], FedRoD [12], FedPAC [102]) and FedSDR [97].

Model Architectures: For CMNIST and CFMNIST, we adopt a deep neural net-
work with one hidden layer as feature extractor and a consecutive fully-connected
layer as classifier. As regard to Waterbird and PACS, ResNet-18 [36] serves as the
learning model, with the preceding layers acting as the feature extractor and the final

fully-connected layer functioning as classifier.

Table 5.1: The overall comparison between the performance of our method and the
baselines on four datasets. When the number of clients is small, all clients are se-
lected at each communication round. When the number of clients is large, the client

sampling rate is set as 0.1.

CMNIST CFMNIST WaterBird PACS
Datasets

8 clients 80 clients 8 clients 80 clients 8 clients 80 clients 6 clients 60 clients

Test Acc (%) Worst Avg Worst Avg Worst Avg Worst Avg Worst Avg Worst Avg Worst Avg Worst Avg

FedAvg 3.4 51.0 1.7 46.8 0.2 50.0 0.8 45.6 54.1 68.0 48.7 61.6 41.7 47.7 33.8 40.2
DRFA 21.2 52.8 149 47.2 19.8 539 155 47.1 59.8 68.4 52.3 604 42,5 49.0 36.2 41.8
FedSR 46.9 48.6 40.3 43.6 47.6 489 41.2 433 61.8 71.7 556 64.3 46.8 51.3 39.0 43.4
FedIIR 47.3 484 41.2 429 481 49.2 41.8 43.6 61.2 70.9 543 64.6 47.0 51.6 40.2 44.4
FTFA 154 55.0 11.5 49.3 114 53.5 7.2 476 544 69.7 503 63.4 40.9 48.8 34.7 42.2
pFedMe 21.3 48.5 173 44.1 4.2 51.3 2.4 48.0 556 68.2 50.0 62.0 45.2 51.3 41.1 458
Ditto 3.0 51.0 2.1 45.8 0.4 50.1 1.8 45.7 53.1 68.7 49.1 63.4 449 51.3 40.2 46.3
FedRep 2.8 50.8 1.6 46.2 0.1 50.0 0.8 46.1 52.9 70.2 48.1 64.5 49.3 53.7 422 476
FedRoD 9.1 50.8 6.5 46.9 1.2 51.6 1.6 474 524 70.9 49.6 65.5 48.2 529 42.7 46.6
FedPAC 1.0 50.1 0.4 45.6 0.2 50.1 0.2 449 451 65.6 42.6 63.8 49.9 54.2 44.2 49.7
FedSDR 53.9 55.6 50.4 51.8 56.9 61.9 52.8 57.1 65.3 73.2 60.0 68.1 52.1 56.2 48.1 51.6
FedPIN 53.6 55.4 508 51.1 59.8 63.1 564 59.5 73.8 758 679 71.3 554 586 52.3 54.8
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concerned methods in mitigating spurious correlations. Moreover, we establish an or-
acle for comparison where the spurious features (‘color’ in CMNIST and CFMNIST;
"background’ in WaterBird) are removed manually from the corresponding datasets.
We can find the performance of our FedPIN closely matches that of the oracle on all
three datasets, illustrating the effectiveness of FedPIN in mitigating spurious correla-
tions. Conversely, the majority of state-of-the-art PFL methods struggle to eliminate

spurious features since their performance varies dramatically as py, changes.

5.6.4 Ablation Study

Table 5.2: The effect of the devised information-theoretic constraint in the local
objective on achieving shortcut-averse personalization.

Datasets CMNIST CFMNIST WaterBird PACS

Test Acc (%) Worst Avg Worst Avg Worst Avg Worst Avg

GM 475 49.6 482 50.1 634 71.5 47.2 51.5
GM-FT 15.1 54.8 10.7 56.2 62.8 72.3 45.5 52.3
GM-L2 46.9 50.0 48.6 50.8 64.9 73.0 48.2 534

PM (A =0) 20.2 545 182 55.7 64.0 72.8 46.1 53.0
PM (v =0) 52.8 55.2 586 63.2 69.8 754 529 56.3

PM 53.6 554 598 63.1 738 75.8 55.4 58.6

In this section, we analyse the effect of each part in the proposed information-theoretic
regularizer and the results are depicted in Table Specifically, ‘GM’ represents the
performance of Global invariant Model produced by FedPIN while ‘PM’ indicates
the performance of Personalized invariant Models developed by FedPIN. For com-
parison, we implement two effective personalization schemes in existing PFL: local
Fine-Tuning [17] and L2-norm regularization [58] 94 32, [94], based on the global

invariant model obtained by FedPIN. The results of these two baselines are labeled as
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GM-FT and GM-L2 in Table We can find these two schemes struggle to achieve
personalization when the necessity of eliminating spurious correlation is considered.
In particular, local fine-tuning can adversely impacts the OOD generalization perfor-
mance of the global invariant model. The underlying reason is that these strategies
cannot separate the personalized information from spurious features and preserving

personalized features is accompanied with picking up spurious features.

In contrast, the proposed information-theoretic constraint can distinguish the person-
alized invariant features from spurious features and achieve shortcut-averse person-
alization. As regard to the two terms (conditional mutual information and entropy)
in the constraint, we evaluate the isolated effects of them by independently setting
A =0 and v = 0 in Table The results indicate that the conditional mutual infor-
mation term weighted by A is indispensable for excluding the spurious features. Of
course, the entropy term weighted by 7 can further improve the OOD generalization

performance of the derived personalized invariant models.

5.6.5 Effect of Local Epochs

Table 5.3: Effect of the number of local epochs R in FedPIN.

# local epochs (R) R=5 R=10 R=15 R=20

Worst-case Acc (%) 71.8 73.8 73.7 733
Average Acc (%) 744 758 762 764

Since allowing large number of local epochs can reduce the communication overhead in
federated learning, we assess how varying the number of local epochs (i.e., R) impacts
the performance of our method. The results on WaterBird dataset are presented in
Table [5.3] Our method FedPIN exhibits robust performance across a range of R, as

evidenced by the outcomes.
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5.6.7 Computation Overhead

In order to evaluate the computation cost empirically, we record the running time
that each algorithm consumes to achieve the reported performance in Table on
WaterBird dataset (with the client sampling rate set as 0.1). The detailed results are

listed as follows:

Table 5.4: Empirical evaluation on computation cost of various algorithms.

Algorithm FedAvg DRFA FedSR FedIIR FTFA pFedMe Ditto FedRep FedRoD FedPAC FedSDR FedPIN

Running Time (s) 473 488 501 492 865 1490 1571 981 1379 1542 1565 1733

Combining the results in Table and Table [5.1, we can find that our method
FedPIN can achieve around 8% higher worst-case accuracy on WaterBird dataset
than the second best baseline, with comparable computation cost over many state-
of-the-art personalized federated learning approaches (e.g., pFedMe, Ditto, FedPAC
and FedSDR).

5.7 Remark

In this chapter, a causal signature is proposed and quantified as an information-
theoretic constraint to mitigate spurious correlations and achieve shortcut-averse per-
sonalized invariant learning under heterogeneous federated learning. The theoretical
analysis demonstrates our method can guarantee a tighter generalization error bound
in comparison with the state-of-the-art PFL methods and achieve a convergence rate
on the same order as FedAvg. The results of extensive experiments affirm the supe-
riority of the designed algorithm FedPIN over the competitors on out-of-distribution
generalization performance. Moreover, FedPIN addresses the two major limitations of
FedSDR presented in the previous chapter, thereby improving the applicability of our

causally motivated personalized federated learning algorithm to real-world federated
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6.2 Future Work

This thesis addresses the practical issue of heterogeneous data distribution in collabo-
rative learning and inspires some potential research directions for future exploration,
including learnability of personalization in collaborative learning, causal discovery
in heterogeneous collaborative learning, personalized federated learning in the era of

large-scale models and practical applicability in real-world federated learning systems.

Learnability of Personalization. As one of most important aspects in fundamen-
tal learning theory, learnability studies whether a specific concept is learnable with
finite data samples using certain learning rules [98] 84]. Assessing the learnability of
a machine learning problem can deepen researchers’ understanding from a theoretical
perspective. Although personalized federated learning has attracted considerable at-
tention and gained significant success in recent years, characterizing the learnability

of personalization in federated learning setting remains an open problem.

Compared to individual learning which trains a local model using only the local
dataset, personalization requires collaboration across clients to acquire generalized
knowledge. From the generalization error bound provided in Chapter [3| and Chap-
ter [5] we can conclude that the performance of personalized federated learning is
highly related to both train-train distribution shift and train-test distribution shift.
Therefore, investigating the learnability of personalization in federated learning needs
to take both inter-client distribution discrepancy and intra-client distribution shift
into consideration. Moreover, the partial participating and random client selection
strategy in federated learning setting can present unique challenges for evaluating the

learnability of personalization in federated learning.

Causal Discovery in Heterogeneous Collaborative Learning. When we tackle

the train-test distribution shift issue in Chapter |4 and Chapter |5 the useful causal
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graphs are provided as prior knowledge to simulate the heterogeneous data genera-
tion in federated learning. Discovering the true underlying causal graphs from local
datasets can further improve the performance of the developed models and enhance

the interpretability of personalized federated learning.

Despite extracting the underlying causal graph from the concerned dataset has been
studied in the literature on causal discovery [92], 113} [60], these works focus on dis-
covering causal graphs in centralized learning scenarios. The heterogeneous data
distribution across federated clients and the requirement on data privacy-preserving
introduces new challenges and opportunities to federated causal discovery. Therefore,
integrating personalized invariant learning with federated causal discovery to address
the train-test distribution shift problem presents a challenging and promising research

direction for future investigation.

Personalized Federated Learning in the Era of Large-Scale Models. In the
age of large-scale models, federated clients can also benefit from leveraging the pre-
trained large-scale models. With their impressive ability to generalize across diverse
applications, large-scale models have achieved significant success in both academic
and industrial communities. Personalization of the pre-trained large-scale models
can tailor models to individual user preferences and enhance user experience. A
prevalent personalization scheme for pre-trained large-scale models is adapting with
RLHF (i.e., reinforcement learning from human feedback) [74] [78] 56]. However, re-
cent research has found that Reinforcement Learning with Human Feedback (RLHF)
introduces a new problem, i.e., sycophancy, where fine-tuned models can prioritize
user preferences at the expense of the correctness of output [37, [86]. Investigating
whether heterogeneous user preference data in federated settings can address syco-
phancy in large-scale models represents a promising and intriguing research direction

for future exploration.
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Practical Applicability in Real-world Federated Learning Systems. Al-
though causally motivated personalized federated learning frameworks proposed in
this thesis have been evaluated in diverse federated settings, all of these evaluations
have been conducted in simulated environments. To ensure the applicability of our
algorithms to real-world federated learning systems, the following aspects need to be

considered in future work:

1. Scalability to large-scale federated learning system. Due to limitations
in available computational and data resources, the number of clients in our eval-
uation experiments was restricted to around one hundred. However, the number
of participating clients in real-world federated learning systems can range from
tens to millions, or even billions [88] 35, 8]. As the number of federated clients
increases, data heterogeneity becomes more severe, particularly with respect
to train—train data distribution shift across clients. Moreover, as discussed in
Chapter [4] and Chapter [5] addressing the train-test data distribution shift is
often interdependent with resolving train—train data distribution shift in prac-
tical federated learning systems. Therefore, applying the algorithms proposed
in this thesis to real-world large-scale federated learning systems can introduce
additional challenges. We leave this important research and industrial issue as

a potential direction for future work.

2. Complex, Dynamic, and Evolving Causal Structures. As discussed in
the third paragraph in this section, the structured causal models (SCMs) pro-
posed in recent works, including our FedSDR and FedPIN, are employed as
prior knowledge. However, in real-world federated learning systems, the under-
lying true SCMs governing local data distributions across clients can be more
complex and even dynamic. Constructing SCMs directly from local datasets,
rather than predefining approximate models, is crucial for enhancing the appli-
cability of our causally motivated personalized federated learning algorithms in

practical settings. Therefore, developing methods to extract complex, dynamic,
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and evolving causal structures represents an important and valuable direction

for future research.

3. Privacy Preservation. It is worth noting that all personalized federated learn-
ing algorithms presented in this thesis adopt the same global aggregation scheme
as traditional federated learning methods (e.g., FedAvg [70]). This implies that
our algorithms do not increase the risk of data privacy leakage compared to tra-
ditional FL. approaches and remain compatible with prevalent schemes designed
to enhance privacy protection during global communication, such as differential
privacy [71} [100], secure aggregation [9], and homomorphic encryption [3, [106].
Therefore, integrating our causally motivated personalized learning frameworks
with these established privacy-preserving methods to further strengthen privacy

protection represents an interesting direction for future investigation.
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