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Abstract

As data privacy is attached more and more importance to in the field of machine
learning, federated learning (FL) gains increasing attention and dramatic development
in recent years. Federated learning allows the participation of a massive number of
data holders (i.e., clients) that possess limited data to collaboratively train learning
models in a privacy-preserving manner with raw data preserved locally. Traditional
FL approaches develop a shared global model by the periodical model aggregation to
fit all the local datasets, which can work well when the local data instances among
different clients are independent and identically distributed (IID). The performance
of the produced model can be significantly degraded if the data distributions across
participants are heterogeneous (i.e., if a data distribution shift exists among local
clients). On the one hand, the distribution shift across local training datasets can
result in negative knowledge transfer between distant clients. On the other hand,
the presence of distribution shift between training and test datasets can render the
trained model incapable of generalizing effectively to unseen test data on each client.
These challenges greatly impede the applicability of federated learning in practical
scenarios. To address the challenge of data distribution shift in heterogeneous FL, we

propose innovative frameworks for personalized federated learning in this thesis.

First, the prevalent personalized federated learning (PFL) can handle the distribu-
tion shift across local training datasets through building a personalized model for each

client with the guidance of a shared global model. However, the sole global model



may easily transfer deviated context knowledge to some local models when multiple
latent contexts exist across local datasets. We propose a concept called contextual-
ized generalization (CG) to provide each client with fine-grained context knowledge
that can better fit the local data distributions and facilitate faster model convergence.
Theoretical analysis on convergence rate and generalization error shows our method
CGPFL grants a O(v/K) speedup over most existing methods and achieves a better
personalization-generalization trade-off than existing solutions. Moreover, our theo-
retical analysis further inspires a heuristic algorithm to find a near-optimal trade-off

in CGPFL.

Second, modern machine learning model prefers to rely on shortcut which can perform
well at training stage but fail to generalize to the unseen test data that presents dis-
tribution shift with regard to training data. The limited data diversity on federated
clients can exacerbate this issue, making mitigating shortcut and meanwhile preserv-
ing personalization knowledge rather difficult. We formulate the structural causal
models (SCMs) for heterogeneous federated clients, and derive two significant causal
signatures which inspire a provable shortcut discovery and removal method. The
proposed FedSDR is divided into two steps: 1) utilizing the available training data
distributed among local clients to discover all the shortcut features in a collaborative
manner. 2) developing the optimal personalized causally invariant predictor for each
client by eliminating the discovered shortcut features. We provide theoretical analy-
sis to prove that our method can draw complete shortcut features and produce the
optimal personalized invariant predictor that can generalize to unseen test data on

each client.

Third, while the preceding research makes a primary endeavor to address the chal-
lenge of train-test distribution shift, it exhibits two notable limitations: 1) FedSDR
can offer theoretical guarantees solely within linear feature spaces; 2) the server ne-
cessitates access to local environmental knowledge in FedSDR. To mitigate these two

limitations, we propose a crucial causal signature which can distinguish personalized

i



features from spurious features with global invariant features as the anchor. The
novel causal signature is quantified as an information-theoretic constraint that facil-
itates the shortcut-averse personalized invariant learning on each client. Theoretical
analysis demonstrates the novel method, FedPIN, can yield a tighter bound on gener-
alization error than the prevalent PFL approaches when train-test distribution shift
exists on clients. Moreover, we provide a theoretical guarantee on the convergence

rate of the proposed FedPIN.

In summary, we address the data distribution shift in heterogeneous federated learning
by proposing three novel PFL methods. The experimental results on diverse settings
demonstrate the effectiveness of the proposed methods compared to the existing PFL
approaches. Given that data distribution shift is prevalent in practical federated
learning scenarios, our methods can not only contribute to the academic community
of federated learning but also facilitate the deployment of federated learning in real-

world applications.
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Chapter 1

Introduction

As data privacy becomes increasingly emphasized, federated learning (FL) has emerged
and achieved significant success in both academic and industrial fields. Federated
learning, known as a collaborative learning paradigm, enables participants to jointly
develop machine learning models while keeping their raw data preserved locally. Since
the participants in a federated learning system come from diverse environments, the
data they provide is usually subject to heterogeneous distributions [112] 38| 46]. In
this thesis, we focus on addressing the critical challenge of data distribution shifts in
heterogeneous federated learning to ensure both personalization and generalization

performance for every participant in the system.

As a starting point, we will outline the primary research problem of this thesis in Sec-
tion [1.1] The outstanding challenges in addressing the research problem is discussed
in Section [I.2] Then, we will list the main contributions of this thesis in Section [1.3]

Finally, in Section [I.4] we provide an overview of the thesis organization.



Chapter 1. Introduction

1.1 Overview

In the era of artificial intelligence (ATI), data enriched with human knowledge serves as
the cornerstone for the success of advanced machine learning models in both academic
and industrial fields. Powerful AI models require large-scale training datasets to
explore, understand, and utilize the knowledge about the world that is embedded in
raw data. The diversity of data is highly associated with a model’s generalization
performance, which reflects its ability to apply the learned knowledge to unseen test
contexts [72) [107, 105]. Therefore, collecting and exploiting diverse data plays a

crucial role in the development of modern machine learning models.

In the real world, vast amounts of data are generated from a wide array of sources, in-
cluding individuals, digital devices, and interconnected systems. This data originates
from diverse activities such as social media interactions, sensor readings, online trans-
actions, and communication networks, reflecting the complex and dynamic nature of
human behavior and technological environments. As privacy protection attracts in-
creasing attention, how to make use of the data distributed across different parties
in a privacy-preserving manner has become a significant research topic [103] 46]. In
this context, federated learning is proposed as a promising paradigm for achieving

collaborative machine learning while preserving user privacy [70].

A typical federated learning system comprises a number of local clients, each with lim-
ited data samples and computational resources, and a central server that coordinates
the collaboration among the participating clients [70]. The objective of federated
learning is to leverage the data on local clients to obtain a shared model that can
perform well on each client. During the training process, clents retain their raw data
locally while the server can only have access to the model updates (i.e., parameters
or gradients) uploaded by local clients. As illustrated in Figure local clients
update model parameters using their own data samples in parallel, after which the

server aggregates the updates received from the participating clients to obtain the



1.1. Overview

global model. Once global aggregation is completed, the server broadcasts the up-
dated global model parameters to local clients, which serve as the initialization point
for local optimization in the subsequent round. Therefore, federated learning can
effectively prevent data privacy leakage compared to the centralized machine learning

paradigm which requires access to users’ raw data.

f Cloud Server \

7 Local updates ) Global model
i Aggregation NI
t t t t i
i) [@b] - [@f] | wN! —[a{gﬂezl |D|“’it]
i=1
Y A AN S —~—

LAY

k Client 1 ) Client 2 k Client i } k Client N )

Figure 1.1: Illustration of the typical federated learning system. There is one cloud

server and N local clients, each of which has a local dataset D;, i € [N]. w! denotes
local model parameters at communication round ¢ and wé“ represents global model
parameters at communication round ¢ + 1. The solid arrows indicate the upload link

while the dotted arrow indicate the download link between the server and local clients.

Although the distributed learning scheme in federated learning enables the retention
of raw data locally, it also introduces new challenges. In this thesis, we focus on one
of the most significant challenge in federated learning, i.e., data distribution shift.
Since local datasets are generated by different users, data instances are inherently
non-independent and identically distributed (Non-IID) across local clients. In other
words, there exists data distribution shift among local clients in federated learning.

It has been demonstrated from both empirical and theoretical perspectives that data
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distribution shifts across clients can significantly degrade the performance of feder-
ated learning models [38] 48]. In short, when there is a distribution shift across
local datasets, the global model struggles to fit all local data distributions well. Per-
sonalized federated learning (PFL) emerges as a promising approach to cope with
data distribution shift by generating a personalized model for every participating

client [4] 47| [95].

In fact, we believe that data distribution shifts across local clients can be a double-
edged sword. On one hand, it creates a discrepancy between global and local optimal
models, which can adversely affect the performance and convergence of the global
model. On the other hand, data distribution shifts introduce data diversity that
is closely associated with improved generalization capability of the trained models.
Better generalization performance signifies that a model can achieve superior results
on unseen test data distributions. Since model performance during the testing stage
determines its suitability for deployment in real-world applications, generalization is

a critical factor that must be considered in modern machine learning.

To tackle the data distribution shift across federated clients, we conduct an in-depth
analysis and categorize the shift into two classes: train-train distribution shift and
train-test distribution shift. From the inter-client perspective, the distribution shift
across training datasets on local clients is defined as “train-train distribution shift”.
From the intra-client perspective, the distribution shift between training and test
datasets on a single client is referred to as “train-test distribution shift”. This thesis
investigates how to address these two types of shifts by designing three novel feder-
ated learning frameworks (i.e., CGPFL, FedSDR and FedPIN) and makes significant
contributions in both empirical and theoretical aspects. In summary, the overall

framework of this thesis is illustrated in Figure

Specifically, CGPFL is proposed to handle the train-train distribution shift across
federated clients by optimizing the trade-off between personalization and general-

ization. The prevalent personalized federated learning (PFL) trains a personalized
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Tackling Data Distribution Shift in Heterogeneous Federated Learning

Challenges:
Train-train Distribution Shift Train-test Distribution Shift
T /\\
\/
T ——\
Chapter 3: Chapter 4: Chapter 5:
CGPFL FedSDR FedPIN

/ 2 \
| | ]
1 . 1
i - IND OOD : i Learning ]
i | Personalization T I Convergence Guarantee 1
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i Empirical P Theoretical i
\ ’ \ U
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Figure 1.2: Tllustration of the thesis framework. The goal of this thesis is to ad-
dress the data distribution shift across federated clients. “Train-train Distribution
shift” represents data distribution shift among training datasets on local clients, while
“Train-test Distribution Shift” indicates data distribution shift between training and
test datasets on each client. Besides, “IND” denotes “in-distribution” and “O0D”

represents “out-of-distribution”.
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model for each client with the guidance of some shared global knowledge (such as a
global model) [33, 32} 95 [57]. The training process pushes personalized models to fit
local data distributions as accurately as possible, while also leveraging shared con-
textual knowledge among clients to enhance generalization. In this way, personalized
federated learning seeks to strike a balance between personalization and generaliza-
tion to achieve superior model accuracy compared to traditional federated learning
approaches. Inspired by the scheme adopted to address negative transfer in multi-
task learning [111, [89], we propose “contextualized generalization (CG)” to provide
fine-grained generalization knowledge and avoid negative knowledge transfer between
latent contexts. In the CGPFL framework, local clients are dynamically clustered
into multiple latent contexts, and the personalized model on each client is guided by
a corresponding global model that incorporates contextualized generalization infor-
mation relevant to that context. The training process of the global and personalized
models in CGPFL is formulated as a bi-level optimization problem. By providing
fine-grained generalization knowledge for each client, CGPFL facilitates improved ac-
curacy and faster convergence of the obtained personalized models. Both empirical

and theoretical results support the superiority of the proposed CGPFL framework.

When there is a distribution shift between training and test datasets, modern ma-
chine learning models can be prone to shortcut learning where spurious correlations
between shortcut features and labels lead to poor generalization on unknown test
datasets. Although shortcut learning is found pervasive in modern machine learn-
ing [26], it is rarely considered in prevalent personalized federated learning. To the
best of our knowledge, we are the first to analyze the shortcut problem in personal-
ized federated learning from a causal modeling perspective. We construct structured
causal models (SCMs) [75] to simulate heterogeneous data generation across federated
clients and propose two key causal signatures that underpin a provable method for
discovering and removing shortcuts in personalized federated learning. At the first

stage, the proposed FedSDR extracts shortcut features using available environmental
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information from local clients in a collaborative manner. At the subsequent stage,
FedSDR learns personalized invariant representations for each client with a carefully
crafted shortcut removal constraint. Results from extensive experiments demonstrate
the effectiveness of the proposed FedSDR, compared with the state-of-the-art PFL
competitors. In addition, the theoretical analysis proves that FedSDR can yield the

optimal personalized invariant predictor for each client in linear cases.

Even though FedSDR successfully completes an initial step in addressing the train-test
distribution shift in personalized federated learning, it also has two notable limita-
tions: 1) the shortcut discovery method in FedSDR necessitates that the server has
access to information about the training environments on each client, thereby increas-
ing the risk of privacy leakage in federated learning; 2) theoretical analysis can only
guarantee the effectiveness of FedSDR within a linear feature space. To extend per-
sonalized invariant learning to broader scenarios, we improve the structured causal
models (SCMs) for heterogeneous federated clients and propose an environment-
independent causal signature. By formulating the key causal signature as a shortcut-
averse information-theoretic constraint, we develop a novel algorithm for achieving
personalized invariant learning across federated clients. Theoretical analysis shows
that the proposed FedPIN can output the optimal personalized invariant predictor for
each client in non-linear cases, even without explicit environmental information from
local clients. Moreover, FedPIN can achieve a tighter generalization error bound com-
pared with the state-of-the-art personalized federated learning methods. Evaluation
results on diverse datasets validate the superiority of FedPIN on out-of-distribution

(OOD) generalization performance.

1.2 Outstanding Challenges

When addressing the train-train distribution shift across local clients, the shift can

lead to negative knowledge transfer between clients, thereby degrading model perfor-
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mance. However, it can also improve the generalization capability of the developed
models. Therefore, strategically leveraging the distribution shift to strike an optimal
balance between personalization and generalization is the key point for achieve better
performance. The proposed “contextualized generalization” balances personalization
and generalization by clustering local clients into multiple contexts, within which
positive knowledge transfer outweighs negative knowledge transfer among clients.
However, in the absence of prior knowledge about data distributions on local clients,

effectively identifying latent contexts poses a significant challenge.

The pervasive issue of shortcut learning can undermine out-of-distribution general-
ization performance when train-test distribution shift exists in personalized federated
learning. Worse still, the limited data diversity on federated clients can exacerbate
shortcut learning in personalized federated learning. In contrast to the centralized
learning paradigm which does not require personalization, personalized federated
learning (PFL) must disentangle invariant features from shortcut/spurious features
due to their similar variability across heterogeneous clients. Moreover, centralized
invariant learning typically requires explicit environmental labels, which is risky in
federated learning since it can increase the potential for privacy leakage. When envi-
ronmental information is not available, eliminating shortcut features while preserving
personalized invariant features can be particularly challenging because of their close

entanglement in personalized federated learning.

1.3 Thesis Contributions

To address the challenge of data distribution shift in heterogeneous FL, this thesis

primarily makes the following contributions:

1. Personalized Federated Learning with Contextualized Generalization.

we propose the concept of contextualized generalization (CG) to provide fine-
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grained generalization and seek a better trade-off between personalization and
generalization in PFL, and further formulate the training as a bi-level opti-
mization problem that can be solved effectively by our designed CGPFL algo-
rithm. Detailed theoretical analysis is conducted to provide the convergence
guarantee and prove that CGPFL can obtain a O(\/? ) times acceleration over
the convergence rate of most existing algorithms for non-convex and smooth
case. We further derive the generalization bound of CGPFL and demonstrate
that the proposed contextualized generalization can constantly help reach a
better trade-off between personaliztion and generalization in terms of general-
ization error against the state-of-the-arts. We provide a heuristic improvement
of CGPFL, dubbed CGPFL-Heur, by minimizing the generalization bound in
the theoretical analysis, to find a near-optimal trade-off between personaliza-
tion and generalization. It can achieve a near-optimal accuracy with negligible
additional computation in the server, while retaining the same convergence rate
as that of CGPFL. Experimental results on multiple real-world datasets demon-
strate that our proposed methods can achieve higher model accuracy than the

state-of-the-art PFL methods in both convex and non-convex cases.

. Learning Personalized Causally Invariant Representations for Het-
erogeneous Federated Clients.

To the best of our knowledge, we are the first to consider the shortcut trap prob-
lem in personalized federated learning and analyse it by formulating the struc-
tural causal models for heterogeneous clients. Based on the proposed SCMs,
we design a provable shortcut discovery and removal method to develop the
optimal personalized invariant predictor which can generalize to unseen local
test distribution for each client. The elaborated shortcut discovery and re-
moval method can cooperate with most of the existing FL. and PFL methods to
improve the OOD generalization performance. Theoretically, we demonstrate

that the designed shortcut discovery method can draw all the latent shortcut
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components, then the shortcut removal method can eliminate the discovered
shortcut features and produce the optimal personalized invariant predictor for
each client. Empirically, we conduct experiments on several commonly used out-
of-distribution datasets and the results validate the superiority of our method
on out-of-distribution generalization performance, compared with the state-of-

the-art competitors.

3. Causally Motivated Personalized Federated Invariant Learning with
Shortcut-Averse Information-Theoretic Regularization.
We improve the heterogeneous structured causal model to interpret Non-I1D
data distributions across federated clients, and propose a crucial causal signa-
ture which is quantified as a shortcut-averse information-theoretic constraint
in the local objective to achieve personalized invariant learning on each client.
Besides, an effective algorithm FedPIN is proposed to solve the devised opti-
mization problem. Theoretically, we demonstrate that FedPIN can develop the
optimal personalized invariant predictor for each client and provide a tighter
generalization error bound compared with the state-of-the-art PFL methods.
Moreover, we prove FedPIN can achieve a convergence rate on the same order
as FedAvg [70]. Experimental results on diverse datasets validate the superi-
ority of FedPIN on OOD generalization performance, in comparison with the

state-of-the-art federated learning and personalized federated learning baselines.

1.4 Thesis Organization

This section will outline the organization of the remaining parts of this thesis. Before
interpreting our works, we first provide the background and preliminary knowledge
about federated learning, data distribution shift and generalization in Chapter
We will discuss the proposed CGPFL which handles train-train distribution shift

across federated clients and facilitates personalized models toward higher accuracy

10
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and faster convergence with contextualized generalization in Chapter Next, in
Chapter |4, we interpret the algorithm FedSDR that is designed to learn personalized
invariant representations for local clients in order to address the challenge of train-
test distribution shifts. Then, in Chapter [5, we will elucidate the algorithm Fed PIN
which overcomes the existing limitations of FedSDR and promotes the application of
personalized federated invariant learning to real-world scenarios. Finally, we conclude

the thesis and explore potential directions for future research in Chapter [6]

11



Chapter 2

Background Review

In this chapter, we introduce the background and preliminary knowledge necessary
for understanding federated learning, data distribution shift, personalization and gen-
eralization. Specifically, we explain the prevalent workflow of federated learning in
Section The data distribution shift problem is discussed in Section 2.2 At the
conclusion of this chapter, foundational knowledge about generalization is presented

in Section [2.4]

2.1 Federated Learning

As illustrated in Figure a typical federated learning (FL) framework is composed
of one global server and many local clients. Suppose there are N clients in the
concerned FL system and each client has a local dataset D;, where ¢ denotes the
index of federated clients and i € {1,2,..., N}. For simplicity, we will use [N] to
represent 1,2, ..., N throughout this thesis without additional description. The data
instance in dataset D; is described by (X,y) € D;, where X is the input and y
denotes the corresponding label. The size of dataset D; can be denoted by |D;|. At

communication round ¢, the model parameter on client i is represented by w! while

12
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the global model parameter is denoted by wf]. When we input X, the prediction
given by model w can be expressed by § = f,(X) where f, indicates the mapping
function parameterized by w. The expected empirical loss for model f, on dataset D

is denoted as R(f.; D) := Exy)ep[l(fo(X),y)] where £ is the loss function.

Taking the traditional federated learning algorithm (FedAvg [70]) as an example, the

objective function of FL can be expressed as:

ngnz |%||R(fw; D;), (2.1)

where | D| describes the total number of data samples in the federated learning system.
That is |D| = Z£1|Dz| The detailed algorithm designed to solve this objective can

be divided into two components: server-side update and client-side update.

Sever-side Update If the communication round ¢ = 0, server initializes the global
model parameter as wg. Then, server broadcasts the model parameter wg to all local

clients for model initialization.

When the communication round ¢ € {1,2,...,7} where T denotes the total number
of communication round, server receives local updates {w! | i € [N]} from the partic-

ipating clients and then conducts global aggregation using the following expression:

| D
Z |D| (2.2)

Then, server randomly selects a client subset A; and sends the global model parameter

w; to them.

Client-side Update After receiving the global model parameter w ,tef{0,1,...,T}
from the server, client 4 (i € [N]) initializes the local model by w! = w!. Then, each
client conducts local update for R epochs. At each local epoch, client ¢ randomly

samples a data batch B; and updates the local model parameter by

wi = w; = NV R(fur; Bi), (2.3)

13
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where V denotes the learning rate. When completing R local epochs, client ¢ uploads
the local update w! to the server. Notably, this local process runs in parallel in

federated learning.

2.2 Distribution Shift

This section provides the preliminary insights on data distribution shift in federated

learning.

Animal
shape Q

(Invariant features)

N

African Bush

e B Blephant . g Animal Q
frequency

____________________________________________________________________

N,
YPersonalized knowledge)

Background Q

(Shortcut features)

-

Sun Bear Southern Pig-Tailed Vulturine Great Curassow
\ Macaque Guineafow!

e

N e

Figure 2.1: An illustration of “train-train distribution shift”, “train-test distribution
shift” and spurious features (also called shortcut features) using an example classifica-
tion task. “envl” and “env2” indicate environment 1 and environment 2, respectively.

In invariant learning, an environment corresponds to an latent data distribution.

In machine learning, data instances from a dataset can be regarded as subject to an
underlying data distribution. A data distribution shift occurs when the probability
density functions of two data distributions are distinct. In federated learning, each
local client has their training and test datasets. From the inter-client perspective,

there might be shifts in data distribution among local training datasets. From the

14
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intra-client viewpoint, there can also exists data distribution shift between the train-
ing and test datasets on each client. Therefore, we classify data distribution shifts in

federated learning into two categories:

e Train-train distribution shift denotes the inter-client distribution shift, de-

scribing the distribution shift across local training datasets;

e Train-test distribution shift represents the intra-client distribution shift,
describing the distribution shift between the training and test datasets on each

client.

As shown in Figure 2.2, we provide an example to illustrate the data distribution shift
in a practical federated learning system. The task is to classify images captured by
cameras deployed in natural environments into their corresponding “animal class”.
Federated clients are located in different geographical regions and local data samples
on each client are collected from multiple cameras distributed its region. Since wild
animals appear with varying frequencies across different geographical regions, there
is train-train distribution shift across federated clients. On the other hand, pictures
captured by a camera can define an environment. The term ’environment’ is influ-
enced by various factors, including the natural surroundings, lighting conditions, and
camera parameters. When the test data is generated by a different camera than the

training data on a local client, a train-test distribution shift occurs on that client.

2.3 Shortcut and Invariant Learning

Modern machine learning models are prone to relying on spurious correlations (corre-
lations between spurious features and the target/label, also known as shortcuts) in a
variety of vision and language tasks [26]. We consider a binary classification task for

illustration where a learning model needs to differentiate between pictures of “cow”

15



Chapter 2. Background Review

and “camel” [7]. Because most cows stand with grass backgrounds and the major-
ity of camels appear in desert backgrounds in the practical training dataset, there
is a shortcut from background representation to target. The trained learning model
prefers to choose background (spurious feature) rather than the shape of animals (in-
tended feature) as the discriminative feature. When images with camels standing in
grass backgrounds arrive at inference stage, they will be categorized as “cow” because

the spurious correlation is no longer applicable.

Since shortcuts are unstable across diverse data distributions, models that perform
well on training data can experience significant performance degradation on test data
when a train-test distribution shift exists. Hence, mitigating shortcuts is of vital
significance for equipping learning models with out-of-distribution generalization ca-
pabilities. Invariant learning emerges as a promising approach for learning intended
features while eliminating shortcut features, and has attracted significant attention

in centralized scenarios [6, [19] [40] [104] (99, [16] [77].

Invariant learning distinguishes between shortcut features (i.e., spurious features) and
intended features (referred to as invariant features) from the perspective of causality.
Because invariant features are the direct cause of the target while spurious correlations
vary with respect to environment, they can be identified by applying an invariance

constraint [6]:
PY|®(X) = z,e) =P(Y|®(X) = 2,¢),Vz € Z,Ve, e € Ea, (2.4)

where e and ¢’ indicate two distinct environments respectively. &,; denotes the set
of all possible environments in the concerned task and Z denotes the feature space.

P(- | -, e) represents the conditional probability distribution under environment e.

Based on the extracted invariant features, invariant learning can develop an invariant
predictor by leveraging the consistent causal relationship between invariant features
and the target across varied environments. Due to the stable conditional probability

between invariant features and the target, the invariant predictor can achieve consis-
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tent performance across diverse environments, including those that are unknown at
test time. In other words, invariant learning can effectively mitigate spurious corre-
lations and facilitate out-of-distribution generalization, enabling models to generalize

to test data distributions that exhibit a distribution shift relative to the training data.

2.4 Generalization

In general, generalization refers to the capability of a machine learning model to
perform well on unseen test data instances. On one hand, the test data samples can
differ from the training samples but still adhere to the same data distribution as the
training samples. On the other hand, the test data samples may follow a distribution
that exhibits a shift relative to the training data distribution. Therefore, we can

categorize generalization into two classes:

e In-distribution (IND) generalization refers to the ability of learning models
to generalize to unseen test data that adheres to the same distribution as the

training data.

e Out-of-distribution (OOD) generalization describes the ability of learn-
ing models to generalize to unseen test data that exhibits a distribution shift

compared to the training data.

2.5 Learning Guarantee

To demonstrate the theoretical advantages of the proposed algorithms, we provide
learning guarantees for the algorithm CGPFL, FedSDR and FedPIN in Chapters
and [o], respectively. In summary, we present two schemes for evaluating the learning
guarantees of the proposed algorithms. The first ensures that the optimal solution of

the proposed algorithm leads to optimal personalized invariant predictors, while the

17
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second measures the generalization error bound to provide a guarantee for the test
performance of the learned models. Specifically, Chapter (3] gives the generalization
error bound as learning guarantee for CGPFL. Chapter [4] proves that FedSDR can
produce the optimal personalized invariant predictors. Both optimality analysis and
generalization error bound are provided for FedPIN in Chapter 5] As foundational
knowledge, this section presents the mathematical descriptions for optimality analysis

and generalization error bound.

Optimality Analysis Before analyzing the optimal solutions of the proposed meth-
ods, we first provide a formal definition of optimal personalized invariant predictors

in federated learning.

Definition 2.5.1 (Optimal Personalized Invariant Predictor). The optimal
personalized invariant predictor for client u is elicited based on the complete invariant
features which are informative for the target in the task that client u concentrates
on, i.e., ®} € argmaxg, I[(Y; P, (X)), where ®, satisfies that P(Y|P,(X) = z,e) =
PY|P,(X) = z,€),Vz € Z,Ve, e € EY,.

Based on this mathematical definition, we can examine whether the proposed algo-
rithms are capable of developing an optimal personalized invariant predictor for each

federated client.

Generalization Error Bound Suppose the expected loss for model f,, on test data
distribution D7 is R(fu; Dr) = Exyen, [0(fu(X),y)] where £ is the loss function,
and the empirical loss for model f,, on training dataset D is denoted by R(f,; D) =

Exep[l(fs(X),y)]. The generalization error for model f,, can be expressed as:
R(fw; D7) — R(fu; D) < Error Bound. (2.5)
According to the definitions, R(f,; D7) measures the test performance of learning

model f,, while R(f,; D) represents the training performance of model f,,. Therefore,
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a small “Error Bound” in inequality indicates that the learning model f,, can
guarantee consistent performance on training and test data. In other words, the

learning model f,, exhibits strong generalization performance.
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Chapter 3

Personalized Federated Learning

with Contextualized Generalization

3.1 Introduction

Recently, personalized federated learning (PFL) has emerged as an alternative to con-
ventional federated learning (FL) to cope with the statistical heterogeneity of local
datasets (a.k.a., Non-L.I.D. data). Different from conventional FL that focuses on
training a shared global model to explore the global optima of the whole system,
i.e., minimizing the averaged loss of clients, the PFL aims at developing a person-
alized model (distinct from the individually trained local model which usually fail
to work due to the insufficient local data and the limited diversity of local dataset)
for each client to properly cover diverse data distributions. To develop the personal-
ized model, each user needs to incorporate some context information into the local
data, since the insufficient local data cannot present the complete context which the
personalized model will be applied to [47]. However, the context is generally latent
and can be hardly featurized in practice, especially when the exchange of raw data

is forbidden. In the existing PFLs, the latent context knowledge can be considered
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to be transferred to the local users via the global model update. During the PFL
training, the personalization usually requires personalized models to fit local data
distributions as well as possible, while the generalization needs to exploit the com-
mon context knowledge among clients by collaborative training. Thus, the PFL is
indeed pursuing a trade-off between them to achieve better model accuracy than the
traditional FL. More specifically, the server-side model is trained by aggregating local
model updates from each client and hence can obtain the common context knowledge
covering diverse data distributions. Such knowledge can then be offloaded to each

client and contributes to the generalization of personalized models.

Despite the recent PFL approaches have reported better performance against con-
ventional FL. methods, they may still be constrained in personalization by using sole
global model as the guidance during the training process. Concretely, our intuition
is that: If there exists multiple latent contexts across local data distributions, then
contextualized generalization can provide fine-grained context knowledge and fur-
ther facilitate the personalized models toward better recognition accuracy and faster
model convergence. We thus argue one potential bottleneck of current PFL methods
is the loss of generalization diversity with only one global model. Worse still, the
global model may also easily degrade the overall performance of PFL models due to

negative knowledge transfers between the disjoint contexts.

In this work, we design a novel PFL training framework, dubbed CGPFL, by in-
volving the proposed concept, i.e., contextualized generalization (CG), to handle the
challenge of the context-level heterogeneity. More specifically, we suppose the par-
ticipating clients can be covered by several latent contexts based on their statistical
characteristics and each latent context can be corresponded to a generalized model
maintained in the server. The personalized models are dynamically associated with
the most pertinent generalized model and guided by it with fine-grained contextu-
alized generalization in an iterative manner. We formulate the process as a bi-level

optimization problem considering both the global models with contextualized gen-
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eralization maintained in the server and the personalized models trained locally in

clients.

The main contributions of this work are summarized as follows:

e To the best of our knowledge, we are the first to propose the concept of contex-
tualized generalization (CG) to provide fine-grained generalization and seek a
better trade-off between personalization and generalization in PFL, and further
formulate the training as a bi-level optimization problem that can be solved

effectively by our designed CGPFL algorithm.

e We conduct detailed theoretical analysis to provide the convergence guaran-
tee and prove that CGPFL can obtain a O(v/K) times acceleration over the
convergence rate of most existing algorithms for non-convex and smooth case.
We further derive the generalization bound of CGPFL and demonstrate that
the proposed contextualized generalization can constantly help reach a better
trade-off between personalization and generalization in terms of generalization

error against the state-of-the-arts.

e We provide a heuristic improvement of CGPFL, dubbed CGPFL-Heur, by min-
imizing the generalization bound in the theoretical analysis, to find a near-
optimal trade-off between personalization and generalization. CGPFL-Heur
can achieve a near-optimal accuracy with negligible additional computation in

the server, while retaining the same convergence rate as that of CGPFL.

e Experimental results on multiple real-world datasets demonstrate that our pro-
posed methods, i.e., CGPFL and CGPFL-Heur, can achieve higher model ac-
curacy than the state-of-the-art PFL methods in both convex and non-convex

cases.

22



3.2. Related Work

3.2 Related Work

Clustered Federated learning. Considering that one shared global model can
hardly fit the heterogeneous data distributions, some recent FL works [27, [82] 11} [69]
try to cluster the participating clients into multiple groups and develop corresponding
number of shared global models by aggregating the local updates. After the train-
ing process, the obtained global models are ofoaded to the corresponding clients for
inference. Since these methods only reduce the FL training into several sub-groups,
of which each global model is still shared by their in-group clients, the personaliza-
tion is scarce and the ofloaded models can still hardly cover the heterogeneous data
distributions across the in-group clients. Specifically, IFCA [27] requires each client
to calculate the losses on all global models to estimate its cluster identity during
each iteration, and result in significantly higher computation cost. CFL [82] demon-
strates that the conventional FL even cannot converge in some Non-I1.I.D. settings
and provides intriguing perspective for clustered FL with bi-partitioning clustering.
However, it can only work for some special Non-1.I.D. case described as ‘same feature
& different labels’ [39]. FL+HC [11] divides the clients clustering and the model
training processes separately, and only conducts the clustering once at a manually
defined step, while the training remains the same as conventional FL. Last, three
effective PFL approaches are proposed in [69], of which the user clustering method is

very similar to IFCA [27].

Personalized Federated Learning. Most recently, the PFL approaches have at-
tracted increasing attention [47]. Among them, a branch of works [33] 32} 20] propose
to mix the global model on the server with local models to acquire the personalized
models. More concretely, Hanzely et al. [32, 33] formulate the mixture problem as a
combined optimization of the local and global models, while APFL [20] straightfor-
wardly mixes them with an adaptive weight. KT-pFL [108] exploits the knowledge

distillation (KD) to transfer the generalization information to local models and allows
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the training of heterogeneous models in FL setting. Differently, FedPer [4] splits the
personalized models into two separate parts, of which the base layers are shared by
all the clients and trained on the server, and the personalization layers are trained
to adapt to individual data and maintain the privacy properties on local devices.
MOCHA [89] considers the model training on the clients as relevant tasks and for-
mulate this problem as a distributed multi-task learning objective. Fallah et al. [23]
make use of the model agnostic meta learning (MAML) to implement the PFL, of
which the obtained meta-model contains the generalization information and can be

utilized as a good initialization point of training.

3.3 Causal Insight

O®
-0 OO
O

(a) machine learning (b) personalized FL

Figure 3.1: Graph (a) presents a typical structural causal model (SCM) adopted in
machine learning, while (b) show the SCM utilized to analyse the train-train distri-
bution shift in personalized federated learning. Z denotes the latent representation
while Zo¢ indicates the contextualized generalization knowledge which is indexed by

the latent context variable C. Besides, U is the indicator of user/client.

In order to demonstrate the effect of the proposed “contextualized generalization”
on the learning process of personalized models from the causal perspective, we adopt
the structured causal models [75] to analyse the inter-client data distribution shift in
personalized federated learning. As shown in Figure we introduce a observable

variable U to indicate the index of local clients and a latent variable C' to represent the
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latent context. Accordingly, variable Zog denotes the contextualized generalization
knowledge. With the SCM displayed in Figure 3.1(b)| we can drive the following

lemma to validate the effectiveness of the proposed “contextualized generalization”.

Lemma 3.3.1. If the data generating mechanism of the federated learning system
complies with the causal graph in Figure[3.1(b), and I(-;- | -) denotes the conditional

mutual information, then for any i € [N], the following inequality always holds:
IYV; X |U=14)<I(YV;X,C|U=1), (3.1)

where 1 represents the index of client i.

Proof. For any client i, according to the definition of conditional mutual information,

we can write that
I(Y;X,C|U=1)
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Using the d-separation criterion in [75], we can know that the variable set [X, U]
cannot block all paths between variable Y and C. That is, we have Y JL. C'| [X,U].

It is known that mutual information is non-negative, i.e., I(Y;C | X,U =1i) > 0, and
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I(Y;C | X,U =i)=0if and only if Y 1L C' | [X,U = ] holds. Therefore, we can
have that I(Y;C | X,U = i) > 0 always holds for any i € [IV].

In other words, we can conclude that I(Y; X |U =i) < I(Y; X,C | U =1i), Vi € [N].
Proof ends. L

Proposition 3.3.1 (Lemma 2 in [10]). When we train a classifier conditioned on a
feature extractor ® with the data distribution D, minimizing the cross-entropy loss

R(w(P); D) is equivalent to mazimizing the mutual information I(Y;®(X)) on D.

Remark 3.3.1. Based on the conclusion given in Proposition [3.5.1, the inequality
proved in Lemma @ indicates that knowing the context information (i.e., C') can
always provide additional information for the classification task on each client. This
insight demonstrate the effectiveness of the proposed “contextualized generalization”

knowledge on the development of personalized models on federated clients.

Connection to Algorithm Design: Although theoretical results show that lever-
aging context information can improve the performance of personalized models, espe-
cially for classification tasks, obtaining explicit context information can be prohibitive
in practical federated learning settings. True context information is jointly determined
by complex and diverse factors, such as the geographical region where the client is
located, the current environment, and user preferences. Consequently, such informa-
tion is rarely directly available for use, and obtaining tailored annotations can incur
prohibitive costs. Moreover, many factors included in context information (e.g., the
client’s geographical area and user preferences) are typically considered private data.
Therefore, leveraging explicit context information can therefore increase the risk of
data privacy leakage for federated clients. In summary, exploiting explicit context

information is often impractical in real-world federated learning systems.

Considering the applicability to real-world federated learning systems where context
information is latent and unobservable, we design our algorithm to address more prac-

tical and challenging scenarios in which the server has no access to explicit context
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information. To avoid increasing the risk of privacy leakage compared to traditional
federated learning approaches, we aim to exploit latent contexts using only the up-
loaded model parameters or gradient updates from local clients. Specifically, the
server dynamically classifies local clients into several latent contexts based on their
uploaded model parameters, without requiring any explicit context information that
could increase the risk of data privacy leakage. The detailed algorithm design will be

presented and discussed in the following section.

3.4 Problem Formulation

We start by formalizing the FL task and then introduce our proposed method. Given
N clients and the their Non-1.I.D. datasets lN)l, ey lN)i, - lN)N that subject to the un-
derlying distributions as Dy, ..., D, ..., Dy (D; € R¥™™ and i € [N]). Every client i
has m; instances 2"/ = (x4, 4%), j € [m;], where x is the data features and y denotes
the label. Hence, the objective function of the conventional FL can be described

as [57):

min{G(w) := G(Ri(w; D), ..., Rn(w; D))}, (3.2)

weRd

where w is the global model and R; : R? — R,i € [N] denotes the expected loss
function over the data distribution of client i: R;(w; D;) = E.jep, [0(w; 2"7)]. The
function G(-) denotes the aggregation method to obtain the global model w. For
example, FedAvg [70] applies G(w) = S, ZiRi(w) to do the aggregation, where m
is the total number of instances on local devices.

To handle the challenge of rich statistical diversities in PFL, especially in the cases
where the local datasets belong to several latent contexts, our CGPFL propose to

maintain K context-level generalized models in the server to guide the training of

personalized models on the clients. During training, the local training process based
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on its local dataset can push the personalized model to fit its local data distribution
as well as possible. Meanwhile, the regularizer will dynamically pull the personalized
model as close as possible to the most pertinent generalized model during the iterative
algorithm, from which the fine-grained context knowledge can be transferred to each
personalized model to better balance the generalization and personalization. Hence,

the overall objective function of CGPFL can be described as a bi-level optimization

problem as:
L
o 2 {F(0) = Ri0:) + M0, }i € €,
st. QFCr = argmin G(wy,...,wkg; Ck),
QERIXK O
where 60; (i € [N]) denotes the personalized model on client i and © = [0, ...,0x].

The context-level generalized models are denoted by Q = |wy,...,wk]. A is a hyper-
parameter and Cj denotes the corresponding context that client ¢ belongs to. Con-
sidering the latent contexts are represented in disjoint subspaces respectively, the

function G(-) can be decomposed as G(wy, ...,wg; Cx) = % Z?:l Gr(wg; C).

In general, there exists two alternative strategies to generate the context-level general-
ized models. The intuitive one is to solve the inner-level objective mingegaxx G(w1, ..., Wk )
based on local datasets, which is similar to IFCA [27]. However, the computation
overhead is high in the local devices while their available computation resources are
usually limited. Comparing the local objective that trains a generalized model wy
based on local dataset, ie., w = arg min R;(w; 152), with that of the personalized
model, i.e., 6 = arg mln{R (0;: D;) + Ar(@z, wy)}, we notice that the locally obtained
0F can be regarded as the distributed estimation of wy. In this way, the regularizer
r(0f,w;) can be used to evaluate the estimation error, and we can further derive
the context-level generalized models by minimizing the average estimation error. In
this work, we use L2-norm i.e., r(6;,wy,) = 1[|6; — wi|® as the regularizer, which is
also adopted in various prevalent PFL methods [33] 32 [95] [57] and has been empir-

ically demonstrated to be superior over other regularizers, e.g., the symmetrized KL
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divergence in [57]. Hence, we formulate our overall objective as:

OERIXN

N
o1 B \ L
min N;{Fz(@z) = Ri(9¢)+§||9i—wk|| },2 e Cy,

K
st. QF Cy = argmin qu Z Piyll0; — wrll. (3.3)
QERTVECK hm1 jeoy,
We adopt pi; = ﬁ and g = % in this work, where C(k € [K]) denotes the latent

context k, and |Cy| is the number of clients that belong to the context k. Intriguingly,
the inner-level objective is exactly the classic objective of k-means clustering [64]. We
notice that when K = 1, the above objective is equivalent to the overall objective
in [95], which means that the objective in [95] can be regarded as a special case

(K =1) of ours.

3.5 Methodology

3.5.1 Overview

In this section, we introduce our proposed CGPFL in detail. As shown in Figure [3.2]
the key idea is to dynamically relate the clients to K latent contexts based on their
uploaded local model updates, and then develop a generalized model for each con-
text by aggregating the updates from each user group. These generalized models are
utilized to guide the training directions of personalized models and transfer contex-
tualized generalization to them. Both the personalized models and the generalized
models are trained in parallel, so we can denote the model parameters in matrix form.
The generalized models can be written as Qg = [wy, ..., wk,...,wg] € R™E and
the corresponding local approximations are Qr r = [W1R,...,WiR,-.-,WN.r|, Where
R is the number of local iterations and &; g, wy, € R% Vi € [N], k € [K]. In this work,

we use capital characters to represent matrices unless stated otherwise.
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/ Cloud Server \
Context 3

Context 1 Context 2

\ Cl1ent 1 ) k Chent 2 ) k Cllent i ) k Client N )

— Uplink —— Downlink wJ Global models for latent contexts

Figure 3.2: Ilustration of the overall framework designed for the proposed method

CGPFL. In this example, there are three latent contexts among the federated clients.
3.5.2 Algorithm Design

We design an effective alternating optimization framework to minimize the overall
objective in . Specifically, the upper-level problem can be decomposed into N
separate sub-problems with fixed generalized models and to be solved on local devices
in parallel. Next, we can further settle the inner-level problem to derive the general-
ized models with fixed personalized models. Since the solution to the sub-problems of
the upper-level objective has been well-explored in recent PFL methods [95] 57, 32], we
hereby mainly focus on the inner-level problem. We alternately update the context-
level generalized models Qg and the context indicator Cx to obtain the optimal
generalized models. We view the personalized models, i.e., ©; = [6;, ..., 0y], as pri-
vate data, and distributionally update the context-level generalized models Qi on
clients with fixed context indicator C'x. During each server round, the server con-

ducts k-means clustering on uploaded local parameters QtI r to cluster the clients
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into K latent contexts, and the clustering results Cx are re-arranged to the matrix
form as Pt € RV*EK. For example, if client i, € [N] is clustered into the context
Cj,j € [K] (where Cj, j € [K] are sets, the union | ;¢ Cj and intersection (¢, C;

are the set [N] and empty set, respectively), the element (P*);; is defined as or

1
|C51°

set 0 otherwise. In this way, the elements of every column in P! amount to 1, i.e.

Zéil(Pt)iJ = 17 v.]ut

Algorithm 1 CGPFL: Personalized Federated Learning with Contextualized Gener-

alization
Input: Initialized models and hyper-parameters 0%, Q% P°. T R, S, K, \,n, , 5.

Output: Personalized models ©7.

1: fort=0to7T —1do

2: Server sends Q% to clients according to P.

3: for local device ¢ =1 to N in parallel do

4: Initialization: Qf , = Q% J*.

5: Local update for the sub-problem of G(Or, Qk):

6: forr=0to R—1do

7: for s=0to S —1do

8: Update personalized model: 657! = 5 — nV F;(63).
9: end for

10: Local update: @j,,, = &}, — wwiG(e}(@gT), @ ,)-

11: end for

12: end for

13: Clients send back &} p and server conducts clustering (e.g., k-means++) on

models Qf p to obtain P*"',
14:  Global aggregation: Q" = Qf — a(Qf — Qf P,
15: end for

16: return The personalized models ©7.

When considering the relationship between the consecutive P!, we can formulate the
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iterate as P! = P'Q!, where Q' € Rf*K is a square matrix. We can find that to

maintain the above property of P (Vt), the matrix Q" must satisfies that:

K K

> (@Y =1, V.t and > (@jn =1, V4t (3.4)
j=1 k=1
It is noticed that the clustering is based on the latest model parameters QtIH that
depends on Qf, and the latest gradient updates given by clients. Hence, P'*! is
determined by and only by P! and Q'. Then we can consider this global iteration as

a discrete-time Markov chain and @' corresponds the transition probability matrix.

During each local round, the clients need to first utilize local datasets to solve the reg-
ularized optimization objective, i.e., the upper-level objective in (3.3|) with fixed d/fw to
obtain a d-approximate solution 6; (@;,). Then, each client is required to calculate the
gradients VwiG(GNi(chm),chm) with fixed él(&)fr) and update the model using @;,,; =

@f . — vaiG(éi(cDir) @;,) , where 3 is the learning rate and V,,G(0;(¢;,), @;,) =

2Vr (éz(cbfr), d}fr) To reduce the communication overhead, our CGPFL allows the
clients to process several local iterations before uploading the latest model parame-
ters to the server. The details of CGPFL is given in algorithm [I}, from which we can

summarize the parameters update process as:
Pt+1

t—1 Pt I ot HioAt t+1
QG r— Qe — Q70— O p— 0%, (3.5)

where P = P'Q! and J'P! = I (J' € RE*N and Ik is an identity matrix), V¢.

3.6 Theoretical Analysis
To demonstrate the effectiveness of the proposed method from the theoretical per-
spectives, we provide the convergence rate (in section and generalization error

bound (in section of CGPFL in the following part.
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3.6.1 Convergence Rate

Since the inner-level objective in (3.3)) is non-convex, we focus on analyzing the con-

vergence rate under the smooth case. Firstly, we can write the local updates as:
O g = Qo — BRH], (3.6)

where Ht = L5 1 Hj, and H}, = £(Q, — éI(Qﬁr)) Based on (3.6) and the
update process in (3.5)), we can obtain the global updates as:

Q= (1 — )0k + aQ?RPHl = Q%1 — )l + aQ'] — aBRHLP'Q".

Definition 3.6.1 (L-smooth). If a function f satisfies ||V f(w) — V f(w')|| < Lljw —

(W), Yw, &', we say f is L-smooth.

Assumption 3.6.1 (Smoothness). The loss functions R; is L-smooth and G(wy) is
Lg-smooth, Vi, k.

Assumption 3.6.2 (Bounded intra-context diversity). The variance of local gradi-

ents to the corresponding context-level generalized models is upper bounded by:

1
oA > IVGri(wi) — VGi(wi)|® < 64, Vk € [K], (3.7)

1€Cl

where Gy ;(wg) = r(6;, wi).

Assumption 3.6.3 (Bounded parameters and gradients). The generalized model pa-
rameters Q. and the gradients VG (QY) are upper bounded by pq and p,, respec-

tively.
194]F < p  and  ||[VGr(Q)|* < P2 Wt (3.8)

where po and p, are finite non-negative constants, and the gradients VGg () is

defined as VG (QL) := [VGy (W), ..., VGr(wh), ..., VG (wh)].

33



Chapter 3. Personalized Federated Learning with Contextualized Generalization

Proposition 3.6.1. [95] The deviation between the d-approzimate and the optimal
solution is upper bounded by 0. That is:

E[[8:(,) - 8r(2,)[['] < No® v, (3.9)

where é[ is the d-approzimate solution and (:)] s the matching optimal solution.

Assumption [3.6.1 provides typical conditions for convergence analysis, and assump-
tion [3.6.2 is common in analyzing algorithms that are built on SGD. As for assump-
tion [3.6.3, the model parameters are easily bounded by using projection during the
model training process, while the gradients can be bounded with the smooth condi-
tion and bounded model parameters. To evaluate the convergence of the proposed

CGPFL, we adopt the technique used in [95] to define that:

W] =7 5 1JE[%HVGK<QZ<>H2},

t:O

[—HVGK (%)

where ¢* is uniformly sampled from the set {0,1,...,7 — 1}.

Theorem 3.6.1 (Convergence of CGPFL). Suppose Assumption|3.6.1,(3.0.2 and|3.6.3

1 A [ 8a?p o [ 1
hold. Ifﬁgm,VRZI, Oégl, (l’ﬂdOé(] = Il’llIl{KA(;2 \/g pQ WQ}7
where Ag is defined as Ag 1= E[% S Gr(w?) — % S Gr(wE )], we have:

e The convergence of the generalized models:

4802(p3/K)  80(26(p%/K)L26%)z 5252
agT NKRT KN )

1 .
EE[HVGK(Q})M <0
e The convergence of the personalized models:
|2]> + (9(5 + 52>

Proof. According to algorithm [3.5.2, the local update is given as follows:

%iE[H@? - 04[] < 0 RE[[VEx(@g)
=1

wf,r—i—l = wf,r - BVGZ((’U:,T) = w;,r - 6 _<w72§,7" - e’i(wi,r))7
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Summing the local iterates, we can get

R—1 R-1
t t t _ ot t
B E hi,r = E (wi,r - wi,r—l—l) = W0 — Wi R
r=0 r=0

According to the algorithm, we have
QT — Q= —a(Q — O P,
Therefore, we can get the model parameters of the global models as follows:

QT = (1 - a)Ql +ag P!

R-1
1
= (1 )0 + (0~ BR 3 3 HE, )P
r=0

———
::H;

=(1—a)Q% +aQJ' P — aBR HLP'!
N

= (1 — ) + o J'P'Q" — aH[ P
= (1 - a)Q +aQtQ" — aHL P!
= QL[(1 — a)Ig + aQ'] — GH! P'Q'

That is

Qb — QU = ol (Ix — Q) + aHLP' (3.10)

It’s noted that

Gr(wy) = [Gr ()]

where [Gk(Q% )], denotes the k-th element of the row vector G (2% ).

In the following part, we derive the Convergence Rate of CGPFL as
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[~

E|

Gk(w,tjl ]

=1 k

K
(GNP = DG P
k=1

Eo

'MF

B
Il
—

=

[GI(Qt+1)Pt+1 G[(Q%)Pt]k]

T
I

(GO = Gr(Qh0)) P, + Y [GHE)PHQ — 1)),
k=1
t+1 t L t+1 t |2
< E|(VGx(0%), 9 - 04| + FE 03 - 94|

v~

A

[i G (N PHQ [K)}k]’
k=1

(. J/
~~

B

where we assume that Lg := maxpek) Lg,. We first deal with the part A in above

=

.
I

inequality. According to the above derivation, we have
A = E[(VGx(Qh), % - )| + —]E[HQ”l %]
- —&E[<VGK(Q§<), = (O — Q) = VGr(2) + VGK(Q%»]
L
+ TGIE:[HQQ1 - 0% |”]
= —GE|||VGx(2)|] + _E[Hml %]
- dE[WGK(Qt ), é(@t — Qi) - VGK(Q}(M

< —aE[|Var@]] + 2E[IVer@ol] + 22 ]2 (% - 25) - Vx| |

+ZCE ot - 0]

_ _%]E[HVGK )] + EE[HQM |’

-~

A
~ 1 2
+ SE[[|= (@ — ) - VGr(©@)]| |

[\

-~

Az
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Plugging equation ((3.10)) into above inequality, we can get

A= LB a0k (1 — @) + aP ]
LG [HaQt (Ix — Q%) + AHLPY™ — AV G(Q ) P +dVGI(Q§7O)PtQtH2}
3 2L 362L
< R ||| U - QO] + TR || V(@)@
3 2L
+=5 G]E[H(H}—VGI(Q?O))P’:“H }
and
Az = QE[ ST — Q1) + HEP™ = VG1(Q) ) P46 (9,)P'Q' — VG ()]
< 30 g et — )] + 0B [ VG (@) 1k — Q)]
+ 7E[H<Hz ~ VG 0) P[]
Proposition 3.6.2. For any vector v; € R% i = 1,2,..., M, according to Jensen’s

imequality, we have

M 2
[ >
i=1

M
2
<MYl
i=1

And because the real function p(y) = y?,y € R is convex, if some constants satisfy

that \; > 0,Vi=1,2,..., M, and Zf\il)\i: 1, we have

M 2 M
| " x| =D o™
=1 =1

Lemma 3.6.1. We can oblain that E|||X P[] < E[|X|*], end E[[[y Q'] <
E[HY‘H for any matrices X € RN and Y € R>E | as long as the P and Q!

satisfy that Zz 1 Pzt;gl L, Z] 1 = 1,Vk,t, and Zk Q% = 1,V5,t. Especially
—, ZfZ e Cy

in this work, we have P/ = 1G]
0, otherwise
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Proof. We provide the proof of above useful lemma here.

2
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M- 1M 10
]~

E[HXPtHH?] [(XPtH)M}
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> X 2R
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Similarly, we can write that

E[YQP] =33 (@)l
P OMIRTA|
=D I) B IRILETED $) B) BRI

N
i
L
i
I
<
i
I

I=1 k=1 j=1

I
M&
=
M)~
)

T
)
<
i
)
i
I

v =E[IY]]

T
A
<
I
A

I
M=
1=

Therefore, the proof of Lemma|3.6.1 is complete.
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In the next part, we will first cope with the term E [”H} — VGI(QY}’O)W} .

EU} (G} — VFI(Q'},O))PtHHQ}

1 = 2

— | 5 (1, - VGt |
r=0

R—-1
1 -
< = SB[|[(H, - V6@l ) P
r=0
R—-1
1 -
= = Y E||(H], - VG(Qh,) + VG1(Q),)~VGi(2 ) P
r=0 )
< 25" || VG(Q,) P 2\~ g (VG1(9,) — VG (2 o)) P2
—RZO _H( Ir— I H}—i_ﬁ —~ [H I I?" I( I,O)) H}
<2R21E—HH VG (O ||}+2R21E[ VG1(9,) = VG (2% 0) P
=R —~ Ir — I Ir R — I Ir I\3%10
R—-1
2 ~ 2L
< 2 SB[ 2 @0, - Bue,)| ] + 22 ZE[!\(@%,r—m,o)Ptﬂﬂ
r=0 r=0
8 , 2L 2
< o0+ g’zyﬂmmm_m@pﬂu]

In above inequality, we can can bound the term E [H (Qf, —Qf )Pt HQ] b

E[||(0,, — ) P°]
= E[H (Qyr = Qo — 5Hf,r—1)Pt+lH2}
—E|| (sr;r L~ Qg — BYG(Q) + FYCH (O o) ~BH] 1) P[]
< (1 B[ (9,1 — 4~ BYG1(9 ) P[]
+(1+ R)FE| | (VG2 0) = H 1) P
Dt SB[,y ~ Q) PHP] + (1 )1+ 2RBE] VG (@) PO
+B2(1 + R)(—62 + 2LG2ED| (o QtLO)Pt“Hﬂ)

<(1+

= (14 D) (14 g +200+ RPLAE[[[ (0, ~ 24,0 P[]

2R
1 8(1+ R)p?
+(1+ ) +2R)52E[HVGK(Q§<)QtH2] + (+N)552
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When % < which implies that 2(1 + R)8%Lg* < we can drive that

4R(1+R)L 2 2R’
1
B[l — 20 P17] < 0+ £)PB[l1(9%, 1 — 240 P
1 8(1 + R)B?
+(1+ D)+ 2R) K| VG (%) [F] + R T

By unrolling the above result recursively, we can bound the term E [H (Q, —Qj )P HQ]

as follows:

E[H(@z,r—ﬂmwm

{ )1+ 2R)PE HVGK(Q%)HQ: +8<1+TR)5252}Z(1+%)%

< (i - amaf Ve ] + XA L )
<{a+ %)(1 +2m) ]| ve@ ] + L ) 8 - 3(_1)
With this inequality, we can write that
B[ (7 — VG (0) P ]
< S 2 g o, — gy
< S 2 s Dy amelwGan )]+ SRy SO
< 3o+ {0 poamelivesiol] « e}
<3+ TR {0 pueemelivene ]+ s e
< 3+ s v eme][essol] + e} S
_ %52 n 128R8 i f}%?;LGQ&Z +16(1+ R)BLGE| [ VG (%) ]
< B IBEPLCT | g L[|V Gk ()]

Finally, we can rewrite the term A as
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A= —%E[HVGK(Q%)HQ} +A1+ A
& | 342 8
<(-24° QLG)E[HVGK(Q@HQ] (2 2LG 5V B[||(Hf — VG (@) P
o? ao?
+ (5 S Bl - )]+

E[HvaKth)(IK -]

B2

B:

For simplicity, we can write that
(14 GLa)E ||| (Hf — VG1(©%0) P

A < =21 - 3aLe)E[|VEx (%)
3@B2

+3%(LG+ 1)Bl+
[HVGK Q)| } +—(LG+ )B1 +—B2

< —%(l —3aLg)E
36 128 RB2L26” 2
S (1+ aLg){N52 + % + 32RB2LG2E[HVGK(Q}()H ] }

A (1-3aLg — 96RB%Le*(1+ &LG))E[HVGK Q%) ]
124(1 + &L¢)d?

o7 Lo+ )B1 + 3O‘B2 + 192&352%;;12 +ale) | -
%(1 —34Lg — 96352LG (1+aLa)) B|||VGx(%)|]
>1 when 52LG2< =z and a<1
L 3a? 3a? (LG N ) 3aB2 192(34362]LVC£(()[12+ aLg) N 12a(1 }&LGW
3527 2 . 5 - 2
< _ZE[HVGK(Qth } N 19269 ]lif%ilz+aLg) N 12a/(1 —|]—VaLg)5
+ 32‘22 (4L +1)B1 + 2By
< —%E[HVGK(Q’}()HQ} + 222 %Bz + 208;2;56'2 13;‘52
with £°Le” < g5 < 572 < amogmy VR > Land a < 1
When the above conditions are satisfied, we can have
R 1 (3.11)

Lo — RaBLe <
dlo = Rafle < Z7==m < 19

and the term 96RB%La?(1 + dLg) is bounded by
96 R
2
96RE*Le’(1+aLe) < Jro7m (1

1 1 1
—)=-—<>,VR>1. .
+ )= p S pYR>1 (3.12)
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In summary we can drive that,

11
1 —34&Lg — L1+ aLg)) >1— = — — > —.
(1 —3&Lg — 96RB°Le*(1+ éLe)) > i

—_

Lemma 3.6.2. When Assumption|3.6.1 is satisfied, the following two statements are

granted:

1. Equation limr_, = > E [HQ%(Qt —Ix) HQ} = 0 is equivalent to the equation

J/

-~

B:
limy s || QT — IKH2 =0, and we can get tT:BlE[HQtK(Qt - [K)Hz} < O(L);

2. Equation limy_, 7 Z;‘F:_OIJE[HVGK(Q%)(Qt — IK)’H = 0 is equivalent to the

-

B2

equation limyoc [ Q" — Ic[|* = 0, and £ S B[||VER()(@ — In)|*] <
O(3):

Proof. Firstly, we prove the Sufficiency in the first statement by contradiction. Now,

we have the equation:

1 T-1 )
lim > E[[[24(Q" - )| =o.
=0

T—oo T
t—=
Assuming that limp_, . HQT - IKH2 # 0, we can get
3,k e K], Jim (@~ 1), | #0.
In other words,

VT, Ele, ]fT € [K] and (ST > O,

(QT - IK)jT,kT‘ > 0.

Because we can always find some Q% making that
K
‘ D ()i (Q = I

Jj=1

)

K
=Y ()i (Q = 1)k
j=1

we can derive that
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v

B

2

T-1
> l2k(@ - molf Q% (Q" — Ix)]
t=0

2

b

Il

i
M- T
> 104

[EK:(Q%)M(Qt — fK)j,k}

“
Il
=)
-
Il
—
B
Il
—_
<
A

b

[EK: () (Q — fK)j,kQ]

M&
M)~

{*
Il
=)
o~
Il
i
B
Il
—_
<
—

b

M=

2

2
(Q]}()l,jz (Qt - ]K)jz,kt

{...
Il
=)

=1

~
_

v

2¢2
5Qma:r: 5t
t=

[e=]

where damar> = mine () Maxeq {(Q%)l,jf} and Somar> > 0 (Otherwise, (%), =

0,Vl. Thus, the j;-th global model is invalid). Then we have

1 T—1 1 T—1
=D E[94(@Q — ] = 7 D damas’ > 0.
t=0 t=0

In summary, we can get
VT, 35 = liiég %% >0 lgE[H%(Qt ~ 1] > 5
) T - max ' - ’
which means that

T—oo 1’

T-1
1
fim = > B[4 (@' — I)|[*] # 0.
t=0
It contradicts the assumption. The proof of Sufficiency ends.

Next, we prove the Necessity in the first statement. Now, we have

lim [|QT — Ix||* = 0,

T—o00

which indicates that Vj, k and ¢y > 0, 3Ty > 0, making V71" > Ty, ’(QT —[K)j,k‘ < €9

We know that limp_, % = 0, VT, which means that

T+ 1
Ve, > 0, 3Ty, making VT > Ty, ~°+

< é€1.
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When T3 = max{Ty, 15}, VI' > T3, we can have

To d K K K 9
= S [ @ @)~ D (@)

t=0 I=1 k=1 j=1 j=1

To d K

S AT+ 1)
- T

Plugging the above inequality into the term ‘% ZtT:*Ol Q2% (Q" — I) HZ), we can get

1 T-1 )
= S llk@ 1)
t=0

= , 1 It )
- TZHQ%(Qt—IK)H T > k(@ - In)||
-0 t=To+1
AT+ | 1 (R e S
< PR 1 3 S S S 0@ o]
t=Tp+1 I=1 k=1 J=1
AT+ | 1 (R = S
D IP MWD SR,
t=To+1 I=1 k=1 J=1
- pé(ll(ToT—i— . T- ;o - 1K2€02>
< \P?z (41 + K2€02>1

~~
=
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That is, Ve > 0, 313 = maxz{Ty, T}, making V1T > T, %ZtT:_Ol €24 (QF — IK)H2

<

€, which is the definition of

T—o0 T’

T-1
1
im = S| [25(@ - Lo)*| = o.
=0
Thus, the proof of Necessity in the first statement is complete.

Finally, we prove the inequality %ZtT:_Ol]E[HQI}((Qt - IK)HQ} < O(7) in the first
statement. From the analysis of the algorithm CGPFL, we know the iterates of the
global models are

0 t t+1
Qp — - — Qe — QY

At any global round ¢, we consider a client ¢ which belongs to the cluster k at current
round, i.e., i € Cf. At the next round ¢ + 1, we focus on any cluster j, where j € [K].

According to the definition of P!, we have

K
1
Pt =2 PL(Q) (3.13)
p=1
o, i€y
Since we focus on the disjoint cluster structure, i.e., Pf = k , We can
0, otherwise
get that Pfjl = éf\ (Q")k;.- We know that the k-means clustering partitions the data
’ k

points into different groups according to the distances between the data points and
the centers of the clusters, ie., P, = Probability(k = argmin,e(x; ||wf§%1 — w;||2).
Because the global models are initialized from a same point, under the non-IID case,
the distances between these models will necessarily become larger than certain tiny
positive constants 03 after one global steps. Then the models can be separated into
different clusters, and gradually the cluster structure will remain invariant since the
updates of model parameters become smaller and smaller as the learning rate shrinks.
Therefore, as long as the index of the selected initialization centroid in k-means
clustering keeps unchanged (e.g., k-means++. This is the reason why we adopt k-

means++ in our algorithm to conduct clustering) during the algorithm, Q" will keep
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equal to Ix after the first few global rounds. And we can get

= 402
= Y E|0%(@ - 1o)*] < o(2) 3.14
P> e[l - 10l < o(% 3.1
Similarly, the inequality in the second statement can be granted as
T—

) MVGK Q' — )]

02
<0 (%) (3.15)
Here, the proof of Lemma [3.6.2 is complete

0
In the next part, we will first deal with B = E[Zszl (G QPR — Ik)] ] and
give the proof of B = 0.

[GHQPH(Q" — Ix)],

K

M= L[]~

k

1P Q" = Ix);
1j=1

]~

(G P

J

]~

J=1

(Q" = Ix)jx

bl
—

M-

[GI(Q?I)PtL' [

Mw

<
Il

1

bl

K
Z Ik ]k] =0,
—1 k=1
no matter what value G (Q4') P takes. Therefore, we can conclude

K
[Z Qt—i-l Pt IKH k] =0.
k=1
In summary, we can bound E

(3.16)

| —

S Grwt) = 8 Gr(w )} as follows

G 2 34 2084°0°Lg* 13462
<2 QL } “B
=7y [||VGK )| 2 22T T NRa? N
With this inequality, we can write that
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1 1 2
=D E| = VGr(@)]]
t=0
4 T-1 1 K 1 K
t+1
<= Y E[= D Guleh) = = Y Galwt™)
t=0 k=1 k=1
807 = 6 8324282 Le? 5207
B, +— Y B
" KT L KT L " TKNRaz KN
K K
4“‘3[% ko1 Gr(eR) = % 2k Gk(w;{)} 32004 | 249, | 8320°8°Le’ | 526°
= aT Ka*T ' KT ' KNRa?> KN

We define that Ag :=E [% S Grl(w) — = S Gr(wl)| which is a constant with

. 3203 24p2 2
finite value, C} := 222 (Cy := =2 and Cy := 8320°La” then we get

K K KNR >
T—1
1 1 2 4AG 01042 02 03642 5262
=Y B[~ 2] = =2 =2 . 1
T &~ VG ()| aT " ar T 2 TEN (3.17)

With &g := min { flA“ o/ g; oA/ mer=e 204} we consider two cases as [49, 5 [95] do.

1

If ¢y < a(CC—> we choose & = &g. Thus we have

T-1 1
1 1 2 301@2 (C103)5 26(52
— E[— VG () ] < + 2 (3.18)
2T &= LK | ol 262T o/T KN
i 1
If &g > a(TlT> we choose & = 04<CCIT> . Thus we have
2T il = %47 T 2a2 TEN
t=0 ) (3.19)
2(0103)5 n 2662
JT KN’
Combining these two cases, we can obtain
T— 1
3010(2 5(0103)5 52(52
- - QO }
T; [ [Vex@iol] < 262T Ty KN
B (3.20)

30107 80\260°L”(0A/K) 525
= 283T KNRT KN
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As regard to the relationship between the personalized models and the global models,

we adopt the process of the corresponding proof in [95], and can get that

1 iz > 1= 1 ) 2,
w7 2 2 B[ -] < (7 B[ Iver@ilf]) + 055 +8°)
=1 t= t=0
The complete proof of Theorem [3.6.1 ends. O

Remark 3.6.1. Theorem|3.6.1 shows that the proposed CGPFL can achieve a con-
vergence rate of (’)(1/\/ KNRT), which is O(VK) times faster than what most of
the state-of-the-art works [49, 120, |79] achieved (i.e., O(1/v/NRT)) in non-convex

federated learning setting.

3.6.2 Generalization Error Bound

We analyse the generalization error of CGPFL in this section. Before starting the
analysis, we first introduce two important definitions as follows. For simplicity, we

define Lp(h) = E(yyep[l(h(z),y)] where £ is the adopted loss function in this section.

Definition 3.6.2 (Complexity). Let H be a hypothesis class (corresponding to w € R?
in neural network), and |D| be the size of dataset D, the complexity of H can be

expressed by the maximum disagreement between two hypotheses on a dataset D:

1
Ay(D)= sup — hi(x) — ho(z)|. 3.21
MD)= s oy 3 ) =) (3.21)

Definition 3.6.3 (Label-discrepancy). Consider a hypothesis class H, the label-

discrepancy between two data distributions Dy and D is given by:

diSC’H(Dla DZ) = :u£|£D1 (h> - 'CDz(h)|7 (322)
€

where Lp(h) = Eyepll(h(x),y)].
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Theorem 3.6.2 (Generalization error bound of CGPFL). When Assumption |3.6.1
1s satisfied, with probability at least 1 — 9, the following holds:

N N

o / NI
E %{Epi(h) mlnED < 2[5 log@—i- )\—i- cost(@* 0" K)
=1

1=

where B is a positive constant with ‘L’D(hl) — CD(h2)| < BMy(D), Yhy, hy € H.
Besides, h¥ is given by h¥ = arg min {Eﬁi(h(ﬁi))jtgﬂﬁi — w,’;||2} and cost(©*, Q" K) =
0;

N 2
> i m T minge| }HQZ‘ — will”

Proof. Before we start the proof of the generalization bound, we first give some defi-

nitions which will be used in the following proof.

h=hn(0), g=gw)

h :B(é’*)—argmm{ﬁ (h(6;)) + |9 — wil? }

hi = hi(0)) = argemln {EDi (h(QZ)) + §||9Z — wk||2} (3.23)

7

H:,loc = Bi,loc(9;7loc> = arg min {‘CDZ (h(euoc))}

Gi,loc

;loc = hi,lOC(QZlOC) = arg min {‘ch (h’(ei,loc))}

i,loc
In this way, we can bound the generalization error of the obtained personalized model

07, i € [N] as follows:

ﬁ:%{ﬁl) (hY) — min Lp, (h)}

=Y~ Lo, (h) ~ Lo |
ZZ%{ﬁD( 1) — Lp,(Gr) + Lp:(9;) — Lp,(9r) + Lp,(Gr)
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my;

-y S Lo 6) — Lo, G0 | + i LG — Lo, |

=1

+Zmz{£[, — Lp.(j )}+i%{£@(ﬁ?)—% (hfloc)}

The above function is divided into four parts. In the following section, we will bound

them sequentially. To deal with the first part, we define that k& = (i), where i € [V]
and k € [K].

Z { —Lp, (ﬁZ)}

=1

SIS

< 1rnax Z — max {EDZ‘ (gz*p(i)) - ﬁDi (QZ@))}

7777 m ’(/1(1

< mﬁngnax {ﬁD (Goay) — Lo, <§171(i))}

-----

Since the results of k-means++ depend on the selection of the first initialization cen-

troid, the possible number of clustering results is N. By the McDiarmid’s inequality,
with probability at least 1 — 9, we have

fnax Zml{ﬁp ) 'CDZ-@;Z(D)}

-----

N
6

N
m. log
<E[ E,_Z< (9%0) = Lo, >] ?
=l & m Lo.(F50) = Lp,(95am) ) | +

7777 m

Utilizing the results in [69], we can get
N
E[ _Z<£ ) a* . _£~, aAE >i|
ggl..%{K Zl m P (gw(z)) D; (gw(z))
< L E L L -
< - {;H;E:X [mck< Dc, (gr) — De, (%))”

K
me em
< Z mk chkﬂnck (H) < “m log —
k=1

Therefore, we can get

N N
m; - i logg dK em
>l — Lo ))<=k /Tl (20
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When Assumption 1 is satisfied, we know that Lp (h(w)) is L-Lipschitz smooth.
Thus, we have
Ak * * * * 2
L5, (G7) — Lo, (BY) < (VLp (hi(6])),wf — 6; )5 He wi| (3.25)
Because h¥(67) is obtained by solving h;(67) = arg min {Lp,(h(6;)) + 316; — w,jHQ},
0;

we can get that VLj ( (67)) + A(0F —wj) =0, that is VEDZ_( hi(0F)) = —\(0F — w})

Thus, we have

Y N
S 20 ) - 0,0} < O 530 P -

=1 =1

2

(3.26)

Finally, according to the definitions of Complexity and Label-discrepancy, we can

know that
N N
m; 7 % mi
;E{ﬁ&(hi) }+;E{ o, (1) = Lo, (W100) }
< QBZ—)\H D;) + Z%disc(l?i,f?i)

i=1

— Z {ZB Mu(D;) + disc(D;, D;) }

where the constant B satisfies that |L£p(hi) — Lp(he)| < BAy(D) for hy, hy € H.

Summarizing the obtained results, we can get

N m log & dK em L m
sl ¥ — mi 5 an . em L m;
El m{‘CDi(hz) %IélilﬁDi(h)} <2 - +1/ - log y + (A + 2) ;:1 m|

1=

2

* *
0; — wy

n Z “2B My(Dy) + dise(Dy, Dy) )

The complete proof of Theorem [3.6.2 ends. O

Remark 3.6.2. Theorem|3.6.2 gives the generalization error bound of CGPFL. When
K =1, it yields the error bound of PFL with single global model [57, 95, (33, [32]. As
the number of contexts increases, the second terms become larger, while the last term
get smaller. Hence, our CGPFL can always reach better personalization-generalization

trade-off by adjusting the number of contexts K, and further achieve higher accuracy

than the existing PFL methods.
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3.7 An Heuristic Improvement: CGPFL-Heur

As discussed, Theorem 4.2 indicates that there exists a optimal K* (K* € [K])
to achieve the minimal generalization error bound that corresponds to the highest
model accuracy. Theoretically, the optimal K* can be obtained by minimizing the
generalization bound in Theorem 4.2. We can find that the first and the third term
have no relationship with the number of latent contexts, that is, they are irrelevant to

K. Therefore, we can obtain an optimal K* by minimizing the following expression:

[dK
e(K) := o log % + p - cost(©%, Q% K), (3.27)

where p is a hyper-parameter which is induced by the unknown constant L. The above
objective can be solved in the server along with the clustering. In the down-to-earth
experiments, we notice that the latent context structure can be learned efficiently in
the first few rounds. Based on this observation, we believe that CGPFL-Heur can
efficiently figure out a near-optimal solution K by operating the solver of only
in the first few rounds (in the experimental part, we only operate the solver in the first
global round), and after that, the obtained K will no longer be updated. In this way,
CGPFL-Heur can reach a near-optimal trade-off (corresponding to the near-optimal
K ) between generalization and personalization with negligible additional computation

in the server. Moreover, in view of the fact that we only need to operate the solver in

the first few rounds, CGPFL-Heur can retain the same convergence rate as CGPFL.

3.8 Experiments

3.8.1 Experimental Setup

Dataset Setup: Three datasets including MNIST [52], CIFAR10 [51], and Fashion-
MNIST (FMNIST) [101] are used in our experiments. To generate Non-1.I1.D. datasets
for the clients, we split the whole dataset as follows. 1) MNIST: we distribute the
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train-set containing 60, 000 digital instances into 40 clients, and each of them is only
provided with 3 classes out of total 10. The number of instances obtained by each
client is randomly chosen from the range of [400,5000], of which 75% are used for
training and the remaining 25% for testing. 2) CIFAR10: We distribute the whole
dataset containing 60, 000 instances into 40 clients, and each of them is also provided
with 3 classes out of total 10. The number of instances obtained by each client is
randomly chosen from the range of [400, 5000]. The train/test split remains 75%/25%.
3) Fashion-MNIST: It’s a more challenging replacement of MNIST, and the Non-I1.I.D.
splitting is the same as MNIST.

Baseline Methods: We compare our CGPFL and CGPFL-Heur with seven state-of-
the-art works: one traditional FL method, FedAvg [70]; one typical cluster-based FL
method, IFCA [27]; and five most recent PFL models, APFL [20], Per-FedAvg [23],
L2SGD [33], pFedMe [95], and Ditto [57].

Model Architectures: 1) For strongly convex case, we use a ly-regularized multino-
mial logistic regression model (MLR) with the softmax layer and cross-entropy loss,
in line with [95]; 2) For the non-convex case, we apply a neural network (DNN) with
one hidden layer of size 128 and a softmax layer at the end for evaluation. In ad-
dition, we apply a CNN that has two convolutional layers and two fully connected
layers for the CIFAR10. All competitors and our algorithms are based on the same

configurations and fine-tuned to their best performances.

3.8.2 Overall Performance

The comprehensive comparison results of our CGPFL and CGPFL-Heur are shown
in Table It can be observed that our methods outperform the competitors with
large margins for both non-convex and convex cases on all datasets, even if [FCA
works with a good initialization. Besides, although we only provide the proof of

convergence rate under non-convex case, as shown in Figure and Figure [3.4]
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Table 3.1: Comparison of test accuracy. We set N = 40, a = 1,
A =12, 5 =5, Ir = 0.005 and T" = 200 for MNIST and Fashion-
MNIST (FMNIST), and 7" = 300, {r = 0.03 for CIFAR10, where Ir

denotes the learning rate.

MNIST FMNIST CIFARI10

Method

MLR DNN MLR DNN CNN
FedAwvg [70] 88.63 91.05 8244 8345 46.34
IFCA (K = 4) [27] 95.27 96.19 91.55 9256 60.22
L2SGD [33] 89.46 9248 88.59 90.64 58.68
APFL [20] 92.69 95.59 92.60 93.76 72.12
pFedMe (PM) [95] 91.90 92.20 8549 86.87 68.88
Per-FedAvg (HF) [23] 92.44 93.54 87.17 87.57 71.46
Ditto [57] 89.96 92.85 88.62 90.56 69.56
CGPFL (K =14) 95.65 96.55 92.65 93.56 72.78
CGPFL-Heur 97.41 98.03 95.18 96.00 74.75
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the extensive experiments further demonstrate that our methods constantly obtain
better performance against multiple state-of-the-art PFL methods (pFedMe, Ditto,
and Per-FedAvg) with faster convergence rate under both strongly-convex and non-
convex cases. Specifically, the figures in Figure show the results for MNIST
dataset on MLR and DNN model, while the figures in Figure give the results for
Fashion-MNIST dataset on MLR and DNN model.

Accuracy: MNIST-MLR 1,000 Accuracy: MNIST-DNN
. * & 4 ’
0.96 1
0.975
0.94
0.950 A
0.92
0.925 A
3 0.90 4 3
® ®
5 5 0.900
3 0.88 1 3
< <
0.86 - —< Ditto 0.875 1 —< Ditto
~»— Per-FedAvg(HF) ~»— Per-FedAvg(HF)
0.84 —¥— pFedMe(PM) 0.850 —¥— pFedMe(PM)
—e— CGPFL: K=2 —e— CGPFL (K=2)
0.82 CGPFL: K=4 0.825 + CGPFL (K=4)
—&— CGPFL: K=8 —&— CGPFL (K=8)
0.80 T T T T T T ™ 0.800 T T T T T T T
0 25 50 75 100 125 150 175 200 0 25 50 75 100 125 150 175 200
Global rounds Global rounds
(a) ace-MNIST-MLR (b) acc-MNIST-DNN
12 Loss: MNIST-MLR Loss: MNIST-DNN
’ —< Ditto 1.4 —<— Ditto
—»— Per-FedAvg(HF) ~»— Per-FedAvg(HF)
1.0 —¥— pFedMe(PM) 1.2 4 —%¥— pFedMe(PM)
—e— CGPFL (K=2) ’ \ —e— CGPFL (K=2)
CGPFL (K=4) CGPFL (K=4)
081 —o— CGPFL (K=8) 1.01 —— CGPFL (K=8)
8 g
c 06 < 08
® ©
= F 0.6
0.4 A
0.4
0.2 0.2
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Global rounds Global rounds
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Figure 3.3: Performance on MNIST for different K with N = 40, a = 1, A = 12,
R =10, and S = 5.

3.8.3 Further Evaluation on CGPFL-Heur

To further evaluate the performance of CGPFL-Heur, on the one hand, we conduct

the CGPFL training with different number of contexts (i.e., K) varying form 1 to N/2
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Accuracy: FMNIST-MLR Accuracy: FMNIST-DNN
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Figure 3.4: Performance on FMNIST for different K with N =40, a = 1, A = 12,
R =10, and S = 5.
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on MINST and FMNIST, respectively. In particular, we set the maximal value of K
no more than N/2 to avoid overfitting. By collating the model accuracy with different
K, we can find out the optimal K which corresponds to the optimal personalization-
generalization trade-off in CGPFL. The results are demonstrated in Figure .
On the other hand, we conduct the CGPFL-Heur training with an appropriate u
and keep other parameters same as that of the above evaluation. As shown in Fig-
ure , we distinguish the results of CGPFL-Heur using red-star points. Besides,
we make comparisons between the performance of a state-of-the-art PFL algorithm,
pFedMe [95] with our proposed CGPFL and CGPFL-Heur in Figure [3.5(b)l The
results in Figure and Figure demonstrate that our designed heuristic al-
gorithm CGPFL-Heur can effectively reach a near-optimal trade-off and consequently

achieve the near-optimal model accuracy.

100 Accuracy with different K 1000 Performance of CGPFL-Heur versus the optimal accuracy
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e »
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(a) CGPFL with variable K (b) CGPFL-Heur

Figure 3.5: Further evaluation for CGPFL-Heur on MNIST and FMNIST datasets

3.8.4 Effects of Balancing Weight

As mentioned that the hyper-parameter A can balance the weight of personalization
and generalization in several state-of-the-art PFL algorithms [95] 32] [57], we also con-
duct experiments to compare the performance of our CGPFL and CGPFL-Heur with
a state-of-the-art PFL algorithm, pFedMe [95], on different values of A. Specifically,
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the range of \ is properly chosen as in Table to avoid the divergence in pFedMe.
The experimental results in Table show that our methods can constantly achieve
better performance than pFedMe when \ varies, which indicates a better trade-off

between personalization and generalization in PFL.

Table 3.2: Comparisons with various A. We set N =40, =1, R =10, S =5, Ir = 0.005 and T = 200
for MNIST and Fashion-MNIST (FMNIST), where Ir denotes the learning rate.

A 11 12 13 14 15 16 17 18 19
pFedMe (PM) 91.46 91.90 92.19 92.54 92.80 93.00 93.15 93.16 93.04
MNIST-MLR ~ CGPFL (K=2) 93.43 93.34 93.62 93.88 94.16 93.69 93.52 93.52 93.31
CGPFL (K=4) 95.49 95.65 95.19 95.47 95.60 95.77 96.49 94.85 94.53
CGPFL-Heur  97.46 97.41 96.27 96.32 96.34 96.33 96.32 96.33 96.25

A 9 10 11 12 13 14 15 16 17
pFedMe (PM) 91.21 91.54 91.86 92.21 9243 92.79 93.05 93.30 93.24
MNIST-DNN  CGPFL (K=2) 94.11 9442 94.71 93.90 94.14 94.36 94.49 93.34 93.36
CGPFL (K=4) 96.17 96.37 96.57 96.55 95.87 95.99 96.01 95.45 95.49
CGPFL-Heur 97.69 97.86 98.00 98.03 97.95 97.96 98.20 98.14 98.16

A 9 10 11 12 13 14 15 16 17
pFedMe (PM) 85.03 85.26 85.42 85.49 8549 8528 85.16 84.76 84.22
FMNIST-MLR CGPFL (K=2) 90.29 87.70 87.93 88.00 87.72 87.53 87.65 86.94 85.19
CGPFL (K=4) 92,50 92.84 92.94 92.65 92.63 92.44 9242 92.17 92.20
CGPFL-Heur  95.46 95.44 95.45 95.36 94.61 94.40 94.35 94.41 94.19

A 7 8 9 10 11 12 13 14 15
pFedMe (PM) 84.65 85.20 85.86 86.28 86.70 86.87 87.09 87.10 86.66
FMNIST-DNN CGPFL (K=2) 87.69 88.15 88.72 89.13 89.59 89.75 91.15 89.25 88.93
CGPFL (K=4) 92.26 92.89 92.71 92.86 93.03 93.56 93.21 93.44 92.83
CGPFL-Heur  95.60 95.73 95.84 95.94 95.98 96.00 95.98 95.95 95.83

3.9 Remarks

In this work, we propose a novel personalized federated learning framework, dubbed

CGPFL, to handle the challenge of statistical heterogeneity (Non-I1.I1.D.), especially
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contextual heterogeneity in the federated setting. To the best of our knowledge,
we are the first to propose the concept of contextualized generalization (CG) for
personalized federated learning and further formulate it to a bi-level optimization
problem that is solved effectively. Our method provides fine-grained generalization
for personalized models which can prompt higher test accuracy and facilitate faster
model convergence. Experimental results on real-world datasets demonstrate the

effectiveness of our method over the state-of-the-art works.

Although both empirical and theoretical results demonstrate the effectiveness of the
proposed CGPFL in addressing data heterogeneity in federated learning systems,
CGPFL is specifically tailored to tackle the train-train data distribution shift across
federated clients. However, addressing the train—test data distribution shift on each
client, when a train—train data distribution shift simultaneously exists within the
federated learning system, remains an open problem. This challenging issue will be

further investigated in the next chapter.
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Chapter 4

Learning Personalized Causally
Invariant Representations for

Heterogeneous Federated Clients

4.1 Introduction

Federated learning (FL) allows the participation of a massive number of data hold-
ers (i.e., clients) that possess limited data to collaboratively train learning models
in a privacy-preserving manner [70]. From the view of the heterogeneity of target
datasets across local clients, we can divide the literature on FL into two branches.
1) Federated learning aims at training a global model to fit the local data distribu-
tions and perform well when the local target datasets are subject to independent and
identically distribution (IID). In particular, some works [21] (63} [73] (including robust
federated learning and federated domain generalization) focus on training a global
model that can tackle the distribution/domain shift across local training datasets.
Unfortunately, the shared global model can diverge from the optimal local solutions

when the target datasets are heterogeneous or not IID (i.e., Non-IID) across local
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clients [39], since the useful information about personalization is dropped. 2) Per-
sonalized federated learning develops a personalized model for each client to handle
the discrepancy among the local optima when the target datasets across local clients
are Non-IID. Despite succeeding in handling Non-IID target datasets, all the existing
PFL methods neglect the shortcut trap problem which is attracting more and more

interest in centralized machine learning.

Shortcut trap is found pervasive in modern machine learning [26] where models prefer
to rely on the shortcut to solve problems due to the bias of training dataset. The
utilized shortcut can perform well on training data but fails to generalize to unseen
test data that is out-of-distribution (OOD) with respect to the training data. For
example, there is a binary image classification task where the model needs to recog-
nize the pictures of cows and camels [7]. Deep learning model can classify the picture
of a cow in a desert background as “camel” at test time, if most of cows appear in
grass backgrounds and most of camels stand in desert backgrounds in training envi-
ronments (environments are data subsets that have different data distributions). This
dataset bias makes the obtained model choose the background rather than the shape
of animals in the pictures as the discriminative feature. The similar shortcut trap
exists in diverse real-world scenarios [26]. Although many efforts have been attracted
to the shortcut trap problem in centralized situations, they focus on mitigating short-
cut by extracting environment-invariant (a.k.a. invariant) features. When applying
these schemes into PFL, the invariance constraint will eliminate all heterogeneous fea-
tures, including shortcut and personalized features. Therefore, the existing invariant

learning schemes can hardly tackle the shortcut trap problem in PFL.

What’s worse, we find the trivial combination of the existing PFL and centralized
invariant learning schemes, instead of solving the shortcut trap problem in PFL, can
even induce worse performance than the better one of themselves (discussed in the
evaluation part). To handle the challenging shortcut trap problem in PFL, we firstly

formulate the structural causal models (SCMs) to simulate the heterogeneous data
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Figure 4.1: The coverage of FedSDR and the related works. a) FL: Federated
Learning; b) PFL: Personalized Federated Learning; ¢) RFL: Robust Federated
Learning; d) Fed DG: Federated Domain Generalization. Besides, IND denotes in-

distribution.

generating processes on local clients. From the SCMs, we derive a causal signature
which reveals that the shortcut is statistical independent with the client/user indi-
cator conditional on label and environment indicator. Inspired by this finding, we
design a collaborative shortcut discovery method which can work well even if there
is only one available training environment on each client. Then, the personalized
causally invariant representations are extracted by utilizing another causal signature
that describes the conditional independence between the personalized invariant fea-
tures and the shortcut features. Finally, the optimal personalized invariant predictors
can be elicited from the extracted personalized causally invariant features. The com-
parison between the coverage of our approach and the related works is illustrated in

Figure The main contributions of this work are summarized as follows:

e To the best of our knowledge, we are the first to consider the shortcut trap prob-
lem in personalized federated learning and analyse it by formulating the struc-
tural causal models for heterogeneous clients. Based on the proposed SCMs,
we design a provable shortcut discovery and removal method to develop the

optimal personalized invariant predictor which can generalize to unseen local
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test distribution for each client.

e Theoretically, we demonstrate that the designed shortcut discovery method can
draw all the latent shortcut components, then the shortcut removal method can
eliminate the discovered shortcut features and produce the optimal personalized

invariant predictor for each client.

e Empirically, we conduct experiments on several commonly used out-of-distribution
datasets and the results validate the superiority of our method on out-of-
distribution generalization performance, compared with the state-of-the-art com-

petitors.

4.2 Related Work

Federated learning. The classic FedAvg [70] performs well if local training datasets
are IID. Some methods (|48, 22] 110} 29]) mitigate the negative impact of training
data heterogeneity on convergence rate, while another branch ( [21} 87, [03]) targets
at reducing the performance bias of global model on local clients. Besides, few works
( [63, 73, 30]) investigate the scenarios where the training data heterogeneity appears
to be domain shift. All the above methods produce a shared global model which can

diverge from the local optimal solutions when local target datasets are Non-IID.

Personalized federated learning. Many PFLs ( [94] 32] 24] [57, 96| 17, 28]) train
the personalized models with the guidance of a global model which embeds in the
shared knowledge. Some researchers study the parameterized knowledge transfer be-
tween similar clients, e.g., MOCHA [90], FedAMP [41] and KT-pFL [109]. DFL [66]
disentangles the shared features from the client-specific ones to achieve accurate ag-
gregation on shared knowledge. Similarly, pFedPara [43] and Factorized-FL [44] fac-

torizes the model parameters into the shared and personalized parts. Another branch
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( [18,12,[102]) employs the shared/aligned feature extractor to capture global knowl-
edge and personalized classifiers to encode the personalization information. All of

them don’t cover the situations where there exists shortcut in local training datasets.

Shortcut and Invariant learning (IL). Causally invariant predictor is proposed
in [76], and then applied into deep learning in IRM [6] to mitigate shortcut. Subse-
quently, [80] prove that IRM and its variants can be still trapped by shortcut when
training environments are insufficient. IFM [15] lowers the requirement and demands
only logarithmic training environments. Some works focus on settling IL problem
when the environment label is unavailable, e.g., EIIL [19], HRM [61] 62], EDNIL [40]
and ZIN [59]. Another branch ([1, 14, 42]) completes the constraints that IRM misses
to improve the performance. The iCaRL [65] extends IL to non-linear causal repre-
sentations while ACTIR [45] extends IL to anti-causal scenarios. All these methods
are devised for centralized scenarios where all training data is accessed and training

environments are sufficient.

4.3 Problem Formulation

Notations. Let X', ) and & denote the input, target and environment space respec-
tively. Data instance is (X,y,e) € (X,V,€). Suppose there are N clients and the
local dataset D, on client u contains M, samples, u € [N]. The sets of training and
test environments on client u are denoted by & and &£ respectively. We use &,
as the set of all possible environments in the task that client « concentrates on, i.e.,
gu

v EL C &Y Yu € [N]. In federated learning system, the overall environment sets

all»

are denoted by &, = J, & and Eu = |J, &Y. For convenience, we separate the
learning model or parameterized mapping from X’ to ) into two consecutive parts: 1)
the feature extractor (® and W denote the invariant and spurious feature extractors

respectively) maps from input space X' to latent feature space Z, i.e., ®(X) € Z and
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U(X) € Z; 2) the classifier w outputs a prediction ¢ from a latent feature z € Z.
For example, the overall model based on the invariant feature extractor is denoted by
Jo() = w(®(:)) where fy indicates the function f parameterized by 6. We define the
expected empirical loss for model fy on dataset D as R(fys; D) = E(x y)en[l(fo(X),y)]

where ¢ is the loss function.

4.3.1 Invariant Learning

Succeeding in mitigating shortcut and solving the OOD generalization problem, in-
variant learning assumes that there exists some invariant feature ®(X) satisfying the

invariance constraint:
PY|®(X) =z,e) =P(Y|P(X) = z,¢'),Vz € Z,Ve, € € Ea. (4.1)

[80] proved that IRM [6] and its variants need at least dg + 1 (dg is the dimension of
shortcut features) training environments to eliminate all shortcut features and elicit

the optimal invariant predictor, under linear scenarios.

Definition 4.3.1 (Optimal Invariant Predictor). The optimal invariant predictor is
elicited based on the complete invariant features which are informative for the target
label in the task concerned, i.e., * = argmaxg I(Y; (X)), where I(-;-) denotes the
Shannon mutual information between two random variables and ® satisfies the above

mvariance constraint.

4.3.2 Causal Setup

In invariant learning (IL), researchers usually formulate a structural causal model to
simulate the data generating process in the target task. A valid SCM is depicted by
a directed acyclic graph where each node represents a random variable and each edge

describe a directed functional relationship between the corresponding variables [75].
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When we study the invariant learning in federated setting, the latent heterogeneity

of data generating mechanisms among local clients need to be considered.

(a) Causal IL (b) Anti-causal IL (c) Causal FedSDR  (d) Anti-causal FedSDR

Figure 4.2: Graph (a) [6,40] and (b) [80,42] give the structural causal models (SCMs)
commonly adopted in invariant learning, while (c¢) and (d) show the SCMs proposed
in FedSDR. Zs and Zg denote the invariant and shortcut features respectively. E
is the indicator of shortcut while U is the indicator of user/client. Dotted arrows

indicate unstable causal relations that can vary in different environments.

Therefore, we propose the SCMs in federated learning by adding the wuser/client
indicator U and deconstructing the invariant features into two separate parts: the
personalized invariance ZZ and the shared/global invariance Z%. The detailed SCMs
are shown in Figure As discussed in the literature on invariant learning, Zg is
the latent shortcut feature. The functional relation between Zg and label Y can vary
across different environments. That is, VZg there always exists some e, e’ € &, that
make P(Y'|Zg, e) # P(Y|Zs, €') hold. By analogy with the optimal invariant predictor
in invariant learning, we provide the definition of the optimal personalized invariant

predictor in PFL.

Definition 4.3.2 (Optimal Personalized Invariant Predictor). The optimal person-
alized invariant predictor for client u is elicited based on the complete invariant fea-
tures which are informative for target label in the task that client u concentrates on.
That is, ®} = argmaxg I(Y;®,(X)), where ®, satisfies that P(Y|®,(X) = z,¢e) =
PY |0, (X) = z,€),Vz € Z,Ve, e € EY,.
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4.4 Methodology

When the training environments on each client are insufficient, locally invariant learn-
ing can fail as discussed before. How about a collaborative manner? Unfortunately,
personalized invariant features can cause deviation of the invariance constraint as
shortcut features do if training environments are collected from different clients. As a
result, the collaborative invariant learning can eliminate/preserve both personalized
invariant and shortcut features with the same probability. Nonetheless, how about
combining collaborative invariant learning with PFL methods? Even though we can
get the global invariant features via collaborative IL and conduct local adaptation as
in many PFL schemes (e.g., fine-tuning [17] and L2-regularization [94] [32] 57]), local
adaptation can pick up both personalized invariant and shortcut features again since
local training environments are insufficient. It turns out the trivial combination can

hardly outperform the superior individual one on OOD generalization performance.

FedSDR. In view of the above failure, we turn to the complementary perspective:
discovering the shortcut features and removing them instead of straightly constraining

invariance. The feasibility of this tack is guaranteed by the causal signatures that we

derive from the SCMs in Figure 4.2(c) and 4.2(d)!

Lemma 4.4.1. If the data generating mechanism of each federated client obeys the

causal graph in Figure or the anti-causal graph in Figure , we can have:

e Zs Il U |Y,E which means that the shortcut features Zs are conditionally

independent of the personalization indicator U given Y and E.

o Z2 W Zs |Y and Z& 1L Zg | Y, which means that both the global (Z%)
and personalized (ZY) invariant features are conditionally independent of the

shortcut features Zg given Y .

Proof. According to the causal Markov condition (Theorem 1.4.1) proved in [75], we
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know that the variable Zg is independent of all its nondescendants, given its parents
in the (Markov) causal graph. Since Y and E are the parent variables of Zg and U
is a nondescendant of Zg, the first causal signature in Lemma [4.4.1 is guaranteed.
Besides, based on the d-separation criterion in [75] we can find the variable Y d-
separates Z2, from Zg and d-separates Z{ from Zg in the SCMs. Therefore, we get

the second causal signature in Lemma |4.4.1 O]

Remark 4.4.1. The first causal signature in Lemmal].4.1 indicates that we can dis-
cover the shortcut features using training environments across local clients even if the
data generating mechanisms are heterogeneous among them. The second causal sig-
nature makes it possible to develop the optimal personalized invariant predictors with
the discovered shortcut features even though there is just one training environment
on each client, since the relationships between Z%,, ZY and Zs are independent of

environment E.

In the following sections, we will introduce the two-stage implementation of our

method in detail. The overall framework of FedSDR is given in Figure 4.3

(DDM)
~ Distribution Discrepancy ~
y Maximization y
g €---mmmemeeee- >4
Classifier
Z Z
Feature

Extractor

Client 1 Client 2

* EICI: Environment-Independent Conditionally Independence

Figure 4.3: Hlustration of the overall framework designed for the proposed FedSDR.
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4.4.1 The Provable Shortcut Discovery

At the first stage, we need to capture the complete shortcut features in a collaborative
manner. Recalling the difference between the definitions of shortcut features and
invariant features, we design the following objective to extract the complete shortcut

features in a collaborative manner:

Wy, U* = argmin — Z{e = R(w(¥); D) — Myis(U; D)}, (4.2)
oy

where the first term R(w(¥); D,,) is adopted to exclude the uninformative features
(e.g., noise). A is the balancing weight and the second term f4,(V; D, ) is designed
for extracting the complete shortcut features. Specifically, we define that

lais(U, Dy) = Exep, [ D Y KL(Pur (Y | U(X), €)|[Pu: (V| ¥(X),¢))], (4.3)

eZEEt, ej c&ir
where KL(P||Q) denotes the Kullback-Leibler divergence between two probability
distributions. P, (Y | ¥, e;) means that P(Y | W, ¢;) is parameterized by the classifier

w; which is trained by:

W = argmanpu (wi(V);e;),Ve; € Er, (4.4)
witH—Y
where p!, = 1 when client u has data samples from environment e; and p!, = 0

otherwise.

Since P, (Y | ¥, ¢;) is parameterized by the classifier w; to be a distribution around

wi(W) for any given ¥ and e;, we adopt a simple and effective measure to compute

the divergence KL(Puy (Y | ¥, €;) [Py (Y [ ¥, €;)). That is KL(Pur (Y | W, €)[[Por (Y |
U, e;) = 3|wr (V) — w]*.(\I/)||27 Vei,e; € Eu. In this way, we can rewrite the overall

objective for shortcut discovery as the following bi-level optimization:

N
1
wy, U* = ar%min N Z{%D(\D; D,) :=R(w(¥); Dy,) — AMais(V; D,)} (4.5)

s.t. w; = argmmZpu (wi(V);e;),Ve; € Er, (4.6)
wiH—Y
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where (4is(U; D) = Exep,[5 X e, 2oesee,, Wi (¥(X)) — WH(W(X))[). This bi-
level optimization can be solved by alternatively updating the solutions of the outer
and inner objective. Under federated learning, both the outer and inner objective can
be divided into N sub-problems that can be settled on N local clients respectively.
The sever can aggregate the update from local clients to gain the solution ¥*. To
avoid the outer objective being dominated by maximizing £4;(V; D,,), we replace €45

with min(a, A €g(V; D,)) in the practical version, where « is a positive threshold.

Theoretical Analysis Before continuing to introduce the shortcut removal method,
we formally analyse the optimal solution of the Eq. [4.5] In this theoretical analysis
part, we consider the linear data model that [80] adopted. Specifically, we focus on
the logistic regression problem where label y € {£1}. As in [80], we suppose both
the invariant features Z¢ = [Z2, Z¥] and shortcut features Zg of sample y are drawn

from the following Gaussian:
ZCNN(y':UCvJZ[)v ZSNN(y'ﬂ87U§[)>

where p. € R% and p, € R%. Samples of observation X are generated by X =
9(Zc, Zs) where g(+) is a non-parameterized function. Parameters y.., 0. and function

g are independent of environment while u, varies as environment changes.

Assumption 4.4.1. The distribution of label Y satisfies the following two conditions:
DPY |u)=PY),YueU; 2)P(y|e) =P |e),Vy,y €Y and Ve € &,,.

Theorem 4.4.1. If the Assumption[f.4.1 holds, the function g is linear and the total
number of training environments in the federated learning system satisfies |E,| > ds,

then the following two statements are equivalent:

e U*(X) depends and only depends on the complete shortcut features Zg. That

is, U*(X) is a function of Zs alone;

o U* s the optima of the objective [4.5 with an appropriately chosen value of the

hyper-parameter \.
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Proof. We write the linear feature extractors W that can recover the latent features
([Zc, Zs]) from the observation X as V(X) = V(g(Z¢c, Zs)) = AZc + BZg, where
A and B are fixed transformation matrices. This formulation is also adopted in the
theoretical analysis in [80] and [99]. For the concerned logistic regression, we can get

a closed form for the distribution P(Y | U, e) as:

P(Y | U,e) :=P(Y | AZc + BZg)
 P(AZc + BZs | Y)PE(Y)
Pe(AZc + BZs)
- P(AZo + BZs | Y)PE(Y)
X, Pe(Y = y)Pe(AZo + BZs | Y =)

Since Assumption [4.4.1 holds, we have P¢(Y = y) = P¢(Y = ¢/),Vy € Y. We can

obtain

P(AZc + BZs | y)
P AZc+ BZg) =
(y | c s) ZyP€<AZC‘|‘BZS’Y:y)

B P(AZc+ BZs | y)
Pe(AZC + BZS | Y = y) +P€(AZC + BZS | Y = —y)

1
Pe(AZo+BZs|Y =—y) Vy € {£1}.

\ + T ize B2 v =y)

Because we have Z¢ Il Zg | Y from Lemma|4.4.1, we can get the probability density
of AZqs + BZg as follows:

AZC—l—BZS ‘ yNN(y-uz,Zz), (47)

where pi, = Ay + Bus and X, = AAT0? + BBT o2, Thus, we can get P(Y | U, ¢) as:

1

P(AZ¢+BZs[Y =—y)
L+ BeiZe+BzsIv=y)
1
= Wy e {£1},
1+ exp(—y - 2973 p,) y e £}

Py | V) =

where X! represents the generalized inverse of ¥, i.e., X713, = 1.

According to Lemma F.2. proved in the appendix of [80], the optimal classifier based
on the feature extractor ¥(X) = AZq + BZs is sufficiently and necessarily given by
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2(AAT0? + BBTo2) ' (Ape + Bp,). That is, we have P, Sy | V) = 1+exp(_yéwz,1u X

Vy € {£1}, if and only if w} € argmin,, 4,y SN A R(wi (V) €;), Ve € E

Therefore, we can calculate the KL-divergence between Py« (Y | W, ¢;) and Py (Y |
le? 6]') by

KL (Y | W) |[Pus (V| W)

= Z P y|@el)lg%
ve{1) ’
1 1+ exp(—y - 2907 11d)
) ye{zil} 14 exp(—y - 2075 1pt) 8 T expl(—y 20TE t)
1 1+ exp(— 2\IITZZ_],1,L@)
I exp(—2UTX 1) log 1+ exp(—2UTX i)
1 1 +exp(207X; 1 id)
* 1 +exp(2UTX_tui) log 1 +exp(2UTX_ tui)
1 1+ exp(207% ) exp(20T8 7 ut)
T 1+ exp(—207S 1) { BT exp(2UTS ) |8 exp(2UTS il }
1 1+ exp(20TX 1 1d)

—lo
- 1+ exp(QUTX1ui) 1T exp(Q\I/TZ 1uz)

1+exp(2\IfT2 1;#) 20T (3l — 57 1,uj)
T op @V ) T 1+ exp(—2WTE )

Similarly, we can get that

]P)w*-(y | qj?ej)

KL (Y | V) [P (¥ [ Woe)) = > Pugly | W) log pragss

ye{£1} wit¥ o
L+ exp(2U7S]1pl)  207(50 pl — X0
T exp 207D 1) 1+eXp(—2\I/TZZj1 )

Combining the above results, we can get that

_ _ 4 UT(s -
{ I +exp(—29TX 7 1ut) 14 exp(—Q\I/TZz—jl,ui) } i : ,uv s M )}
. ~~ - T2
Ty

> O,VGi,é’j € gall,V\D € H.
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Since the absolute value of term 77 (i.e., |71]|) monotonically increases with term
|T3| increasing, the objective maxy KL(Pys (Y | U, ¢; HIP’ Y | 0,e)) + ICﬁ(IP’w;(Y |
U, e))||Pus (Y | W, ;) is equivalent to maxy ||207 (3 ul — 371 pl) || Therefore, the
second term 25:1 lyis(V; D,) in Eq. can be written as

N
%Z (WD) =Ey [ 373 (207 (25 - 5 )|

e; c&r [ cE¢r

-y v A[(Ape + Bpg) = (A + B)|I” M
(AATo2 + BBT02)? v

e c&ir €; cEr

A1 By — 1) 2
= 2 2 aaror s prrere ol

e; & €j Egtr

According to the mentioned AZ¢ + BZs | y ~ N (y - i1, X.), we can get the density

SR = P |V = )

yey

With the Assumption [4.4.1 holding, we can get the mean E[¥] = 0 and the variance
D[¥] = AAT02 + BB o2, Therefore, we have

1 Y . :
oD (WD) =By [ ST 2wl (5 - 5 )|
u=1

eiEStr €j c&r

4| B, — pd)|1? 2
= S . ]D)\Ij E\Ij
S Y il il + (=)
e, €€y €; cEr
Y A\ B(py — p)I”
AAT02+BBT02
e; cEr e] cEr

= AA— Z Z ||Hs Ns||2

BT C + S ezegﬁ egegt'r

We can find that maximizing the above objective will make A = 0 and BBT #

0. Moreover, when [&,| > d, maximizing >5 o >, e iy — plll* will make
rank(B) = ds. In the meanwhile, satisfying A = 0 and rank(B) = d, will in turn

maximize the objective % Ziv:l Lais(V; Dy,).
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In Eq. 4.5 we utilize a Lagrangian multiplier to solve the constrained optimization

and the balancing weight is A\. Therefore, Theorem [4.4.1 gets proved. O

Remark 4.4.2. Theorem|.4.1 guarantees the elaborated Eq.[4{.5] can yield the feature
extractor that extracts complete shortcut features and excludes all invariant features.
Note that Assumption|f.4.1 is about the label distributions in training datasets. Since
the shortcut extractor works as an auxiliary model and is never part of the optimal
personalized invariant predictors, we can sample some data subsets from local training
datasets to train the shortcut extractor W*. In this way, the sampled data subsets can
easily satisfy Assumption[f.4.1. Besides, the causal signatures in Lemma[4.4.1 play
critical parts in the proof of Theorem [4.4.1.

4.4.2 Personalized Invariant Learning with Shortcut Removal

With the shortcut extractor that depends and only depends on the complete short-
cut features Zg, we can extract the most informative invariant features to elicit the
optimal personalized invariant predictor for each client. Based on the second causal
signature in Lemma [4.4.1, we design the following objective for each client to develop

the optimal personalized invariant predictor:

wi(®r) = arg min £z (wy (Py); Dy) = {R(wu(Pu); D) + v - I(Po; ¥* | Y)}, Vu € [N],
Dy, Wy

(4.8)

where I(+;- | -) denotes the conditional mutual information and v is the balancing

weight. The optimal personalized invariant predictor is given by fg = wj(®).

Theorem 4.4.2. Suppose V*(X) in the Eq. depends and only depends on the
complete shortcut features Zg. If fy (Vu € [N]) is the optima of the Eq. with
the hyper-parameter v chosen appropriately, then the fg is the optimal personalized

invariant predictor for the client u, Yu € [N].

Proof. We know that minimizing R(w,(®,); D.,) is the sufficient condition of maxi-
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mizing [(Y; ®,(X)), and I(P,; U* | Y) = 0 is equivalent to &, 1L U* | Y. According
to the property of Lagrangian multiplier, the objective in Eq. is equivalent to
the constrained optimization where the constrain is I(®,;¥* | Y) = 0, with the ap-

propriately chosen v. Combining with the second causal signature in Lemma {4.4.1,
Theorem [4.4.2 gets proved. [

Remark 4.4.3. Theorem[{.4.2 guarantees that our method can produce the optimal
personalized invariant predictor for every client. Note that I(®,;V* | Y) = 0 is the
necessary and sufficient condition for ®, 1L ¥* | Y. Since &, 1L U* | Y is inde-
pendent of environment, our method can develop the optimal personalized invariant
predictor for every client even though there is only one training environment on each

federated client.

In the practical implementation, it can be infeasible to compute the exact value
of I(®,;¥* | V). Considering the limited computation resources on local clients,
we adopt a simple approximating scheme used in [45] to measure I(®,;¥* | V).
Specifically, we estimate it by I(®,;¥* | V) ~ E[®,(X) - (V*(X) — E[¥*(X) | Y])]
because I(P,; ¥* | Y) = 0 is the sufficient (but not necessary) condition for E[®,(X)-
(U*(X) — E[¥*(X) | Y])] = 0. With the data samples on local clients, we estimate
the conditional mutual information by

M,

1 qr
I(®,; 0" |Y) =~ H— D, (X)) V(X)) — ém\lf*(Xn)
M, mzzl < ; ZnE[Mu] ay )

1

where (X, Ym), m € [M,] is drawn from dataset D, ¢* = 1 if y, = y,, and ¢ =0

otherwise.

Note that our method can easily cooperate with most of the existing PFL methods
to improve their OOD generalization performance by adding /(®,; V* | Y) into their
objectives as a regularization term, since I(®,; U* | Y) = 0 can constrain the person-
alized models to eliminate all shortcut features even though each client has only one

training environment.
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4.4.3 Algorithm Design

In the following contents, we will discuss what the server and local clients need to
conduct to develop the optimal personalized invariant predictor fg for each client,
Vu € [N]. The detailed pseudo-code of the designed algorithm FedSDR is provided
in Algorithm

Server Update. Before the algorithm starts, the server initializes the models with
random parameters. At each communication round ¢, the server firstly selects a frac-
tion of local clients (u € S*) and broadcast the current ¥* and {w! |i=1,2,...,|&:|}
to them. After the selected local clients finish conducting the client update process,
the server can receive the local update W4 and {w!f' | i = 1,2,..., 4]} from the
selected clients. Then it can update the global solutions by W' = |S_1t| D uegt UhT

t+1 _ ot t+1 .
and w;™ =) cq S Wi o= 1,2, .|l

Client Update. Before the algorithm starts, the client u initializes the personalized
invariant model with random parameters feou. After receiving the global model W*
and {w! | i =1,2,...,|&,|} from the server, the local client u (Vu € S*) needs to carry

on the following two steps: 1) update the personalized invariant model by

th+l otk w etk
o, =t —nVlR(fy, s Du)

for K steps and finally get fatjl = fg;K, where 7 is the personalized learning rate.

2) The client can conduct R local iterations to update the local shortcut extractor.

Before it starts, the client initializes the related models as W40 = ! and w;,;:o =

ti=1,2,..,|E"|. During each local iteration r, the client firstly updates the local

shortcut extractor by

W, = T = BV (U375 D)

for one epoch where [ denotes the learning rate, and then get the near-optimal

t,r+1

environment classifiers w;, " i = 1,2, ..., |Ef| by stochastic gradient descent (on
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Algorithm 2 FedSDR: Federated Learning with Shortcut Discovery and Removal
Input: Hyper-parameters T, R, K, 3,1, a, A, 7.

1: Initialize the models WO, {w?|i € [|E, ]}, {ff,|u € [N]}.
2: fort=0toT —1do

3: Server sends global models (U, {w!|i € [|£]}) to the participating clients.

4: for local device u = 1 to N in parallel do

5: Initialization: Wi < W', {w}  « wili € [|E4]]}.

6: for k=0to K —1do

7: Update personalized invariant model: f;;kﬂ = et;k —nVIER( et;k; D,).
8: end for

9: Initialization: féjm — ftuK

10: forr=0to R—1do

11: Update the shortcut extractor: W41 = Wi — gV¢L (UL D,).

12: Update environment classifiers for K epochs with VR(W;’Z(\IIZ’T); e;).
13: end for

14: end for

15: Randomly select a subset (S*) of the users to upload the local approximation:

16: Yl WLl and {w!t! wff i=1,2,...,|EL}

iU

17 Global aggregation:

18: Shortcut extractor Wit! = IS_ltl > uest LT

. . t+1 3 t+1
19: Environment classifiers wﬁ = Zuest ZuZSt o wiI i=1,2,..,|E|
20: end for

21: return the personalized invariant models { feT;O]u € [N]}.
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VR(w;’Z(\I/ZT); e;)) for L steps. When completing R local iterations, the client upload
the local parameters 4! = WhR and {w!l' = wi'V' | i = 1,2,...,|%]} to the server

iU

for server update.

4.5 Experiments

4.5.1 Empirical Validation of Theorem (4.4.2

To verify the provided theoretical guarantees under linear cases, we generate a syn-
thetic dataset using the same strategy as in [80]. Specifically, it is a logistic regression
task and the data instance X is generated by X = g(Z%, Z{, Zs), where the dimen-
sionalities of Z%, Z¥ and Zg are d, = 3, dZ = 3 and ds = 6 respectively. The
linear function ¢ is implemented by one fully-connected layer which has 12 neurons.
The latent variables Z¢,, Z§ and Zg are subject to N'(y - ficg, 02 ,1), N'(y - pieur 02, 1)
and N(y - pus,02I) respectively. Target variable y is taken from the distribution
Ply = —1) = P(y = 1) = 0.5. Both p., and p., are randomly sampled from
N(0,1.57) while p, is randomly sampled from N(0,0.75I. To make the shortcut
representation Zg easier to learn, we choose 0., = 0., = 2 and 0, = 1 as in [80].
Each fixed value of u indicates one specified environment. We generate 10 training
environments and 5000 test environments to evaluate the out-of-distribution general-
ization performance. Each (training/test) environment contains 10000 data samples
(X,y) and the training data samples are distributed onto totally 100 clients. The
training and test data samples on each client are generated with an identical value
of pic,. Besides, we choose the client sampling rate as 0.1. The experimental results
on this synthetic dataset are shown in Table In particular, when we manually
select the causal features [Z2, ZY] as the discriminating features, we find the opti-
mal personalized classifiers achieve an stable accuracy around 97.5 in different test

environments. Therefore, the results shown in Table can demonstrate the effec-
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Table 4.1: The performance of FedSDR and the competitors on the synthetic dataset.

Algorithm FedAvg DRFA FedSR FedlIR FTFA pFedMe Ditto FedRep FedRoD FedPAC FedSDR

worst-case(%)  3.06 62.41 63.09 67.39 1.32 10.58 7.76 2.57 21.53 8.98 92.49
average(%) 85.56  69.64 70.53 70.75 96.26  95.72 96.50 97.80 97.24 98.77 96.07

tiveness of our FedSDR on developing the optimal personalized invariant predictors,

compared with the state-of-the-art FL. and PFL methods.

4.5.2 Experimental Setup

Colored-MNIST (CMNIST) [6] is constructed based on MNIST [53] via rearrang-
ing the images of digit 0-4 into a single class labeled 0 and the images of digit 5-9 into
another class labeled 1. Each digit having label 0 is colored green/red with probability
p¢/1—p° and each digit having label 1 is colored red/green with probability p©/1— p®,
respectively. Thus “color” feature is shortcut in the dataset and the data distribution
varies as p® changes. We provide two training environments (pf. = 0.90 and 0.80)
as &, and every local client only has one training environment which is randomly
sampled from &;,.. To assess the model performance on different test distributions,
the test environment on each client varies from pf, = 0.00 to 1.00. Considering the
heterogeneous data generating process across local clients, the data instances used
for constructing the training/test environments on each client are randomly sampled
from only two digit sub-classes labeled 0 (e.g., digit 1, 2) and two digit sub-classes
labeled 1 (e.g., digit 6, 7) without replacement.

Colored Fashion-MNIST (CFMNIST) [2] is constructed using the same strategy
as Colored-MNIST, but the original images come from Fashion-MNIST [101]. Hence,

CEFMNIST dataset carries more complex feature space than colored-MNIST does.

WaterBird [81] considers a real-world scenario where the photographs of waterbirds

usually have water backgrounds while the photographs of landbirds usually have
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land backgrounds because of the distinct habitats. It makes learning models easily
trapped by “background” shortcut when classify “waterbird” and “landbird”. In
WaterBird, a waterbird is placed onto a water/land background with probability
p°/1 — p® and a landbird is placed onto a land/water background with probability
p°/1 — p° respectively. We setup two training environments (pf. = 0.95 and 0.85)
as &, and each client has only one training environment which is randomly sampled
from &;,.. The test environment varies from p§, = 0.00 to 1.00. We notice that the
diverse geographic distributions of different bird species naturally accord with the
heterogeneity of local data generating process if the federated clients are located in
different geographic areas. Considering WaterBird includes 46 waterbird species and
154 landbird species, we distribute 15 (10 separated and 5 overlapped) waterbird
species and 51 (34 separated and 17 overlapped) landbird species to each client. The
training and test datasets on each client contain bird pictures that belong to the same

bird species.

PACS [54] is a larger real-world dataset commonly-used in evaluating out-of-distribution
(OOD) generalization. It consists of 7 classes distributed across 4 environments (or
domains). We adopt the “leave-one-domain-out” strategy to evaluate the OOD gen-
eralization performance. Taking personalization into consideration, we split each
training domain into two subsets according to classes (i.e., one subset consists of dog,
elephant and giraffe and another subset consists of guitar, horse, house, and person),
and then distribute these two subsets onto two clients respectively. Training and test

datasets on each client come from different domains but consist of the same classes.

Baseline Methods: We compare our method (FedSDR) with 10 state-of-the-art
algorithms: 4 federated learning methods (FedAvg [70], DRFA [21], FedSR [73] and
FedIIR [30]), and 6 personalized federated learning methods (pFedMe [94], Ditto [57],
FTFA [17], FedRep [18], FedRoD [12] and FedPAC [102]).

Model Architectures: For CMNIST and CFMNIST, we adopt the deep neural

network with one hidden layer as feature extractor and an subsequent fully-connected
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layer as classifier. As regard to Waterbird and PACS, ResNet-18 [36] is used as the
learning model where the part before the last fully-connected layer works as feature

extractor and the last fully-connected layer works as classifier.

Selection of Hyper-parameters: The hyper-parameters of the competitors and
our algorithm are tuned to make the accuracy on the validation environment (i.e.,
P, = 0.10) as high as possible. Specifically, the mainly used hyper-parameters in
the evaluation part are listed as follows: Global communication round: 7" = 600,
Local iterations: R = 10, Personalized epochs to update the personalized invariant
predictors: K = 10, Local batch size: B = 50, Global learning rate: § = 0.0001,
Personalized learning rate: n = 0.0001, Discrepancy threshold: o = 1.0, Balancing
weight: A = 0.5, Balancing weight: v = 1.4, Optimizer: Adam.

Table 4.2: The overall comparison between the performance of our method and the

baselines on four datasets.

Dataset CMNIST CFMNIST WaterBird PACS

Test acc (%) |worst-case average|worst-case average|worst-case average|worst-case average
FedAvg 3.39 51.03 0.16 50.02 54.13 67.95 41.71 47.66
DRFA 21.15 52.81 19.84 53.88 59.75 68.39 42.48 48.95
FedSR 46.93 48.62 47.61 48.90 61.75 71.68 46.76 51.25
FedIIR 47.25 48.39 48.06 49.16 61.24 70.87 47.03 51.58
FTFA 15.42 54.96 11.35 53.52 54.38 69.68 40.89 48.79
pFedMe 21.30 48.53 4.22 51.26 95.63 68.24 45.24 51.33
Ditto 3.02 50.97 0.37 50.12 53.13 68.73 44.95 51.28
FedRep 2.76 50.83 0.11 50.01 52.88 70.23 49.27 53.75
FedRoD 9.09 50.84 1.23 51.57 52.36 70.86 48.16 52.92
FedPAC 1.01 50.05 0.16 50.13 45.08 65.57 49.93 54.20
FedSDR 53.88 55.59 56.92 61.88 | 65.25 73.20| 52.14 56.18
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4.5.3 Overall Performance

We summarize the test accuracy of all competitors on different unseen test distribu-
tions (11 test distributions in CMNIST, CFMNIST and WaterBird; 4 test distribu-
tions in PACS) and figure out the worst-case and average accuracy of each method in
Table We can find that our method FedSDR consistently outperform the base-
lines on both worst-case and average test accuracy. In particular, FedSDR achieves
around 6.5%, 9%, 3.5% and 2% higher worst-case accuracy than the second best
algorithm and in the meanwhile reaches the highest average accuracy on CMNIST,

CFMNIST, WaterBird and PACS, respectively.
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Figure 4.4: The relationship between the test accuracy and the test distribution.

4.5.4 Mitigation of Shortcut Features.

Since there exists definite correlation between shortcut features and label in CMNIST,
CFMNIST and WaterBird, we can use these three datasets to evaluate how well a
method can mitigate the shortcut features. The more highly a method relies on
shortcut, the more approximate its test accuracy is to the corresponding pf.. In
contrast, a method that eliminates the shortcut can produce consistent test accuracy
across different py,. We evaluate the competitors under diverse test environment
(i.e., pf.) and show the relationships between test accuracy and pj, in Figure 4.4 In
particular, “Oracle” represents the scheme where we manually remove the shortcut
features (color in CMNIST and CEFMNIST; background in WaterBird) from the whole

dataset and then train the personalized models using the pre-processed dataset. Hence
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“Oracle” provides an ideal performance for comparison. We can see that FedSDR can
effectively mitigate the shortcut and achieve a more consistent test accuracy than most
of the FLL and PFL methods. Because FedSDR exploits the personalized invariant
features, it consistently achieves a higher test accuracy than the federated domain

generalization methods which drop the personalization information.

Table 4.3: Performance comparison between FedSDR and the trivial combination of

invariant learning with personalized federated learning schemes.

Dataset CMNIST CFMNIST WaterBird PACS

Test acc (%) |worst-case average|worst-case average|worst-case average|worst-case average

IRMT 46.38 49.14 47.76 49.41 60.38 68.63 46.35 50.83
IRMT-FT 14.32 04.27 11.09 53.48 60.25 69.46 43.18 50.04
IRMf-L2 45.68 49.04 47.92 49.46 61.25 68.93 48.57 51.98

FedSDR 53.88 55.59| 56.92 61.88| 65.25 73.20| 52.14 56.18

4.5.5 Necessity of Shortcut Discovery and Removal.

At the beginning of Section [4.4] we analyse that trivial combination of invariant learn-
ing scheme with local adaptation (commonly used in PFL) can fail to generate the
optimal personalized invariant predictors for local clients. To validate the superiority
of our method on developing the personalized invariant predictors when local train-
ing environments are insufficient, we implement two typical personalization skills with
the global model being trained by the distributional version of IRM (i.e., IRMT in
Table . One is L2-norm regularizer used in PFL [94] 34] [32] 57], and we call this
implementation IRM-L2. Another one is local Fine-Tuning which is proved simple

and effective for personalization ( [I7]) and we name it IRM'-FT.

From the results in Table [4.3] we can find the combinations can hardly improve the

OOD generalization performance. In particular, the local fine-tuning skill can even
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degrade the performance, compared with baseline IRM'. The underlying reason is
that local adaptation can readily make the personalized model pick up the shortcut
features when local training environments are insufficient. By contrast, our short-
cut removal method is independent of environment and can effectively mitigate the

shortcut features even though there is only one training environment on each client.

Table 4.4: Performance of FedSDR on WaterBird with different values of hyper-

parameters A and .

A 0.00 0.10 0.50 1.00 10.0

worst-case (%) 61.88 62.51 65.25 61.68 61.74
average (%) 71.34 72.39 73.20 70.61 70.18

07 0.00 0.10 1.00 1.40 10.0

worst-case (%) 43.75 44.16 57.64 65.25 48.29
average (%) 66.30 65.73 70.18 73.20 64.86

4.5.6 Effect of Effects of Balancing Weights.

We evaluate the effects of two significant hyper-parameters in the proposed objective
(i.e., A and ) on model performance here. Since the results on other datasets present
the similar tendency as on WaterBird, we herein focus on WaterBird. The results on
other datasets are placed in the appendix. When evaluating the effect of A\, we fix
v = 1.4 . When evaluating the effect of v, we fix A = 0.5. The results are shown
in Table [4.4 When A = 0.0, shortcut feature extractor is trained by empirical risk
minimization (i.e., ERM). When v = 0.0, the personalized models are trained by local
ERM. Because models trained by ERM tend to rely on shortcut, the performance of

FedSDR is more sensitive to the selection of v than the selection of \.

84



4.5. Experiments

4.5.7 Scalability

In the evaluation part of the main text, we simulate 8 clients in the experiments on
CMNIST, CEFMNIST and WaterBird. The experiments on PACS are conducted on 6
clients. To further evaluate the scalability of FedSDR, we firstly partition CMNIST
dateset into 8 subsets using the same strategy adopted to simulate 8 clients. And then,
we randomly distribute each subset onto 10 clients. In this way, we totally construct
80 clients for CMNIST dataset. Similarly, we construct 80, 80, 60 clients for CFM-
NIST, WaterBird and PACS respectively. When evaluating the model performance
on these four datasets, we adopt a client sampling rate of 0.1. The experimental

results are shown in Table:

Table 4.5: The overall comparison between the performance of our method FedSDR

and the baselines with a large number of clients.

Dataset CMNIST CFMNIST WaterBird PACS

Test acc (%) |worst-case average|worst-case average|worst-case average|worst-case average
FedAvg 1.74 46.82 0.77 45.62 48.65 61.57 33.75 40.18
DRFA 14.94 47.24 15.51 47.14 52.34 60.43 36.17 41.75
FedSR 40.29 43.64 41.16 43.27 55.63 64.32 39.03 43.40
FedIIR 41.18 42.93 41.80 43.58 54.31 64.60 40.15 44.37
FTFA 11.51 49.28 7.20 47.57 50.25 63.39 34.65 42.19
pFedMe 17.28 44.13 2.42 47.95 50.01 61.97 41.06 45.84
Ditto 1.98 45.84 1.80 45.71 49.08 63.38 40.18 46.30
FedRep 1.56 46.20 0.83 46.14 48.12 64.52 42.16 47.58
FedRoD 6.53 46.86 1.60 47.43 49.56 65.49 42.68 46.61
FedPAC 0.38 45.64 0.23 44.88 42.61 63.81 44.19 49.71
FedSDR 50.41 51.85 52.81 57.14| 59.96 68.09| 48.07 51.55

The results show that FedSDR can still outperform the competitors when there are
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a large number of clients in the federated learning system, which can validate the

scalability of the proposed FedSDR.

Algorithm 3 FedSDR (+FedAvg): Federated Learning with Shortcut Discovery and

Removal
Input: Hyper-parameters T, R, K, 3,1, a, A, .

1: Initialize the models WO, f§ and {w?]i € [|&:]]}
2: fort=0toT —1do
3: Server sends global models (¥, f} and {w!|i € [|€:-]]}) to participating clients.

4: for local device u =1 to N in parallel do

5: Initialization: WHO ¢ Wt ;fuo < fp and {w}, + wili € |EL]}.

6: forr=0to R—1do

7: Update personalized invariant model: ft T — T N ( ft:j; D,).
8: Update shortcut extractor: Whr+l = whr — BV%D(\I!ZT; D,).

9: Update environment classifiers for K epochs with VR (w;s(W57);e;).
10: end for

11: end for

12: Randomly select a subset (S*) of the users to upload the local approximation:
13: W PER I £ and (Wil Wil i = 1,2, ., [EL )

14: Global aggregation:

15: Shorteut extractor W = o 5t| > ouest UEL

16: Environment classifiers w!™ = Zue gt EuZ o) withi=1,2,..,1&:];
17: Global invariant model ft+1 \Stl Y uest ft“.

18: end for

19: return the global and personalized invariant models fJ, { fGTu’R|u € [N]}.
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4.5.8 Compatibility

We notice that the proposed shortcut discovery and removal method can easily coop-
erate with most of the existing federated and personalized federated learning method
to improve the out-of-distribution generalization performance via adding shortcut
discovery and removal as a regularization term. We provide an example combination
of FedSDR with FedAvg [70] and pFedMe [94] in Algorithm [3] and Algorithm [4] re-
spectively. Of course, the combinations with more other federated and personalized

federated learning methods can be explored in the future.

We implement Algorithm [3| and Algorithm (4| mentioned above on three datasets
(i.e., Colored-MNIST, Colored-FMNIST and WaterBird). The values of the generic
hyper-parameters are set same as FedSDR. In particular, we choose A = 0.5 and
v = 1.0 % 10* for Colored-MNIST and Colored-FMNIST. As to WaterBird dataset,
we choose A = 0.5 and v = 1.4. The experimental results are shown in the following
Table 4.6l Note that the performances of FedSDR+FedAvg and FedSDR+pFedMe
are evaluated with the personalized invariant models output by Algorithm [3| and
Algorithm [4] respectively. The results show that the model performance can be
further improved when we combine the proposed shortcut discovery and removal

method with the prevalent federated learning algorithms.

Table 4.6: The combinations of our method with other federated learning schemes.

Dataset CMNIST CFMNIST WaterBird
Test acc(%) worst-case average | worst-case average | worst-case average
FedSDR 53.88 55.59 56.92 61.88 65.25 73.20

FedSDR+FedAvg | 51.76 56.01 07.14 61.56 66.73 74.27
FedSDR+pFedMe| 53.54 55.93 56.69 63.22 67.32 74.38
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Algorithm 4 FedSDR (+pFedMe): Federated Learning with Shortcut Discovery and

Removal
Input: Hyper-parameters T, R, K, 3,1, o, A, 7.

1: Initialize the models WO, f§ and {w?|i € [|&:]]}
2: fort=0toT —1do
3: Server sends global models (¥, f} and {w!|i € [|€:-]]}) to participating clients.

4: for local device u =1 to N in parallel do

5: Initialization: Wi < W', £0 < f! and {wi, < wili € [&x]}

6: forr=0to R—1do

7: for k=0to K —1do

8: Update the personalized invariant model:

9: o= ot = (VRN D)+ (fal = £37).

10: end for

11: Update global invariant model: f;" "' = fo" — py(f" — fT;K)

12: Update shortcut extractor: Wil = whr — gL (UL D).

13: Update environment classifiers for K epochs with VR (w;, (V7); €;).
14: end for

15: end for

16: Randomly select a subset (S*) of the users to upload the local approximation:
17: WhH — WhLR -l f;u and {wih' « wff |i=1,2,..., |4}

18: Global aggregation:

19: Shortcut extractor Wil = ol St| > uest UEL

20: Environment classifiers w!™ = Zue st T z o) withi=1,2,..,1E;
21: Global invariant model fit! = \Stl Y uest g:rl.

22: end for

23: return the global and personalized invariant models fJ, { fgli Flu € [N]}.
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4.6 Remark

In this chapter, we study the challenging shortcut trap problem in PFL. We formulate
the SCMs to interpret the heterogeneous data generating mechanisms on federated
clients and derive two significant causal signatures which inspire our provable shortcut
discovery and removal method. Theoretical analysis proves the proposed FedSDR can
draw all shortcut features and elicit the optimal personalized invariant predictor that
can generalize to unseen target data for each client. FedSDR can cooperate with
most of the existing PFL methods to improve their OOD generalization performance,

which can facilitate the real-world application of PFL.

FedSDR is our first attempt to address the train—test data distribution shift on each
client by employing a provable shortcut discovery and removal method based on
causal modeling. However, FedSDR requires knowledge of the available environments
on each client, and its theoretical guarantees apply only in linear feature spaces. In
practice, the requirement for available environment information on clients can increase
the risk of data privacy leakage, while the assumption of a linear feature space may
limit the applicability of FedSDR to federated learning systems where local datasets
exhibit more complex causal structures (i.e., non-linear feature spaces). To address
these two significant limitations, we propose an improved causally motivated shortcut-
averse method that tackles both train—train and train-test data distribution shifts in

federated learning systems, which will be presented in the next chapter.
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Chapter 5

Causally Motivated Personalized
Federated Invariant Learning with
Shortcut-Averse
Information-Theoretic

Regularization

5.1 Introduction

Modern machine learning models are prone to rely on spurious correlations (corre-
lations between spurious features and target, a.k.a, shortcuts) in diverse vision and
language tasks [26]. Since shortcuts are unstable over diverse data distributions,
models performing well on training data can experience a significant degradation in
performance on test data when distribution shift exists. We consider a binary clas-
sification task for illustration where a learning model needs to differentiate between

)

pictures of “cow” and “camel” [7]. Because most cows stand with grass backgrounds
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and the majority of camels appear in desert backgrounds in the practical training
dataset, there is a shortcut from background representation to target/label. The
trained learning model prefers to choose background (spurious feature) rather than
the shape of animals (intended feature) as the discriminative feature. When images
with camels standing in grass backgrounds arrive at inference stage, they will be

categorized as “cow” because the spurious correlation is no longer applicable.

With the aim of learning intended features and eliminating spurious features, invariant
learning (IL) emerges as one of the most effective and promising directions recently.
Intended features are regarded as features that have an invariant causal relation to
the target across various data distributions, consequently, they are referred to as
invariant features. The prevalent IL methods necessitate exposure to multiple train-
ing environment (i.e., heterogeneous data distributions) for producing an invariant
predictor elicited from the invariant features. The obtained model can generalize
to diverse unknown data distributions, and therefore resolve the out-of-distribution

(OOD) generalization problem.

When we shift our focus to federated learning where the local datasets are usually
non-independently and identically distributed (i.e., Non-IID), exploiting invariant
representation across different data distributions can be facilitated. However, the
heterogeneous federated clients present an additional significant demand: personal-
ization, due to the fact that a shared global model can fail to fit the diverse local
data distributions [39]. Now, a question arises: Is personalization still necessary
when we consider OOD generalization in federated learning? Affirmative,
the answer is yes. For example, federated clients collaborate to train disease diagnosis
models using their data samples gathered from various hospitals. One aspect to con-
sider is the target model needs to exhibit OOD generalization across diverse hospitals
since test data on each client can be collected from different hospitals/environments.

On the flip side, the individualized physical characteristics of each user/client consti-

!Environment refers to a data distribution specified by a latent variable in invariant learning.
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tute essential information for personalized disease diagnosis and should be preserved.

Regrettably, personalized features and spurious features are closely entangled under
PFL due to their similar variability across heterogeneous clients. On the one hand,
federated invariant learning (e.g., [31]) fails to develop personalized models because
personalized features are dropped along with spurious features. On the other hand,
existing PFL methods can hardly mitigate spurious correlation when preserving per-
sonalization information is necessary (e.g., [94, 67, [102]). Furthermore, empirical
results indicate a concerning tendency of the prevalent personalization schemes to fa-
vor the selection of spurious features over personalized features (details are discussed
in the evaluation part). In particular, FedSDR [97] devises a shortcut discovery and
removal scheme to capture the personalized invariant features. However, the rigorous
assumption that invariant and spurious features are separable in linear space hampers

its effectiveness in more general scenarios.

To achieve provable personalized federated invariant learning (IL), we follow the so-
lution concept of causally invariant learning and formulate heterogeneous structured
causal model (SCM [75]) for federated clients. With the SCM extended from in-
variant learning, we propose a crucial causal signature where personalized invariant
features can be distinguished from spurious features with global invariant features
as the anchor. The global invariant features are captured through a global objective
regularized by a constraint representing conditional independence that is commonly
used in centralized IL. Subsequently, the principal causal signature is quantified as
a shortcut-averse information-theoretic constraint which includes a conditional mu-
tual information term and an information entropy term in the designed objective
function. With this devised constraint, each client can effectively exploit the person-
alized invariant features and simultaneously exclude spurious correlations to achieve
remarkable OOD generalization performance. Main contributions of this work are

outlined as follows:

92



5.2. Related Work

e We formulate heterogeneous structured causal model to interpret Non-IID data
distributions across federated clients, and propose a crucial causal signature
which is quantified as a shortcut-averse information-theoretic constraint in the
local objective to achieve personalized invariant learning on each client. Besides,
a practical and effective algorithm FedPIN is proposed to solve the devised

optimization problem.

e Theoretically, we demonstrate that FedPIN can develop the optimal personal-
ized invariant predictor for each client and provide a tighter generalization error
bound compared with the state-of-the-art PFL methods. Moreover, we prove

FedPIN can achieve a convergence rate on the same order as FedAvg [70].

e The experimental results on diverse datasets validate the superiority of FedPIN
on OOD generalization performance, in comparison with the state-of-the-art

FL and PFL competitors.

5.2 Related Work

Invariant Learning. Attaining causally invariant predictors over varied data dis-
tributions is proposed in the field of causal inference [76], and introduced into machine
learning to tackle the OOD generalization problem by IRM [6]. Then, many efforts are
dedicated to facilitating the application of IL to general scenarios. Some works focus
on achieving invariant learning when environment label is unavailable, e.g., EIIL [19],
HRM [61], KerHRM [62], EDNIL [40] and ZIN [59]. IFM [15] lowers the requirement
on the number of available environments. Another branch [Il, [14] 42] completes the
constraints that IRM misses. Besides, iCaRL [65] extends IL to non-linear causal rep-
resentations while ACTIR [45] extends IL to anti-causal scenarios. IL is also applied
to graph representation learning [55] [16] and natural language modeling [77]. These

methods are devised for centralized scenarios where all training data is accessible.
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Federated Learning. The classic FedAvg [70] can perform well when local datasets
are IID. A number of methods (e.g., SCAFFOLD [48], FedEM [22] and FedLC [110])
delve into alleviating the negative impact of training data heterogeneity on conver-
gence rate, while another line [21] [87, 93] targets at reducing the performance bias of
global model on local clients. Few works [63, [73] [31] investigate the scenarios where
training data heterogeneity appears to be domain shift. These methods produce a

shared global model which can hardly fit the Non-1ID target datasets across clients.

Personalized Federated Learning (PFL). A typical strand of PFL methods
train the personalized models with the guidance of a global model which embeds
in the shared knowledge [94, [32] 34] 24, [57 96, [17], while another branch studies
the parameterized knowledge transfer between similar clients, e.g., MOCHA [90],
FedAMP [41] and KT-pFL [109]. DFL [67] disentangles the shared features from
the client-specific ones to achieve accurate aggregation on shared knowledge. Simi-
larly, pFedPara [43] and Factorized-FL [44] factorizes the model parameters into the
shared and personalized parts. FedRep [18], FedRoD [12] and FedPAC [102] employ
the shared/aligned feature extractor to capture global knowledge and personalized
classifiers to encode personalization information. Besides, FedSDR [97] proposes a
provable shortcut discovery and removal method to extract personalized invariant
features in linear feature space. However, the explicit shortcut discovery method
renders that the server in FedSDR requires the knowledge of the available training
environments on each client, which increases the risk of privacy leakage in federated

learning.

5.3 Problem Formulation

Notations. Let X, )Y and £ denote the input, target and environment space re-

spectively. Data instance is (X,y) € (X,)). Suppose there are N clients and the
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local dataset on client u is D,,, u € [IN]. The sets of training and test environments on
client u are denoted by &i and & respectively. We use &Y, as the set of all possible
environments in the task that client u concentrates on, i.e., &L, &L C EY,, Yu € [N].
In federated learning system, the overall environment sets are denoted by &, £ U, &
and &, = U, €% For convenience, we separate the learning model or parameterized
mapping from X to ) into two consecutive parts: 1) the feature extractor (e.g., ®
denotes an invariant feature extractor) maps from input space X to latent feature
space Z, i.e., ®(X) € Z; 2) the classifier w outputs a prediction y from a latent
feature z € Z. The overall model is denoted by fs(-) = w(®(-)) where fp indicates
the function f parameterized by . We define the expected empirical loss for model
fo on dataset D as R(fo; D) := E(xy)en[l(fo(X),y)] where € is the cross-entropy loss

function in this chapter unless noted otherwise.

5.3.1 Invariant Learning (IL)

Invariant learning operates on an assumption that there exists invariant feature ®(X)

satisfying the tnvariance constraint:
PY|P(X) =z,e) =PY|P(X) = 2,¢),Vz € Z, Ve, € Eup. (5.1)

Hence, the generic objective of invariant learning is to build an invariant feature
extractor that fits the above invariance constraint. As Eq. indicates a stable
causal relation between invariant features ®(X) and target Y, the invariant predictor
elicited from the derived invariant feature extractor can tackle OOD generalization
problem by achieving a consistent performance over various test data distributions.
As a final point, we give the formal definition of the optimal invariant predictor in

invariant learning.

Definition 5.3.1 (Optimal Invariant Predictor). The optimal invariant predictor
1s elicited based on the complete invariant features that are informative for the target

in the task, i.e., ®* € argmaxg I(Y;P(X)) where I(-;-) denotes Shannon mutual
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information between two random wvariables and ® satisfies the invariance constraint

in Eq. (5.1).

5.3.2 Causal Setup

(a) invariant learning (b) personalized FL

Figure 5.1: Graph (a) presents the structural causal model (SCM) generally adopted
in invariant learning, e.g., [80, 145, [42], while (b) show the SCM proposed in FedPIN.
Zc and Zg denote the invariant and spurious features respectively. F is the indicator
of shortcut while U is the indicator of user/client. Dotted arrows indicate unstable

causal relations that can vary in different environments.

Invariant learning usually formulates a structural causal model to simulate the data
generating process in concerned task. A valid SCM is depicted by a directed acyclic
graph where each node represents a random variable and each edge describes a di-
rected functional relationship between the corresponding variables [75]. When we
study causal invariance in PFL, the heterogeneity among data generating mecha-

nisms on local clients needs to be considered.

Therefore, we construct the SCM in heterogeneous federated learning by adding the
User/client indicator U which serves as the source of personalization information and
extending the invariant features to two related parts: the personalized invariance Z7,
and the shared/global invariance Z. The detailed SCM is shown in Figure[5.1] It is
noted that the personalized invariance Z¢, embeds all the invariant features on a local

client, including both the exclusive individual invariant information that originates
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from variable U and the shared invariant knowledge represented by ZZ,. Thus, there
are causal relations from U to Z. and from ZZ to Z7.. As discussed in IL, Zg denotes
spurious features. The functional relation between Zg and Y can vary across different
environments. By analogy with Definition [5.3.1 in invariant learning, we provide the

definition of the optimal personalized invariant predictor in PFL.

Definition 5.3.2 (Optimal Personalized Invariant Predictor). The optimal
personalized invariant predictor for client u is elicited based on the complete invariant
features which are informative for the target in the task that client u concentrates
on, i.e., ¥y € argmaxy I[(Y; P, (X)), where ®, satisfies that P(Y|®,(X) = z,e) =
PY |0, (X) = z2,€),Vz € Z,Ve, e € EY,.

5.4 Methodology

To handle the outstanding challenge that personalization information is closely entan-

gled with spurious features, we resort to causal characteristics to differentiate them.

Lemma 5.4.1. If the data generating mechanism on each federated client complies
with the causal graph in Figure and the data distribution satisfies the Markov
property, then the following two statements hold:

o [Z0.Z2) W Zs |'Y and Z% J Z% | Y, which means both the global (ZY,)
and personalized (Z%) invariant features are conditionally independent of the
shortcut features Zs given' Y while Z¢, is not conditionally independent of Z?,

gen Y ;

o [E\U] LY | Z, which means every component in the variable set [E, U] is

conditionally independent of the target Y given ZZ.

Proof. According to the d-separation criterion in [75] we can find the variable Y d-

separates Zg from both Z%, and Z7% while the direct causal path from Z7 to Z7 is
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never blocked by variable Y in the given SCM. Therefore, the correctness of the first
claim is granted. Besides, [E,U] 1L Y | ZZ, holds since the variable Z¢, d-separates Y’

from both the environment indicator E and the user/client indicator U. [

Upon the first claim, we can get the crucial causal signature: Zg 1L ZZ | Y while
Z7 L Z% | Y to distinguish the personalized invariant features from spurious features
with the anchor ZZ,. Moreover, the second claim indicates the anchor Z%, (i.e., global
invariant features) can be extracted via collaborative invariant learning among fed-
erated clients. In conclusion, Lemma [5.4.1 demonstrates the feasibility of achieving

personalized invariant learning under FL.

5.4.1 Global Objective: Anchor Construction

Since the causal signature [E, U] 1L Y | ZZ, is related to the client indicator U, the
anchor ZZ needs to be captured in a collaborative manner. Although the recent work
FedIIR [31] can develop a global invariant feature extractor, it can only guarantee
to draw the global invariant features in linear feature space. This notable limitation
is inherited from IRM [6] because the objective in FedIIR is a federated variant of
that in IRM. Considering the above limitation can hinder the application of FedIIR
to more complex cases, we choose to devise an information-theoretic regularization

which can perform well in general cases to build the global invariant extractor.

Specifically, we quantify the causal signature [E,U] 1L Y | Z% as a regularization
term in the global objective function. Due to the equivalence of [E,U] 1L Y | ZZ to
I(E,U;Y | Z%) = 0, we can give a trivial global objective:

I%axI(Y; Q,(X)) —ad(E,U;Y | D,(X)), (5.2)

where I(-;- | -) denotes the conditional mutual information, and « is a non-negative
balancing weight. The first term in the above objective is utilized to filter out the

non-informative components (e.g., noise) with regard to the target. We can achieve
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maximizing it via minimizing the cross-entropy loss in practical optimization. As
regard to the second term I(E,U;Y | ®,4(X)), it can be computed effectively utilizing
the equation provided in Proposition [5.4.1.

Proposition 5.4.1. Suppose the heterogeneous data distributions across federated
clients are independently caused by the variable U and E, that is E2 1L U holds in the

FL system, then we have

I(E,U;Y | 94(X)) = minE, [R(wy(Py); Dy)] — min E, [R(we(Py,u); D) (5.3)

Wy Wa
where the global invariant classifier w, accepts global features ®4(X) as input while
the auziliary classifier w, takes both global features ®,(X) and user/client index u as

mput.

Proof. We know that the conditional mutual information I(E,U;Y | ®,(X)) can be
written as

HE,UY [ ©y(X)) = H(Y | @4(X)) = HY | E,U, ®4(X)) (5.4)

As discussed in [25], with the universal approximation ability of neural networks, the

first term in the above equation can be expressed by
H(Y | @4(X)) = minEqx (0w (@(X)), )]
while the second term can be described using
H(Y | ®,X),E,U) = ranEuEe[ﬁ(w(CI)g(X),u,e),y)].

Since the heterogeneous data distributions across federated clients are independently
caused by the variable U and E, we have that E,[R(f; D,)] = EE[(f(X),y;e)l.
Therefore, E(x)[((f(X),y)] = Eu[R(f; D)} and min, E,Ee[((w(P4(X), u,€),y)] =
ming, E,[R(wa(Py(X),u); Dy)]. To summarize, we can get
I(B,U;Y | 0,(X)) = H(Y | 0,(X)) — H(Y | E,U,®,(X))

=minE,[R(wy(Py); Dy)] — min E,[R(wa(®y, u); Dy)], Vu € [N].

wg Wa

Proof ends. [
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Therefore, the tractable global objective to construct the global invariant feature

extractor (®}) is given by

* * * :
7wy, wy = argmin Ly (Py, Wy, Wa), (5.5)
Dy,wg,wa

Lgiop( Py, wy, Wa) = Eu[R(wy(Py); Du)] + al(E,U;Y | @4(X)).

The following theorem demonstrates the effectiveness of the above objective function.

Theorem 5.4.1. Assuming that Yu € [N], the data instance (X,y) € D, is randomly
taken from the joint distribution P(X,Y | U = u) which is subject to the SCM in
Figure then the following two statements are equivalent:

° CD;(X) depends and only depends on the complete global invariant features Z..

That is, ®3(X) is a function of ZZ, alone;

o OV is the minimizer of the objective in Eq. with an appropriately chosen

hyper-parameter c.

Proof. We firstly prove that the regularization term I(E,U;Y | ®,(X)) = 0 is equiv-
alent to that ®,(X) depends and only depends on the complete global invariant

features Z¢.

Necessity: When ®,(X) depends and only depends on the complete global invari-
ant features Z7, we have that [U,E] 1L Y | ®,(X) since [U,E] 1L Y | ZZ. We
know that [(E,U;Y | ®,(X)) = 0 is equivalent to [U, E] 1L Y | ®4(X), therefore the

necessity is justified.

Sufficiency: Next, we will prove that I(E,U;Y | ®,(X)) = 0 can guarantee ®,(X)
is either a function of Z7 alone or a constant for all inputs. We will validate the

sufficiency by constructing contradiction:
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Assuming that there exists a feature extractor @, such that I(E,U;Y | ®,(X)) =0
holds and ®,(X) depends on some Z, C [Z{, Zs] (and is not trivially a constant
function). We know I(E,U;Y | ®,(X)) = 0 is equivalent to [U, E] 1L Y | ®,(X)
which indicates that the following equation holds:

PY | 9,(X) =2,0) =P(Y | ®,(X) = 2,0),Vz € Z, Vv, € [E,U]

For simplicity, we define that V £ [E,U]. Since a cause of Z% is U and E is a
cause of Zg, there exists at least one ZZ, and some v € [E,U] make 0 < P(Z, =
zo | V =v,Z = z*) < 1 hold. Now consider a set of input Sx such that ®,(X) =
h(Z} = Z*,Z,) remains true for any X € Sy, where h represents a deterministic
mapping function. According to the definition of Z,, we have that there always exists
two v; and vy such that P(Y | Z, = z,,V = v1) # P(Y | Z, = 2.,V = v3),Vz,.
Because h(-) is a deterministic function and Z remains unchanged on Sy, we can
derive that P(Y | ®,(X),v1) # P(Y | ®,(X),v2) holds for any X € Sx. Hence a
contradiction with [U, E] 1L Y | ®,(X) appears and a feature extractor satisfying
U,E] 1LY | ®,(X) cannot depends on any Z, C [Z{, Zs] and ®,(X) is a function

of Z¢, alone.

In the above part, we demonstrate the theoretical relation between Z%, and the regu-
larization term I(E,U;Y | ®,(X)) = 0. Following, we will prove that minimizing the
expected risk E,[R(wy(®,); Dy)] can guarantee the optimal solution wy;(®%) ensures

®%(X) only depends on ZZ, and can maximize accuracy.

Since we adopt cross entropy as loss function ¢, for any u € [N] and e € £, we can
get ming, R(wy(P});e,u) = E[Y | 5(X),u, €] [68]. On the other hand, we have that
[U,E] 1LY | ®5(X). Therefore, for any u and e, we can get E[Y | ®7(X),u,e| =
E[Y | ®5(X)]. Because £ Il U and the data instances in D, is randomly sampled
from some environment e, min,, E,[R(wy(®;); D) = E[Y | ®;(X)] holds. In other
words, for any set of v and training dataset D, that contains data samples from some

environment e, E[Y | ®%(X)] is the optimal solution that minimizes the expected loss
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term E,[R(wy(®,); Dy)l.

Moreover, minimizing the expected loss, i.e., min,,, E,[R(wy(®}); D) can exclude the
exception case where ®7(X) is a constant for all input, although this exception case

can also make the regularization term I(E,U;Y | ®,(X)) = 0 hold.

Finally, using a Lagrangian multiplier, with an appropriately chosen value of «, min-
imizing the objective in Eq. (5.5 is equivalent to minimizing the following objective:

@7 € argmin E,[R(wy(Dg); D)
Pg,wy (56)
st. I(E,U;Y | 9,(X)) = 0.

Therefore, the two statements in Theorem [5.4.1 is equivalent to each other.

Proof ends. [

5.4.2 Local Objective: Personalized Invariant Learning

As mentioned above, the causal signature: Zg 1 Z% | Y while Z%, U Z7, | Y can be
utilized to differentiate Z¢ and Zs. A question arises regarding how to exploit the
derived anchor @} rather than the exact Z?.. The following lemma makes it possible to
design a computable regularization for shortcut-averse personalized invariant learning,

with the obtained anchor feature extractor <I>;.

Lemma 5.4.2. For any representation h(X) and h'(X) where h and h' are two
functions, under the SCM in Figure|5.1(b), it can be concluded that:

e When h(X) depends only on Z?, and h'(X) depends only on Zs, we can always
obtain

I(h(X); ®4(X) | Y) > I(/(X); ®}(X) | Y) = 0.

o When h(X) depends only on Z, and W (X) depends only on [Z{, Zs], we can

always obtain

I(H(X): 2(X) | V) < max I(h(X): ®5(X) | V).
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Proof. We will provide detailed proofs of the two conclusions in this part sequentially.

Proof of the first conclusion: As claimed in Theorem @, we know that ®3(X)
depends and only depends on the global invariant features ZZ. According to the
proved causal signatures in Lemma [5.4.1, we have that [Z%,Z%] 1L Zs | Y and
Z7 Y Z% | Y. Since function of independent variables are still independent, we
can get h(X) J @3(X) | Y and A/(X) 1L @5(X) | Y. Because A 1L B | C is
equivalent to I(A; B | C') = 0 and mutual information is non-negative, we can write

that I(h(X); ®3(X) | V) > I(H(X); ®5(X) | Y) =0.

Proof of the second conclusion: According to the definition of conditional mu-
tual information, for any function A’ such that #'(X) depends only on [Z7, Zs], we

can get

I(W(X); @5(X) | Y) < 1(Z¢, Zs; @, | V) (5.7
5.7
= H(Z¢, Zs | Y) + H(®G | Y) = H(Zg, Zs, 95 | Y)

Using the d-separate criterion, we have that Z7, 1L Zg | Y. Furthermore, we can

derive that

H(Z%, Zs|Y) = Zzpzp(zﬁ,zs,y) log (p(=£, 2 | v))
=Y Z > p(2F, zey) log (p(2F | y)p(zs | )
=> Z ;p(dﬁ, z,y) log (p(2F | y))
+ZZLZP 2, zs,y) log (p(zs | )
—ZZ}? 22,y)log (p(=2 | y)) +ZZ}? 2, 9) log (p(z | )

=H(Ze |Y)+H(Zs | Y)
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Since ®}(X) is a function of Z¢ alone, we have that Zg 1L ®} | Y. Moreover, Using
the d-separate criterion in Figure|5.1(b), we can have that Zg 1L Z¢, | [®%,Y]. Thus,

we can get that

2625005 |V) = 2, 2, 2, 0 plew it 20 log(pZS’Z 1))
- ZZZZP('Z&Z?;Z@? 10g (p ZS’ZC ‘ 297 p(297y>>
Yy zg 2z

—ZZZZP Zs, 20, %9, y) log p'zS'Zg’ (’)Zg )P(Zgay))
_ZZZZP ZS’chng log 237297 Zg,y)>

ng Y)

— ZZZZP (25,28, 24,y (log( (25,24 | 9))

+ log (p(zfc’, 2 | y)) —log (p(2 | y)))
= H(Zs, @, | Y)+ H(ZE, @, | Y) — H(®; | Y)
=H(Zs |Y)+H(®;|Y)+ H(Zg, @, | Y) - H(®, | Y)
= H(Zs | Y)+ H(Z, 95| Y)
Substituting the above two equations into the inequality , we can get
I(W'(X); @5(X) | Y) S H(Z | Y) + H(Py | Y) — H(Zg, @5 | Y)
= 1(Z5;@3(X) | V) = max I(h(X); ®5(X) | V)

Proof of Lemma [5.4.2 ends. ]

As part of a qualitative analysis, we can exclude the spurious features Zg by adopting
I(®,(X);5(X) | V) — H(®,(X)) as a regularization term, where H(-) denotes the
Shannon information entropy. On the one hand, the first conclusion in Lemma [5.4.2
signifies the rationality of maximizing the term [(®,(X);®5(X) [ Y). On the other
hand, the second conclusion in Lemma [5.4.2 suggests that adding any components of

Zg does not lead to an increase in max I(®,(X); ®5(X) | Y) but instead results in an
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increase in H(®,(X)). Therefore, maximizing the regularization I(®,(X); ®}(X) |
Y) — H(®,(X)) can rule out the spurious features. Of course, the expected loss
R(wu(Py); Dy,) is also necessary for leveraging as many invariant features as possible.
Specifically, the devised local objective to fully extract personalized invariant features
for client u (Yu € [N]) is:

min R(wy(Pu); Du) = A (Pu(X); PG(X)[Y) + v H(Pu(X)), (5.8)

u,Wu

where \ and v are non-negative balancing weights.

We provide formal theoretical analysis on the effectiveness of the local objective (|5.8)

in the subsequent Theorem [5.4.2.

Theorem 5.4.2. If f; = wi(®%) is the minimizer of objective with the hyper-
parameter A and vy chosen appropriately, then fy s the optimal personalized invariant

predictor that satisfies Definition|5.3.2 for the client u, Yu € [N].

Proof. Before starting the proof, we firstly provide a useful proposition as follows:

Proposition 5.4.2 (Lemma 2 in [10]). When we train a classifier conditioned on a
feature extractor ® with the data distribution D, minimizing the cross-entropy loss

R(w(®); D) is equivalent to maximizing the mutual information 1(Y;®(X)) on D.

Firstly, we will prove that there exists some positive constant p such that the optimal

solution of the following objective cannot depends on any components of Zg:

b, = min —1(®,(X); ;(X) | V) + pH(P,(X)) (5.9)

u

We justify this claim by constructing contradiction:

Using the d-separate criterion in Figure we have that [Z%, Z4] 1L Zs | Y. For
simplicity, we define that Zc £ [Z%, ZZ]. Suppose $,(X) depends on both Z¢ and

Zg such that it can be expressed as ¢, (X) = g.(AZ¢, BZs) where A and B are two

constant coefficient matrix and ¢, is a deterministic function.
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Suppose B # 0, i.e., (i)u(X ) depends on both Zg and Zg. For simplicity, we denote
that Zo 2 AZc and Zg 2 BZg. We know that, for any deterministic function 9z,
1(9:(Zc, Zs); @5 | V) < 1(Ze, Zs; @4 | Y) and H(g.(Zc, Zs)) < H(Zc, Zs) where
equality is achieved if and only if g, is an invertible function. When the balancing
weight p is appropriately chosen, there exists an invertible function g, renders that

o, = gZ(ZC, ZS) In this way, we can derive that

L($u(X): 25(X) | Y) = I(Ze, Zs; @y | V)
=H(Zc,Zs | Y)+ H(®, | Y) — H(Ze, Zs, % | Y)

According to the d-separate criterion, we can have that Zo AL Zg | Y. With this

conditional independence held, we can write that

H<20725 ‘ Y) = ZZZP(écaésay) IOg (p<'§cw§s | y))

= Z Zp(zc, 2,y) log (p(Ze | v)p(s | )
= Z Zp(éc, Ze,y)1og (p(Z | )
+ Z Z Zp(ﬁc, Zs,y) log (p(és | y))

=22 pGey)log (b [ 9) + 3 D p(e,y)log (02 | 1)

— H(Zo |Y)+ H(Zs | Y)

Since ®7(X) is a function of ZZ alone, we have that Zs 1L ®* | Y. Moreover, Using
the d-separate criterion in Figure [5.1(b)| we can have that Zg 1L Z¢ | [@%,Y]. Thus,

we can get that
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p ZSVZC’Zg? >

H(ZC, Zg,q); |Y) = ZZZZ}?@S, Ze, 29, Y) log
Yo Zg Ec Zs

(Pt
o ZZE}ZP 25y 2y 29, Y 10g<
(
(*

P(Zs, Zc | zg, p(zg,y)>

pzs\zg, p(Ze | 29,y )p(zg,y)>

p(y)
—ZZZZP ZSa267zg7 10g 287297 ZC’ngy)>

- ZZZZP Zs, Zey 29, Y) log

c

(24, Y)
_ZZZZP (Zsy Zey 295 Y <1og( (252 | )

+log (p(éc,zg | y)) —log (p(z | y)))
= H(Zs,®, | Y)+ H(Zc, @ | Y) — H(®; | Y)
— H(Zs | Y) + H@® | Y) 1 H(Ze, @ | Y) — H(@ | )
=H(Zs|Y)+ H(Zc,®; | Y)
combining the above two equations, we can get
[(@u(X); 95(X) | Y) = H(Ze | Y) + H(®} | Y) = H(Ze, ®) | Y)
= I(Zc; oY)
On the other hand, H(®,) = H(Z¢, Zs) > H(Zs) and equality is achieved if and
only if B = 0. Therefore, we have that —[((fDu(X);q);(X) YY) + pH(@)u(X)) >
—1(Z¢; P(X) [ Y) + pH(Z¢) for any positive p, which indicates ®, is not the min-
imizer of Eq. . Contradiction appears. Therefore, B = 0 must hold if ®,, is the

minimizer of Eq. (5.9)).

Because <:I>u(X ) cannot depend on any components of Zg, using the d-separate crite-
rion in Figure we can get that Y 1L E | &, which indicates that P(Y|®,(X) =
z,e) = P(Y|Dy(X) = 2,€),Vz € Z,Ve, e € EY,.

Meanwhile, according to Proposition [5.4.2, we know that when data instances in D,

are randomly sampled from the true data distribution, minimizing R (w,(®,); D,,) can
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guarantee that 1(®,(X);Y) is maximized.

Finally, we integrate the above theoretical output. Using a Lagrangian multiplier,

with an appropriately chosen value of A and ~, the minimizer of the objective in

Eq. (5.8) (denoted by ®}) can guarantee that

o P(Y|D:(X) =2z,e) =PY|P:(X) = 2,¢),Vz € Z,Ve, e € EY;

o [(Pr(X);Y)=maxI(P,(X);Y).
Hence, the proof of Theorem [5.4.2 is complete. O]

Considering both I(®,(X); ®5(X) | Y) and H(®,(X)) are difficult to calculate in
practice, we exploit a tractable upper bound of —AI(®,(X); ®5(X) | Y)+~vH (P, (X))

to construct the practical objective function.

Proposition 5.4.3. When the local batch on client u is B, and V7, wy is optimized
by Vi, wy, = ming, o, R(wy, (Vu); Dy), Yu € [N], the following inequality holds:

= AM(®,(X); (X)) [ V) +vH(Pu(X))
(5.10)
< \CB

con

(Pu; @5, U7) +7Var(®u(X)) — Mog(|Bu| + 1),

where Var(®,(X)) represents the variance of ®,(X) and |B,| is the batch size.
EB

con

(Pu; 3, W) is a contrastive loss defined by

£5im(®.(X).5(X))/7

= log —
xeb, [log OO 3 om0 007

3 / A : UL B
where sim(z,2") = ENERG the cosine similarity and T denotes a temperature param-

eter. They are commonly used in the design of contrastive loss [15].

Proof. In each local batch B,, the contrastive loss is constructed via regarding @7 (X)
and ®,(X) as positive pair while adopting ¥ (X),X € B, as negative samples.

Therefore, the number of negative samples in the devised contrastive loss is |B,|.
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Using the results proved in Proposition 1 in [91], we can get that the conditional
mutual information satisfies I(®,(X); ®3(X) | V) > log(|Bu| +1) — L, (Dy; O}, T7).
On the other hand, according to the proof of Proposition 4 in [50], we know that
H(®,(X)) < Var(®,(X)). Therefore, the proposed information-theoretic regular-

ization term can be upper bounded as follows, for any non-negative constant \ and

v
— M (@ (X); 5(X) [ V) +7H (o (X))
< ALE (Do @F, W) + Var(®,(X)) — Alog(|B,| + 1)

Proof of Proposition [5.4.3 ends. O]

In the proposed contrastive loss, we treat the personalized invariant feature ®,(X)
and the global invariant feature ®7(X) as a positive pair while the features drawn
from the local batch by U} are regarded as negative examples. In consequence, the

tractable local objective on client w is

min R(w,(®,); Dy) + AL

con
Doy,

(Pu; @5, V7)) + 9y Var(,(X)). (5.11)

5.4.3 Algorithm Design

In federated learning system, the global objective in Eq. (5.5)) can be partitioned into

N sub-problems:

| XN
: u
min - Lyop( Py, wy, we) = — E L5 (®y, wg, wa)
ég,wgywa N —1

L5 (®y, wg,wa) = (14 @)R(wy(Py); Dy) — aR(wa(Py, u); D).
Furthermore, the local update (e.g., model parameters and gradients) for the global
objective is obtained by solving the sub-objective Ly (®,, wy, w,) based on local dataset
D, Yu € [N]. After the selected local clients conduct stochastic gradient descent for
several local iterations, the server will aggregate the uploaded local updates and then
broadcast the aggregated global model to the participating clients as in most federated

learning algorithms.
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Algorithm 5 FedPIN: Personalized Invariant LearNing

Input: Hyper-parameters T', R, K, 3, n, a, A, 7.
Initialize models: wy(®)), wy and {wy(®)|u € [N]}.
fort=0to7T —1do
Server randomly selects a client subset A;.
Server broadcasts global models wf,(®}) and w}, to all clients in A;.
for each client u € A; in parallel do
Update wy,, (V) for K local steps:
wy, (V) = wy, (Vo) = NV R(wy, (Yu); Du)
Update w,(®,) for K local steps with <I>tg and U,
wy(Pu) = wu(Pu) = NV L (wu(Pu); Dy, V)
Initialize @g(@g) = w}(®}) and @} = W},
forr=0to R—1do
@Y, U oY = @b, B, @Y — BVLYDY, DL, &Y
end for
Send @ (<I>“) and @* back to the server.
end for
Server aggregates {d}“(i)“) O¥lu € A}
Wi (@) = iy D, @y (B4);

t+1
W |.Az| ZueAt

end for

return personalized invariant models {w,(®,)|u € [N]}.
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As for the local objective, it can be solved locally with the received global invariant

feature extractor CIDg. To simplify the expressions, we rewrite the local objective as

e (wu(Pu); @5, 07) £ R(wu(Pu); Du) + ALE

loc con

(P, @5, W7) + 7 Var(P,(X)),

where the feature extractor U7 is derived by minimizing R(wy, (V,); D,) locally on

client u, Yu € [N]. The detailed algorithm FedPIN is shown in Algorithm [j]

5.5 Theoretical Analysis

5.5.1 Generalization Error Bound

Along the information flow in a personalized learning model w,(®,), we can eval-
uate the effectiveness of the personalized feature extractor ®, in predicting the
target Y using the mutual information 7(Y;®,(X)). In practice, we can acquire
the empirical estimation of I(Y;®,(X)) on the training dataset D,, represented
as Is(Y;®,(X)). When the learning model is ready for deployment, we priori-
tize the performance of ®, on some unknown test data distribution, denoted by
I+ (Y;®,(X)). Since I7(Y; P, (X)) is inaccessible, bounding the generalization error
Ir(Y;®,(X)) — Is(Y: ®,(X)) is critical for analysing the generalization performance

of wy(®P,) in learning theory.

Theorem 5.5.1. Suppose the training and test data distributions on each client u
are denoted by Ps(X,Y | U = u) and Pr(X,Y | U = u), respectively. If the size of
training dataset D, is m,,, for any u € [N], there exists a constant C' that makes the

following inequality hold with a probability at least 1 —§:

|Is(Y; @,(X)) = Ir(Y; Do (X))
Clog(V173) (¢ log(m,) + V| (@,(X))) + 21X|
< N +7(Pu) + VCIYIT (Pu),

N - OOD generalization term
IND generalization term
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where my, > $log(|Y|/8)|X|e* and H(®,(X)) denotes the estimation of the entropy
H(®,(X)) on training dataset D,,. ‘IND’ and ‘OOD’ represents ‘in-distribution’ and

‘out-of-distribution’ respectively. J(®,) denotes the Jeffrey’s divergence defined by
T (@) & KLPH(Y | 2u(X)IPs(Y | @u(X))) + KL(Ps(Y | @u(X))PH(Y | 2u(X))),

where KCL(-||-) denotes the Kullback—Leibler divergence.

Proof. In practice, the available training data samples on each client are limited, that
is the size of D, Vu € [N] is finite. We will use D, and D] to denote the true training
and test data distributions that the training and test data instances are taken from,
respectively. Besides, we denote the empirical probability distribution described by
the training dataset D, by p, and the true probability distribution on D7 by p,,
Vu € [N].

Proposition 5.5.1 (Lemma 11 [85]). Let p be a distribution vector of arbitrary (pos-
sible countably infinite) cardinality, and p be an empirical estimation of p based on
a dataset of size m. Then with a probability of at least 1 — & over the samples, the

following inequality holds:

+ \/\2/1%%(1/5) (5.12)

9
lp—p| <

For simplicity, we denote the empirical values of the statistical metrics by symbols
with a hat while the true values of the statistical metrics by symbols without a hat
(e.g., the empirical distribution p and the true distribution p). The values of the
statistical metrics on the training data are represented by symbols with a subscript S
while the values of the statistical metrics on the test data are represented by symbols
with a subscript 1. For example, we denote the mutual information between X and
Y which is computed on data distribution ps, pr, ps and py by fS(Y; X), _fT(Y; X),
Is(Y; X) and I7(Y; X), respectively.
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Before starting the proof, we define a useful real-valued function ¢ as follows:

(

0, z=0

§(x) = qzlog(l), 0<z<!. (5.13)

=

= x>l

e’ e

It is noted that () is a continuous, monotonically increasing and concave real-valued

function.

In general, we consider a deterministic personalized feature extractor denoted by ®,,.
To enhance conciseness in written expression, we will use @, to represent ®,(X) in

this proof. Thus, we can write that
[s(Y5 @u(X)) = Ir(Y; Du(X))| £ [Ls(Y; Bu) — Ir(Y; Dy))|

= [Is(Y; ®u) = Is(Y; ®u) + Ls(Y; @) — I7(Y; ®,)]
< [Is(Y3@,) = Is(Y; )| + [Is(Y; @) — I (Y @)

g g

Az Ao

(5.14)
We know that the mutual information (Y’; ®) is defined by:

I(Y;®) & H(®) - H(®|Y) (5.15)

where H (-) represents the Shannon information entropy. We firstly deal with the first

term in the above inequality:

Ar = |Hs(®,) — Hs(®,) + Hs(®, | Y) — Hs(®, | V)| (5.16)
For the first term on the right side of Eq. we can write that
[Hs(®u | Y) = Hs(Pu | V)]

= |3 st s(@, | v) — st st )]

Y

=D (psW)Hs(®u | y) — ps(y) Hs(Pu | y) + ps(y) Hs(®u | v) — s(y) Hs(Pu | v)) ‘

IN

> psy)(Hs(®u | y) = Hs(®@u | 9) | + | D (ps(y) = ps(y)) Hs(®, | )|
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The first term on the right side of the above inequality can be bounded by
)Zps ) (Hs(®@ | y) = Hs(®4 | y)
<| 22 ps) 32 (rs(0uls) 08(rs0uly) ~ Rl log(ps(@uly)))|
< ZPS Zﬁ ps(uly) — Ps(duly)]|)
y
= psly ;5(‘ > ps(dul) (ps(ely) - (a:|y))‘>
y
= ZPS - (‘ Z ps(dulz) — A) (ps(z|y) —ﬁs(ﬂc\y))‘)
y

<3 sy Zg(upsxw — ps(X[)|[[[ps(6u]%) — A

where A can be any constant. When we set A = ‘% > . ps(¢u|x), we can get

| ps)(Hs(@, | 9) — Hs(®, | )

(5.17)
<> ps) Y- &(lIps(Xly) = Bs(XIy) | - VV (ps(0aX)))
Y o

where ﬁV(pS(%]X )) describes the variance of the vector ps(¢,|X). It is known
that Hs(®,) > Hs(®, | y) for any v, since conditioning cannot increase entropy [85].

Therefore,

’Z ps(y y))Hs(®, | ) ) < |lps(Y ﬁs(y)H‘ ZHS(@
y (5.18)

= [lps(¥) = Bs(V)[| (Y | Hs())
Combining Eq. and Eq. (5.18]), we can get

Hs(@, | V) = (@, | V)] < 3 ps(y) Zg(upswm — ps(X )| - VV(ps(0]X))

Y

+ ([Y]- Hs(®4)) - [ps(Y) — ps(V)|
(5.19)
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On the other hand, we have
|Hs(®,) — Hs(®.)] = | X (rstolog(rston) ~s(o log(s(60)))|
< Zé ps(6u) — Ps(u)])
—Zf(‘Zps dulz) (ps(x) — ps(x ))D (5.20)
- 25(\ Z (ps(6ul) — 4) (ps(x) — ps(x))|)
< Zé(les )| VV(ps(0aX)))

where the constant A is chosen as A £ ﬁ Y. bs(du]z). Plugging Eq. (5.19) and

Eq. into Eq. , we can get
Ay < ZPS 25( [ps(XJy) = 5s(X1y)| - VVps(6X)) )

+ (Y] Hs(®)) - [lps(¥) = s (V)| + D¢ ([lps(X) = 5s(X) | - vV (6] X)) )
Pu
(5.21)
Subsequently, we can apply the concentration bound given in Proposition [5.5.1 to

Ips(X|y) —9s(X[y)]|, ||ps(X) —ps(X)|| and [|ps(Y) —ps(Y)]| for any y in Eq. (5.21).
To make sure the bounds hold simultaneously over these |Y||+2 quantities, we replace
d in Eq. by §/(]Y] + 2) as in the proof of Theorem 3 in [85]. Hence, with a
probability at least 1 — ¢ we have

A < 225((2 + v/ 2log((|Y] + 2)/5)) M)
bu

" (5.22)

2+ /2005 (V] +2)/3) :
= |

There exists a small constant C' that makes the following inequality hold:

2+ +/2log(([Y] +2)/6) < v/Clog(]Y]/0)
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In addition, we know that the variance of any random variable that takes value in the
range [0,1] is at most . Since |71| >, V(ps(¢u|X)) is the variance of the distribution
vector ps(¢u|X), we have that V (ps(¢u|X)) < [X|/4, Vo,

Suppose that the size of training dataset (i.e., m = |D,|) satisfying that
¢ 2
m 2 - log(|Y'|/0)| X]e (5.23)

Then, we can get

\/Clog(\Y\/5)V(ps(¢u!X)) < \/Clog(!Y!/5)|X! .

m 4m e

We define that V(¢,) £ Clog(|Y]/8)V (ps(¢.| X)), then we have that

ey ) = e (4 )
_ ;ﬂ \/%log(\/ﬁ) + \/%\/mlog (\/%)

Using the results proved in the proof of Theorem 3 in [85], we can have that 3, /V(¢u) <
/| X||®y|- Therefore, we can write that

Clog(|Y|/6)V (ps(du]| X C'log(]Y|/6)|X]||®,|log(m) + 2|®,
25(\/ g(] \/271(29 (¢u] ))>S\/ g(] \/)|2\\|/m! g(m) + 2Dy

(5.24)
where |®,| denote the size of the feature space from which ¢, takes value. Recalling
that @, is used to represent @, (X) where ®,, itself is a deterministic feature extractor,
we can conclude that |®,| < |X|. Thus, we can get

A < VClog([Y]/6)|X[log(m) + 2|X| N VClog([Y]/0)|Y |Hs(.)

Vv Nz
Clog(V1/8) (X [tog(m) + V| Hs(®.)) + 2|X]

(5.25)

3
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As regard to the second term in Eq. (5.14)), we can write that

Ap = [Ir (Y3 ®u) — Is(Y; )|

=[St (EERES) -t on (LRSS

=323 (pr(y. 6108 (pr(ylen)) — ps(y, 6u)1og (ps(vl6n) ) + Hr(Y) = Hs(Y)
n (5.26)

As shown in Figure [5.1] target variable Y is a exogenous node in the SCMs, which
indicates that ps(Y') = pr(Y). Therefore, we have that |H3(Y) - HT(Y)| = 0. Thus,

we can write that

A; < ’ZZ( (Y. 6u) log (pr(yl6u)) — ps(y: du) log (ps(y\éu))ﬂ

‘ S (1)7 Y. du) log (p7(yléu)) — pr(y, du) log (ps(yléu)) + p7(y, ¢u) log (ps(ylou)) — ps(y, du) log (ps(yl%)))‘

Yy du

<’ZZPTWM (pTym)‘ )ZZ pr(y. 6) — ps(y, ¢u)) log (ps(ylou))

Ps y‘Ou

= K[,(pT Y ‘ (I)u HpS Y | (I)u + ‘ Z Z pT Y, @u) - pS(yv (Du)) l()g (pS(y'Ou))
Y du

B

According to the above equation, we have that

2
B = H DY (pr(y. bu) — ps(y, u)) log (ps(yldw))
Y Qu
Using the Jensen’s inequality, we can get

B < V1| 3 (o7 0) — ) o (rstolon)|
Y bu

< IY\ZZP bu)

< |Y\oszzp<¢u>||p7<y|¢u> — ps(ylén)||”
Yy du

:

(p7(yldu) — ps(yldu)) log (ps(yléu))

?

where C's denotes a constant satisfying that C's = max(e, y)c(@..v ‘log pg(ykbu))‘
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We know that log(+) is a concave function, therefore we can get

B> < |YIC> ) p(du)|lprwlén) — ps(yléu) ||| log (pr(yléu)) — log (ps(yléw))||

Y bu
= V1G> Y p(¢u) (p7(yldu) — ps(yléu)) (log (p7(yldu)) —log (ps(ylcbu)))
Y du
2 p7(Ylou) pr(y]¢u)
=IVIc83 %p«bu) (pﬂym) log (TT 105 ) = pis(yl6)log (m))

= Y IC3(KL(pr(Y | @)llps(Y | €.)) + KL(ps(Y | @) [pr(Y | 1)),

Consequently, we can get that

Ay SKL(pr(Y | @4)||ps(Y | @4))

A WIC (L (r(y |2 lns( | 22)) + KL (s | 2)lpr(Y | 2.)

< T(pr(Y [ 2.).p5(Y | @) +/IVIC3T (pr(Y | @) ps(Y | ,))
(5.27)

where J(p, q) denotes the Jeffrey’s divergence between probability p and ¢ which is
defined by

With Eq. (5.25) and 1 (5.27)), we can conclude that
1Y 9u(X)) = I (Y3 @4 (X))|
Clog([V1/3) (X log(m) + ¥ | Hs(®u) ) + 2[X]

< (5.28)
J— \/m
Thus, we complete the proof of Theorem [5.5.1. O]

Remark 5.5.1. For the ‘IND generalization term’ that will approach 0 as the size
of training dataset grows towards infinity, it can be decreased by our FedPIN because
minimizing H(®,(X)) is included in the local objective as shown in Eq. . As
regard to the ‘OOD generalization term’ caused by distribution shift, it can be un-

bounded and equals to 0 if and only if J(®,) = 0. When the heterogeneity between

118



5.5. Theoretical Analysis

training and test data distributions on each client u stems from the environment
variable E as displayed in Figure the ‘OOD generalization term’ can be elimi-
nated by our FedPIN since the minimizer of objective (5.8) (i.e., wi(®}) ensures that
Ps(Y | 95(X)) = Pr(Y | ®%(X)) holds at all times (as discussed in Theorem[5.4.2).
In summary, the personalized invariant models developed by our method can guarantee

a tighter generalization error bound compared with the state-of-the-art PFL methods.

5.5.2 Convergence Rate

In this section, we will derive the convergence rate of FedPIN shown in Algorithm [5|
We start from the convergence analysis on the global models. For simplicity, we de-
notes the global model by 6, £ {®,, w,,w,} and define that L£,(0,) £ Lgyo(P,, wy, wa)
and Ly(6y) = L3(Py, wy, W)

During each communication round ¢, the participating client u (u € S;) firstly ini-
tializes the model with 9;’7% = 0;. Then, it conducts local gradient update for
R iterations. At each local iteration r, the client u update the global model by
ourtt = 0hr — BV.LY(6L") using its local dataset D,,. After finishing local update for
R iterations, client u (u € S) uploads the local approximate model 657 to the server

which will aggregate the received local update {05%u € Si} by 0571 = 5757 o OLF.

With the obtained 9;“, server can starts the next communication round.

Assumption 5.5.1. Variance of local gradients to the aggregated average is upper

bounded by a finite constant 6% :
| N
N Z||V£Z<(I)gawnga> — VLo (P, wy, wa)||* < 7.
u=1

Lemma 5.5.1 (Aggregation variance). When assumption|5.5.1 holds and the number
of selected clients at each communication round is M = |Sy|, the gradient bias caused
by random client selection is upper-bounded by
1 u
Es, [ ‘M S VLi6!) - VL, (0)
u€eS

2} <NM—1g (5.29)

N -1
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Proof. We can write that

‘% N VL) — VL, (0) 2]
u€ Sy
S (VL) - VL, (6L) HQ]

- X

u€e S

Y0 DT (VEL) — VL,(6,), VL (0:) — VL,(61))]

u€eSt v#uU
vESt

1 N
= WE&: [Z [uESt
u=1

T3 s Toes (VL) = VL,(6), VL(01) — VL, (65))].

w€[N]
v#U

where I,es, = 1 if u € S;; L,es, = 0 otherwise. Since every client u € [N] is

o [

1

= 3% |

2

(VL(68L) — VL,(6))

2

VLG — VL, (6"

randomly sampled with identical probability at each communication round ¢, we have
Es, [lues,] = p(u € S;) = % and Eg, [lyes, lves,] = p(u,v € Sy and u # v) = %E%__ll)).

According to the definition of £,(6,), we know that

1 N 2
|5 o veu,) - vy 6,)|
u=1

N N
- % STIVLEO) — VL (0| + % DN {VLUO,) — VL(0y), VLY (0g) — VLy(0y))
u=1

u=1v#£u

=0
Thus, we can obtain that

ESt [ Z IUEStIUESt<V’C;(99) - Vﬁg(%)? v£3(99> - vgg(eg»}

u€[N]
vFU

= Z ]ESt []uESt]veSt]<v£;(eg) - V'Cg(eg% V’C;(Q) - Vﬁg(gg»

u€[N]
vFEU

=2 —%%:3 (VLG(0g) = VLy(8,), VL (0g) — VL(0,))
u€[N]
vFEU
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M(M N
N

R LR s

Therefore, we can derive that

1 2
Es, [ =N vl — VL0, ]
u€e Sy
1 & u/pt t\ |2 M(M - 1) Y u/pt ty]]2

1 M 1 MM-1)\ < >
(i - ) > IvEs) - VL))

= v 2 VL) = VL0

Proof of Lemma [5.5.1 ends. ]

Lemma 5.5.2 (Local update). When L} (0,),Yu € [N] is L-smooth and the learning
rate B < ﬁ, if we denote the local approximate update of the global model parameter
at local iteration r on client u by 0%, and 057= is initialized as 0}, the following
inequality holds for any u € [N]:

R—

Z 65— 6)° < 8R2%| v LL(61)|1. (5.30)

r=0

1

Proof. We know 047, = 657~ — gVLY(07~"),Vr > 1. Therefore, we can write
657, — 651"

= [logn " = VL) — 6|

= ||6knt = BVLHOLLY) + BV LY(9L) — BVLYEL) — 6t

+ —)HW‘1 — 0 — BVLYOL)||" + (1+ R)||BVL;(0) — BVLY Gyt r — 1|

R

< (14 {1+ 505 = 66l + (1 2R|BVLUE|) + (14 RS ot — 65
1

=1+ +—+RB2L2 |6kt —6t||® + 1+R)( +2R) 32| vLE ).
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When 8 < oz, we have R3?L? < 5=. Furthermore, we can get
1
1657, — 61" <« ||9” LI+ (A 2R B VL@

Since 60 = 0;, we can derive the following inequality for any r > 1:

-1
1
o — ot < S+ Ly R><1+2R>62HV£Z<92>H2
s=0
1 wp2(L+ )7 —
=1+ 5+ 2R)B||v Lu(0n)||” a +%)2
1 2(1 + 1)27“
< (14 =)(1+2R) B VLH(@)|| —L—
R H g\’g H (}% + %)
= R*(1+ l)(1 +2R)B*||VLL(6!) ||2ﬂ
R g9 2R+1
= R(1+ R)B|| VL) (1 + %)2
Therefore, based on the above inequality we can write that
1 R—-1 R-1 1
=2 10— 0l" < RO+ B3| VLy )| Z L+ 2)”
r=0 =0
wigny2 At 7)1
~- (1 +R)62||V£g(0§)}|2(1ﬁﬁ
1
<1+ vyt ERs
TR
_ RQ( 2 u (Nt 1
_—1+2R 6 Gl 1+R)
1 2 u(nt 1
< SR(1+R)B Ve 1+R)

We know that (1+ £)% < limp,o(1 + 5) = e and €? < 8. Thus, we can get that

R—

1= L .
i3 16,ut, 7 — 64| < < SR+ R)B2(|V L8| e
< SRV Ly 6|
< 8R2B?(|VLi@:)||*. VR > 1.
Proof of Lemma [5.5.2 ends.
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Theorem 5.5.2. Suppose loss function Ly(Py,wy, wa), Yu € [N] is L-smooth and
assumption [5.5.1 holds. The number of the selected clients at each communication

round is M. When the learning rate 0 satisfies that f < the convergence rate of

SRL’
the global model is described by

*

E[[|V Lion(Pg w0y > wq )]

A AILYSE  AFL3SE  [(N - M)ALS
M(N-DT |’

where A; £ E[Eglob((bg,wg,wo) Lyop(®T Wl wh)] and t* is uniformly sampled from

the set {0,1,....,T — 1}.

Proof. Since the local approximate model parameters are updated by 657 = 67 —

BV LU0, Yu, r, we can get PN BLUOL) = 6050 — 045 That is,
t,R __ pt u tr
008 =6, -8 Z VL6
After the global aggregation, we can get the updated global model at communication
round t + 1 as

0;—5—1:%203’}5:%2{915 ﬁZVﬁu Htr }

UESt u€e Sy

= ——522%“ ohr)

ueSy r=0
=0 - BR—ZZVE“ ().
—B MRuEStT 0
:;;t

Since loss function L}(6,),Vu € [N] is L-smooth, we can get the following inequality:

N N
/ 1 u 1 u(n!
IVL,(65) = VL, 0] = |+ > VL) = 5 2 VL)
u=1

<< an — VL0,

< L[|0g — 6,1l ¥y, 0,
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which means that the global loss function £,(6,) is also L-smooth. Therefore, we can

write that

ESt [Eg(egtyﬂ) - Eg (92)]

L
SEs 16, = 64))

= Es|(VL,(65), ~Bu)] + S 1301

< Es,[{(VLy(05), 05" — 0)] +

. 2L
BBV, (PO, VE(02) — v — VE, 0] + L mg [l
~ ~ 27,
BRIV O0)IP) — FEs (VL (8, ' — VL, (0] + 2 E B )2
A ty (12 B t 52[/ )2
< BB VL, (0)2) + SEs(I9Lo(6) %) + =57 Es (147
B 1 N R-1
+ s || 5 ; NGRS Z VL6 }
B t BQL t 1 Al t, t 2
< e IV, + EEEg 0 + B L > S IVE;0) = VLI
3 2 LQ 1 N R-1
< B [IVL, @) + B—E&Wn |+ 5 Es, |55 2 D 11055 — 0511
B 62 u;l r=0
< ~CESIIVE I + 2 s 0417 + 4517 [ 3 >IvL 1]

B
= —§Est[\|V£ CAIES —Est[HW VL (0%) + VL (6:)]]
N
. |
AP LR, [ D IVELL) —VL,(05) + vcg(eg)nﬂ

u=1

~

< —gEgt[HVEg(O;)HQ] + BPLEs,[||v" — VLy(8) ] + B*LEs, [ VLy(6)) 1]

+83°L2{07, + Es, [V L, (6)I°]}

~

= —§{1 — 251 — 165°L*YE, [[IVLo(8,) %] + 85°L?67, + B LEs [l — VL, (6,)]).

In the subsequent step, we firstly deal with the third term on the right side of above

inequality as follows:
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Es,[[0" = VLy(0)]°]

ool 5t 3 vz - 23 vz
[

R—
ZZV/L“ (057,) —MRZvaet M—ZZ VL) Zvcu (6%)
€Sy r=0

]

ueSy r=0 ueSy r=0
<21Es,[ ZSZOVEH (i) — Zzovcu (@)
ue t T Sy r
+2]E5t|: ZZVL:“ et _7Zv£u et }
N
QIESt[ VR Z Z (VLE(8h) — VL) ‘ } + 2Eg, H % Z VL)) — %ZV/:Z(%) 2}
S St r=0 ues; —

< Q]Egt[ 3 Z |vceein) VLZ(%)HQ] + 2]Est[ 2}

u€St r=0

<2]E5t[ > ZLQHF)”—FF | + 285, |

ueSt

1 g LNy
i ; VL0 — ; \
]

Using the inequalities in Lemma [5.5.1 and Lemma [5.5.2, we can get

1
=S i) - Ve, )
u€ESy

s, [||4" - v£g(¢9t)||2]

< 16R*B2L*Eg, | — vacu 69| ] M(V

B ueSt

. 2N/M —1
< 16R*G°L°Es, |+~ D IVLH6) — VL, (6! + Vﬁg(eé)IIQ] + %‘ﬁ

B u€eSt

1
< BRI, [ STIVLIL) — VL))

u€eSt
2N/M
+ 32325%21@&[ S IIVL,(0L)] ] M(s?
u€St

N
1
= RRFPL B[S Les VL)) — V£,(0))]P]
u=1

M
2AN/M - 1),

+ 32K 3 LB [V Ly (0)1°) + =7
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N
1
= 2R L ) B [Les VL (6;) = VL, (0,)]?
u=1

o(N/M —1)

+ 32R*B*L7Es, [ VL, (6)]17] + N—1 o
2AN/M —1
< 32R’B°L?67 + 32R*B*L7Es, [||[ VL, ()] + %‘ﬁ
2AN/M —1
= 32R*B°L7Es,[| VL, (65)]1%] + (32R*B°L* + %W%

. a 2(IN/M — 1
= 3202 LE [V, )] + (s22rr + 2V =Dy

Finally, we can get

Es,[Ly(6,7) = Lg(0)] < =5 (1 = 28L — 160°L? — 645°L*)E, ||V L, (6)) 7]

2(N/M —1)32L52
N-1 '

p
2

+83%L%62 + 3261 L%0% +

1
When 8 < 7, we have

. A A 1 1 1
1 —2B8L —164%L* — 643°L* > 1—1—1—— > Z,VRZ 1.
Thus, we can derive that

Es, [Cy(0,"") — L4(0)]

< —gEgt[HVEg(H;)Hz] 32 LA6 4 SFPLAG +

2(N — M)32L52
M(N —1)

In other words, we have

T-1
1
= O EslIVL,(60))
t=0

_ A [£,(09) = £,(07)] 8(N — M)BLG}

+ 128631362 + 3232 L%0% +

AT M(N —1)
For simplicity, we define that 8y = g7, C1 = 4Eg,[L£4(600) — Ly(01)], Co = 1281363,
Cs = 32L%6% and C, = %. Thus, we have
1 — (|2 Cy 33 22
o 2 Es,[[[VLy(0,)]]7] < ROT + CoR°B° + C3R°p° + CyRp.

Using the schemes adopted in [48] 94], 96], we consider the following two cases:
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e When () < mln{( R4T)%, (03%13T)% (C4R2T) } we choose 8 = . Then, we

have

T-1 3 1 2 1
C crcy CBO3
ZE& IVLL ) < g + o+ g+

e When 3y > min{(CQREIT)i, (CB%ST)%, (04%2T)%} we choose the value of § as

3 = min { (02R4T) i (03R3T : } Then, we have

T-1 3 1 2 i i1 i
1 20404 20303 2070
4 E VL (00)2] < 12 12 8 4 11 4
7 2 ElIVE I < =™ + =+ =

w\»-‘

(C’4R2T)

Combining these two cases, we can get

ol

303C

Té)

3 1 2 1

2 4 +
BoRT Ti T

1 T-1 -
7 2 EUVE @I < o

wln

Wi
S wiv

J

o=

o A Al%L%é . AL Lo —anacs

~"\grr " 1 T M(N —1)T
where Ay := E[L,(0)) — L,4(A])] and the learning rate 3 must satisfy 8 < o= w7 Proof
of Theorem [5.5.2 ends. [

wn

Theorem [5.5.2 proves that our algorithm achieves a convergence rate of O(1/v/T)
when only a subset of clients is selected at each communication round (i.e., M < N)
and local data distributions are Non-IID (i.e., 65, > 0). In particular, the convergence

rate can reach O(1/T %) if all clients are selected at each communication round.

Corollary 5.5.1. Assuming that the local loss function Lj, (w.(Py); @y, ¥r) is L-
smooth and strongly convex, and its gradient is upper bounded by a finite constant,
Vu € [N]. If we define that fy, = w,(®.), f7, = argmin, g, Lif (wa(Py); PF, U2,
and the output of Algorithm @ after communication round T is denoted as feTu, the

convergence rate of personalized model is given by
E[|f5, — f5.I1”] < CG(T) + €., Vu € [N],

where both C' and e are finite constants and €3 — 0 as the personalization epochs

K — oo.
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Proof. We demonstrate this claim by induction. Firstly, when the constant C'

E 0 _ r*x ||2
AL e have E(|f9, — f,17] < CG(0) + &. Suppose E[|f5, — f3,17] <

CG(t) + €%, for t + 1, we can write

v

E[|lfo" = f5.I]
=E(llfs, — 01V L(f5,) — £5,]°]
=Ellfs, — fo. 17l + 0Bl LV Lioe(f5,)17] + 20BNV Lige(f5,), fo, — f3,)]

where [; indicates whether client w is selected by server at communication round ¢.
That is I; = 1 when client u is selected by server at communication round ¢; and
I; = 0 otherwise. Hence, E[[}] = % Because the local loss function £} (fp,) is

L-smooth and py-strongly convex, Yu € [N], we have

[< loc(f@u) f@u f§u>] S ( loc(f@u) loc(f& )) ||V‘Cloc<fgu) loc(]l‘@u)“2
( loc<f0u) loc(f@u» i”fg“ _fgu 2

Besides, the gradient of L. (fs,), Yu € [N] is bounded by a finite constant. That is,
there exists a finite constant G, satisfying that E[||V.LY (fs,)|?] < G2, forallu € [N].

Therefore, we can write

Elllfs" = fo.I7]
= Elll f5, — nLV L (f5.) — 5.7

Mn?
Elllf5, — fa.I°] + fE[IIVEzoc(feu)ll ]+
Mum

2Mn Mum

( loc(feu) loc(fau)) ||f9u_f9u||2
L) - m<f9u>>

= (- JE(f5, — fo, ") + M EH|V£loc(f9u)|| |+

Using the similar scheme adopted during the proof of Theorem 10 in [57], we can sup-

pose there exists a constant A such that g(t(+ )1) >1- g(t) and the constant C' satisfies

that C' > max {]E[”fe“(oj)ﬁ)"H ], 4§]\L/[2G4“} When we define that £f.(f7) — L. (fh) =
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INLG(t)
AM;LZ2 ’

;U'lQ

5r €, with a personalized learning rate n = we can derive that

. M/H? Mn? Muin
BllIfs = folP) < 0= B, — o)+ —-Go+ e

NL K
<(1- Afv’jg"xcm )+ e+ oGy + Mg
—(1- %)og(t) ‘%f\ﬁig( t)* +ex
< (1- 26(0)06() + 007 + 4
—(1- ?)Cg(t) + €%

<CG(t+1)+ e

Slnce E?oc(fgu) loc(f0u> loc(f& (I)t) loc(f@u (I)t) — 0 as K — 00, we kHOW
that limg .. €% — 0. Thus, we complete the proof of Corollary [5.5.1. O

5.6 Experiments

5.6.1 Experimental Setup

Colored-MNIST (CMNIST) [6] is constructed based on MNIST [53] via rearrang-
ing the images of digit 0-4 into a single class labeled 0 and the images of digit 5-9 into
another class labeled 1. Each digit having label 0 is colored green /red with probability
p°/1—p° and each digit having label 1 is colored red/green with probability p¢/1— p©,
respectively. Thus “color” builds a shortcut in this dataset and the data distribution
varies as p° changes. We provide two training environments (p§, = 0.90 and 0.80)
as &, and every local client only has one training environment which is randomly
sampled from &;,.. To assess the model performance on different test distributions,
the test environment on each client varies from p;, = 0.00 to 1.00. Considering the
heterogeneous data generating process across local clients, the data instances used

for constructing the training/test environments on each client are randomly sampled
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from only two digit sub-classes labeled 0 and two digit sub-classes labeled 1 without

replacement.

Colored-FMNIST (CFMNIST) [2] is constructed using the same strategy as
Colored-MNIST, but the original images come from Fashion-MNIST [101]. Hence,
CEFMNIST possesses a more complex feature space compared to colored-MNIST.

WaterBird [81] considers a real-world scenario where the photographs of waterbirds
usually have water backgrounds while the photographs of landbirds usually have
land backgrounds because of the distinct habitats. It makes learning models easily
trapped by “background” shortcut when classify “waterbird” and “landbird”. In
WaterBird, a waterbird is placed onto a water/land background with probability
p¢/1 — p® and a landbird is placed onto a land/water background with probability
p¢/1 — p® respectively. We setup two training environments (p§. = 0.95 and 0.85)
as &, and each client has only one training environment which is randomly sampled
from &.. The test environment varies from py, = 0.00 to 1.00. We notice that the
diverse geographic distributions of different bird species naturally accord with the
heterogeneity of local data generating process if the federated clients are located in
different geographic areas. Considering WaterBird includes 46 waterbird species and
154 landbird species, we distribute 15 (10 separated and 5 overlapped) waterbird
species and 51 (34 separated and 17 overlapped) landbird species to each client. The
training and test datasets on each client contain bird pictures that belong to the same

bird species.

PACS [54] is a larger real-world dataset commonly used for evaluating out-of-distribution
(OOD) generalization. It consists of 7 classes distributed across 4 environments (or
domains). We adopt the “leave-one-domain-out” strategy to evaluate the OOD gen-
eralization performance. Taking personalization into consideration, we split each
training domain into two subsets according to classes (i.e., one subset consists of dog,
elephant and giraffe; another subset consists of guitar, horse, house, and person), and

then distribute these two subsets onto two clients respectively. The training and test
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datasets on each client come from distinct domains but consist of the same classes.

Baseline Methods: We compare our method (FedPIN) with 11 state-of-the-art
algorithms: four federated learning methods (FedAvg [70], DRFA [21], FedSR [73]
and FedlIR [31]); and seven PFL methods (pFedMe [94], Ditto [57], FTFA [17],
FedRep [18], FedRoD [12], FedPAC [102]) and FedSDR [97].

Model Architectures: For CMNIST and CFMNIST, we adopt a deep neural net-
work with one hidden layer as feature extractor and a consecutive fully-connected
layer as classifier. As regard to Waterbird and PACS, ResNet-18 [36] serves as the
learning model, with the preceding layers acting as the feature extractor and the final

fully-connected layer functioning as classifier.

Table 5.1: The overall comparison between the performance of our method and the
baselines on four datasets. When the number of clients is small, all clients are se-
lected at each communication round. When the number of clients is large, the client

sampling rate is set as 0.1.

CMNIST CFMNIST WaterBird PACS
Datasets

8 clients 80 clients 8 clients 80 clients 8 clients 80 clients 6 clients 60 clients

Test Acc (%) Worst Avg Worst Avg Worst Avg Worst Avg Worst Avg Worst Avg Worst Avg Worst Avg

FedAvg 3.4 51.0 1.7 46.8 0.2 50.0 0.8 45.6 54.1 68.0 48.7 61.6 41.7 47.7 33.8 40.2
DRFA 21.2 52.8 149 47.2 19.8 539 155 47.1 59.8 68.4 52.3 604 42,5 49.0 36.2 41.8
FedSR 46.9 48.6 40.3 43.6 47.6 489 41.2 433 61.8 71.7 556 64.3 46.8 51.3 39.0 43.4
FedIIR 47.3 484 41.2 429 481 49.2 41.8 43.6 61.2 70.9 543 64.6 47.0 51.6 40.2 44.4
FTFA 154 55.0 11.5 49.3 114 53.5 7.2 476 544 69.7 503 63.4 40.9 48.8 34.7 42.2
pFedMe 21.3 48.5 173 44.1 4.2 51.3 2.4 48.0 556 68.2 50.0 62.0 45.2 51.3 41.1 458
Ditto 3.0 51.0 2.1 45.8 0.4 50.1 1.8 45.7 53.1 68.7 49.1 63.4 449 51.3 40.2 46.3
FedRep 2.8 50.8 1.6 46.2 0.1 50.0 0.8 46.1 52.9 70.2 48.1 64.5 49.3 53.7 422 476
FedRoD 9.1 50.8 6.5 46.9 1.2 51.6 1.6 474 524 70.9 49.6 65.5 48.2 529 42.7 46.6
FedPAC 1.0 50.1 0.4 45.6 0.2 50.1 0.2 449 451 65.6 42.6 63.8 49.9 54.2 44.2 49.7
FedSDR 53.9 55.6 50.4 51.8 56.9 61.9 52.8 57.1 65.3 73.2 60.0 68.1 52.1 56.2 48.1 51.6
FedPIN 53.6 55.4 508 51.1 59.8 63.1 564 59.5 73.8 758 679 71.3 554 586 52.3 54.8
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5.6.2 Overall Performance

To assess OOD generalization performance, we evaluate the test accuracy of the ob-
tained models across a range of diverse test data distributions (11 test distributions
in CMNIST, CEMNIST and WaterBird; 4 test distributions in PACS). Among them,
the worst-case (Worst) accuracy and average (Avg) accuracy are summarized in Ta-
ble [5.1] Since the test data distribution is unknown in practical scenarios, both the
worst-case and average accuracy are significant for reflecting the OOD generalization
performance of a model. As shown in Table [5.1 our method FedPIN outperforms
the competitors on both worst-case and average test accuracy in three more complex
datasets. In particular, FedPIN achieves around 3%, 8% and 3% higher worst-case
accuracy than the second best algorithm on CFMNIST, WaterBird and PACS. Mean-

while, FedPIN achieves the highest average accuracy on these three datasets.

5.6.3 Mitigation of Spurious Correlations

/ © 0.5

0
0.5 A 8
0

Test accur:

—e— FedAvg FedRep 2 —e— FedAvg FedRep 7 / —e— FedAvg FedRep
4 / DRFA FedPAC =04 DRFA FedPAC 2 060 i DRFA FedPAC
FedSR FedSDR FedSR FedSDR P FedSR FedSDR
0.3 FTFA —+— FedPIN 0.3 FTFA —+— FedPIN 0554 =7 FTFA —— FedPIN
_/ pFedMe ==+ Oracle pFedMe  +++ Oracle ¥ pFedMe  +++ Oracle
0.2 0.2 0.50

00 01 02 03 04 05 06 07 08 09 1.0 00 01 02 03 04 05 06 0.7 08 09 1.0 0.0 01 02 03 04 05 06 07 0.8 09 1.0

Test environment (pg,) Test environment (pg,) Test environment (pg,)

(a) CMNIST (b) CFMNIST (¢) WaterBird

Figure 5.2: The relationship between test accuracy and test distribution specified by

pi. on three dataset where explicit shortcuts exists.

As mentioned in section [5.6.1, there exists explicit shortcuts in CMNIST, CEMNIST
and WaterBird, and the degree of spurious correlations can be measured by the proba-
bility p¢. If a model abandons all correlations, it will achieve a consistent performance
across varied test distributions specified by different pf,. Therefore, we show the re-

lationship between test accuracy and p§, in Figure to assess the efficacy of the
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concerned methods in mitigating spurious correlations. Moreover, we establish an or-
acle for comparison where the spurious features (‘color’ in CMNIST and CFMNIST;
"background’ in WaterBird) are removed manually from the corresponding datasets.
We can find the performance of our FedPIN closely matches that of the oracle on all
three datasets, illustrating the effectiveness of FedPIN in mitigating spurious correla-
tions. Conversely, the majority of state-of-the-art PFL methods struggle to eliminate

spurious features since their performance varies dramatically as py, changes.

5.6.4 Ablation Study

Table 5.2: The effect of the devised information-theoretic constraint in the local
objective on achieving shortcut-averse personalization.

Datasets CMNIST CFMNIST WaterBird PACS

Test Acc (%) Worst Avg Worst Avg Worst Avg Worst Avg

GM 475 49.6 482 50.1 634 71.5 47.2 51.5
GM-FT 15.1 54.8 10.7 56.2 62.8 72.3 45.5 52.3
GM-L2 46.9 50.0 48.6 50.8 64.9 73.0 48.2 534

PM (A =0) 20.2 545 182 55.7 64.0 72.8 46.1 53.0
PM (v =0) 52.8 55.2 586 63.2 69.8 754 529 56.3

PM 53.6 554 598 63.1 738 75.8 55.4 58.6

In this section, we analyse the effect of each part in the proposed information-theoretic
regularizer and the results are depicted in Table Specifically, ‘GM’ represents the
performance of Global invariant Model produced by FedPIN while ‘PM’ indicates
the performance of Personalized invariant Models developed by FedPIN. For com-
parison, we implement two effective personalization schemes in existing PFL: local
Fine-Tuning [17] and L2-norm regularization [58] 94 32, [94], based on the global

invariant model obtained by FedPIN. The results of these two baselines are labeled as
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GM-FT and GM-L2 in Table We can find these two schemes struggle to achieve
personalization when the necessity of eliminating spurious correlation is considered.
In particular, local fine-tuning can adversely impacts the OOD generalization perfor-
mance of the global invariant model. The underlying reason is that these strategies
cannot separate the personalized information from spurious features and preserving

personalized features is accompanied with picking up spurious features.

In contrast, the proposed information-theoretic constraint can distinguish the person-
alized invariant features from spurious features and achieve shortcut-averse person-
alization. As regard to the two terms (conditional mutual information and entropy)
in the constraint, we evaluate the isolated effects of them by independently setting
A =0 and v = 0 in Table The results indicate that the conditional mutual infor-
mation term weighted by A is indispensable for excluding the spurious features. Of
course, the entropy term weighted by 7 can further improve the OOD generalization

performance of the derived personalized invariant models.

5.6.5 Effect of Local Epochs

Table 5.3: Effect of the number of local epochs R in FedPIN.

# local epochs (R) R=5 R=10 R=15 R=20

Worst-case Acc (%) 71.8 73.8 73.7 733
Average Acc (%) 744 758 762 764

Since allowing large number of local epochs can reduce the communication overhead in
federated learning, we assess how varying the number of local epochs (i.e., R) impacts
the performance of our method. The results on WaterBird dataset are presented in
Table [5.3] Our method FedPIN exhibits robust performance across a range of R, as

evidenced by the outcomes.

134



5.6. Experiments

5.6.6 Visualization Results

For the purpose of verifying that the personalized models developed by our method
FedPIN rely on the invariant features rather than spurious features, we randomly
select one of the obtained personalized models and generate visual explanations for
the selected model using Grad-CAM [83]. The commonly used Grad-CAM can pro-
duce a localization map which highlights the important regions in the input image
for predicting the label. As shown in Figure the pivotal features employed by
various federated learning (FL) and personalized FL methods for prediction on Wa-
terBird dataset are highlighted in red. The visualization results in Figure |5.3|support
the claim that the personalized invariant features extracted by our method Fed PIN

are more related to the intended features (i.e., shape of the object), instead of the

background.

Original
Ditto

FedAvg
FedRep

FedPAC
ORh ]
4

FedIIR
FedSDR

FedSR
‘ .“ .

pFedMe
FedPIN

Figure 5.3: The visualization results of various federated learning (FL) and person-
alized FL methods on WaterBird dataset are generated by using Grad-CAM [83].
The red regions in the pictures correspond to high importance score for the predicted

class. For optimal viewing, refer to the figure in color.
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Shortcut-Averse Information-Theoretic Regularization

5.6.7 Computation Overhead

In order to evaluate the computation cost empirically, we record the running time
that each algorithm consumes to achieve the reported performance in Table on
WaterBird dataset (with the client sampling rate set as 0.1). The detailed results are

listed as follows:

Table 5.4: Empirical evaluation on computation cost of various algorithms.

Algorithm FedAvg DRFA FedSR FedIIR FTFA pFedMe Ditto FedRep FedRoD FedPAC FedSDR FedPIN

Running Time (s) 473 488 501 492 865 1490 1571 981 1379 1542 1565 1733

Combining the results in Table and Table [5.1, we can find that our method
FedPIN can achieve around 8% higher worst-case accuracy on WaterBird dataset
than the second best baseline, with comparable computation cost over many state-
of-the-art personalized federated learning approaches (e.g., pFedMe, Ditto, FedPAC
and FedSDR).

5.7 Remark

In this chapter, a causal signature is proposed and quantified as an information-
theoretic constraint to mitigate spurious correlations and achieve shortcut-averse per-
sonalized invariant learning under heterogeneous federated learning. The theoretical
analysis demonstrates our method can guarantee a tighter generalization error bound
in comparison with the state-of-the-art PFL methods and achieve a convergence rate
on the same order as FedAvg. The results of extensive experiments affirm the supe-
riority of the designed algorithm FedPIN over the competitors on out-of-distribution
generalization performance. Moreover, FedPIN addresses the two major limitations of
FedSDR presented in the previous chapter, thereby improving the applicability of our

causally motivated personalized federated learning algorithm to real-world federated
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learning systems.

However, both FedSDR and FedPIN rely on elaborately constructed causal structural
models (SCMs) as prior expert knowledge. Although the effectiveness of these SCMs
has been demonstrated in related works and supported by our empirical results, their
alignment with the true data distributions on each client has never been quantita-
tively evaluated. In practical large-scale federated learning systems, local datasets can
exhibit highly diverse and even dynamic causal relationships, which can make prede-
fined SCMs poorly suited to all heterogeneous clients. Extracting true and complex
causal structural models from local datasets in large-scale heterogeneous federated
learning systems using privacy-preserving methods remains an open problem, which

we leave for future investigation.
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Chapter 6

Conclusion and Future Work

As the final part, we offer a summary of this thesis and discussion on potential future
research directions in this chapter. Specifically, section concludes the research
works and section discusses several potential research directions that we can ex-

plore in the future.

6.1 Conclusion

This thesis investigates the problem of data distribution shift in collaborative learn-
ing, drawing inspiration from causal modeling. To thoroughly analyze this issue,
we categorize distribution shifts in federated learning into two types: train-train
distribution shift which describes inter-client distribution shift, and train-test distri-
bution shift which represents intra-client distribution shift. In terms of train-train
distribution shift, we design a personalized federated learning method with contextu-
alized generalization (i.e., CGPFL), which can alleviate negative knowledge transfer
among clients and facilitate faster model convergence. Regarding train-test distribu-
tion shift, we firstly propose a provable shortcut discovery and removal method (i.e.,

FedSDR) to extract personalized invariant representations with explicit environment
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information on clients. However, two outstanding limitations remain in the proposed
FedSDR. In order to address these limitations, we present a personalized federated in-
variant learning method with a shortcut-averse information-theoretic constraint (i.e.,
FedPIN), capable of developing personalized invariant predictors for clients in more

practical FL scenarios.

In contrast to existing personalized federated learning methods designed to tackle
train-train distribution shift, CGPFL takes into account the latent contexts underly-
ing federated clients and the negative knowledge transfer between distinct contexts.
The proposed algorithm can cluster federated clients into multiple contexts and pro-
vide contextualized generalization knowledge to guide the training process of personal-
ized models. Since the latent contexts provide fine-grained generalization knowledge
and mitigate negative knowledge transfer among clients, CGPFL can enhance the
accuracy and accelerate the convergence of the obtained personalized models. Theo-
retical analysis of the convergence rate indicates that CGPFL achieves faster model
convergence compared to prevalent personalized federated learning methods. More-
over, the derived generalization error bound proves that CGPFL can achieve a tighter
error bound in comparison to state-of-the-art personalized federated learning meth-
ods. Experimental results demonstrate that the proposed CGPFL achieves higher
model accuracy and faster model convergence than baseline methods across diverse

settings.

To the best of our knowledge, FedSDR is the first framework to address train-test
distribution shift in personalized federated learning (PFL). Compared with the ex-
isting federated learning and personalized federated learning approaches, tackling
train-test distribution shift in PFL necessitates simultaneously mitigating spurious
correlations and preserving personalization information. FedSDR constructs struc-
tured causal models to simulate the heterogeneous data generation among federated
clients and proposes two significant causal signatures. Inspired by these signatures, a

provable shortcut discovery and removal method is designed to learn personalized in-
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variant representations with available environment information on each client. Due to
the stable causal relationship between personalized invariant representations and the
target label, FedSDR achieves strong out-of-distribution generalization performance.
Theoretical analysis ensures that FedSDR can produce optimal personalized invariant
predictors for federated clients within linear representation spaces. The evaluation
results demonstrate the superiority of FedSDR on out-of-distribution generalization

compared to existing PFL methods.

Although FedSDR effectively addresses train-test distribution shift in personalized
federated learning, it has two significant limitations: 1) the requirement for explicit
environment information from each client can increase the risk of user privacy leak-
age; and 2) the theoretical guarantees are applicable only within linear representation
spaces. FedPIN modifies the structured causal models for federated clients, based on
which a shortcut-averse information-theoretic constraint is designed to achieve per-
sonalized invariant learning. Since the proposed shortcut-averse information-theoretic
constraint is independent of environment information, FedPIN does not require en-
vironment labels on federated clients. Theoretical analysis proves that FedPIN can
develop optimal personalized invariant predictors for clients in general representation
spaces. Moreover, FedPIN achieves a tighter generalization error bound compared to
existing personalized federated learning schemes. The evaluation results also demon-
strate the effectiveness of FedPIN on addressing train-test distribution shift in per-

sonalized federated learning.

In summary, we address the data distribution shift in heterogeneous federated learning
by proposing three innovative methods. Given that data distribution shift is prevalent
in practical federated learning scenarios, our methods can not only contribute to
the academic community of federated learning but also facilitate the deployment of

federated learning in real-world applications.
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6.2 Future Work

This thesis addresses the practical issue of heterogeneous data distribution in collabo-
rative learning and inspires some potential research directions for future exploration,
including learnability of personalization in collaborative learning, causal discovery
in heterogeneous collaborative learning, personalized federated learning in the era of

large-scale models and practical applicability in real-world federated learning systems.

Learnability of Personalization. As one of most important aspects in fundamen-
tal learning theory, learnability studies whether a specific concept is learnable with
finite data samples using certain learning rules [98] [84]. Assessing the learnability of
a machine learning problem can deepen researchers’ understanding from a theoretical
perspective. Although personalized federated learning has attracted considerable at-
tention and gained significant success in recent years, characterizing the learnability

of personalization in federated learning setting remains an open problem.

Compared to individual learning which trains a local model using only the local
dataset, personalization requires collaboration across clients to acquire generalized
knowledge. From the generalization error bound provided in Chapter |3| and Chap-
ter [5] we can conclude that the performance of personalized federated learning is
highly related to both train-train distribution shift and train-test distribution shift.
Therefore, investigating the learnability of personalization in federated learning needs
to take both inter-client distribution discrepancy and intra-client distribution shift
into consideration. Moreover, the partial participating and random client selection
strategy in federated learning setting can present unique challenges for evaluating the

learnability of personalization in federated learning.

Causal Discovery in Heterogeneous Collaborative Learning. When we tackle

the train-test distribution shift issue in Chapter |4 and Chapter |5 the useful causal
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graphs are provided as prior knowledge to simulate the heterogeneous data genera-
tion in federated learning. Discovering the true underlying causal graphs from local
datasets can further improve the performance of the developed models and enhance

the interpretability of personalized federated learning.

Despite extracting the underlying causal graph from the concerned dataset has been
studied in the literature on causal discovery [92], 113} [60], these works focus on dis-
covering causal graphs in centralized learning scenarios. The heterogeneous data
distribution across federated clients and the requirement on data privacy-preserving
introduces new challenges and opportunities to federated causal discovery. Therefore,
integrating personalized invariant learning with federated causal discovery to address
the train-test distribution shift problem presents a challenging and promising research

direction for future investigation.

Personalized Federated Learning in the Era of Large-Scale Models. In the
age of large-scale models, federated clients can also benefit from leveraging the pre-
trained large-scale models. With their impressive ability to generalize across diverse
applications, large-scale models have achieved significant success in both academic
and industrial communities. Personalization of the pre-trained large-scale models
can tailor models to individual user preferences and enhance user experience. A
prevalent personalization scheme for pre-trained large-scale models is adapting with
RLHF (i.e., reinforcement learning from human feedback) [74] [78] 56]. However, re-
cent research has found that Reinforcement Learning with Human Feedback (RLHF)
introduces a new problem, i.e., sycophancy, where fine-tuned models can prioritize
user preferences at the expense of the correctness of output [37, [86]. Investigating
whether heterogeneous user preference data in federated settings can address syco-
phancy in large-scale models represents a promising and intriguing research direction

for future exploration.
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Practical Applicability in Real-world Federated Learning Systems. Al-
though causally motivated personalized federated learning frameworks proposed in
this thesis have been evaluated in diverse federated settings, all of these evaluations
have been conducted in simulated environments. To ensure the applicability of our
algorithms to real-world federated learning systems, the following aspects need to be

considered in future work:

1. Scalability to large-scale federated learning system. Due to limitations
in available computational and data resources, the number of clients in our eval-
uation experiments was restricted to around one hundred. However, the number
of participating clients in real-world federated learning systems can range from
tens to millions, or even billions [88] 35, 8]. As the number of federated clients
increases, data heterogeneity becomes more severe, particularly with respect
to train—train data distribution shift across clients. Moreover, as discussed in
Chapter [4] and Chapter [5] addressing the train-test data distribution shift is
often interdependent with resolving train—train data distribution shift in prac-
tical federated learning systems. Therefore, applying the algorithms proposed
in this thesis to real-world large-scale federated learning systems can introduce
additional challenges. We leave this important research and industrial issue as

a potential direction for future work.

2. Complex, Dynamic, and Evolving Causal Structures. As discussed in
the third paragraph in this section, the structured causal models (SCMs) pro-
posed in recent works, including our FedSDR and FedPIN, are employed as
prior knowledge. However, in real-world federated learning systems, the under-
lying true SCMs governing local data distributions across clients can be more
complex and even dynamic. Constructing SCMs directly from local datasets,
rather than predefining approximate models, is crucial for enhancing the appli-
cability of our causally motivated personalized federated learning algorithms in

practical settings. Therefore, developing methods to extract complex, dynamic,
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and evolving causal structures represents an important and valuable direction

for future research.

3. Privacy Preservation. It is worth noting that all personalized federated learn-
ing algorithms presented in this thesis adopt the same global aggregation scheme
as traditional federated learning methods (e.g., FedAvg [70]). This implies that
our algorithms do not increase the risk of data privacy leakage compared to tra-
ditional FL. approaches and remain compatible with prevalent schemes designed
to enhance privacy protection during global communication, such as differential
privacy [71} [100], secure aggregation [9], and homomorphic encryption [3, [106].
Therefore, integrating our causally motivated personalized learning frameworks
with these established privacy-preserving methods to further strengthen privacy

protection represents an interesting direction for future investigation.
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