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Abstract

The wide adoption of Internet-of-Things (IoT) technologies enabled smart things to

connect to the Internet easily by different means. The increasing number of devices

are equipped with various IoT Wireless Protocols with Low-Power Wide-Area Net-

work (LPWAN) technologies like Sigfox and LoRa, which can be obtained relatively

inexpensively and operate in unlicensed Industrial, Scientific, Medical (ISM) bands.

As more IoT devices are being rolled out, some bear with novel proprietary wireless

technologies with different security implications. The emergence of Software-Defined

Radios (SDRs) provides the ability of Cognitive Radio (CR), which allows high flexi-

bility and reconfigurability of radios with Commercial-Off-the-Shelf (COTS) hardware

with signal processing blocks handled on a computer. In this regard, we wish to utilize

SDRs to perform IoT Wireless Protocols LPWAN-based attacks.

One of the most vulnerable parts of an LPWAN packet is the preamble. It is usually

found prefixed on a physical layer (PHY) packet of a wireless protocol, allowing these

low-powered IoT receivers to wake up from deep sleep and to perform channel tasks

including Automatic Gain Control (AGC), frequency, and phase offset estimation

for the reception of packets. With the knowledge of the preamble, it is possible

to perform high-accuracy jamming attacks and reverse-engineering of the underlying

LPWAN protocols. In this thesis, we presented a work that aims to exploit the crucial

nature of the preamble, focusing on attacking IoT Wireless Protocols by extracting the

preamble part of arbitrary LPWAN signals with SDRs to support preamble attacks.
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To extract the preamble of the LPWAN packets, our algorithm requires acquiring the

time-frequency location of arbitrary LPWAN signals of different protocol parameters,

data rates, bandwidth, and frequencies before doing any band-pass operations on the

SDR in-phase / quadrature (IQ) data. To this end, unlike SOTA algorithms that only

classify without time-frequency localization of whole IQ data for LPWAN technolo-

gies, we also proposed a time-frequency localization machine learning (ML) model

for LPWAN signals, based on a Deformable DEtection TRansformer (DETR) archi-

tecture, which contains a new attention mechanism called “Multi-Scale Deformable

Radial Attention” (MSDRA) based on original Deformable DETR architecture. Ap-

plication of DETR in LPWAN signals effectively transforms the domain of image

detection into IoT Wireless Protocols LPWAN time-frequency localization. This al-

lows our ML model not only to support our preamble extraction attacks but also to

enable better spectrum management and band planning with reconnaissance capabil-

ity, further enhancing the security of IoT.
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Chapter 1

Introduction

With the emergence of the Internet of Things (IoT) technologies, more IoT devices are

being deployed across the globe. For the global IoT market, it is expected to grow to

the size of USD 8 Trillion by the year 2030. [1] IoT devices are widely used for Machine-

to-Machine (M2M) communications or Wireless Sensor Networks (WSNs) in a variety

of applications such as smart grids, smart cities, smart home, healthcare, etc. [2] [3] [4]

However, due to limited computation power on these IoT devices, concerns regarding

information security [5] [6] [7] [8] and privacy [9] [10] [11], including the appearance

of rogue IoT devices [12] have been raised. In 2020, there was a 100% increase of

infected IoT devices compared with 2019 and it was expected that IoT infections

will grow intensely for later years. [13] IoT devices are commonly equipped with

radio transceivers that enable them with wireless capabilities leveraging a huge range

of IoT wireless protocols, often using Low-Power Wide-Area Network (LPWAN).

Whether they are open or proprietary, well understood or poorly researched, these

LPWAN wireless protocols come with a variety of security implications. [14] Often,

IoT wireless protocols are transmitted with preambles that are prefixed on the packets

before the real payload. Commonly, this could be useful to wake up a transceiver in

low power mode, identify start of a new packet frame, or even perform Automatic
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Chapter 1. Introduction

Gain/Frequency Control (AGC/AFC) on the receiver front-end. [15] The existence of

preamble fields in physical (PHY) layers can be seen in protocols including 802.11(Wi-

Fi) [16], BLE [17], LoRa[WAN] [18], Sigfox [19] (UNB) [20] and more. Due to the

essential nature of preamble in wireless protocols for a wireless receiver to function

properly, it became a high value target in terms of IoT attacks, as disallowing the

preamble to be received by a legitimate receiver by means like reactive jamming [21]

would cause degradation of wireless networks, or even denial of services. [22] For most

of the LPWAN IoT Wireless Protocols (IoTWPs) that are having a fixed preamble,

one does not require the knowledge of the actual payloads, even if they are encrypted,

to perform attacks that are targeting preamble portion of a specific LPWAN IoTWP.

On the other hand, with cheap Software-Defined Radios (SDRs), which provides

IQ (Inphase/Quadrature) samples at arbitrary frequencies and bands and sample

rates [23], it is possible for an adversary to perform attacks to wireless systems more

easily as they are highly flexible and configurable with software. [24] The reconfig-

urability of SDRs is closely related to Cognitive Radio (CR) [25], which provides

reconfigurability for radios to adapt to variations of new wireless standards and in-

corporate new services and applications when they arise. By utilizing SDRs to acquire

IQ data to a computer, it is possible to effortlessly reconfigure the radio receiver on

the fly to receive various LPWAN signals across the ISM bands of different bandwidth,

protocol parameters, or modulation schemes, with minimal costs.

In this work, we devise a scheme that will leverage the power of Commercial off-the-

shelf (COTS) SDRs which are widely available in the market to perform Preamble

Extraction from general frequency-changing LPWAN IoTWPs RF traces, regardless

it contains proprietary or open protocol standards. Unlike some works that assume

the modulation scheme of the target signal, our work is designed to work with minimal

prior knowledge and wireless protocols parameters, including those that are not being

currently known of.

Before extracting the preamble of a signal, it is required to detect the presence of sig-

2



nals. To this end, we also proposed a novel machine learning (ML) approach to classify

and perform time-frequency localization of LPWAN signals in Spectrogram from IQ

data received by SDRs. Based on Deformable DEtection TRansformer (Deformable

DETR), which utilizes Multi-scale Deformable Attention (MSDA) mechanism that

perform deformable attentions in multiple feature scales in place of ordinary atten-

tion mechanism, we introduced Multi-scale Deformable Radial Attention (MSDRA)

mechanism to allow better handle of LPWAN data. Novel techniques like transfer

learning are also introduced to shift the paradigm from traditional image detection

to LPWAN RF signal detection and localization.

To summarize our work we proposed a scheme to:

1. Perform LPWAN IoTWPs Packet classification and time-frequency localization

from spectrogram traces obtained from SDR IQ data, utilizing ML techniques

including Deformable DETR, MSDRA and transfer learning

2. Extract these LPWAN IoTWP Packets as IQ data by performing Signal Pro-

cessing tasks like band-pass filtering with finite impulse response (FIR) filter.

3. Compare and extract common signal features prefixing these RF packets, based

on cross-correlation and thresholding

4. Generate similarity metric between LPWAN IoTWP packets across frequency-

time domain that determines likely preambles locations

Compared with SOTA algorithms, our MSDRA-based LPWAN time-frequency lo-

calization machine learning algorithm allows time-frequency localization of LPWAN

signals, while able to identify LPWAN protocols instead of just modulation formats.

It was also one of the first algorithms that trained and evaluated real-world-like over-

lapping LPWAN signals in variable SNR conditions. In addition, we are one of the

first that provide a full dataset generation pipeline that relies on COTS SDRs to

generate these training datasets. For LPWAN preamble extraction, our method also

3



Chapter 1. Introduction

eliminated the requirement to label datasets for training, while enabling preamble

localization on narrow-band LPWAN signals.

The remainder of this thesis will be organized as follows. In chapter 2, we will walk

though some background and related work in the field of RF signal classification,

time-frequency localization, detection and preamble extraction, followed by the im-

portance of LPWAN preambles by demonstrating various LPWAN attack and defense

methods that are powered by preamble. Then, chapter 3 will lay out the problem

statements and assumptions for this work, which are essential for a correct under-

standing of the research objective. Next, we will walk through the system design in

detail in chapter 4, which contains a novel algorithm of LPWAN packet extraction

with our proposed Modified Deformable DETR with MSDRA, and the signal com-

parison and preamble extraction engine. In chapter 5, we present the experimental

results and discussions were given, along with some interpretations. We will then

move on to discuss improvements and future work in chapter 6 and conclude this

work in chapter 7.

4



Chapter 2

Research Background and Related

Work

In this section, we review literature on related work and provide some research back-

ground. It is organized into two parts, namely Preamble Detection from RF Packets,

Preamble Supported Attacks and Defenses, and Packet Extraction Techniques.

2.1 Preamble Detection from RF Packets

Several works focus on detecting the start of signals (and hence the preamble) either

as a standalone algorithm, or as a part of an attack procedure that requires usage of

preamble. Note that these works focus on detecting the start of the preamble (i.e.

start of the signal), but not the end of the preamble, hence, they did not accurately

localize the both the time where the preamble starts and ends, plus utilizing COTS

SDRs in LPWAN signals.

For instance, in [26], a standalone transient detection technique is presented to detect

the turn-on transients of Wi-Fi radios. Wi-Fi radios are sometimes required to have

5



Chapter 2. Research Background and Related Work

a slow turn-on time of their RF signals [26] to avoid interfering with adjacent RF

channels. Hence, a Bayesian change detector was created which aims to estimate the

time instant that when a transmitter starts to power up. Note that the equipment

used in this paper was an expensive digital scope with a computer attached, rather

than a COTS SDR, and requires prior knowledge of the underlying RF protocol.

Another paper [27] demonstrated an alternate transient detection method, which

utilizes variance trajectory sequences. By using a moving window and calculating the

variance value of all samples within the window, a trajectory of variance value could

be calculated along with increasing window number. A customizable threshold value

could be supplied to determine the start of a signal. This paper [27] also demonstrated

a way to perform preamble extraction, which is by using Discrete Fourier Transform

(DFT) on the overall samples and subsequently obtaining the Power Spectral Density

(PSD) of the samples. Finally, cross-correlation is used on the PSD sequence. This

paper assumes the signal is 802.11a Wi-Fi.

A more recent paper [28] also leveraged similar techniques with cross-correlation to

extract the preamble features for high-bandwidth Unmanned Aerial Vehicle (UAV)

signals for Machine Learning. This is different with other related work as it wants to

achieve similar goals with this work, which is trying to exploit preamble from unknown

signals independent from their modulation types, in this case, UAV drones. However,

the work did not mention any transient detection techniques. However, this work does

not aim to obtain the exact time location of the preamble, but rather obtain a feature

map of the preamble as training dataset for subsequent machine learning applications

to identify different drones. They also employed cross-correlation directly on the IQ

data in the time domain with a moving window, on high-bandwidth data, which

is different from our work as we focus on frequency-time domain, on narrow-band

LPWAN packets, which inherently contains fewer usable information due to narrower

band in nature. The feature extraction technique in this paper is a part of an attack

or a workflow that aims to classify different kinds of UAV model in the area, with

6



2.1. Preamble Detection from RF Packets

neural network and federated learning, with 99.97% of accuracy. Note that this work

utilized a USRP B210 SDR as hardware.

Another powerful software used for automatic wireless protocol reverse engineering,

called Universal Radio Hacker (URH) [29] is widely used in reverse engineering of

wireless protocols, including LPWAN IoTWPs. The way that it detects and guesses

the preamble is by assuming a repeating bit pattern in the preamble, which is normal

in preamble as they need to have a specific repeating characteristic for a receive device

to be aware of. URH counts 1’s and 0’s for each position and try to estimate the

range of the ending location of the preamble, and the subsequent sync word in the bit

stream. However, it assumes the user has a basic understanding on the modulation

scheme of the target signal, which it can in turn demodulate and convert the wireless

symbols back to bit streams. This implies that URH works only on raw bit streams

after demodulation. URH is easily incorporated with SDR hardware and I/Q traces.

From these works we can discover that some methods require prior knowledge of the

target wireless protocol, and some do not. For detecting start of signal, they employ

various mathematical and statistics models and to detect the presence of the preamble

from a(n) (unknown) trace, cross-correlation is often used on time-domain, or in

frequency domain for all samples. SDR hardware can also be used in these schemes.

However, these works do not accurately determine the end location of the preambles.

To close the research gap, we present a method that works directly on the RF data

without the requirement of demodulation, while allowing preamble localization on

narrow-band LPWAN signals, especially Sub-GHz ones. This is achieved by using

the spectrogram traces which will be outlined in the later chapters.
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Chapter 2. Research Background and Related Work

2.2 Preamble Supported Attacks and Defenses

As the preamble field is an extremely crucial location in LPWAN IoTWPs (or other

protocols), attacking it could bring severe effects to the whole wireless system com-

pared with attacking other parts of the same packet. Also it could undermine privacy

as it already provides enough information to uniquely identify an RF transmitter.

Here, we outline two types of attack that are supported by the usage of preamble in

wireless protocols.

2.2.1 Preamble Jamming

There are many works that target the preamble part of a signal to perform jamming

attacks. It is particularly useful to create a low-power jammer in reactive jamming as

the preamble of a target signal can be used to synchronize the jammer with the target.

Moreover, the jammer are not required to transmit the jamming signal all the time

as it can wait until the reception of the target preamble before start to jam, this not

only reduce the power consumption for a jammer to jam longer time, but also reduce

the chances of the jammer being discovered and located. These ideas can be easily

implemented easily on a SDR. [30] Several works focused on jamming the preamble of

a wireless protocol to degrade the performance of such networks. In [31], the authors

used a counter-intuitive method, which was an extremely smart move to jam Vehicular

ad hoc networks (VANETs), which undermines road safety. Not only does it work

in a lab environment in an anechoic chamber, but also outdoors which resulted in

great impact with a large black-out area despite very short communication distances

between legitimate devices. The authors have used a weak preamble-like structure

as a jamming signal, and tricked the receiver to receive the false signal and perform

AGC to increase its receiver gain for the reception of such weak signal. However, when

there is a legitimate signal on the air, the receiver will fail to receive it because there is

dynamic range overload at the frontend analog-to-digital converter (ADC) which was
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triggered by a high AGC from the weak preamble-like jamming signal. Besides from

VANETs, general approaches to attack Orthogonal Frequency-Division Multiplexing

(OFDM) receivers were also proposed. In [32], the author mentioned ”Preamble

Whitening” attack which involves generating white noise jamming signal to jam only

the preamble part of the OFDM receiver. ”False Preamble Timing Attack” involves

corrupt the symbol timing estimation on the receiver side by moving or destroying

the timing metric peak, by retransmitting the same/different preamble in an incorrect

time slot. Finally, a complicated method called ”Preamble Nulling Attack” requires

the jammer to have a full knowledge of the preamble waveform on the receiver side.

By inverting the preamble symbols, it is possible to destructive interfere with the

preamble symbol on the receiver side. However, it requires the existence of a jammer

and receiver and have the knowledge of the same or similar channel condition in order

to be effective.

A more SDR-centric approach can be seen in [33] with the USRP N210 SDR. The

authors directly implemented custom FPGA code on the SDR, designed to interface

and function with the GNURadio [34] software on the host side. The FPGA code

that is running on the SDR itself allows rapid reactive jamming capability as it can

respond to on-air RF events in a timely manner, as low as 80ns. The system could

operate in two modes, the first one is targeted signal detection, which requires a prior

knowledge of the preamble from a specific wireless standard for the implemented

internal cross-correlator inside the FPGA. Without a known preamble, the second

mode is useful as it makes use of an internal differential energy detector to jam any

kind of RF signals on a specific predefined frequencies and bands. With the first

method, the authors have successfully jammed a Wi-Fi network which results in the

UDP bandwidth to be 0Kbps, with a relatively low jamming power. For the second

method, they have successfully jammed 100% of the downlink WiMAX packets which

could result in the total degradation of the mobile wireless network. It is notable that

these preamble jamming techniques are not only applicable in RF medium, but also in
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Chapter 2. Research Background and Related Work

underwater acoustic links. In [35], the authors used 3 commercial underwater acoustic

modems to generate jamming signals similar to those in RF on the air, which also

result in loss of packet when jamming the preamble. In [36], the authors discovered

that jamming the preamble in Underwater Wireless Sensor Networks (UWSNs) is the

most effective way to jam such networks. When launching the jamming attack in the

first second, it was discovered that it will always jam the underlying communication

channel. The authors then observed the packet delivery ratio had dropped to 0% in

constant and reactive jamming for UWSNs. These works outlined the importance of

preamble in wireless protocols. Whether the transmission medium is electromagnetic

RF or underwater acoustic links, the basic principle for preamble jamming is the

same. With reactive jamming, it is possible to precisely jam specific packets without

the need to constantly turn on the jammer. With the usage of SDRs, it is possible

to perform preamble jamming on arbitrary RF Signals (or LPWAN Protocols) with

ease.

Preamble Payload

Preamble Duration Payload Duration

Packet Duration

Jammer Target Detection Duration

Jammer Decision Duration

Jammer Jamming

Figure 2.1: General Reactive Jamming Attack on Preamble
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2.2.2 RF Fingerprinting and Target Identification

Besides from using the preamble as a tool for jamming wireless protocols, it also

could be used to undermine privacy of the underlying RF users by performing RF

fingerprinting and device identification.

In [28], after extracting preamble features from UAV downlink signals, which have

unknown modulation schemes and protocol formats, the authors generated cross-

correlation feature maps from these preamble traces. These feature maps are in the

form of 3D matrices and with the application of 3D convolutional neural networks

to classify different UAV make/model. Note that in this case, the authors do not

want to identify each individual UAVs, but rather the same make/model. To detect

a new UAV which could inevitably be classified into one of the classes that have

been trained, the authors tried to perform novelty detection, by using the Euclidean

distance to find anomalies in their predictions from known UAVs and unknown UAVs.

There are also other works that focus on classifying wireless devices individually.

One such work is [37], where it uses techniques for feature reduction such as Partial

Least Squares (PLS) regression and Principal Component Analysis (PCA). They

have performed classifications between devices by calculating the lowest distances of

fingerprint samples between a test set and a reference set. Finally, for an experiment

of 20 devices, 2 per manufacturer, which includes a variety of Wi-Fi devices, from

smartphones to Wi-Fi dongles. They have achieved 70% accuracy, with the help of the

PLS algorithm. It is worth noting that for some devices with the same manufacturer,

they have a very similar fingerprint that avoids proper identification between such

devices.

For an actual LPWAN IoTWP, this work involving the LoRa protocol which is widely

used in IoT devices, [38] have successfully extracted RF fingerprint features from LoRa

preambles, regardless whether the payload is encrypted or not. The authors used two

types of LoRa modules, which consist of 3 modules with SX1278 chip, and 1 module

11
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with SX1276 chip. By leveraging the frequency offset between the transmitter and

receiver, RF fingerprint could be extracted with a differential constellation trace figure

(DCTF). With a simple clustering algorithm, the authors have succeeded in clustering

4 DCTF clusters for each module and in turn uniquely identifying all individual 4

modules.

Besides attacking LPWAN Protocols with preamble, it is also possible to further

secure the network with the knowledge of preambles. For example, in [39], a PHY

level wireless intrusion detection system is proposed, through preamble manipulation.

This works because multiple make and model of hardware produce different different

response patterns when the preamble is being manipulated. The authors essentially

created a wireless multi-factor authentication (MFA) and intrusion detection system

through device fingerprinting, by varying the actual preamble transmitted on the

transmitter. In [40], an intrusion detection system is implemented for the inherently

unauthenticated and unencrypted ADS-B protocol, operating at 1090MHz. It allows

the detection of False Aircraft Injection Attack by creating a database of RF fea-

tures from legitimate aircraft ADS-B transmitters, which is created by ADS-B signal

signature extraction, containing the ADS-B preambles, further enhancing aviation

safety.

From these related works, it is obvious that using preamble from wireless protocols can

also identify individual devices at different levels, from manufacturer/vendor level,

to the level of individual devices. RF fingerprinting and device identification with

preamble could be used as a tool to attack or defend the security and privacy of

LPWAN IoTWPs.
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2.3. Packet Extraction Techniques

2.3 Packet Extraction Techniques

Before our system can reliably compare and extract the preambles of the LPWAN

packets, we require individual packets being extracted to start with. These method-

ologies can be broadly categorized based on whether they involve using machine

learning techniques. Both categories will be outlined in this section.

2.3.1 Non ML-based Packet Extraction Techniques

For non-ML approaches, some work [41] [42] focused on transient-based identifica-

tion on the frequency domain, which is based on the signal amplitude or power.

These approaches utilize statistical analysis such as standard deviation, variance,

skewness, and kurtosis on the transient portion of the signal before the preamble.

Some work directly works [43] [44] [45] on the preamble, which is highly different

across various RF protocols and modulations, or relying on modulation specifics like

the inter-carrier spacing of orthogonal frequency-division multiplexing (OFDM) in

different wireless standards. [46] This implies these algorithms require pre-existence

knowledge of the underlying signals. Moreover, some of these works are dependent

on specialized hardware for data acquisition like oscilloscopes with high sample rates

or dedicated spectrum analyzers, further increasing the cost of data collection and

reducing the flexibility of the system. Thus, we would like to present an approach

that can work with less prior knowledge of the LPWAN protocols.

2.3.2 ML-based Packet Extraction Techniques

For ML-based approaches, most of the work is based on CNNs, which is prevalent

in image classification tasks. Some focused on modulation classification [47] [48]

instead. For technology classification, in [49], the authors proposed a framework

that allows compressing STFT traces into smaller sizes while being able to keep
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global signal features and augmenting small object highlights onto the compressed

spectrogram traces and fed into a CNN network. However, they evaluated relatively

high-bandwidth signals like Zigbee, Wi-Fi, and Bluetooth on 2.4GHz bands, which

marked the difference with our work. In [50], this work aims to utilize a CNN-based

classifier to identify LoRa signals, with their protocol parameters like spreading factors

(SFs) to determine if there are inter-SF interferences, therefore it is LoRa specific. The

most promising work lies in [51], where the authors proposed a spectrum manager

framework with two custom-designed CNN networks to handle IQ and FFT data

aiming to classify narrow-band LPWAN technologies such as Sigfox, LoRA, and IEEE

802.15.4g. However, some of these works did not use SDRs for real-world evaluation

and they did not allow their algorithm to output the exact time-frequency location

of the LPWAN signals especially when multiple LPWAN signals occur, with possible

overlapping positions in the incoming IQ data.

To the best of our understanding, LPWAN technology classifications, especially in

Sub-GHz ISM bands using SDRs and Transformer models have not been investi-

gated so far. Deformable DETR [52], which is based on DEtection TRansformer

(DETR) [53] applies the transformer model and attention mechanism [54] into the

area of object detection. Traditionally, many hand-engineered components such as

non-maximum suppression (NMS) to remove overlapping bounding boxes are designed

in object detection systems. DETR simplifies the detection pipeline by framing the

problem as a direct set prediction task, to reduce the subsequent post processing

steps. Deformable DETR introduced deformable attention mechanisms to DETR,

which allows the model to attend to certain points in an image, increasing accuracy

and achieving faster convergence. Henceforth, this work will attempt to investigate

LPWAN technology classification and time-frequency localization with our modified

Deformable DETR model with Radial Attention Mechanism that is suitable for pro-

cessing LPWAN Spectrogram traces extracted from SDRs IQ data with STFT to

perform classification and time-frequency localization of LPWAN signals.
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Table 2.1: Comparison between our work and other state-of-the-art works

Work

Time-

Frequency

Localization

Identifies

Contains

real-world-liked

overlapping

signals

Full dataset

generation

pipeline

with COTS

SDRs

This

work
Yes LPWAN Protocols Yes Yes

[47] No Modulations No No

[51] No LPWAN Protocols No Partial

[41] No Individual Devices No No

[50] No
LoRa Spreading

Factors
No No

[49] No 2.4GHz Protocols Yes No

[48] Yes Modulations No No

[55] Yes 4G/5G Yes No

[56] Yes Modulations No No

Additionally, Table 2.1 outlines the differences between our work and other state-of-

the-art approaches that utilize Machine Learning methods in the regard of technology

classification and time-frequency localization for LPWAN packets.
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Chapter 3

Problem Definition and Objectives

3.1 Objectives

We have set out 3 objectives for this research work and aim to achieve all of them.

3.1.1 Reliable for Reverse Engineering

For an arbitrary LPWAN IoTWPs, regardless if it is open or proprietary, a modu-

lation method that is seen before or not, giving it is frequency changing in nature,

we seek to automatically extract a common prefix from every packets of such pro-

tocols, and such common prefix is regarded as preambles. With these automatically

extracted preambles, these datasets are more trivial for an experienced reverse en-

gineer to perform automatic/manual reverse engineering on, or as a basis to defend

against LPWAN IoTWPs attacks. Hence, we seek to attack or defend an IoTWPs,

by lowering the amount of work needed to manually extract such traces, and rejecting

false positives on possible preamble traces and thus lower the difficulty to do reverse

engineering on LPWAN IoTWPs.
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3.1.2 Support Preamble-based Attack/Defense

With a set of preamble extracted for a given LPWAN IoTWP, these traces can now

be used as datasets for training, testing, or validating and supporting preamble-

supported attacks or defenses. From chapter 2, it is obvious that preamble samples

are needed in order to carry out a variety of attacks or defenses. Our work seeks

to incorporate in these attack or intrusion detection pipelines for better attack and

defense performances.

3.1.3 Universality

Unlike many of the related works, this work aims to work on a variety of LPWAN

IoTWPs and modulation schemes, given that it is frequency changing in nature,

regardless of existence discovery by the research community. This work is also aimed

to work on PHY layers irrespective of upper layer design. (e.g. Works on LoRa

meaning also works on LoRaWAN). Regardless if the payload is encrypted or not, or

an encrypted application layer is used, the preamble part of a wireless signal should

still be able to be attacked on. Nonetheless, we would like to have our scheme to work

on the same LPWAN IoTWP but with another model, manufacturer, and devices.

Most importantly, this work should be able to work on COTS SDR devices without

the need of expensive equipment to be operated on.
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3.2 Assumptions

We assumes the following for our work:

• LPWAN IoTWPs are digital, packet-based: As we would like to extract

preambles from each of the packets, LPWAN IoTWPs have to be a packet-based

protocol. In fact, existing protocols like BLE, Wi-Fi, LoRa, Zigbee, Sigfox, etc.

are all packet-based, and of course, they are also digital signals.

• Most, if not all OTA packets consists of preamble: We assumes that

packets on the air (OTA), we would observe preamble-included packets as it

is normally used to synchronize a legitimate receiver and optionally perform

AGC/AFC tasks.

• Preambles occur immediately in presence of signal: Preambles should

be prefixed at the beginning of a packet as it was designed to perform the tasks

we mentioned earlier.

• Average signal power of the preamble portion is similar, or higher

then rest of the signal: As the preamble is used for receiver synchronization,

there is no point if it signal strength is lower than the rest of the signal, especially

AGC are being based on it. We assume that we could observe the preamble in

a spectrogram plot like we could observe the payload in the later part of the

plot.

• LPWAN IoTWPs are frequency-changing: For the scope of this work,

we limit IoTWPs to frequency changing. For non-frequency changing signals,

please refer to chapter 6.

• The LPWAN IoTWP signal could be fully captured by SDR, with

given Fs, Fc and BW : This is a hardware and configuration limitation

and not related with this work. It is expected the specification of the SDR is

sufficiently enough to receive the LPWAN IoTWP at the target center frequency

(Fc), with enough Bandwidth (BW ) and I/Q sample rate (Fs).
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3.2. Assumptions

• Parameters are allowed to exist for adjustment: Parameters, such as

threshold values should be allowed to be adjusted in our work, in order to

accommodate different RF environments, channel conditions and hardware in

our signal path like antennas.
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3.3 Threat Model

The work proposed has the following threat model.

• Accessing the RF spectrum via SDR: SDR is the only way for us to

gain access to the RF spectrum. It will be connected to a PC via appropriate

methods, e.g. Universal Serial Bus (USB), depending on the model of the SDR.

• ISM Bands: For the simplicity of the threat model, we assume the LP-

WAN IoTWPs occur in the Industrial Scientific Medical (ISM) Band. Although

the algorithms presented in this paper work on multiple bands with the SDRs

changing reception center frequencies (Fc), we can legally receive (and transmit)

signals in ISM bands.

• Passive collection: There should be no need to actively transmit any RF

signals on the air in order to capture the preamble for the known, or unknown

LPWAN IoTWPs. We seek to passively perform data collection and extract

preamble out of it in stealth to perform further attacks, exploitations, or intru-

sion detection.

• Collison allowed: Given that we work on congested bands, there are risks

for protocol and packet overlapping or collisions. Thus, especially for packet

detection and extraction, we allow overlapping LPWAN signals to increase the

difficulty of LPWAN IoTWPs packet extractions.

• Signal Processing on Computer: All of the signal processing tasks outlined

in this thesis are solely running on a computer, without dedicated hardware like

spectrum analyzers (except SDRs).
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Chapter 4

System Design

In this chapter, we will lay out in detail on how we designed our system to extract

preamble traces using SDRs. IQ data are received to a computer from a SDR, then

sent to the stage of LPWAN Packets Extraction, followed by down-sampling and the

signal comparison and extraction engine. The overview of the system is outlined in

Figure 4.1.

Overall, the system consists of the following components:

1. IQ Data Acquisitions from SDRs and GNU Radio: To transfer data

from the SDR to the computer for subsequent data and signal processing tasks

and LPWAN packets extraction tasks, we have utilized GNU Radio [34] to

perform IQ data acquisitions.

2. f
¯
LPWAN Packet Extraction with Radial Deformable DETR: With the IQ data

saved locally on the computer or directly streamed from the SDR devices, we

can proceed to extract individual LPWAN packets from the IQ data, utilizing

our proposed trained Modified Deformable DETR with MSDRA mechanism.

3. Signal Filtering and Frequency Shifting: As the baseband signal from

SDR might contain multiple LPWAN packets at once across different frequen-
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IQ Data to Computer SDR
LPWAN Signal Reception

LPWAN Packets Extraction
(BPF + Frequency Shift)

Spectrogram

Signal Comparison and Extraction Engine

Spectrogram
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Spectrogram
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Preamble Localization in
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Packet B
IQ Data

AGC

AGC
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Figure 4.1: System Overview

cies, signal filtering is used to further reduce other uninterested frequencies in

our IQ data. The LPWAN Packet is further shifted to around 0Hz.

4. Down-sampling: Downsampling is used to reduce the amount of data for

subsequent processing. As the baseband signal no longer contains other LPWAN

packets, we can reduce the sampling rate (and the resulting bandwidth) of the

signal.

5. Signal Comparison and Extraction Engine: We only compare two LP-

WAN packets at a time to find out their common preamble. To compare

each two packets, we first took Short-Time Fourier Transform (STFT) for each

packet, squaring their magnitude, which obtained two spectrograms. We then
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4.1. IQ Data Acquisitions from SDRs and GNU Radio

align the two spectrograms with cross-correlation by determining the peak of the

cross-correlation output and trimming IQ samples to align both packet traces.

We then plot two spectrograms again on both of the aligned packets, perform

cosine similarity matching for each STFT chunk. For a configurable threshold

value, if the similarity is higher than a defined threshold, that specific STFT

chunk is considered similar. After we have obtained the preamble location of

the two traces, we simply extract them from the packet from the IQ data.

In the later sections, we will describe these algorithms and systems.

4.1 IQ Data Acquisitions from SDRs and GNU

Radio

The first step of this system is to acquire IQ samples from the SDR, and save the IQ file

locally for further analysis, or directly stream the IQ data to the next components.

The user have to broadly know which the frequency the target signal (fc(target)) is

located in (e,g, in ISM bands), and also setting an appropriate sampling rate (fs) and

center frequency (fc(sdr)) for the SDR. fs should be chosen to satisfy the Nyquist rate

of the target signal. Note that as we are now capturing both I and Q data at the

same time, we are effectively capturing twice of the samples per unit time. Thus, we

can satisfy the Nyquist rate by simply setting the SDR sampling rate to be the signal

bandwidth. For example:

fs = 2Msps

fc(sdr) = 432.800MHz
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This will result in:

BW = 2MHz

fstart = fc(sdr) −
BW

2
= 432.800 − 1.000 = 431.800MHz

fend = fc(sdr) +
BW

2
= 432.800 + 1.000 = 433.800MHz

Where BW is the SDR signal acquisition bandwidth, fstart to fstop is the RF frequency

range that the SDR is capturing I/Q data on.

Figure 4.2: Example GNURadio Flowgraph for Recording IQ Signals

(fs = 2Msps, BW = 2MHz, fc(sdr) = 432.800MHz, SDR Used: HackRF One)
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4.2 LPWAN Packet Extraction with Radial De-

formable DETR

4.2.1 Overview

A modified version of Deformable DEtection TRansformer (Deformable DETR) [52]

to process LPWAN spectrogram traces obtained from SDRs In-phase and quadra-

ture (IQ) data is proposed in this section. More specifically, we replaced the Multi-

scale Deformable Attention (MSDA) to Multi-scale Deformable Radial Attention

(MSDRA), which allows better process of RF spectrogram data. This allows us to

perform LPWAN technology classification while obtaining the respective frequency,

bandwidth, and time locations in the spectrogram traces. In other words, we ef-

fectively novelly transfer object detection in machine vision to LPWAN

protocol classification and time-frequency localization. Traditionally, to de-

tect the presence of RF signals, a received signal strength indicator (RSSI) threshold

(RF squelch) is defined to determine the start and the end of the RF transmission [57].

For multiple LPWAN technologies coexisting in the spectrum, especially in the ISM

bands, it is often difficult to determine the optimal universal threshold and the prob-

lem could be further complicated when there are multiple transmitters with different

protocols, power levels, modulation schemes, and bandwidths. In the case of SDRs,

as the number of protocols and their parameters are unknown, we often received

multiple LPWAN protocols at once with overlapping packets across the spectrum.

In recent research, Machine Learning (ML) approaches with Convolutional Neural

Networks (CNNs) which were originally designed for image classification domain [58]

can be employed as a means to perform modulation classification [59], technology

classification [51], or source identification [60] for these LPWAN protocols, without

tuning on various threshold parameters. However, most of these works can only

determine the presence of signals, but not the exact time and frequency
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of the packets. Some even cannot work on Sub-GHz LPWAN signals due to their

long transmission time and narrow bandwidth.

Hence, for our preamble extraction framework, we proposed the novel use of De-

formable DETR with our MSDRA mechanism to extract LPWAN packets for our

subsequent preamble extraction engine. In the following, we will outline the dataset

generation and augmentation for training the model, description of the Modified De-

formable DETR design, and transfer learning techniques.

4.2.2 Dataset Generation

To generate a custom LPWAN dataset for this work, we have employed two HackRF

SDRs, LoRa Modules, and Sigfox Modules for data collection with proper dataset

annotations. Figure 4.3, Figure 4.4, and Figure 4.5 outline our IQ dataset generation

architecture and our actual setup for LoRa and Sigfox, respectively.

IQ Data

Software Control
(GNURadio + Python)

LPWAN Device
(LoRa/Sigfox)

SDR
(HackRF)

RF Attenuator
(Optional)

LPWAN Device
(LoRa/Sigfox)

RF Attenuator
(Optional)

RF
Power Combiner

RF
Attenuator
(Optional)

Computer

On Device
Custom

Firmware

Control Signal

Control Signal

Figure 4.3: IQ dataset generation architecture
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Figure 4.4: Actual setup of LoRa IQ dataset generation

4.2.2.1 Dataset Generation with LPWAN Devices and SDRs

All of our LPWAN devices are initially preloaded with custom firmware, which pro-

vides flexibility for controlling the LPWAN radio modem and various parameters, in-

cluding transmission power and protocol parameters such as LoRa Spreading Factors

(SFlora), preamble length (PremLenlora), data length (PktLenlora) and the actual

data bytes per packets with our PC. Before starting the data collection process, the

output power of the LPWAN devices is measured initially with an external power

analyzer, and then with the SDR itself, to ensure consistency among the annotated

data. RF attenuators are placed on both ends of the RF Power Combiner ports to

achieve calibration purposes and to ascertain the output power per LPWAN devices

will not overload the RF frontend of the SDRs, or damage the SDRs due to the direct

connection of high-power RF path.

To generate LPWAN annotated datasets, software written in GNURadio [34] Blocks
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Figure 4.5: Actual setup of Sigfox IQ dataset generation

and Python on the computer starts recording IQ data with the SDR tuned to a center

frequency fcsdr that is wholly covering the transmission frequency and bandwidth of

the LPWAN device and saving them to a file on the computer while instructing

individual LPWAN devices to transmit on a random frequency fcdev , with random

data bytes, power level and protocol parameters (if applicable). IQ samples from an

SDR device can be represented as:

x[n] = Re(x[n]) + j Im(x[n]) = I[n] + jQ[n] (4.1)

where, n is the IQ sample index and I[n] and Q[n] represent the real and imaginary

parts of the signal, respectively. Before the start and after the end of the transmis-

sion, relevant sample locations (n) in the IQ file will be marked in an annotation

file, along with the protocol parameters, power levels, and the SDR acquisition pa-

rameters, including fcsdr and the sample rate (SR) of the resulting IQ data. In the

current generated dataset, SR = 2Msps, and the value of fcsdr are 433.000MHz and
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Figure 4.6: IQ dataset processing pipeline

920.800MHz for LoRa and Sigfox datasets respectively. It is worth noting that the

differences of fcsdr have minimal impact on the resulting IQ dataset, as all of these

IQ files are baseband signals.

After an LPWAN packet transmission is completed, we sleep the modem of an indi-

vidual LPWAN device for a random amount of time before starting the process over

again. We deliberately do not avoid overlapping the signals in the frequency domain

from multiple LPWAN devices connecting on the same RF Power Combiner, since

we are providing annotations of the signals per IQ files, outlining the time-frequency

location of each LPWAN packet. As datasets for training and validation of ML mod-

els, this could help the model to adapt to overlapping of signals which is prevalent in

real-world environments with overlapping LPWAN signals in ISM bands.

As a result, we have generated 50 packets per IQ file and signal class. With a total

of 40000 packets across both LoRa and Sigfox classes, we have 400 IQ files per sig-

nal class. Each signal class bears LPWAN packets of randomized SNRs (SNR) of

SNR ∈ {0, 3, 6}dB. With Sigfox, packet length of 12 bytes of random data and band-

width (BWSigfox) of BWSigfox = 100Hz are applied due to protocol specifications.

For Lora, we have 8 ≤ PktLenlora ≤ 48 bytes and random data bytes. Additionally,

we also varied LoRa protocol-specific parameters: 0 ≤ PremLenlora ≤ 24 symbols;

6 ≤ SFlora ≤ 12; and BWlora ∈ {125, 250, 500}KHz. To further increase the avail-

able training and validation data for our proposed model, we will incorporate data

augmentation techniques against our generated datasets. We specifically choose to

add Additive White Gaussian Noise (AWGN) along with our generated dataset to

increase the robustness of the model and provide more variety of SINR combinations
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Figure 4.7: Original IQ and AWGN augmented datasets comparison

that are closer to real-world scenarios of coexisting LPWAN technologies with differ-

ent signal strengths and channel conditions. After adding AWGN to our IQ datasets,

these AWGN-added datasets, combined with the original datasets will be calculated

for STFT, then converted to spectrogram, and undergo power-law normalization be-
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fore feeding into the model for training and validation. The data augmentation and

dataset processing pipeline are outlined in Figure 4.6.

4.2.2.2 Data Augmentation with AWGN

To generate an AWGN with unity power, we can construct complex AWGN noise as:

w[n] =
N (0, 1) + jN (0, 1)√

2
(4.2)

where, N (0, 1) denotes a standard normal distribution with µ = 0 and σ2 = 1 To

obtain an AWGN noise-added signal, we can add the original IQ data with w[n],

scaled by the factor of α.

xnoisy[n] = x[n] +
√
α× w[n] (4.3)

In our work, we have chosen α ∈ {0.0001, 0.0002} to mix with the original IQ datasets.

For an original noise floor that is well below these chosen noise power levels, these

AWGNs will be the dominant noise in the IQ dataset, thus decreasing the SINR of

each LPWAN transmission. After this data augmentation step, the total number of

IQ files will be increased by the factor of 2, resulting in 1200 IQ files combined across

all signal classes. Selected visualization examples of the augmentation dataset versus

the original datasets of one of the signal classes are presented in Figure 4.7.

4.2.3 Processing of Training and Validation Dataset

As we require the time-frequency location of the LPWAN signals, STFT will be taken

on all of the IQ data. STFT operation on x[n] to produce X[k] can be expressed as:

X[k,m] =
kR+N−1∑
n=kR

x[n]W [n− kR]e−j 2πmn
N (4.4)

where,
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• k is the index of the time bin.

• m is the index of the frequency bin.

• W [n− kR] is the window function

• N is the FFT size, and in our case N = 2048 to balance computation efficiency

and frequency resolution.

• R is the hop size, and in our case R = N = 2048.

Here, we utilized blackman window in W [n − KR], which is given by the following

equation:

W [n] = 0.42 − 0.5 cos (
2πn

N − 1
) + 0.08 cos (

4πn

N − 1
) (4.5)

where, n is the sample index, and N is the total number of samples in the window.

After obtaining the STFT vectors, to determine the power of the signal and obtaining

a spectrogram, we can just square the magnitude of the STFT vector obtained in (4.4):

P [k,m] = |X[k,m]|2 (4.6)

Note that ∠X[k,m] is unaltered. It will be used directly as a learning and infer-

ence feature for the model. To increase the dynamic range of the spectrogram vector

P [k.m], we will apply power-law normalization, which can give the model a better

”visual representation” for learning, because Deformable DETR was originally used

in Image Detection Tasks, this would result in a more natural image look-alike spec-

trogram vector. This normalization step can be expressed as:

Pnormalized[k,m] = (
P [k,m] − min(P )

max(P ) − min(P )
)γ (4.7)

where, γ is the power law exponent, chosen as γ = 0.13 to highlight both strong and

weak LPWAN signals.

As the model presented in the later section requires running on a GPU for training

and validation, it is impossible to feed the whole STFT vector without splitting the
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Figure 4.8: Example of spectrogram sliding windows
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data. Hence, we have implemented a sliding window along the time-axis, allowing

splitting up the Spectrogram traces and allowing more positional combinations of the

LPWAN packets in the spectrum to train and validate the model. The sliding window

SW can be represented as follows:

SW [i, k,m] = Pnormalized[k,m] × rect( k−iSSW

min(LSW ,T−iSSW )
) (4.8)

where,

• i is the index of the sliding window.

• SSW is the step size of the window in terms of time bin indices. In our case, we

have set this to 1 second equivalent.

• LSW is the window length in terms of time bin indices. In our case, we have set

this to 3 seconds equivalent.

• T is the total number of time bins in Pnormalized (i.e. max(k) + 1).

• rect(n) is the rectangular sliding window function, as shown below in (4.9).

rect(n) =

1, if 0 ≤ n < 1

0, otherwise

(4.9)

The number of sliding windows is given by:

LenSW =

⌈
T − LSW

SSW

⌉
+ 1 (4.10)

The window length of 3 is chosen because it is desirable to have all of the LPWAN

packets in the dataset to be at least in view in one of the sliding windows. Since the

maximum on-air time of the LoRa packets in the datasets is 1.954 seconds, we chose

3 seconds to allow every LPWAN packet at least contained in a sliding window once,

with a step size of 1 second to avoid discontinuity among LPWAN signals. With 1200

IQ data files from the previous steps, we defined 80% of the data for training and
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20% of the remaining data for validation of the model. As a result, we have generated

a total of 32565 and 8196 Spectrogram sliding windows for training and validation

respectively. Examples of spectrogram sliding windows are shown in Figure 4.8.

4.2.4 Modified Deformable DETR Model Design

DETR [53] allows performing object detection by utilizing the transformer model and

attention mechanisms [54]. It primarily consists of the following components:

• Backbone: This component extracts features from high-resolution images into

lower-resolution activation maps.

• Transformer Encoder-Decoder: This component processes the flattened

activation maps and learns global dependencies through a self-attention mech-

anism, given by:

Attention(Q,K, V ) = softmax

(
QKT

√
dk

)
V (4.11)

where, Q denotes the queries, K denotes the keys, V denotes the values, and dk

is the dimension of the key vectors, which helps provide stability during train-

ing. Positional encodings are also fed into the encoder because the transformer

architecture is position invariant.

• Object Queries: These are learned embeddings that the decoder transforms.

These queries attend to the output of the encoder through a cross-attention

mechanism to generate class labels and bounding box coordinates through a

Feed Forward Network (FFN).

• Bipartite Matching Loss: This component involves matching predicted ob-

jects to ground truth objects using a bipartite matching algorithm. The pairwise

matching cost is given by:

σ̂ = arg min
σ∈SN

N∑
i=1

Lmatch(yi, ŷσ(i)) (4.12)
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where, σ̂ is the permutation of N predictions that minimizes the sum of the

matching costs, SN denotes the set of all permutations of N elements, yi are

the ground truth labels, and ŷσ(i) are the predicted labels permuted by σ. To

calculate the actual loss, we use LHungarian which is given by:

LHungarian(y, ŷ) =
N∑
i=1

[
− log p̂σ̂(i)(ci)

+1{ci ̸=∅}Lbox(bi, b̂σ̂(i))
] (4.13)

where, p̂σ̂(i)(ci) is the probability of the predicted class ci for the i-th ground

truth object, 1{ci ̸=∅} is the indicator function that is 1 if the ground truth class

ci is not an ’empty’ class (meaning no object), and Lbox is the loss for the

bounding box coordinates.

In Deformable DETR [52], it further enhances the original DETR implementation

by introducing deformable attention mechanisms, which was inspired by deformable

convolution [61], allowing sparse spatial sampling of input features. The deformable

attention mechanism attends to a selected group of sampling coordinates, acting as

an initial filter to highlight key elements from the entire set of feature map pixels.

The deformable attention mechanism can be modeled as:

DA(zq, pq, x) =
M∑

m=1

Wm

[
K∑
k=1

Amqk

·W ′
mx(pq + ∆pmqk)

] (4.14)

where,

• zq is the query feature at position q. This is the feature vector.

• pq is the reference point corresponding to the query position q.

• x is the input feature map.

• M is the number of attention heads.
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• K is the number of sampling locations for each attention head.

• Wm is the output projection matrix for m’th attention head.

• W ′
m is the input projection matrix for m’th attention head.

• Amqk is the attention weight at m’th attention head and k’th sampling location,

linear projected from zq.

• ∆pmqk the sample offset at m’th attention head and k’th sampling location,

linear projected from zq.

This can also be extended to multi-scale feature maps, which are usually obtained

from selected layers from the Backbone. The Multi-Scale Deformable Attention Mod-

ule can be modeled as:

MSDA(zq, pq, {xl}Ll=1) =
M∑

m=1

Wm

[
L∑
l=1

K∑
k=1

Amlqk

·W ′
mx

l(ϕl(pq + ∆pmlqk))

] (4.15)

where,

• {xl}Ll=1 is a set of L input feature maps at different scales.

• L is the number of scales (feature levels).

• K is the number of sampling locations for each attention head at each level.

• Amlqk is the attention weight at m’th attention head, l’th feature level, and k’th

sampling location, linear projected from zq.

• ∆pmlqk the sample offset at m’th attention head, l’th feature level and k’th

sampling location, linear projected from zq.

• ϕl(·) is the transformation function that maps coordinates from the query fea-

ture map to the l’th level feature map.
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Based on Deformable DETR, below we will present our modifications and enhance-

ments that allow our new model to accept spectrogram sliding windows outlined in

previous sections to perform classification and time-frequency localization of LPWAN

signals.

4.2.5 Resnet50 Backbone Modifications with Transfer Learn-

ing

In the original DETR [53] and Deformable DETR [52] implementations, the CNN

backbone utilized the Resnet50 [62] model for feature extraction. Resnet50 is also

used in some work as modulation pattern recognition [63], thus, it is possible to utilize

the same model to perform feature extraction on our spectrogram traces, without

implementing a new backbone from scratch. However, unlike normal images that

contain either 3 channels for RGB, or a single channel for greyscale images, our

spectrogram data contain 2 channels instead, which are the power-law normalized

power level and the STFT phase (Pnormalized and ∠X[k,m]). To expedite the training

process and reuse pre-existing weights, we employed transfer learning techniques and

modified the first Convolution layer (Conv2d) of Resnet50 from 3-channels input to

2-channels. After obtaining pre-trained weights of Resnet50 from PyTorch [64], we

simply calculate the mean of the original 3-channels weights and apply them to the

new 2-channels instead:

Wnew[:, j, :, :] =
1

3

2∑
i=0

Worig[:, i, :, :], for j ∈ {0, 1} (4.16)

where, i and j, are the indices of the original and new channels, respectively, and Worig

and Wnew denote the original and the new learnable weights. For the original first

Conv2d layer, stride is used to skip certain pixels (or time-frequency bins in our case)

to speed up training and validation time. It is expressed by Conv2dstride = (h,w)

where, h and w, denote the height and width for the convolution kernel to skip

when convolving the input spectrogram sliding window. By default, Resnet50 uses
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Conv2dstride = (2, 2). In our experiments, we varied this parameter to optimize fea-

ture extraction for narrowband signals for more frequency-domain details, especially

for ultra-narrow-band signal classes such as Sigfox, as it occupies only 1 frequency

bin before frequency expansion (see subsection 4.2.7).

4.2.6 Multi-Scale Deformable Attention with Attention Ra-

dius

The idea behind having deformable attention is to allow the model to attend to certain

sampling points that contain important features. However, by reverse thinking, we

can also explicitly instruct the model not to attend to certain locations if we have

prior knowledge of the nature of the application. In the case of LPWAN signals

that are located in Sub-GHz bands, especially in ISM bands, there is an allocation

bandwidth. To fully comply with relevant laws and standards, usually, the upper limit

of the signal bandwidth should be well within the band allocation bandwidth. For

instance, the maximum frequency of LoRa in the Sub-GHz band is 500KHz, while the

ISM band in ITU Region 1 is 1.74MHz. [65] With this as prior knowledge, when the

bandwidth of the SDR’s received baseband signal is higher than the possible LPWAN

signals, we can restrict the attention radius of the model for faster convergence of the

model. Recall in (4.14), we have Amqk which is the attention weight, describing the

importance of the sampling location k. We can define that for a certain attention

radius (r), we set Amqk to 0 when |(∆pmqk)y| < r, which means the resulting sampling

location pq + ∆pmqk is out of range (in the y-axis). This implies that the feature of

the specific LPWAN signal should not exist at those points, and therefore, the model

should not attend to them as they are irrelevant. Formally, to achieve this, we can
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modify DA in (4.14) as follows, we call this Deformable Radial Attention:

DRA(zq, pq, x, r) =
M∑

m=1

Wm

[
K∑
k=1

Amqk

·Mmqk(∆pmqk, r) ·W ′
mx(pq + ∆pmqk)

] (4.17)

where,

Mmqk(∆pmqk, r) =

1 if |(∆pmqk)y| ≤ r

0 otherwise

(4.18)

where, (∆pmqk)y, explicitly denotes the y-component (frequency axis) of ∆pmqk. Note

that renormalization is required if our mask has modified weights on the attention

head. This is because the sum of the attention weights has to be 1. (i.e.
∑K

k=1Amqk =

1). Formally, we can do this by:

A′
mqk =

Amqk ·Mmqk(∆pmqk, r)∑K
k′=1 Amqk′ ·Mmqk′(∆pmqk′ , r)

(4.19)

where, A′
mqk, is the renormalized attention weight Additionally, this modified algo-

rithm can also work on MSDA in (4.15), allowing the application of attention radius

across all feature levels, we call this Multi-scale Deformable Radial Attention

(MSDRA):

MSDRA(zq, pq, {xl}Ll=1, r) =
M∑

m=1

Wm

[
L∑
l=1

K∑
k=1

Amlqk

·Mmlqk(∆pmlqk, r) ·W ′
mx

l(ϕl(pq + ∆pmlqk))

] (4.20)

where,

Mmlqk(∆pmlqk, r) =

1 if |(∆pmlqk)y| ≤ r

0 otherwise

(4.21)

where, (∆pmlqk)y explicitly denotes the y-component (frequency axis) of ∆pmlqk.
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4.2.7 Expanding Bandwidth Annotations

Ultra-narrowband LPWAN signals such as Sigfox (100Hz in bandwidth) present

unique challenges due to their limited spectral footprint by occupying only about

1 frequency bin in the Spectrogram. This lack of dynamic range on the frequency

domain will negatively affect our model’s ability to learn. This problem is more

prevalent when Sigfox is using BPSK modulation, which implies each packet provides

little to no frequency variation which in turn, we can only rely on phase information

to determine Sigfox packets. We can indeed increase the frequency resolution by in-

creasing the FFT size (N), or reduce the baseband bandwidth by reducing SDR’s

sample rate (SR), but in this way, we are sacrificing the ability to receive multiple

LPWAN signals in-band for simultaneous time-frequency localization. Increasing N

will also affect the memory usage of the GPU, in which, we can only decrease LSW to

compensate. A simpler solution is to increase the bandwidth of these ultra-narrow-

band signals in our dataset annotations, which allows the model to not only learn

from the signal itself but also the surrounding blank space in the spectrogram. In the

case of Sigfox, the 100Hz packets are being deployed in a 192KHz wide band and a

100Hz channel within this 192KHz is randomly selected for uplink. To the best of our

knowledge, Sigfox did not release any information on whether there are guard bands

or gaps between these 100Hz sub-channels. Even if there are none, the probability

of one or more packets transmitting in the adjacent sub-channel at the same time is

low: P = 1/1920. Moreover, for cases where overlap happens, the number of non-

overlapping samples should be more than overlapping samples, which should produce

minimal impact on the model, and the advantages should be outweighed. Hence, two

versions of our model are being trained with two levels of increase in Sigfox bandwidth

annotation. BWsigfox ∈ {5000, 7000}Hz, corresponds to additionally include 2 and 3

frequency bins for both top and bottom in the bounding boxes, respectively.

With this Modified Deformable DETR with MSDRA in mind, we can now perform

LPWAN packets extraction by supplying continuous IQ data into the trained model
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as multiple sliding windows and obtaining the bounding boxes (i.e. time-frequency

locations) and the label of the LPWAN packets for subsequent preamble extraction

engine.
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4.3 Signal Filtering and Frequency Shifting

After we have obtained the time-frequency locations of the LPWAN packets, a band-

pass FIR filter will be applied followed by a down-sampling process.

Formally, individual LPWAN packets IQ data can be represented as:

x[n, k] = Re(x[n, k]) + j Im(x[n, k]) = I[n, k] + jQ[n, k] (4.22)

, where n is the LPWAN packet index, k is the IQ sample index in n and I[n, k] and

Q[n, k] represent the in-phase and quadrature parts of n LPWAN packet, respectively.

To decrease the data required for signal processing, while allowing higher frequency

resolution in the subsequent steps, the overall sample rate of the IQ data will be

reduced.

An FIR band-pass filter on the LPWAN packet n will first be designed:

hn[m] =
∞∑

k=−∞

H(ejω)ejωmdω (4.23)

, where hn[m] is the impulse response of the FIR filter for specific LPWAN signal,

and H(ejω) is the desired frequency response that encompasses the bandwidth of the

actual LPWAN signal. Then this filter is applied to the wide-band SDR baseband

signal:

y[n, k] =
M−1∑
m=0

h[m]x[n, k −m] (4.24)

, where y[n, k] is the filtered output for packet n, x[n, k] is the input signal, and M

is the filter order.

An example of a LPWAN Packet before and after filtering can be observed in Fig-

ure 4.9 and Figure 4.10.

The filtered LPWAN signal is then shifted to 0Hz by multiplying the frequency offset:

z[n, k] = y[n, k] · e−j2πfck/fs (4.25)
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Figure 4.9: LPWAN Packet Before Filtering
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Figure 4.10: LPWAN Packet After Filtering

, where z[n, k] is the new baseband signal, fc is the center frequency of the LPWAN

packet, and fs is the original sampling rate. An example of shifting to 0Hz can be
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seen in Figure 4.11.
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Figure 4.11: LPWAN Packet Centered at 0Hz After Filtering

4.4 Down-sampling

To reduce the sampling rate, which is subject to the Nyquist rate:

w[n, l] = z[n, kD] (4.26)

, where w[n, l] is the downsampled signal, D is the downsampling factor, and l =

⌊k/D⌋. The new sampling rate is subjected to the Nyquist rate: fs,new = fs/D ≥

2B, where B is the actual bandwidth of the LPWAN signal, to satisfy the Nyquist

criterion.
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4.5 Signal Comparison and Extraction Engine

This engine performs actual LPWAN packets IQ data comparison and preamble ex-

traction. To ascertain the consistency of the signal power of IQ data, Automatic Gain

Control (AGC) is used by iteratively applying the following algorithm to all input IQ

samples:

1. Apply current gain (initial gain is 1):

y[n] = G[n] · x[n] (4.27)

2. Calculate sample power:

|y[n]|2 = ℜ(y[n])2 + ℑ(y[n])2 (4.28)

3. Calculate error:

e[n] = |y[n]|2 −R2 (4.29)

, where R = 1 is the reference magnitude.

4. Calculate scaled error:

escaled[n] =
α2 · e[n]

α2 · |y[n]|2 + ϵ
(4.30)

, where α is the adaptation rate and ϵ = 1×10−10 is a small constant to provide

stability and to prevent division by zero.

5. Update gain:

G[n + 1] = G[n] · (1 − escaled[n]) (4.31)

6. Limit gain:

G[n + 1] = clip(G[n + 1], Gmin, Gmax) (4.32)

, where Gmin = 1 × 10−6 and Gmax = 65536 are the minimum and maximum

allowable gains, respectively.

46



4.5. Signal Comparison and Extraction Engine

After AGC, Short-Time Fourier Transforms (STFTs) are taken to generate spectro-

grams of individual LPWAN packets. STFT operation on x[n] (which is the down-

sampled w[n, l]) to produce X[k] can be expressed as:

X[k,m] =
kR+N−1∑
n=kR

x[n]W [n− kR]e−j 2πmn
N (4.33)

, where:

• k is the index of the time bin.

• m is the index of the frequency bin.

• W [n− kR] is the window function

• N is the FFT size, and in our case N = 2048 to balance computation efficiency

and frequency resolution.

• R is the hop size, and in our case R = N = 2048.

Here, Blackman window in W [n−KR] is utilized, which is the same given by (4.5).

After obtaining the STFT vectors in (4.33), to obtain a spectrogram, the magnitudes

of the STFT bins are squared:

P [k,m] = |X[k,m]|2 (4.34)

Aiming further aligning the LPWAN signals, cross-correlation is performed for two

LPWAN packet spectrograms:

Rx1x2 [l] =
∞∑

n=−∞

x1[n] · x∗
2[n− l] (4.35)

, where x∗
2 denotes the complex conjugate of x2. The peak magnitude of the output

is used to align both IQ data:

lpeak = arg max
l

|Rx1x2 [l]| (4.36)
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The second LPWAN signals are aligned to the first by shifting it by lpeak samples:

xaligned
2 [n] = x2[n + lpeak] (4.37)

For each pair of LPWAN packets, cosine similarity is calculated along the aligned

spectrogram to acquire the overall similarity metric along the frequency-time spec-

trogram plot: Let P1[k,m] and P2[k,m] be the aligned spectrograms of two LPWAN

packets, where k represents the frequency bin and m represents the time frame. For

a window of size WinSz, the cosine similarity at time index i is given by:

CS(i) =

∑K−1
k=0

∑WinSz−1
j=0 P1[k, i + j] · P2[k, i + j]√∑K−1

k=0

∑WinSz−1
j=0 P1[k, i + j]2

√∑K−1
k=0

∑WinSz−1
j=0 P2[k, i + j]2

(4.38)

, where K is the number of frequency bins, WinSz is the window size, and i ranges

from 0 to M −WinSz, with M being the total number of time frames. Finally, the

localization of the preambles are executed according to a certain similarity threshold

TSimStart, TSimEnd which denotes the threshold that considers the two LPWAN signals

started to be similar and dissimilar, respectively, from the aligned spectrogram plot.

To extract the preambles of two given LPWAN Packets, we simply extract by the

sample index that satisfies TSimStart, TSimEnd from the aligned packets.
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Experimental Results and

Discussions

5.1 Overview

In this chapter, we will demonstrate our experimental results and discussions. This

will be divided into two parts. Firstly, we will introduce the performance metrics of

the LPWAN packets extraction algorithm that uses our Modified Deformable DETR

and MSDRA. Then, we will evaluate the performance of our signal comparison and

preamble extraction engine.

5.2 Modified Deformable DETR with MSDRA

To evaluate the performance of our model, we have consumed the remaining 20% of

our dataset as an evaluation dataset. It consists of 8196 spectrogram sliding windows

containing 28503 and 28662 LoRa and Sigfox packets, respectively. It has been trained

with NVIDIA V100 GPUs with 50 epochs.
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Figure 5.1: Example of LoRa prediction
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Figure 5.1 and Figure 5.2 are examples of bounding box predictions from the model for

LoRa and Sigfox respectively to demonstrate the ability of the model to perform time-

frequency localization and classifications of LPWAN signals. To analyze the model’s

performance, similar to object detection tasks, we focus on its Average Precision

(AP) [66] and Average Recall (AR) metrics, given by a certain IoU (Intersection over

Union) threshold (0.5). We additionally introduce Y-AP and Y-AR metrics which are

the AP and AR respectively when only considering the Y-axis (the frequency axis)

IoU thresholds (Y-IoU). The replaced Y-IoU can be calculated by:

Y -IoU =
|Yp ∩ Yg|
|Yp ∪ Yg|

(5.1)

where,

• Yp is the predicted y-axis range (frequency axis)

• Yg is the ground truth y-axis range (frequency axis)

• |Yp ∩ Yg| is the length of the intersection of the predicted and ground truth

y-ranges

• |Yp ∪ Yg| is the length of the union of the predicted and ground truth y-ranges

In practical applications for technology classification and spectrum management, it

is more important to find out which band (i.e. channel) the LPWAN signal occupies,

rather than the exact location of the start of the packet in the time domain, since

often the specific LPWAN device will transmit in a fixed subset of frequencies in the

ISM bands. Introducing Y-AP and Y-AR provides a better picture of the capability

of the model to extract the frequency locations of LPWAN signals. Unless specified

otherwise, all AP, AR, Y-AP, and Y-AR are averaged over all classes.
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5.2.1 Time-Frequency Localization Performance

To evaluate the time-frequency localization performance of the model, we utilized AP

and AR metrics and compared them against different parameters for the model. More

specifically, we adjusted the Conv2dstride parameter where Conv2dstride ∈ {(1, 5), (2, 4), (2, 3)},

while keeping BWsigfox = {7000}Hz and MSDRA on. Overall performance in AP

and AR are presented in Figure 5.3, where a maximum AP of 77.62% can be ob-

tained with Conv2dstride = (1, 5). It appears that decreasing the stride amount in

the y-axis (frequency axis) can increase the AP of the model, the reason behind this

can be seen in Figure 5.4. In Figure 5.4, an interesting phenomenon can be ob-
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Figure 5.3: Time-Frequency Localization Performance

served, where, Conv2dstride = (2, 4), produces the best AP for LoRa signal instead.

This discrepancy came from the Sigfox class, while we have a better AP by using

Conv2dstride = (2, 4) for LoRa, using Conv2dstride = (1, 5) allows an even better in-
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Figure 5.4: Time-Frequency Localization Per-Class Performance

crease in AP in the Sigfox class, which outweigh the AP decrease in LoRa class and

increasing the overall class-averaged AP. This implies that LoRa (or relatively higher

bandwidth LPWAN signal) may not benefit from the finer details of frequency axis

details in the Backbone. On the contrary, ultra-narrow-band signals like Sigfox do

require high-resolution details in the frequency domain to extract fine details for the

model to converge. Interestingly, decreasing the x-axis (time axis) stride did not in-

crease the AP and AR and worsened the metrics. This suggests that careful balance

is required between the x and y axis of Conv2dstride and time-axis details are less

important than frequency-axis details, especially a decrease in the stride of the y-axis

will increase the amount of data in subsequent layers, for example, from h/2 to h/1

will increase the y-axis size of the output of Conv2d layer by 2, which in turn increase

the training time. At Conv2dstride = (1, 5), AP@0.5 for the LoRa signal class can still

achieve nearly 90% AP, which we believe the merits for ultra-narrow-band outweigh
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the disadvantages for relatively higher bandwidth LPWAN signals.

5.2.2 Frequency Localization Performance

The introduction of Y-IoU in (5.1) enables us to calculate Y-AP and Y-AR that

characterize the performance of the model in the Y-axis (frequency-axis). This would

give us a better picture of the frequency localization performance of the model. The

relevant metrics are presented in Figure 5.5 and Figure 5.6. Similar to the previous
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Figure 5.5: Frequency Localization Performance

subsection - subsection 5.2.1, the best result is achieved by Conv2dstride = (1, 5). The

metrics of Y-AP and Y-AR are higher than those of AP and AR (Y-AP > AP and

Y-AR > AR) in the previous section. Y-AP@0.5 for LoRa and Sigfox reaches 95.94%

and 74.23% respectively. The increase of Y-AP and Y-AR denotes that the model

has greater ability at frequency localization than time-frequency localization. This
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Figure 5.6: Frequency Localization Per-Class Performance

provides the feasibility of application in spectrum management for this model.

5.2.3 Performance Under Noise

To further find out how noisy environments impact the model performances, we iso-

lated out the AP values per class and per noise levels, as shown in Table 5.1. All

AWGN-free datasets yield AP values exceeding 90% and Y-AP values above 98%.

After adding AWGN noise into the dataset, it is obvious that large-bandwidth sig-

nals like LoRa are less susceptible to AWGN noise due to the fact that there are still

more frequency-axis features available for the model to perform LPWAN signal clas-

sification and time-frequency localization. One way to tackle this is by increasing the

number of STFT bins, which allows the model to learn more frequency-axis features

from ultra-narrowband signals. Details of this are outlined in the next section.
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Table 5.1: Comparison of AP values across different classes and noise levels

Class Metric

AP of

mixed

dataset

AP of

AWGN-free

dataset

AP of

AWGN-added

dataset

AP

Differences

after

AWGN-added

ALL
AP@0.5 77.6% 94.6% 70.7% -23.9%

Y-AP@0.5 85.1% 98.6% 80.0% -18.6%

LoRa
AP@0.5 88.3% 98.9% 84.1% -14.8%

Y-AP@0.5 95.9% 99.1% 94.2% -4.9%

Sigfox
AP@0.5 67.0% 90.3% 57.4% -32.9%

Y-AP@0.5 74.2% 98.1% 65.8% -32.3%

5.2.4 Classification Only Performance

To further extend the evaluation of the classification performance of the model, we

presented the confusion matrix for the two classes in Figure 5.7. Note that the reason

for the sum of the column is not 1.0 owing to the underprediction of the model,

where some of the ground truth labels were not detected. This issue is much more

prominent in Sigfox as the lack of frequency-axis features in the backbone and the

STFT bins is due to the ultra-narrow-band nature of the LPWAN packets. It is

desirable if more features can be extracted by the backbone from the frequency axis,

which could increase the performance of the model. To improve the performance of the

model to detect ultra-narrow-band signals like Sigfox, we could increase the amount

of information available in the frequency-axis, by sacrificing some time-axis features.

Originally, an STFT size of N = 2048 had been chosen to strike a balance between

time and frequency resolutions among large bandwidth signals and narrow bandwidth

signals, as well as computation time of performing the STFT operation itself, and

favor to LoRa signals which is a much more common LPWAN protocol. When we

set N = 4096 to favor more narrow band features, per-class AP of LoRa and Sigfox
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Figure 5.7: Confusion matrix of the model for classification

decreased from 89.5% to 86.9% (-2.6%) and increased from 66.9% to 72.6% (+5.7%),

respectively. Per-class Y-AP for LoRa and Sigfox also slightly decreased from 95.9% to

95.2% (-0.7%) and significantly increased from 74.2% to 80.2% (+6.0%), respectively.

Overall AP reaches 79.8% in this case. This results in an improved confusion

matrix which favours Sigfox predictions outlined in Figure 5.8.

5.2.5 Ablation Study

5.2.5.1 Multi-scale Deformable Radial Attention (MSDRA)

The modification of MSDA in (4.15) to MSDRA in (4.20) by adding attention radius

was supposed to expedite the model convergence when we have acquired prior knowl-

edge of the target spectrum environment where the LPWAN signals are located. All
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Figure 5.8: Confusion matrix of the model for classification with N = 4096

of the conducted experiments were carried out with MSDRA for a 250KHz attention

radius on the y-axis, because of the constraint of 500KHz maximum bandwidth of

LPWAN signals in ISM bands. Here, we will try to use the original MSDA without

any radial attention mechanism to study the impact of MSDRA on the convergence

of the model. As seen from Figure 5.9, when MSDRA is not used, AP and Y-AP

decreased by nearly 3% and 2.6% respectively. The model also converges faster with

higher (Y-)AP as early as at epoch 20 when MSDRA is used. Thus, we conclude

that MSDRA is essential and useful for processing LPWAN spectrogram data with

the possession of prior spectrum knowledge.
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Figure 5.9: Impact of AP when removing MSDRA

5.2.5.2 Expanding Bandwidth Annotations

In subsection 4.2.7, we have to expand the bandwidth of the Sigfox annotations to

allow the model to learn about frequency features around the Sigfox signal (e.g. noise

surrounded by the Sigfox signal). Note that when this modification is not added, the

AP of the Sigfox class drops significantly to near 0. This is due to the way that IoU

calculations work, where the model has to predict with 1-pixel accuracy, which results
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in a lack of dynamic range. If the prediction were off by 1 pixel in the y-axis, the IoU

would result in 0, because there would be no overlapping at all. The reason is that

the original Sigfox only occupies 1 bin, or more precisely about 0.1 bin because the

bandwidth of Sigfox is 100Hz, and the width of each Spectrogram bin for SR = 2MHz

with STFT N = 2048 is about 976.5625Hz. Thus, the lack of dynamic range coupled

with the fact that Sigfox uses BPSK with little frequency-axis variation results in poor

prediction results for Sigfox. Here, we try to use different Sigfox Bandwidth, as shown

in Figure 5.10. Improvements can be observed when we set BWsigfox = 7000, but

this only applies to Conv2dstride ∈ {(2, 4), (2, 3)}. For Conv2dstride = (1, 5), which is

the best parameter so far, we should keep BWsigfox = 5000. This means that when

more details exist in the frequency axis (i.e. lower Conv2dstride), it is possible to less

artificially increase the annotated bandwidth of the ultra-narrow-band signals. To

ensure the annotations are closer to reality, we can just use BWsigfox = 5000, with

finer details for Conv2dstride, allowing the model to learn the extra features around

the real Sigfox signal, increasing the dynamic range for (Y-)IoU calculations, while

keeping the annotations closer to reality.

5.2.6 Visualization of Radial Attention

To better demonstrate the impact of the addition of radial constraints in (MS)DRA,

Figure 5.11 visualizes the non-zero attention-weighted sampling locations for each

reference point in MSDA that contains at least one out-of-radius sampling location

in a random spectrogram sliding window. We define ”In-radius sampling points”

as those lying within a specific radius (≤ 250KHz), and ”Out-of-radius sampling

points” as those lying outside this radius.

This visualization clearly shows that, without radial constraint, some reference points

within a LoRa packet annotation attended to blank signal regions that are far away

from actual in-packet signal features. Additionally, many reference points outside
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any annotated regions attended to sampling locations of pure noise, resulting in noisy

reference points attending to noisy sampling locations. This behavior contributes

minimally to the model’s convergence and learning process.

Thus, by applying (MS)DRA, the model is constrained to focus only on meaningful

regions within specified radius. This targeted attention mechanism facilitates faster

convergence and improves the model’s overall accuracy by preventing attention from

being wasted on irrelevant or noisy areas.

5.2.7 Computational Complexity

It is also important to evaluate the computational complexity of the model, especially

if running at the edge with resource-constrained IoT devices is required. Note that

the addition of (MS)DRA essentially applies a lightweight mask towards the original

implementation of (MS)DA, which incurs limited additional asymptotic complexity

to the model. Based on the original complexity of (MS)DA [52], the complexity of

(MS)DRA can be given by:

O(NqC
2 + min(HWC2, NqKC2) + 5NqKC+

3NqCMK + NqK)
(5.2)

where,

• Nq is the number of queries;

• HxW is the height and width of the input feature map, respectively;

• C is the embedding dimension;

• K is the number of sampling points per query per attention head;

• M is the number of attention heads.
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The addition of NqK term accounts for the extra normalization step introduced in

(MS)DRA when an attention weight of a specific sampling point is modified by set-

ting it to zero due to being out of radius. This step ensures that the remaining

attention weights still sum to one after masking out out-of-radius points. However,

this normalization step has a negligible impact on the overall complexity as terms

involving H, W , Nq, K, and C remain dominant. On a separate note, decreasing

Conv2dstride values in the Resnet50 backbone increases the frequency resolution of

the feature map, which improves AP and Y-AP values, as demonstrated above. How-

ever, this comes at the cost of a larger input feature map (H and W ), leading to a

higher computational complexity.

In practice, MSDRA has tested on multi-generation old GPUs. With a single NVIDIA

GTX1070, inferences of each sliding window of 3 seconds (LSW = 3) with Conv2dstride =

(2, 4) and N = 2048 require approximately 0.875 seconds of GPU runtime, demon-

strating the feasibility of performing real-time inferences and highlighting the prac-

ticality of the proposed model. The computational bottleneck is more likely to arise

from the encoder layers with global attention mechanisms in the original transformer

model, which is inherently resource-intensive. If further decrease in computation com-

plexity is required, it is possible to decrease the number of attention heads, scales, and

sampling points to scale down the overall model, employ advanced feature extraction

techniques that reduce the dimension of input features, or simply decrease the STFT

resolution according to specific application needs. These approaches provide flexi-

bility for adapting MSDRA and Transformer models to more resource-constrained

environments, such as edge devices in IoT applications.

5.2.8 Real-world Datasets

To demonstrate the robustness of the proposed model with real-world scenarios, we

evaluated it using a real-world commercially available IoT device, a LoRa temperature
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sensor, transmitting in public ISM bands via actual antennas on both the transmitter

and receiver sides. It is important to note that the signals transmitted by the com-

mercial LoRa temperature sensor as shown in Figure 5.12 were not included in the

original training dataset, ensuring the model is inferring towards unseen real-world

LPWAN signals. Furthermore, we confirmed that the model and manufacturer of

the wireless modem Integrated Circuits (ICs) are different between the datasets: the

LPWAN dataset was generated using the ASR6501 modem, while the commercial

device uses the SX1268 modem. This ensures minimal correlation between signal fea-

tures from the same family of ICs. The dataset generation process also followed the

pipeline outlined in subsection 4.2.2, without any additional tuning or adjustments.

The LoRa packets transmitted by the temperature sensor were manually annotated

after being received by a HackRF SDR over-the-air, with a physical separation of

more than 20 meters within the same room without line-of-sight. The data collection

spanned over 17 hours, resulting in 1,048 individual LoRa packets being received and

annotated. Despite the model encountering entirely new data from a different device

in real-world conditions, it achieved an AP exceeding 90%. This performance is

comparable to the results obtained with the original LPWAN dataset, highlighting the

model’s robustness and generalization capabilities when applied to LPWAN signals

not seen during training.
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Figure 5.12: Commercial LoRa Temperature Sensor for Real-World Infer-

encing
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Table 5.2: Dataset description for each batch

Bandwidth Spreading Factor Preamble Length (Symbols) Number of Packets

125KHz

7
6 25

12 25

11
6 25

12 25

250KHz

7
6 25

12 25

11
6 25

12 25

500KHz

7
6 25

12 25

11
6 25

12 25

5.3 Signal Comparison and Preamble Extraction

Engine

To evaluate the performance of the proposed signal comparison and preamble extrac-

tion system, we have generated 10 batches of fully annotated LoRa signal datasets,

with each batch containing 300 LoRa packets varied in transmission power, frequency,

signal bandwidth, spreading factor, random data payload, and most importantly,

preamble lengths. Table 5.2 below describes the datasets for evaluation: Here are

the parameters supplied to the algorithm:

• AGC α = 1 × 10−8

• Cosine similarity matching window size WinSz = 32

• Cosine similarity similar thresholds TSimStart = 0.35, TSimEnd = 0.2
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Figure 5.13: Comparison and Extraction Example (BW=125KHz, SF=11,

Preamble Length=6), areas in red indicates detected preamble locations
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Figure 5.14: Comparison and Extraction Example (BW=125KHz, SF=11,

Preamble Length=12), areas in red indicates detected preamble locations
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All of the LPWAN packets of the same class are supplied to the system for comparison,

resulting in 300 comparisons for each class. To evaluate the performance of the system,

we calculated the Intersection over Union (IoU) against the preamble range of the

ground truth of the actual common prefix of the LPWAN signals, which is given by:

IoU =
|P ∩G|
|P ∪G|

(5.3)

,where P denotes the prediction interval, G the ground truth interval, | · | denotes

the length of the interval. Two IoU thresholds are selected t ∈ {0.5, 0.75}, and their

Average Precision (AP) is calculated by:

AP =
N∑
k=1

P (k) · ∆R(k) (5.4)

where:

• N is the total number of predictions.

• P (k) =
∑k

i=1 ⊮[IoUi≥t]

k
is the precision at position k.

• R(k) =
∑k

i=1 ⊮[IoUi≥t]

N
is the recall at position k.

• ∆R(k) = R(k)−R(k− 1) is the change in recall between position k and k− 1.

• ⊮[IoUi ≥ t] = 1 if IoUi ≥ t, 0 otherwise.

For each signal class, the AP is given in Table 5.3. Example comparison and extraction

results can be found in Figure 5.13 and Figure 5.14. For narrow-band signals, AP of

above 95.6% can be observed, especially for longer preamble lengths and spreading

factors because of more time-axis features. If the signal is higher in bandwidth (i.e.

500KHz), there is a drop in AP which indicates the frequency-axis features do not

benefit from the increasing amount of data. This is anticipated as larger bandwidth

signals result in higher noise power (AWGN in this case), which reduces correlation.

Moreover, these signals could also dilute the usable features as a fixed number of
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Table 5.3: AP of each classes

Bandwidth Spreading Factor Preamble Length (Symbols) AP@0.5 AP@0.75

125KHz

7
6 95.67% 75.33%

12 98.33% 84.00%

11
6 100.00% 96.33%

12 100.00% 96.33%

250KHz

7
6 97.67% 79.67%

12 99.33% 85.67%

11
6 99.67% 94.67%

12 100.00% 94.67%

500KHz

7
6 74.00% 56.00%

12 78.33% 64.33%

11
6 89.00% 71.67%

12 83.67% 73.67%

STFT bins is used in correlation. In general, this algorithm shows promising results in

localizing and extracting LPWAN preambles that bear different protocol parameters,

bandwidth, and preamble lengths.
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Future Work

There are limitations of current work that can be improved in the future.

• Phase Information: Currently, we have only utilized phase information to

perform LPWAN IoTWP packets extraction. For our signal comparison and

preamble extraction engine, we assume frequency-varying signals. This is due

to the complexity of the algorithm, in which, for phase modulated signals (e.g.

ultra-narrow band Sigfox signals), additional multiple blocks have to incorpo-

rated such as coarse and fine frequency offset estimation, phase offset estimation

with costas loop, and with a lot of prior knowledge, including the symbol rate

of the target signals, which contradicts with our assumptions that requires as

minimum prior knowledge as possible. It is possible to train another Machine

Learning model for such tasks, but this would change our engine requiring pre-

labelled datasets, which undermine the flexibility of the system.

• Performance Improvement: The Modified Deformable DETR works great

on LoRa signals with over 90% accuracy. However, for Sigfox signals that are

ultra-narrowband, we can only obtain near 70% accuracy. As demonstrated in

the experimental results section above, we can optimize the model or modify the

existing backbone of the model to learn finer details for ultra-narrowband sig-
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nals. However, doing so may lose the ability of the application transfer learning

if the model architecture has been modified tremendously. In the future, instead

of using the transformer model and attention mechanisms, we may explore var-

ious machine learning techniques to build a light-weight model to perform these

LPWAN signal classification and time-frequency localization tasks. For the sig-

nal comparison and preamble extraction engine, we may further increase the

AP of the algorithm for example, by utilizing multi-scale architecture similar in

MSDRA and compare multiple features, at the expense of computational costs.

• Diversify Our Training and Testing Set: Although we have considered

LoRa protocols with multiple preamble lengths, spreading factors, bandwidths,

packet lengths and transmission frequencies, we hope to incorporate more LP-

WAN IoTWPs. This can further build a database containing multiple LPWAN

IoTWPs for signal identification purposes and reverse engineering intentions.

• Testing Preambles on Attacks and Defenses: The goal of performing

LPWAN signal detection and the subsequent preamble extractions is to support

preamble based attacks and defenses. In the future, we could expand our work

by utilizing the output of the preamble locations and the extracted preambles

to perform these kinds of novel attacks and defenses.

• Alternate Learning Algorithms: We presented a (supervised) machine learning-

based algorithm for LPWAN IoTWPs technology classification and time-frequency

localization. In the future, we plan to look into light-weight unsupervised learn-

ing techniques and compare their performance with the current approach. Like-

wise, we also proposed an algorithm to perform preamble localization and ex-

traction, in which in the future it might also be worth comparing its perfor-

mance against machine-learning based algorithms, although this might require

annotated preamble location datasets for training.
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Chapter 7

Conclusion

In this thesis, we devised a system that contains a signal comparison and pream-

ble extraction engine that allows preamble localization and extraction on arbitrary

frequency-varying LPWAN IoTWP signals. The engine itself does not require any

labeled training datasets, in which we utilized methods involving Short-Time Fourier

Transform (STFT), Spectrograms, Cross-Correlation (XCorr) and cosine similarity

techniques to extract common prefixes in LPWAN packets. With these preambles

localized and extracted, it enables preamble-based IoT wireless protocols attacks and

defenses. We experimented on multiple frequencies, bandwidth, and protocol pa-

rameters of LoRa packets and discovered that over 95.6% AP can be achieved with

narrow-band signals. In the future, we plan to extend the algorithm to more real-

world LPWAN technologies, especially those that are not frequency-varying in nature,

like Phase-Shift Keying (PSK). We believe that the existing phase information inside

the spectrogram can be obtained and used against preamble extraction, given that the

original phase and frequency offset are correctly compensated. We will also explore

a hybrid lightweight ML approach that combines the current algorithm to further

enhance this system, especially for signals that are larger in bandwidth.

In addition, before feeding LPWAN Packets into the signal comparison and preamble
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extraction engine, LPWAN Packets have to be classified and time-frequency local-

ized. Without hand-crafting specific models, we have also proposed a customized

Deformable DETR-based model with a custom deformable attention module with

radial constraint - Multi Scale Deformable Radial Attention (MSDRA) to classify

LPWAN technologies with time-frequency localization. The custom modifications

essentially converted the original purpose of the model for image detection to LP-

WAN signal detection, allowing the model to accept spectrogram traces obtained

from STFT of SDR IQ data to perform classification and time-frequency localiza-

tion. The IQ datasets captured by Software Defined Radios for this work contain

two sub-GHz signal classes with narrow-band technologies. These annotated datasets

have gone through data augmentation steps and are further processed to produce

spectrogram sliding window traces that can be fed into our model for training and

validation. In the experiments, our model localized and classified LPWAN signals

in the spectrogram traces, achieving an AP of 77.6% and 79.8% for N = 2048 and

N = 4096, respectively at IoU@0.5 in the validation set. For LoRa and Sigfox, per-

class AP can reach 89.5% and 66.9% respectively, and per-class Y-AP at 95.9% and

74.2% respectively. Additionally, we tested the model’s robustness by training it with

the custom LPWAN dataset generation pipeline and inferring on real-world commer-

cially available IoT devices, ensuring the model is applicable in real-world scenarios.

Although the modification of (MS)DRA spans from (MS)DA and incurs minimal ad-

ditional computational complexity, it still heavily relies on the original Transformer

model which could still require a global attention mechanism on the encoder lay-

ers. In future work, we plan to extend the annotated datasets to more real-world

LPWAN technologies across ISM bands. We will also explore a new ML-based ap-

proach toward LPWAN technology classification with time-frequency localization.

For example, to detect ultra-narrow-band LPWAN signals, we will modify the STFT

processing pipeline with an adaptive number of STFT bins, to incorporate more fine

signal details for feature extraction to the model. It is also worth investigating in non-

transformer-based models which could further decrease the potential computational
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Chapter 7. Conclusion

complexity from encoder layers. Last but not least, we ultimately plan to propose a

low-cost federated LPWAN signal detection network on the edge.
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