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Abstract

In recent years, autonomous driving technology has been rapid advancements and has
become a critical development in next-generation vehicle technology. Autonomous vehi-
cles (AVs) require centimeter-level positioning accuracy for safe navigation. With the rapid
advancement of autonomous driving technology, research on spoofing attacks against the
multi-sensor fusion (MSF) systems of AVs has garnered widespread attention. Spoofing
attacks refer to the behavior of transmitting false signals to satellite receivers. The navi-
gation systems of AVs typically consist of multiple sensors, including light detection and
ranging (LiDAR), inertial navigation systems (INS), and global navigation satellite systems
(GNSS). MSF systems can suppress spoofing signals, thereby increasing the difficulty of
successfully executing spoofing attacks on AVs. In-depth research on spoofing technology
can effectively expose existing vulnerabilities in the field of AVs, which is of great signifi-
cance for advancing anti-spoofing technology for AV navigation in complex environments.

Current research primarily focuses on generating GNSS spoofing signals and design-
ing and defending spoofing algorithms based on GNSS/INS integrated navigation systems.
However, prior studies have not provided a detailed analysis of spoofing MSF behavior,
such as the development of analytical models and error mechanism analysis. Since the
navigation systems of AVs are typically composed of multiple navigation sensors, tradi-
tional spoofing methods are easily detected by the system, resulting in failed deception
attempts. AVs may operate in diverse geographical and weather environments. Conven-
tional approaches have not fully evaluated the effectiveness of spoofing, and there is an
issue of indiscriminately broadcasting spoofing signals. Therefore, in response to these un-
resolved challenges, this thesis conducts in-depth research. The main research content is
as follows:

Targeting the issue of traditional error propagation models based on Kalman filters,
which are complex in derivation due to differences in sensor update frequencies and nu-
merous inversion operations, and where the mathematical relationship between state errors
and system parameters is unclear under spoofing attacks, this study investigates a state error
mechanism based on a lightweight information filter model. First, considering the impact
of varying sensor update frequencies, an error state Kalman filter analytical model is es-
tablished. The measurement update processes of GNSS and LiDAR, as well as the INS
state recursion process, are derived. The primary factors leading to increased state errors
are analyzed. In addition to the initial state covariance matrix and LiDAR uncertainty, the
uncertainty of GNSS and the update frequency of measurement sensors are also key factors



affecting the spoofing success rate. To avoid the complex inversion operations in multiple
LiDAR measurement updates within one GNSS update cycle, an analytical model based
on a lightweight information filter is established. Finally, the state error vector update pro-
cess is transformed into an information vector update process, and inversion operations in
the information vector update process are avoided by disregarding the INS recursion up-
date process. The state error propagation model has a clearer mathematical expression,
intuitively reflecting the mathematical relationship between state errors and system param-
eters, thereby providing a theoretical foundation for research on spoofing technology in
navigation systems across various environments.

Addressing the challenge that traditional spoofing methods struggle to adapt spoofing
parameters according to spoofing effects, resulting in low spoofing success rates, a covert
spoofing method based on a fuzzy inference model is proposed. This method involves
monitoring the target AV, calculating real-time position error feedback adjustment factors,
constructing fuzzy knowledge bases and fuzzy rules, and dynamically adjusting spoofing
parameters using the multi-Zadeh method to improve spoofing success rates. By compar-
ing position error feedback adjustment factors before and after real-time adjustments, the
method determines whether the spoofing process has triggered the take-over effect. If the
take-over effect is triggered, constraints on the maximum values of spoofing parameters
are enforced. Real-world data test results demonstrate that the proposed method achieves
a spoofing success rate 5% higher than traditional methods in typical test scenarios.

Regarding the issue that traditional spoofing technologies do not evaluate the effec-
tiveness in complex geographical and adverse weather conditions and blindly launch spoof-
ing attacks, this study investigates a spoofing effectiveness evaluation method based on
sensor uncertainty estimation. For complex geographical scenarios, a three-dimensional
building model of the target area is constructed. A sky visibility mask is generated based on
the maximum elevation angle edge of the building model, and sky visibility and the num-
ber of visible satellites are estimated. A kernel partial least squares nonlinear regression
model is established to estimate GNSS uncertainty, analyzing the relationship between sky
visibility and spoofing success rates. For various weather scenarios, the impact of weather
on LiDAR performance is evaluated through meteorological pulse response functions at
different weather levels, including rain, snow, and fog. A LiDAR uncertainty estimation
method based on a B-spline regression model is developed, and the relationship between
different weather levels and spoofing success rates is quantitatively analyzed. The results
indicate that the proposed method can evaluate whether the AV’s environment is conducive
to spoofing. Real-world data test results show that in different geographical scenarios,



when the proposed method determines the scenario is easy, the spoofing success rate ex-
ceeds 70%, outperforming traditional methods. In various weather scenarios, when the
proposed method determines that the scenario is easy, the spoofing success rate exceeds
57%.

This study provides a theoretical foundation for designing defense algorithms in the
event of potential malicious spoofing attacks, facilitating further research into GNSS anti-
spoofing algorithms. Thereby, it enables vehicles to implement proactive measures, such
as activating emergency plans, slowing down, or even stopping in the event of safety risks.
Immediate restoration of MSF system performance ensures vehicle safety and reduces the
risk of catastrophic traffic accidents. Ultimately, this study ensures the safety of the MSF
system in various scenarios.
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Chapter 1

Introduction

1.1 Research Background and Motivation

With the innovation of autonomous vehicles (AVs) and the continuous breakthroughs
in key technologies, their role in future human life is gradually increasing. As AVs develop,
ensuring their safety becomes increasingly important. In recent years, spoofing technology
targeting navigation and localization systems has garnered significant attention from re-
searchers as a critical threat to these systems.

Spoofing attacks refer to the broadcasting of false global navigation satellite system
(GNSS) signals by a spoofing source to a target receiver, infiltrating the receiver’s signal
acquisition and tracking loop module and deceiving the target receiver into localizing to an
erroneous location. Existing spoofing attack techniques inadequately investigate the error
transfer mechanism of multi-sensor fusion (MSF) systems. Thus, analyzing the state error
transfer mechanism under spoofing attacks in depth to identify key influencing factors for
successful spoofing is of great significance.

The navigation system of AVs typically comprises multiple navigation sensors, and
MSF systems can effectively detect and suppress spoofing signals through defense algo-
rithms. Therefore, improving the covertness of spoofing technology is crucial for effective
deception. Additionally, AVs can localize the orientation and position of spoofing sources
using spoofing source localization technology. Broadcasting spoofing signals under unsuit-
able conditions may expose the spoofing source, threatening its security. Hence, selectively
broadcasting spoofing signals to avoid detection by AVs is crucial for ensuring successful
spoofing rates.

However, research on spoofing techniques for AV MSF systems remains inadequate.
In terms of error transfer modeling under spoofing attacks, existing techniques lack suf-
ficient study on MSF error transfer models. Regarding covert spoofing techniques, the
key lies in dynamically adjusting spoofing parameters to enhance covertness and reduce
detection risks. With respect to spoofing effectiveness evaluation, AVs operate in diverse
geographical and weather environments. Evaluating the effectiveness of spoofing in these
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scenarios to improve success rates remains a technical challenge. Therefore, the above
issues remain technical challenges in the field of spoofing attacks.

This thesis begins with the demand to improve the spoofing success rate on AVs. We
first research the error mechanism of spoofing attacks, considering the influence of dif-
ferent sensor update frequencies. We then establish the Kalman filter analysis model of
the error state and the lightweight information filter analysis model and analyze the main
factors leading to state error under spoofing attacks in detail. The state error transfer mecha-
nism under a spoofing attack is studied in detail, and the main factors leading to state errors
under a spoofing attack are analyzed. Then, we present a covert spoofing method based
on a fuzzy inference model, dynamically adjusting the spoofing parameters according to
the state change of the target AV to improve the spoofing success rate. Finally, a spoof-
ing effectiveness assessment method based on sensor uncertainty estimation is proposed to
evaluate the difficulty of spoofing in various geographic and weather scenarios by estimat-
ing the uncertainty of navigation sensors, thereby avoiding the implementation of spoofing
attacks in high-spoofing-difficulty scenarios. In summary, this thesis presents additional
strategies and foundations for researching spoofing technology for AVs in complex envi-
ronments, thereby providing a stronger theoretical basis for AV anti-spoofing technology
research.

1.2 Review of Related Research

Spoofing attack technology involves a spoofing source broadcasting false satellite sig-
nals to a target receiver, infiltrating the receiver’s baseband signal processing module, and
guiding the target to an erroneous location [1, 2, 3]. This thesis reviews the current research
status of spoofing technology in the following aspects: spoofing attacks on AV MSF sys-
tems, covert spoofing techniques, and spoofing effectiveness evaluation.

1.2.1 Review of Spoofing Attacks on AV MSF Systems

Due to cost constraints and positional accuracy requirements, AV navigation and posi-
tioning systems commonly integrate GNSS, INS, and LiDAR [4, 5, 6]. AV systems estab-
lish high-accuracy and high-reliabilityMSF frameworks, leveraging the advantages of each
sensor to achieve efficient fusion of multiple navigation sensors, thereby improving navi-
gation accuracy and robustness [7]. As the core of AV navigation and positioning systems,
MSF systems provide real-time high-accuracy and high-reliability positioning results. In
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recent years, with the rapid development of military and civilian AV industries, MSF algo-
rithms based on Kalman filter models have been widely adopted [8, 9]. These algorithms
fuse navigation information frommultiple sensors using recursive error formulas to achieve
optimal estimation of navigation state parameters, ultimately yielding high-precision navi-
gation results [10].

Although various MSF frameworks exist, including factor graph optimization [11, 12,
13], all-source navigation systems [14, 15, 16], and artificial intelligence-based navigation
systems [17], their computational complexity is relatively high [18]. Due to limited com-
putational resources within AVs, Kalman filter-based MSF algorithms remain widely used
in practical applications. Examples include the Autoware and Apollo frameworks, which
are widely used self-driving frameworks currently [19].

Shinpei Kato of Nagoya University developed the Autoware Autonomous Driving
Platform, the world’s first open-source AV software [20, 21]. Its first version was released
in 2015, built on the ROS platform. The framework is primarily suited for urban environ-
ments but also covers other geographical areas such as highways and suburbs. The pur-
pose of developing the Autoware platform is to provide a simulation environment based
on navigation data for users without AVs, enabling them to formulate safety measures be-
fore on-site testing and assess potential risks. The architecture and interaction interface of
Autoware are shown in Fig. 1.1 [22].

Figure 1.1: The architecture and interaction interface of Autoware

In 2017, Baidu released the Apollo platform to help automotive industry partners and
autonomous driving developers rapidly build fully autonomous driving systems [23]. The
platform provides access to sources of environmental perception, path planning, vehicle
control, and vehicle operating systems, offering comprehensive development and testing
tools [24].

AVs require MSF systems to achieve centimeter-level positioning accuracy. GNSS,
as a critical source of absolute navigation information, plays an indispensable role in AV
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navigation and positioning systems [25, 26]. Spoofing attacks aim to induce AVs to devi-
ate from their intended lanes or even drive off course by broadcasting false GNSS signals,
causing incorrect positioning estimates and potentially leading to traffic accidents [27, 28].
Most current research on spoofing attack techniques focuses on generating spoof signals
and designing and defending spoofing algorithms based on combined GNSS/INS naviga-
tion systems [29]. Research on spoofing attack techniques for AVMSF systems remains in
its infancy.

To achieve spoofing attacks on MSF systems, advanced spoofing techniques are typ-
ically employed. Radio frequency (RF)-based spoofing attacks are highly covert and com-
plex, making them difficult for target receivers to detect and prevent [30]. First, transmitters
deployed for spoofing attacks need to be considered, including the number of transmitters
and their spatial locations. Attackers capture real GNSS signals, copy, modify, or delay
them, and forward these modified signals to the target receiver, forcing it to lock onto the
false signals [31]. Once captured, the attacker strategically manipulates the target receiver’s
navigation information, including position, velocity, and time. To achieve effective spoof-
ing attacks, the forged RF signals must be highly synchronized in time with real GNSS
signals, which typically requires attackers to possess precise time control capabilities and
advanced signal processing techniques [32, 33]. However, many current spoofing attack
algorithms may fail to spoof MSF systems, even after successfully spoofing GNSS, due to
the presence of other sensors, such as INS and LiDAR. Industrial-grade MSF frameworks
(e.g., Baidu Apollo) are inherently robust and highly resistant to GNSS spoofing attacks,
representing a current technical challenge for spoofing attacks on MSF navigation systems
[34, 32].

In 2020, researchers at the University of California, Irvine, conducted the first study
on AV MSF system spoofing technology and designed a GNSS/SINS/LiDAR-based MSF
spoofing algorithm ‘Fusion-ripper’ [35, 36]. The algorithm analyzes potential vulnerabil-
ities of AV MSF systems, such as external attacks or interferences (e.g., hacker attacks,
malware), which may disrupt system operation, leading to data leakage or system crashes.
A spoofing model based on maximizing lateral deviation is designed, implementing spoof-
ing attacks on AVs in two stages: vulnerability analysis and enhanced attacks, as shown
in Fig. 1.2 . Security thresholds are set for each stage, with the technical means essentially
involving constant-value and exponential-value spoofing on the MSF system. Real-world
test data verifies that the Fusion-ripper spoofing algorithm can exploit vulnerabilities in
MSF systems to achieve successful spoofing.
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Figure 1.2: Fusion-ripper spoofing algorithm diagram

The analysis indicates that the key to the model’s success lies in triggering the take-
over effect. During spoofing attacks on GNSS/SINS/LiDAR-based MSF systems, GNSS
input signals become the primary Kalman filter quantitative information update source for
the navigation system. Meanwhile, LiDAR positioning results are mistakenly detected as
outliers by the MSF system’s defense algorithm and are no longer corrected due to GNSS
spoofed signals. This is referred to as the take-over effect. The take-over effect funda-
mentally violates the design principle of AV MSF systems, which aim to fuse multiple
navigation information sources to achieve higher robustness and accuracy. Using spoofing
success rate as the evaluation metric, final simulation tests demonstrate that the method
achieves a spoofing success rate exceeding 91% under generalized test conditions and over
74% under high GNSS uncertainty settings.

However, the Fusion-ripper spoofing attack algorithm has shortcomings in establish-
ing the error transfer model. The scheme simplifies the analysis of error mechanism mod-
els. It neglects the differences in update frequencies of each sensor in actual MSF systems,
leading to incomplete analysis of the state error transfer mechanism. Consequently, some
key influencing factors are not reflected in the final results.

1.2.2 Review of Covert Spoofing Techniques

Covert spoofing techniques ensure that spoofing signals sent during attacks are diffi-
cult for the target system to detect. Improving covertness is critical for spoofing technology.
If spoofing signals are detected, the target may increase vigilance, reduce the credibility of
GNSS signals, or discard them entirely in subsequent navigation processes, thereby compli-
cating subsequent spoofing attempts. Additionally, upon detecting spoofing interference,
the target can localize the spoofing source using techniques such as direction of arrival
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[37], time difference of arrival [38], signal propagation correction [39], and received signal
strength[40], etc., potentially exposing the spoofing source’s location.

Covert spoofing techniques require precise information about the spoofing target to
avoid triggering alarms. However, in real-world scenarios, especially at long distances,
these conditions are often unmet. In designing covert spoofing frameworks for GNSS
receivers, a spoofing framework capable of real-time, covert GNSS spoofing is devel-
oped. This framework adjusts key parameters of the spoofed signal, including code phase,
Doppler shift, signal strength, and navigation data bits [41]. Its observation module, com-
prising a LiDAR and an attitude heading reference system, provides complementary in-
formation to validate the effectiveness of spoofing. Real-world spoofing experiments on
GNSS receivers demonstrate the actual threat of this covert spoofing framework to GNSS.

Different covert spoofing schemes have been designed for various application back-
grounds. In the context of unmanned aerial vehicles (UAVs), covert spoofing algorithms for
GNSS/SINS navigation systems have been proposed to mislead target UAVs to incorrect lo-
cations [42, 43]. The algorithm theoretically proves that when the acceleration component
of the false GNSS signal is used as the difference between the UAV’s current acceleration
and the spoofing control input, the UAV can be spoofed. To avoid detection of spoofing sig-
nals or UAV crashes during spoofing, the algorithm requires the spoofing trajectory planned
by the source to change slowly relative to the UAV’s predefined reference trajectory. Sim-
ulation results validate the effectiveness of the UAV covert spoofing algorithm. However,
this method focuses solely on UAV position without fully considering the effects of veloc-
ity and attitude on spoofing attacks. To address this, a covert spoofing method based on a
steady-state gain matrix is proposed [44]. This method explores the mechanism of spoofing
signals affecting the position output of the integrated GNSS/SINS navigation system, ana-
lyzing the impact of spoofing signals on the attitude and velocity outputs of the navigation
system. It introduces velocity and attitude error-related constraints, determines the GNSS
exponential spoofing signal model that meets covertness requirements and achieves covert
directional spoofing of target unmanned platforms. Essentially, this method employs a two-
parameter adjustable exponential spoofing signal for directional spoofing attacks. In 2024,
researchers from the Beijing Institute of Technology proposed a new covert spoofing algo-
rithm for UAV-integrated navigation systems, incorporating deep reinforcement learning
to dynamically solve effective navigation spoofing positions in real time [45]. To ensure
the generated navigation spoofing positions meet covertness requirements, the algorithm
achieves a spoofing success rate exceeding 68% under noise levels below std6.

UAVs typically integrate both GNSS and SINS navigation sensors, making spoofing
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more challenging. However, these studies provide a technical foundation for developing
covert spoofing techniques against UAVs. In research on covert spoofing attacks on un-
manned surface vehicles (USVs), scholars have proposed spoofing techniques for USV
MSF systems [46]. USV navigation systems include GNSS, LiDAR, SINS, and other sen-
sors. Researchers analyzed how spoofing affects the automatic guidance, navigation, and
control systems of USVs. A comprehensive spoofing scheme for USVs was designed, es-
tablishing five spoofing modes: constant lateral deviation spoofing, slow-varying lateral
deviation spoofing, constant latitude deviation spoofing, slow-varying latitude deviation
spoofing, and replay spoofing. The study detailed how spoofing navigation estimates affect
the closed-loop control loop of USVs. Comparing USV localization profiles in spoofing
and safety scenarios revealed that spoofing signals were undetectable by the USV system.
The spoofing scheme successfully deviated USVs from their intended trajectories, validat-
ing its effectiveness. Although this research differs in application background from AV
MSF system spoofing, it offers valuable insights for algorithm design in AV MSF system
spoofing attacks.

In the context of land vehicle spoofing, researchers have developed various spoofing
trajectory design schemes to reduce the likelihood of detection by target systems during
satellite signal spoofing. Some scholars have proposed spoofing algorithms demonstrat-
ing that spoofing sources can successfully mislead land vehicles to locations far from their
intended destinations without triggering system alerts [47]. By leveraging urban road net-
work rules, the ‘ESCAPE’ algorithm generates potential spoofed routes with given start and
end points, constructing a graph model of the road network and conducting active spoofing
attacks to deceive target vehicles into traveling to potential destinations [48]. This algo-
rithm can generate highly plausible spoofed trajectories even when navigation information
is provided by SINS sensors, making integrated GNSS/SINS navigation systems vulnera-
ble to spoofing. Similarly, to ensure spoofing signals remain undetected by target vehicles,
the spoofing algorithm in [49] builds a graph model of the road network, offering signifi-
cant flexibility to the spoofing source. Even when target vehicles use SINS-assisted GNSS
for trajectory tracking and navigation, the system does not raise alarms. Experimental val-
idation and evaluation of spoofing attack impacts in over 10 cities worldwide show that
spoofing sources can lure target vehicles up to 30 km away from their real destinations
without triggering onboard security defense systems. In [50], the effect of satellite navi-
gation spoofing attacks on land vehicle navigation system parameters is analyzed, and the
maximum spoofing offset is calculated while maintaining spoofing covertness. This value
serves as the maximum distance for target point searching and determines path searching
and matching constraints. Finally, a breadth-first search algorithm is used to obtain spoofed
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satellite signals that satisfy the constraints, achieving a spoofing success rate of over 83%
in real-world tests.

For AVs, GNSS serves as a critical source of absolute navigation information, playing
a significant role in AV navigation and localization systems. The goal of spoofing attacks
is to induce AVs to deviate from their intended trajectories by broadcasting false GNSS
signals, causing incorrect positioning estimates and potentially leading to traffic accidents
[51]. Factors such as the number of transmitters and their spatial deployment locations need
to be considered [52]. Spoofing sources capture real GNSS signals, duplicate, modify, or
delay them, and relay them to the target receiver, forcing it to lock onto the false signals
[53]. Once the spoofed signals are captured, the spoofing source’s objectives dictate how
it manipulates the target receiver’s navigation information, including position, velocity,
and time. To achieve effective spoofing attacks, the spoofing source must ensure that the
forged signals are highly synchronized in time with real GNSS signals, requiring precise
time control and advanced signal processing capabilities. However, many current spoofing
and jamming algorithms may fail to spoof MSF systems, even after successfully spoofing
GNSS, due to the presence of positioning sensors such as SINS and LiDAR. Industrial-
grade MSF frameworks (e.g., Baidu Apollo) are inherently robust and highly resistant to
GNSS spoofing attacks, posing a significant technical challenge for spoofing attacks on
AVMSF systems. Thus, in-depth research on covert spoofing methods for MSF systems is
necessary to enhance spoofing success rates and covertness.

In terms of covertness, the traditional Fusion-ripper spoofing attack algorithm for AV
MSF systems has several shortcomings. First, the algorithm combines two spoofing modes
to improve success rates but neglects the consideration of covertness. It cannot adaptively
adjust spoofing parameters, making spoofing signals easily detectable by AVs under poor
GNSS signal quality conditions. Second, the algorithm uses a traversal method to set spoof-
ing parameters. While this method identifies optimal spoofing parameters for theoretical
research, it is impractical for real-world applications as it cannot determine optimal parame-
ters in actual scenarios. Therefore, the Fusion-ripper algorithm is not suitable for real-world
spoofing situations.

In summary, sinceGNSS is integratedwith other navigation systems, such as SINS and
LiDAR, inMSF systems, AVs can detect spoofing signals through their defense algorithms,
thereby ignoring the false positioning information provided by the spoofing source. This
presents a technical challenge for improving the covertness of spoofing attacks on MSF
systems. Additionally, spoofing parameter settings are critical for enhancing covertness.
Existing covert spoofing techniques cannot adaptively adjust parameters, leading to easily
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detectable spoofing signals by MSF systems, which fail to meet the requirements of covert
spoofing. Thus, determining reasonable spoofing parameters for AV MSF systems based
on GNSS/SINS/LiDAR integration is key to improving covertness.

1.2.3 Review of Spoofing Effectiveness Evaluation

Spoofing effectiveness evaluation determines the difficulty of implementing spoofing
attacks in practical scenarios. Due to its various scenarios, intense confrontation, and com-
plex game dynamics, spoofing attack evaluation is challenging in real-world applications.
Spoofing effectiveness evaluation primarily includes theoretical assessment, simulation as-
sessment, and dataset assessment.

1) Simulation and Dataset Evaluation of Spoofing Effectiveness

Spoofing evaluation and testing in real-world environments pose security risks. To
address this, researchers have developed simulators for AV spoofing evaluation. Various
autonomous driving systems have been deployed in actual AVs, such as Waymo [54], Au-
toware [21], Apollo [55], and openpilot [56]. To test the safety of autonomous driving
systems, high-fidelity simulators like CARLA [57] and LGSVL [58] have been developed.
Based on these simulators, the literature [59] developed ACERO, a simulation platform
for autopilot spoofing. Using trajectory similarity metrics, ACERO classifies successful
spoofing into different categories, enabling developers to analyze the root causes of spoof-
ing and develop countermeasures. ACERO is evaluated on two open-source autopilot soft-
ware platforms (openpilot and Autoware) and runs on the CARLA simulator.

The literature [60] proposes a method to generate baseband spoofing data using real-
world signals by simultaneously recording GNSS signals using two separate receivers, one
of which emulates the spoofed receiver and the other emulates the spoofing source to gen-
erate the spoofing signal. The emulator does not require costly hardware to generate in-
termediate spoofing signals, and the user can autonomously control the spoofing power or
reproduce the same scenario with different parameters. In recent years, researchers have
also developed a spoofing simulation framework ‘Simutack’ [61] for connected AVs, which
provides a test environment for research related to spoofing technology. Unlike traditional
simulators, Simutack supports users to simulate more specific spoofing modes, including
spoofing for GNSS, blinding spoofing of cameras, etc.

In terms of research on simulation-based assessment of spoofing attacks at the re-
ceiver level, the literature [62] proposes a simulation-based evaluation method analyzing
the probability of different initial parameters in loop spoofing. The method evaluates the
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initial phase error and Doppler error in terms of area assessment. Tobias Bamberg evaluates
spoofing effects based on parameter traversal methods [63]. The literature [64] analyzes the
impact of loop bandwidth and discriminator on spoofing effectiveness. These simulators
facilitate spoofing technique testing while ensuring safety.

Real-world dataset evaluation is another research hotspot. For instance, the Texas
Spoofing Test Battery (TEXBAT) dataset developed by Prof. Todd Humphreys and his
research group at the University of Texas at Austin combines real GPS signals with sim-
ulated spoofing signals [65]. It includes six datasets of spoofed GPS L1 signals (ds1-ds6)
[66] and two other datasets (ds7 and ds8) [67]. The dataset encompasses various spoof-
ing scenarios and types, including static and dynamic scenarios, as well as location and
time deception. Based on TEXBAT, the U.S. Department of Energy’s Oakridge National
Laboratory launched the OAKBAT (Oak Ridge Spoofing and Interference Test Battery)
dataset in 2020, featuring six spoofing scenarios similar to TEXBAT. The dataset also pro-
vides spoofing datasets for the GALILEO E1 signal, unlike the TEXBAT dataset, which
only contains GPS L1 signals [68]. Additionally, the European Space Agency’s Naviga-
tion Laboratory released the EWF (Evil Waveform) dataset[69], containing EWF signals
for GPS L1, GPS L5, and GALILEO E1. These EWF signals result from failed GNSS
satellite payloads but produce effects similar to spoofing attacks.

In 2022, Dr. Ghilas Aissou of the University of North Dakota, USA, made public a
GPS spoofing dataset. The dataset comprises data extracted from real GPS signals collected
from various locations to simulate both dynamic and static AVs using a generic software
radio peripheral unit configured as a GPS receiver. In addition to real GPS signals, three
types of GPS spoofing are simulated: simple, medium, and complex. The resulting dataset
comprises 158,170 samples, including 55% normal samples and 45% spoofed samples.
This dataset aids in studying the impact of GPS spoofing features on extraction and con-
tributes to the development of spoofing detection techniques based on both supervised and
unsupervised machine learning. In February 2024, the Finnish Geospatial Institute released
the latest GNSS spoofing dataset repository, FGI-SpoofRepo [70]. The repository contains
raw in-phase and orthogonal datasets with real-time satellite signals from GPS L1 C/A,
Galileo E1, GPS L5, and Galileo E5a. The datasets cover three different types of spoofing
signatures: synchronous, asynchronous, and spoofing interference.

2) Theoretical Evaluation of Spoofing Effectiveness

In terms of spoofing evaluation metrics, spoofing success rate and detection rate are
primarily used. Other spoofing indicators are comprehensively considered in [71], which
discusses the influence factors for comprehensive spoofing technology evaluation, analyzes
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the results of commonly used spoofing technologies, and establishes a reference for each
indicator through an expert system scoring model. These indicators reflect spoofing effec-
tiveness to some extent but face challenges such as ambiguous and uncertain evaluation
criteria, weak relationships between influencing factors, and limited applicability of evalu-
ation methods. To address these issues, [72] proposes a gray correlation analysis and fuzzy
comprehensive evaluation method. It evaluates 21 indicators across navigation signals, po-
sitioning results, hardware and software performance, and equipment combat capability.
The hierarchical analysis method determines indicator weights by solving the eigenvec-
tor corresponding to the maximum eigenvalue of the judgment matrix. Gray correlation
analysis examines the relationships between coefficients, and the fuzzy inference system
provides comprehensive evaluation results for optimal program evaluation.

Regarding the impact of spoofing intensity, the literature [73] investigates the effects
of three spoofing scenarios on UAV GPS receivers: no spoofing, low-intensity spoofing,
and high-intensity spoofing. By monitoring UAV parameters, such as flight altitude, GPS
noise level, number of GPS satellites, battery consumption, and CPU utilization, the study
analyzes the impact of spoofing intensity on the physical parameters of the UAV network.
Additionally, [74] evaluates GPS receiver behavior under spoofing in laboratory settings.
Three commercial receivers subjected to spoofing signals at distances of 10 m, 50 m, and
100 m are monitored for position errors, and differences in spoofing behavior at various
distances are discussed by comparing positioning results.

However, most studies on these evaluation methods are conducted under ideal single-
condition simulations. In practical scenarios, spoofing attacks may be influenced by multi-
ple external environmental factors. Therefore, some studies focus on evaluating the impact
of the environment on spoofing attacks.

In spoofing attacks on UAVs, reference [75] comprehensively considers practical ap-
plication contexts and evaluates the effects of various environmental conditions on spoof-
ing attacks, including indoor/outdoor scenarios and signal propagation paths (line-of-sight
and non-line-of-sight). As shown in Fig. 1.3 , 16 potential spoofing scenarios are designed.
Spoofing tests are conducted on a low-cost UAV using multi-software radio-based spoofing
techniques. These scenarios are evaluated by monitoring variations in GPS-related param-
eters, such as horizontal accuracy dilution, vertical accuracy dilution, the number of GPS
satellites, and the average signal-to-noise ratio power density.

In spoofing attacks on unmanned surface vehicles (USVs), [46] and [76] point out the
influence of strong winds and ocean currents on spoofing effects during USV travel. As
weather conditions deteriorate with strong winds and currents, the yaw angle of the USV
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Figure 1.3: Position spoofing scenarios of UAV

changes, affecting the positioning accuracy of the navigation system and causing the USV
to oscillate on the desired path. Additionally, the conventional integral line-of-sight guid-
ance law assumes a slowly varying yaw angle, which is not satisfied under harsh weather
conditions, further impacting navigation positioning accuracy.

In summary, these evaluation techniques have advanced spoofing technology. How-
ever, existing theoretical evaluation methods primarily study the effects of different types
and intensities of spoofing signals on GNSS satellite receivers. While there are studies on
spoofing effectiveness evaluation for UAVs and unmanned ships, no evaluation method
exists for AV MSF systems. Furthermore, the influence of the environment on spoofing
attacks is not fully considered, especially in complex geographical and adverse weather
scenarios. GNSS and LiDAR uncertainties are not considered in the evaluation of spoofing
effectiveness, resulting in incomplete evaluation outcomes. Thus, constructing an effective
mathematical model to evaluate the spoofing effectiveness of AVMSF systems in different
external environments remains a challenge.

1.3 Critical Technical Challenges in the Investigated Field

Analyzing and summarizing the above domestic and international literature and re-
search status reveals several key technical challenges in the field of MSF system spoofing
technology that require urgent resolution in three aspects: error mechanismmodeling meth-
ods, covert spoofing techniques, and methods for evaluating spoofing effectiveness.

Problem 1: Traditional Kalman Filter-Based Error TransferModels Are Encum-
bered by Complex Inversion Operations Due to Varying Sensor Update Frequencies,



1.3. Critical Technical Challenges in the Investigated Field 13

Obscuring the Mathematical Relationship Between State Errors and System Param-
eters. For AVs equipped with GNSS/INS/LiDAR navigation systems, existing research
has analyzed some key parameters, such as the initial covariance matrix and LiDAR uncer-
tainty, but neglected the impact of sensor update frequencies when constructing system er-
ror transfer models. This results in incomplete system parameter studies. Typically, GNSS
update frequencies are much lower than those of INS and LiDAR. The influence of mul-
tiple INS and LiDAR signals on state error propagation during a spoofing cycle remains
unclear. Additionally, due to differences in measurement sensor update frequencies, tradi-
tional Kalman filter-based error transfer models involve complex inversion operations dur-
ing the measurement update process, complicating derivation and obscuring the analytical
model. This prevents a clear representation of the mathematical relationship between state
errors and system parameters. Optimizing the error state analytical model under spoofing
attacks and identifying key influencing factors of spoofing attacks are the first challenges
to address in current research.

Problem 2: Traditional Spoofing Methods Lack Adaptive Spoofing Parameter
Adjustment, Leading to Easy Detection by MSF Systems and Low Spoofing Success
Rates. The traditional Fusion-ripper algorithm combines constant-value and exponential-
value spoofing but does not thoroughly analyze the covertness of the spoofing process. This
results in easy detection of spoofing signals by MSF systems during attacks. Furthermore,
the Fusion-ripper algorithm employs a traversal method for setting spoofing parameters.
While it is suitable for theoretical research to determine the possibility of successful spoof-
ing in specific scenarios, its practical applications are limited. Additionally, the algorithm
sets safety thresholds without theoretical justification. When the position error of the target
AV exceeds the first threshold, the system transitions from constant-value to exponential-
value spoofing. This lack of theoretical foundation complicates the judgment of the take-
over effect. Therefore, improving spoofing methods to enable the dynamic adjustment of
spoofing parameters based on attack outcomes, preventing detection by MSF systems, and
enhancing spoofing success rates are key challenges in current research.

Problem 3: Existing Studies Lack Evaluation of Spoofing Effectiveness for AV
MSF Systems in Different Geographical and Weather Scenarios. AVs must operate
across diverse environments. However, traditional spoofing technologies indiscriminately
broadcast spoofing signals, leading to easy detection and low success rates in challenging
scenarios. Existing research has not evaluated the spoofing effectiveness ofGNSS/SINS/LiDAR
navigation systems for AVs in different scenarios. In complex geographical scenarios, tra-
ditional LiDAR Point-cloud Height (LPH)-based methods inaccurately estimate building
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heights, which in turn affects the estimation of sky visibility and the number of visible satel-
lites. Traditional regression models also have low accuracy, which reduces the precision
of GNSS uncertainty estimation and leads to inaccurate evaluations of spoofing effective-
ness. In adverse weather scenarios, existing methods do not assess spoofing effectiveness.
Thus, no conclusions are available on how weather impacts spoofing results, the degree of
adverse weather required to improve success rates, or which weather types offer the highest
spoofing success rates.

1.4 Main Research Content

This thesis investigates spoofing technologies for AV MSF systems based on scien-
tific challenges in the field. Aiming to enhance the efficiency of spoofing attacks on AV
MSF systems under complex environments, this study first explores the state error trans-
fer model of MSF systems based on a lightweight information filter. Then, it investigates
covert spoofing methods based on fuzzy inference models and evaluates spoofing effec-
tiveness based on sensor uncertainty estimation. Ultimately, the research enhances the
concealment and spoofing success rate of AVs in complex environments, providing a the-
oretical foundation for defense technology research. The overall flowchart of the research
content is shown in Fig. 1.4 .
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Figure 1.4: Overall flowchart of each chapter of this thesis.
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The logical relationships between the main research components are as follows: Re-
search content 1 investigates the state error transfer mechanism of MSF systems under
spoofing attacks, identifying key factors that lead to increased state errors. This forms the
basis for research content 2 and 3. Research content 2 and 3 focus on theGNSS/SINS/LiDAR-
based MSF system of AVs, aiming to improve spoofing success rates in complex environ-
ments. Research content 2 delves into covert spoofing methods to address spoofing pa-
rameter settings, while research content 3 evaluates spoofing effectiveness under complex
environments to address the problem of spoofing timing.

The primary studies are as follows:

Conduct research on the state error propagation mechanism of MSF systems based
on a lightweight information filter. Considering the impact of different sensor update fre-
quencies on the state error propagation mechanism of MSF systems under spoofing attacks,
establish a Kalman filter analytical model of error states. Derive the update processes of
GNSS and LiDAR measurements and the recursive process of INS states under spoofing
attacks. To avoid complex inversion operations in LiDAR measurement updates, estab-
lish an analytical model of the state error transfer mechanism of MSF systems based on
a lightweight information filter. This fully explores the state error transfer mechanism of
MSF systems under spoofing attacks and clarifies key factors leading to increased state er-
rors, including the initial state covariance matrix of the MSF system, LiDAR uncertainty,
GNSS uncertainty, and the update frequency ratio between LiDAR and GNSS.

Develop covert spoofing methods based on a fuzzy inference model. By real-time
monitoring of the target AV, calculate the position error feedback adjustment factor to an-
alyze spoofing difficulty quantitatively. Construct fuzzy knowledge bases and fuzzy rule
bases based on the feedback adjustment factor. Establish a fuzzy inference model using
the multi-Zadeh method to adjust spoofing parameters and improve spoofing success rates
dynamically. By comparing position error feedback adjustment factors, determine whether
the spoofing process triggers the take-over effect. Upon triggering the take-over effect, con-
strain spoofing parameters to maximum values to ensure spoofing success while preventing
detection by the MSF system, thereby enhancing spoofing success rates.

Establish a method for evaluating spoofing effectiveness based on sensor uncertainty
estimation. For different geographical scenarios, construct a 3D building model of the
target area. Estimate the sky visibility mask based on the maximum elevation angle of
building edges, calculate the sky visibility at each position in the area, and quantify the
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degree to which surrounding buildings block the AV. Combine satellite ephemeris infor-
mation to estimate the number of visible satellites. Establish a kernel function-based par-
tial least squares nonlinear regression model to estimate GNSS uncertainty. For different
weather scenarios, assess the impact of weather on LiDAR performance by establishing
LiDAR impulse response functions based on meteorological weather categories, including
rain, snow, and fog. Construct LiDAR uncertainty estimation based on B-spline regression
models to quantitatively analyze the relationship between different weather types, meteo-
rological categories, and spoofing success rates. Align the estimated uncertainty with the
actual uncertainty of the AV’s internal sensors and determine whether the AV’s environment
is ‘easy’ or ‘difficult’ for spoofing. This enables the evaluation of spoofing effectiveness
in complex geographical and severe weather environments.
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Chapter 2

MSF ALGORITHM OF AVS BASED
ON GNSS/SINS/LIDAR AND
SPOOFING ATTACK

2.1 Introduction

With the advancement of navigation and positioning technologies, autonomous vehi-
cle navigation systems have transitioned from relying on single sensors to adopting MSF
systems, significantly enhancing positioning accuracy and robustness. ModernAVs are typ-
ically equipped with high-performance navigation sensors and employMSF frameworks to
achieve efficient integration of multiple navigation sensors.

In GNSS receiver spoofing attacks, adversaries transmit counterfeit GNSS signals de-
signed to mimic authentic ones, misleading the target receiver into providing incorrect nav-
igation information. The core of this technique involves disrupting normal GNSS informa-
tion to deceive the MSF system of AVs. However, MSF systems exhibit strong resistance
to spoofing attacks. Compared to direct attacks on GNSS receivers, spoofing MSF systems
presents unique technical challenges. Due to the inherent robustness of MSF algorithms,
attackers must avoid random spoofing patterns or abrupt signal changes. Instead, they must
meticulously plan their attack strategies.

This chapter begins with a detailed introduction to the GNSS/INS/LiDAR-based MSF
algorithm for AVs. From the vehicle’s perspective, data fusion aims to enhance navigation
and positioning performance. Consequently, defense mechanisms such as the Chi-square
detection algorithm are typically integrated into MSF systems to provide resistance against
faults and disturbances. Subsequently, a mathematical model for a spoofing attack algo-
rithm based on maximizing lateral deviation is established, demonstrating the effectiveness
of a two-stage lateral deviation maximization spoofing method. The MSF algorithm and
spoofing attack methodologies introduced in this chapter provide a theoretical foundation
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for subsequent research on error propagation mechanisms under spoofing attacks and for
developing spoofing technologies targeting MSF systems.

2.2 Based on GNSS/SINS/LiDA-Based MSF Algorithm of
Autonomous Vehicle

In recent years, with the rapid development of the AV industry, MSF algorithms based
on error-state Kalman filter models have been widely applied in AV navigation systems
[77]. These algorithms fuse navigation information from various sensors through error re-
cursive models to achieve optimal state parameter estimation. Due to cost constraints and
navigation accuracy requirements, AVs are equipped with SINS integrated with GNSS and
LiDAR. This configuration leverages the advantages of each sensor to improve naviga-
tion system accuracy and provide real-time localization and navigation services for AVs.
This chapter investigates the GNSS/SINS/LiDAR-based MSF algorithm for AVs, laying
the groundwork for in-depth research on spoofing technologies for MSF systems.

Although numerous MSF frameworks exist, including factor graph optimization, all-
source navigation systems, and artificial intelligence-based navigation systems, these fu-
sion algorithms are computationally intensive and complex. The error-state Kalman fil-
ter model, characterized by high stability and reduced computational cost, remains widely
used in practical AV navigation systems. This thesis focuses on GNSS/SINS/LiDAR-based
MSF systems, which fuse heterogeneous positioning measurements through an error-state
Kalman filter model. Additionally, a defense algorithm is established to detect and reject
abnormal measurements that may occur during system operation, such as outliers and fault
signals, preventing contamination of the entire system.

This section establishes the error state Kalman filtermodel based onGNSS/SINS/LiDAR,
encompassing state recursion and measurement equations. It then investigates the Chi-
square detection-based defense algorithm, which is extensively applied in practice.

1) State Equation Establishment

In practical applications, most external error parameters between sensors and internal
SINS error parameters are compensated through calibration methods [78, 79]. However,
residual errors remain, which are regarded as measurement errors in SINS. When the AV
MSF system operates normally, for instance, when INS calibration is relatively accurate and
the vehicle maneuvers smoothly, only the gyroscope and accelerometer zero-bias errors
are considered in error modeling. The state vector includes attitude error, velocity error,
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position error, accelerometer zero bias, and gyroscope zero bias, comprising 15 inertial
sensor parameters [80]. It can be expressed as:

X(t)15×1 =
[

ϕ T
3×1 (δv3×1)

T (δp3×1)
T (

εεεb
3×1
)T (

∇b
3×1
)T
]T

(2.1)

where ϕ3×1 denotes attitude error; δv3×1 denotes velocity error; δp3×1 denotes position
error; and εεεb

3×1 denotes accelerometer zero bias; ∇b
3×1 denotes gyro zero bias. The Kalman

filter state equation is derived from the velocity, attitude, and position error equations of
the SINS, establishing a 15-dimensional continuous Kalman filter state equation:

Ẋ(t)15×1 = F(t)15×15X(t)15×1 +Γ(t)15×6W(t)6×1 (2.2)

whereX(t)15×1 denotes a 15-dimensional state variable; F (t)15×15 denotes the 15-dimensional
state transition matrix; Cn

b denotes the attitude transformation matrix from the body co-
ordinate frame (b-frame) to the navigation coordinate frame (n-frame); Γ(t)15×6 denotes
the system noise allocation matrix, which is primarily related to Cn

b and can be ignored;

Wb =
[(
wb

g
)T (

wb
a
)T
]T

denotes the process noise matrix, where wb
g and wb

a denote the
white noise of the gyroscope angular velocity measurements and the accelerometer specific
force measurements, respectively. Then, the system state equations of the continuous state
space model are discretized, and the results are expressed as:

Xk = Φk/k−1Xk−1 +Wk−1 (2.3)

where Xk, Xk−1 and Wk−1 denote the results of the discretization of the state quantities and
the process noise matrices; and Φk/k−1 ≈ I+ F(tk−1)

fI
denotes the discretization result of the

state transfer matrix F(t)15×15, with fI denoting the SINS update frequency. Assuming the
state noise is white noise, its mean and variance are given by:

E[Wk] = 0 (2.4a)

E[WkWT
j ] = Qffik j (2.4b)

where Q denotes the noise variance matrix; δk j denotes the Dirac function.

2) Measurement Equation Establishment

The MSF system studied in this thesis incorporates two measurement sensors: GNSS
and LiDAR. The filter measurement update process includes GNSS and LiDAR measure-
ment update equations. When the MSF system receives GNSS signals, it executes the
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GNSS measurement update process; when it receives LiDAR signals, it executes the Li-
DAR measurement update process. Additionally, the uncertainties of GNSS and LiDAR
are calculated in real-time and updated based on signal quality in different environments
[77].

For the GNSS measurement update equation, GNSS provides 3-dimensional position
information of the AV, including longitude, latitude, and altitude. The measurement vector
of the Kalman filter model can be expressed as:

Z1 (t)3×1 = p̃G (t)3×1 − p̃I (t)3×1 (2.5)

where p̃I (t)3×1 denotes SINS position update information; p̃G (t)3×1 denotes GNSS mea-
surement information. The final measurement equation can be expressed as:

Z1 (t)3×1 = HG (t)3×15X (t)15×1 +VG (t)3×1 (2.6)

where VG (t)3×1 denotes the 3-dimensional measurement noise and is assumed to have a
mean value of 0, and HG (t)3×15 denotes the continuous measurement matrix:

HG (t)3×15 =
[
03×6 I3×3 03×6

]
(2.7)

In practical GNSS/SINS/LiDAR-based MSF algorithms, the measurement equations
themselves are discrete. Therefore, the measurement equation of the Kalman filter model
can be directly expressed as:

Zk = HGXk +VG
k (2.8)

where HG denotes the GNSS measurement matrix; VG
k denotes the GNSS measurement

noise vector. Assuming GNSS measurement noise is white noise and uncorrelated with
system state noise, the mean and variance of the measurement noise are:

E
[
VG

k

]
= 0 (2.9a)

E
[
VG

k

(
VG

j

)T
]
= RGδk j (2.9b)

E
[
Wk

(
VG

k

)T
]
= 0 (2.9c)

where RG denotes the GNSS measurement noise variance matrix, which describes GNSS
measurement uncertainty. In AV MSF systems, GNSS uncertainty is typically calculated
based on satellite signal observation residuals and weight matrices, as detailed in [77]; δk j
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denotes the Dirac function.

For the LiDARmeasurement update equation, LiDAR also provides three-dimensional
position information of the AV. , including longitude, latitude, and altitude information.
Therefore, the measurement vector in the Kalman filter model can be expressed as:

Z2(t)3×1 = p̃L(t)3×1 − p̃I(t)3×1 (2.10)

where p̃L(t)3×1 denotes the LiDAR measurement. The final measurement equation can be
expressed as:

Z2(t)3×1 = HL(t)3×15X(t)15×1 +VL(t)3×1 (2.11)

where V2(t)3×1 denotes the 3-d measurement noise and is assumed to have a mean of 0.
Similarly, the measurement noise covariance matrix is set to be RL, which describes the
uncertainty of the LiDAR, and the measurement matrix HL(t)3×15 can be expressed as
follows.

HL (t)3×15 =
[
03×6 I3×3 03×6

]
(2.12)

Consistent with the GNSS measurement equation, the LiDAR measurement equation
for the Kalman filter model can be directly expressed as:

Zk = HLXk +VL
k (2.13)

where HL denotes the LiDAR measurement matrix and VL
k denotes the LiDAR measure-

ment noise vector. Similarly, assuming that the LiDAR measurement noise is white noise
and the state noise in the system is uncorrelated with the measurement noise, the mean and
variance of the measurement noise can be expressed as.

E
[
VL

k
]
= 0 (2.14a)

E
[
VL

k
(
VL

j
)T
]
= RLδk j (2.14b)

E
[
Wk
(
VL

k
)T
]
= 0 (2.14c)

whereRL denotes the LiDARmeasurement noise variance matrix, describing LiDARmea-
surement uncertainty. In MSF systems, LiDAR uncertainty is typically calculated based on
LiDAR point cloud alignment time, the number of iterations, and the probability score of
the normal distribution transformation (NDT) matching algorithm, as detailed in [21] and
[81]; δk j denotes the Dirac function.
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The MSF system estimates and updates state errors in real-time based on the estab-
lished state and measurement equations, compensates these errors into navigation informa-
tion, and computes accurate navigation data such as velocity, attitude, and position.

3) Defence Algorithm Based on Chi-square Detection

The Chi-square detection algorithm is commonly employed in AV MSF systems to
enhance robustness. It effectively detects and suppresses measurement values with large
errors and can identify some GNSS spoofing signals with significant positioning errors,
thereby providing a degree of anti-spoofing capability. The anti-spoofing algorithm based
on Chi-square detection can detect unexpected outliers or faults. The specific process of
this algorithm is as follows.

In the Kalman filter, the innovation is computed using observations and error state
predictions:

γγγk = Zk −HXk (2.15)

where γγγk denotes the new interest of the kth epoch; Zk denotes the observation vector; and
Xk denotes the error estimation vector. Under normal operation of the MSF system, γγγk

obeys a Gaussian distribution with mean 0, and its covariance matrix can be expressed as:

Sk = HPk/k−1HT +Rk (2.16)

According to the statistical properties of the innovation sequence, the statistic defined
by the following equation follows a Chi-square distribution with m degrees of freedom:

γγγT
k S−1

k γγγk ∼ χ2(m) (2.17)

where m denotes the dimension of the measurement vector. The threshold is calculated
according to the following hypothesis detection equation:

TD = χ2
1−PM

(m) (2.18)

where PM denotes the desired false alarm rate and TD denotes the statistical significance
threshold, obtainable from Chi-square distribution tables. The relevant parameters satisfy:

PM = 1−α (2.19)

p
{

χ2(m) > χ2
α(m)

}
= α (2.20)

where α denotes the tail probability.
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If the Chi-square value exceeds the threshold TD, the measurement is deemed abnor-
mal. The weight of such measurements is set to 0 to prevent contamination of the entire
MSF system, achieving defense against spoofing signals. In summary, spoofing MSF sys-
tems poses unique technical challenges, so for some spoofing signals with large positioning
errors, the AV can effectively detect and reject the influence of these spoofing signals on
the MSF system by the defence algorithm based on Chi-square detection. To successfully
attack an AV’s MSF system, accurate spoofing signals and well-designed spoofing algo-
rithms are essential.

2.3 Fusion-ripper Spoofing Algorithm

In the MSF algorithm based on the error state Kalman filter model, the navigation
system of AVs can detect measurement anomalies or accidental faulty measurement values
through the defense algorithm, preventing these signals from contaminating the entire sys-
tem, and thus providing a certain degree of resistance to spoofing attacks. However, due
to the dynamic motion of the vehicle, sensor noise increases, environmental changes, and
other factors, the MSF system will have a vulnerable period, during which the system will
mainly rely on GNSS or LiDAR as the primary source of position measurement informa-
tion. When the MSF system relies primarily on GNSS, it is more likely to be susceptible to
successful spoofing. In some LiDAR scenarios with low confidence, GNSS becomes the
primary measurement update source of the Kalman filter in the MSF system. In contrast,
LiDARmeasurements will be regarded as anomalies by the anti-alternative algorithm in the
MSF system, and thus will not be able to provide effective correction information for the
positioning error. Then, the false GNSS signals will become the primary source of position
information updates in the MSF system, a phenomenon known as the take-over effect. This
phenomenon is called the take-over effect, which is the reason why the spoofing attack can
fundamentally destroy the MSF framework of AVs.

The Fusion-ripper spoofing algorithm was first proposed by researchers at the Uni-
versity of California, Irvine, in 2020 [35], and is a spoofing parameter setting algorithm
designed primarily for GNSS/SINS/LiDAR-based MSF systems for AVs. Its spoofing pro-
cess mainly consists of two stages: vulnerability analysis and enhancement attack, which
essentially involve constant value spoofing and exponential value spoofing of the MSF
system over multiple spoofing signal cycles. The ultimate goal is to find suitable constant
value spoofing parameters and exponential spoofing parameters, so that the lateral position
error under the b-frame exceeds the safety threshold, deviates from the intended trajectory,
and finally realizes the spoofing attack. The primary purpose of this thesis is to study the
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spoofing technology to the MSF system of AVs, so to quantify the spoofing model easily,
the following assumptions aremade before the spoofing algorithm is specifically introduced
[35, 77, 82]:

1. The MSF system of the target AV is based on the error state Kalman filter model.
The relevant navigation and positioning systems include GNSS, SINS, and LiDAR, and the
spoofing source is aware of the specific models and parameters of the sensors inside these
systems.

2. The spoofing source is equipped with high-precision navigation sensors and an in-
formation monitoring system, which can track and effectively detect the actual position and
speed of the target AV in real-time. At the same time, it is equipped with a high-precision
environmental perception sensor, which can obtain the three-dimensional building informa-
tion of the target area in advance and carry out further processing. It can get the visibility of
the sky at any location by calculating the target area. It is also able to monitor the weather
conditions of the target area in real-time.

3. The AV is assumed to travel along a predetermined trajectory. The vehicle’s internal
controller continuously corrects off-center errors at a high frequency (100 Hz) [35]. Thus,
the lateral deviation of theMSF system’s positioning results directly reflects the AV’s actual
deviation but in the opposite direction.

Based on the above assumptions, the specific process of the Fusion-ripper spoofing
algorithm is as follows:

Firstly, a spoofed position error increment ∆d̃bx is given laterally along the intended
trajectory of the AV, superimposed on the true position information of the AV when it is not
spoofed and interfered with. The spoofing source generates spoofed signals using a spoofed
signal generation technique based on existing information. Then, the spoofed signals are
sent to the AV, which induces its internal receivers to decode the spoofing source and set the
false localization result set by the spoofing source. Firstly, the three-dimensional coordinate
representation of the spoofing error value under the b-frame is:

∆d̃b =
[

∆d̃bx 0 0
]T

(2.21)

where ∆d̃bx denotes the spoofing position error increment. Since the navigation solution
model of AVs is generally established in the n-frame, the position error in the b-frame is
converted to the n-frame, so the value of the spoofing error in the n-frame is:

∆d̃n = Cn
b∆d̃b (2.22)
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where Cn
b denotes the rotation matrix from the b-frame to the n-frame, and since the AV

drives on the ground, the rotation matrix between the n-frame and the b-frame is established
by the azimuth angle, which can be expressed as:

Cn
b =

 cosγ −sinγ 0
sinγ cosγ 0

0 0 1

 (2.23)

where γ denotes the azimuth of the b-frame for the n-frame, thus:

∆d̃b =
[

∆d̃bx cosγ ∆d̃bx sinγ 0
]T

(2.24)

In this thesis, we use latitude and longitude to denote the spoofing parameter ∆p̃spo
j in

the n-frame, which can be expressed as:

∆p̃spo
k =

[
∆L̃k ∆λ̃k 0

]T
(2.25)

where k denotes the spoofing sequence; ∆L̃k denotes the longitude spoofing error value,
and ∆λ̃k denotes the latitude spoofing error value, which can be expressed as respectively:{

∆L̃k =
∆d̃bx cosγ
Re cosλ

∆λ̃k =
∆d̃bx sinγ

Re

(2.26)

where Re denotes the radius of the earth; λ denotes the latitude information of the location
of the AV. Thus, the spoofing parameter ∆p̃spo

k can be expressed as:

∆p̃spo
k =

[
∆d̃bx cosγ
Re cosλ

∆d̃bx sinγ
Re

0
]T

(2.27)

Therefore, the spoofing parameter ∆p̃spo
k can be changed by setting the spoofing po-

sition error increment ∆d̃bx. When the spoofing attack begins, the first spoofing sequence
is defined as 1. Therefore, the maximum number of spoofed GNSS epochs that the spoof-
ing source can implement is related to the spoofing time and the frequency of the GNSS
updates, which can be expressed as follows:

kspo
max = T spo

max · fG (2.28)

where kspo
max denotes the maximum number of GNSS epochs that can realize spoofing attack

from the beginning to the end of spoofing; T spo
max denotes themaximum time that the spoofing
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source can implement spoofing attack, and fG denotes the update frequency of GNSS. If
the number of spoofing elements is too many, that means the spoofing time is too long,
which leads to spoofing failure. Therefore, the sequence of multiple spoofing parameters
set is: {

∆p̃spo
1 ,∆p̃spo

2 , · · · ,∆p̃spo
k

}
,k ≤ kspo

max (2.29)

where∆p̃spo
k denotes the spoofing parameter set by the spoofing source; k denotes the spoof-

ing sequence. During the period of spoofing attack on the MSF system, assuming that the
receiver in the target AV receives the spoofing signal and decodes the wrong position in-
formation, and that the position information is the same as the position information set by
the spoofing source, the false GNSS measurements received by the AV can be expressed
as:

p̃G
k = pG

k +∆p̃spo
k ,k = 1,2, · · ·and k ≤ kSpo

max (2.30)

where pG
k denotes the true position information of the target AV when it is not interfered by

spoofing attacks. Due to the effect of spurious GNSS measurements p̃G
k , the MSF system

will decode an erroneous localization result, which can be monitored in real-time by the
spoofing source, ignoring the upward error, and the spoofing signals cause a positional
error in the horizontal plane of the n-frame caused by the MSF system of the target AV ∆⌢pn

1

can be represented by the longitude error and the latitude error:

∆⌢pn
k =

[
∆

⌢

Lk ∆
⌢

λ k 0
]T

(2.31)

where ∆
⌢

Lk and ∆
⌢

λ k denotes the longitude error and latitude error, respectively. The models
usually built by b-frame are generally based on the n-frame, so they are converted to the
b-frame at first. For ease of representation, the magnitude of the spoofing attack is usually
measured in terms of the deviation from the true position of the AV when it is not spoofed.

∆
⌢

d
b
k =

Cb
n∆⌢pn

k
Re

(2.32)

where the positional deviation∆
⌢

d
b
k in the b-frame can be expressed by the deviation of posi-

tion in three directions: horizontal, vertical and celestial ∆
⌢

d
b
k =

[
∆

⌢

d
bx
k ∆

⌢

d
by
k ∆

⌢

d
bz
k

]T
.

Longitudinal and vertical deviations of the AV are less likely to cause dangerous outcomes
for the AV compared to lateral deviations, so from the spoofing source, longitudinal and
vertical deviations are less rewarding, so the spoofing source focuses on the lateral devia-
tion of the target AV for the intended trajectory ∆

⌢

d
bx
k .

The Fusion-ripper spoofing process is divided into two steps: a vulnerability analysis
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and an enhancement attack. Vulnerability analysis is to find the vulnerable period of the
MSF system through active spoofing testing. Once the spoofing source monitors that the
MSF system is in a vulnerable period, it carries out a continuous enhancement attack, so
that the lateral deviation of the MSF system for the predetermined trajectory rapidly ex-
ceeds the safety threshold and achieves the spoofing purpose of the MSF system of the AV.
The spoofing scheme is mainly divided into two stages, as shown in Fig. 2.1 . According

2th_D

L
C

Stage-2 

Stage-1 

Constant 
value attack

Exponential 
value attack

Maximum lateral 
deviation

th_1D

Find spoofing 
parameters d and f 

Figure 2.1: Spoofing scheme diagram based on maximizing lateral deviation

to the Fusion-ripper spoofing algorithm, the core of the algorithm is to find constant and
exponential parameters that maximize the lateral deviation of the AV MSF system for the
intended trajectory.

{d, f}= M
{∥∥∥∥∆

⌢

d
bx
k

∥∥∥∥} (2.33)

where d and f denote the constant and exponential parameters to be searched for, respec-
tively; and M{∗} denotes the computational process of searching for the parameters d and
f by maximizing the lateral deviation. The principle of spoofing attack is to maximize the
lateral deviation absolute value ∆

⌢

d
bx
k of the vehicle for the intended trajectory while sat-

isfying the basic conditions. Additionally, the spoofing process must fulfill the following
two basic conditions.

1. Each spoofing attack must generate lateral deviations in the AV that cannot be
detected by the Chi-square detection algorithm of the MSF system.



28 Chapter 2

2. Finite spoofing sequence. In practice, the time for tracking and spoofing the MSF
system cannot be too long, so the number of spoofing sequences must be smaller than the
maximum spoofing number set by the spoofing source.

1) Stage I: Vulnerability analysis

In the vulnerability analysis stage, the spoofing source begins actively broadcasting
spoofing signals to the AV’s MSF system. By real-time monitoring of the target AV, it
obtains feedback position information to determine whether the target AV is in a vulnerable
period. Vulnerability analysis essentially involves continuous constant-value spoofing of
the target to bypass the Chi-square detection algorithm and reduce the number of spoofing
parameters. The purpose of continuous constant-value spoofing is to identify the MSF
system’s vulnerable periods, i.e., scenarios where LiDAR has low localization confidence,
and GNSS is relatively reliable, thereby improving spoofing success rates and achieving the
spoofing objective. During this period, theMSF system primarily relies on GNSS-provided
navigation information.

In spoofing stage I, the spoofing Position Error Increment is set to a constant value:

∆d̃bx = d (2.34)

where d denotes the constant value of the Fusion-ripper parameter. According to Eq. (2.27),
Eq. (2.29) and Eq. (2.34), the sequence of spoofing parameters for the spoofing source to
implement persistent constant value spoofing is:{

∆p̃spo
1 ,∆p̃spo

2 , · · · ,∆p̃spo
k

}
st.1 ∆p̃spo

k =
[

d cosγ
Re cosλ

d sinγ
Re

0
]T

st.2 χ2 < χT hreshold

st.3 ∆
⌢

d
bx
k < Dth−1

(2.35)

where χT hreshold denotes the Chi-square detection threshold;Dth−1 denotes the safety thresh-
old for stage one, for the setting of this threshold, which is calculated in this thesis by the
width of the lane line and the width of AV, the safety threshold can be expressed as:

Dth−1 =
L−C

2
(2.36)

where L denotes lane width; C denotes vehicle width. When lateral deviation exceeds
Dth−1, as shown in Fig. 2.1 , the vehicle may depart from the current lane under spoofing
attacks. Exceeding the lane line indicates that constant-value spoofing has destabilized the
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MSF system. When the lateral deviation of the target AV reaches the spoofing threshold, it
can be inferred that the target AV’s MSF system may be in a vulnerable period, i.e., LiDAR
positioning reliability is low, GNSS positioning reliability is high, and the target AV is more
susceptible to successful deception.

2) Stage II: Enhanced Attack

Upon identifying a vulnerable period, it signifies that the MSF system places greater
trust in GNSS positioning results. Stage II involves an enhanced attack aimed at rapidly
increasing the AV’s lateral deviation to trigger the take-over effect, where the MSF system
fully trusts the position measurement information from the spoofing signal’s GNSS error.
During the enhanced attack, by designing an exponential deviation sequence and generat-
ing spoofing signals based on the AV’s actual position, the positioning error of the AV’s
multi-source navigation system is rapidly increased, allowing the spoofing process to be
completed quickly and achieving the spoofing objective.

In stage II, the position error increment is set to increase exponentially:

∆d̃bx = d · f i (2.37)

where f denotes the exponential parameter; i denotes the exponential value spoofing se-
quence. According to Eq. (2.27), Eq. (2.29), and Eq. (2.37), the sequence of GNSS spoofing
parameters for the spoofing source to implement persistent exponential value spoofing is:{

∆p̃spo
1 ,∆p̃spo

2 , · · · ,∆p̃spo
i
}

st.1 ∆p̃spo
i =

[
d· f i cosγ
Re cosλ

d· f i sinγ
Re

0
]T

st.2 χ2 < χT hreshold

st.3 ∆
⌢

d
bx
i < Dth−2

(2.38)

where Dth−2 denotes the stage II safety threshold, representing the minimum lateral de-
viation value for the spoofing source to successfully spoof by adding exponential GNSS
sequences during the enhanced attack stage. It is calculated based on lane width and vehi-
cle width:

Dth−2 =
L+C

2
(2.39)

Within a specified period, after the spoofing source has completed the spoofing attack
on the target AV, the positioning error of the AV’s MSF system is monitored to determine
if it exceeds the safety threshold. Once the lateral deviation of the MSF system surpasses
the safety threshold Dth−2, as shown in Fig. 2.1 , the vehicle’s lateral deviation exceeds the
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safety distance. There is a high probability of safety accidents, such as the AV departing
the entire lane or colliding with roadside structures or oncoming vehicles.

∆
⌢

d
bx
i ≥ Dth−2 (2.40)

In that case, it indicates that the spoofing source can implement successful spoofing
attacks on theMSF system. It should be noted that, in the course of practical application, the
spoofing source can typically set different security thresholds according to varying strategic
requirements.

During the actual process, the spoofing source can dynamically adjust the spoofing
parameters according to different spoofing targets. Therefore, it must be acknowledged that
the parameter universality of this thesis is generally limited, and it mainly provides some
research methods. For commercial AVs, the model of each product is generally public.
Attackers can dynamically set the spoofing threshold based on the width of the vehicle. In
addition, the spoofing source can also choose different positions for the spoofing attack,
because the road width at different positions may vary.

2.4 Summary

This chapter introduces the theoretical foundations related to the research onGNSS/INS/
LiDAR-based MSF systems and spoofing attack algorithms. Based on the SINS error
model, an error-stateKalman filter-basedMSFmathematicalmodel is established to achieve
high-precision estimation of positioning information. Furthermore, The widely used Chi-
square detection tolerance algorithm in AV MSF systems is also introduced. Meanwhile,
a mathematical model for a spoofing attack algorithm based on maximizing lateral devia-
tion is established. This model leverages inherent MSF system vulnerabilities to conduct
two-stage spoofing attacks. The usability of this model is demonstrated, providing a the-
oretical foundation for subsequent research on MSF state error propagation mechanisms
under spoofing attacks and on spoofing attack technologies in complex environments.
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Chapter 3

ERROR ANALYSIS MODELS OF THE
MSF SYSTEM UNDER SPOOFING
ATTACK

3.1 Introduction

As a crucial technical measure for countering the navigation system of the target AV
in a battlefield environment, spoofing technology holds significant strategic importance in
paralyzing the opponent’s AV combat system and gaining battlefield advantages. How-
ever, most research mainly focuses on spoofing technology for satellite terminal receivers
or GNSS/INS combined navigation systems, while research on spoofing technology for
MSF systems is limited. In addition, during the analysis of the error mechanism propaga-
tion model, existing studies do not comprehensively consider the main parameters affecting
spoofing, and the established state error analytical model is unclear. Therefore, construct-
ing a clear analytical model to analyze the influence mechanism of spoofing attacks is a
fundamental issue in the field of implementing spoofing attacks. Existing research results
analyze some key parameters, such as the initial covariance matrix and LiDAR measure-
ment uncertainty, but do not consider the influence of the sensor update frequency in quan-
tifying the error propagation mechanism, which is different in the actual MSF system, so
it is necessary to further consider the influence of this parameter on the MSF state error
propagation mechanism under spoofing attack. In addition, the traditional MSF state error
propagation model based on the Kalman filter involves more complicated inverse opera-
tions in the measurement update process, leading to a cumbersome derivation process and
failing to visualize the mathematical relationship between the state error and the system
parameters.

Based on the GNSS/INS/LiDAR-basedMSF algorithm for AVs and the spoofing algo-
rithm based on maximizing lateral deviation introduced in Chapter 2, this section considers
the effects of different measurement sensor update frequencies on the MSF system, estab-
lishes the error state Kalman filter analytical model to study in detail the state error transfer
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mechanism of the MSF system under the spoofing attack, and further deduces a clear error
transfer analytical model based on the lightweight information filter recursive model avoids
the complex inverse operation in the LiDARmeasurement updating process, and establishes
a clear error transfer analytical model, which can visualize the mathematical relationship
between the state error and the system parameters. Finally, the main influencing factors
that lead to the increase of the state error of the MSF system under the GNSS spoofing are
analyzed, including the initial state covariance matrix of the MSF system, the uncertainty
of LiDAR, the uncertainty of GNSS, and the ratio of the update frequency between LiDAR
and GNSS, which provide the theoretical basis for the research of the spoofing technology
of the MSF system under the complex scenario.

3.2 ErrorAnalysisModel of theMSFSystemUnder aGNSS
Spoofing Attack

In this thesis, the spoofing parameter is set to superimpose a spoofing position incre-
ment on the real GNSS output position signal when the AV is not subject to a spoofing
attack. It is assumed that the AV is traveling on a predetermined trajectory, its motion state
is smooth, and the system noise characteristics are unchanged. When the GNSS position
information is spoofed, then it will result in a spoofed position error superimposed on the
real GNSS signal. Assuming that the measured value of the GNSS position information
without spoofing attack is pG

k , and the measured value of the spoofed signal with spoofing
attack is p̃G

k , then the relationship between them is satisfied:

p̃G
k = pG

k +∆p̃spo
k (3.1)

where k denotes the spoofing epoch; ∆p̃spo
k denotes the position spoofing parameter. Since

we mainly focus on spoofing attacks for AVs and do not consider spoofing attacks for
the upward position, the spoofing parameter can be essentially expressed as the spoofing
position increment in the horizontal direction added by the spoofing source based on the real
GNSS signals, including the longitude spoofing position increment and latitude spoofing
position increment, and the final spoofing parameter can be expressed as:

∆p̃spo
k =

[
∆L̃k ∆λ̃k 0

]T
(3.2)

where ∆L̃k and ∆λ̃k denote the longitude spoofing position increment and latitude spoofing
position increment, respectively. To fully explore which parameters in the MSF system
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directly affect the spoofing results, this section derives a detailed MSF system state error
transfer model during the GNSS spoofing signal update cycle. It analyzes the influence
of the spoofing signal on the GNSS measurement update process, the SINS state recursion
process, and the LiDAR measurement update process in the Kalman filter. The main fac-
tors affecting system errors under spoofing attacks are explored in depth, thus laying the
foundation for the development of an effective spoofing scheme.

In a GNSS/SINS/LiDAR-based MSF and positioning framework, there is usually a
difference between the sensor update frequencies, e.g., the GNSS update frequency fG is
typically 1 Hz or 5 Hz, the LiDAR update frequency fL is typically 5 Hz or 10 Hz, and the
SINS update frequency fI is typically 100 Hz, 200 Hz, or 400 Hz. Typically, fG ≤ fL < fI .
In a GNSS measurement update cycle, the filter update process usually contains multiple
SINS state recursion processes and LiDAR measurement update processes, as shown in
Fig. 3.1 .

1

...

GNSS measurement update

LiDAR measurement update

INS state update

INS state update

...

GNSS measurement update

... ...
...

...

Spoofed signal

IL I Lk f f

IG I Gk f f

LiDAR

GNSS

SINS

LG L Gk f f

INS propagation 
update 

LiDAR measurement 
update 

GNSS measurement 
update 
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Spoofed signal 
measurement update 

...

...

...

...
...

...

1st 
attack 

...

Last 
attack 

One update cycle under the 1st GNSS 
spoofing attack 

Figure 3.1: A KF update process considering sensors update frequency

Therefore, to improve the accuracy of the error transfer model for MSF systems under
spoofing attack, compared to the traditional approach, this chapter considers the difference
in update frequency between different sensors.
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3.2.1 GNSSMeasurementUpdate Error TransferModel under Spoof-
ing attack

To facilitate the subsequent derivation of the state error model, the update frequency
ratio between each sensor is set to be, respectively:

kIL = fI/ fL (3.3a)

kIG = fI/ fG (3.3b)

kLG = fL/ fG (3.3c)

Assuming that the LiDARmeasurement information has just finished updating and the
measurement information of the next epoch is the positioning information of GNSS, derive
the influence of the satellite signal without spoofing and the spoofing signal on the GNSS
measurement updating process, and calculate the state error before and after spoofing. For
the convenience of presentation, this moment is used as the starting point of the state up-
date, and the state one-step prediction value is obtained by performing the state recursion
according to the error state Kalman filter recursion formula. Thus, the state one-step pre-
diction value X̂1/0 and the one-step prediction mean-square error array P1/0 are denoted
as:

X̂1/0 = Φ1/0X̂0 (3.4a)

P1/0 = Φ1/0P0ΦT
1/0 +Q (3.4b)

where Φ1/0 denotes the initial state transfer matrix; X̂0 denotes the initial state quantity;
P0 denotes the initial covariance matrix, a parameter that represents the uncertainty in the
state of the initial MSF system; Q denotes the noise covariance matrix. The quantitative
update equation after state recursion can be expressed as:

X̂1 = X̂1/0 +K1(Z1 −HGX̂1/0) (3.5)

where K1 denotes the Kalman filter gain matrix, which can be expressed as:

K1 = P1/0HT
G(HGP1/0HT

G +RG)
−1 (3.6)

where RG denotes the measurement noise covariance matrix describing the uncertainty of
the GNSS measurements. The state estimation mean square error matrix can be expressed
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as:
P1 = (I−K1HG)P1/0 (3.7)

Assuming the AV is traveling on a predetermined trajectory at this time, its motion
state is smooth, and the noise characteristics of the system remain unchanged. When the
GNSS position information is spoofed, it results in a position error superimposed on the
actual GNSS signal. Assuming that the measured value of the GNSS position information
without spoofing attack is p̃G

1 , and the measured value of the spoofed signal with spoofing
attack is pG

1 , then the relationship between them is satisfied:

p̃G
1 = pG

1 +∆p̃spo
1 (3.8)

where ∆p̃spo
1 =

[
∆L̃1 ∆λ̃1 0

]T
denotes the spoofing parameter, which can essentially

be expressed as the incremental spoofing position in the horizontal direction that the spoof-
ing source adds to the true GNSS signal when it is not spoofed.

At this point, the actual Kalman filter measurement value Z̃1 and the Kalman filter
measurement value Z1 that has not been spoofed satisfy:

Z̃1 = Z1 +∆p̃spo
1 (3.9)

Therefore, the measurement update equation affected by the spoofing signal and the
measurement update equation when it is not disturbed by spoofing can be expressed as
follows, respectively:

X̃1 = X̂1/0 +KG
1 (Z̃1 −HGX̂1/0) (3.10a)

X̂1 = X̂1/0 +KG
1 (Z1 −HGX̂1/0) (3.10b)

where KG
1 denotes the filter gain matrix at the current moment. Then, the state error of the

MSF system before and after the spoofing attack can be expressed as:

∆X̃1 = X̃1 − X̂1 (3.11)

The state errors before and after the spoofing attack are further obtained:

∆X̃1 = KG
1 ·∆p̃spo

1 (3.12)
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3.2.2 SINS State Recursive Error Transfer Model under Spoofing At-
tack

After the GNSS and LiDAR have just been updated, since the frequency of SINS up-
dates is generally higher than that of GNSS and LiDAR, only SINS information is received
in the MSF system of AVs in the subsequent kIL epochs, and no positional metrics are re-
ceived from GNSS and LiDAR, so the filter process only performs a state recursive process
without metrics updating.

Firstly, the state one-step prediction value and the one-step prediction mean square
error array are denoted as:

X̃2/1 =Φ2/1X̃1 (3.13a)

P2/1 = Φ2/1P1ΦT
2/1 +Q (3.13b)

Since there is no measurement update process, the result of the final state recursive
process and the mean square error matrix are unchanged and can be expressed as follows:

X̃2 = X̃2/1 (3.14a)

P2 = P2/1 (3.14b)

LiDAR is generally updated more frequently than GNSS, and after kIL epochs, the
MSF system will receive the LiDAR position measurement information. Therefore, the fi-
nal state recursive estimation result before the LiDARmeasurement information is updated
can be expressed as:

X̃kIL+1 =
kIL

∏
η=1

Φ(η+1)/η · X̃1 (3.15a)

PkIL+1 = Φ(kIL+1)/kIL
PkILΦT

(kIL+1)/kIL
+Q (3.15b)

From the results of the above equation, it can be seen that the state variance array
of the system gradually increases during the SINS state recursion process. The difference
between the results of the state recursion process before and after spoofing can be expressed
as:

X̃kIL+1 = X̂kIL+1 +∆X̃kIL+1 (3.16)
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Therefore, the state error due to spoofing can be expressed as:

∆X̃kIL+1 =
kIL

∏
η=1

Φη+1/η ·∆X̃1 (3.17)

Since Φk/k−1 ≈ I+F(tk−1)Ts and it has been assumed that the motion of the AV is rel-
atively stable, the state of the system can be regarded as an invariant for a short period, i.e.,
it can be assumed that the system matrix is invariant, i.e., Φk/k−1 ≈ I+F0/ fI , therefore:

∆X̃kIL+1 ≈ (Φ1/0)
kIL ·∆X̃1 (3.18)

Therefore:
∆X̃kIL+1 ≈ [I+F0/ fI ]

kIL ·∆X̃1 (3.19)

Expand the above equation binomially:

∆X̃kIL+1 =
[
I+C1

kIL
·F0/ fI +C2

kIL
· [F0/ fI ]

2 + · · ·+CkIL
kIL

· [F0/ fI ]
kIL
]
·∆X̃1 (3.20)

whereCi
kIL

= kIL!
i!(kIL−i)! denotes the binomial coefficients, where i = 1, · · · ,kIL. Simplify the

above equation as follows:

∆X̃kIL+1 = [I+A1 +A2 + · · ·+AkIL ] ·∆X̃1 (3.21)

where:
Ai =Ci

kIL
·
[
F(tk−1)

/
fI
]i, i = 1, · · · ,kIL (3.22)

Further, one can derive Ai the ratio relation between the previous and the next epoch:

Ai

Ai−1
=

Ci
kIL

Ci−1
kIL

·F(tk−1) (3.23)

Then, the maximum value of the ratio is calculated:

max
(

Ai

Ai−1

)
=

(
1

2 fL
− 1

2 fI

)
·F(tk−1) (3.24)

The final state error is obtained by simplifying by ignoring higher-order terms:

∆X̃kIL+1 ≈
[
I+C1

kIL
·F(tk−1)

/
fI
]
·∆X̃1 =

[
I+F(tk−1)

/
fL
]
·∆X̃1 (3.25)
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Therefore, the final state error is expressed as:

∆X̃kIL+1 = [I+F0/ fL] ·KG
1 ·∆p̃spo

1 (3.26)

The above derivation results show that the amount of position error change due to
spoofing attack isminimal during the finite number of state recursions, thus theoretically ex-
plaining that the SINS has little effect on the result of position information updates through
state recursion between two LiDAR measurement information updates. Therefore, when
SINS operates normally, it cannot effectively correct the position error that has been gen-
erated.

3.2.3 LiDARMeasurementUpdate ErrorTransferModel under Spoof-
ing Attack

During the state recursion process, the spoofing signal does not lead to a change in
the system covariance matrix. Since the state estimation mean-square error matrix is un-
changed, the gain matrix is unchanged when the LiDAR’s positional information is mea-
sured and updated, at which point the measurement update equation can be expressed as
follows:

X̃kIL+1 = X̃(kIL+1)/kIL
+KL

kIL+1

(
ZkIL −HLX̃(kIL+1)/kIL

)
(3.27)

where KG
kIL+1 = P(kIL+1)/(kIL)H

T
L(HLP(kIL+1)/(kIL)H

T
L +RL)−1. Theoretically, the quan-

titative update result when there is no spoofing attack is:

X̂kIL+1 = X̂(kIL+1)/kIL
+KL

kIL+1

(
ZkIL −HLX̂(kIL+1)/kIL

)
(3.28)

The difference between the state recursion results before and after the spoofing attack
can be expressed as:

X̃(kIL+1)/(kIL) = X̂(kIL+1)/kIL
+∆X̃kIL (3.29)

Further derivation leads to:

∆X̃kIL+1 =
(
I−KL

kIL+1HL
)

∆X̃kIL (3.30)

From the above equation, when the LiDAR position result is still correct, the LiDAR’s
ability to correct the position error caused by the spoofing attack is mainly related to the
gain matrix at this time, which is mainly related to the state covariance matrix and the
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measurement noise array at this time. The state error at this time can be expressed as:

∆X̃kIL+1 ≈
(
I−KL

kIL+1HL
)

∆X̃1 (3.31)

Therefore, the error in the state of the MSF system due to the previous spoofed signal
before the next GNSS message comes can be expressed as:

∆X̃kIG+1 ≈
(
I−KL

kIG+1HL
)
· · ·
(
I−KL

kIL+1HL
)

KG
1 ·∆p̃spo

1 (3.32)

where: 

KG
1 = P1/0HT

G
(
HGP1/0HT

G +RG
)−1

KL
k+1 = Pk+1/kHT

L
(
HLPk+1/kHT

L +RL
)−1

P1/0 = Φ1/0P0ΦT
1/0 +Q

kIG = fI/ fG

kIL = fI/ fL

(3.33)

In this section, the state recursive error transfer model and the measurement update
error transfer model of the Kalman filter under a spoofing attack in a spoofing signal update
cycle are derived in detail. The results are shown in Fig. 3.2 .
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Figure 3.2: Information filter update process and state error of the analytical method con-
sidering sensors update frequency

It can be seen from the final derivation results that, on the one hand, the state error
caused by spoofing signal ∆X̃kIG+1 is not only related to the LiDAR uncertaintyRL and the
initial state covariance matrix P0 in the spoofing cycle. UncertaintyRL and the initial MSF
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state covariance matrix P0 in the spoofing cycle, but also with the uncertainty of GNSS
RG and the sensor update frequency f . According to the formula of the final state error of
spoofing attack in the GNSS update cycle, after further analysis, the relationship between
these parameters and the state error is as follows: the state error is positively correlated
with RL and P0, i.e., the smaller the RL and P0 are, The smaller the state error of the
navigation system is. The state error is negatively correlated with RG, i.e., the larger RG

is, the smaller the state error of the MSF system caused by the spoofing attack is. On the
other hand, the state error ∆X̃kIG+1 caused by the spoofing signal is directly related to the
spoofing parameter ∆p̃spo

1 set by the spoofing source, and the size of the spoofing parameter
will have a direct impact on the final result of the error state. Therefore, setting reasonable
spoofing parameters is crucial to the success of a spoofing attack. The error transfer model
of theMSF system under a spoofing attack, established in this section, takes into account the
difference between sensor update frequencies, which is more accurate than the traditional
model.

3.3 AnAnalyticModel of Information Filter under aGNSS
Spoofing Attack

To make the relationship between the positioning error caused by the spoofing attack
and the factors of RL, RG, P0, and f more explicit, we firstly ignore the INS state update
process in the MSF system. As described above, the INS state update process has a min-
imal impact on positioning errors caused by GNSS spoofing, which has been explained.
Therefore, we ignore this process in the MSF system. Secondly, due to the complicated
measurement update process in the standard Kalman filter, we re-establish an analytical
model using an information filter, thereby avoiding the complex inverse process inherent
in the standard measurement update process.

3.3.1 Error Analysis of GNSS Information Update Process

Similar to Section 3, we also assume the LiDAR measurement information has just
been updated at epoch 0, then aGNSS signal exists at epoch 1. According to the information
filter process, the information vector prediction value and the one-step information matrix
can be expressed as:

I−1
1/0 = Φ1/0P0ΦT

1/0 +Q (3.34a)

Ŝ1/0 =I1/0X̂1/0 (3.34b)
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Then, the information matrix can be expressed as:

I1 = I1/0 +HT
1R−1

G H1 (3.35)

The spoofed information vector update equation and the actual information vector
update equation are:

S̃1 = Ŝ1/0 +HT
1R−1

G Z̃1 (3.36a)

Ŝ1 = Ŝ1/0 +HT
1R−1

G Ẑ1 (3.36b)

As we can see, the information matrix Ŝ1/0 of the information filter is identical. Then,
the information vector error caused by the GNSS spoofing attack can be expressed as:

∆S̃1 = HT
1R−1

G ∆Z̃1 (3.37)

where ∆S̃1 = I1∆X̃1, ∆Z̃1 = ∆p̃Spo
1 , and then the state error after the GNSS spoofing can

be further obtained.
∆X̃1 = I−1

1 HT
1R−1

G ∆p̃Spo
1 (3.38)
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Figure 3.3: Information filter update process and state error of the analytical method con-
sidering sensors update frequency
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3.3.2 Error Analysis of LiDAR Information Update Process

Since the LiDAR update frequency fL is greater than the GNSS update frequency fG

in general, the following position measurement information is LiDAR at epoch kIL. Based
on the above analysis, we ignore the INS status update process in the MSF system, so there
is little change in the information vector error and the information matrix.

∆S̃kIL+1/kIL ≈ ∆S̃1 (3.39a)

IkIL+1/kIL ≈ I1 (3.39b)

The information update equation can be expressed as:

S̃kIL+1 =S̃kIL+1/kIL +HT
2R−1

L ZkIL+1 (3.40a)

IkIL+1 = IkIL+1/kIL +HT
2R−1

L H2 (3.40b)

Theoretically, when there is noGNSS spoofing attack, the information update equation
is:

ŜkIL+1 = ŜkIL+1/kIL +HT
2R−1

L ZkIL+1 (3.41)

The difference between the information vector before and after the GNSS spoofing
attack can be expressed:

∆S̃kIL+1 = ∆S̃kIL+1/kIL (3.42)

Because ∆S̃kIL+1/kIL ≈ ∆S̃1 and IkIL+1/kIL ≈ I1, the information vector error and in-
formation matrix can be simplified.

∆S̃kIL+1 ≈ ∆S̃1 (3.43a)

IkIL+1 ≈ I1 +HT
2R−1

L H2 (3.43b)

Further derivation can be obtained:

∆X̃kIL+1 ≈ I−1
k+1IkIL+1/kIL∆X̃kIL+1/kIL (3.44)

Then, the state error can be expressed as:

∆X̃kIL+1 ≈
(
I1 +HT

2R−1
L H2

)−1HT
1R−1

G ∆p̃Spo
1 (3.45)
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From the above formula, when the position results of the LiDAR are still correct, the
correction capability of the positioning error caused by GNSS spoofing is mainly related to
the filter information matrix at this epoch and the initial information matrix I1.

Theoretically, after the information update process of LiDAR, the state update process
is re-entered until the MSF system receives the next LiDAR epoch, then the measurement
update is performed. However, we ignore the state update process during this analysis
process, so when the MSF system receives the following LiDAR values at epoch 2kIL +

1. Then, the difference between the information vector error before and after the GNSS
spoofing attack can be expressed:

∆S̃2kIL+1 = ∆S̃kIL+1/kIL (3.46a)

I2kIL+1 = IkIL+1/kIL +HT
2R−1

L H2 (3.46b)

where IkIL+1/kIL ≈ IkIL+1,∆S̃kIL+1/kIL ≈ ∆S̃kIL+1. Then, further derivation can be obtained:

∆S̃2kIL+1 ≈ ∆S̃1 (3.47a)

I2kIL+1 ≈ I1+2 ·HT
2R−1

L H2 (3.47b)

The state error can be expressed as:

∆X̃2kIL+1 ≈
(
I1 + 2 ·HT

2R−1
L H2

)−1HT
1R−1

G ∆p̃Spo
1 (3.48)

Due to the low GNSS update frequency, the information update process of LiDAR
is repeated before the next GNSS epoch is received, and there are kLG cycles. There are
only the measurement update process of LiDAR and the state update process of INS. If the
vehicle is relatively stable, the system noise characteristics are unchanged. From epoch 1 to
epoch kIG +1, the state noise and measurement noise are changed little. Therefore, before
the next GNSS epoch comes at epoch kIG + 1, the information vector error changes little
so that it can be approximately simplified as:

∆S̃kIG+1 ≈ ∆S̃1 (3.49a)

IkIG+1 ≈ I1+kLG ·HT
2R−1

L H2 (3.49b)
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Because ∆S̃1 = HT
1R

−1
G ∆p̃Spo

1 and ∆X̃kIG+1 = I−1
kIG+1∆S̃1, Then the state error caused

by the GNSS spoofing attack can be approximately simplified as:

∆X̃kIG+1 ≈
(
I1 + kLG ·HT

2R−1
L H2

)−1HT
1R−1

G ∆p̃Spo
1 (3.50)

3.3.3 Analysis

We summarize the actual filter process and the state errors due to the GNSS spoofing
attack, as shown in Fig. 3.3 . By comparing Fig. 3.2 and Fig. 3.3 , although the lightweight
information filter is essentially the same as the standard KF, it is more intuitive in the ex-
pression form of measurement information update.

For the MSF system, through the analytical model based on the information filter, the
state error ∆X̃kIG+1 caused by the attacker is not only mainly related to LiDAR uncertainty
RL, initial MSF state uncertainty P0, and GNSS uncertainty RG, but also related to the up-
date frequency ratio kLG between LiDAR and GNSS. Different from the results obtained
by the standard KF process, the form of the state error is simpler using the simplified ana-
lytical model proposed in this chapter. From the final state error formula due to the GNSS
spoofing attack in one GNSS update cycle, we can easily analyze the relationship between
these essential parameters and the state error.

1. The state error is positively correlated with theRL and P0. That is to say, the smaller
the RL and P0, the smaller the state error caused by the GNSS spoofing attack.

2. The state error is negatively correlated with theRG and kLG, which means the larger
the RG and kLG, the smaller the state error caused by the GNSS spoofing attack.

3.4 Real-world Data Verification

Due to the limitation of test conditions, it is not possible to directly conduct real spoof-
ing attack tests on AVs, so the algorithm proposed in this section is mainly verified using
real-world data simulation tests. In this chapter, the environment of a spoofing attack is
simulated by the existing dataset and simulated spoofing signals, and the spoofing param-
eter, i.e., spoofing position increment, is directly added to the real GNSS position output
when it is not subjected to spoofing attack so that spoofing signals targeting GNSS can be
generated by simulation.

Firstly, establish an autonomous development software test platform based on the un-
manned open-source platform Autoware [21] and PSINS C++ toolkit [83], on which the
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GNSS/SINS/LiDAR multi-source navigation-based on the Kalman filter model is imple-
mented. Under the simulated spoofing attack conditions, the constant Fusion-ripper pa-
rameter and the exponential Fusion-ripper parameter that maximize the lateral deviation
of the positioning results of the MSF system are found by setting different MSF system
parameters for the Fusion-ripper-based spoofing attack algorithm. When the lateral devia-
tion of the vehicle exceeds the safety threshold, it indicates that spoofing can be successful.
Conversely, when the lateral deviation of the vehicle cannot exceed the safety threshold,
it indicates that spoofing cannot be successful in this scenario. Since the uncertainty of
LiDAR and the initial covariance matrix associated with SINS are strongly correlated with
MSF system state errors in the existing literature, this chapter focuses on the validation
of the spoofing algorithm under conditions of varying GNSS uncertainty and the update
frequency ratio between LiDAR and GNSS.

3.4.1 Setup

In this chapter, the KAIST dataset is selected to validate the results of the theoretical
analysis, which encompasses various types of urban scenarios [84] and features diverse
navigation sensors. The specifications and related parameters of the sensors required in
this chapter are described as shown in Tab. 3.1 .

Table 3.1: Main specifications of relevant sensors

Sensors Version Update frequency Related parameters
3D LiDAR VLP-16 Velodyne 10Hz 16 CH LiDAR (360° FOV), 100m

IMU Xsens Mti-300 200Hz Consumer grade AHRS, Zero bias: 10°/h
GNSS U-Blox EVK-7P 5Hz Consumer-grade GPS, Accuracy: 2.5m

Two 16-wire 3D LiDARs are installed on the left and right sides of the test vehicle
to maximize data acquisition coverage with an update frequency of 10 Hz. The core com-
ponent of SINS is the Inertial Measurement Unit (IMU), which measures the acceleration
and angular velocity information of the vehicle with an update frequency of 200 Hz.GNSS
provides absolute position information with an update frequency of 5 Hz. In addition, the
dataset utilizes an incremental smoothing and map attitude map SLAM framework to esti-
mate the reference values of the vehicle’s accurate trajectory [85].

The navigation data is selected according to the following conditions to ensure suc-
cessful spoofing.

1. The data collection scenario is a relatively empty suburban scenario with good
GNSS signals (high positioning accuracy and low uncertainty).
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2. The feature points on both sides of the vehicle body during data collection are
relatively limited, so LiDAR has moderate localization accuracy and uncertainty. Suppose
there are insufficient feature points on both sides of the road where the vehicle is located. In
that case, the NDT matching algorithm may be completely ineffective, resulting in LiDAR
failing to provide effective localization results.

According to the above conditions, the KAIST dataset in Urban-07 is selected as the
real data for validation, as it contains GNSS signals with high credibility in the initial stage
and has limited feature points on both sides of the lane. The real scenario graph of this
dataset is shown in Fig. 3.4 (a). Since high-precision point cloud maps are not provided in
the KAIST dataset, this thesis first constructs LiDAR point cloud maps using the localiza-
tion module in Autoware. Then, it obtains the final LiDAR localization results based on
the NDT matching method. The final LiDAR point cloud and NDT matching results are
shown in Fig. 3.4 (b).

(a) (b) 

(c) 

Starting 

point

GNSS

LiDAR

MSF
End the 

spoofing attack
Start the 

spoofing attack

Direction of 

the vehicle

Figure 3.4: Actual scenario (a) and LiDAR point cloud (b) of Urban-07 in the KAIST
dataset and the MSF system results (c) without spoofing attack

According to the data from Urban-07, the test vehicle starts from a stationary state
and travels from west to east along a predetermined trajectory, beginning at 5 seconds. The
update frequencies of GNSS, LiDAR, and SINS are 5 Hz, 10 Hz, and 200 Hz, respectively.
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To fully validate the effects of different sensor update frequencies on the spoofing results,
in this chapter, the sensor update frequencies are changed by downsampling (5 Hz or 1 Hz
for GNSS, and 10 Hz or 5 Hz for LiDAR) and through the different combinations the ratio
of sensor update frequencies can be set to 1, 2, 5 and 10. In this section, the update frequen-
cies of GNSS and LiDAR are initially set to 1 Hz and 5 Hz, respectively. Then, the data
from GNSS, LiDAR, and SINS are used to implement the MSF system positioning using
a Kalman filter. The final positioning results of the MSF system in the n-frame before the
simulated spoofing attack are shown in Fig. 3.4 (c), where the location where the spoofing
attack started and the location where the spoofing is stopped are also marked in the fig-
ure. Then, simulation experiments are conducted under different conditions to analyze the
positioning results of the MSF system under a spoofing attack.

3.4.2 Results of MSF System Localization under Spoofing Attack

Under different system parameter settings, the spoofing sources simulate the GNSS
positioning results after the spoofing attack by the spoofing algorithm introduced in Chapter
2. Firstly, the parameters d and f need to be found to maximize the lateral deviation of the
output positioning results within the spoofing window. If the parameters are too small,
the spoofing time will be longer; conversely, if the parameters are too large, the spoofed
signals will be easily recognized by the Chi-square detection algorithm within the MSF
system. Therefore, the constant value parameter d is set to range from 0.3m to 1.5m with
a sampling interval of 0.1m, and the exponential parameter f is set to vary from 1.1 to 1.5,
with a sampling interval of 0.1. The parameter combinations [35] are found by enumeration
under different conditions to maximize the lateral bias of the positioning results of the MSF
system. For the uncertainty of GNSS, it can be expressed by the standard deviation of the
position in three directions.

RG =

 R2
Gx 0 0
0 R2

Gy 0
0 0 R2

Gz

 (3.51)

where RGx, RGy and RGz denote the standard deviation of the GNSS position in the three di-
rections in the b-frame, so changing the standard deviation of the GNSS position represents
changing the GNSS uncertainty. The spoofing attack starts at 20 seconds. The spoofing
window is set to 10 s, and the MSF system is simulated to have been spoofed by setting
up a simulated spoofing signal. To maintain consistent spoofing conditions, the spoofing
values are kept constant for 1 second. A successful spoofing attack must ensure that it is
not detected by the defence algorithm of the MSF system. We assume that the target AV
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internally adopts the Chi-square detection defence algorithm to monitor the measurement
information in real-time, to prevent the outliers and fault information from contaminating
the whole MSF system of AVs, and the threshold of the Chi-square detection algorithm is
calculated by the Eq. (2.18).

In addition, according to the safety threshold calculation method in Chapter 2, this
chapter calculates the safety thresholds by vehicle width and lane width, and the finalDth−1

and Dth−2 are set to 0.75m and 2.86m [35], respectively. Constant value spoofing is per-
formed at first, and the spoofing scheme shifts to exponential value spoofing when the
lateral deviation exceeds the final Dth−1. When the lateral deviation of the output of the
MSF system exceeds the final Dth−2, it indicates that the spoofing can be successful.

Ultimately, the Fusion-ripper parameters d and f that can be found in the spoofing
window under different RGx and kLG are counted to maximize the output lateral deviation
within the spoofing window, as shown in Fig. 3.5 . The horizontal axis represents the stan-
dard deviation of the GNSS position between 0.1m and 4m, respectively, and the vertical
axis represents the ratio of the update frequency of LiDAR and GNSS, which are 1, 2, 5,
and 10, respectively. In Fig. 3.5 , the value of 0 indicates that no parameter could be found
to make the maximum lateral deviation exceed 2.86m and, therefore, cannot successfully
spoof the MSF system in this epoch.

Figure 3.5: Parameters d and f under different parameter settings

In Fig. 3.5 , the blue part represents that the MSF system is in a scenario where it
can be effectively spoofed, where the RGx and kLG parameter values are small. Therefore,
effective parameter combinations can be found to perform a successful spoofing attack.
The white part represents that the MSF system is in a relatively safe scenario, where the
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RGx and kLG parameter values are large. Thus, no suitable parameter combination can be
found that can cause the lateral deviation of the MSF system to exceed the safety threshold
in the successive spoofing window.

According to Chapter 2, it can be seen that the Fusion-ripper spoofing algorithm aims
to find the parameters d and f in the 2 spoofing stages to maximize the lateral deviation of
the MSF system. Excessive parameter combinations may cause the positioning error of the
MSF system to exceed the threshold of the Chi-square detection algorithm. At this point,
the GNSS measurements will be regarded as outliers by the MSF system. Therefore, four
typical successful parameter combinations are selected for analysis, which is marked with
red boxes in Fig. 3.5 . This analysis aims to detail how the Chi-square detection defense
algorithm limits the spoofing attack and to explain the conditions under which a successful
spoofing attack can be performed. In the four cases, the exponential parameter f is gradu-
ally increased from 1.1 to 1.5 with a sampling interval of 0.1. The constant Fusion-ripper
parameter d is found such that the lateral deviation of the output position of theMSF system
is maximized, i.e., the parameter that exceeds the maximum will be recognized by the Chi-
square detection algorithm in the system. Eventually, under the spoofing attack of these
four sets of Fusion-ripper parameter settings, the position error results of the MSF system
are shown in Fig. 3.6 .

The spoofing attack (20s-30s) on theMSF system is simulated by emulating the spoof-
ing signals. Then, the lateral deviations due to Fusion-ripper spoofing parameters and
spoofing attacks are counted for different parameter settings, as shown in Tab. 3.2 .

From the results, it is clear that although LiDAR can correct the positioning error be-
tween two GNSS systems, the positioning error of the MSF system will gradually increase
as the spoofing attack continues. Four typical parameter combinations are selected for de-
tailed analysis:

1. Fig. 3.6 (a) in the case of f = 1.5, there is no statistical data. In this case, no matter
what value is set for the constant value parameter d, it will lead to the Chi-square value in
the Chi-square detection algorithm in the MSF system exceeding the threshold value, so in
this case, it is not possible to spoof successfully.

2. Fig. 3.6 (b) and Fig. 3.6 (c) in certain Fusion-ripper parameter combinations will
trigger the GNSS take-over effect on the MSF system, i.e., with the gradual increase of
the MSF system’s positioning error, the correct LiDAR positioning results are regarded as
outliers by the system’s Chi-square detection algorithm is viewed as outliers, resulting in the
MSF system completely trusting the spoofed GNSS measurements, so that the positioning
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Table 3.2: Fusion-ripper spoofing parameters under different parameter settings and the
corresponding lateral deviation

kLG, RGx f d Lateral deviation (m)

(a) kLG=1, RGx=0.6m

1.1 1.5 3.58
1.2 1.4 6.35
1.3 0.7 6.37
1.4 0.3 5.35

(b) kLG=2, RGx=0.8m

1.1 1.5 4.60
1.2 1.1 8.07
1.3 0.8 8.18
1.4 0.7 4.31
1.5 0.7 8.13

(c) kLG=5, RGx=1.2m

1.1 1.5 3.92
1.2 0.9 10.85
1.3 0.5 4.22
1.4 0.3 0.94
1.5 0.3 0.94

(d) kLG=10, RGx=2.4m

1.1 1.5 2.40
1.2 1.5 3.18
1.3 1.4 3.08
1.4 1.3 2.56
1.5 1.3 2.84
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Figure 3.6: Lateral deviation curve in the spoofing window of 10s under different param-
eter settings

error of the output of the MSF system increases rapidly, thus realizing successful spoofing
attack.

3. Fig. 3.6 (d) represents a critical scenario in which very few parameter combinations
can cause the lateral deviation of the vehicle to exceed the threshold value. Although a
successful spoofing attack can be executed with limited Fusion-ripper parameter configu-
rations, it is difficult to find suitable Fusion-ripper parameters in practical applications due
to the limitations of the Chi-square detection algorithms, making it challenging to realize
spoofing attack in this scenario successfully.

According to the above results and analysis, on the one hand, the maximum value of
the spoofing parameter d that can be found decreases with the increase of the parameter f

due to the limitation of the Chi-square detection algorithm. Therefore, the maximum lateral
deviation that can be achieved by one spoofing attack will be limited. On the other hand,
for some spoofing schemes where the spoofing signals change slowly, it is challenging to
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monitor the spoofing signals using the Chi-square detection algorithm due to the gradual
increase in positioning error. Even the take-over effect may be triggered, i.e., the correct
LiDAR positioning result may be rejected after being regarded as anomalous metric infor-
mation in the MSF system. At this time, the system completely trusts the spoofed GNSS
positioning result. Therefore, due to the vulnerability of the MSF system, under certain
MSF parameter settings, a suitable combination of spoofing parameters can be identified,
allowing the spoofing source to spoof the MSF system of the AV successfully.

3.5 Summary

In this chapter, the state error model of the MSF system under spoofing attack is es-
tablished, including the GNSS measurement update error transfer model, the SINS state
recursive error transfer model, and the LiDAR measurement update error transfer model.
The final state error analytical equation is then obtained. The analytical results show that
in one GNSS spoofed signal update cycle, the MSF system parameters and the size of
the spoofing parameters directly affect the spoofing results. Eventually, the results of the
real-world data simulation test show that under some MSF parameter settings, a suitable
combination of spoofing parameters can be found so that the spoofing source can imple-
ment a successful spoofing attack on the MSF system. In this chapter, the error transfer
model of the MSF system under a spoofing attack is investigated, which lays the theoret-
ical foundation for subsequent in-depth research on the spoofing technology of the MSF
system.
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Chapter 4

A COVERT SPOOFING METHOD
BASED ON FUZZY INFERENCE
MODEL

4.1 Introduction

The MSF systems in AVs typically integrate multiple navigation sensors and exhibit
strong resistance to spoofing signals. Consequently, spoofing attacks on MSF systems
present unique technical challenges compared to direct attacks on GNSS receivers. To
avoid detection by the MSF system’s defense mechanisms, setting appropriate spoofing
parameters is critical.

Traditional spoofing algorithms often suffer from poor concealment and low success
rates. For instance, constant-value spoofing parameters may be too small to achieve effec-
tive deception within limited time frames, while exponential-value spoofing parameters,
though requiring shorter spoofing durations, risk detection by the MSF system’s defense
algorithms due to excessively large parameters. The Fusion-ripper algorithm, which com-
bines these two approaches, does not fully consider spoofing concealment. In some scenar-
ios, spoofing signals may still be detected. Additionally, the algorithm employs an exhaus-
tive search method for spoofing parameters, which is suitable for theoretical research but
impractical for real-world applications. Furthermore, traditional Fusion-ripper algorithms
lack clear criteria for judging the take-over effect, potentially leading to spoofing signal
detection.

To address these challenges, this chapter proposes a covert spoofing method based
on a fuzzy inference model. By dynamically adjusting spoofing parameters based on the
target AV’s state, this method enhances the success rates of spoofing. Specifically, real-time
monitoring of the target AV calculates position error feedback adjustment factors, which are
used to construct a fuzzy knowledge base and fuzzy rules. A fuzzy inference model based
on the multi-Zadeh method dynamically adjusts spoofing parameters. During spoofing, the
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system determines whether the take-over effect has been triggered by comparing position
error feedback adjustment factors. If triggered, spoofing parameters are constrained to
maximum values to prevent detection by the MSF system.

4.2 Framework for Covert Spoofing Based on Fuzzy In-
ference Model

The covert spoofing framework developed in this Chapter builds directly upon the
foundational work presented in Chapter 2. While the Fusion-ripper algorithm effectively
demonstrates the vulnerability of AV MSF systems and establishes a two-stage spoofing
strategy (constant value attack followed by exponential value attack) to maximize lateral
deviation, its reliance on static parameters limits its covertness and practical adaptability.
This chapter proposes an advanced covert spoofing method that retains the core strategic
goal but replaces the static parameterization with a dynamic, fuzzy inference-based control
system. This evolution enables real-time adaptation of the spoofing attack based on the
target AV’s state, thereby significantly improving both the success rate and stealth of the
spoofing attack.

This chapter establishes a covert spoofing model based on a fuzzy inference model.
It utilizes the concept of fuzzy inference to comprehensively evaluate the position error of
the target MSF system in the implementation of a spoofing attack, thereby enabling the
dynamic adjustment of spoofing parameters. The framework for the proposed method is
illustrated in Fig. 4.1 .
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Figure 4.1: The framework of covert spoofing attack based on fuzzy inference model
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In this chapter, a covert spoofing algorithm is proposed for AV, and a fuzzy inference
model dynamically calculates more reasonable spoofing parameters. It mainly includes the
following two aspects:

When the spoofing source starts broadcasting spoofing signals to the target AV, the 2
position error feedback factors in one spoofing cycle are calculated by real-time monitor-
ing the lateral error of the target MSF system during the spoofing process. Then, based on
the previous spoofing parameter, the following spoofing parameter is dynamically calcu-
lated based on the fuzzy inference model. After that, the next optimized spoofing signal is
generated and sent to the target AV.

During the spoofing process, it is determined in real-time whether the spoofing signal
has caused theMSF system to trigger a take-over effect, i.e., theMSF system completely be-
lieves in the spoofed GNSS signals, and the systemmistakenly considers the correct LiDAR
to be completely invalid. Suppose it is detected that the MSF system has triggered a take-
over effect. In that case, the spoofing parameter is then constrained to a maximum value
to prevent excessive spoofing parameters from being detected by the Chi-square detection
algorithm in the MSF system. If no take-over effect is triggered, the spoofing parameters
continue to be adjusted according to the fuzzy inference model.

4.3 Feedback Factor Calculation Model Based on Lateral
Position Error

Spoofing attacks aim to deviate the AV from its intended trajectory. Lateral position
accuracy is more critical than longitudinal or vertical positions. Incorrect lateral position
information may cause the AV to depart from its trajectory, potentially leading to collisions
with surrounding objects. Therefore, spoofing sources tend to be more concerned about the
lateral deviation relative to the intended trajectory of the AV.

Based on research from Chapters 2 and 3, assume the spoofing source monitors the
AV’s real position and generates corresponding spoofing signals. Firstly, given a lateral
spoofing position error value ∆d̃bx along the predetermined trajectory of the AV, the 3D
coordinates of the spoofing error value in the b-frame can be expressed as:

∆d̃b =
[

∆d̃bx 0 0
]T

(4.1)

where ∆d̃bx denotes the value of lateral spoofing position error set by the spoofing source,
and since the AV navigation model is generally established in the n-frame, the position error
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in the b-frame is converted to the n-frame:

∆d̃n = Cn
b∆d̃b (4.2)

where Cn
b denotes the rotation matrix from the b-frame to the n-frame, and since the AV

drives on the ground, the rotation matrix between the n-frame and the b-frame is established
through the azimuth. Therefore:

∆d̃n =
[

∆d̃bx cosγ ∆d̃bx sinγ 0
]T

(4.3)

where γ denotes the azimuth of the b-frame relative to the n-frame. In this chapter, the
spoofing parameter ∆p̃spo

j in latitude and longitude is expressed in terms of the n-frame,
which can be expressed as:

∆p̃spo
j =

[
∆L̃k ∆λ̃k 0

]T
(4.4)

where ∆L̃k denotes the value of longitude spoofing error; ∆λ̃k denotes the value of latitude
spoofing error, which can be expressed as respectively:{

∆L̃k =
∆d̃bx cosγ
Re cosλ

∆λ̃k =
∆d̃bx sinγ

Re

(4.5)

where Re denotes the radius of the earth; λ denotes the latitude information of the AV.

Thus, the spoofing parameter ∆p̃spo
j can be expressed as:

∆p̃spo
j =

[
∆d̃bx cosγ
Re cosλ

∆d̃bx sinγ
Re

0
]T

(4.6)

Therefore, the spoofing parameter ∆p̃spo
j can be changed by setting the spoofing po-

sition error increment ∆d̃bx, and then generating the spoofing signal corresponding to the
target spoofing position. Typically, the spoofing source must complete the entire spoofing
process within a limited time. As the number of spoofing instances increases, the spoofing
parameters change. The spoofing source performs multiple spoofing actions with varying
parameters:

{
∆p̃spo

1 ,∆p̃spo
2 , · · · ,∆p̃spo

j

}
, j ≤ kspo

max (4.7)

where kspo
max denotes the maximum number of spoofing attacks.
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Assuming the target AV receives the spoofing signal, its internal receiver’s position
solution aligns with the spoofing source’s intended target position. During one spoofing
cycle, the GNSS measurement value of the target AV (the spoofing source’s position infor-
mation) can be expressed as:

p̃G
1 = pG

1 +∆p̃spo
j , j = 1,2, · · ·and j ≤ kspo

max (4.8)

where pG
1 denotes the true position information of the spoofed AV when it is not spoofed.

According to Chapter 3, the impact of measurement sensors on the error transfer model
must be considered in practicalMSF systems. Typically, GNSS updates less frequently than
LiDAR and SINS. LiDAR can partially correct spoofed position errors. The final position
error of the MSF system after one GNSS update cycle can be expressed as [86]:

∆X̃kIG+1 ≈
(
I1 + kLG ·HT

2 R−1
L H2

)−1HT
1 R−1

G ∆p̃spo
1 (4.9)

Similarly, according to the calculation process of ∆
⌢

d
bx
1 . The projection in the lateral

direction ∆
⌢

d
b
kIG+1 of the AV is represented as:

∆
⌢

d
bx
kIG+1 = ∆

⌢

LkIG+1 ·Re cosλkIG+1 cosγkIG+1 +∆
⌢

λ kIG+1 ·Re sinγkIG+1 (4.10)

where kIG denotes the update frequency ratio of LiDAR to GNSS, ∆
⌢

LkIG+1and∆
⌢

λ kIG+1

denotes the longitude error and latitude error at the current moment, respectively. λkIG+1

denotes the latitude of the AV at this moment, γkIG+1 denotes the azimuth of the AV relative
to the n-frame.

4.4 Fuzzy Inference Model of Spoofing Parameters Based
on Position Error Feedback Factor

A successful spoofing process is mainly related to the following factors: 1) The ability
of the MSF system to suppress the spoofing signal; 2) The ability of the navigation infor-
mation provided by LiDAR in the MSF system to suppress the position error that has been
generated; 3) Whether the defence algorithm of the MSF system will detect the spoofing
parameter. However, traditional spoofing schemes, including constant value spoofing, ex-
ponential value spoofing, and Fusion-ripper, do not fully consider and analyze these factors
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and are unable to adjust the spoofing parameters according to the actual situation dynami-
cally.

A fuzzy inference system can simulate the way the human brain thinks, especially
when faced with problems with unclear models or high uncertainty, and it does so by creat-
ing fuzzy sets and defining fuzzy rules. These fuzzy sets are divided based on the affiliation
function, while fuzzy rules are built based on qualitative knowledge and experience [87].
Then, the system imitates the human brain to perform logical reasoning and ultimately
transforms the fuzzy quantities obtained from reasoning into precise results through the
defuzzification process [87].

The spoofing source does not fully calculate the specific navigation parameters within
the MSF system of the target AV. However, it can be used to calculate its positioning error
and evaluate the effect of the spoofing attack based on the position information fed back
by the AV. Since the spoofing difficulty is a fuzzy concept, it is difficult to establish a clear
analytical model for calculating the optimal spoofing parameters. Therefore, this chapter
proposes a covert spoofing method based on a fuzzy inference model, which evaluates the
spoofing difficulty in real-time and dynamically adjusts the spoofing parameters.

Firstly, a parameter η is defined, which indicates the rate of change of the lateral
spoofing position error of the next epoch relative to the lateral spoofing position error of
the previous epoch. By constructing a fuzzy inference model, the mapping relationship
between the two position feedback adjustment factors κspo

1 , κspo
2 and the change rate of the

spoofing error parameter η is established.

η = FuzzyIM (κspo
1 ,κspo

2 ) (4.11)

where FuzzyIM(∗) denotes the fuzzy inference model developed in this chapter.

4.4.1 Establishment of knowledge base based on position error feed-
back factor

1) Structure of the Fuzzy Inference Model

The overall anti-spoofing attack ability of the GNSS/SINS/LiDAR-based MSF sys-
tem of AVs is mainly embodied in two aspects during the spoofing process, so the fuzzy
inference model is set up to have two inputs: fuzzy input 1: the position error feedback
factor κspo

1 embodying the inhibition ability of the MSF system to the spoofing attack, and
setting its thesis domainU I

1 is [0, 1]; fuzzy input 2: position error feedback factor κspo
2 that

reflects LiDAR’s ability to correct the generated position error, and sets its domain U I
2 to
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[0,1]. These two position error feedback factors can be computed in real-time by monitor-
ing the position of the target AV. The fuzzy inference model has one output, i.e., the rate
of change of the next spoofing parameter relative to the previous spoofing parameter η , to
prevent the spoofing parameter from changing too drastically and set its thesis domainUO

to [0.6, 1.4] based on the experience, so the established fuzzy inference model adopts the
structure of dual-input and single-output.

2) Fuzzy Sets and Membership Functions for Inputs and Outputs

Since it is impossible to establish a clear mathematical model to evaluate the suppres-
sion ability of the MSF system against the spoofing attack, it is empirically set that when
κspo

1 is larger than 0.6, it indicates that the MSF system has a weak suppression ability
against the spoofing attack; when κspo

1 is larger than 0.2 and smaller than 0.6, it indicates
that the MSF system has a medium suppression ability; when κspo

1 is less than 0.2, it indi-
cates that the suppression ability of MSF system on spoofing attack is strong. Similarly,
when κspo

2 is larger than 0.6 and smaller than 1, it indicates that LiDAR has a weak sup-
pression ability of position error caused by the spoofing attack; when κspo

2 is larger than 0.2
and smaller than 0.6, it indicates that LiDAR has medium suppression ability of position
error caused by spoofing attack; when κspo

2 is less than 0.2, it indicates that LiDAR has a
strong ability to suppress the position error caused by spoofing attack. Therefore, we set
fuzzy input 1 with three fuzzy subsets: Strong (S), Medium (M), and Weak (W). Similarly,
fuzzy input 2 is also set with three fuzzy subsets: Strong (S), Medium (M), and Weak (W).

Each element in a fuzzy set corresponds to an affiliation degree, which is between
[0,1], and the closer it is to 1, the more it belongs to the set. The affiliation degree is used
to objectively state which class of sets it belongs to, and the affiliation function of the two
input variables is set to be Gaussian by the assignment method [88]. The specific form can
be expressed as:

MI(u,σ ,c) = exp

(
−(u− c)2

2σ2

)
(4.12)

where, u denotes the input variable. The parameter σ determines the width of the curve, and
the parameter c determines the center of the curve. According to the Zadeh representation
[88], the fuzzy sets can be represented by the affiliation function, and when the domain U

is infinite, the fuzzy set M onU is denoted as:

M =
∫

u∈U

M(u)
u

(4.13)

The fuzzy distribution can characterize the degree of convergence of the indicator
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values, thereby determining the difficulty in the actual spoofing process. Usually, the fuzzy
distribution of affiliation includes skewed large distribution, skewed small distribution, and
intermediate distribution, and the fuzzy set MI

1 of the fuzzy input κspo
1 can be expressed as:

MI
1 =

∫
u∈[0,0.4]

1−M(u,0.1,0.4)
u

+
∫

u∈[0,1]

M(u,0.1,0.4)
u

+
∫

u∈[0.4,1]

1−M(u,0.1,0.4)
u

(4.14)

In Eqs.(4-20) and Eqs.(4-21),
∫
does not denote integration and + does not denote

summation. They have only symbolic meanings and denote a generalization of the rela-
tionship between all the elements that make up a fuzzy set and its corresponding degree of
affiliation over the domain of the argument. M(u)

u also does not denote a division relation;
it means that the degree of affiliation of u to the fuzzy set M is M (u). Setting the fuzzy set
MI

2 of the fuzzy input κspo
2 is the same as the fuzzy set MI

1 of the fuzzy input κspo
1 .

Finally, the affiliation function curves for the two fuzzy inputs are shown in Fig. 4.2 .

Figure 4.2: Membership curves of fuzzy input κspo
1 and κspo

2

The fuzzy output is to set the rate of change η of the parameters of the next spoofing
epoch relative to the previous spoofing parameter. To prevent the spoofing parameter from
changing drastically, the fuzzy output is set with five fuzzy subsets, Increase (I), Slight
Increase (SI), Unchangeable (U), Slight Decrease (SD), Decrease (D), and selecting the
triangular affiliation function, which can be expressed as:

MO (v,a,b,c) =


0, v ≤ a
v−a
b−a , a < v ≤ b
c−v
c−b , b < v ≤ c

0, v > c

(4.15)
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where v is the output variable. a, b and c are the parameters of the triangular affiliation
function, where a < b < c. The fuzzy output η of the fuzzy set MO can be expressed as:

MO =
∫

v∈[0.6,0.8]
MO(v,0.4,0.6,0.8)

v +
∫

v∈[0.6,1]
MO(v,0.6,0.8,1)

v +
∫

v∈[0.8,1.2]
MO(v,0.8,1,1.2)

v

+
∫

v∈[1,1.4]
MO(v,1,1.2,1.4)

v +
∫

v∈[1.2,1.4]
MO(v,1.2,1.4,1.6)

v
(4.16)

Eventually, the affiliation functions of the output variables are shown in Fig. 4.3 .

Figure 4.3: Membership curve of fuzzy output η

3) Establishment of linguistic variables based on fuzzy five-tuples

The affiliation functions of the fuzzy input and output variables are determined to
build a fuzzy knowledge base based on the linguistic variables. Linguistic variables were
proposed initially by Zadeh as a basic concept of fuzzy modeling [89], which refers to vari-
ables that are assigned linguistic values rather than numerical values. Referring to Zadeh’s
defined concept, a linguistic variable L is defined as a five-tuple:

L = (X ,T (x) ,U ,G,M) (4.17)

where X denotes the name of a linguistic variable, T (x) denotes the set of names of linguis-
tic values of a linguistic variable,U denotes the argument domain, G denotes the syntactic
rule, and M denotes the semantic rule.
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Using fuzzy five-tuples to represent fuzzy inputs κspo
1 and κspo

2 can be expressed as:{
LI

1 =
(
X I

1,T I
1
(
xI

1
)

,U I
1,GI

1,MI
1
)

LI
2 =

(
X I

2,T I
2
(
xI

2
)

,U I
2,GI

2,MI
2
) (4.18)

The linguistic variables of the fuzzy output η can be expressed as:

LO =
(

XO,T O
(

xO
)

,UO,GO,MO
)

(4.19)

The final fuzzy knowledge base is represented by a five-tuple of three linguistic vari-
ables as shown in Fig. 4.4 .

1.   =The ability of MSF system to suppress 
spoofing attacks;

2.          ={Strong, Medium, Weak};
3.   =[0, 1] ;
4.   =Given directly from experience;
5.   =Fuzzy Sets.

Fuzzy linguistic variable 1
Fuzzy input

1
IX

 1 1
I IT x

1
IU

1
IG

1
IM

2
IX

 2 2
I IT x

2
IU

2
IG

2
IM

1.   =Set the parameter change rate of the next spoofing epoch；
2.           ={Increase, Slight Increase, Unchangeable, Slight Decrease, Decrease};
3.   =[0.6, 1.4] ;
4.   =Given directly from experience;
5.   =Fuzzy Sets.

OX
 O OT x

OU
OG

OM

Fuzzy linguistic variable 2

Fuzzy linguistic variable 3

1.   =The ability of LiDAR to suppress 
GNSS error;

2.          ={Strong, Medium, Weak};
3.   =[0, 1] ;
4.   =Given directly from experience;
5.   =Fuzzy Sets.

Fuzzy output

Figure 4.4: The five-tuple of three language variables

4.4.2 Fuzzy Rules Based on Position Error Feedback Factor

The fuzzy inference model does not rely on the precise mathematical model but on the
fuzzy rules transformed from the operational experience and expression knowledge. Ac-
cording to the relationship between system parameters and state error in Chapter 3, the fuzzy
relationship between position error after spoofing and spoofing parameters is established.
If the MSF system is weak in suppressing the GNSS error, then the spoofing parameter
can be increased appropriately so that the spoofing purpose can be realized quickly. If the
MSF system has a medium suppression ability for GNSS error, set the spoofing param-
eter to change slightly. If the MSF system’s ability to suppress GNSS errors is strong,
it means that it is difficult for the spoofing source to deceive the MSF system at this time.
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The spoofing parameter can be appropriately reduced to prevent larger spoofing parameters
from being detected.

Similarly, suppose the LiDAR’s ability to suppress the position error due to spoofing
attack is weak. In that case, the spoofing parameter can be further increased appropriately
to enable a quick realization of the spoofing attack. If the LiDAR’s ability to suppress
the position error is moderate, set the spoofing parameter to change little. Suppose the
LiDAR’s ability to suppress the position error due to a spoofing attack is strong. In that
case, the spoofing parameter can be appropriately reduced to prevent excessive spoofing
parameters from being detected.

Based on the above fuzzy relationship, fuzzy rules are established. Any inference rule
contains two parts, the premise (also known as the antecedent) and the conclusion (also
known as the consequent), and has the form of ‘If ......, then ......’, or the IF-THEN rule.
Fuzzy rules can be expressed by conditional clauses of the following form:

If <fuzzy proposition 1>, Then <fuzzy proposition 2>

Further, nine IF-THEN fuzzy rules are established based on fuzzy relationships:

Rule 1 (ℜ1): If (Input 1 is W) and (Input 2 is W), then (Output is I);

Rule 2 (ℜ2): If (Input 1 is M) and (Input 2 is W), then (Output is SI);

Rule 3 (ℜ3): If (Input 1 is S) and (Input 2 is W), then (Output is U);

Rule 4 (ℜ4): If (Input 1 is W) and (Input 2 is M), then (Output is SI);

Rule 5 (ℜ5): If (Input 1 is M) and (Input 2 is M), then (Output is U);

Rule 6 (ℜ6): If (Input 1 is S) and (Input 2 is M), then (Output is SD);

Rule 7 (ℜ7): If (Input 1 is W) and (Input 2 is S), then (Output is U);

Rule 8 (ℜ8): If (Input 1 is M) and (Input 2 is S), then (Output is SD);

Rule 9 (ℜ9): If (Input 1 is S) and (Input 2 is S), then (Output is D).

To facilitate the description, a fuzzy rule table is established based on the above fuzzy
rules, as shown in Tab. 4.1 .
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Table 4.1: Fuzzy rule table ((1)-(9) indicates the serial number of the nine rules)

Fuzzy rule GNSS
W M S

LiDAR
W I(1) SI(2) U(3)

M SI(4) U(5) SD(6)

S U(7) SD(8) D(9)

4.4.3 Spoofing Parameter Fuzzy Inference Based on Multiple Zadeh
Method

Multiple multidimensional fuzzy inference modeling based on fuzzy rules, also known
as chained fuzzy inference modeling, is widely used in fuzzy control. In multiple multidi-
mensional fuzzy inference, the major premise has multiple cases, and each major premise
has multiple sets of antecedents, which are generally represented as:

A11,A12, · · · ,A1n → B1

A21,A22, · · · ,A2n → B2
...

At1,At2, · · · ,Atn → Bt

A∗
1,A∗

2, · · · ,A∗
n

B∗

(4.20)

where Atn and Bt are the fuzzy sets on the known major premise domains U I and UO,
respectively; t denotes the number of fuzzy rules; n denotes the number of antecedent vari-
ables; ‘→’ denotes implication, i.e., connecting two propositions that have a dependence
relationship to form a composite proposition; A∗

n denotes the given fuzzy set; B∗ denotes
the fuzzy set of solution.

The spoofing parameter fuzzy inference model based on the position error feedback
factor has two antecedent variables for each fuzzy rule, and there are nine fuzzy rules in
total, so the specific form of the multiple multidimensional fuzzy inference model is:

MI
1,W MI

2,W → MO
I(1)

MI
1,W MI

2,M → MO
SI(2)...

MI
1,S MI

2,S → MO
D(9)

MI
1,∗ MI

2,∗
MO

∗

(4.21)
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Fuzzy inference is performed according to the multiple Zadeh method, which starts
with a Cartesian product of each rule and the two antecedents of the given premise, respec-
tively, which can be expressed as:

MI
1,W ×MI

2,W = MI
I(1)

,

MI
1,W ×MI

1,W = MI
SI(2)

,

· · ·
MI

1,S ×MI
2,S = MI

D(9) ,

MI
1,∗×MI

2,∗ = MI
∗

(4.22)

Then, the multiple multidimensional fuzzy inference model (MMFIM) is simplified
into a multiple inference model, and the inference result MO

∗ is calculated according to the
First Infer Then Aggregate (FITA) method. The specific procedure of the FITA method is
to process the antecedent MI

∗ with each rule separately according to the simple fuzzy rules
and then get the intermediate variables MO

I(1)∗,MO
SI(2)∗, · · · ,MO

D(9)∗, which can be expressed
as:

MI
I(1)

→ MO
I(1)

MI
SI(2)

→ MO
SI(2)

MI
D(9) → MO

D(9)

MI
∗ MI

∗ MI
∗

MO
I(1)∗, MO

SI(2)∗, MO
D(9)∗

(4.23)

After that, aggregating all the intermediate variables together to get the final inference
result MO

∗ , which can be expressed as:

MO
I(1)∗⊕MO

SI(2)∗⊕·· ·⊕MO
D(9)∗ = MO

D∗ (4.24)

where ⊕ denotes the aggregation operation.

Then, the area center method is used to denazify the fuzzy set, to determine the center
of the area surrounded by the image of the fuzzy set’s affiliation function and the horizontal
coordinate axes, and then take the horizontal coordinate of this center as the whole fuzzy
set output. This method takes into account the affiliation of all the elements in the fuzzy set
and their corresponding values. Therefore, it can reflect the characteristics of the fuzzy set.
Assuming that the horizontal coordinate of the center of the area enclosed by the affiliation
function and the horizontal coordinate axis is v∗, it can be determined according to the
following formula:

u∗ =
∫

UO MO
∗ (u)udu∫

UO MO
∗ (u)du

(4.25)

where UO denotes the domain; MO
∗ denotes the affiliation function of the fuzzy set; and u
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denotes the element in the domain. Defuzzification using the area-centered method yields
the final output u∗, i.e., the change rate η of the next spoofing parameter relative to the
previous spoofed parameter. Based on the fuzzy input and fuzzy output specific affiliation
functions, as well as the fuzzy inference model established above, the final mapping surface
of fuzzy input and fuzzy output fuzzy relationships based on the fuzzy inference model is
shown in Fig. 4.5 :

Figure 4.5: Mapping surface of fuzzy relation between fuzzy input κspo
1 , κspo

2 and fuzzy
output η

4.5 Maximum Value Constraint for Spoofing Parameters

According to the results in Section 4.3.1, two error feedback factors κspo
1 and κspo

2 are
defined by the position error monitoring results to evaluate the effect of spoofing attack
comprehensively. When the spoofing attack starts, the position error of the MSF system
will increase, and in the middle of the two spoofing epochs, the presence of the LiDAR
signal will lead to a decrease in the position error of the MSF system, i.e., ∆

⌢

d
bx
kIG+1 <

∆
⌢

d
bx
1 . Especially in regions that are easily spoofed, the position error cannot be completely

corrected. Therefore, we dynamically adjust the change rate of the spoofing parameter
using the fuzzy inference model. As the spoofing parameter gradually increases, the lateral
error of the MSF system also increases. At this time, The deviation between the deceived
GNSS signal and the LiDAR signal gradually increases.
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During a spoofing process, the schematic diagram of the lateral error variation curve
of the MSF system is shown as Fig. 4.6 (due to space limitations, some LiDAR signals and
the MSF signals are not marked).
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Figure 4.6: Lateral error curve diagram of MSF system during spoofing

As the spoofing attack leads to a gradual increase in the lateral position error of the
MSF system, it is monitored ∆

⌢

d
bx
kIG+1 > ∆

⌢

d
bx
1 , which indicates that LiDAR has no sup-

pression ability for the position error caused by spoofing attack, i.e., in a GNSS update
cycle, the LiDAR with higher update frequency completely loses its correction ability to
the MSF system, and at this time, LiDAR is completely invalid in the MSF system, which
indicates that the matching result of LiDAR is completely invalid or has triggered the take-
over effect, i.e., the MSF system sees the correct positioning result of LiDAR as a faulty
signal, which leads to the MSF system completely trusting the positioning result of GNSS.
Therefore, the spoofed GNSS signal completely takes over the MSF system.

In some easier spoofing scenarios, the spoofing success rate is higher theoretically.
However, some traditional spoofingmethods, such as exponential value spoofing and Fusion-
ripper, actually reduce the spoofing success rate. Analyzing the reason, the probability is
that the spoofing parameter caused by exponential value spoofing is too large, making it
easy to detect. This enables the spoofing source to execute a successful spoofing attack.
Still, the defense algorithm in the system detects the spoofing signal, so there is no need to
set overly large spoofing parameters in the actual spoofing process. Thus, the method pro-
posed in this chapter establishes a mathematical relationship between the maximum upper
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limit of the spoofing parameter and the take-over effect. When the take-over effect is trig-
gered, there is no need to increase the spoofing parameters, which prevents the oversized
spoofing parameter from being detected by the MSF system during the subsequent spoof-
ing process, thereby improving the covertness of the spoofing attack. Eventually, the rate
of change of the parameters of the next spoofing epoch relative to the previous spoofing
parameter ηi can be expressed as:

ηi =

 FuzzyIM (κspo
1 ,κspo

2 ) ,∆
⌢

d
bx
kIG+1 < ∆

⌢

d
bx
1

1,∆
⌢

d
bx
kIG+1 > ∆

⌢

d
bx
1

(4.26)

where i denotes the spoofing epoch. Finally, the spoofing parameter ∆d̂i of the previous
epoch and the rate of change of the spoofing error parameter ηi are used to quantify the
spoofing parameter of the next epoch.

∆d̂bx
i+1 = ηi ·∆d̂bx

i (4.27)

4.6 Real-world Data Verification

Due to the limitations of the test conditions, this chapter mainly uses real-world data
tests for algorithm verification. In this chapter, the simulation-generated spoofing signals
are also used to spoof the MSF system. Then, the spoofing position increment is superim-
posed on the real GNSS position output when it is not subject to a spoofing attack, simu-
lating the generation of GNSS spoofing signals. Firstly, the test equipment and condition
settings required in this chapter are explained. Then, different test conditions are selected to
conduct spoofing tests on MSF systems, further verifying the effectiveness of the proposed
spoofing method.

4.6.1 Setup

Based on the navigation data platform from the Intelligent Positioning and Navigation
Laboratory at the Hong Kong Polytechnic University, positioning and navigation data are
collected in urban environments. The data acquisition platform and the navigation sensors
associated with this chapter are shown in Fig. 4.7 , which is equipped with LiDAR, GNSS,
SINS, and other navigation sensors.

In Fig. 4.7 , the green box denotes the LiDAR installed on the data acquisition vehicle
in the experiments, the dark blue box denotes the IMU, and the light blue box represents the
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3D LiDAR
IMU
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SPAN-CPT
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Figure 4.7: Data acquisition platform and associated navigation sensors

GNSS antenna. The red rounded box denotes the GNSS receiver, which is placed inside
the vehicle along with the other hardware devices. These sensors comprise the onboard
MSF system, which simulates an advanced vehicle navigation system. The pink box de-
notes the SPAN-CPT system, which is used to provide high-precision navigation references.
The specifications of the sensors equipped on the data acquisition platform are shown in
Tab. 4.2 .

Table 4.2: Main parameters of relevant sensors and GNSS/SINS system parameters

Sensors Version Update frequency Others
3D LiDAR HDL32E Velodyne 10Hz 360HFOV, +10∼-30VFOV, 80m

IMU Xsens Mti10 400Hz AHRS
GNSS NovAtel FlexPak6 1Hz GPS L1/L2, Galileo

GNSS/SINS NovAtel SPAN-CPT 100Hz RMSE: 5cm

SPAN-CPT is a high-precision post-processing GNSS/SINS navigation system, which
can provide high-precision navigation results and be used to verify the absolute positioning
accuracy of the MSF system and the Root Mean Square Error (RMSE) of the SPAN-CPT
used in the test is 5 cm. High-precision GNSS positioning results are provided by Real
Time Kinematic (RTK). In the experimental data processing, the open-source data process-
ing software RTKLIB is used to obtain the final GNSS positioning results [90]. In RTKLIB,
the positioning model is set to ‘Kinematic’. The integer ambiguity resolution is set to ‘Fix
and Hold’. In addition, the distance between the mobile station and the reference station
is about 7 kilometers. Similarly, the GNSS/INS/LiDAR-based MSF algorithm is imple-
mented using a software platform developed based on the autonomous platform Autoware
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and PSINS C++ toolbox. To fully validate the effectiveness of the fuzzy inference model-
based spoofing method, test validation is conducted in various scenarios.

In the constant-value spoofing method, the constant-value spoofing parameter d is set
from 0.6 m to 1.5 m, and the sampling interval is 0.1 m. To ensure the consistency of the
test conditions, the deception is repeated 5 times for each position so that the number of
deceptions carried out at the same position is 50 times.

In the parameter setting of the exponential value spoofing method, the constant value
spoofing parameter d is from 0.6m to 1.5m, and the sampling interval is 0.1m. The expo-
nential parameter f is from 1.1 to 1.5, the sampling interval is 0.1, and the number of times
spoofing is performed at the same location is 50 times.

Fusion-ripper is divided into two stages of spoofing attack: constant value spoofing,
when the lateral error exceeds the threshold, then exponential value spoofing, consistent
with the experimental setup in the previous chapter, set the constant value spoofing pa-
rameter d to 0.6m to 1.5m, and the interval of the sampling is 0.1m. set the exponential
parameter f to 1.1 to 1.5, and the interval of the sampling is 0.1. Therefore, the Fusion-
ripper performs deception at the same location 50 times. Then, count the number of times
it succeeds in deception.

For the spoofing method proposed in this chapter, the theoretical number of times of
deception at each position is 1 time, but to ensure the consistency of the test conditions, the
initial value of the spoofing parameter is likewise set to be between 0.6m and 1.5m, with a
sampling interval of 0.1m, and the deception is repeated for 5 times at each position. After
that, the spoofing parameters are dynamically adjusted according to the fuzzy inference
model, so the number of deceptions at the same location is also 50 times. Then, the average
success rate of the whole interval is calculated. In the process of practical application, the
initial value of the spoofing parameter can be directly set as an empirical value. Afterward,
the spoofing parameters are dynamically adjusted according to the fuzzy inference model
established in this chapter.

Additionally, during the spoofing process as a whole, since the time for spoofing is
limited in the actual process, the time for each deception is set to a fixed 10s. If the spoofing
signal is not detected and the lateral deviation of the AV is caused to exceed the safety
threshold, it means that the spoofing is successful.
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4.6.2 Spoofing Results of Different Spoofing Methods

The first scenario is a typical urban canyon near Tsim Sha Tsui, Hong Kong, where the
surrounding environment during data collection features high-rise buildings and numerous
dynamic vehicles. In this scenario, the vehicles are mostly obscured by the high-rise build-
ings on both sides, resulting in poor-quality navigation information output by GNSS, while
LiDAR provides high-accuracy navigation results. The sensors configured on the test ve-
hicle are used to collect actual navigation data, and the total duration of this set of data is
380s. The vehicle trajectory and the localization processing results of the relevant sensors
are shown in Fig. 4.8 . Due to the occlusion of the surrounding buildings or trees, only
170 epochs of RTK GNSS positioning information are solved. Additionally, the scenario
features some relatively empty areas (the vehicle travels through these areas from 317s to
333s). There are no high-rise buildings on both sides, at which time the quality of the nav-
igation signal output from GNSS is higher, and the positioning error reaches the decimetre
level, as shown in Fig. 4.9 . The positioning reference is provided by the high-precision
GNSS/INS navigation system SPAN-CPT. It is easier to succeed in this scenario; there-
fore, this chapter primarily simulates the spoofing process using real-world data within this
interval to verify the effectiveness of the proposed method.

Figure 4.8: Location results of vehicle tra-
jectory and related sensors

Figure 4.9: Positioning errors of LiDAR
and GNSS

To facilitate the experimental verification, the simulation spoofing interval is set from
317s to 326s (in this interval, the vehicle passes through the upper left the empty area in
Fig. 4.8 . Theoretically, the spoofing success rate is higher in these scenarios), and the
spoofing attack is performed every 1s, so a spoofing attack is performed on 10 positions in
this scenario. Two conditions are satisfied by successful spoofing: 1) when the maximum
lateral deviation of the AV exceeds 2.86m (refer to Chapter 2 for the calculation rules of
the threshold); 2) the spoofing signals are not detected by the defence algorithm inside the



72 Chapter 4

MSF system. The traditional constant value spoofing method, exponential value spoof-
ing method, and Fusion-ripper are compared with the covert spoofing method proposed in
this chapter. The final metric for comparison is the success rate of implementing spoofing
attacks on the MSF system of AVs, which can be expressed as:

rs =
ns

N
×100% (4.28)

where ns denotes the number of successful spoofs; N denotes the total number of spoofs
performed by the spoofing source.

The statistics of successful spoofing counts for the traditional method and the fuzzy in-
ferencemodel-based covert spoofingmethod proposed in this chapter are shown in Fig. 4.10 .

Figure 4.10: The success number of different spoofing methods

The total number of spoofing times for each method is 500, and all successful spoofing
times within the spoofing interval are counted. The corresponding success rate is calculated
according to Eq. (4.28), and the final result is shown in Tab. 4.3 .

Table 4.3: Average success rate of different spoofing methods (%)

Statistical results Constant value spoofing Exponential value spoofing Fusion-ripper The proposed
ns 195 92 172 350
rs 39.0 18.4 34.4 70.0



4.6. Real-world Data Verification 73

By analyzing the experimental results, it is evident that the traditional exponential
value spoofing method has a low success rate, primarily due to the fact that the spoofing
parameters change significantly during the exponential value spoofing process, resulting in
spoofing signals that are easily detected. The traditional constant value spoofing method
also has a lower success rate of 39%, mainly because the spoofing parameters are constant
in size, and the lateral deviation of the autonomous vehicle cannot be made to exceed the
threshold value within a limited period. The Fusion-ripper spoofing method encompasses
both the exponential value spoofing process and the constant value spoofing process, re-
sulting in a success rate that falls between the other two methods. The covert spoofing
method proposed in this chapter achieves a success rate of 70%, which is superior to that
of other traditional methods.

End point

Start point

Figure 4.11: Data acquisition platform in Google Earth test scenario and test route

Since the spoofing parameters of the proposed spoofing attack algorithm are set ac-
cording to specific fuzzy rules, they are relatively regular. This inherent regularity might
lead to poorer adaptability to sudden environmental changes, resulting in scenarios where
the success rate is either very high or very low at a given moment. This outcome is pri-
marily related to the nature of the proposed algorithm itself and the quality of the sensors.
In contrast, the other compared algorithms exhibit weaker regularity and higher random-
ness in their parameter settings. Therefore, at some specific moments (such as 323s), these
traditional methods might coincidentally succeed under certain parameter configurations.
This explains why in Fig. 4-9, for the spoofing attack starting at 323s, the success number
of the proposed method is 0, while the traditional methods have success counts larger than
0.
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The second scenario is chosen to collect real-world data under sunny weather condi-
tions in the suburbs of Kowloon Tong, Hong Kong, with a total duration of 200s. The test
scenario and route trajectory are shown in Fig. 4.11 . During the test, the vehicle starts from
a standstill at the starting point and travels clockwise in a predetermined route to reach the
endpoint, where it stops. The black circular trajectory in the figure is the chosen test route,
with the start and end points in close proximity. The buildings on both sides of the road are
not high but relatively dense. Therefore, the signal quality of GNSS and LiDAR is highly
credible in clear weather. The positioning results and position errors of the relevant sensors
are shown in Fig. 4.12 and Fig. 4.13 , and the positioning reference values are provided by
the high-precision GNSS/SINS navigation system SPAN-CPT.

Figure 4.12: Location results of vehicle tra-
jectory and related sensors

Figure 4.13: Positioning errors of LiDAR
and GNSS

According to the theoretical analysis above, the spoofing success rate on the MSF
system in this scenario is not high. To improve the success rate of spoofing attacks, we
generate LiDAR data [91] with different meteorological weather types and meteorological
weather classes based on real-world LiDAR data simulation through a weather simulator,
which reduces the quality of the LiDAR signal. To effectively verify the effectiveness of
the proposed method in this chapter, navigation data under different weather scenarios are
selected for the experiment. Firstly, the spoofing attack is carried out at the position of 5s.
Another spoofing attack is carried out every 5s, and the last spoofing is carried out at the
position of 190s, so there are a total of 38 positions spoofed and jammed for this set of data,
and thus the total number of spoofing for each method is 1900 times. There are differences
in the number of spoofing attacks performed for each location depending on the spoofing
method. In addition, the time for each spoofing is 10s. Based on the data collected under
clear weather, the LiDAR data under severe weather are simulated according to different
meteorological weather classes. The different parameter sizes of rainfall rate, visibility,
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and snowfall rate are used to indicate the degree of severity of the three types of weather,
namely, rain, snow, and fog, respectively. Finally, a spoofing attack is carried out under the
same conditions to illustrate the effects of different spoofing methods quantitatively.

For rainy weather scenarios with varying rainfall rates, the success rates of spoofing
attacks are compared. Taking the rainfall rate of 60m m/h on a rainy day as an example,
the statistics of the number of successful spoofing times of different spoofing methods are
shown in Fig. 4.14 . Spoofing attack is performed at different rainfall rates, and the average

Figure 4.14: Success number of different spoofing methods in rainy weather scenario (%)

success rate of all spoofingmethods is calculated according to Eq. (4.28). The final statistics
are shown in Tab. 4.4 .

Table 4.4: Average success rate of each spoofing method under different rainfall rates (%)

Meteorological parameter Constant value spoofing Exponential value spoofing Fusion-ripper The proposed
100mm/h 12.37 17.32 13.47 71.32
80mm/h 10.26 17.11 13.11 69.47
60mm/h 8.16 16.42 11.26 67.37
40mm/h 3.42 14.00 7.16 58.95

From the results, it can be seen that the spoofing success rates of all methods show
a trend of gradual increase with the worsening of the weather and meteorological condi-
tions, indicating that the more severe the weather environment, the greater the influence on
LiDAR is. The easier it is to realize a successful spoofing attack. However, for different
spoofing methods, there are obvious differences in spoofing success rates. The success rate
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of the constant value spoofing method is lower, and the exponential spoofing method, due
to its excessive spoofing parameters, generates spoofing signals that are easily detected by
the system, directly affecting the spoofing success rate and resulting in a success rate of no
more than 20%. The success rate of traditional Fusion-ripper is in between the two. The
covert spoofing method proposed in this chapter is more successful.

For foggy weather conditions, different fog visibility scenarios are selected for spoof-
ing attacks on MSF systems, and the success rates of all spoofing methods are compared.
Taking the visibility of 37.5m on a foggy day as an example, the statistics of successful
spoofing counts of the constant value spoofing method, the exponential value spoofing
method, the Fusion-ripper as well as the hidden spoofing method based on the fuzzy infer-
ence model proposed in this chapter are shown in Fig. 4.15 .

Figure 4.15: Success number of different spoofing methods in foggy scenarios (%)

The spoofing attack is performed under different fog visibility conditions, and simi-
larly, the average success rate of all spoofing methods is calculated according to Eq. (4.28).
The final statistics are shown in Tab. 4.5 .

From the results, it is evident that the spoofing success rate increases gradually as the
fog visibility decreases. For different spoofing methods, the spoofing results have large
differences. But comprehensively, the spoofing method proposed in this chapter still has
the highest spoofing accuracy.

For snowy weather scenarios with varying snowfall rates, spoofing attacks are se-
lected, and the success rates of all spoofing methods are compared. Taking the snowfall
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Table 4.5: Average success rates of spoofing methods under different fog visibility (%)

Meteorological parameter Constant value spoofing Exponential value spoofing Fusion-ripper The proposed
15m 86.32 46.53 60.26 92.11
20m 80.00 42.26 54.53 92.11
37.5m 55.00 31.37 37.11 91.05
60m 10.00 18.68 14.53 73.95
75m 3.16 15.47 9.58 67.89

rate of 15 mm/h on snowy days as an example, the statistics of successful spoofing counts
of the constant value spoofing method, the exponential spoofing method, the Fusion-ripper,
and the fuzzy inference model-based covert spoofing method proposed in this chapter are
shown in Fig. 4.16 .

Figure 4.16: Success number of different spoofing methods in snowy scenarios (%)

A spoofing attack is performed at different snowfall rates, and similarly, the average
success rate of all spoofingmethods is calculated according to Eq. (4.28). The final statistics
are shown in Tab. 4.6 .

From the final results, the covert spoofing algorithm proposed in this chapter achieves
a high success rate, and the spoofing results are consistent with those obtained on rainy
and foggy days. Therefore, the validity of the proposed method is verified, and it can be
effectively used for the spoofing process in practical applications.

Overall, for the three different types and intensities of weather scenarios, the fuzzy
inference model-based spoofing method proposed in this chapter significantly outperforms
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Table 4.6: Average success rate of each spoofing method under different snowfall rates
(%)

Meteorological parameter Constant value spoofing Exponential value spoofing Fusion-ripper The proposed
25mm/h 22.11 21.05 19.89 77.37
20mm/h 17.63 19.21 17.37 75.00
15mm/h 11.58 17.89 14.89 71.84
10mm/h 6.05 14.79 9.68 62.89
5mm/h 3.42 13.68 8.26 62.37

the other three traditional spoofing methods in terms of success rate. The spoofing suc-
cess rate remains above 58% even in some weather scenarios with low weather levels. To
summarize, under all typical test scenarios, the proposed method has the least increase in
spoofing success rate compared to the traditional method when the fog visibility is 15m
(86.32% for the constant value spoofing method to 92.11% for the proposed method), so
the proposed method has an increase in spoofing success rate of more than 5% compared
to the traditional method.

In conclusion, this chapter has presented a covert spoofing method that advances the
state-of-the-art beyond the traditional Fusion-ripper algorithm of Chapter 2. By integrating
a fuzzy inference model for dynamic parameter adjustment, the proposed method over-
comes the limitations of static spoofing parameters, leading to a more robust and adaptive
spoofing attack framework that provides a more powerful theoretical basis for the research
on security defense of multi-sensor fusion systems in AVs.

4.7 Summary

This chapter proposes a covert spoofing method based on a fuzzy inference model to
realize the dynamic adjustment of spoofing parameters. Firstly, a fuzzy knowledge base
and a rule base are constructed based on the position error feedback factor, a multiple mul-
tidimensional fuzzy inference model is established based on the fuzzy rule base, and fuzzy
implication and aggregation are performed through the multiple Zadeh method inference
model to evaluate the spoofing effect in real-time and dynamically set the spoofing param-
eter of the next spoofing epoch, to realize the adaptive adjustment of spoofing parameters.
Meanwhile, the maximum value of the spoofing parameter is limited when the MSF system
triggers the take-over effect. Finally, data simulation tests are conducted to verify the effec-
tiveness of the covert spoofing method based on the fuzzy inference model proposed in this
chapter. To facilitate validation, this chapter primarily selects test data collected under the
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scenario of easy deception for validation. The simulation test results show that, compared
with several traditional spoofingmethods, the spoofing signals sent by the proposedmethod
are not easily detected by the MSF system in the target AV, and high spoofing success rates
can be achieved in the typical scenarios.
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Chapter 5

SPOOFING EFFECTIVENESS
ASSESSMENT METHOD BASED ON
SENSOR UNCERTAINTY
ESTIMATION

5.1 Introduction

Autonomous vehicles (AVs) inevitably operate in diverse and dynamic environments,
including challenging geographic terrains and varying weather conditions. The susceptibil-
ity to spoofing attacks varies across these scenarios. Blindly broadcasting spoofing signals
can lead to low success rates and threaten the safety of the spoofing source. To address
this, this chapter develops a method for assessing spoofing effectiveness based on sensor
uncertainty estimation, focusing on the MSF system of AVs. The sensors involved include
GNSS, SINS, and LiDAR. Since SINS operates autonomously with navigation accuracy
independent of external conditions, its uncertainty cannot be effectively estimated by the
spoofer. Thus, this chapter excludes SINS uncertainty from the spoofing effectiveness
evaluation. However, the signal quality of GNSS and LiDAR in MSF systems varies dy-
namically across different scenarios, significantly impacting the success rates of spoofing.
Therefore, accurately estimating sensor uncertainties is crucial for evaluating the effective-
ness of spoofing in various environments.

Traditional spoofing techniques often overlook the influence of varying scenarios on
spoofing success rates. Constant spoofing in challenging environments not only prolongs
attack duration and reduces overall success rates but also diminishes the covert nature of
the attack, increasing the risk of signal detection and threatening spoofer security. Given
that GNSS and LiDAR uncertainties directly impact spoofing success rates, accurately es-
timating these uncertainties is crucial for assessing the spoofing effectiveness. However,
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spoofers typically lack access to internal vehicle data andmust rely on external environmen-
tal information for estimation. This creates technical challenges in ensuring the estimated
uncertainties align with actual sensor uncertainties.

To resolve these issues, this chapter proposes a spoofing effectiveness assessment
method based on sensor uncertainty estimation. First, a sky visibility estimation algorithm
leveraging 3D Map Assistance (3DMA) is developed. Using building model vertex co-
ordinates, a spatial geometric model is constructed to calculate the maximum occlusion
elevation angles in all directions of the target area. This improves sky visibility estima-
tion accuracy and enables estimation of the number of visible satellites in the target region
by combining ephemeris information. Subsequently, a Kernel Partial Least Squares Re-
gression (KPLSR) model is established to align estimation results with actual GNSS un-
certainties. For LiDAR, an impulse response function under severe weather conditions is
constructed, and a LiDAR uncertainty estimation method based on B-spline regression is
developed. Finally, based on GNSS and LiDAR uncertainty estimation results, scenarios
are categorized as ‘easy’ or ‘difficult’ for spoofing, providing a theoretical foundation for
efficient MSF system spoofing attacks.

5.2 GNSS Signal Evaluation Method Based on 3DMA

In urban environments, satellite signals may not reach GNSS receivers in AVs directly
due to building obstructions but instead arrive via reflection or scattering, forming multi-
path signals. These multipath signals can alter the phase and amplitude of received sig-
nals, affecting GNSS positioning accuracy. To evaluate GNSS performance across various
geographic scenarios, this chapter utilizes 3D building models to calculate sky visibility,
thereby quantitatively assessing building occlusion and evaluating GNSS signal quality.

Firstly, the spoofing source selects a target area and calibrates all 3D buildings in that
area. The vertex coordinates of the buildingmodels are used to construct a spatial geometric
model, and the maximum occlusion elevation angle of the buildings in each direction is
calculated, which in turn estimates the sky visibility at that location. Combined with the
ephemeris information, it determines whether the observation satellites are obscured or not
and calculates the number of visible satellites. With this information, the degree to which
the surrounding buildings occlude the GNSS signals received by the autonomous vehicle
in the area is quantitatively assessed. The geometric relationship between the 3D building
model and the sky visibility is derived in detail below.
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5.2.1 Sky Visibility Mask Estimation Algorithm based on 3D Building
Models

A mathematical model of all 3D buildings in the region is established using vertex
coordinates. Each 3D building is modeled as a closed geometry with vertical ribs perpen-
dicular to the base, varying in length, with all lower base vertices lying in the same plane.
The location and shape of the building can be represented by the set of upper base vertices.
Each vertex is defined by 3D coordinates (latitude, longitude, and altitude). The first vertex
of the 3D building model in Figure 5.1 can be expressed as:
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Figure 5.1: 3D building model in the region based on vertex coordinates

Each vertex is represented by a 3D coordinate (latitude, longitude, and altitude), and
the first vertex v(1)B1

of the 3D building model 1 in Fig. 5.1 , for example, can be represented
by its 3D coordinates:

v(1)B1
=
(

Lat(1)B1
Lon(1)B1

h(1)B1

)
(5.1)

where Lat(1)B1
, Lon(1)B1

, and h(1)B1
denote the vertex’s latitude, longitude, and altitude, respec-

tively; parentheses in the superscripts are only meant to differentiate them from the indices.
Each 3D building model thus consists of at least three vertices, and the ordinal order in this
chapter is indicated counterclockwise. Taking Building 1 in Fig. 5.1 as an example, this
3D building model can be uniquely represented by the 3D coordinates of the four vertices
Building(1) =

{
v(1)B1

v(2)B1
v(3)B1

v(4)B1

}
. Thus, any 3D building model can be rep-

resented by all n vertices of its calibration:

Building(m) =
{

v(1)Bm
v(2)Bm

· · · v(n)Bm

}
,n ≥ 3 (5.2)

wherem denotes the number of all calibrated 3D buildingmodels in the region; n denotes the
number of vertices of the 3D building model, whose vertex coordinates can be expressed as
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follows: v(1)Bn
=
(

Lat(1)Bn
Lon(1)Bn

h(1)Bn

)T
. For the other 3D building models around

the target vehicle, the buildings around it are numbered starting from the building closest
to the location of the target autonomous vehicle, as shown in Fig. 5.1 . All the buildings in
the region are calibrated to form a comprehensive collection of 3D building models in the
region. Eventually, the 3D building model of the region can be represented as:

Building3D
Zone =

{
Building(1) Building(2) · · · Building(m)

}
(5.3)

Then, the maximum occlusion elevation angles for all azimuthal building obstruc-
tions in the target area are calculated, and the sky visibility mask for any position of the
AV (excluding positions inside 3D buildings) is estimated to assess the degree of building
occlusion quantitatively.

A sky visibility mask is generated based on the 3D building model. Using the vertex
coordinates of the 3D building model, the spatial geometric model of the 3D building and
the location of the AV are constructed. Given the limited distance between the target AV
and the building, it is assumed that the vehicle’s height is 0, placing it in the same plane as
the lower base of the 3D building model. The coordinates of the target AV are represented
as:

P(0)veh =
(

Lat(0)P Lon(0)P 0
)T

(5.4)

where Lat(0)P and Lon(0)P denote the latitude and longitude of the AV’s location, respectively.
To facilitate the quantitative calculation of the extent of building occlusion at the target
vehicle’s position, a three-dimensional Cartesian coordinate frame is established with the
vehicle’s location as the origin, where the eastward direction is defined as the x-axis and the
northward direction is defined as the y-axis. The upward direction is the z-axis, as shown
in Figure 5.1. The latitude and longitude coordinates in degrees are converted to distance
coordinates in meters.

v(1)Bn
= Cn

e

(
v(1)Bn

−P(0)veh

)
(5.5)

whereCn
e denotes the attitude transformation matrix from the Earth coordinate frame to the

geographic coordinate frame.

To calculate the maximum elevation angle due to building obstructions in azimuth, the
3D coordinates of the intersection points are determined. Taking the two vertices on the
azimuthal angle of building model 1 as an example, the 3D coordinates of the intersection
point vα

B1
need to be calculated, so the 3D coordinates of the vertices v(1)B1

in the spatial
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coordinate frame P(0)veh −XY Z under the 3D coordinates are denoted as:
x(1)B1

=
(

Lon(1)B1
−Lon(0)B1

)
Re cos

(
Lat(1)B1

)
y(1)B1

=
(

Lat(1)B1
−Lat(0)B1

)
Re

z(1)B1
= h(1)B1

(5.6)

where Re denotes the radius of the earth. Similarly, the 3D coordinates of the vertex v(1)B2

can be expressed as respectively:
x(2)B1

=
(

Lon(2)B1
−Lon(0)B1

)
Re cos

(
Lat(2)B1

)
y(2)B1

=
(

Lat(2)B1
−Lat(0)B1

)
Re

z(2)B1
= h(2)B1

(5.7)

The coordinates through the vertices v(1)B1
and v(1)B1

denote the bottom edge of the com-
bination of the two intersections of the lateral prongs corresponding to these two vertices
with the lower bottom face of the geometry. In Fig. 5.1 , the green line represents this bot-
tom edge. Let the equations of the bottom edge of the building corresponding to the vertices
v(1)B1

and v(1)B1
be:

Ax+By+C = 0 (5.8)

The parameters for this bottom edge equation are calculated from the vertex coordi-
nates: 

A = y(2)B1
− y(1)B1

B = x(1)B1
− x(2)B1

C = y(1)B1
x(2)B1

− y(2)B1
x(1)B1

(5.9)

Assuming the azimuth of the target vehicle is α , the maximum elevation angle ob-
scured by the building is calculated. The ray in that direction can be expressed as:

cosα · x+ sinα · y = 0 (5.10)

Therefore, the x axis coordinates and y axis coordinates of the intersection of Eq. (5.8)
and Eq. (5.10) are: {

x = −C sinα
Asinα+Bcosα

y = −C cosα
Asinα+Bcosα

(5.11)
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By further simplification, the horizontal and vertical coordinates of the intersection of
the ray on this final azimuth with the 3D building model can be expressed as, respectively:

xα
B1

=
sinα

(
y(1)B1

x(2)B1
−y(2)B1

x(1)B1

)
(

x(2)B1
−x(1)B1

)
cosα−

(
y(2)B1

−y(1)B1

)
sinα

yα
B1

=
cosα

(
y(1)B1

x(2)B1
−y(2)B1

x(1)B1

)
(

x(2)B1
−x(1)B1

)
cosα−

(
y(2)B1

−y(1)B1

)
sinα

(5.12)

Then, the height coordinates hα
B1
of the intersection point are calculated. On the lower

bottom surface of the buildingmodel, the distance from the coordinate origin to the building
is:

dα
B1

=

√(
xα

B1

)2
+
(

yα
B1

)2
(5.13)

Substitute Eq. (5.12) into Eq. (5.13) to get the final target origin to intersection dis-
tance:

dα
B1

=
y(1)B1

x(2)B1
− y(2)B1

x(1)B1(
x(2)B1

− x(1)B1

)
cosα −

(
y(2)B1

− y(1)B1

)
sinα

(5.14)

After that, the z-axis coordinates of the intersection point, i.e., the height of the inter-
section point for the ground hα

B1
, are calculated and can be expressed as:

hα
B1

= k(12)
B1

(
h(2)B1

−h(1)B1

)
+ h(1)B1

(5.15)

where the slope of the line k(12)
B1

can be expressed as:

k(12)
B1

=

(
xα

B1
− x(1)B1

)
(

x(2)B1
− x(1)B1

) (5.16)

Therefore, the height of the intersection vα
B1
corresponding to the maximum elevation

angle shaded by the building can be expressed as:

hP0
α =

(
h(2)B1

−h(1)B1

)
(

x(2)B1
− x(1)B1

)
 sinα

(
y(1)B1

x(2)B1
− y(2)B1

x(1)B1

)
(

x(2)B1
− x(1)B1

)
cosα −

(
y(2)B1

− y(1)B1

)
sinα

− x(1)B1

+ h(1)B1
(5.17)
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After a series of simplifications, the height of the final intersection vα
B1

can be ex-
pressed as:

hα
B1

=
h(2)B1

(
y(1)B1

sinα − x(1)B1
cosα

)
−h(1)B1

(
y(2)B1

sinα − x(2)B1
cosα

)
(

x(2)B1
− x(1)B1

)
cosα −

(
y(2)B1

− y(1)B1

)
sinα

(5.18)

Thus, the elevation angle of the intersection point vα
B1
with respect to the origin can be

expressed as:

θ P0
α = tan−1

(
hα

B1

dα
B1

)
(5.19)

Substituting hα
B1
and dα

B1
into Eq. (5.19), and after simplification, the elevation angle

of the final intersection vα
B1
can be expressed as:

θ P0
α = tan−1

h(2)B1

(
y(1)B1

sinα − x(1)B1
cosα

)
−h(1)B1

(
y(2)B1

sinα − x(2)B1
cosα

)
y(1)B1

x(2)B1
− y(2)B1

x(1)B1

 (5.20)

After obtaining the elevation angle on this edge, the elevation angles of all edges of
the building combined on the same azimuth are calculated, and the largest elevation angle
is selected as the elevation angle of building 1 obscuring that azimuth.

θ P0
α ,B1 = max

{
θ P0

α1 θ P0
α2 · · · θ P0

α l

}
(5.21)

where l denotes the total number of eligible edges for the building.

After completing building model 1, similarly, calculate the elevation angle of the 3D
building model numbered 2 at the same azimuth as shown in Fig. 5.2 .

Calculate the maximum value of the elevation angle for all building edges as the build-
ing occlusion elevation angle at position P(0)veh and azimuth α:

θ P0
α ,B = max

{
θ P0

α ,B1 θ P0
α ,B2 · · · θ P0

α ,Bn

}
(5.22)

where n denotes the number of eligible buildings. Meanwhile, to reduce the amount of
calculation, set θ min

α = 1◦. When θ P0
α < θ min

α , the effect of the building is not considered.

Based on the aforementioned elevation calculation model, the elevation angles for all
directions at the same location are calculated to quantitatively determine the extent of build-
ing occlusion around the target vehicle. To facilitate computation, the azimuth sampling
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Figure 5.2: Elevation calculation model of different buildings at the same position and
azimuth

interval is set to 1◦ in this chapter. Thus, the azimuth angles at the same target vehicle
location are expressed as:

α =
{

1◦ 2◦ · · · 360◦
}

(5.23)

The north direction is set as 0◦, with positive anglesmeasured counterclockwise. Start-
ing from 1◦, there are 360 azimuths at each target position. Based on the modeling, 360
maximum elevation angles corresponding to each azimuth are calculated due to building
occlusion. Ultimately, the calculation of all maximum elevation angles for that position
can be expressed as:

θ P0
α ,B =

{
θ P0

α ,1◦ θ P0
α ,2◦ · · · θ P0

α ,360◦

}
(5.24)

Since spoofers cannot control the target AV’s location, they need to monitor the entire
target area. First, all location information in the target area, except for buildings, is deter-
mined, with a resolution of 2 m. Then, for each azimuth of the AV’s location, the maximum
elevation angle due to building occlusion is calculated using the 3D building model. Fi-
nally, based on the 3D building model, a sky visibility mask library is generated for all
locations in the target area except buildings, containing the latitude and longitude coordi-
nates of the location and the maximum elevation angle corresponding to building occlusion
for 360 azimuths at that location. In this chapter, building models are calibrated on Google
Earth, and sky visibility masks are estimated based on the 3D building model, as shown in
Fig. 5.3 .

In practical applications, the sky visibility mask corresponding to the position with
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Figure 5.3: Schematic diagram for generating a sky visibility mask in an area based on the
3DMA model

the closest straight-line distance to the actual value of the vehicle is searched for in a pre-
established sky visibility library.

5.2.2 Algorithm for Estimating Sky Visibility and Number of Visible
Satellites Based on Sky Visibility Masks

Sky visibility assesses the degree to which buildings on both sides of a roadblock
satellite signals and is an effective tool for processing GNSS data. Currently, sky visibility
masks can be generated using 3D building models, LiDAR, cameras, etc. [92]. Inspired by
these prior studies, although spoofers cannot access the target AV’s GNSS and LiDAR data,
they can generate sky visibility masks from the 3D models of buildings around the vehicle
to assess the extent of building occlusion. Fig. 5.4 illustrates the sky visibility masks of
two scenarios in Mongkok, Hong Kong: one is a relatively open area (Scenario 1) with few
buildings on both sides of the lane; the other is an urban canyon scenario (Scenario 2) with
denser buildings on both sides, including some tall structures, commonly found in modern
cities.

In the sky visibility mask, the gray background area is the area occluded by buildings,
and the white background area is the area not occluded by buildings. In this chapter, the
ratio of the occluded area of buildings is used to assess the degree of occlusion, i.e., the
ratio of the area of the gray area to the whole area, and this parameter is defined as the sky
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Scenario 1: An 
open-sky area

Scenario 2: A 
deep urban area

Figure 5.4: Sky visibility for two real sce-
narios

Figure 5.5: Sky visibility map of the entire
region

visibility.

Sk = S
(
P(k)veh

)
=

Area
(
P(k)veh

)
π

(5.25)

where S (∗) denotes the area ratio between the masked area and the whole area, between
0 and 1, which indicates the sky visibility at the vehicle location P(k)veh. Area (∗) denotes
the area of the gray shaded area of the sky visibility mask at that location (the radius of the
mask is set to 1 for ease of computation) is computed, as shown in Fig. 5.5 . Sky visibility
for two real scenarios. Scenario 1 is a relatively empty area, and Scenario 2 is an urban
area with denser buildings.

When the ratio is smaller, it indicates a higher degree of building occlusion around the
AV, likely surrounded by taller and denser structures. In such environments, GNSS signals
may be affected by NLOS and multipath effects, reducing the reliability of positioning
information. Conversely, a larger ratio indicates lower building occlusion, with a value
of 1 implying no surrounding buildings, i.e., a completely open scenario. Sky visibility is
calculated for the entire scenario, yielding the overall sky visibility, as shown in Fig. 5.5 .
The yellow areas represent relatively open scenarios, while the blue areas indicate regions
heavily shaded by surrounding buildings.

The number of visible satellites for GNSS positioning is influenced by sky visibil-
ity. The more satellite signals received by the satellite receiver, the higher the positioning
accuracy and the lower the uncertainty. Using the sky visibility mask generated with the
assistance of a 3D building model and combining it with satellite ephemeris information,
the elevation and azimuth angles of each satellite can be calculated to determine if the satel-
lite signal is blocked by buildings, thereby estimating the number of visible satellites the
target AV can receive.
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First, the satellite elevation angle is calculated. The satellite elevation angle has a
significant impact on satellite signals and is widely used in GNSS positioning to deter-
mine the weight of satellite measurement information. A larger elevation angle reduces
the likelihood of satellite obstruction by obstacles and minimizes multipath effects. When
the elevation angle is small, satellite signals are more prone to being blocked or reflected
by buildings and experience greater tropospheric refraction bias due to longer atmospheric
propagation paths, potentially leading to more severe atmospheric delays. Satellite eleva-
tion angle can be estimated from GNSS measurements:

θ ( j)
El = arcsin

(
u( j)

sv

r( j)

)
(5.26)

where u( j)
sv denotes the altitude of the celestial component of the position of the j satellite

in the Eastward-Northward-Upward coordinate frame (ENU-frame) for the location of the
target autonomous vehicle receiver; and r( j) represents the distance between the satellite
and the target AV receiver. Although the exact positions of the satellite and receiver are
unknown, their positioning errors are negligible compared to the satellite-receiver distance.
Thus, the satellite position estimated from satellite ephemeris and the receiver position
estimated from measurements can still provide an acceptable estimation of the elevation
angle.

Then, the satellite azimuth angle is calculated. Unlike satellite elevation angle, satellite
azimuth angle has an indirect effect on observation quality. Similar to the elevation angle,
the satellite azimuth angle can be estimated from the positions of the satellite and target AV
receivers. For a specific satellite numbered j:

θ ( j)
Az = arctan

(
e( j)

sv

n( j)
sv

)
(5.27)

where e( j)
sv and n( j)

sv denote the distances of the eastward and northward components of
the satellite’s position in the ENU-frame for the location of the target autonomous vehicle
receiver, respectively.

Its azimuth and elevation angles are θ ( j)
Az and θ ( j)

El , respectively, and find the maximum
elevation angle θ P0

α of the 3D building model on that azimuth θ ( j)
Az , and then compare its

magnitude with the elevation angle θ ( j)
El . When the elevation angle of the satellite is greater

than the maximum elevation angle of the 3D building model, it means that the building
has not obstructed the satellite. Conversely, it means that the building has obstructed the
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satellite. Taking the sky visibility mask at a certain location as an example, the degree of
occlusion of the GPS satellite is shown in Fig. 5.6 .

Figure 5.6: Sky visibility mask and occlusion of GPS satellites

The green satellites indicate unobstructed signals, while the red satellites indicate
blocked signals. The number of visible satellites the target AV can receive at that location
is then calculated. The calculated sky visibility and number of visible satellites are used
to quantitatively assess the extent of GNSS signal obstruction by surrounding buildings at
any location within the target area.

5.3 LiDAR Signal Evaluation Method Based on Weather
Meteorological Classification

Relevant studies indicate that the total loss of GNSS signals during atmospheric prop-
agation is only 2 dB, including all signal loss factors such as rain, clouds, snow, and fog.
Compared to other error variables, this loss is minimal, and weather factors like clouds,
rain, and snow typically do not significantly affect the positioning accuracy of satellite sig-
nal receivers. In contrast, severe weather conditions significantly impact LiDAR signals,
substantially reducing the credibility of their positioning information and diminishing their
role in MSF systems. Since severe weather has minimal effects on GNSS and SINS sig-
nals, this section focuses on evaluating the mechanisms by which severe weather impacts
LiDAR signals and the performance of the NDT matching algorithm.
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5.3.1 LiDAR ImpulseResponse Function forClearWeather Scenarios

Typically, a LiDAR broadcasts a laser signal outward, and when the signal encounters
a target, it is reflected. The receiver in the LiDAR then receives the reflected laser signal.
After that, the distance between the LiDAR and the target around the autonomous vehicle
is calculated based on the speed of light and the time difference between the transmitter and
the receiver. Ultimately, a one-frame point cloud is formed for that moment in time based
on all the reflected signals received.

Firstly, the LiDAR impulse response function is investigated in clear weather. The
impulse response function can convert the distance-dependent received power into the time-
dependent transmitted signal power. Therefore, in the presence of scattering particles, it
can represent the optical signal strength of the pulse propagation. Typically, the impulse
response function under clear weather can be obtained by multiplying the product of the
optical channel and the target channel [93].

HC(l) = HC
O(l) ·HC

T (l) (5.28)

where l denotes the detection distance of LiDAR; HC
O(l) denotes the impulse response

function of the optical channel under clear weather; HC
T (l) denotes the impulse response

function of the target channel under clear weather, where HC
O(l) can be expressed as:

HC
O(l) =

κ(l)
l2 (5.29)

where κ(l) denotes the area ratio of the area detected by the LiDAR laser transmitter to the
area received by the laser receiver, which can ultimately be expressed as:

κ(l) =


0, l ≤ l1

l−l1
l2−l1

, l1 < l < l1
1, l ≥ l2

(5.30)

where l1 and l2 denote parameters related to the optical configuration of the LiDAR trans-
mitter and receiver. The impulse response functionHC

T of the target channel in clear weather
can be expressed as:

HC
T (l) = λ0δ (l − l0) (5.31)

where l0 denotes the distance of a stationary target over an optical channel; δ (l − l0) de-
notes the Dirac impact function; and λ0 denotes the differential reflectance of the target,
usually λ0 ∈

(
0, 1

π
)
. Therefore, the LiDAR impulse response function in clear weather can
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be finally expressed as:

HC(l) =
κ(l)

l2 ·λ0δ (l − l0) (5.32)

5.3.2 LiDAR Impulse Response Function for Adverse Weather Sce-
narios

Compared to clear weather, adverse weather primarily affects LiDAR through atten-
uation and backscattering effects. Attenuation affects the propagation of laser signals in
the air, mainly influencing the optical channel impulse response function. Rain, snow, and
fog, composed essentially of water molecules, reflect laser signals. Unlike stationary tar-
gets (hard targets) under normal conditions, LiDAR point clouds produce noise in the air
(soft targets) under severe weather. The effect of water molecules on LiDAR laser sig-
nal transmission under severe weather conditions is illustrated in Fig. 5.7 . These water
molecules can impact the navigation and localization results of LiDAR in MSF systems for
AVs.

41

Backscattering

Attenuation

Figure 5.7: Diagram of the effect of water droplets on LiDAR

Assuming that the attenuation coefficient and backscattering coefficient remain con-
stant for the same weather meteorological class during laser signal propagation through the
air, the impulse response function under severe weather conditions can be expressed as:

HA(l) = HA
O(l) ·HA

T (l) (5.33)

whereHA
O(l) andHA

T (l) denote the optical channel impulse response function and the target
channel impulse response function under severe weather, respectively. The HA

O(l) can be
expressed as:

HA
O(l) =

κ(l)
l2 · e−αl (5.34)
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where α denotes the attenuation coefficient, which is related to the meteorological type and
meteorological class of the weather. In addition, HA

T (l) can be expressed as:

HA
T (l) = HO

T (l)+β · ε (l0 − l) (5.35)

where ε (∗) denotes the unit step function; l0 denotes the distance of the hard target on the
optical channel; and β denotes the backward scattering coefficient. Therefore, the impulse
response function of LiDAR in bad weather can be expressed as:

HA(l) = e−αl ·HC(l)+
κ(l)

l2 · e−αlβ · ε (l0 − l) (5.36)

To visualize the effects of attenuation and backscattering on point clouds, the same
frame of point cloud data is used to compare the point clouds before and after fog addition
through a simulator, as shown in Fig. 5.8 .

AttenuationBackscattering

(A)

(B)

Figure 5.8: Comparison of LiDAR point clouds in clear weather (a) and adverse weather
(b)

The changes in LiDAR point clouds indicate that the number of distant point clouds
is significantly reduced under fog conditions due to attenuation effects. Fog minimizes the
number of effective point clouds. Additionally, increased water molecules in the air lead
to backscattering impacts, creating noise areas near the LiDAR that do not exist on the
prior map, thereby increasing LiDAR signal noise. Both factors reduce the accuracy and
credibility of LiDAR’s NDT matching algorithm in adverse weather conditions, thereby
affecting the reliability of LiDAR localization results.
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5.3.3 LiDAR Signal Evaluation Algorithm Based on Weather Meteo-
rological Classification

Compared with the impulse response function HC(l) under clear weather, the impulse
response function HA(l) under severe weather conditions is affected by the attenuation
coefficient α and the backscattering coefficient β , which are primarily related to the type
and intensity of severe weather. This chapter establishes mathematical models for different
severe weather conditions (focusing on three common types: rain, snow, and fog) based
on weather meteorological classification. The mathematical relationship between weather
meteorological classification and the two key parameters in the impulse response function
(attenuation coefficient α and backscattering coefficient β ) is derived. In the following,
three common types of weather (rain, snow, and fog) are modeled and analyzed separately.

1) Rainy day scenarios. Rain is prevalent year-round in some regions, particularly in
coastal cities, where heavy rain and storms are common in summer. Rain weather can be
categorized into slight, moderate, heavy, and heavy rain based on different rainfall rates.
The probability distribution function of rain and corresponding intensity levels can be ex-
pressed as [94, 95]:

NR (DR) = 8000 · exp
(
−4.1 · r−0.48

Rain ·DR
)

st.


0 < rRain ≤ 2,Slight

2 < rRain ≤ 10,Moderate
10 < rRain ≤ 50,Heavy

rRain > 50,Violent

(5.37)

where NR denotes the rainfall probability distribution; rRain denotes the rainfall rate; and
DR denotes the raindrop diameter. The attenuation and backscattering coefficients can be
calculated based on the rain probability distribution, allowing for the quantitative simulation
of LiDAR point clouds under various rain intensities [93, 96].{

α = fα (DR) =
π
8
∫ ∞

0 D2
RQA (DR)NR (DR)dDR

β = fβ (DR) =
π
8
∫ ∞

0 D2
RQB (DR)N (DR)dDR

(5.38)

where QA (DR) and QB (DR) denote the attenuation and backscattering efficiencies of wa-
ter droplets with a diameter of DR, respectively. By adding different intensities of rain to
LiDAR point clouds collected under clear weather, point clouds under various rainy con-
ditions can be simulated.

2) Foggy day scenarios. Fog commonly occurs in high-latitude regions during autumn
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and winter, including major cities such as Beijing, Berlin, andWashington. Fog is typically
assessed based on visibility, which refers to the degree of clarity of objects at a certain dis-
tance. It can be categorized into light, moderate, heavy, and dense fog [97]. Corresponding
to different visibility ranges, the LiDAR attenuation coefficient and backscattering coeffi-
cient can be calculated based on visibility [93].

{
α = 300

vFog

β = 0.046
vFog

, st.


200 < vFog ≤ 400,Slight

100 < vFog ≤ 200,Moderate
50 < vFog ≤ 100,Heavy

vFog ≤ 50,Violent

(5.39)

where α denotes the attenuation coefficient; β denotes the backscattering coefficient, and
vFog denotes the visibility of fog. Similarly, point clouds under foggy conditions can be
simulated by adding different intensities of fog to the initial point clouds collected under
clear weather.

3) Snowy day scenarios. Snow is common in some countries, particularly in high-
latitude cities such as Harbin, Washington, and Helsinki. In mid-winter, these cities expe-
rience extreme snowy weather annually, often disrupting transportation. Compared with
rain and fog, snow has large and irregularly shaped water molecule particles. Still, its den-
sity is relatively small, so its effect on LiDAR localization is usually weaker than that of
fog. However, its effect on LiDAR is more significant than that of rain at the same mete-
orological level scale. Snowfall rate is a metric for evaluating the meteorological level of
snowfall size, which can usually be categorized as slight, medium, and heavy [98]. Similar
to the probability distribution function for rain, the snowfall rate is used to calculate the
probability distribution function, which can eventually be expressed as [99]:

NS (DS) = 7600 · r−0.87
Snow · exp

(
−2.55 · r−0.48

Snow ·DS
)

st.


0 < rSnow ≤ 1,Slight

1 < rSnow ≤ 5,Moderate
rSnow > 5,Heavy

(5.40)

where NS denotes the probability distribution of snow; rSnow denotes the snowfall rate of
snow; and DS denotes the diameter of snowflake. Then Eq. (5.40) can be used to cal-
culate the attenuation coefficient and backscattering coefficient under different snowfall
rates. Therefore, based on the initial point clouds collected under clear weather, LiDAR
point cloud data under different severe weather conditions, including rain, snow, and fog,
can be simulated according to weather meteorological classification. The attenuation and
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backscattering coefficients for different weather types are used to evaluate LiDAR signals
based on weather classification.

5.4 Spoofing Effectiveness Assessment Method Based on
GNSS and LiDAR Uncertainty Estimation

Assessing the effectiveness of spoofing on target AVs requires estimating the sensor
uncertainty in the MSF system based on observed information about the target vehicle,
ensuring that the estimation results closely match the real sensor uncertainty. Spoofing
scenarios are then categorized based on the magnitude of sensor uncertainty.

5.4.1 GNSS uncertainty estimation algorithm based on KPLSR

For different geographical scenarios, the degree of occlusion varies, leading to varying
signal quality in GNSS. Since the spoofing source cannot access the internal information
of the sensors, it can only assess the quality of the navigation information output from
the sensors based on limited external information. In addition, the uncertainty of GNSS
in the same set of experimental data with the same sky visibility may be different, which
is caused by many factors, such as the change of the motion state of the target AV, the
change of the surrounding environment, the change of the parameters inside the AV, the
random noise, etc., because it is difficult to establish a complete analytical model to derive
a clear mathematical relationship between these parameters. This chapter establishes a
suitable regression model based on the observation data, thereby establishing the mapping
relationship between the observation information and sensor uncertainty and subsequently
determining the spoofing difficulty in the area.

Traditional linear and nonlinear regression models have limitations, including poor es-
timation accuracy, insensitivity to outliers, and incomplete consideration of factors. Based
on GNSS uncertainty and monitoring information (sky visibility, number of visible satel-
lites, and speed of the target AV) in complex environments, a GNSS uncertainty estimation
method using partial least squares regression with a kernel function is proposed to enhance
the accuracy of GNSS uncertainty estimation further.

The basic idea of KPLSR is to first map each point in the original space to the fea-
ture space by a nonlinear kernel function and then build a linear PLSR model [100] in the
mapped feature space. According to Cover’s theorem, the nonlinear data in the original
space is most likely to be linear after the high-dimensional nonlinear mapping. KPLSR can
efficiently compute the latent variables in the eigenspaces by using integral operators and
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nonlinear kernel functions. The main advantage of KPLSR over other nonlinear methods
is that it does not involve complex nonlinear optimization. Additionally, since KPLSR can
utilize various kernel functions, it can effectively handle a wide range of nonlinear regres-
sion problems.

The data are first mapped from the original space to a high-dimensional feature space,
and then linear partial least squares regression (PLSR) is performed in the feature space.
The data table of independent variables set up in this chapter consists of the sky visibility
Sk, and the number of visible satellites Nk estimated by the spoofing source, as well as the
monitored speed of the autonomous vehicle Vk, and the dependent variable is the GNSS
uncertainty at this point. Thus, the independent variable data table X and the dependent
variable data table Y are constituted:{

X =
[

Sk Nk Vk

]
Y = RG

k

,k = 1 · · · l (5.41)

where l denotes the total number of training samples to build the PLSR estimation model.
The PLSR measure estimator can be trained to obtain the PLSR measure by utilising the
independent variable data table and the dependent variable data table. The purpose of train-
ing is to build a nonlinear regression model between the independent variable data table X
and the dependent variable data table Y by extracting the components. Borrowing from the
PLSR theory in multivariate statistical methods, KPLSR transforms the nonlinearly corre-
lated independent variable sample data into a high-dimensional feature space: X → Φ (X).
The independent variable data table X will get a column vector in the higher dimensional
mapping space after nonlinear mapping, if there exists a function Ki, j = K [x (i) ,x ( j)] in
the primal space that satisfies K [x (i) ,x ( j)] = φT (i)φ ( j), φT (i)φ ( j) is the inner prod-
uct of the higher dimensional space, then K [x (i) ,x ( j)] is said to be the kernel function.
If every element KΦ

0 = Φ0ΦT
0 of the matrix φT (i)φ ( j) in the high-dimensional space is

represented by a kernel function, then it is said to be a kernel function. Then the matrix KΦ

is said to be a kernel function matrix, or kernel matrix for short.

KΦ =


φφφ(1)T

φφφ(2)T

...
φφφ(n)T


[

φφφ(1) φφφ(2) · · · φφφ(n)
]
=


φφφT(1)φφφ(1) · · · φφφT(1)φφφ(n)

... . . . ...
φφφT(n)φφφ(1) · · · φφφT(n)φφφ(n)


(5.42)
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After simplification, KΦ can be expressed as:

KΦ =


K1,1 · · · K1,n
... . . . ...

Kn,1 · · · Kn,n

 (5.43)

The use of kernel functions to map nonlinear relations in low-dimensional space to
linear relations in high-dimensional space makes PLSR applicable to nonlinear structures.
Among many kernel functions, the Gaussian kernel function is characterised by strong lo-
calisation and a small number of parameters, which makes it easy to control in practical
applications and exhibits excellent performance and strong learning ability. Because the
feature space corresponding to the Gaussian kernel function is infinite-dimensional, the
Gaussian kernel function is widely used. Therefore, in this chapter, the Gaussian kernel
function is selected as the kernel function introduced into the established KPLSR model:

Ki, j = e−
∥X(i)−X( j)∥2

2σ2 (5.44)

where σ denotes the kernel parameter. Based on the introduction of the kernel function,
PLSR is made between the samples mapped by the independent variable and the samples
of the dependent variable in a high-dimensional space. If the explicit expression of the
mapping function Φ (·) is known, PLSR is made between the samples of the X-mapped
samples φ and the samples of the dependent variable Y in a high-dimensional linear map-
ping space. The specific calculation process of the regression model can be referred to in
[101] and [102].

The uncertainty of GNSS is estimated using the above method, and then the scenarios
of the target AV are evaluated based on the magnitude of the GNSS uncertainty. From the
analytical model of error states under spoofing attack established in Chapter 2, it can be seen
that the smaller the uncertainty of GNSS, the higher the spoofing success rate. Therefore,
if the lateral deviation is higher than the safety threshold, the spoofing difficulty in this
scenario is judged to be ‘easy’, at which the spoofing will reduce the risk of spoofing signals
being detected. The spoofing success rate is higher. Otherwise, the spoofing difficulty in
this scenario will be judged to be ‘difficult’, and no spoofing will be performed. Otherwise,
the difficulty of spoofing in this scenario will be determined as ‘difficult’ and no spoofing
will be performed.
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5.4.2 LiDAR Uncertainty Estimation Method Based on B-Spline Re-
gression

Spoofers can determine the degree of building occlusion around AVs using vehicle
location and 3D building models, thereby estimating GNSS uncertainty to assess spoof-
ing effectiveness. LiDAR uncertainty can also be calculated by real-time monitoring of
weather conditions at the target vehicle’s location. This section establishes a regression
model to align estimation results with true sensor uncertainty, thereby assessing spoofing
difficulty based on the magnitude of LiDAR uncertainty. Through research in Section 5.3,
it is found that different meteorological weather types and classes have varying impacts on
LiDAR positioning performance. This chapter further evaluates spoofing effectiveness by
quantitatively analyzing the relationship between different weather types, meteorological
classes, and LiDAR uncertainty. Experimental data and weather simulators are used to
synthesize navigation data under severe weather conditions, simulate spoofing attacks on
the MSF system, and compare and analyze spoofing results [91].

Multiple factors influence LiDAR positioning accuracy, including external environ-
mental factors such as weather conditions and atmospheric refraction errors, as well as
internal systematic factors, including scanning angle errors and data processing methods.
Since LiDAR uncertainty is related to various internal parameters and external environmen-
tal factors, real-time estimation of LiDAR uncertainty from limited external observations
is unrealistic. However, spoofing effectiveness can be assessed by estimating the average
LiDAR uncertainty over an interval.

This chapter establishes a LiDAR uncertainty estimation method based on B-spline re-
gression under severe weather conditions. B-spline regression offers advantages over other
nonlinear regression methods, such as polynomial regression and neural network regres-
sion. It is suitable for regression models with limited data, requiring no extensive parameter
tuning or complex training processes. It generates smoother curves, avoids polynomial re-
gression’s overshooting issues, reduces regression curve fluctuations and oscillations, and
improves result reliability and stability [103, 104]. Additionally, B-spline regression ex-
hibits excellent local control, meaning local curve changes only affect nearby regions with-
out impacting the entire curve globally, enhancing robustness against local outliers or noise.
Therefore, this chapter establishes a spline regression curve with the horizontal coordinate
as the meteorological weather class and the vertical coordinate as the LiDAR uncertainty.
A spline is a flexible band that generates a smooth curve through a set of specified point
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sets. A B-spline curve is a curve whose shape is controlled locally through control points.

P(t) =
n−1

∑
i=0

Bi,d(t)pi, tmin ≤ t ≤ tmax,2 ≤ d ≤ n (5.45)

where P(t) denotes the vector of point coordinates on the regression curve, and the horizon-
tal coordinate of this vector denotes the meteorological weather class, which is rainfall rate
rRain, fog visibility vFog, and snowfall rate rSnow for different weather types, and the vertical
coordinate denotes the need to estimate the LiDAR uncertainty mean RL at that meteorolog-
ical class; n denotes the number of control points pi, i.e., the known coordinates involved in
the regression model; pi is the control point coordinates (i starting from 0); Bi,d(t) denotes
a polynomial coefficient of the weights influenced by the control points’ coordinates. The
parameter d affects the number of B-spline curves, d−1 denotes the number of curves, and
t represents the value taken when plotting the curves. The polynomials are computed using
the Cox-deBoor recursive formula:

Bk,1(u) =

{
1, u ∈ [uk,uk+1]

0, u /∈ [uk,uk+1]
(5.46)

Bk,d(u) =
u−uk

uk+d−1 −uk
Bk,d−1(u)+

uk+d −u
uk+d −uk+1

Bk+1,d−1(u) (5.47)

Weather scenarios are categorized based on the magnitude of the estimated LiDAR un-
certainty. The larger the LiDAR uncertainty, the higher the spoofing success rate through
the error state transfer model under the spoofing attack established in Chapter 2. The esti-
mated LiDAR uncertainty is used to evaluate the weather scenario where the autonomous
vehicle is located, the spoofing source selectively broadcasts spoofing signals, and the lat-
eral deviation is higher than the safety threshold. The spoofing difficulty in this scenario is
judged to be ‘easy’, and deception at this time will reduce the risk of the spoofing signals
being detected, and the spoofing success rate will be higher. Otherwise, the spoofing dif-
ficulty in this scenario will be determined as ‘easy’, and the spoofing success rate will be
higher. Otherwise, the spoofing difficulty in this scenario will be judged as ‘difficult’, and
no spoofing will be performed.

5.4.3 GNSS and LiDAR Uncertainty Assessment of Spoofing Effec-
tiveness

This chapter investigates the spoofing technology of the MSF system for AVs. SINS,
an autonomous navigation sensor, offers navigation accuracy that is independent of external
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environments. Spoofers cannot effectively estimate SINS uncertainty during the spoofing
process, so this chapter excludes SINS uncertainty from the spoofing effectiveness assess-
ment. The signal quality of GNSS and LiDAR in MSF systems varies across scenarios,
with their uncertainties dynamically changing. The degree of building occlusion impacts
GNSS positioning performance, while different meteorological weather levels affect Li-
DAR positioning performance. During spoofing, the signal quality of GNSS and LiDAR
is evaluated through uncertainty estimation results to determine spoofing difficulty. Since
spoofers cannot access internal vehicle data, they must estimate sensor uncertainty using
environmental information around the vehicle. Regression models are established based
on external information such as 3D building models, weather, and meteorological levels to
effectively estimate sensor uncertainty and align estimation results with true sensor uncer-
tainty.

GNSS uncertainty can be accurately estimated using 3DMA and KPLSR algorithms,
and scenarios can be assessed based on the magnitude of the estimated GNSS uncertainty.
According to the state error analysis model under spoofing attack established in Chapter 2,
lower GNSS uncertainty indicates better signal quality, higher GNSS positioning accuracy,
lower spoofing difficulty, and higher spoofing success rates. Therefore, when the estimated
GNSS uncertainty is below the threshold, the scenario is judged as ‘easy’ for spoofing. At
this time, spoofing reduces the risk of signal detection and increases the success rate. Oth-
erwise, it is deemed ‘difficult’, and no spoofing signals are sent. Similarly, the LiDAR
uncertainty estimation algorithm based on B-spline regression can accurately estimate Li-
DAR uncertainty and evaluate different weather scenarios. According to the state error
transfer model under spoofing attacks, when the estimated LiDAR uncertainty exceeds the
threshold, it indicates poorer LiDAR signal quality, lower spoofing difficulty, and higher
spoofing success rates. Thus, scenarios with LiDAR uncertainty above the threshold are
judged as ‘easy’ for spoofing, while others are deemed ‘difficult’. Ultimately, the spoofing
effectiveness based on GNSS and LiDAR uncertainty can be expressed as:

Assspo
k =

{
1, R̃G

k < RG
T hreshod or R̃L

k > RL
T hreshod

0, otherwise
(5.48)

where R̃G
k and R̃L

k denote the estimated GNSS and LiDAR uncertainties, respectively, and
RG

T hreshod and RL
T hreshod denote the uncertainty thresholds set for GNSS and LiDAR, respec-

tively. Assspo
k = 1 indicates that the spoofing scenario is evaluated as ‘easy’, and Assspo

k = 0
indicates that the spoofing scenario is evaluated as ‘difficult’.

In practical applications, spoofers only conduct spoofing attacks when the scenario is
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assessed as ‘easy’, selectively broadcasting spoofing signals to the target AV. This prevents
blind spoofing attacks, improves spoofing success rates, and reduces the risk of spoofing
signals being detected by the target AV.

5.5 Real-world Data Verification

This chapter utilizes a software platform developed based on Autoware and the PSINS
C++ toolbox to implement the MSF algorithm. Spoofing signals are simulated by directly
superimposing position spoofing parameters onto the GNSS position output. The test con-
dition settings are first explained, followed by real-world data simulation spoofing tests for
the MSF system under different scenarios.

5.5.1 Setup

The data platform of the Intelligent Positioning and Navigation Laboratory (IPNL) at
the Hong Kong Polytechnic University is used to collect positioning and navigation data
in urban environments, which is then used to validate the proposed method in this chapter.
The relevant navigation sensors include GNSS, LiDAR, and SINS, with specific sensor
parameter descriptions and test environment configurations provided in Chapter 4.

5.5.2 Spoofing Effectiveness Validation under Different Geographical
Scenarios

1) Scenario Selection

The first test scenario is selected as an urban canyon near Tsim Sha Tsui, Hong Kong
(the same as the first scenario in Chapter 4). During data acquisition, the vehicle’s trajectory
and speed information are obtained using the configured sensors, as shown in Fig. 5.9 .
Different colors indicate the vehicle’s speed in m/s. The total duration of this dataset is 380
seconds. Due to occlusion by surrounding buildings or trees, RTK positioning information
is solved for only 170 epochs. The sky visibility information of the area is generated using
the 3D building model-assisted sky visibility estimation algorithm proposed in this chapter,
as shown in Fig. 5.10 . From the sky visibility information, it can be seen that the vehicle
spends most of its time in heavily obscured areas, with only part of the trajectory in the
upper left passing through a more open area.

The second scenario is around the coast in Whampoa, Hong Kong. In this test sce-
nario, the vehicle starts in an open environment near the sea and then enters a narrow street
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Figure 5.9: Vehicle trajectory and speed in
scenario 1

Figure 5.10: Sky visibility map for scenario
1

along a wide road. At this point, the buildings on both sides of the lane are denser, lead-
ing to higher GNSS uncertainty due to increased satellite signal blockage. The vehicle’s
trajectory and speed information are shown in Fig. 5.11 , with different colors indicating
the vehicle’s speed in m/s. The total duration of this dataset is 1538 seconds, with RTK
positioning information solved for 1230 epochs. The sky visibility information of the area
is also generated using the 3D building model-assisted sky visibility estimation algorithm
proposed in this chapter, as shown in Fig. 5.12 .

Figure 5.11: Vehicle trajectory and speed in
scenario 2

Figure 5.12: Sky visibility map for scenario
2

The sky visibility information indicates that the vehicle is in a more open area dur-
ing the initial and final phases, while in the middle phase, it is more heavily obscured by
buildings on both sides of the lane.

2) Validation of 3DMAModel via Correlation Analysis
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This section compares the proposed 3DMA model with the traditional LiDAR Point-
cloud Height (LPH)-based model for calculating sky occlusion masks in each azimuthal
region through correlation analysis [105].

First, sky visibility masks of the target area are generated using both methods. Then,
sky visibility and the number of visible satellites are estimated from the masks for the two
scenarios. In Scenario 2, the last 380 epochs are selected for comparison. In the experi-
mental data processing of this chapter, the open-source software RTKLIB is used to obtain
the final positioning results of GNSS. The standard deviation of the position estimate from
RTKLIB is used as the reference value for GNSS uncertainty [90]. In RTKLIB, the GNSS
uncertainty reference value is calculated based on the residuals and weight matrix of satel-
lite signal observations. The sky visibility andGNSS uncertainty variation curves generated
by the two methods for the two scenarios are shown in Fig. 5.13 and Fig. 5.14 .

Figure 5.13: Sky visibility and GNSS un-
certainty in scenario 1

Figure 5.14: Sky visibility and GNSS un-
certainty in scenario 2

To verify the accuracy of the estimation results, the correlation between the parame-
ters is calculated. The correlation coefficient is a statistical measure indicating the degree
of correlation between two sets of variables, ranging from -1 to 1. Positive and negative
values indicate positive and negative correlations, respectively. The larger the absolute
value, the stronger the correlation. A correlation coefficient close to 1 or -1 indicates a
strong correlation; a value close to 0 indicates a weak correlation. When the absolute value
of the correlation coefficient exceeds 0.5, the two variables are considered strongly corre-
lated; between 0.3 and 0.5, they are moderately correlated; and between 0.1 and 0.3, they
are weakly correlated [106, 107]. The correlation coefficients between the sky visibility
estimated by the traditional LPH model and the 3DMA model proposed in this chapter and
the GNSS uncertainty reference values are calculated to validate the proposed method.
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The Kendall correlation coefficient is suitable for non-linear, non-normally distributed
data. Since the relationship between sky visibility and GNSS uncertainty is not necessarily
linear, the Kendall method is used in this chapter to calculate the correlation coefficient
between the two variables. There are two formulas for calculating the Kendall correlation
coefficient. The Tau-a method is used in this chapter as an example. First, all possible pairs
of elements are generated. For n samples, each corresponding to the values of variables X

and Y , all samples are combined pairwise to generate C (n,2) = n(n−1)
2 pairs of elements.

Then the sample is (X1,Y1) , (X2,Y2) , · · · , (Xn,Yn), then all possible pairs of elements are:
(i, j), where 1 ≤ i < j ≤ n. Each pair of elements is compared to determine consistency
and inconsistency:

1. Consistency: if Xi > X j andYi >Yj, or Xi < X j andYi <Yj, then the pair of elements
is consistent and counts as c.

2. Inconsistency: if Xi >X j butYi <Yj, or Xi <X j butYi >Yj, then the pair of elements
is inconsistent and counts as d.

3. Juxtaposition: if Xi = X j or Yi = Yj, then the pair of elements is neither categorized
as a consistent pair nor an inconsistent pair.

For n samples, iterate over all pairs of i < j elements and count the final consistent
pairs c and inconsistent pairs d :

c = ∑
i< j

1 [(Xi −X j) (Xi −X j) > 0]

d = ∑
i< j

1 [(Xi −X j) (Xi −X j) < 0]
(5.49)

where 1 [∗] denotes the indicator function, which is 1 when the condition is satisfied and 0
otherwise. The final Kendall correlation coefficient is calculated:

Tau−a =
c−d

1
2n(n−1)

(5.50)

where, c denotes the number of pairs of elements in the two variables that are concordant
(i.e., the relative order of the two elements in the two variables is the same), and d denotes
the number of discordant pairs, representing the number of pairwise combinations of all
samples.

The correlation coefficients between the sky visibility calculated by the two methods
and the GNSS uncertainty reference value are calculated for the two scenarios using the
above correlation coefficient formula, and the statistical results are shown in Tab. 5.1 .
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Table 5.1: Correlation parameter comparison of the estimated sky visibility and GNSS
uncertainty

Scenario LPH 3DMA
Scenario 1 -0.13 -0.41
Scenario 2 -0.27 -0.49

From the statistical results, all correlation coefficients are negative, indicating a nega-
tive correlation between sky visibility and GNSS uncertainty. The traditional LPH model’s
sky visibility estimation shows a weak correlation with the GNSS uncertainty reference
value in both scenarios. In contrast, the sky visibility estimation by the model proposed
in this chapter exhibits a moderate correlation with the GNSS uncertainty reference value
in both scenarios. The absolute value of the correlation coefficient for the 3DMA model
proposed in this chapter is significantly higher than that of the conventional LPH model
for both scenarios. Therefore, the 3DMA model proposed in this chapter outperforms the
traditional LPH model.

Subsequently, sky visibility masks are generated using the traditional LPH model and
the 3DMA model proposed in this chapter. The number of visible satellites observable by
the AV is estimated by combining the satellite ephemeris information at that time, with GPS
and Galileo selected as the satellite ephemeris. The final results are shown in Fig. 5.15 and
Fig. 5.16 .

Figure 5.15: The number of visible satellites
and GNSS uncertainty in scenario 1

Figure 5.16: The number of visible satellites
and GNSS uncertainty in scenario 2

Similarly, the correlation coefficients of the number of visible satellites estimated
by the two methods with the GNSS uncertainty reference value are calculated using the
Kendall correlation coefficient formula, and the statistical results are shown in Tab. 5.2 .
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Table 5.2: Correlation comparison of the estimated number of visible satellites and GNSS
uncertainty

Scenario LPH 3DMA
Scenario 1 -0.09 -0.51
Scenario 2 -0.32 -0.52

From the statistical results, all correlation coefficients are negative, indicating a nega-
tive correlation between the number of visible satellites and GNSS uncertainty. The results
of the correlation coefficients in the two different scenarios show that the correlation be-
tween the number of visible satellites estimated by the 3DMA proposed in this chapter and
the GNSS uncertainty reference value is significantly higher than that of the traditional LPH
method. The number of visible satellites estimated by the traditional LPH model in both
scenarios shows no correlation or moderate correlation with the GNSS uncertainty refer-
ence value. In contrast, the number of visible satellites estimated by the model proposed
in this chapter in both scenarios exhibits a strong correlation with the GNSS uncertainty
reference value. Therefore, the 3DMA model proposed in this chapter is superior to the
conventional LPH model.

3) GNSS Uncertainty Estimation Results and Assessment of Spoofing Effective-
ness

During the experiment, based on the sky visibility and the number of visible satellites
estimated by the 3DMA model, the regression model is trained by selecting the first 140
epochs in Scenario I and the first 1130 epochs in Scenario II. The regression model is
validated by choosing the last 30 epochs in Scenario I and the last 100 epochs in Scenario II.
Then, the GNSS uncertainty is estimated by kernel function partial least squares regression.
In the regression analysis, the F test is used to test the overall significance of the regression
model, i.e., to test whether at least one of the independent variables in the model has a
significant effect on the dependent variable. Specifically, it is used to test the following
null hypothesis:

1. H0 null hypothesis: the regression coefficients of all independent variables in the
model are equal to zero, i.e., the model has no predictive power.

2. H1 alternative hypothesis: at least one of the independent variables in the model
has a regression coefficient not equal to zero, i.e., the model has predictive power.

It is common to use the training set to fit the model and compute the F statistic. This
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is because the purpose of the F test is to assess the overall explanatory power of the inde-
pendent variables in the model for the dependent variable. This assessment is based on the
statistics generated during the model fitting process, such as Regression Sum of Squares
(SSR), Residual Sum of Squares (Error Sum of Squares, SSE), and so on. Firstly, SSR and
SSE are calculated separately:

SSR =
n

∑
i=1

(ŷi − ȳ)2 (5.51a)

SSE =
n

∑
i=1

(yi − ŷi)
2 (5.51b)

where ŷi denotes the value of the dependent variable for the ith observation; ȳ denotes the
mean value of the dependent variable; yi denotes the predicted value for the ith observation;
and n denotes the number of observations.

To verify the effectiveness of the proposed GNSS uncertainty estimationmethod based
on kernel function partial least squares regression, the proposed model is compared with
the traditional linear and nonlinear regression models. Common traditional methods in-
clude the Partial Least Squares Regression (PLSR) model and the Second Order Nonlin-
ear Regression (SONR) model. The SONR model and the Least Squares Support Vector
Regression (LS-SVR) model. The final GNSS uncertainty estimation results of different
regression models are shown in Fig. 5.17 and Fig. 5.18 .

Figure 5.17: GNSS uncertainty estimation
results in scenario 1

Figure 5.18: GNSS uncertainty estimation
results in scenario 2

Calculate the RMSE between the estimated GNSS uncertainties of the two scenarios
and the reference values, and the final results are statistically presented in Tab. 5.3 .

By comparingwith the traditional regressionmodels, the RMSEof the proposedmethod
between the estimated GNSS uncertainty and the reference value is minimum in both urban
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Table 5.3: The RMSE between the estimated GNSS uncertainty and the reference value
(m)

Scenario PLSR SONR LS-SVR The proposed
Scenario 1 0.33 0.28 0.29 0.27
Scenario 2 0.45 0.33 0.32 0.29

test scenarios. Therefore, the KPLSR model based on 3DMA established in this thesis has
the highest GNSS uncertainty estimation accuracy, thus verifying the effectiveness of the
proposed method.

Then, based on the estimation results of GNSS uncertainty, the spoofing effectiveness
is evaluated, which further validates the effectiveness of the proposed method in this chap-
ter. For different geographical scenarios, it is defined that when the uncertainty of GNSS
is less than 0.6m, the quality of the satellite signal is better, and the accuracy of GNSS
positioning is higher, so the spoofing difficulty in this scenario is judged as ‘easy’. On the
contrary, when the uncertainty of GNSS is greater than 0.6m, the quality of the satellite
signal is poorer, and the accuracy of GNSS positioning is lower, which is judged as ‘diffi-
cult’. On the other hand, when the uncertainty of GNSS is greater than 0.6m, the quality of
the satellite signal is poor, and the positioning accuracy of GNSS is low, which is judged
as ‘difficult’. Since the uncertainty estimate of the method proposed in this chapter is the
most accurate. Theoretically, the success rate is higher in the area that is judged as easy by
the method proposed in this chapter.

In the spoofing test, the spoofing window is still set to 10s. The thresholds for success-
ful spoofing are also calculated according to the settings in Chapter 2, and the two thresholds
are set to 0.75 m and 2.86 m. A successful spoofing is considered to have occurred when
the lateral deviation of the positioning information output from the MSF system exceeds
2.86 m. The spoofing attack is then implemented in two different urban scenarios to verify
the effectiveness of the method proposed in this chapter.

The starting point for the spoofing attack is randomly selected in the geographic sce-
narios judged to be ‘easy’, and the total spoofing number is set to 50. Different regression
models are used to estimate uncertainty, and then the scenarios where the AVs are located
are categorized. The spoofing attack is then carried out in the easy-to-deceive areas. In the
end, the number of successful attempts is 28 for conventional PLSR, 31 for SONR, and 32
for LS-SVR. According to the effectiveness evaluation model proposed in this chapter, the
number of successful spoofing attacks for broadcasting spoofing signals in ‘easy’ spoofing
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scenarios is 36. All of these regression models are based on the sky visibility mask gen-
erated by 3DMA. The number of successful spoofs in the ‘easy’ spoofed area evaluated
with the sky visibility mask generated with the aid of LPH is 23. Without categorization,
the number of successful spoofs in random areas across the interval is only 8. Finally, the
spoofing success rate in the ‘easy’ spoofed regions estimated by the different methods is
counted, and the results are shown in Fig. 5.19 .

Figure 5.19: The spoofing success rate in the ‘easy’ spoofing scenario

Therefore, the proposed method estimates the highest success rate for spoofing in the
‘easy’ spoofing scenarios compared to traditional effectiveness evaluation methods. It is
worth noting that the two selected urban scenarios contain some open areas, i.e., areas with
low GNSS and LiDAR uncertainties. Thus, successful spoofing attacks of the MSF system
can be achieved. However, suppose the AV is always traveling in an urban canyon area
with denser buildings on both sides of the lane. In that case, it is possible that the geo-
environmental classification model proposed in this chapter will not be able to find easy
to spoof scenarios. Therefore, no spoofing is performed in these challenging scenarios,
thereby preventing ineffective spoofing signals from being generated by spoofing sources.

In summary, the effectiveness of the proposed method is finally verified in various
geographic scenarios through simulated spoofing tests using actual data and different sce-
narios.
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5.5.3 Spoofing Effectiveness Validation Under DifferentWeather Sce-
narios

1) Scenario Selection

For the validation of spoofing effectiveness under different weather scenarios, the nav-
igation data of the sensors under clear weather conditions is first collected through the test
platform. A suburban scenario is selected for the test (the same as the second scenario in
Chapter 4, with the test scenario, route trajectory, as well as the start and end points shown
in Fig. 4.11 ). The weather simulator [91] is used to simulate and generate LiDAR signals
under different meteorological weather levels, including rain, fog, and snow, based on the
original LiDAR point cloud of the whole interval. Then, the localization results under dif-
ferent weather conditions for theMSF system, with real-world data simulation and spoofing
attacks, are analyzed.

The localization performance of LiDAR in clear weather is analyzed using the NDT
matching algorithm to process laser point cloud data collected under clear weather con-
ditions. Firstly, the a priori map of the route is built by Autoware. Then, the LiDAR
localization results are obtained by the NDT matching algorithm. The total duration of the
whole interval is 200s, and the matching result at the 10th second is shown in Fig. 5.20 (b).
From the results, it can be seen that there are sufficient feature points under sunny weather
conditions, resulting in better matching results.

25

(a) (b)

Figure 5.20: Under clear weather conditions, (a) prior point cloudmap and (b) NDTmatch-
ing results of the 10s

2) Variation of LiDAR Point Cloud Response Ratios Under Different Weather
Conditions
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The LiDAR point cloud under different weather conditions is simulated by adding
various weather signals with different intensities to the LiDAR point cloud collected under
clear weather conditions. Then, the NDT matching algorithm is performed to obtain the
localization results, including localization error and uncertainty, followed by data fusion
and spoofing attacks. Firstly, the NDT matching results of three rainfall rates are compared
as an example, corresponding to moderate rain, heavy rain and heavy rain. At 10s, the
matching results are shown in Fig. 5.21 .

Figure 5.21: NDT matching results for different rainfall rates at 10s

Similarly, the point cloud is simulated by adding fog of varying intensities to the ini-
tial point cloud. The NDT matching results for three visibility levels are compared as an
example, corresponding to slight fog, heavy fog, and dense fog, respectively. At 10s, the
matching results are shown in Fig. 5.22 .

Figure 5.22: NDT matching results for different fog visibility at 10s

Then, the same method is used to obtain the point clouds under different snowfall
intensities. As an example, the NDT matching results for three snowfall rates are com-
pared, corresponding to slight, medium, and heavy snow. The results of the NDT matching
algorithm at 10s are shown in Fig. 5.23 .
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Figure 5.23: NDT matching results for different snowfall rates at 10s

In addition, a response ratio parameter is defined to evaluate the changes in the LiDAR
point cloud before and after the inclusion of severe weather effects.

γ =
nα + nβ

n0
×100% (5.52)

where γ denotes the response ratio parameter; n0 denotes the number of initial point clouds
of LiDAR in clear weather; nα and nβ denote the number of attenuation of LiDAR point
cloud signals and the number of backscattering in bad weather, respectively, which are
affected by water molecules in terms of the magnitude of the two parameters. If the at-
tenuation number of the point cloud is larger, it means that water molecules obscure more
feature points. Therefore, some stationary targets cannot be effectively detected due to the
long distance. If the number of backscattering of the point cloud is larger, it means that the
laser signal is more likely to be reflected by water molecules, which forms more noise in
the air and thus increases the error of the NDT matching algorithm. Therefore, the larger
the response ratio value, the greater the impact of weather on the LiDAR point cloud and
the output localization results.

Finally, the response ratios for different weather types and meteorological levels are
calculated at 10s to evaluate the effect of weather conditions on the LiDAR point cloud. The
final statistical results are shown in Tab. 5.4 . As weather conditions intensify from slight
rain, fog, or snow to heavy conditions, the response ratio gradually increases. Among
the three weather types, fog has the most significant impact on LiDAR point clouds. At
15m of visibility, dense noise surrounds LiDAR, affecting 85.61% of the point cloud. This
severely limits LiDAR’s detection range and the accuracy of the NDT matching algorithm,
ultimately reducing LiDAR’s positioning accuracy and its weight in the MSF system of
AVs.

3) Uncertainty Estimation of LiDAR NDT Matching Under Different Meteoro-
logical Parameters
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Table 5.4: Response ratio under different weather types and weather levels

Weather type Meteorological level Meteorological parameter Response ratio

Rain
Moderate rain Rainfall rate=5mm/h 13.13%
Heavy rain Rainfall rate=40mm/h 15.96%
Violent rain Rainfall rate=80mm/h 18.73%

Fog
Slight fog Visibility=300m 4.83%
Heavy fog Visibility=60m 48.03%
Violent fog Visibility=15m 85.61%

Snow
Slight snow Snowfall rate=1mm/h 13.60%

Moderate snow Snowfall rate=5mm/h 16.12%
Heavy snow Snowfall rate=25mm/h 20.70%

Theoretically, higher meteorological classes lead to worse LiDAR localization accu-
racy. To quantify the impact of severe weather on localization accuracy, we analyze the
2D plane uncertainty, which directly affects LiDAR’s weight in the MSF system of AVs.
Using the standard deviation of uncertainty to evaluate NDT matching reliability, we ref-
erence the LiDAR uncertainty output from Autoware software [21, 81]. We analyze the
effect of rainfall on localization uncertainty, as shown in Fig. 5.24 . The mean uncertainty
value across the entire trajectory interval under the same rainfall rate is calculated using a
B-spline regression model, as depicted in Fig. 5.25 . For different weather scenarios, Li-
DAR uncertainty exceeding 2 meters is classified as ‘easy’ to spoof, while under 2 meters
is classified as ‘difficult’. When rainfall rates surpass 35.28 mm/s, scenarios are deemed
‘easy’ to spoof.

Results indicate that the uncertainty of the NDT matching algorithm gradually in-
creases with rainfall. When rainfall rates exceed 20 mm/h, the average uncertainty of lo-
calization results significantly increases compared to clear weather, substantially reducing
LiDAR’s weight in the MSF system.

For foggy days, the final statistics of the uncertainty of the NDT matching algorithm
for the whole interval are shown in Fig. 5.26 . When the fog visibility is less than 85.52m,
it is defined as an easy spoofing scenario, as shown in Fig. 5.27 .

Results show that NDT matching uncertainty tends to increase as visibility decreases.
Slight or moderate fog has minimal effects on LiDAR uncertainty, but heavy and dense
fog significantly increasess uncertainty. When fog visibility reaches 15 meters, the average
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Figure 5.24: Changes of LiDAR uncertainty
under different rainfall rates

Figure 5.25: Classification results of spoof-
ing scenarios under different rainfall rates

Figure 5.26: Changes of LiDAR uncertainty
under different fog visibility conditions

Figure 5.27: Classification results of spoof-
ing scenarios under different fog visibility
conditions

uncertainty across the vehicle’s entire trajectory interval exceeds 7 meters.

For snowy days, the final statistics of LiDAR uncertainty for the whole interval are
shown in Fig. 5.28 . When the snowfall rate is larger than 3.68 mm/h, it is defined as an
easily spoofed scenario, as shown in Fig. 5.29 .

Results indicate that NDT matching uncertainty gradually increases with snowfall
rates. Snowfall also affects LiDAR localization results, reducing LiDAR’s weight in the
MSF system under heavy snow conditions.

As an example, the final statistics of the results under partial weather levels are shown
in Tab. 5.5 .

In summary, the uncertainty results of the NDT matching algorithm align with the
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Figure 5.28: Changes of LiDAR uncertainty
under different snowfall rates

Figure 5.29: Classification results of spoof-
ing scenarios under different snowfall rates

Table 5.5: The mean value of uncertainty under different weather conditions

Weather type Meteorological level Meteorological parameter Mean value of uncertainty

Rain
Moderate rain Rainfall rate=5mm/h 1.40m
Heavy rain Rainfall rate=40mm/h 2.13m
Violent rain Rainfall rate=80mm/h 2.42m

Fog
Slight fog Visibility=300m 1.33m
Heavy fog Visibility=60m 2.54m
Violent fog Visibility=15m 7.41m

Snow
Slight snow Snowfall rate=1mm/h 1.85m

Moderate snow Snowfall rate=5mm/h 2.15m
Heavy snow Snowfall rate=25mm/h 2.79m

trends in localization error across various weather meteorological classes. At lower weather
classes, conditions have a minimal impact on localization results, as sufficient effective
point clouds maintain NDT matching accuracy. However, as weather classes intensify,
LiDAR’s effective scanning distance decreases, and airborne noise from severe weather
increases. Among the three severe weather types analyzed, fog exhibits the most significant
impact on LiDAR.

4) Spoofing Effectiveness Evaluation Under DifferentMeteorological Parameters

This chapter further evaluates the effectiveness of spoofing on MSF systems under
various meteorological parameters, including the impact of rain, fog, and snow weather
scenarios on the spoofing results. It also investigates the relationship between weather and
meteorological parameters and the spoofing success rate.
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Since there is no RTK Fix solution between 162s-168s, the intervals of spoofing attack
are set to be 5s-160s as well as 170s-200s in this set of data. The interval between each
implementation of spoofing is 5s, and the duration of one spoofing is 10s, which makes
a total of 35 spoofing epochs implemented. Similarly, the MSF system is spoofed using
the covert spoofing method proposed in Chapter 4. In addition, the initial spoofing lateral
deviation is set to 1m, and other parameters are consistent with the experimental settings
in the above section. When the positioning error of the MSF system is greater than 2.86m,
it indicates that this spoofing is successful, i.e., the lateral deviation of the MSF system
exceeds the threshold value. Then, the number of successful spoofing times in the whole
trajectory interval is counted, and the spoofing success rate is calculated under different
weather and meteorological classes, respectively.

First, we conduct spoofing attacks on the AV’s MSF system under clear weather.
Among 35 implemented attacks, only one results in a lateral deviation exceeding 2.86m.
Thus, the spoofing success rate under clear weather conditions is very low at 2.86%, con-
sistent with theoretical analysis. Subsequently, we execute spoofing attacks on the MSF
system of AVs under various meteorological conditions. The spoofing success rates under
different rainfall rates for MSF systems are illustrated in Fig. 5.30 .
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Figure 5.30: Relationship between spoofing success and rainfall rates for MSF systems

The relationship between spoofing success rate and rainfall rate for the pair of MSF
systems of AVs under spoofing attack is statistically analyzed, and the results are shown in
Tab. 5.6 .

Results indicate that as rainfall rates increase, spoofing success rates also rise. When
rainfall rates exceed 40mm/h, the GNSS spoofing success rate on MSF systems surpasses
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Table 5.6: Relationship between spoofing success and rainfall rates for MSF system

Weather type Meteorological parameters Spoofing difficulty level Spoofing success rate (%)

Rain

Rainfall rate=5mm/h
Difficult

17.14
Rainfall rate=10mm/h 20.00
Rainfall rate=20mm/h 31.43
Rainfall rate=40mm/h

Easy

57.14
Rainfall rate=60mm/h 74.29
Rainfall rate=80mm/h 74.29
Rainfall rate=100mm/h 80.00

57%. At 100mm/h rainfall rates, the GNSS spoofing success rate on MSF systems reaches
80%. Thus, spoofing success rates are higher in rainy weather compared to clear conditions.

For the spoofing results in different foggy weather conditions, the statistics of spoofing
success rates for various visibility levels in MSF systems are shown in Fig. 5.31 .
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Figure 5.31: Relationship between spoofing success against the MSF system and fog vis-
ibility

The relationship between the spoofing success rate and fog visibility of the MSF sys-
tem for autonomous vehicles under spoofing attack is statistically determined, and the re-
sults are shown in Tab. 5.7 .

Results show that as visibility decreases in foggy conditions, the spoofing success rate
gradually increases. When visibility drops below 75 meters, spoofing success rates are at
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Table 5.7: Relationship between spoofing success against MSF system and fog visibility

Weather type Meteorological parameters Spoofing difficulty level Spoofing success rate (%)

Fog

Visibility=300m
Difficult

2.86
Visibility=150m 5.71
Visibility=100m 14.29
Visibility=75m

Easy

80.00
Visibility=60m 80.00
Visibility=37.5m 97.14
Visibility=20m 100.00
Visibility=15m 100.00

least 80%. Below 20 meters visibility, all 35 spoofing attempts on the MSF system suc-
ceed, indicating a 100% success rate for vehicle-mountedMSF systems under such weather
conditions.

For different snowfall conditions, spoofing attacks are implemented on the MSF sys-
tem at varying snowfall rates, with success rates shown in Fig. 5.32 .
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Figure 5.32: Relationship between spoofing success and snowfall rates for MSF system

The relationship between spoofing success rates and snowfall rates for MSF systems
under spoofing attacks is detailed in Tab. 5.8 .

Results indicate that spoofing success rates gradually increase with snowfall rates,
suggesting that spoofing the MSF system of AVs becomes less challenging as snowfall
intensifies. The success rate of spoofing can exceed 68% in scenarios that are easy to
spoof.
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Table 5.8: Relationship between spoofing success and snowfall rates for MSF system

Weather type Meteorological parameters Spoofing difficulty level Spoofing success rate (%)

Snow

Snowfall rate=1mm/h
Difficult

40.00
Snowfall rate=3mm/h 51.43
Snowfall rate=5mm/h

Easy

68.57
Snowfall rate=10mm/h 74.29
Snowfall rate=15mm/h 80.00
Snowfall rate=20mm/h 82.86
Snowfall rate=25mm/h 88.57

In summary, among the three weather types (rain, snow, and fog), fog exerts the most
significant impact on spoofing outcomes under equivalent weather class conditions. Snow’s
effect on spoofing is less than fog’s but greater than rain’s. This aligns with the impact of
severe weather on LiDAR localization errors and uncertainties. In contrast, the spoofing
success rate for MSF systems in clear weather is only 2.86%.

The results demonstrate that spoofing success rates significantly improve when exe-
cuted in scenarios with higher weather and meteorological classes. Thus, the assessment
method proposed in this chapter proves effective in enhancing spoofing success rates for
MSF systems of AVs under adverse weather conditions. By quantitatively analyzing the
relationship betweenweather classes and spoofing success rates usingmeteorological infor-
mation, the proposed method allows spoofing sources to evaluate spoofing effectiveness.
When weather classes are severe, spoofing attacks on targets are likely to disable the navi-
gation systems of AVs with high probability.

This study provides a theoretical foundation for designing defense algorithms of GNSS
/SINS/LiDAR-based AVs in the event of potential malicious spoofing attacks, thereby fa-
cilitating further research into GNSS anti-spoofing algorithms in adverse weather condi-
tions. Thereby, it enables vehicles to implement proactive measures, such as activating
emergency plans, slowing down, or even stopping in the event of safety risks. Immediate
restoration of the MSF system performance ensures vehicle safety and reduces the risk of
catastrophic traffic accidents. Ultimately, this study ensures the position safety of the MSF
system in various weather scenarios.
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5.6 Summary

This chapter proposes a spoofing effectiveness assessment method based on sensor
uncertainty estimation. By constructing a nonlinear regression model to estimate GNSS
and LiDAR uncertainties, the proposed method ensures that the estimation results closely
align with the actual sensor uncertainties. For diverse geographical scenarios, a 3DMA-
based sky visibility estimation algorithm is established. This algorithm utilizes the vertex
coordinates of 3D building models to construct a spatial geometric model, calculates the
maximum occlusion elevation angle of the target area, and enhances the accuracy of sky
visibility masks. Combined with ephemeris information, it estimates sky visibility and the
number of visible satellites. A KPLSR model is then developed for precise GNSS uncer-
tainty estimation, enabling the classification of target scenarios as ‘easy’ or ‘difficult’ for
spoofing. Focusing on lane-side three-dimensional building models while excluding spe-
cial scenarios such as viaducts and tunnels, simulation results demonstrate that the proposed
method’s estimation accuracy surpasses that of traditional regression models. For varying
weather conditions, the chapter establishes a LiDAR impulse response function under se-
vere weather and constructs a LiDAR uncertainty estimation method based on B-spline
regression. By simulating LiDAR point clouds under various severe weather conditions
(rain, snow, fog) and estimating LiDAR uncertainty over intervals, the relationship be-
tween weather types, meteorological classes, and spoofing success rates is quantitatively
analyzed to evaluate the effectiveness of spoofing. Unlike traditional continuous spoofing
methods, this chapter evaluates spoofing effectiveness across various scenarios using the
established model, addressing the issue of indiscriminate spoofing signal broadcasting and
thereby effectively enhancing spoofing success rates.
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Chapter 6

CONCLUSIONS

This dissertation focuses on the research demands for spoofing technology of AVs in
complex environments. It delves into the error transfer mechanisms of spoofing attacks,
establishes an analytical model based on a lightweight information filter, and identifies
the primary factors contributing to state errors in MSF systems under spoofing attacks. A
covert spoofing method based on a fuzzy inference model is proposed to adaptively adjust
spoofing parameters in real-time, thereby enhancing the covertness of spoofing. Further-
more, a spoofing effectiveness assessment method based on sensor uncertainty estimation
is introduced. By constructing a nonlinear regression model tailored to different geograph-
ical and weather scenarios, the method accurately estimates sensor uncertainties, improves
the estimation accuracy of measurement sensor uncertainties across various scenarios, and
categorizes target AV environments as ‘easy’ or ‘difficult’ for spoofing. This prevents
indiscriminate spoofing signal broadcasting, which often results in low success rates. The
findings provide a robust theoretical foundation for researchingMSF system spoofing tech-
nology for AVs in complex environments.

The dissertation accomplishes the following research tasks:

(1)Investigated the state error transfer mechanism of MSF systems under spoofing
attacks. For the first time, the influence of different sensor update frequencies was con-
sidered. The state error transfer mechanism of MSF systems under spoofing attacks was
thoroughly examined, and an error state Kalman filter analytical model was established.
Subsequently, an error transfer model based on a lightweight information filter was devel-
oped. This model simplifies the state error analytical model and clarifies its relationship
with system parameters. The main factors affecting state errors under spoofing attacks were
identified, including GNSS uncertainty and the update frequency ratio of different sensors,
as well as the initial state uncertainty of MSF and LiDAR uncertainty. Theoretical analysis
was validated with actual data. When the update frequency ratios of GNSS and LiDAR
were 1, 2, 5, and 10, respectively, the MSF system could be successfully spoofed within
a 10-second attack window if the GNSS uncertainty was less than 4m, 2.7m, 1.1m, and
0.7m, respectively. This confirmed that the update frequency ratio of GNSS and LiDAR,
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along with GNSS uncertainty, are key factors influencing spoofing success rates. The error
transfer model established in this section is more comprehensive compared to traditional
models.

(2) Researched a covert spoofing method based on a fuzzy inference model to ensure
spoofing success rates while enhancing covertness. By real-time monitoring of the target
AV, a position error feedback adjustment factor was calculated to quantify the difficulty of
spoofing. A fuzzy knowledge base and rule base were constructed based on the feedback
adjustment factor, and a fuzzy inference model was built using the multiple Zadeh method
to adjust spoofing parameters and improve success rates dynamically. The magnitude of
the feedback adjustment factor was compared to determine whether the spoofing process
triggered the take-over effect. When activation was detected, the maximum value of spoof-
ing parameters was constrained to prevent detection by the MSF system, thereby enhancing
covertness and reducing detection risks. Real-world data simulation tests verified the effec-
tiveness of the proposed covert spoofing method. The results indicated that the proposed
method improves spoofing success rates by over 5% compared to traditional approaches.

(3) Developed a spoofing effectiveness assessment method based on sensor uncer-
tainty estimation. GNSS and LiDAR uncertainties were estimated using a nonlinear re-
gression model to evaluate spoofing effectiveness and determine spoofing difficulty across
different scenarios. For various geographical scenarios, a 3DMA-based sky visibility es-
timation algorithm was established. This algorithm constructs a spatial geometric model
using the vertex coordinates of 3D building models and calculates the maximum occlu-
sion elevation angle of the target area. Sky visibility and visible satellites in the target
region were estimated using current ephemeris information. Correlation analysis results
demonstrated the superiority of the 3DMA-based sky visibility estimation algorithm over
the traditional LPH method. Subsequently, a KPLSR model was established for accurate
estimation of GNSS uncertainty. Vehicle data simulation test results indicated that spoofing
success rates in ‘easy’ scenarios exceeded 70%, outperforming other traditional methods.
To address the challenge of LiDAR uncertainty estimation under varying meteorological
conditions, a LiDAR impulse response function was established for different weather sce-
narios, and a LiDAR uncertainty estimation method based on B-spline regression was de-
veloped. Real-world data simulation tests were used to simulate LiDAR point clouds under
various weather conditions (rain, snow, fog). By estimating the average LiDAR uncertainty
over intervals, the relationship between weather types, meteorological classes, and spoof-
ing success rates was quantitatively analyzed to assess spoofing effectiveness. The results
showed that under different weather scenarios, when scenarios were classified as ‘easy’
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based on uncertainty estimation methods, the spoofing success rate exceeded 57%, signif-
icantly higher than in ‘difficult’ scenarios.

The main innovative work is as follows:

(1) Established an MSF system state error transfer model based on a lightweight infor-
mation filter. The error transfer characteristics of the MSF system under spoofing attacks
were deeply analyzed, and an analytical model based on a lightweight information filter
was developed. This model decouples the state errors caused by spoofing attacks, avoids
complex inverse operations during information vector updates, optimizes the recursive up-
date process of INS, and elucidates the mathematical relationship between state errors and
system parameters. It also reveals the influence mechanism of the update frequency ratio
of measurement sensors and uncertainty on spoofing attacks.

(2) Proposed a covert spoofing method based on a fuzzy inference model. A position
error feedback factor computational model under spoofing attacks was established, and a
multidimensional fuzzy inference model for spoofing parameters was constructed using a
fuzzy knowledge base and rule base. The mapping relationship between the position feed-
back factor and the rate of change of spoofing parameters was revealed. The amplitude of
spoofing parameters was constrained using maximum value techniques to enable adaptive
adjustment of spoofing parameters. Under all typical test scenarios, the proposed method
improved spoofing success rates by over 5% compared to traditional methods.

(3) Constructed a spoofing effectiveness assessment method based on sensor uncer-
tainty estimation. A 3DMA-based estimation method for sky visibility and visible satellites
was established, and a KPLSR-based GNSS uncertainty estimation algorithm was devel-
oped. The relationship between meteorological parameters and NDT matching accuracy
was analyzed, and a LiDAR uncertainty estimation algorithm based on B-spline regression
was constructed. This method evaluates spoofing effectiveness across different scenarios
and addresses the issue of traditional methods where indiscriminate spoofing signal broad-
casting leads to low success rates.

As the study progresses, the following issues remain to be further studied and explored:

(1) In terms of spoofing targets and error mechanism modeling, investigate spoofing
technology for LiDAR and SINS. Additionally, consider scenarios where the MSF system
of AVs incorporates other navigation sensors, such as visual sensors, odometers, magne-
tometers, etc. Conduct in-depth research on the impact of various spoofing attack methods
on sensor data and establish precise error mechanism models.
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(2) Regarding the optimization and improvement of spoofing technology, conduct in-
depth research on the latest generation mechanisms and detection methods of spoofing
technology and understand their working principles and limitations. Combining the lat-
est spoofing technology generation mechanisms and detection methods, develop more ef-
ficient and covert spoofing technology based on an understanding of spoofing and defense
mechanisms. For new spoofing detection and suppression algorithms designed for AVs,
explore how to design more aggressive spoofing algorithms to counter these advanced de-
fense measures.

(3) Quantitatively analyzing the impact of both non-building static occluders (e.g.,
trees, billboards) and dynamic occluders (e.g., buses, large trucks) on spoofing attack per-
formance. This will involve developing enhanced environmental models and correction
mechanisms to further refine the assessment of spoofing effectiveness in complex urban
scenarios.

(4) Due to testing limitations, this dissertation primarily employs real-world data sim-
ulation tests for algorithm verification. Simulation-generated spoofing signals are used to
attack the MSF system, with spoofing position increments superimposed on real GNSS
position outputs to simulate GNSS spoofing signal generation. Subsequent work will grad-
ually incorporate actual spoofing tests to validate the effectiveness of the proposed scheme
further.
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