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Abstract 

The concept of Internet of Things (IoT) applications has been proposed for 

decades but has not yet been implemented on a large scale. The reasons may include 

the high cost of individual wireless devices and the lack of a wireless solution that 

supports numerous devices with wide coverage while remaining robust against 

environmental noise. In this thesis, noise-rejection filters and collision-avoidance 

medium access control (MAC) protocols for IoT applications are investigated, so that 

the stability of large-scale IoT wireless networks can be improved by applying 

appropriate filters and MAC schemes. 

First, the low-cost wireless component, the surface acoustic wave (SAW) filter, 

is evaluated. The design and in-house fabrication process of the SAW filter are 

presented in this report. The detailed effects of interdigital transducer (IDT) variations 

are investigated by fabricating SAW filters with parametric variations, including the 

presence of reflectors, IDT length, port separation, and the number of reflectors and 

IDTs per port. The fabricated SAW filter achieves an insertion loss of less than 3 dB 

and a return loss of more than 10 dB at 480 MHz without any external lumped 

elements at the ports for impedance matching. 

Second, from a system perspective, among the available low-power wide-area 

network (LPWAN) IoT solutions, LoRa is one of the most promising options due to 

its attractive properties of low cost, high energy efficiency, wide coverage, and 

robustness to interference. However, the existing LoRaWAN MAC only offers a pure 

ALOHA mechanism designed for low-duty-cycle applications. Severe collisions are 

therefore expected if a large-scale system is deployed. To address this issue, multiple 
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MAC schemes incorporating pure ALOHA, slotted ALOHA, and channel activity 

detection (CAD) are proposed and tested experimentally. The performance of these 

MAC schemes is evaluated by comparing the packet delivery ratio (PDR). A PDR of 

almost 100% is achieved by one of the proposed MAC schemes. Finally, the use cases 

of the tested MAC schemes are discussed. 

Third, Chapter 4 synthesizes insights from the previous discussions on filters and 

MAC protocols to explore their applicability in enhancing the stability of end devices 

within a commercial context. A long-term deployment project has been initiated in 

collaboration with a property management company, encompassing 205 end devices 

and a single gateway across 23 floors of an operational commercial building. The 

installation of water flood detection sensors aims to provide prompt notifications to 

the management team, thereby mitigating potential damage to critical infrastructure 

such as elevators and escalators. This deployment establishes a centralized IoT water 

flood detection system for commercial use and demonstrates the capability of a stable 

IoT system employing filters and collision-avoidance MAC schemes. 
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1. INTRODUCTION 

The Internet of Things (IoT) refers to a network formed by physical devices. 

These devices are connected to the Internet so that data can be exchanged. Typically, 

IoT devices are connected to the Internet through wireless solutions. Sensor networks 

and smart homes with automation systems are examples of IoT applications. 

Nowadays, automation applications are evolving from home- or office-scale 

deployments to building management systems, and the scale of sensor networks is 

expanding from campus-level deployments to citywide coverage. Therefore, the 

application scenarios become more challenging for two main reasons. First, the radio-

frequency (RF) noise inside building machine rooms and across cities is much larger 

in magnitude and more complex than in typical home or office environments. This 

environmental noise must be filtered so that IoT devices can operate without 

interference. Second, a larger number of devices leads to heavier traffic, and collisions 

between valid data frames become more likely. Data collisions between IoT devices 

should be minimized to achieve reliable data exchange. 

The stability of wireless IoT systems is paramount for ensuring reliable 

communication and efficient operation in various applications. With the increasing 

deployment of IoT devices in diverse environments, addressing the challenges posed 

by environmental noise and data collisions becomes critical. One key component in 

enhancing system stability is the use of RF filters, among which the surface acoustic 

wave (SAW) filter is a typical example. These filters effectively suppress 

environmental noise by allowing only the desired frequency components to pass 

through, thereby minimizing interference from unwanted signals. Their low 

production cost, compact size, and high quality factor make SAW filters an ideal 
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choice for IoT applications, ensuring that devices can operate smoothly even in noisy 

conditions. 

Another crucial aspect is the implementation of efficient medium access control 

(MAC) protocols. These protocols are designed to manage how multiple IoT devices 

share the same frequency channel, preventing data collisions that can disrupt 

communication. By strategically coordinating transmissions, MAC protocols enhance 

the reliability of data exchange, allowing a large number of devices to operate 

concurrently without significant performance degradation. 

Together, RF filters such as SAW devices and robust MAC protocols play 

essential roles in bolstering the stability of wireless IoT systems, enabling them to 

function effectively in complex and dynamic environments.  

 
Figure 1.1 Typical hardware block diagram of IoT device. 

 

The hardware block diagram of a wireless device is shown in Figure 1.1. This 

device comprises an antenna, filters, amplifiers, a transceiver, and a baseband 
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processor. For clarity, less relevant components have been omitted from the 

schematic. 

1.1.  RF stability of IoT networks 

Surface acoustic wave (SAW) filters are commonly used in existing wireless 

infrastructure. Their popularity is due to their excellent properties, including a high 

quality factor, compact size, and low cost. [1]-[2]. As SAW filters can be manufactured 

using fabrication techniques similar to those used in the semiconductor industry, the 

cost of mass-producing SAW filters is reduced. [3]. 

Emerging technologies, such as 5G and the Internet of Things (IoT), further increase 

the performance demands on filters. Fifth-generation (5G) systems require filters that 

operate at higher frequency bands, while IoT applications require cheaper and more 

compact filters [4]-[6]. These requirements may not be fully met by current SAW filter 

designs; more advanced and refined SAW filters, or even other types of acoustic filters, 

are needed, such as temperature-compensated SAW devices, bulk acoustic wave (BAW) 

filters, and XBAR devices. A comprehensive process for future acoustic filter design is 

therefore of great interest in both research and industry. 

Previous advances in physics have already elucidated the working principles of 

acoustic wave devices, and analytical modeling methods have been established on this 

basis, such as the coupling-of-modes (COM) model and Green’s function methods. [7]-

[8]. Such analytical modeling methods are based on assumptions that oversimplify the 

interdigital transducer (IDT) designs. Therefore, inaccuracies in the modeling, 

especially in the estimation of the frequency response, are to be expected. 

 Instead of analytical methods, the finite element method (FEM) is used to capture 

the detailed design of the IDT. However, 3D FEM modeling is relatively time-

consuming, even on computers with high-end hardware. [9]. 
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 Moreover, simulation and modeling alone cannot form a complete design cycle. 

Fabrication and measurement are essential for verifying the accuracy of the simulations. 

Unfortunately, there is no semiconductor manufacturer in Hong Kong. Sample 

preparation by overseas third parties increases both development costs and the overall 

design cycle. The Hong Kong Polytechnic University (PolyU) is one of the few 

universities in Hong Kong that has the capabilities and facilities to fabricate acoustic 

devices. As a result, not only design and simulation, but also fabrication and 

measurement can be carried out within a local university. Fabrication processes that 

would otherwise take more than a few weeks can be shortened to a few days. Therefore, 

establishing a standard procedure for designing and fabricating sample acoustic devices 

represents an attractive direction for university–industry collaboration. 

In Chapter 2, the principle of the SAW filter, which is one of the most fundamental 

acoustic devices, will be reviewed. Then, a complete design cycle consisting of in-

house design, simulation, fabrication, and measurement for a bandpass SAW filter with 

a center frequency of around 480 MHz will be presented. During this design cycle, 

different parametric variations of the IDT are compared to evaluating their effect on 

SAW filter performance. 

1.1.1. Analytical modelling of SAW device performance prediction 

 

Figure 1.2 Basic configuration of two port SAW filter 
 

The above Figure 1.2 shows the basic elements and working principle of SAW 
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filter. SAW filter consists of piezoelectric substrate, IDT and reflectors [10]. 

First, piezoelectric substrates differ from linear elastic materials: when stress is 

applied to the material, not only is strain induced, but an electric potential is also 

generated. Conversely, when an electric field is applied, both stress and strain are 

induced. The piezoelectric properties of the material can be summarized by the 

following equations. [11] 

  [ ][ ] [ ]ESeD ε+=         (1.1) 

  [ ] [ ][ ] [ ]EeScT t+=        (1.2) 

In the above equations, D represents the electric charge density displacement. [e] 

is the piezoelectric coupling coefficient matrix. [S] is the strain matrix. [ε] represents 

dielectric permittivity matrix. E represents the electric field. [T] is the stress tensor. [c] 

is the stiffness matrix and [et] is the transpose of piezoelectric coupling coefficient 

matrix. The above equation will be same as normal stress strain relation and normal 

electric displacement electric field if the [e] is not present. With the [e], the mechanical 

and electrical property of material are now coupled together. 

 Second, the interdigital transducer (IDT) is a conductive metallic layer deposited 

onto the surface of the piezoelectric substrate. The signal and ground pads consist of 

numerous connected finger-like structures. These pads are placed periodically without 

crossing each other, and together they form a port. A SAW device may have a single 

port, functioning as a resonator, or at least two ports, functioning as a filter. For a two-

port filter, as depicted in Figure 2.1, when an oscillating electrical signal is applied to 

Port 1 on the left-hand side, the alternating potential on the pads induces mechanical 

strain. Because the signal and ground pads are intentionally arranged with a specific 

periodicity, a mechanical wave, or acoustic wave, with a corresponding frequency is 

generated on the input port surface. Part of this generated wave propagates along the 

piezoelectric substrate surface to Port 2 on the right-hand side in Figure 2.1, where the 

acoustic wave is converted back into an electrical output signal. Since only electrical 

signals within a specific frequency band can be efficiently converted to acoustic waves 

at Port 1 and then reconverted to electrical signals at Port 2, this structure functions as 
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a bandpass filter. The bandpass frequency is governed by the speed of sound of the 

substrate (𝑣𝑣) and the pitch of IDTs (𝜆𝜆/2).  

𝑣𝑣 = 𝑓𝑓𝑓𝑓         (1.3) 

The third element is the reflector, which is also a metallic layer but is not connected 

to the input or output ports. Reflectors are placed to confine Port 1 and Port 2, so that 

the generated waves are reflected toward Port 2 to reduce losses. 

Besides the passband centre frequency, passband insertion loss, passband 

bandwidth, and stopband rejection are also critical performance indicators of filter 

performance. However, this information is not clearly revealed in the governing 

equations. Therefore, the finite element method (FEM) can be applied to equations (1.2) 

and (1.3) to evaluate the filter performance. 

1.1.2. Finite Element Method (FEM) of SAW device performance 

prediction 

With the improvement of computing power, FEM simulation has become 

increasingly feasible. Based on equations (1.1) and (1.2), researchers have investigated 

the performance of SAW devices [12]-[15]. However, most of these studies have 

focused on evaluating the accuracy of the mechanical aspects of the simulation, 

primarily the resonance frequency. This is because their research has mainly targeted 

SAW resonators and sensors, for which the resonance frequency is the key parameter 

of interest. Only a few researchers have begun conducting simulations on filters or other 

two-port SAW devices. [9]. To capture the effects of detailed IDT designs, full 3D 

simulations with fine mesh are required. However, even with a relatively well-equipped 

high-end computer, it takes about three days to complete a single frequency sweep for 

one design. Performing parametric variations of over ten IDT designs, which is still a 

relatively small number of variations, would therefore require about a month. As a result, 

relying solely on 3D FEM simulation for SAW filter design may not be the most 
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effective approach. 

3D FEM simulation is the most accurate method for predicting SAW filter 

performance. However, the time cost makes it impractical for general use. Therefore, 

2D FEM simulation is adopted to reduce the computational burden. 

In Chapter 2, a hybrid SAW filter design cycle that combines both simulation and 

fabrication will be presented. First, the IDT design will be discussed. Second, 2D 

simulations will be performed to quickly estimate the resonance frequency. Because 

simulation accuracy is partially sacrificed in exchange for reduced computation time, 

fabrication and measurement are carried out to verify the results. 

A key contribution of this chapter is the complete evaluation of the designed SAW 

filter through simulation, fabrication, and measurement, all performed using in-house 

equipment. This entire process was conducted on campus exclusively by research 

students, which significantly reduced the time, cost, and manpower required for the 

design process, thereby facilitating the advancement of SAW filter design  

1.2.  System stability of IoT networks 

The Internet of Things (IoT) enables the remote monitoring, management, and 

control of devices and environmental conditions in both indoor and outdoor 

environments through IoT end devices (EDs) [16]. An optimal IoT wireless solution 

should provide extensive coverage. In addition, the network should be flexible and 

easily expandable to reach areas that may not be initially accessible. 

IoT networks can be established using wired solutions, which generally provide 

better reliability and coverage than wireless options. Examples include 802.3 Ethernet 

for surveillance cameras, BACnet for building automation, and DALI for lighting 

control. These networks can reach any point within a building, provided that data cables 

are installed. However, wired networks are inflexible and expensive, as data cables 
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must typically be installed during the design and construction phases. This approach 

can lead to an excessive number of reserved Ethernet ports for potential future use, 

many of which may never be needed. Additionally, the locations for installing EDs may 

not be clearly defined during the initial planning stage. 

Once a commercial or residential building is occupied, adding new wiring becomes 

challenging and often requires closing off certain areas. The cost of data-wiring projects 

frequently exceeds the cost of the devices themselves. If the wiring must traverse tenant 

spaces, some tenants may object, causing delays or even halting the project altogether. 

This inflexibility makes wired solutions less desirable for IoT projects in existing 

buildings. 

In addition to wired options, wireless low-power wide-area network (LPWAN) 

solutions provide flexibility and cost-effectiveness by eliminating the need for data and 

power cables for certain battery-operated IoT devices. LPWAN technologies 

encompass various wireless standards, including Sigfox, Wi-Fi, Long-Term Evolution 

(LTE) Category M1, Bluetooth Low Energy (BLE), Narrowband IoT (NB-IoT), Zigbee, 

and Long Range (LoRa). [16]-[17]. Researchers have reviewed and compared current 

wireless technologies, including LoRa [17] , and have predicted substantial economic 

impacts as IoT devices shift from short-range to LPWAN solutions. These studies 

indicate that each technology has unique strengths, suggesting that the choice of 

technology should depend on the specific application scenario. [18]. Cellular networks 

like 5G also present a viable alternative to LPWANs, especially where cellular 

infrastructure is available [19]. While NB-IoT offers enhanced power efficiency 

compared to traditional cellular networks, it does sacrifice some data speed [20]. LoRa 

stands out for its long-range capabilities and energy-efficient communication with 

minimal infrastructure requirements [21]. 

LPWANs are being explored for various infrastructure monitoring applications, 
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such as water quality assessment [22], underground infrastructure tracking [23], and 

campus monitoring [24]. Additionally, LPWANs are being considered for personal 

health and wellness monitoring, including residential ECG monitoring [25], hospital-

level vital sign tracking [26], IoT edge health monitoring with multiple gateways [27], 

calorie management systems in buffet settings [28], and smart gourmet systems for 

health monitoring [29]. 

The advantages of using LPWAN are realized only when the network coverage 

extends to the locations where new EDs need to be installed. In building monitoring 

applications, EDs are typically placed in confined areas such as washrooms, staircases, 

pump rooms, electric meter (EMR) rooms, extra-low-voltage (ELV) rooms, and air-

handling unit (AHU) rooms. For personal health and wellness monitoring, EDs may 

also be deployed in similar locations, including washrooms, staircases, and basements. 

 

Figure 1.3 LoRa mesh network used the building with different EDs, NEs, and 
gateways. 

LoRa is a unique LPWAN technology known for its extensive coverage, low power 

consumption, affordability, and robustness to noise, making it a promising solution for 

IoT applications. These beneficial characteristics primarily stem from the specialized 

modulation technique used in the LoRa physical layer (PHY) [30]. The Long Range 
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Network Extender
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Cloud server
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Wide-Area Network (LoRaWAN) serves as an international standard communication 

protocol, outlining the Medium Access Control (MAC) and network topology for LoRa 

wireless networks, which support smart city [31] and environmental monitoring [32]-

[34]. 

However, LoRaWAN primarily supports star topologies and does not provide 

standards for mesh topologies [34]. This limitation means that extending LoRaWAN 

coverage typically requires adding more gateways, which may involve additional 

Internet infrastructure costs. These expenses can be mitigated by utilizing network 

extenders (NEs) in a mesh network. As shown in Figure 1.3, a mesh network within a 

building can use various EDs and NEs, all connected to a single gateway. Incorporating 

NEs is often more cost-effective than installing additional gateways. Furthermore, in 

many scenarios, connecting new data lines may not be feasible. Overall, mesh networks 

present a cost-efficient and flexible approach to extending coverage. 

Researchers have introduced new MAC protocols for LoRa mesh networks, 

concentrating on various aspects such as a spreading factor subnet allocation 

mechanism [35], optimal path routing [36]-[37], and energy efficiency [38]. Data 

collisions can arise in the absence of an effective collision avoidance (CA) mechanism. 

Even in single-hop star topologies, the scalability of LoRa-based IoT applications has 

been a subject of debate among researchers. While there have been significant efforts 

to enhance the scalability of LoRa star networks to support increased coverage and a 

larger number of EDs, current research on LoRa MAC protocols has not sufficiently 

addressed collision management through CA. Additionally, these studies have largely 

overlooked the distinct collision behaviors encountered in mesh versus star networks. 

Therefore, Chapter 3 will have the following contributions and objectives: 
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1. Propose MACs that emphasize collision handling through CA mechanisms, 

applicable not only to star networks but also to mesh networks. 

2. Provide empirical methods for evaluating collision behavior and performance in 

mesh networks. These methods will be validated to predict long-term performance 

in large-scale systems. Importantly, they can be conducted in a laboratory setting 

with a limited number of devices over a short duration. 

 

1.3.  Proof of concept for stable IoT networks 

Building on the improvements made to ensure network stability for IoT systems, 

Chapter 4 presents a long-term deployment test conducted within a commercial 

building. In this test, more than 200 devices are connected to a single gateway, 

spanning 23 contiguous floors in the building’s restroom areas over a period of six 

months. The deployed devices are water flood detection sensors, designed to detect 

flooding in restrooms without requiring immediate acknowledgment from the 

property management team. 

This deployment test is characterized by its large scale, involving a greater 

number of devices, wider coverage, and a longer duration compared to previous 

research efforts. It effectively demonstrates the stability, potential, and feasibility of 

IoT networks utilizing the proposed MAC protocols and RF filters. Furthermore, this 

research highlights its significant contribution to society by enhancing water 

management practices and reducing the risk of property damage, thereby promoting a 

more efficient and responsive approach to facility maintenance. 
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2. IN-HOUSE INVESTIGATION ON SURFACE ACOUSTIC 

WAVE (SAW) FILTER DESIGN AND FABRICATION 

WITH PARAMETRIC VARIATIONS 

 

2.1.  Introduction 

The antenna receives and transmits radio-frequency (RF) signals, both from the 

wireless device and the surrounding environment. Consequently, it inevitably picks up 

unwanted signals, including noise and data frames from other wireless technologies. 

To address this, a filter with a passband specific to the desired wireless solution is 

employed. The filter effectively removes unwanted signals, ensuring that they do not 

interfere with the normal operation of the wireless device. 

Noise can be effectively rejected by employing properly selected filters. In 

Chapter 2 of this thesis, we will discuss surface acoustic wave (SAW) filters, which 

possess several advantageous properties, including low production cost, compact size, 

and a high quality factor. As the specifications for wireless communication continue 

to evolve, the design of SAW filters requires ongoing refinement to meet these 

changing requirements. The remainder of this section presents a comprehensive 

investigation of filters as follows: 

Section 2.2.1: Design Parametric variation of SAW filter 

Section 2.2.2: Quick 2D FEM simulation 

Section 2.2.3: In-house fabrication in UMF 

Section 2.2.4: Measurement and Result 

Section 2.2.5: Evaluation of the design parameters 
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One of the notable achievements of this chapter is the comprehensive simulation, 

fabrication, and measurement assessment of the SAW filter, all carried out using in-

house resources. This entire undertaking was managed on campus by research 

students, which effectively reduced the time, cost, and labor associated with the 

design process, thereby advancing the development of SAW filter technology. 

2.2.  Hybrid design approach for 2 port SAW filter 

2.2.1. Design Parametric variation of SAW filter 
Item Feature Variation 

1 Presence of reflector With/ Without 
2 Length of IDT overlap 20/100/200 μm 
3 Number of IDTs per port (N) 10/20/40/80 
4 Number of reflectors per port (M) 10/20/40/80 
5 Separation of two ports 100/200/400/800 μm 

Table 2.1 IDT Design parametric variations 

 

 
Figure 2.1 IDT parameters overviews 

 

Table 2.1 summarizes the parametric variations of the IDT. The first variation is 

the presence of reflectors. Reflectors are designed to prevent induced acoustic waves 

from traveling away from the receiving port. Therefore, filters with reflectors are 

expected to exhibit lower insertion loss (higher power transmission) than filters without 

reflectors. The presence of reflectors should not significantly affect the resonance 

frequency (passband center frequency) or the bandwidth. 
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The second variation is the overlap length of the IDT finger pairs between the signal 

and ground pads. Overlap lengths of 20 μm, 100 μm, and 200 μm are selected to 

demonstrate their effect on filter performance. A longer overlap length is expected to 

yield better performance, as it provides a larger area for generating and reconverting 

acoustic waves. However, SAW filters are known for their compact size and low cost. 

Excessive overlap length increases the wafer area required and ultimately leads to 

higher cost and a larger device footprint. Therefore, it is important to optimize the IDT 

overlap length with respect to both size and performance. Although the selected overlap 

lengths may not be fine enough to determine the exact optimum, they should indicate 

the approximate range in which the optimal length lies and whether further increases 

would be beneficial. 

The third and fourth variations are the number of IDT finger pairs (N) and the 

number of reflectors (M) per port. For these variations, 10, 20, 40, and 80 IDT pairs 

and reflectors are tested to identify an optimal configuration for the filter. 

The fifth variation is the port separation. Separations of 100 μm, 200 μm, 400 μm, 

and 800 μm are tested. All of the above variations are expected to have only a slight 

effect on the center frequency and bandwidth, and their influence is significantly 

smaller than that of the pitch. When the pitch size is constrained by fabrication 

technology, tuning these other design parameters becomes more important. In Table 2.1, 

the baseline values of the SAW filter parameters are shown in bold, while one parameter 

at a time is varied. For example, when the IDT overlap length is varied from 20 μm to 

200 μm, all SAW filters include reflectors, 40 IDT pairs per port, 40 reflectors per port, 

and a port separation of 200 μm. 

The above design variations will be fabricated on a 128° Y-cut lithium niobate 

(LiNbO3) wafer. This material is selected because it has a strong piezoelectric coupling 
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coefficient, allowing efficient conversion and reconversion of surface acoustic waves. 

The pitch of the filter is not varied, as its effect is clearly described by equation (3). For 

the following fabrication, a SAW filter with a 2 μm pitch (corresponding to a 4 μm 

wavelength) will be fabricated. The 2 μm pitch is chosen because it is the finest 

resolution supported by the UMF facilities. 

2.2.2. Quick 2D FEM simulation COMSOL Multiphysics for 

resonance frequency prediction. 

 

Figure 2.2 Simulated frequency response for 2μm pitch SAW filter without 

reflector 

 

As mentioned in the literature review section, 3D FEM simulation can capture most 

of the details but incurs a high time cost, even on high-end computers; therefore, a 

reduced 2D simulation is used instead. The 2D simulation ignores the detailed IDT 

design and only aims to provide a rough resonance-frequency prediction. 

COMSOL Multiphysics, a commercially available FEM simulation software, is used 

to conduct the 2D simulation. A two-port SAW filter on lithium niobate with 20 pairs 

of IDTs on each port and no reflectors is simulated. The result is shown in Figure 2.2. 
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The resonance is located at around 440 MHz with −10 dB insertion loss and a 5 MHz 

bandwidth. This result is relatively rough, as only a quick 2D simulation is conducted 

instead of a full 3D simulation. The simulation is completed within minutes on a 

computer with an Intel i5 2.4 GHz CPU and 4 GB of RAM, which is a common 

configuration for daily office work. The computational time is drastically reduced at 

the expense of accuracy. Therefore, fabrication and measurement are essential to 

complement and validate the simulation results. 

2.2.3.  In-house fabrication in UMF. 

 

Figure 2.3 In-house fabrication process of SAW filter 

 

All SAW filter fabrication procedures are carried out at The Hong Kong 

Polytechnic University’s University Research Facility in Materials Characterization 

and Device Fabrication (UMF), except for the mask fabrication. Figure 2.3 shows the 

fabrication procedure of the SAW device. 

First, the lithium niobate wafer is cleaned and spin-coated at 3000 rpm using the 

Sawatec spin coater to form a uniformly distributed layer of AZ5214E photoresist. The 

coated wafer is then transferred to the SUSS MA6 mask aligner. The mask aligner is 

equipped with a mask containing the designed IDT pattern. Next, the wafer is mounted 

onto the mask aligner and brought into soft contact with the mask. The photoresist on 

the wafer is exposed to UV light and becomes cross-linked. Some areas of the 

128 Y-cut LiNbO3 wafer
Photoresist AZ5214E
Mask
Cross linked photoresist
Adhesive layer
Cu layer
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photoresist are shielded by the mask, so no cross-linking occurs there. After UV 

exposure, the coated wafer is rinsed in the developer; the cross-linked photoresist 

remains on the wafer surface, while the unexposed photoresist is removed. In this way, 

the mask pattern is transferred to the wafer. 

The patterned wafer is then transferred to the Denton Explorer 14 sputtering 

system. A copper layer is deposited onto both the exposed wafer surface and the 

remaining photoresist. Finally, the deposited wafer is rinsed in acetone. The cross-

linked photoresist is removed, and the metal on top of it is lifted off. As a result, a wafer 

with the metallic IDT pattern is obtained.  

 

Figure 2.4 In-house fabrication process of SAW filter 

One of the fabricated wafers is shown in Figure 2.4. More than 100 SAW filters 

can be fabricated within one 3 cm × 3 cm wafer. For ease of landing the probes, 

dedicated signal and extra ground pads are designed. In real applications, smaller pads 

could be used so that even more and denser SAW filters could fit on the same wafer. 

All the IDT design patterns from items 1 to 5 in Table 2.1 are fabricated onto one wafer, 

and each pattern has around five copies, so that generally there will be at least one 
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successfully fabricated pattern for each IDT design. 

The fabrication process listed in Figure 2.4 can be completed within one day, and 

all 17 parametrically varied IDT designs are fabricated. On the other hand, if design 

verification relies mainly on 3D simulation, the simulation must include most fine 

details, and it will take nearly two months to finish with a high-end hardware 

configuration [9]. Therefore, in this work, an oversimplified, quick 2D simulation with 

lower accuracy is used to estimate the resonance frequency, and then the resonance 

frequency and frequency response are verified by actual fabrication and measurement. 

In this way, one cycle of the design process can be shortened to a few days. 

2.2.4. Measurement and result. 

 
Figure 2.5 Photograph of probe station frequency response measurement 

 Figure. 2.5 shows the probe station frequency response measurement of the filters. 

The wafer with filters is placed onto a handling platform. The two ground-signal-

ground (GSG) probes carefully land onto the fabricated SAW filter’s signal and ground 

pads. Another end of probes is connector the port one and port two of the vector network 

analyzer (VNA) so that the S-parameters (S11 and S21) could be measured. S11 represents 

the ratio of input power in port one over the reflected power in port one in dB scale. S21 
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represents the ratio of input power in port one over the received power on port two in 

dB scale. When the measured frequency is outside the passband, the ideal filter’s S11 

should be close to 0dB and S21 should be as small as possible, which indicates most of 

the power is reflected from port one and not received by port two. On the other hand, 

when measured frequency is inside the passband, ideal filter’s S11 should be as small as 

possible and S21 close to 0dB, which indicates most of the power converted in port one 

and received in port two. 

2.2.5. Evaluation of the design parameters. 

 
Figure 2.6 Frequency response comparison of (a) reflection coefficient (S11) and (b) 

transmission coefficient (S21) with reflector’s variations 

 

Figure 2.6 shows the impact of the presence of the reflector. From Figure 2.7(a), 

S11 for filter with reflector and reflector are similar. At around 480MHz, both filters have 

S11 better than -10dB, which indicates electrical power is effectively converted in port 

one. From Figure 2.7(b), the S21 for filter with reflector is significantly better than filter 

without reflector. The filter with reflector could have the best S21 of -3dB but the one 

without could only have the best S21 of -10dB. By examining both graphs, we can 

conclude that the electrical signal is successively converted into an acoustic wave in 

both designs. However, in the absence of the reflector, the acoustic wave is not 

efficiently directed to the second port, leading to significant power loss and a reduced 

transmission coefficient. 
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Figure 2.7 Comparison of transmission coefficient (S21) with variations of (a) length 

of IDT overlap, (b) separation of two ports, (c) number of IDTs per port and (d) 
number of reflectors per port. 

 

For the rest of variations, only S21 is measured as reflector is present, the capability 

of converting electrical wave and reconverting acoustic in both ports should be the same. 

For the length of IDT overlaps in Figure 2.7 (a), 20μm, 100μm d 200μm are 

measured. The filter with only 20μm IDT overlap is not sufficient generating and 

reconverting acoustic wave, so that it’s best S21 is only at -15dB. 100μm and 200μm 

have a similar performance of the best S21 of -3dB. The 100μm filter has around 15MHz 

bandwidth better than -10dB and 200μm filter has around 20MHz bandwidth. From 

power transmission perspective, increasing IDT overlapping length brings no benefit 

but increasing the size and cost. Finer steps for IDT overlap length should be taken from 

20μm to 100μm to find out the optimal size with the best S21 of -3dB. If a broader band 

filter is desired, a longer IDT overlap could help. Finer steps and a broader step range 

should be done to further confirm this observation. 

For port separation, 100μm, 200μm, 400μm and 800μm are fabricated and 
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measured. From Figure 2.7 (b), we could observe that the best S21 is decreasing with 

increasing port separation, and the band rejection out of passband is increasing with 

increasing port separation. Larger port separation indicating longer space the acoustic 

wave should travel, so that the attenuation increases. At the same time, we could 

observe the center resonance frequency is slightly drifted from left to right in frequency 

domain with increasing port separation, which could be used to slightly manipulate the 

resonance peak by introducing more attenuation. 

 For number of IDT pairs per port (N), 10, 40, and 80 pairs of IDT are compared. 

From Figure 2.7 (c), 10 pairs of IDT are not sufficient to effectively convert and 

reconvert the acoustic wave that only the best S21 of around -15dB could be observed. 

Interestingly the best S21 do not approach to 0dB from increase 40 pairs to 80 pairs per 

port. The best S21 decrease from -3dB to -5dB by increasing 40 pairs to 80 pairs. It is 

perhaps due to the longer travelling distance hence attenuation with more IDT pairs. 

This observation should be further investigated with fine steps between 40 and 80 pairs. 

Finally, from Figure 2.7 (d), we could observe the best S21 do not improve with 

increasing reflector numbers from 10 to 80 pairs per port, indicating few reflectors are 

sufficient to reflect the acoustic wave. It is recommended to limit the reflector number 

to save wafer area and cost. The data of 20 and 80 pairs of reflectors are off the trend. 

It may be due to poor fabrication as these two variation is located at the margin of the 

wafer. 
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Figure 2.8 S-parameters (S11 and S21) of best fabricated filter at 480 MHz 

 

The best fabricated SAW filter is shown in Figure 2.8, which has 100μm IDT 

overlap length, 100μm port separation, 40 pairs of IDT and reflector per port. This filter 

has the best S21 of -3dB and best S11 of -15dB. Its resonance frequency center at around 

480MHz with a bandwidth around 15MHz above -10dB. This passband frequency 

range is located within the LoRaWAN band CN470-510. 

2.3.  Section Summary  

In this chapter, a complete SAW filter design workflow is demonstrated, and the 

effects of parametric variations are examined. The most significant outcome of this 

research is the establishment of a rapid, fully in-house procedure covering design, 

simulation, fabrication, and measurement within a short development cycle. Although 

the study includes several parametric variations, such as the IDT overlap lengths of 20, 

100, and 200 μm in the previous section, these steps are relatively coarse. Finer and 

broader variations in overlap length could be explored, as the selected values may not 

be sufficient to identify the true optimal design. Nevertheless, they are adequate for 
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demonstrating the full workflow and validating the methodology. 

Second, during the design process, a simplified 2D FEM approach was combined 

with fabrication and measurement instead of relying solely on accurate but time-

consuming 3D FEM simulations. For 17 parametric variations, the time required was 

reduced from nearly two months to just a few days. Moreover, the measurement results 

represent the actual device behavior and are therefore ultimately more reliable than 

even high-fidelity 3D FEM predictions. 

Furthermore, the impact of each IDT design parameter was evaluated. Reflectors 

are necessary for realizing a low loss SAW filter; however, an excessive number of 

reflector fingers provides no additional benefit and only increases the device size and 

cost. An IDT with 40 finger pairs and a 100 μm overlap is sufficient: further increasing 

the overlap length may broaden the bandwidth but does not improve the transmission 

coefficient. The resonance frequency can also be slightly shifted by increasing the port 

separation. These observations, however, should be further verified using both broader 

ranges and finer steps in the parametric variations. 

In addition, a 480 MHz bandpass filter suitable for the LoRa CN470–510 band 

was fabricated during this work, demonstrating the potential of low-cost SAW filters 

for IoT applications. 

Finally, Hong Kong currently has no large-scale semiconductor manufacturing 

industry and only a few semiconductor and RF component design houses. The Hong 

Kong Polytechnic University is one of the organizations with the capability to design 

and fabricate such components in-house. This work therefore highlights an opportunity 

for closer collaboration between the University and the local electronics design industry. 
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3. EMPIRICAL INVESTIGATION OF MEDIUM ACCESS 

CONTROL WITH EFFICIENT MEDIUM UTILIZATION 

FOR LORA IOT APPLICATIONS 

 

3.1.  Introduction 

In Chapter 2, we explored the stability of IoT networks at the level of electronic 

circuit components. One of the key components, the SAW filter, plays a crucial role in 

enhancing the resilience of RF circuits against environmental noise. In Chapter 3, we 

will expand our focus from the circuit level to the system level, examining how multiple 

end devices can lead to instability and how to avoid these issues. 

 

Filters can effectively reject noise or signals that fall outside the operational 

frequency range of the wireless device. The filtered incoming analog signal is then 

amplified and demodulated by the transceiver into a digital signal, which is forwarded 

to the baseband processor. The baseband processor, a type of microcontroller unit 

(MCU), manages medium access by determining when to transmit, receive, or back off. 

This unit also performs collision avoidance to ensure efficient communication. 

However, sources of instability may still exist within this frequency range. When 

multiple devices transmit concurrently on the same frequency channel, collisions can 

occur. Therefore, an efficient medium access control (MAC) strategy is essential for 

forming a stable IoT network. 

 

In Chapter 3 of this thesis, Long Range (LoRa), a promising existing IoT solution, 

is selected for further exploration. This chapter focuses on improving the MAC layer 



34 
 

of LoRa by expanding its original star network topology into a mesh network. This 

enhancement addresses the challenge of contention when multiple devices attempt to 

transmit simultaneously without centralized coordination. By implementing the 

proposed MAC in a mesh network structure, the system can better manage 

communications and reduce the likelihood of collisions, ultimately leading to a more 

reliable and scalable IoT network. 

 

3.1.1.  LoRa Physical Layer (PHY) 

According to OSI seven-layer model, LoRa is located in the Physical Layer (PHY) 

that governs how the LoRa radio wave should carry and transmit the bits from one 

transceiver to another. The LoRa modulation utilizes the chirp spread spectrum (CSS) 

with forward error correction (FEC) to achieve robust long-distance communication. 

The key features of the LoRa PHY could be explained by spread spectrum, chirp, and 

error coding. 

 
Figure 3.1 The comparison of spread spectrum and normal spectrum. 

 

In spread-spectrum systems, the signal is further expanded beyond its original 

bandwidth without increasing its total energy, which means the energy is spread over 

the frequency domain instead of being concentrated in a narrow frequency band. The 

spreading is performed by the transmitter according to a predefined code sequence and 
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is reversed by the receiver. This spreading procedure provides additional processing 

gain, allowing the receiver to recover the original signal even when the modulated 

signal is below the noise floor, as shown in the extreme case in Figure 3.1. 

Even when there is a high noise floor within the same frequency band, implying 

that many wireless devices are already using that band, the LoRa signal can still be 

spread over the band to levels lower than the noise floor and yet be successfully 

demodulated. Therefore, LoRa can more easily operate reliably in channels shared with 

other wireless applications. 

 
Figure 3.2 Example of LoRa PHY chirp sweeping. 

 

Figure 3.2 shows an example of LoRa chirp sweeping in the time domain. This 

example consists of 3 up chirps, 1 down chirp and a symbol. The speed-related 

parameters, such as bandwidth (BW) and symbol time (Ts), and LoRa PHY packet 

structure after converting into byte field will be discussed in the following session. 

A chirp is a frequency-sweeping process bounded by the spread bandwidth. An 

up-chirp sweeps from low to high frequency, while a down-chirp sweeps from high to 

low frequency. From a physical perspective, each chirp contains a predefined number 

of chips, which corresponds to the number of frequency-sweeping steps. Each chirp 

carries one symbol, and each symbol contains a predefined number of bits, which does 

not necessarily have to be 8 bits. The bits within the symbol include not only the raw 
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data bits but also the FEC bits. The FEC bits help the receiver recover the original data 

even when a certain number of bits are corrupted.  

The LoRa modulation process includes adding FEC bits into original data, chirp 

formation by translating processed bits into symbols and chirp spectrum spreading 

bounded by BW. In such a process, coding rate (CR) for FEC, spread factor (SF), and 

BW influence the bit rate (Rb) in bits per second (bps), and these parameters are 

configurable.  

The CR ranged from 1 to 4, defines cyclic coding rate, the ratio between raw data bits 

and total bits including the redundant FEC bits. For example, for CR = 1, every 5 sent 

bit contains 4 raw data bits, for CR = 2, every 6 bit contains 4 raw data bits, etc. The 

examples of CR and cyclic coding rate are listed on Table 3.1. The more FEC bits are 

added, the more resistance to the noise is. However, the effective Rb decreased due to 

the presence of redundant bits.  

 
Coding Rate 

(CR)  
Cyclic Coding 

Rate 
1 4/5 
2 4/6 
3 4/7 
4 4/8 

Table 3.1 Coding Rate (CR) to Cyclic Coding Rate conversion 

 

The SF and BW need to be explained together in the physical sense. The SF ranged 

from 6 to 12 indicates the total number of bits carried by one symbol. The bits here 

include both raw data bits and FEC bits. Also, the total number of chips within a chirp 

symbol could be calculated by 2SF. The BW defines not only the distance between the 

upper and lower bounds of frequency sweeping but also the chip rate. In the LoRa PHY 

contest, BW has the unit of chips per second. The symbol Ts could be calculated by 
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equation (3.1). 

  BWT SF
S 2=                       (3.1) 

The larger BW and smaller SF reduce the Time on Air (ToA) of transmitting a symbol. 

However, the larger BW means the chip changes more rapidly and smaller SF means 

the total amount of chips is reduced that makes successful demodulation in the receiver 

side more difficult. Therefore, a larger minimum signal to noise ratio (SNR) is required 

to conduct successful demodulation. 

Combining the effect of CR, SF, and BW, the effective Rb could be calculated 

according to equation (3.2).  

 

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BWSFR SFb 4

4
2

             (3.2) 

Table 3.2 illustrates how these parameters alter the Rb and the minimum reception 

SNR requirement [20]. 

 
Configuration Theoretical performance 

SF BW (kHz) CR Minimum SNR (dB) Bit Rate (Rb) (bps) 
7 500 4 -117 13672 
12 500 4 -117 732 
7 125 4 -131 3418 
7 500 4 -137 21875 
12 125 1 -117 293 
12 125 1 -137 183 

Table 3.2 Theoretical performance under different configuration 

 

Figure 3.3 shows the LoRa packet structure. The LoRa packet comprises of four 

parts, a preamble, an optional header, an actual data payload which consists of the raw 

bits and FEC bits, and an optional 16 bits payload CRC could be added. The preamble 

includes a configurable number of up-chirps and 4.25 compulsory chirps, followed by 

2.25 down chirps. The preamble is used to indicate the beginning of a packet. The 
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second component of the packet is the header, which includes the information on the 

payload length, the presence of the payload CRC, and the CR of the payload. Payload 

is placed after the header, which contains the actual data. If payload CRC is enabled in 

the header, payload CRC will be appended at the end in the packet. All configurable 

parameters, including SF, BW, CR, preamble length, presence of header, and 16 bits 

payload CRC should be identical for both sides of transmission and reception to have 

successful demodulation. 

  

Figure 3.3 LoRa PHY packet structure. 

 

Theoretical Rb is calculated by selecting SF, BW, and CR. In the practical case, packet 

loss should be considered. Packet loss could be due to packet corruption in long-range 

transmission and packet collision. The first case is well-addressed by LoRa modulation. 

However, the second case is not specified by LoRa PHY. Packet collision occurs when 

two data packets occupy the air medium with the same center frequency, BW and SF, 

resulting in the loss of both packets. If two packets with different SFs are sent 

simultaneously, both packets are possible to be successfully demodulated as they are 

orthogonal to each other, even if the orthogonality is not perfect. Also, if there is 

significant signal strength difference between two packets, the stronger one could 

survive successful demodulation. 

 

3.1.2.  Medium Access Control (MAC) Layer 

The data link layer is the next layer on top of the PHY layer, which was discussed 

in the previous subsection. The data link layer is further divided into two sublayers: the 

logical link control (LLC) layer and the medium access control (MAC) layer. Neither 
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sublayer is defined by the LoRa PHY specification. However, they are necessary for 

efficient wireless communication, especially the MAC layer, which governs how the 

medium is accessed. An inadequate MAC layer specification can lead to data collisions, 

which may drastically reduce the practical bit rate compared to the maximum 

theoretical bit rate 

LoRa Alliance proposed LoRaWAN protocol for LoRa public application [34]. 

LoRaWAN is built on top of LoRa, and the LLC and MAC sublayers are further defined. 

LoRa modulation alone does not necessarily fulfill the LoRaWAN specification. 

However, the LoRaWAN protocol must conform to the LoRa PHY specification. 

Therefore, it is possible to implement a custom private protocol for LoRa-based 

applications. 

In the LoRaWAN specification, devices are categorized into three classes: Class 

A, Class B, and Class C, where the end devices (EDs) are suited to applications with 

decreasing battery life expectations from Class A to Class C. These classes primarily 

focus on optimizing battery life by controlling the sleep interval, sleep duration, and 

wake duration. All classes of EDs utilize the pure ALOHA protocol for medium access 

control (MAC) [34]. This primitive MAC is used by LoRaWAN as it is designed for 

low duty cycle applications. 

3.1.2.1  Pure ALOHA (P-ALOHA) 

LoRaWAN utilizes Pure ALOHA (P-ALOHA) as its basic MAC protocol, which 

allows end devices (EDs) to transmit packets at any time without considering the state 

of the medium. However, this can lead to collisions when packets overlap in time and 

frequency. 

In LoRaWAN, EDs are designed to operate under a low-duty cycle, constrained 

by regional frequency-band regulations. For instance, in Hong Kong (AS923 in the ISM 
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band), the duty cycle is limited to less than 1 % [39]. As a result, EDs spend most of 

their time in deep sleep mode, transmitting only short frames when necessary. Under 

these conditions, without CA may not be significant to successful transmissions. 

Researchers investigating the scalability of LoRaWAN have developed models to 

analyze the performance of single-gateway LoRaWAN system [40]. The successful 

transmission’s probability exponentially decays with an increase in the number of Eds 

[41]. This decline is primarily attributed to interference that arises when multiple EDs 

transmit simultaneously using the same frequency and SF. Satisfactory scalability can 

only be achieved by restricting the amount of data each device transmits in a single day. 

This low traffic and the resulting delays confine LoRaWAN to non-critical monitoring 

applications [42]. These limitations significantly diminish service providers' interest in 

deploying LoRaWAN-based monitoring systems. Consequently, managing collisions 

is crucial for enhancing the capabilities of LoRa in various applications. 

 

3.1.2.2  Slotted ALOHA (S-ALOHA) 

The Slotted ALOHA (S-ALOHA) protocol is an extension of the Pure ALOHA 

(P-ALOHA) protocol. In an S-ALOHA network, end devices (EDs) begin their 

transmissions only at the start of designated time slots. Despite this structured approach, 

collisions can still occur if multiple EDs attempt to transmit during the same time slot. 

In theory, S-ALOHA offers better performance than P-ALOHA and is considered a 

viable alternative to address the significant limitations of P-ALOHA in LoRaWAN. 

Numerous studies have been conducted to evaluate the performance of S-ALOHA and 

explore its integration into the LoRa MAC layer [43]-[45].  

A practical air sensor network was developed using an S-ALOHA overlay on 

LoRaWAN [43]. Under heavily loaded traffic conditions, channel throughput improved 
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from 2.6% to 15% when transitioning from P-ALOHA to S-ALOHA. This increase in 

throughput was due to an improvement in the packet delivery ratio (PDR), which rose 

from 7% to 33%. The study demonstrated that S-ALOHA enhances the likelihood of 

successful transmissions by reducing collision probability. Instead of relying on 

simulations with multiple EDs operating at a low duty cycle (below 1%), the authors 

implemented a heavily loaded scenario with one gateway and 24 actual EDs actively 

transmitting packets. This heavily loaded configuration serves as the basis for current 

research, which also uses a limited number of devices. 

Instead of relying on random slot access, a research group proposed using a 64-bit 

MAC address, which serves as a unique device ID assigned by the manufacturer, to 

allocate slots to devices in S-ALOHA [44]. In their experiment, 10 EDs achieved a 

PDR of nearly 100% when using 28 slots at SF7 with S-ALOHA. In contrast, P-

ALOHA only reached about 60% PDR under the same conditions. This research further 

validated the advantages of S-ALOHA in providing a more effective MAC protocol. 

Additionally, the study introduced a straightforward method for assigning slots to EDs, 

which helps prevent multiple devices from randomly accessing the same slot—a key 

limitation of traditional S-ALOHA. 

A previous study expanded the analysis of P-ALOHA and S-ALOHA from fixed 

packet lengths to variable packet lengths, providing a more accurate reflection of real-

world applications [45]. The authors presented analytical results highlighting two 

opposing effects of S-ALOHA. While it protects ongoing transmissions from collisions, 

it fails to efficiently utilize idle channel time if the time slot is configured for the 

maximum packet size. Conversely, if the time slot is shorter than the packet duration, 

the throughput of S-ALOHA can be lower than that of P-ALOHA. 

In summary, earlier studies on S-ALOHA have demonstrated that slotting can 

safeguard ongoing transmissions under heavily loaded conditions. Replacing randomly 
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selected slots with ID-allocated slots has been shown to enhance the PDR. However, 

the challenges posed by variable packet lengths must also be addressed. Consequently, 

S-ALOHA is used as a reference in this study for addressing collision issues associated 

with LoRa in mesh applications.. 

3.1.2.3 Carrier-Sense Multiple Access CSMA/CA 

Researchers have explored Carrier-Sense Multiple Access (CSMA)-type MAC 

protocols for LoRa applications, notably CSMA with Collision Avoidance (CSMA/CA), 

as implemented in the IEEE 802.11 standard for Wi-Fi networks. This protocol employs 

Listen-Before-Talk (LBT) strategies within star-topology networks. Before an ED 

transmits data, it first checks the medium’s occupancy during the Distributed Interframe 

Space (DIFS). If the medium is detected as idle for the entire DIFS period, the ED 

proceeds with transmission. If the medium is occupied, the ED delays its transmission 

until the ongoing transmission concludes. 

Afterward, the ED senses the medium again for another idle DIFS period, adding 

a random backoff time slot within the range [0, CW − 1], where CW represents the 

contention window. This backoff strategy is termed exponential backoff, as CW doubles 

with each retry until it reaches a predetermined maximum. The backoff timer decreases 

when the medium is idle but pauses when the medium is occupied. It resumes counting 

down once the medium becomes idle again, and transmission occurs when the timer 

reaches zero. 

Researchers have adapted CSMA/CA for LoRa networks, demonstrating stable, 

long-range data transmission through a Carrier Access (CA) mechanism in both 

experiments [46] and simulations [47]. The proposed method utilized the Channel 

Activity Detection (CAD) procedure for medium sensing and implemented the LBT 

strategy. The study’s findings indicated that the CAD procedure could successfully 
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detect not only the LoRa PHY preamble but also the payload. However, instances of 

false idle detection were also observed. To address this, the researchers recommended 

using nine consecutive CAD procedures to fulfill the role of DIFS, as used in IEEE 

802.11. 

In scenarios where the medium was sensed as occupied, a simple delay equal to 

the maximum packet duration was applied instead of continuous sensing, which helped 

mitigate false idle detection. Although this adaptation resulted in longer latency 

compared to the original IEEE 802.11, it successfully enabled collision-free 

transmission of long packets. 

The performance of P-ALOHA-based LoRaWAN and CSMA-based LoRa 

networks was investigated and compared through simulation [48]. In this study, a 

maximum of 10,000 EDs with a low duty cycle of 1% and 10-byte short packets were 

simulated. The results showed that, with 10,000 EDs, the PDR of LoRaWAN was below 

20%, while the PDR of the CSMA-based LoRa network remained above 60%. These 

findings indicate that CSMA is a significantly more effective MAC protocol for channel 

access in networks with a large number of EDs compared to P-ALOHA. 

A group of researchers conducted a comprehensive comparison of P-ALOHA-

based, S-ALOHA-based, and CSMA-based LoRa networks [49]. The results 

demonstrated that CSMA is not only a more reliable MAC protocol but also more 

energy-efficient than S-ALOHA, particularly in scenarios where devices are in 

proximity and transmissions use small SFs. 

The research outlined in the above section focused on minimizing collisions 

among EDs within various MAC protocols in LoRa star networks. However, it is 

important to note that there is a second type of collision that has received less attention 

in the past literature, specifically collisions among NEs in mesh networks. In this 

section, we explore the intrinsic differences between collisions among EDs in star 
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networks and collisions among NEs in mesh networks. 

3.1.3. Collisions among End Devices 

 
Figure 3.4 Collision behavior of mesh and star networks: (a) collision in both star and 

mesh networks by EDs, (b) transmission in mesh network by a single ED, and (c) 
collision in a mesh network by NEs. 

 

The first type of collision arises from transmissions by independent EDs. Figure 3.4(a) 

illustrates a basic star network comprising one gateway and three EDs. Typically, EDs 

gather data from sensors through wired connections, while the gateway wirelessly 

receives data packets from each ED. Each ED begins its transmission based on its own 

conditions, such as changes in sensor status or the need to send a heartbeat packet to 

maintain the connection. The transmission initiation of one ED does not influence that 

of another, making their transmission events independent. 

 

In smaller systems, simultaneous transmissions are rare, but the likelihood of such 

collisions increases as the number of devices grows. Most existing studies on collisions 

and scalability in LoRa star networks have focused on this type of collision by 

collision

collision

St
ar

 a
nd

 M
es

h
N

et
w

or
k

M
es

h 
N

et
w

or
k 

O
nl

y

End Device
Network Extender
Gateway
Ongoing transmission

(a)

(b) (c)



45 
 

simulating or constructing very large systems with numerous EDs, effectively 

addressing scalability issues among EDs in star networks. However, they often fail to 

consider collisions among Network Elements (NEs) in mesh networks. 

3.1.4. Collisions among Network Extenders 

The second type of collision occurs among NEs and does not result from 

independent events, but rather from recent transmissions by EDs. Figures 3.5(b) and 

3.5(c) illustrate two instances within the same mesh network, which includes one 

gateway, two NEs, and two EDs. The dashed lines indicate the coverage areas of each 

component in the mesh network. The roles of the gateway and EDs remain the same as 

described in Subsection 3.3.1, while the NE serves a special function as an ED that 

forwards packets from other EDs to the gateway. 

In the first instance, shown in Figure 3.5(b), one ED initiates a transmission that 

can reach the other ED and both NEs, but not the gateway directly. In the subsequent 

moment, depicted in Figure 3.5(c), both NEs attempt to forward the received packet to 

the gateway simultaneously, resulting in a collision. Consequently, a contention period 

arises after each ED transmission. This type of collision is likely to occur even in a 

small mesh network, as illustrated in Figures 3.5(b) and 3.5(c). 

In other research, collisions are avoided by assigning different SFs to various EDs 

and NEs[35],[38],[50]. By utilizing different SFs, the packets become nearly 

orthogonal, preventing collisions even when they are transmitted simultaneously. This 

SF allocation effectively decreases the number of NEs and EDs competing for the same 

channel at any given time. However, as the number of NEs and EDs with the same SF 

in a specific area increases, collisions among NEs are still likely to occur. 

Another strategy involves optimal pathfinding from EDs to gateways through Nes 

[36] [51]. In this method, each NE forwards only the packets from its designated EDs, 

which helps minimize excessive packet forwarding. However, obstacles or moving 
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objects can occasionally obstruct the optimal path. To enhance the reliability of a mesh 

network, it is beneficial to include at least one redundant path. Despite these mitigations, 

any remaining collisions among NEs must still be addressed. 

The methods mentioned above primarily target the first type of collision. However, 

there has been limited investigation into how effectively existing MAC protocols 

manage the second type of collision, which arises not from independent events but from 

recent transmissions by EDs. Therefore, in Section 3.2 of this chapter, a MAC protocol 

tailored for mesh networks is proposed to reduce the frequency of collisions among 

NEs. 

Additionally, due to the inherent differences between the two collision types, a 

novel approach for collision analysis is introduced in Section 3.3. While previous 

studies typically involved several EDs sending packets randomly and recording their 

PDRs, this research focuses on collisions among NEs by having each ED periodically 

transmit packets that NEs then forward. The PDR of the NEs is subsequently recorded. 

Details of the experimental setup are discussed in Section 3.4. 

Although this study is not the only one examining LoRa mesh networks, it is 

among the few that specifically address collisions among NEs. 

3.2.  Development of MAC for Mesh Network 

IIn this section, we propose Carrier Sense Multiple Access (CSMA) methods and 

test various combinations of these methods for comparative analysis. We gradually 

incorporate MAC features into the test cases to demonstrate how these enhancements 

improve the Packet Delivery Ratio (PDR) by reducing collisions. The rationale behind 

each design choice is also explained to clarify their effectiveness. 

 

A total of six MAC approaches were tested in the experiments. The first two 
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approaches serve as reference cases, while the remaining four are the proposed 

approaches. The differences and features of the six MAC protocols are listed in Table 

3.3 and Table 3.4. All odd-numbered cases are configured without CAD, whereas all 

even-numbered cases include CAD. For simplicity, the six MAC approaches are 

referred to by case number in the following sections. A brief summary of the reference 

and proposed MACs is provided in Table 3.4, and the details of each MAC approach 

will be discussed in the following. 

 

 
Immediate 
(reference) 

Slotted delay Rely on 

random number Nr 

Slotted delay Rely on 

assigned number Ns 
Without CAD Case 1 Case 3 Case 5 

With CAD Case 2 Case 4  Case 6  

Table 3.3 MAC Strategy principle of each cases 

 

Case Strategy 
1 Transmit immediately regardless of the channel condition 
2 Transmit after two CAD procedures with free channel detected 
3 Transmit after blocking for Tslot * Nr 
4 Transmit after 2*Nr CAD procedures with free channel detected 
5 Transmit after blocking for Tslot*Ns, then respond 
6 Transmit after 2*Ns CAD procedures with free channel detected 

Table 3.4 Backoff strategy used in each cases 
 

Case 1 is a reference representing the condition without any actual MAC technique 

applied. When the EDs are required to send a data frame, they immediately transmit the 

frame without any backoff and ignore the channel condition. 

 

Case 2 serves as both a reference and a selective adaptation of CSMA/CA with a 

fixed DIFS. Before an ED attempts to transmit, a free DIFS is required; however, in 

this case, DIFS is replaced by two CAD procedures. In a related study, researchers 
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observed instances of false idle detection caused by the CAD process and recommended 

using nine CAD procedures to minimize such occurrences [46]. Their work focused on 

transmitting long packets in star networks, where retransmission of these lengthy 

packets incurs higher costs, resulting in lower collision tolerance. In contrast, this study 

aims to adapt CA techniques for mesh networks, emphasizing the efficient use of idle 

medium time over the complete prevention of collisions, and therefore allowing for a 

small tolerance for false idle detection. 

However, CSMA/CA with a fixed DIFS is not well suited for mesh network scenarios. 

After an ED completes its transmission, all NEs begin sensing the same medium using 

the same number of CAD procedures. As a result, all extenders may perceive the 

medium as idle and initiate their transmissions simultaneously. To address this, an 

ALOHA-based or CSMA-based MAC protocol in a mesh network should incorporate 

an initial random backoff period. 

Case 3 incorporates randomness into S-ALOHA, based on a concept from a previous 

study [43]. In this method, EDs are permitted to transmit only at the start of the next 

time slot. The duration of each slot (Tslot) must exceed the maximum Time on Air (ToA) 

for LoRa packets, which means that transmissions can only occur at the beginning of a 

Nr generated prior to each transmission. While this approach helps mitigate collision 

issues, it does not effectively utilize the idle medium. If a large Nr is generated, it can 

result in significant wastage of idle medium, leading to inefficiencies in network 

resource utilization. 

In case 4, randomness is introduced into the CSMA protocol. Instead of utilizing two 

fixed CAD procedures as in DIFS, we employ 2 Nr CAD procedures. The use of CAD 

in CSMA/CA draws from previous studies [46]-[49]. This approach enhances the 

efficient use of idle medium, contributing to a reduction in collision occurrences. 

However, both Cases 3 and 4 depend on generating different Nr values for all nearby 
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NEs. As the number of NEs within range increases, the likelihood of generating 

identical Nr values also rises, leading to potential collisions. This inherent limitation 

can be addressed and further improved in Cases 5 and 6. 

In case 5, the random number Nr is replaced with uniquely assigned slot numbers Ns. 

This concept of using unique slot numbers is adapted from a previous study [44]. NE 

can be assigned an Ns starting from 0 when it joins the network, which eliminates the 

excessive waiting times associated with generating a large Nr in Case 3. 

With this approach, EDs are able to transmit after Ns slots, meaning that no collisions 

between NEs are anticipated when only one transmission is initiated. However, this 

method does not address the potential collisions that may occur if two EDs attempt to 

transmit simultaneously. 

In case 6, the two fixed CAD procedures are replaced by Ns CAD procedures. As 

a NE continuously monitors the medium, this design becomes more resilient to 

collisions that may occur when multiple EDs attempt to send packets simultaneously. 

This setup represents the final form of the proposed MAC protocol and is anticipated 

to outperform the previous iterations. 

Cases 1 and 2 are exclusively applicable to star networks and are not feasible for 

mesh networks, as they cannot effectively avoid collisions among NEs. 

In contrast, Cases 2 to 6 are designed for mesh networks, allowing for collision 

avoidance among NEs. Cases 3 and 4 utilize random backoff methods, while Cases 5 

and 6 implement systematic backoff, necessitating the careful assignment of non-

repeating Ns. As a result, Cases 3 and 4 are advantageous in scenarios that require quick 

setup. On the other hand, Cases 5 and 6 are anticipated to perform better overall; 

however, they demand significantly longer setup, testing, and correction times. 

In the next section, we will discuss the implementation of the designed MAC 

protocols in hardware and the experiments conducted to evaluate their performance in 
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laboratory conditions. 

3.3.  Experiment setup 

3.3.1. Hardware development of LoRa devices 

 

Figure 3.5 Photograph of LoRa module and MCU module in device module used as 
end point and gateway. 

 

In this section, the experimental setup is described. The main goal of this study is 

to investigate and improve the medium access strategy based on the existing LoRa PHY 

specification. Therefore, a commercial LoRa chipset was selected to conduct 

experiments. Various brands of LoRa chipsets are available on the market, such as Texas 

Instruments, Microchip, and Semtech. Semtech’s SX1278 was ultimately selected as 

the LoRa module because Semtech is the originator of the LoRa PHY. In addition, 

Semtech’s LoRa transceiver provides the CAD function, which has been reported to be 

capable of detecting the payload using CAD. [46]. 

MCU module

LoRa module

Device module
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The mainstream microcontroller unit (MCU) STM32F103 was chosen as the MCU 

module to control the LoRa module. The same LoRa and MCU modules were used in 

the gateway to initiate transmissions and receive responses from EDs. In real 

applications, low-power MCU series are more desirable, as battery life is another major 

concern for IoT products. In addition, the transceiver in the gateway should be powerful 

enough to support concurrent reception on multiple channels with different SFs and 

carrier frequencies. For instance, the SX13XX series products from Semtech are more 

suitable for gateway development. However, concurrent listening and battery life 

extension are not the focus of this research. 

Finally, a printed circuit board (PCB) was designed to integrate the selected MCU 

and LoRa modules to form the device modules (EDs and gateway) shown in Figure 3.5. 

The PHY and CAD requirements could be met with a relatively small amount of 

hardware setup. Moreover, since the LoRa module handles only the PHY layer, the 

MCU firmware can freely implement different medium access methods. 

 

Spread factor (SF) 7 
Bandwidth (BW) 500 kHz 
Coding rate (CR) 4 
Carrier frequency 433 MHz 
Preamble length 6 byte 
Payload length 30 byte 
Explicit header On 
payload CRC On 

Theoretical payload bit rate 13671 bps 

Table 3.5 LoRa module configuration 

 

After the completion of hardware implementation, the LoRa PHY configuration is 

fulfilled. The parametric selection is listed in Table 3.5. The SF was set to be the 

minimum, and BW was set to be maximum, so that theoretical Rb could be maximized 
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by sacrificing the total link budget. CR was also maximized to increase the robustness 

of data frames by reducing the theoretical Rb. Combining all effects of significant 

factors, 13671 bps should be reached in theory. The test data frame was configured to 

be 30 bytes payload, 6 bytes of programmable preamble length, explicit header turned 

on, and payload CRC added. The actual ToA was around 50 ms for a complete frame. 

3.3.2. Medium Occupancy Test 

 

Figure 3.6 Experiment setup for medium occupancy test. 

 

The medium occupancy test is designed to clarify how collisions occur and why 

one MAC performs better than another. In addition, collision patterns and medium 

occupancy patterns can indicate how efficiently the medium is utilized. The test setup 

is shown in Figure 3.6. The general-purpose input/outputs (GPIOs) of the EDs and the 

gateway are connected to a logic analyzer. When the gateway and EDs are transmitting 

a data frame, one of their GPIOs is driven high for the duration of the transmission. 

 

An additional GPIO on each ED is also connected to the logic analyzer and toggles 

its state when CAD procedures are being conducted. When the required number of free 

CADs is met, this second GPIO on the ED is reset. By plotting the logic states of the 

Computer
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five GPIOs, the presence of collisions can be observed from the transmission GPIOs of 

the EDs. Consequently, the efficiency of medium occupancy can be evaluated. 

3.3.3. Collision Test 
 

System size 30 NEs 
Transmission Interval (Ttx)  10/6/3 s 

Random number (Nr) [1–150] 

Assigned number (Ns) 
1 for NE1, 2 for N2 

… 30 for NE30 
Time slot duration (Tslot) 100 ms 

 Message length 30 bytes 
Actual Time on Air (ToA) ~50 ms 

Table 3.6 parameters of collision tests setup 

 

The collision test is designed to measure the PDR, with parameters listed in Table 

3.6. This test setup includes 1 ED and 30 NEs within the ED's coverage area, creating 

a more contentious environment than typical real-world applications. Generally, one 

NE per area suffices for extending a mesh network. In cases where environmental 

changes disrupt the connection between an NE and the ED, two to four additional NEs 

are added as buffers. The large number of NEs in this test aims to amplify the 

differences observed among the six cases. 

During the collision test, the ED periodically broadcasts a 30-byte data frame to 

the NEs at transmission intervals (Ttx) of 500, 400, 300, and 200 ms. This setup 

simulates heavy traffic conditions with a limited number of NEs. All NEs respond to 

the fixed 30-byte data frame, which includes their device ID. The random number Nr is 

an integer ranging from 1 to 150, while the unique numbers Ns are assigned as 1 for 

NE1 and 2 for NE2. Given that the ToA for the 30-byte data frame is approximately 50 

ms, Tslot is set to 100 ms for cases without CAD. 

The calculations for the PDR and channel traffic (G: packets per second) are 
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represented by Equations (2.1) and (2.2), respectively. 

 

PDR = Preceived / Psent (2.1) 
G = Psent / Ttest (2.2) 

 

The PDR is calculated using the number of received packets divided by the number 

of sent packets. The channel traffic is calculated by dividing the total sent packets by 

the test duration [43]. 
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3.4.  Experiment Result 

 
Figure 3.7 Typical results of medium occupancy test. 

 

In Figure 3.7, the GPIO states of the ED and NEs are plotted in the following 

sequence: ED Tx, NE1 Tx, NE1 CAD, NE2 Tx, and NE2 CAD. This sequence refers 

to channels 1–5 in the logic analyzer. 
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3.4.1. No MAC 

As shown in Figure 3.7(a), channel 1 is activated, indicating that the ED is 

initiating a transmission. Subsequently, channels 2 and 4 are driven high, indicating that 

NE1 and NE2 are attempting to send packets immediately after the ED completes its 

transmission. However, since channels 2 and 4 overlap during this period, a collision 

occurs. Without a random delay or some form of coordinated delay, collision-free 

transmission becomes impossible. 

This collision pattern consistently appears due to the repetitive nature of the MAC 

logic. As a result, the PDR remains close to zero, despite the unique collision tolerance 

mechanisms of LoRa technology and the robustness of the LoRa PHY. In addition to 

the collisions and the time-on-air (ToA) of the data frame, a reception delay of 

approximately 14 ms is also observed, primarily due to communication between the 

LoRa and MCU modules. 

3.4.2. CSMA/CA with fixed DIFS 

As shown in Figure 3.7(b), the GPIO states for channels 3 and 5 toggle from low 

to high and then back to low after the ED’s transmission. This indicates that both NE1 

and NE2 have completed two CAD procedures. Since both NEs initiate the CAD 

procedure simultaneously, they both perceive the medium as free for transmission. 

Consequently, a collision remains inevitable, even with the implementation of the LBT 

strategy. 

The results from Cases 1 and 2 further highlight the necessity of introducing either 

a random or coordinated delay to effectively prevent collisions between NEs. 

3.4.3. S-ALOHA with random slots 

S-ALOHA with the random number Nr is utilized in the transmission process. As 

illustrated in Figure 3.7(c), collision-free transmission is achieved when NE1 selects an 

Nr value of 3 and NE2 chooses an Nr value of 2. The random generation of different 
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numbers allows the two data frames to occupy distinct time slots. NE1 begins its 

transmission after waiting for approximately 200 ms, while NE2 waits for about 300 

ms, given that the time slot duration is set to 100 ms. However, when the same Nr value 

is generated, a collision occurs, as shown in Figure 3.7(d). Although the probability of 

selecting the same number decreases with an increased range of Nr, opting for a larger 

number can lead to prolonged waiting times and may result in collisions during 

subsequent ED transmissions, as depicted in Figure 3.7(e). Consequently, S-ALOHA 

may not be sufficiently effective when data frames are transmitted frequently. 

3.4.4. CSMA/CA with random DIFS 

CSMA/CA with the random number Nr is evaluated. In case 2, simply applying 

CAD proves ineffective when all NEs are activated simultaneously. To address this, 

randomness is incorporated into case 2. As shown in Figure 3.7(f), different Nr values 

are generated, necessitating varying numbers of idle CAD procedures for NE1 and NE2. 

NE2 initiates its transmission after completing four CAD procedures, taking only ~22 

ms. In contrast, NE1 requires additional CAD procedures due to the random selection 

of a larger Nr. When NE2 begins transmission, the CAD procedures identify the busy 

medium, preventing NE1 from transmitting to avoid a collision. After NE2 concludes 

its transmission, NE1 starts after completing six more CAD procedures. 

Case 4 demonstrates a more efficient use of the idle medium compared to case 3. 

Even with larger Nr values assigned to NE1 and NE2, case 4 experiences lower latency. 

This improvement is attributed to minimizing the DIFS in CSMA/CA to 2 ms, rather 

than the minimum of 50 ms, which corresponds to the longest data frame's ToA. 

Additionally, estimating the maximum ToA can be challenging in real-world 

applications where the payload length varies. Overestimating the maximum ToA can 

further diminish the efficiency of idle medium utilization. Conversely, underestimating 

the longest data frame ToA cannot eliminate collisions, even with different Nr values. 
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This inaccurate estimation undermines the feasibility and effectiveness of CA in S-

ALOHA. 

3.4.5. S-ALOHA with assigned slots 

In this scenario, the assigned number Ns is utilized to address the issue of 

generating identical Nr values. Ns values of 1 and 2 are designated for NE1 and NE2, 

respectively. As illustrated in Figure 3.7(h), NE1 and NE2 wait around 100 ms and 200 

ms before transmitting to prevent collisions. Ideally, this condition should be 

consistently repeated; no random Nr should be employed, which would lead to a 

theoretical PDR of 100%. However, since the data length can vary, the ToA may not 

always be less than the Tslot. 

3.4.6. CSMA/CA with assigned DIFS 

This case aims to integrate the benefits of Cases 1 through 5. Cases 1 and 2 

highlight the need for a non-persistent strategy to resolve collisions among NEs. Case 

3 illustrates how random backoff can help prevent collisions. Case 4 demonstrates the 

effectiveness of CSMA/CA using a random number of CAD procedures, while Case 5 

shows that an assigned backoff can further minimize collision risks. The proposed 

method in this case involves applying non-persistent CSMA/CA with a designated 

number of CAD procedures. 

As shown in Figure 3.7(i), NE1 and NE2 complete four and two idle CAD 

procedures, respectively, before transmission. The distinction between Cases 5 and 6 

mirrors that between Cases 3 and 4. MAC protocols employing CAD are more efficient 

in utilizing idle medium time and offer greater flexibility than those without CAD, 

making them suitable for networks with variable data lengths. 
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3.4.7. Collision Test Result 

 
Figure 3.8 PDRs of proposed MAC protocols under different transmitting intervals 

(Ttx). 
 

Figure 3.8 presents the PDRs in percentage for four MAC protocols within a system 

comprising 30 NEs. Cases 1 and 2 are omitted, as all data packets collide following ED 

transmission. 

In case 3, the PDR hovers around 50% when the Ttx is 10 seconds but drops to 

about 25% when Ttx is reduced to 3 seconds. Conversely, case 4 achieves a PDR of 

approximately 90% at Ttx equals to 10 s, falling to 40% at Ttx equals to 3 s. The less-

than-unity PDRs in both cases indicate that collisions occur during the tests, as 

illustrated in Figure 3.7(d) and 3.7(g), where packet collisions arise from multiple NEs 

generating the same random number. 

Case 4 outperforms case 3 by better utilizing the available medium. The reduction 

in Ttx results in a higher traffic load G within the channel, making a MAC protocol that 

efficiently uses idle medium more effective. Cases 5 and 6 exhibit nearly 100% PDR 

when Ttx is 10 and 6 seconds, respectively. However, as Ttx decreases further to 3 
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seconds, case 6 maintains a PDR of around 100%, whereas case 5 sees a significant 

drop to approximately 70%. 

Both Cases 5 and 6 avoid the issue of identical Nr values, which was problematic 

in Cases 3 and 4. Consequently, they achieve approximately 100% PDR when Ttx 

exceeds 6 seconds. However, when Ttx is further reduced to 3 seconds, equivalent to 

30 time slots, the guard time between the last and the next ED transmission becomes 

insufficient. If the transmission from NE30 overlaps with the subsequent ED 

transmission, not all 30 NEs will be transmitted in the following round, which is a 

disadvantage for Case 5. 

In practical scenarios, multiple EDs may initiate transmissions within a short 

period, and an effective MAC protocol should be able to accommodate this. 

Additionally, while fixed packet lengths benefit Cases 3 and 5, this assumption often 

does not hold in real applications. In contrast, Cases 4 and 6 employ CSMA/CA with 

CAD to manage collisions among multiple EDs, handle varying packet lengths, and 

utilize idle channel time more effectively. 

The low PDRs in the other cases primarily stem from highly contentious test 

conditions rather than limitations of the protocols themselves. Overall, the MAC 

protocols evaluated outperform P-ALOHA in the LoRaWAN context. Furthermore, 

deploying a dense concentration of NEs in a single area is typically discouraged; in 

practice, one NE is sufficient, with two to three redundant NEs in proximity to ensure 

network resilience if some fail. The use of an unrealistically high number of NEs in this 

study was intended to highlight the differences between cases 2 and 6. 

This section analyzes the typical medium occupancy patterns and PDRs for four 

MAC protocols in mesh networks. The progression from case 3 to case 6 illustrates how 

each feature in the MAC protocols contributes to collision avoidance. Ultimately, case 

6 exhibits optimal performance, achieving approximately 100% PDR when Ttx is 3 
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seconds, and the G is 10 packets per second. Consequently, 2 Ns CAD procedures are 

executed to implement CSMA/CA before transmitting the ED's packet. Thus, the 

proposed MAC protocol effectively utilizes idle mediums while accommodating 

packets of varying lengths. 

3.5.  Section Summary 

LoRa networks offer significant advantages, such as wide coverage and high 

resistance to noise, but they currently lack a public mesh protocol. As a result, other 

wireless mesh solutions can surpass the coverage offered by LoRa networks. Although 

researchers have explored mesh structures and collision handling for LoRa, studies 

specifically focused on collision handling in mesh networks are still limited. This gap 

presents an opportunity for further research and development to enhance the capabilities 

of LoRa networks in mesh configurations. 

In this study, we proposed protocol-independent, mesh-specialized CSMA/CA 

methods for LoRa mesh networks. Six MAC methods were tested. Case 6 demonstrated 

strong performance across all tested conditions and is recommended as the most 

effective MAC method presented in this chapter. However, each MAC method has its 

own strengths in specific scenarios. 

Case 3, based on slotted ALOHA with a random backoff, is the simplest method 

and requires the least effort to implement. If the selected LoRa module can quickly 

determine channel occupancy, Case 4 would be a better choice for improving PDR. 

Both case 3 and case 4 do not have comparable performance with case 5 and case 6, 

they are still necessary before unique Ns are assigned to each end device. The unique 

Ns assigning process is usually possible after the end devices joining the gateway’s 

network. Broadcast network joining invitations could be responded by multiple end 

devices at the same time through implementing MAC in case 3 or case 4. 
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After joining the network, both Case 5 and Case 6 become applicable. Although 

nearly 100% PDR can be achieved by both methods under most conditions, only Case 

6 is able to maintain almost 100% PDR under extreme conditions with insufficient 

response time. This is because the method in Case 6, which uses CAD, achieves more 

efficient utilization of idle medium time. Furthermore, methods that employ CAD are 

more flexible than those without CAD, as they remain applicable in systems with 

varying payload lengths. Therefore, Case 6 is recommended over the other MAC 

methods when all prerequisites for Case 6 are satisfied. 

Moreover, once the network is formed, it is not necessary to continuously enable 

periodic gateway beacons. Constant beacons are best suited for applications that require 

regular synchronization of end device status, such as air-quality monitoring sensor 

networks. However, for end devices designed to send notifications only when their 

status changes, constant beacons are unnecessary. For instance, in a water or gas 

leakage monitoring system, frequent data synchronization is not required; instead, end 

devices should transmit alerts to the gateway only when an emergency event occurs. 

Heartbeat beacons should be sent a few times per hour to confirm that there are no 

malfunctions in the end devices. Additionally, networks with actuators should primarily 

rely on heartbeat beacons and remain mostly idle while waiting for downlink 

commands from servers or users, as in lighting control systems. Constant beacons can 

delay real-time user commands, leading to noticeable lag. 

In the scenarios mentioned above, both Case 4 and Case 6, which use CAD-based 

CSMA/CA, are recommended during non-beaconing periods. Conversely, Cases 3 and 

5 are not advisable due to their excessive waiting times, which ignore actual channel 

usage and the possible absence of other active end devices. This unnecessary delay can 

negatively impact response times, severely affecting user experience and overall system 

performance, particularly in real-time applications. 
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4. WATER FLOOD SENSOR DEPLOYMENT OF THE 

PROPOSED NETWORK IN A COMMERCIAL BUILDING 

4.1.  Introduction 

In Chapter 2, we examined how SAW filters can enhance the stability of end 

devices at the circuit level. Chapter 3 focused on how MAC protocols can optimize 

network performance in terms of Packet Delivery Ratio (PDR) at the system level. In 

this chapter, we integrate insights from these previous discussions and broaden our 

study to encompass not only academic perspectives but also practical applications for 

commercial use. 

At the circuit-stability level, in-house fabricated filters lack the ability to be mass-

produced with consistent quality control. As a result, we utilize equivalent inductors 

and capacitors implemented with discrete components, even though they may require 

more space on the PCB. At the system-stability level, we have chosen to implement the 

Case 4 MAC protocol for the application. The rationale for selecting Case 4 to establish 

a mesh network, instead of Cases 5 or 6, will be addressed in a later section. 

A long-term system deployment project has been launched in an operational 

commercial building in partnership with the property management company. This 

initiative includes 205 end devices and a single gateway covering 23 continuous floors. 

Water-flood detection sensors are installed on these floors to notify the property 

management team, enabling a swift response to prevent significant losses and avoid 

flooding that could damage expensive equipment such as elevators and escalators. 

 

This deployment serves two main objectives. First, for commercial purposes, it 

aims to establish a centralized IoT water-flood detection system throughout the building. 
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Second, for research purposes, it is designed to test the mesh network in a real-world 

environment characterized by noise and uncertainty, allowing us to evaluate the 

reliability of the proposed mesh network. 
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4.2.  Hardware development 

 
(a) 

 
(b) 

 
(c) 

Figure 4.1 Tailored Flood sensor for deployment (a) block diagram (b) actual 
hardware appearance (c) RF filter schematic 
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In Chapter 1, we presented a general block diagram of an IoT device. This diagram 

has now been modified to incorporate a flood detection sensor, tailoring it into a specific 

end device (ED) for flood detection applications. The updated block diagram is 

illustrated in Figure 4.1(a). The water-flood ED has been designed and fabricated 

according to this block diagram, as shown in Figure 4.1(b). A customized PCB has been 

developed to interconnect all the essential electronic components required for its 

operation. 

The PCB includes a LoRa module, which features an embedded RF filter within 

its metallic enclosure, as depicted in Figure 4.1(c). This RF filter is designed to reject 

environmental noise outside the desired frequency band, facilitating smoother and more 

reliable packet transmission. Although this RF filter is not a SAW filter, it serves a 

similar purpose, as discussed in Chapter 2. 

The PCB also contains an MCU, which executes the MAC protocol, the primary 

focus of Chapter 3. This MCU is essential for managing communications and ensuring 

the efficient operation of the flood detection application. 

 

 

Figure 4.2 Protective cover for the water leakage sensor 

 

Moreover, the PCB connects the flood sensor via soldering pads, which link 

directly to the MCU. The sensor comprises two metallic probe heads connected to two 
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separate wires. Under low-voltage conditions, such as 3.3 V, it can be assumed that the 

resistance between the two metallic probes is effectively infinite. However, when water 

bridges the gap between the probes, this resistance becomes finite, typically on the order 

of a few megaohms. This change in resistance enables the detection of water presence, 

signaling an alert to the MCU. 

To further enhance reliability, a protective plastic cover is installed in front of the 

flood sensors, and the sensor probes are positioned 3 mm above the ground to minimize 

the risk of false triggers from daily cleaning routines, as shown in Figure 4.2. 

Each ED consumes around 30 µA at 4.5 V (using three AAA 1.5 V batteries with a 

capacity of approximately 800 mAh) in sleep mode. In receive (Rx) mode, it consumes 

about 20 mA, and in transmit (Tx) mode, it draws 150 mA. The EDs remain in sleep 

mode for most of the time, waking up in Tx mode once per hour. After each Tx 

operation, they switch to Rx mode for a few seconds to receive an acknowledgment 

before returning to sleep mode. Given this operational pattern, the expected battery life 

of each ED is projected to exceed two years. 
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4.3.  Deployment plan 

4.3.1. Installation plan 

The backbone of the mesh network consists of 46 NEs and one gateway, which 

connect 159 EDs—battery-powered water-flood sensors installed inside toilets. The 

single mesh network spans 23 continuous floors, from L9 to L35 (excluding L14, L24, 

and L34). In total, 205 devices, including NEs and EDs, are installed. 

 

Figure 4.3 Deployment site typical floor plan and installation plan 

 

Figure 4.3 shows the typical floor plan of L9–L35. Each typical floor includes two 

NEs and seven water flood sensors. Two NEs are installed in electric room 1 (ELE.1) 

and electric room 2 (ELE.2). The seven water flood sensors are installed at the male 

executive toilet (M.E), female executive toilet (F.E), male toilet 2 (M.2), male toilet 1 

(M.1), disable toilet (D), female toilet 2 (F.2), and female toilet 1 (F.1).  

 

ELE.1

E.F

E.MD

F.1

M.1

F.2M.2

ELE.2

x23
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Figure 4.4 Actual installation of NE in electric room (left) and water flood sensor with 

built-in battery as ED in male toilet (right).  

 

Figure 4.4 shows that water-flood sensors are installed in the male toilets, while 

NEs are located in the electrical rooms on each floor, facilitating vertical connections 

within the mesh network. An elevator shaft is located in the middle of the building, 

which significantly reduces signal strength for transmissions across the same floor. To 

ensure coverage, an additional NE is installed on each floor. On L32, the NE for ELE.1 

is replaced by the gateway. 

NEs must remain active continuously to forward messages in the mesh network, 

whereas water-flood sensors can enter deep sleep mode to conserve power. Therefore, 

NEs are installed in electrical rooms where power sockets are available, while the 

battery-operated water-flood sensors, with a lifespan exceeding two years, can be 

installed directly in toilets where no power sockets are present.. 
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4.3.2. System Setup 

The data collection period for the experiment spans from July 2023 to December 

2023, covering six months of data. The data from the water-flood sensors are recorded 

and evaluated. Water-flood detection is one of the applications of the proposed LoRa 

mesh network. Other sensors can also be used, such as electric valves and indoor air-

quality sensors. However, these sensors or actuators tend to be more expensive and are 

therefore usually limited in quantity. In contrast, water-flood sensors are low-cost, 

allowing for larger-scale deployment. For this reason, the water-flood detection 

application is chosen to demonstrate the capability of the proposed network. 

Additionally, the focus of this deployment is on network performance rather than on 

flood-sensing technology itself. 

Regarding latency, each hop requires approximately 0.2 seconds. This duration 

accounts not only for the time-on-air (ToA) of the packet but also for the time spent on 

MCU program logic execution and CAD checking procedures. 

In the worst-case scenario, a maximum of 11 hops is needed for an ED on L21 to 

reach the gateway on L32. It is assumed that each hop penetrates only one floor; 

however, in practice, packets can often penetrate two to three floors directly. Therefore, 

the maximum latency is approximately 4.5 seconds, while the nominal latency is less 

than 2 seconds, depending on the number of hops required to reach the gateway. 

Each ED sends a 70-byte packet once per hour, which is received and retransmitted 

by the NEs to the gateway. The gateway then forwards the message to the cloud server 

and stores it in a database. With 159 water-flood sensors and 46 NEs installed, a total 

of 205 individual packets are sent per hour. Each of these packets is retransmitted once 

by the 46 NEs, resulting in 9,430 packets traveling through the mesh network each hour. 

Using Equation (3.2), we can calculate G=2.62 for this application scenario. 

Each packet includes a sequential incremental packet number that starts when the 
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device is powered on. The total number of packets can be determined by subtracting 

the packet number recorded at the end of the day from the initial packet number. By 

comparing these sequential values in the database, any missing packets between the 

received packets can be identified. This allows the Packet Delivery Ratio (PDR) to be 

calculated using Equation (3.1). 

A monitoring system was also developed, and its web platform is shown in Figure 

4.5(a). Each device’s condition, including online/offline status, and battery level is in 

Figure 4.5 (b). If the water flood is detected, the status of the sensor’s status will change 

as shown in Figure 4.5 (b). And the monitoring system will send an alert directly by 

mobile messages to related parties or users. 

 
(a) 

 
(b) 

Figure 4.5 Monitoring system: (a) Selected floors on each sensor’s status and its 
battery level in platform and (b) each sensor’s logo on its status. 
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4.3.3. Limitation  

In this implementation, Case 4 is utilized instead of Cases 5 and 6 due to constraints 

set by the property owner. Cases 5 and 6 require assigning unique identifiers (Ns) to 

each device, including both NEs and EDs, ensuring that Ns do not repeat within the 

coverage area of any device. 

Currently, these numbers are assigned manually by hardcoding. One 

straightforward approach is to assign each NE a unique N from 1 to 46, which is clearly 

an inefficient use of channel resources, as most NEs can directly communicate with 

only 4–6 neighboring NE. We could carefully test and assign Ns of 1-6 to each NE. 

However, this process demands significant time for setup and verification. Given that 

most EDs are installed in tenant areas with limited installation periods provided by 

property management, the likelihood of errors, such as assigning the same Ns to two 

devices within range, increases. Such mistakes can lead to guaranteed collisions. 

Considering the complexity of setting up Case 6, especially with over 200 devices, only 

Case 4 was implemented. Due to the difficulties in setup, time costs, and potential for 

errors, Case 4, which uses Nr, is selected for this application. As shown in Figure 3.8, 

Case 4 ensures a PDR greater than 90% at G=3. Therefore, with G=2.62, we can expect 

a PDR exceeding 90% in general. 
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4.4.  Deployment result  

 
Figure 4.6 PDR result of the installed EDs. 

 

First, Figure 4.6 shows a Packet Delivery Ratio (PDR) ranging from 85.4% to 

98.6% for each floor, with an average PDR of 92.0% for all EDs. This result is 

comparable to the experimental findings in Figure 6, which indicated around 90% PDR 

at G = 3. The observed PDR reflects the reliability of the proposed network, suggesting 

that laboratory tests can provide dependable performance predictions, even with a 

limited number of devices used for a short duration. Furthermore, the CMSA/CA using 

Nr has been demonstrated to be effective not only in laboratory settings but also in real-

world environments, which are subject to various uncertainties, including human and 

environmental factors. 

Second, we observe a relatively similar Packet Delivery Ratio (PDR) across all 

floors, which represents different layers of the mesh network. This indicates that the 

PDR does not significantly deteriorate with an increasing number of mesh layers. The 

L35 L33 L32 L31 L30 L29 L28 L27 L26 L25 L23 L22 L21 L20 L19 L18 L16 L15 L13 L12 L11 L10 L9
M.E 96.8 98.3 99.5 93.6 77.6 85.8 92.9 79.7 96.3 96.7 95.4 91.1 91.0 95.1 97.8 91.5 93.1 96.2 91.8 92.0 92.9 91.4 94.0
F.E 93.7 97.3 98.8 88.0 89.5 90.4 86.9 90.3 92.9 92.5 96.1 87.7 88.6 94.2 93.0 85.0 92.1 93.4 81.3 87.3 89.1 86.3 95.8
M.2 96.5 97.5 97.9 87.9 89.3 90.8 93.5 93.3 97.5 96.9 0.0 92.2 92.2 96.2 95.5 73.5 87.5 89.4 72.7 83.5 87.3 83.2 84.9
M.1 95.7 97.9 99.4 90.2 91.3 93.8 94.1 94.4 97.9 97.5 97.4 92.3 91.4 98.9 97.5 83.7 92.3 94.2 90.2 88.3 87.5 89.0 91.5
D 98.0 98.5 0.0 94.9 85.5 86.6 91.9 92.1 97.5 94.8 94.2 88.7 90.5 97.2 91.0 89.5 89.6 94.7 91.9 90.0 90.9 90.7 94.1
F.2 61.1 96.9 97.0 89.4 89.4 90.8 92.5 92.0 96.7 97.2 96.3 86.7 86.8 93.3 95.8 83.9 91.9 94.7 87.9 89.6 91.7 87.6 81.3
F.1 97.9 98.2 99.4 87.3 91.2 90.3 92.4 91.2 98.1 97.9 97.3 91.4 93.0 93.8 97.1 90.7 97.5 99.3 95.4 94.1 92.8 94.5 94.6
Floor avg 91.4 97.8 98.6 90.2 87.7 89.8 92.0 90.4 96.7 96.2 96.1 90.0 90.5 95.5 95.4 85.4 92.0 94.6 87.3 89.3 90.3 88.9 90.9
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floor with the highest average PDR of 98.6% coincides with the location of the gateway 

(L32), while the floor with the lowest average PDR of 85.4% (L18) is situated further 

from the gateway. However, there is no clear trend of decreasing PDR in relation to the 

increased distance from the gateway. Thus, packet collision avoidance methods can be 

effectively applied, even in scenarios with a large number of mesh layers. 

 Third, the observed PDRs are below 100%. One effective method for increasing 

PDR is the implementation of Case 6 MAC. However, due to time constraints during 

the installation period, Case 6 was not utilized. Therefore, protocols and mechanisms 

that enable the remote setting of Ns, without the need for onsite configuration, are 

crucial for the practical application of Case 6 MAC. These protocols can leverage Case 

4 MAC to assign Ns to EDs and NEs, facilitating smoother implementation and 

enhancing overall network performance. 

In the context of laboratory experiments, the content of lost packets is not a concern, 

as all packets only contain dummy information. However, in the real-world application 

of water flood detection, every packet's information is critical. Therefore, EDs are 

designed to persistently send data until an acknowledgment from the gateway is 

received, with a limit on resends to ensure that flood events are reliably communicated 

to the building’s service operator. For flood event packets, the resend limit is set to 

infinite. While this brute-force approach may temporarily interfere with the 

transmission of other sensors and affect overall PDR and network stability, prioritizing 

critical alert messages is essential. This study does not aim to exploit such forceful 

tactics but rather to explore ways to optimize the use of limited channel resources for 

scalable mesh networks. Additionally, we can reduce the G of the channel to minimize 

the possibility of collisions. 

Currently, the meshing mechanism for NEs involves repeating every message once. 

For instance, a water flood sensor located at L32 M.E, close to the gateway, does not 
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require meshing for its packets to reach the gateway. However, this results in 46 

unnecessary transmissions each time, significantly congesting channel traffic. This 

scenario highlights the potential for reducing G to increase PDR and, more importantly, 

enhance network scalability, particularly for larger systems. To reduce unnecessary 

transmissions, NEs can be restricted to repeat messages only from certain EDs, 

necessitating a mechanism for assigning an ED list for specific NEs in the future. 

Despite these challenges, the system remains functional, demonstrating the 

effectiveness of the proposed MAC in managing collision risks, even with the current 

excessive packet transmission. 

Finally, we observe some sudden drops in PDR at several installation sites, such as 

61.1% at L35 F.1 and 72.7% at L13 M.2. However, these issues do not consistently 

repeat at different locations on the same floor or across different floors. This variability 

may be attributed to environmental or hardware issues, which are not inherent problems 

of the proposed MAC. 
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4.5.  Discussion and Comparison 

Reference This work [23] [24] [35] [36] 

Number of devices in 

Deployment 
205 

Test 1: 5 devices 

Test 2: 16 devices 
16 39 6 

Location 

Commercial 

Building 

(23 floors) 

City drainage system 

(typical / max 2 hops) 

Campus 

(800 m × 600 

m) 

Campus 

(7 floors) 

Campus 

(max. 2 hop) 

Packet Size (Byte) 70 
26 (typical)  

–51 (max) 
20 8 25–256 

Test Scale (Time)  
~ Half year  

 

Field test 1:  

23 days with 5 devices 

 

Field test 2:  

45 days with 16 devices 

200 packets  

for each sensor 
N.A. 

50 packets 

(Multihop tests) 

SF Channel 

(Number of SF used at once) 
SF7 (1) SF9 (1) 

SF12 (1) 

(Campus scale 

test) 

SF7–12 (6) SF7, SF9 (6) 

Overall PDR 92 % 
~98 %  

(~2 % error rate) 
88 %  ~90 % 

1 hop SF9 100 % 

2 hops SF9 ~90 % 

1 hop SF7 90 % 

2 hops SF7 ~70 % 

Table 4.1 Comparison of mesh network performance with previous studies 

 

Table 4.1 presents a comparison of our results with previous studies. Not many 

experiments have been conducted with a large number of devices and mesh hops; 

however, our experiments maintain a sufficiently high practical PDR. The proposed 

MAC protocol achieved a PDR of 92%, which is comparable to or even outperforms 

most of the previous research. 

For instance, an 88.49% PDR was recorded in a trial involving a 19-device mesh 

network on a campus [24]. By contrast, our research achieved a slightly higher PDR 

with a substantially larger 200-device mesh network in a commercial building. 

Additionally, while their campus mesh network operates in a relatively open 
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environment, ours must navigate numerous signal-blocking structures inside a building. 

Despite a tenfold increase in system size and a more complex environment, we have 

obtained improved PDR. Moreover, our system has been operating stably for more than 

half a year amid uncontrollable and unpredictable events. 

Another group of researchers proposed a spread-factor clustering approach to 

establish a stable LoRa mesh network [35]. Their network spanned two buildings across 

seven floors and comprised 36 devices, achieving approximately 90% PDR. Our study 

surpassed this PDR with a considerably larger system, although with a key difference. 

They utilized SFs 7–12, whereas we only used SF 7. The six SFs they employed can 

transmit simultaneously without mutual interference, meaning that in the best-case 

scenario, each SF channel accommodates only six devices with six test packets. In 

contrast, we only utilize SF 7, which is the one most affected by collisions, with a packet 

size of around 70 bytes [35]. Despite these challenging conditions, we managed to 

achieve a slightly higher PDR. 

Although 100% PDR was achieved in a study [36], their system was limited to 

only six devices operating simultaneously with a maximum of two hops (or two mesh 

layers). When the mesh layers were increased to two, the PDR significantly declined to 

90%, indicating that system performance deteriorates drastically with additional mesh 

layers. In contrast, our 200-device system is tested across 23 floors while maintaining 

a PDR of 92%. This demonstrates the robustness and scalability of our approach in a 

more complex environment.  

The last related research pertains to a city drainage system, where wireless signals 

are blocked by concrete structures, similar to our mesh network inside a commercial 

building [23]. They achieved a relatively high PDR of 98%. However, in their 

experiment, only one hop was required for the EDs to reach the gateway. If it takes five 

hops to reach the gateway and each hop maintains a 98% PDR, the total PDR along this 
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path would be approximately 90% (0.98 to the power of 5). Moreover, their deployment 

involved a maximum of 16 devices launched over 45 days. In contrast, our deployment 

encompassed more than 200 devices in a single mesh network that lasted half a year, 

with the farthest ED requiring more than 10 hops. Despite these challenges, we have 

been able to maintain a PDR of 92%. 

In summary, the proposed case 4 CSMA/CA MAC outperforms most of the similar 

research, in terms of PDR, device number, test coverage and test duration.  

4.6.  Section Summary 

We established a large-scale mesh network spanning 23 floors with 205 devices 

and one gateway. Data collected over six months were analyzed, revealing that the 

large-scale onsite experiment results were comparable to the laboratory test results. 

Moreover, the overall PDR of 92% represents improvement over previous research 

involving considerably larger system scales. 

The following aspects could be explored in future work. First, while the proposed 

MAC focused on collision avoidance in inevitable contentious conditions within the 

mesh network, there is potential to reduce the likelihood of such contentious situations 

occurring. To achieve this, the proposed MAC protocols could be further integrated 

with existing mesh protocols that feature multiple SF allocations and optimal 

pathfinding. This integration would not only enhance the efficiency of the network but 

also significantly improve the scalability of LoRa mesh networks. By addressing both 

collision avoidance and contention reduction, future developments can lead to more 

robust and adaptable network solutions.  

Second, the proposed MAC protocols have yet to be tailored to be byte-field-

specific. The structure of the byte field remains undefined, along with the methods by 

which EDs and NEs form and join mesh networks, maintain connections with gateways, 
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and the mechanisms for assigning nodes Ns. Defining the byte field could follow the 

specifications of LoRaWAN or other private protocols, ensuring that the proposed 

MAC is compatible with existing networks. This alignment would facilitate smoother 

integration and interoperability, allowing for better utilization of current infrastructure 

while enhancing the functionality of the LoRa mesh network. 
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5. DISCUSSION AND CONCLUSION 

In this article, we examined various aspects of the stability of an IoT system. We 

began by exploring the physical phenomenon of how microwaves propagate from air 

into a PCB. During this process, environmental noise inevitably infiltrates the PCB and 

mixes with the signal. From a physical standpoint, one way to mitigate this interference 

is by rejecting noise outside the desired frequency band, which led us to discuss SAW 

filters. We designed, simulated, fabricated, measured, and evaluated a SAW filter using 

in-house equipment. Although the in-house fabrication method was not suitable for 

consistent mass production, the rapid design–production–measurement cycle 

significantly streamlined the development process, making it easier and more cost-

effective to create new, effective filters. 

Next, we shifted to a higher level in the digital domain, focusing on how packets 

can avoid collisions among multiple end devices. In this chapter, we specifically 

concentrated on LoRa, a wireless technology for IoT that shows significant market 

potential due to its excellent physical properties for resisting environmental noise. 

However, its public protocol does not support mesh networking and lacks sophisticated 

MAC methods for collision management. Therefore, we reviewed MAC methods from 

other wireless technologies, including ALOHA, Slotted ALOHA, and CSMA/CA. 

Different MAC methods were empirically tested using fabricated end-device units 

rather than relying solely on computer simulations, and the Packet Delivery Ratio (PDR) 

was measured to assess the performance of each MAC approach. 

Finally, leveraging our understanding of filters and MAC protocols, we conducted 

a long-term, large-scale deployment test within a commercial building, consisting of 

205 end devices and a single gateway distributed across 23 continuous floors. This 

extensive test demonstrated that the combination of appropriately designed filters and 
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MAC schemes can deliver a stable IoT network in real-world applications, specifically 

for centralized water-leakage detection, rather than remaining merely a theoretical 

discussion within an academic framework. 

Throughout the entire study period, I acquired numerous practical skills. For 

instance, I learned about IC fabrication processes and RF measurement techniques 

while studying SAW filters, as well as PCB design and fabrication and embedded 

system programming while developing MAC schemes for LoRa end devices. 

Additionally, I gained experience in software programming and system integration, and 

I had the opportunity to collaborate with property engineers during the deployment tests. 

These valuable experiences equipped me not only with academic knowledge, but also 

with the ability to translate research outcomes into practical solutions that can make a 

meaningful impact in society 
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6. RECOMMENDATION 

Considering the findings presented in this thesis, several key recommendations 

can be made to further advance the field of IoT network stability. These suggestions 

aim to address the identified limitations and guide future research and practical 

implementation. 

In the second section of this thesis, we focused on improving IoT network stability 

at the hardware component level. Our investigation centered on a SAW filter that 

effectively eliminates unwanted ambient noise outside the data channel’s frequency 

band. A major contribution of this section is the complete design flow—simulation, 

fabrication, and measurement—of the SAW filter using only in-house equipment. The 

entire process was carried out on campus by research students, which minimized time, 

cost, and manpower, thereby lowering the barrier for iterative SAW filter development. 

However, there remains substantial room for further exploration. While a rapid in-

house design phase is beneficial, once a promising design is obtained, it should be 

transferred to the semiconductor industry to finalize the integrated circuit 

implementation. After demonstrating a functional design with essential features on 

campus, industry experts should address remaining practical issues, such as optimizing 

the layout for cost-effective wafer utilization and maximum yield, adjusting the 

structure to ease fabrication, developing bonding strategies to connect the wafer to the 

package without degrading RF performance, and selecting packaging solutions 

compatible with existing PCB designs. Although these industrial steps may not directly 

advance academic research, they are crucial for ensuring that the designed SAW filters 

are compatible with highly modularized commercial electronic systems. 

Furthermore, the demonstrated in-house fabrication capability is not limited to 

SAW filters. It can be extended to other domains such as micro-mechanics, 
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mechatronics, micro-fluidics, and sensor design. These research areas span multiple 

disciplines, including electronics, biology, and chemistry, and thus encourage cross-

departmental collaboration within PolyU. Such interdisciplinary research has strong 

potential to generate innovative solutions and breakthroughs that have not yet been 

realized. 

In the third section of this research, we focused on enhancing IoT network stability 

at the software control level. We designed and evaluated a MAC protocol for collision 

avoidance in LoRa, a promising platform for LPWAN-based IoT applications. The 

original LoRa MAC relies on a relatively simple ALOHA scheme, which was adequate 

when devices transmitted short packets infrequently and were well separated in time, 

making collisions less critical. However, as the number of devices grows beyond one 

hundred, the limitations of this MAC become evident, with collisions significantly 

degrading performance. In addition, the lack of an enhanced MAC prevents the original 

LoRa MAC from supporting mesh networking, leaving collisions among network 

extenders unresolved. To address these issues, we developed a CSMA/CA-based MAC 

method adapted from other wireless communication standards, implemented the 

required hardware, wrote the firmware to realize the CSMA/CA logic, and empirically 

evaluated its performance. 

We identify two major directions to extend this work. First, despite the primitive 

nature of the current LoRaWAN MAC, our developed MAC scheme could be integrated 

into the LoRaWAN specifications. These specifications not only define the MAC 

behavior, particularly collision-avoidance mechanisms, but also standardize packet 

formats, device type definitions, encryption methods, and network-joining procedures. 

Integrating our approach into such a framework would support interoperability among 

LoRaWAN-certified gateways and devices, allowing devices from different vendors to 

join and switch between networks seamlessly. 
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Second, our proposed CSMA/CA method depends on assigning unique identifiers 

to devices within the same coverage area. Our results show that collisions can be 

effectively avoided if these identifiers are assigned carefully and without repetition, 

analogous to solving a Sudoku puzzle. However, in the current implementation, the 

assignments are hardcoded in the firmware, and no dynamic number-assignment 

mechanism is provided. In real deployments, it is difficult to predict which devices will 

ultimately fall within each other’s RF coverage, and environmental conditions may 

change over time. Even if the initial configuration is manually optimized, it may 

become invalid later. Therefore, a mechanism that periodically and automatically 

verifies whether the identifier assignments remain valid, and reassigns them when 

necessary, is essential. Developing such an automated checking and reassignment 

mechanism is a key step toward real-world applicability. 

 

In the final section of this research, we concentrated on the application layer of 

stable IoT networks. Although the focus of our work is IoT network stability, stability 

by itself does not directly benefit society; it is the applications enabled by a stable 

network that create real impact. To this end, we implemented an IoT network and 

platform for water-leakage detection at the scale of a commercial building. Our 

deployment features one of the highest numbers of actual devices reported and achieves 

a near-best packet delivery ratio, demonstrating both practical scalability and 

robustness. 

Future work can extend this application in several ways. While the current system 

can detect and report water leakage events, its effectiveness still depends on the 

responsiveness of property management teams. To improve this, we propose integrating 

actuators into the system, such as electronically controlled water valves on each floor. 

For example, when a leak is detected on the 15th floor, the system could automatically 
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close the corresponding valve and simultaneously notify property management, thereby 

reducing response time and potential damage. 

Additionally, the platform can be expanded to interface with existing Building 

Management Systems (BMS). This could involve adding more sensors to monitor 

parameters such as noise levels, ambient temperature, and humidity at multiple 

locations, as well as pump status, fire-safety device health, and electrical metering. 

Such enhancements would support a transition from traditional, relatively rigid sensing-

control infrastructures to a new generation of smart buildings and smart cities, enabled 

by flexible, scalable, and stable IoT systems. 
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