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Abstract

Machine learning (ML) has emerged as a fundamental driver of technological progress

across diverse domains, powering accurate predictions and data-driven decision-making.

However, as ML models are increasingly learned on sensitive data such as medical

records and private images, concerns over data privacy have grown significantly. A

growing body of research indicates that these models may inadvertently reveal in-

formation about their training data through inference attacks. Within this context,

we investigate how membership and property inference attacks exploit model behav-

iors to leak sensitive information at both the sample and distribution levels, and

subsequently propose a risk measure to evaluate privacy risks across different models.

First, we improve the efficiency of shadow model-based inference attacks in an attack-

agnostic manner. While shadow models are a common component in inference at-

tacks, their reliance on training a large number of models incurs substantial compu-

tational overhead and limits their practicality. Such inefficiency mainly stems from

the independent training and use of these shadow models. Regarding this problem,

we present a novel shadow pool training framework, which constructs multiple shared

models and trains them jointly within a single process. In particular, we leverage the

Mixture-of-Experts mechanism as the shadow pool to interconnect individual models,

enabling them to share sub-networks and improving efficiency.

Secondly, we investigate a new attack surface in vertical federated learning (VFL),

highlighting previously underexplored privacy leakage risks inherent to this setting.
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While various attacks, including label and feature inference, focus on record-level

privacy risks in VFL, few studies delve into the distribution-level privacy threat. To

fill this gap, we focus on a new attack scenario, where an adversarial party seeks to

deduce global distribution information about a target property in the victim party’s

training set. Our key observation is that the Lp-norm distribution of intermediate

results in VFL could reflect the fraction of the target property in a training set. In-

spired by this, we present a novel property inference framework involving distribution

comparison and correlation augmentation modules, which poses the immediate threat

of property information leakage from private training data in VFL.

Thirdly, we develop a theoretical measure to assess the membership privacy risk of

ML models. Privacy leakage poses a critical risk when ML foundation models trained

on private data are released. Rather than proposing new attack algorithms, our focus

is on evaluating model vulnerability to membership leakage by introducing a novel

measure from a comparative perspective. We calculate the difference in prediction

loss for training examples relative to a predefined reference model, enabling risk com-

parison across models without needing to delve into details like training strategy,

architecture, or data distribution.

In summary, this thesis investigates and evaluates inference attacks in ML models,

thereby shedding light on privacy risks and providing insights to guide the design of

privacy-preserving models in future work.
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Chapter 1

Introduction

1.1 Overview

Machine learning (ML) techniques have been widely adopted across diverse domains

such as healthcare, finance, and autonomous systems [1, 2, 3], enabling highly accurate

predictions and decision-making. Typical ML models are trained on large volumes

of real-world data collected on a centralized server, a paradigm known as centralized

learning. Alternatively, federated learning has emerged as a distributed approach

that enables collaborative model training without requiring the sharing of raw data.

This motivates the development of online platforms where ML models are shared [4]

and traded [5, 6] for collaborative and economic purposes. However, as these models

are often trained on sensitive data, a privacy concern arises: to what extent do such

models expose information about their training data?

Recent studies demonstrate that ML models can inadvertently reveal information be-

yond their intended functionality, leading to the development of privacy attacks that

aim to extract sensitive details from their training data. Among the most prominent

are membership inference attacks (MIAs) [7, 8], which seek to determine whether a

specific data record was included in the model’s training set. For example, in a med-
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Chapter 1. Introduction

ical diagnostic scenario, an adversary could query the model with a patient’s health

record to infer whether the patient’s data was used during training, potentially ex-

posing sensitive health conditions. Another significant threat is property inference

attacks (PIAs) [9, 10], which aim to deduce global properties or statistical charac-

teristics of the training dataset that are unrelated to the model’s primary task. For

instance, an attacker might infer the prevalence of a particular disease in a hospital

dataset or the distribution of demographic attributes in a financial dataset based on

ML models.

This thesis focuses on exploiting and quantifying these inference attacks in ML mod-

els. Given the pervasiveness and fundamental impact of MIAs and PIAs, we outline

three key problems addressed in this work.

Research Problem 1: The first problem is how to improve the efficiency of existing in-

ference attacks against ML models. Shadow model technique is commonly employed

in various inference attacks, which enables an adversary to train multiple models us-

ing the same architecture as the target model on similar datasets. Recent works show

it is very effective in MIAs [11, 12] and PIAs [13, 14]. However, the need for a large

number of shadow models leads to high computational costs, limiting their practical

applicability.

Research Problem 2: The second problem is how to identify new attack surfaces to

guide the design of privacy-preserving methods for secure ML models. Recent stud-

ies indicate that privacy leakage can occur in vertical federated learning (VFL) [15],

where multiple parties hold different features of the same samples. While existing

attacks in VFL, such as label and feature inference [16, 17], primarily target record-

level privacy risks, distribution-level privacy threats remain largely unexplored.

Research Problem 3: The third problem is how to quantify privacy leakage risks of

ML models beyond specific attack algorithms. A unified risk measure is needed to

evaluate privacy risk across multiple model candidates and to assist model owners

in selecting privacy-preserving models. This scenario frequently arises in practice, as

2



1.1. Overview
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Inference attacks Research problems Research solutions

Figure 1.1: The research framework of this thesis.

organizations often develop or acquire multiple models for the same task, which may

differ in architecture, training settings, or development approach. However, existing

attack-agnostic and attack-specific methods exhibit certain limitations.

To address the research problems outlined above, we present the overall research

framework, as illustrated in Figure 1.1.

First, to solve Problem 1, we tackle the fundamental bottleneck in existing inference

attacks: the high computational cost of training shadow models, a widely used tech-

nique in MIAs and PIAs. Such inefficiency mainly stems from the independent train-

ing and use of these shadow models. To address this issue, we present a novel shadow

pool training framework SHAPOOL, which constructs multiple shared models and

trains them jointly within a single process. In particular, we leverage the Mixture-of-

Expert (MoE) mechanism [18] as the shadow pool to interconnect individual models,

enabling them to share some sub-networks and thereby improving efficiency.

Next, to solve Problem 2, we explore a new attack surface in VFL, in which an adver-

sarial party attempts to infer global distribution information about a target property

in the victim party’s training set. We find that the Lp-norm distribution of interme-

diate results in VFL could reflect the fraction of the target property in a training set.

Inspired by this, we present ProVFL, a novel PIA framework involving distribution

comparison and correlation augmentation modules.

Finally, to solve Problem 3, we introduce a novel theoretical risk measure beyond em-

pirical inference attacks and propose Relative Membership Risk (i.e., RMR) to assess

3



Chapter 1. Introduction

the MIA vulnerability of a model from a comparative standpoint. RMR calculates the

difference in prediction loss for training examples relative to a predefined reference

model, enabling risk comparison across models without needing to delve into details

like training strategy, architecture, or data distribution.

1.2 Thesis Contributions and Impact

1.2.1 Thesis Contributions

In summary, this thesis makes the following contributions:

1. Toward Efficient Inference Attacks via Shadow Model Sharing. Toward

existing inference attacks, we present a novel shadow pool training framework,

named SHAPOOL, to enhance the efficiency of various inference attacks from

the perspective of the shadow model construction. We utilize the MoE mech-

anism as a shadow pool to interconnect individual models, enabling them to

share sub-networks and enhance the overall training efficiency.

2. Property Inference Attacks against Vertical Federated Learning. To-

ward new attack surface, we propose a novel PIA framework, named ProVFL,

which uncovers statistical privacy leakage risks in VFL. To achieve property in-

ference, we devise a distribution comparison module by creating various intermediate-

result populations with different proportions. We validate the effectiveness of

ProVFL on fourteen target properties in five real-world datasets.

3. Relative Membership Risk Measure for Machine Learning Models.

Beyond empirical inference attack algorithms, we formally define a relative

membership risk measure, named RMR, to evaluate the membership inference

risk of a training example or an entire model. This measure is independent of

specific training strategies or data distributions, relying solely on the example’s

4



1.3. Thesis Organization

loss. We demonstrate that RMR is an accurate and efficient tool for measuring

the membership privacy risk of both training examples and ML models.

1.2.2 Thesis Impact

This thesis advances the understanding of privacy vulnerabilities in machine learning

by addressing efficiency, scope, and assessment of inference attacks. First, we take

a new perspective on investigating the construction of shadow models, making the

study of inference attacks more practical and reproducible. Second, we expand the

scope of privacy research to VFL, uncovering systemic leakage risks in collaborative

training scenarios that are highly relevant to real-world applications. Third, we pro-

vide an accurate and pratical risk tool to assess membership privacy risks, enabling

standardized evaluation and facilitating the development of more robust defenses.

Collectively, these contributions provide practical tools for assessing and mitigating

privacy risks in current and future machine learning systems.

1.3 Thesis Organization

The remainder of this thesis is organized as follows. Chapter 2 provides background on

machine learning and associated privacy vulnerabilities. Chapter 3 presents a shadow

model sharing algorithm designed to improve the efficiency of inference attacks. In

Chapter 4, we explore a new attack surface in VFL settings. Moving beyond empirical

inference attacks, we introduce a theoretical metric for assessing membership privacy

risk at both the model and sample levels in Chapter 5. Finally, Chapter 6 concludes

the thesis and outlines potential directions for future research.
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Chapter 2

Background Review

In this chapter, we begin with preliminaries on centralized and federated learning,

and then review privacy vulnerabilities in machine learning models.

2.1 Machine Learning

2.1.1 Centralized Learning

We consider centralized learning (CL) as the setting in which training data are pooled

in the server to train an ML model [19, 20], which leverages input-output pairs to train

a non-linear function that predicts outcomes for new queries. Let D = {(xi, yi)}Ni=0

denote the training datasets, respectively, where xi ∈ Rd denotes the d-dimension

feature vector of the i-th sample labeled by yi. The learning goal is to develop an

ML model F that maps an input x into F (x; θ), where θ is the model parameters.

To obtain the parameters θ, a loss function ℓ (·, ·) is typically introduced to measure

the discrepancy between the predicted output F (x; θ) and the ground truth label y.

To obtain a high-quality ML model, we consider the expected value of the loss on

the training dataset. A common approach for model optimization is empirical risk

6



2.1. Machine Learning

minimization [21], which minimizes the following objective function on D:

L (D, θ) =
1

N

N∑
i=0

ℓ (F (xi; θ) , yi) (2.1)

Many training algorithms have been proposed to minimize this objective function

[22, 23, 24], including stochastic gradient descent (SGD) [22], which updates the ML

model in the t-th iteration as follows:

θt = θt−1 − η
∑

(xi,yi)∈B

∇θℓ
(
F
(
xi; θ

t−1
)
, yi

)
, (2.2)

where B is a mini-batch of random training examples from D, θt represents the model

parameters in the t-th round, and η denotes the learning rate. The optimization

process is terminated when the model converges to a local minimum, or the iteration

reaches a preset number. The trained ML model often uses the accuracy on test

dataset to validate its performance.

2.1.2 Federated Learning

FL is a collaborative ML paradigm that is widely used in various applications, such

as smart healthcare [25, 26] and the Internet of Things [27, 28]. In contrast to

CL, FL involves training a shared global model using distributed data from different

organizations or devices. Instead of transmitting the raw data to a central server, FL

allows local data to remain stored locally and only the model parameters or gradients

are exchanged, which addresses the data island problem and alleviates data privacy

concerns.

The FL system involves two entities, clients and the central server. The clients

(a.k.a., participants) possess training data and collaborate to train a shared model.

According to the number of clients involved, there are two main FL types: cross-silo

and cross-device FL [29]. Cross-silo FL involves a relatively small number of clients,

typically organizations or data centers with a significant amount of data [30, 31],
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while cross-device setting involves a large number of clients with small amounts of

data, such as mobile devices [27, 28]. The central server is used to aggregate model

updates from clients without accessing their local data. In the cross-silo setting, a

client can be selected as the central server to perform aggregation and update the

global model. In contrast, a powerful server is often introduced to manage model

aggregation effectively in cross-device FL.

FL typically involves training a joint global model based on distributed local data

through three phases: local training, communication, and aggregation phase. There

are K clients that involve in FL and each client owns a local dataset Dc. We use θs

and θc to denote the global and local model, respectively. To train a global model

collaboratively, the central server first initializes the global model θs (e.g., model

weights and hyperparameters) and broadcasts it to clients, and then the FL process

carries out as follows:

1. Local training phase. Each selected client c receives the global model θs and

training settings. Then, the client fine-tunes it on the local dataset Dc.

2. Communication phase. For each selected client, it uploads the latest version of

local model θc to the central server, while the central server broadcasts the global

model to selected clients after the aggregation phase.

3. Aggregation phase. The central server aggregates all the model updates from the

selected clients and renews the global model θs.

Three phases are repeated until the loss value of the global model converges on a

validation dataset, resulting in a well-trained global model.

Based on the distribution of data over the sample and feature spaces, we can broadly

categorize FL into three types:

Horizontal Federated Learning (HFL) refers to scenarios where multiple parties

possess data samples with the same features but unique sample IDs. For instance,

different hospitals may possess patient records that share the same feature space but

have different patient IDs. HFL is the most popular FL category in the literature
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[32, 33], and local models commonly share the same architecture as the global model.

As such, the global model can be simply aggregated from local models.

Vertical Federated Learning (VFL) refers to scenarios where multiple parties

in an FL system hold data samples with identical sample IDs but different feature

spaces. A typical case for VFL is when an E-commerce company and a local bank

collaborate to train a personalized loan model based on online shopping records and

credit situation [34]. Typically, only one participant can access the labels, and sample

alignment is performed before training a joint model across multiple clients [35].

Federated Transfer Learning (FTL) pertains to the situation where clients’

datasets contain varying ID spaces and feature spaces [36]. Inspired by transfer

learning, FTL allows knowledge to be shared without compromising data privacy, en-

abling the transferability of complementary knowledge by exploiting source domain

knowledge to train an FL model for the target domain [37, 38].

2.2 Privacy Vulnerabilities

MLmodels, while achieving remarkable performance, are increasingly shown to expose

unintended privacy risks. These risks can be broadly grouped into two categories:

model-centric and data-centric [35, 39]. As illustrated in Figure 2.1, model-centric

risks primarily concern attacks that aim to replicate or steal the functionality of

a model, such as model extraction attacks. Data-centric risks, on the other hand,

directly target sensitive training data, including model inversion attacks, MIAs, and

PIAs. In the following, we provide a review of these typical attacks.

Among model-centric risks, model extraction attacks aim to replicate the functionality

of a target model by interacting with it through prediction APIs, thereby stealing its

parameters, architecture, or even hyperparameters. Tramer et al. [40] demonstrated

that adversaries can recover model parameters and architecture with only black-box

query access to prediction APIs, raising concerns for machine learning as a service
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Training data

Model Extraction Attacks 

ML models

train

Privacy Vulnerabilities

Model Inversion Attacks

Membership Inference Attacks

Property Inference Attacks

model-centric risks

data-centric risks

Figure 2.1: Possible privacy vulnerabilities in machine learning.

(MLaaS) platforms. Later work further showed that even hyperparameters, such as

those governing regularization strength or kernel parameters, can be inferred through

systematic probing of the model’s outputs [41]. These attacks highlight a fundamental

model-centric privacy risk: the unauthorized replication of proprietary ML models,

which leads to intellectual property theft and potential misuse of stolen models.

On the data side, adversaries may exploit trained models to recover or infer sensitive

information about the training data. Model inversion attacks aim to reconstruct in-

put samples from a model’s outputs or intermediate representations, thereby exposing

sensitive information about the training data. For example, Zhang et al. [42] pro-

posed a novel attack that uses generative adversarial networks (GANs) to reconstruct

high-fidelity training samples from deep neural networks, aided by publicly available

data. MIAs, in contrast, aim to determine whether individual records were part of

the training set, without reconstructing the data itself. They infer membership by

analyzing the model’s outputs, such as confidence scores or prediction probabilities.

Shokri et al.[7] first formalized the MIA framework, showing that even black-box ac-

cess to a model can enable adversaries to infer membership using shadow models.

Subsequent works, including Salem et al.[8] and Yeom et al. [43], further improved

attack strategies and analyzed the factors affecting attack success, such as overfitting,

model type, and training data distribution. Rather than sample-level privacy risk,

PIAs aim to extract distributional information about a model’s training dataset, such
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as the proportion of samples with a particular attribute or demographic character-

istic. Fredrikson et al.[44] first demonstrated that an adversary could infer whether

a hospital dataset contains a certain disease by exploiting the model’s predictions.

Subsequent works, including Ganju et al.[10], extended these ideas to more general

scenarios, showing that PIAs can compromise aggregated sensitive information with-

out accessing individual records on fully connected neural networks.

In this thesis, we focus on attacks that aim to infer sensitive information that the

model producer did not intend to share from training samples, specifically through

MIAs and PIAs. These attacks are particularly concerning because they exploit the

inherent memorization ability of ML models and create unintended pathways for

private information leakage. Moreover, they are highly representative of data-centric

privacy risks, encompassing both sample-level and distribution-level threats.
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Chapter 3

Toward Efficient Inference Attacks

via Shadow Model Sharing

3.1 Introduction

With the increase of ML models trained on sensitive personal data like facial images

and medical records, various inference attacks pose severe threats to them, such

as inferring the membership status of individual records (i.e., membership inference

attacks) [7], reconstructing representative samples (i.e., model inversion attacks) [44],

and uncovering statistical properties of the training dataset (i.e., property inference

attacks) [9].

A common technique adopted in almost all such attacks is the shadow model tech-

nique, which enables an adversary to train multiple models using the same architec-

ture as the target model on similar datasets. Recent works show it is very effective in

membership inference [7, 11, 12, 45] and property inference attacks [13, 14, 46, 47].

Typically, the number of shadow models determines the quality of inference attacks.

For example, to achieve high attack performance, this number is set to 256 and 100

in [11, 46], respectively. However, the high computational cost of training shadow
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models has raised concerns [8, 14, 48]. Several works based on shadow models at-

tempt to address this issue by optimizing this cost inside of their specific attack

algorithms. For instance, QMIA [49] focuses solely on non-member data to develop

a quantile regression model, thereby eliminating the need for shadow models from

other distributions. RMIA [48] employs a pre-trained reference model on population

data to save the training cost for shadow models in non-member cases. SNAP [14]

reduces the number of shadow models required by injecting poisoned samples that

contain the target properties of interest for property inference. However, since these

methods are tightly coupled with specific algorithms, they lack generalizability across

different inference attacks.

In this chapter, we address this problem from the perspective of shadow models

themselves, that is, training each shadow model independently is not efficient [7, 13].

Inspired by this, we present SHAPOOL, a shadow pool training framework that con-

structs shared shadow models in a single training process. Specifically, we leverage

the popular MoE mechanism [50, 51, 52] to build the pool with multiple identical

sub-networks (i.e., experts) during training, and then generate shared models (i.e.,

activated pathways) as a substitute for conventional shadow models during inference.

However, a vanilla MoE may produce over-specialized, unstable, and under-trained

experts, which reduces the diversity of shared models, poorly resembles independent

models, and ultimately diminishes attack effectiveness. To overcome these challenges,

we design three key modules: pathway-choice routing, pathway regularization, and

pathway alignment. The path-choice routing strategy assigns inputs to specific path-

ways to ensure a randomized yet fixed data allocation for pathway learning on top

of stability and reliability. Pathway regularization aims to enhance the diversity of

shared models by enforcing orthogonality in the representation space of experts and

penalizing paired pathways with similar outputs. Lastly, pathway alignment is intro-

duced to improve consistency with independent models and mitigate generalization

mismatches.
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We conduct extensive experiments to evaluate SHAPOOL across various existing

membership inference attacks (MIAs) [11, 48], demonstrating that it outperforms the

conventional shadow models in both attack performance and training efficiency. On

the one hand, in a resource-limited scenario where only a limited number of shadow

models can be trained [53], shared models can enhance the performance of existing

attacks under a similar computational budget. On the other hand, in a resource-

abundant scenario such as data auditing and risk assessment [54, 55], it achieves

comparable performance while significantly reducing the computational cost of the

conventional way.

Overall, in this chapter, our contributions are as follows: (1) We present a novel

shadow pool training framework. To the best of our knowledge, this is the first

work to enhance the efficiency of various inference attacks from the perspective of

the shadow model construction. (2) We propose utilizing the MoE mechanism as a

shadow pool to interconnect individual models, enabling them to share sub-networks

and enhance the overall training efficiency. (3) To ensure that shared models serve

as effective substitutes, we introduce three modules that guarantee specialized data

allocation for pathway learning, promote diversity among shared models, and ensure

consistency with independent models. (4) Extensive experiments demonstrate the

effectiveness and efficiency of our proposed method compared to conventional shadow

models.

3.2 Related Work

3.2.1 Shadow Model-based Inference Attacks

Shadow model technique is a widely-used approach for various inference attacks [7, 11,

12, 13, 14, 45, 46, 47], which aims to mimic the behavior of the target model by prepar-

ing shadow models with the same network architecture on similar datasets, which
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provides the ground truth of inference results and outputs for the meta-classifiers

used in inference attacks [7, 13, 14, 45, 56], as outlined in Algorithm 1. Typically,

an adversary constructs n diverse shadow models {MS1 , . . . ,MSn} to simulate the

behavior of the target model MT . The i-th shadow model MSi
is often trained using

the same architecture as MT on a similar auxiliary dataset DAi
, and provides attack

training data and corresponding ground-truth labels for the construction of the at-

tack model A. For example, in MIAs, shadow models generate outputs (e.g., logits or

confidence scores) along with their corresponding membership labels (1 for member

and 0 for non-member), which are then used to construct the attack training dataset

for A (e.g., a binary classifier) to predict membership status.

Several popular inference attacks highlight the versatility of this technique. For

instance, MIAs leverage shadow models to construct binary inference classifiers or

hypothesis tests [7, 11]. Similarly, PIAs [13, 14, 57] use shadow models to build

meta-classifiers that reveal sensitive property information in property inference at-

tacks. Moreover, in advanced model inversion attacks [58], shadow model training

facilitates the joint supervised training of the encoder and decoder with the collec-

tion of shadow-target model pairs. However, to ensure effective inference attacks, a

large number of shadow models are typically required to capture the diversity and

randomness inherent in the training data distribution [49]. This leads to consider-

able computational overhead, especially for large-scale models, thereby limiting the

practicality of shadow model-based attacks.

Current research on shadow models mainly examines their training setup in rela-

tion to the target model, focusing on factors such as employing an identical network

architecture [12, 59] and analyzing the effects of varying shadow training data distri-

butions [8, 11, 12]. Departing from this focus, we aim to explore advanced methods for

shadow model construction and enhance the attack efficiency of shadow model-based

inference attacks.
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Algorithm 1 Shadow Model-based Inference Attacks

Input: Training algorithm T , Target model MT , Auxiliary dataset DA, Query ex-
amples Q, Attack algorithm T ′

Output: Inferred secret s′

1: // Shadow Model Construction
2: Construct shadow training subsets DA1 , DA2 , . . . , DAM

by randomly sampling
from DA

3: for i← 1 to M do
4: Train a shadow model MSi

← T (DAi
)

5: end for
6: // Attack Model Construction
7: Datt ← ∅
8: for i← 1 to M do
9: (DAi

, si)←MSi
(DAi

) ▷ si: ground-truth secret, e.g., membership status
10: Datt ← Datt ∪ (DAi

, si)
11: end for
12: Train an attack model A ← T ′(Datt)
13: // Inference Attack
14: s′ ← A(MT (Q))
15: return s′

3.2.2 Mixture-of-Expert Mechanism

As a special instance of conditional computation [51, 52], sparsely-gated MoE [50,

60, 61, 62, 63, 64, 65] contains a group of identical sub-networks (i.e., experts) and

makes input-dependent predictions according to the choices of experts. It increases

model parameters while maintaining a similar computational cost per example dur-

ing inference, powering kinds of AI domains, including multi-task learning [50, 60],

NLP [61, 62], and computer vision [63, 64, 65]. For simplicity, we refer to it as MoE

moving forward.

A vanilla MoE model consists of L expert layers, each containing M experts with

identical network structures and a router R. Given an input x, the output of an

expert layer is computed as the summation of the outputs from the top K experts

selected by R:

h =
K∑
k=1

R(x) · Ek(x), R(x) = TopK(G(x),K), (3.1)
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where E is a learnable expert, G is a routing strategy based on trainable networks

or heuristic functions, and TopK(·, K) refers to the largest K values. With K = 1

and non-expert layers omitted, we obtain an activated end-to-end network pathway,

formally defined as a sequence of selected experts across layers, i.e., {E1
i , E

2
j , ..., E

L
k },

where E1
i indicates that the i-th expert in the first layer is activated and 1 ≤ i, j, k ≤

M .

3.3 Analysis of Shadow Models

Ideally, an inference attack should be both effective (i.e., high inference accuracy)

and efficient (i.e., computationally cheap). We investigate which aspects of shadow

models influence attack effectiveness via a case study on MIA, providing guidance for

optimizing their construction.

We first introduce a simple approach, model augmentation [66, 67, 68, 69, 70], to

accelerate shadow model construction. For each trained shadow model, we generate

an augmented version, doubling the total number of shadow models while reducing

the overall construction cost. We target the last fully connected layers, closest to

the model outputs and are commonly utilized in various inference attacks [11, 13, 14,

43, 71]. Conversely, pruning weights in the convolutional layers proves advantageous

due to its impact on a larger number of weights, resulting in more diverse augmented

models. For example, in ResNet18, the last fully connected layer accounts for only

0.46% of the parameters, while the convolutional layers comprise approximately 99%.

Hence, we explore varying levels of weight modification by focusing on either the fully

connected layers (i.e., FC -p) or the convolutional layers (i.e., Conv -p) where a larger

probability p indicates more perturbation in the model weights.

We evaluate various augmentation settings on a MIA algorithm, LiRA [11], using the

CIFAR100 dataset and ResNet18 model. To ensure that augmented models remain
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close to the base architecture while preserving similar generative capacity, we adjust

the scale of weight modifications such that the test error increase is limited to within

10%. Specifically, we set thresholds of 0.1 and 0.2 for FC layers and 0.05 and 0.08

for Conv layers. We first construct base shadow models in quantities of 4, 8, 16, 32,

and 64, and then generate one augmented model for each base model. Consequently,

the total number of shadow models doubles after augmentation for both Conv -p

and FC -p. As shown in Figure 3.1, ori denotes attacks using conventional shadow

models. However, unfortunately, those attacks with augmented models fall short of

expectations in Figure 3.1a. Next, we explore why augmented models are not effective

from three perspectives: consistency, diversity, and randomness.
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Figure 3.1: Attack performance (a) and factors of shadow models (b–d).

Factor ①: Consistency with the target model. Shadow models aim to replicate
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the behavior of the target model and have similar generalization capabilities [43].

Therefore, we consider the consistency between shadow and target models by their

output distributions. We fit training data logits on shadow models to a Gaussian

distribution and measure their overlap with the target model using the Bhattacharyya

coefficient. Figure 3.1b shows that such consistency is dependent on the specific

construction method. Moreover, the level of consistency strongly influences attack

performance: the lower the consistency, the weaker the attack performance, e.g.,

Conv-0.05 and Conv-0.08 cases.

Factor ②: Diversity of shadow models. We further examine how the diversity of

shadow models influences the success of inference attacks on FC-p. To validate this,

we measure the diversity of shadow models using their output entropy and report

the entropy gain from adding more models (starting with four shadow models) in

Figure 3.1c. We find that although more augmented models are used in FC-p, their

diversity increases less than that of conventional shadow models. In other words, they

offer limited additional information to the subsequent attack model, resulting in only

marginal improvements in attack effectiveness.

Factor ③: Randomness of training subsets. Since augmented shadow models

are statically constructed and share the same training subsets as the original models,

we turn to the distribution of these subsets to explain attack effectiveness. For n

shadow models, we randomly construct s distinct training subsets from the auxiliary

data. When n > s, multiple models are trained on the same subset. Figure 3.1d

shows that using totally unique training subsets achieves the best attack performance.

Distinct training allocations enable shadow models to better capture randomness in

data distribution, thereby enhancing inference attack effectiveness.

Summary: The above analysis suggests that effective shadow models should cap-

ture the randomness inherent in both the training process and the training data.

The former necessitates consistency with the target model while ensuring diversity

among shadow models, whereas the latter focuses on distinct training subsets. These
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principles inspire us to design a new shadow model construction algorithm.

3.4 Motivation and Challenges

Our goal is to improve the efficiency of shadow model construction. As a fundamen-

tal component of inference attacks, our threat models are aligned with specific attack

settings. Existing inference attacks [7, 11, 14] typically assume that the adversary

knows (1) the training algorithm T , e.g., the network architecture and loss function

of the target model, enables the training of a similar model from scratch on datasets

of the adversary’s choice; (2) an auxiliary dataset from the same distribution, which

may or may not overlap with the target dataset. Therefore, building on the above as-

sumptions, we address the efficiency issue of shadow model construction by proposing

a shadow pool training framework, SHAPOOL.

Shadow models account for a large proportion of the computational overhead in in-

ference attacks, as each model is trained and operates independently, causing the cost

to scale significantly with the number of shadow models. To address this issue, we

construct shared models that are trained jointly within a single process. The ad-

vantage lies in the reuse of sub-networks across models, which significantly enhances

construction efficiency.

Specifically, we utilize the MoE mechanism [50, 60, 61] to construct a shadow pool of

shared models for inference attacks, as it offers two benefits as follows:

(1) Well-suited structure: An end-to-end activated pathway in MoE can be equiva-

lent to a shadow model of an identical architecture, which allows us to create a large

number of shared models as potential substitutes. Theoretically, an MoE model with

L layers, each containing M experts, can form up to ML unique pathways.

(2) Training efficiency : The sparse activation in MoE effectively scales model pa-

rameters without proportionally increasing computational demands [18]. This design
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enables the reuse of trained experts across different activated pathways, thereby im-

proving the overall training efficiency of the shared models.

However, it is non-trivial to adapt a vanilla MoE to construct the shadow pool due

to the following challenges:

Challenge 1 : Routing Specialization and Fluctuation. Existing routing strate-

gies assign each input to the most suitable experts during inference [61, 62], which

creates an over-specialized mapping between inputs and pathways. Such special-

ization not only hinders the ability to capture diverse model behaviors on identical

inputs [11], but also results in insufficient randomness of training data distribution

across pathways, violating Factor ③. Moreover, the routing fluctuation effect in

MoE [72], where the target expert for the same input can change during training,

leads to unstable and overlapping usage of training data across pathways.

Challenge 2 : Similar Pathways. Although randomness in the training process,

such as weight initialization, mini-batch SGD, and random routing [73], allows vari-

ations in expert performance, shared experts across multiple pathways may still lead

to similar behaviors, violating Factor ②. In an extreme case, only a pair of experts

differ between two highly overlapping pathways. Such similarity leads to redundant

and under-informative shared models for subsequent inference attacks.

Challenge 3 : Generalization Mismatch. The end-to-end activated pathways

exhibit varying degrees of generalization compared to models trained independently,

thereby violating Factor ①, as shown in Appendix Figure 3.4a. For each pathway in

MoE, the training data is typically much smaller compared to that of independently

trained models, which leads to some experts being under-trained. On the other hand,

the sharing mechanism affects the extent of overfitting in individual pathways.
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3.5 Methodology

To overcome the above challenges, we propose SHAPOOL, an MoE-based shadow

pool training framework, where activated pathways serve as effective substitutes for

independently trained shadow models. As shown in Figure 3.2, it includes three

modules, pathway-choice routing, pathway regularization, and pathway alignment, to

maintain similar effectiveness and reduce the computational cost of the construction.

For clarity, we use the terms ’activated pathway’ and ’shared model’ interchangeably

throughout this chapter.

Independent Training SHAPOOL

𝑆𝑀1

𝑆𝑀2

𝑆𝑀3

𝑆𝑀4

𝑆𝑀1
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𝑆𝑀3

𝑆𝑀16

……

Pathway Regularization Pathway Alignment

Pathway-choice RoutingShadow Models Shared Models

LayerLayer

Shadow Model-based Inference Attacks

Figure 3.2: Illustration of SHAPOOL.

Module 1: Pathway-choice Routing. To deal with routing specialization and

fluctuation, i.e., Challenge 1, we propose a pathway-choice routing strategy, which

routes each input to fixed but randomly selected pathways and activates only one

expert per layer during training and inference. This design enables us to maintain

stable correlations between activated pathways and inputs, as well as to ensure a

distinct data allocation for pathway learning.

We implement this pathway-choice routing strategy by establishing a hard mapping

between pathways and disjoint training subsets. Given an MoE model with L layers

and M experts per layer, we first enumerate all possible pathways as a set {Pw}M
L

w=1

where Pw ⊂ RL denotes the indices of activated experts in this pathway. Given a
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training set Dtr, we define B ⊂ R|Dtr|×ML
as a binary mapping matrix, where each

element Bi,w indicates whether the w-th pathway is updated by the input xi from the

training set (1 for update, 0 otherwise). Formally, our pathway-choice router of the

l-th layer for the w-th pathway is defined as

R(xi;w, l) = Bi,w · 1[Pw[l]=k], (3.2)

where 1[Pw[l]=k] is anM -dimensional binary vector indicating which expert is activated

at the layer for the w-th pathway. Then, the output of the l-th expert layer is

formulated as:

h = R(xi;w, l) ·E(xi). (3.3)

E(xi) represents an output matrix of all experts, where each row refers to the output

of a single expert for the input xi. We establish a random yet stable assignment

between experts and inputs by a mapping matrix B. By controlling the overlap of

data points across pathways, we ensure distinct training subsets for shared models

and capture randomness in data distribution.
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Figure 3.3: Illustration of the pathway regularization module.

Module 2: Pathway Regularization. SHAPOOL leverages pathway regulariza-

tion to improve the diversity of shared shadow models to address Challenge 2. The

core idea is to constrain the outputs of experts and produce diverse model predictions

for the same input. We enforce the constraint on activated pathways by introducing
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two loss terms: similarity regularizer and orthogonal regularizer. Inspired by con-

trastive learning [74, 75], SHAPOOL activates a pair of pathways in each iteration

instead of a single pathway to enhance their differences. During training, we ran-

domly select an additional pathway as a reference and update the model parameters

of the activated pathway. Figure 3.3 illustrates one iteration of the training process

for an input.

We first work on the issue of redundant model outputs from different pathways in

SHAPOOL. Since model outputs are a key component in various inference attacks,

particularly against black-box models [7, 13], we introduce a similarity regularizer to

control the alignment of output probability among pathways. Let p = f(x;P ) denote

the prediction probabilities of an MoE model f , where a set of experts along the path-

way P are activated. As shown in Figure 3.3, given that two pathways are activated

in one iteration, their prediction probabilities are represented as p1 = f(x;P1) and

p2 = f(x;P2), where P1 = {. . . , El−1
1 , El

2, E
l+1
2 , . . . } and P2 = {. . . , El−1

3 , El
3, E

l+1
3 , . . . }

respectively. We use the Kullback–Leibler (KL) divergence to measure the similarity

of the output distributions between pairwise pathways [73]. The similarity regularizer

LSR is defined as the negative average of two KL divergence terms calculated from

the prediction probabilities, as follows:

LSR(p1; p2) = −
1

2
(KL(p1||p2) +KL(p2||p1)). (3.4)

We further introduce an orthogonal regularizer to eliminate feature correlation of

experts within a single layer. This is important in extreme cases where a pair of

activated pathways share all but one expert, leading to highly similar predictions

for the same inputs. To address this issue, a strong constraint is imposed from the

perspective of expert outputs to enhance their misalignment. In particular, we turn

to orthogonal regularization [76, 77, 78] to improve the orthogonality effect in the

representation spaces of experts. Rather than using common weight initialization

methods, which may exhibit uncertain orthogonality in the convolutional layer [79]
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3.5. Methodology

and impose overly stringent constraints [76], we apply the regularizer directly to

the outputs of the experts and make their representation space as orthogonal as

possible. Let H1 and H2 denote two sets of internal activations given a pair of

pathways, respectively. We define the orthogonal regularizer LOR as the sum of

the pairwise inner products of the outputs from activated experts across all layers,

formally expressed as:

LOR(H1;H2) =

L∑
l=1

∥∥∥hli · hlj(x)∥∥∥ , (3.5)

where hl
i and hl

j are the outputs of activated experts in the l-th layer for P1 and

P2, respectively. Together with the commonly-used cross-entropy loss LCE for model

accuracy objective, the entire training objective of SHAPOOL with respect to a

training sample (x, y) is to minimize:

L = LCE(p1; y) + αLSR(p1; p2) + βLOR(H1;H2). (3.6)

The hyperparameters α and β are introduced to balance model utility and the diver-

sity strength of two regularization terms. The training objective in Eq.(3.6) forces all

experts to minimize training accuracy errors while maximizing the diversity of their

predictions.
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Figure 3.4: Distribution of shared models in a vanilla MoE and after alignment.

Module 3: Pathway Alignment. Challenge 3 points out that shared models in

MoE tend to misalign with independent models in terms of generalization. Conse-
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quently, this mismatch fails to mimic the behaviors of the target model and degrades

the performance of inference attacks. To demonstrate this, we present the model

output (i.e., scaled logits) distributions for both training (member) and test (non-

member) data points using ResNet18 and CIFAR100 in Figure 3.4a. The red and blue

curves represent the distributions of the target model, while the pink and sky-blue

curves illustrate that of shared models from a shadow pool. Since the target model

is trained independently, we align the outputs of shared models to better resemble

it through pathway alignment. To address this issue, we aim to drive under-trained

experts toward the performance of well-trained ones. The core idea is to enhance the

memorization capacity of these activated pathways and align their behaviors with

those of independent models across different data distributions through a key module

in SHAPOOL termed pathway alignment.

We leverage the commonly used fine-tuning technique to achieve this alignment. A

simple approach is to update specific layers of a pre-trained model while keeping the

remaining weights frozen [80, 81]. Similarly, we update the model parameters along

the activated pathway using a small dataset Dq randomly sampled from Dtr (around

10%). Specifically, after Modules 1 and 2, we randomly select n pathways from the

pre-trained MoE model f and fine-tune them on Dq by minimizing LCE. We reuse a

portion of samples from the overall training setDtr to enrich the data available to each

pathway, since each is initially trained on a considerably smaller subset compared to

independent shadow models. These selected pathways are further trained on more

examples, making their behavior more similar to that of a conventional shadow model

and effectively reducing the mismatch with the target model, as shown in Figure 3.4b.

The Complete Algorithm: We present the pseudocode for SHAPOOL in Algo-

rithm 2, a specialized MoE model designed for the shadow model construction prob-

lem, where activated pathways can replace conventional shadow models in various

attacks. Prior to MoE training, we randomly assign training data to different path-

ways and record the mapping between each input and its corresponding activated
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3.5. Methodology

Algorithm 2 SHAPOOL: MoE-based Shadow Model Construction

Input: MoE model f , training datasetDtr, fine-tuning datasetDq, number of experts
M , number of layers L, number of shared models n

Output: Trained MoE model f , data-to-pathway mapping matrix B, selected path-
way set S

1: // Before training: Pathway-choice routing
2: Randomly split Dtr into ML subsets: Ds

tr

3: Enumerate all possible pathways {Pw}M
L

w=1

4: Construct mapping matrix B between Ds
tr and {Pw}M

L

w=1

5: // In training: Pathway regularization
6: for each (x, y) ∈ Dtr do
7: Randomly select two different pathways P1, P2

8: Compute intermediate output h1 using Eq. (3.3)
9: Compute prediction p1 ← f(x;P1)
10: Compute intermediate output h2 using Eq. (3.3)
11: Compute prediction p2 ← f(x;P2)
12: Update model parameters of f using Eq. (3.6)
13: end for
14: // Fine tuning: Pathway alignment
15: Randomly select n pre-trained pathways S
16: for i← 1 to |S| do
17: for each (x, y) ∈ Dq do
18: Compute prediction p← f(x;Si)
19: Update model parameters of f using LCE(p; y)
20: end for
21: end for
22: return f , B, S

pathway. During training, we promote diversity and informativeness among shared

models by regulating pairwise pathway similarity via Eq.(3.6). Finally, the pathway

alignment module post-processes the trained pathways to align their behaviors with

those of independently trained models across both training and test data distributions.

Last but not least, similar to the shadow model technique, to learn more different

aspects of both data distribution and the training process, we can develop multiple

independent shadow pools, each providing shared models for inference attacks.
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3.6 Empirical Evaluation

This section conducts a comprehensive evaluation of SHAPOOL, demonstrating its

effectiveness and efficiency across existing inference attacks under two distinct sce-

narios:

(1) Resource-Constrained Scenario: There is a limit to training only a small number

of shadow models, such as online inference attacks [53]. In this case, our goal is

to enhance the effectiveness of existing attacks while consuming the same or similar

amount of computational resources.

(2) Resource-Unconstrained Scenario: There are no explicit cost constraints, allowing

for a large number of shadow models, such as offline data auditing or model vulner-

ability analysis [54, 55]. We aim to maintain comparable attack performance while

significantly improving computational efficiency.

3.6.1 Experiment Setup

Datasets and Models. Our evaluation is conducted on three benchmark datasets:

CIFAR100 [82], CIFAR10 [82] and CINIC10, and three typical network architectures:

ResNet18 [83], VGG16 [84], and WideResNet28-10 [85]. For the configuration of

SHAPOOL, we set the number of expert layers L to 4 (3 for WideResNet28-10), the

number of experts M to 4, and the number of shared models n to 64.

Evaluation Protocol and Baseline. A shadow model-based inference attack

pipeline generally consists of three stages: shadow model construction, attack model

construction, and inference execution. We consider the conventional shadow model

construction approach as the baseline (denoted by BASE), where each shadow model

is independently trained on a randomly sampled subset of auxiliary data. Our pro-

posed framework replaces the shadow model construction stage with shared models

from the pool, while the other two stages remain unchanged.
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3.6. Empirical Evaluation

Attack Setup. Following [7, 11, 48, 86, 87], we assume that an adversary knows the

target model’s network structure and possesses shadow datasets similar to the target

data distribution. We evaluate the effectiveness of SHAPOOL by integrating it into

two shadow model-based MIAs.

(1) LiRA [11] requires training multiple shadow models, where half are IN models

trained on the query example, and the remaining half are OUT models that have not

seen the example. It collects scaled logits from shadow models, fits them into two

Gaussian distributions, and uses a likelihood-ratio test to determine the membership

status of the query example. There are two attack modes: LiRA-online, which re-

lies on two Gaussian distributions for members and non-members, and LiRA-offline,

which relies solely on the Gaussian distribution of non-members.

(2) RMIA [48] introduces a fine-grained modeling of the null hypothesis (OUTmodels)

within the likelihood ratio test framework. As with LiRA, it comes in two variants:

RMIA-online and RMIA-offline. By introducing reference models and population

data samples to reduce reliance on shadow models, both modes achieve comparable

performance.

To extend our approach to LiRA and RMIA, we treat shared models from the fine-

tuned pathways (i.e., after pathway alignment) trained on query examples as IN

models, and those from the pre-trained pathways (i.e., before alignment) trained

without query examples as OUT models. We report the attack performance on 1,000

query examples.

Evaluation Metrics. Following existing MIAs [11, 70, 88], we adopt two evaluation

metrics as performance indicators, i.e., Area Under the ROC Curve (AUC) and True

Positive Rate (TPR) at low False Positive Rate (FPR). We use TF1 and TF01 to

denote TPR@FPR=1% and TPR@FPR = 0.1%, respectively. As for computational

costs, we present the wall-clock time (in hours) required for shadow model construc-

tion, along with the corresponding percentage reduction in runtime. We report the

average results over five independent runs with different random seeds.
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3.6.2 Experimental Results

We evaluate the effectiveness of SHAPOOL in two different scenarios, followed by

an investigation into how its several components contribute to the overall attack

performance.

Inference Attacks under Low Computation Budget. We first analyze the

performance of inference attacks under low computational resources, i.e., using a

small number of shadow models. To achieve a similar cost, we use one shadow pool

for SHAPOOL, while BASE uses four shadow models for LiRA-online and two for

LiRA-offline. SHAPOOL removes pathway regularization and uses only a few fine-

tuning epochs when conducting LiRA-offline.

Table 3.1 compares the attack performance of different construction methods. Overall,

SHAPOOL demonstrates superior performance in most cases across various settings.

For instance, SHAPOOL improves AUC by 5%–12% in LiRA-offline and by around

2% in LiRA-online, respectively. We also observe a relatively modest improvement

on the WideResNet28-10 network compared to the other network types, attributed

to its fewer expert layers and less diverse shared models. Besides, SHAPOOL shows

a more significant improvement in LiRA-offline across evaluation metrics than in

LiRA-online. This difference arises because the former attack is less sensitive to

the output distribution of shadow models. These results indicate that SHAPOOL

enhances inference attack performance by replacing independent shadow models with

more shared models at a similar computational cost.

Ultimate Performance of Inference Attacks. We then evaluate the attack power

when a large number of conventional shadow models can be trained. This scenario

aims to validate SHAPOOL’s training efficiency and ultimate attack performance.

Following previous settings [11, 88], we prepare 128 shadow models for LiRA-online

(half IN and half OUT) and 64 for LiRA-offline (all OUT). In this case, we construct

four shadow pools, each randomly sampling 64 pathways as shared models. Table 3.2
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Table 3.1: Attack performance and computational cost of LiRA under the constrained
resource.

Dataset Method
ResNet18 VGG16 WideResNet28-10

AUC TF1 Cost AUC TF1 Cost AUC TF1 Cost

LiRA-offline attack

CIFAR100
Base 0.73 0.22 0.5 0.69 0.16 0.4 0.76 0.30 2.4
SHAPOOL 0.82 0.32 0.4 0.76 0.17 0.5 0.81 0.27 1.9
∆ +0.09 +0.10 - +0.07 = - +0.05 -0.03 -

CIFAR10
Base 0.51 0.06 0.5 0.56 0.04 0.4 0.55 0.08 2.2
SHAPOOL 0.63 0.09 0.5 0.64 0.09 0.4 0.60 0.08 1.6
∆ +0.12 +0.03 - +0.08 +0.05 - +0.05 = -

LiRA-online attack

CIFAR100
Base 0.90 0.34 1.0 0.86 0.25 0.9 0.90 0.36 3.6
SHAPOOL 0.92 0.42 1.0 0.88 0.25 0.9 0.91 0.42 3.4
∆ +0.02 +0.08 - +0.02 = - = +0.06 -

CIFAR10
Base 0.69 0.11 1.0 0.67 0.07 0.9 0.67 0.09 4.4
SHAPOOL 0.71 0.11 1.0 0.69 0.10 1.2 0.69 0.12 4.5
∆ +0.02 = - +0.02 +0.03 - +0.02 +0.03 -

We use = to represent changes in the attack performance smaller than 0.02.

Table 3.2: Attack performance and computational cost of LiRA under the
unconstrained resource.

Dataset Method
ResNet18 VGG16 WideResNet28-10

AUC TF1 Cost AUC TF1 Cost AUC TF1 Cost

LiRA-offline attack

CIFAR100
Base 0.81 0.36 15.4 0.72 0.25 12.1 0.77 0.37 76.8
SHAPOOL 0.84 0.37 1.6 0.78 0.21 2.0 0.82 0.36 7.7
∆ +0.03 = ↓ 90% +0.06 -0.04 ↓ 84% +0.05 = ↓ 90%

CIFAR10
Base 0.57 0.11 16.8 0.54 0.06 13.7 0.56 0.09 70.8
SHAPOOL 0.63 0.13 1.9 0.65 0.10 1.6 0.61 0.09 6.4
∆ +0.06 +0.02 ↓ 89% +0.11 +0.03 ↓ 88% +0.05 = ↓ 91%

LiRA-online attack

CIFAR100
Base 0.95 0.55 30.7 0.90 0.36 24.3 0.93 0.50 153.6
SHAPOOL 0.94 0.53 3.9 0.89 0.31 3.1 0.92 0.48 14.5
∆ = -0.02 ↓ 87% = -0.05 ↓ 88% = -0.02 ↓ 91%

CIFAR10
Base 0.71 0.16 33.7 0.71 0.14 27.5 0.71 0.13 141.6
SHAPOOL 0.70 0.14 4.0 0.69 0.13 4.8 0.70 0.13 18.1
∆ = -0.02 ↓ 88% -0.02 = ↓ 82% = = ↓ 87%

presents the attack performance and computational cost across different settings.

First, for the LiRA-offline attack, our proposed method outperforms the baseline as
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Table 3.3: Attack performance and computational cost of RMIA.

Method
RMIA-offline RMIA-online

AUC TF1 TF01 Cost AUC TF1 TF01 Cost

BASE 0.94 0.53 0.44 7.5 0.94 0.53 0.40 16.0
SHAPOOL 0.93 0.52 0.42 1.8 0.93 0.53 0.39 4.0

∆ = = = ↓ 76% = = -0.02 ↓ 75%

the size of the shadow pools increases, mostly achieving higher attack performance

while significantly reducing the computational cost of conventional shadow model

training by an average of 88.6%. Regarding LiRA-online MIA, SHAPOOL achieves

comparable performance in terms of AUC, with a slight reduction in TPR@FPR=1%.

This is attributed to the high sensitivity and limited robustness of the online mode

to the behavior of shadow models on the training data distribution [11]. Overall, our

SHAPOOL framework improves the efficiency of shadow model training by approxi-

mately 7.7× compared to BASE on LiRA.

Extension to Other Membership Inference Attacks. To further validate the

board applicability of SHAPOOL across different attacks, we report experimental

results on RMIA using ResNet18 and CIFAR100, evaluating AUC, TPR@FPR=1%,

and TPR@FPR=0.1% under the unconstrained setting. Specifically, we compare

the performance of the original RMIA using 64 independent shadow models with

its enhanced version that utilizes shared models from four shadow pools. Table 3.3

demonstrates that unlike previous methods tailored to specific attack strategies, our

approach generalizes across different inference attacks with improved efficiency and

adaptability.

3.6.3 Ablation Study

We investigate how various components in SHAPOOL collectively achieve comparable

attack performance using CIFAR100 and ResNet18.
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Figure 3.5: Impact of various hyperparameter settings on LiRA-offline.

Number of Shared Models. We evaluate the impact of the number of shared

models sampled from the shadow pool on attack performance. We test LiRA-offline

attacks using four different numbers of shadow models: 8, 16, 32, and 64, using

CIFAR100 and ResNet18. Figure 3.5a illustrates a slight performance improvement

in both AUC and TPR@FPR=1% as the number of shared models increases; however,

this effect diminishes when the number exceeds 32, indicating that while a shadow

pool can provide numerous potential shared models, their effectiveness is ultimately

limited.

Number of Shadow Pools. To approximate the ultimate attack performance,

we build multiple shadow pools for shared models in the above experiments. Here,

we examine the impact of varying the number of shadow pools on attack perfor-

mance, ranging from 1 to 4. Figure 3.5b shows that increasing the number of
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Table 3.4: Impact of three loss terms.

LCE LSR LOR AUC TF1

✓ 0.83 0.35
✓ ✓ 0.84 0.36
✓ ✓ 0.87 0.39
✓ ✓ ✓ 0.87 0.42

Table 3.5: Effect of the fine-tuning set |Dq|.

|Dq|
LiRA
-online

LiRA
-offline

1000 (2.5%) 0.28 0.29
3000 (7.5%) 0.41 0.31
5000 (12.5%) 0.40 0.29

shadow pools improves both evaluation metrics, especially a more noticeable effect

on TPR@FPR=1%. This upward trend suggests that SHAPOOL has the potential

to further enhance attack performance beyond the results in Tables 3.2 and 3.3.

Training Objective. Path regularization employs a specialized training objective to

enhance the diversity of shared models. Here, we examine the relative contributions

of its loss terms: LCE, LSR, and LOR. The results in Table 3.4 indicate that LOR

plays a crucial role in attack performance, whereas adding LSR results in only a slight

improvement in AUC and TPR@FPR=1%, as LOR imposes a more direct restriction

on the experts.

Regularization Strength. We further investigate the impact of the regularization

strengths α and β. To control the experiment, we set the other hyperparameter to zero

when testing either one. Regarding the hyperparameter α, Figure 3.5c demonstrates

that the attack performance remains stable as long as α is not very large (e.g., α ≤

0.05). And β has a similar effect on attack performance in Figure 3.5d. As such, in

our experiments, we set it to a value smaller than 0.01. The two regularizers positively

influence attack performance when setting their contribution to an appropriate scale.

Table 3.6: Effect of the training set
|Dtr| on TF1.

|Dtr|/|DA0
| LiRA-online LiRA-offline

1.0 0.33 0.22
1.2 0.37 0.28
1.4 0.38 0.30
1.6 0.36 0.32

Table 3.7: Effect of the number of ex-
perts.

M LiRA-online LiRA-offline

3 0.39 0.35
4 0.42 0.33
5 0.44 0.32
6 0.47 0.28
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Size of Training Set |Dtr|. SHAPOOL constructs a shadow pool with numerous

shared models, resulting in more parameters compared to a single shadow model,

which naturally demands more training data. We now examine the impact of training

set size on attack performance, relative to the size of the training subset used for

conventional shadow model training. Table 3.6 presents the results for different scales

of training datasets. |DA0| represents the size of the training subset for a shadow

model trained independently. Both |Dtr| and |DA0 | are sampled from the auxiliary

dataset, but we use different notations to distinguish the training set of the shadow

pool from that of an individual shadow model. We observe that the performance

of SHAPOOL improves significantly after incorporating an additional 20% of data

points, and then stabilizes with further increases.

Number of Experts. The above experiments use four experts in SHAPOOL for

ResNet18 by default; now, we explore whether other settings influence the attack

performance. As shown in Table 3.7, we find that introducing more experts improves

attack performance, especially for the LiRA-online attack, as more experts enhance

the diversity among shared models.

Size of Fine-tuning Set |Dq|. Pathway alignment fine-tunes the selected pathways

to reduce generalization mismatch on the training set Dq. Here, we examine the effect

of the fine-tuning training set size, as shown in Table 3.5. The percentage represents

the ratio of Dq to a training set Dtr. Notably, there is an overlap between Dq and

Dtr, indicating that the training set can be reused without introducing new data. We

find that even a small fine-tuning dataset can achieve stable attack performance.

Fine-tuning Epochs. We explore the effect of the fine-tuning epochs in pathway

alignment, as shown in Figure 3.6. The results show that the fine-tuning epoch has a

limited effect on the LiRA-offline attack, while a larger epoch (e.g., greater than 15)

leads to nearly stable attack performance for both attacks. This difference stems from

specific algorithms: LiRA-offline relies on non-member output distributions, which

are initially similar in Figure 3.4. This demonstrates that our pathway alignment
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Figure 3.6: Effect of Fine-tuning Epoch.

requires minimal fine-tuning costs to mitigate generalization mismatch.

3.7 Chapter Summary

Targeting the efficiency bottleneck of shadow model construction, a core component of

inference attacks, we propose an attack-agnostic solution to address this issue. Instead

of independently training shadow models in a conventional manner, we construct a

large number of shared models and train them jointly within a single process using

the MoE mechanism. While this reuse of sub-networks improves the construction

efficiency, dependent shadow models may negatively impact the attack performance.

Our approach replaces conventional shadow models with shared models, significantly

reducing construction costs while preserving competitive attack performance across

various datasets. Moreover, it can be seamlessly integrated into a wide range of

inference attacks. Future work can explore refined parameter-sharing strategies to

further balance attack efficiency and effectiveness. Additionally, adaptive shadow

model training mechanisms remain an interesting direction.
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Chapter 4

Property Inference Attacks against

Vertical Federated Learning

4.1 Introduction

With consideration for data privacy and security, FL [32] is proposed to train a high-

quality model collaboratively across parties without centralizing their data. FL can

be categorized into two types based on how data is partitioned within a feature and

sample space: HFL and VFL. In contrast to HFL, where parties typically possess data

with identical feature spaces, VFL operates on decentralized data sharing the same

sample IDs while having different features [16, 89]. Application cases of VFL appear

in finance, e-commerce, and healthcare [90, 91, 92]. As an example in Figure 4.1, for

an e-commerce platform and bank institution, VFL offers a solution to merge distinct

and distributed training samples, enabling them to develop a powerful loan prediction

model without accessing original private records.

Typically, a VFL system has two types of parties: passive party that solely holds sam-

ple features, and active party that supplies both sample labels and features. Each

party constructs a bottom model based on its own private dataset, uploads interme-
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Vertical Federated Learning

Target property

Bank 

Institution

E-commerce 

Platform

Sample ID

Sample ID

Figure 4.1: An example of PIA in a two-party VFL setting. Consider a VFL system
where an e-commerce platform and a bank institution collaboratively develop a loan
prediction model using their overlapping samples. The e-commerce platform infers
the statistical distribution of educational degrees for common users and adjusts ad-
vertising policies for this population.

diate outputs to a top model controlled by an active party, and subsequently updates

the bottom model based on intermediate gradients from the top model [93]. While

VFL keeps each party’s private data locally, it is susceptible to various privacy at-

tacks. Recent studies have thoroughly investigated these threats, including feature

inference attacks [17, 89, 94, 95, 96] and label inference attacks [16, 97, 98, 99]. The

former entails adversaries reconstructing private data from model updates exchanged

across parties, whereas the latter reveals sensitive label information of training sam-

ples [16]. Both attacks target the record-level privacy leakage of VFL as they operate

on individual training samples.

Different from previous privacy studies, this chapter pioneers the investigation of PIAs

against VFL, which target distribution-level privacy leakage. In PIAs, an attacker

can infer the characteristics and statistical information about a specific property of

interest (i.e., target property) in a training set. Such distribution-level information

leakage may cause privacy breach [9, 13] or intellectual property infringement [13, 14],

as an example provided in Figure 4.1. Understanding and exploring such privacy

leakage helps shed light on privacy protection in VFL.
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Unfortunately, existing works [100, 101] are not directly applicable to the VFL set-

ting due to the following fundamental differences. At first, existing PIAs, designed

for centralized learning or HFL, are impractical for VFL as they often require the

training of shadow models on the full feature space [9, 13, 14, 100, 102]. However, an

adversarial party in VFL has access to partial feature space, which makes it unable to

replicate the complete training procedure. Besides, the heterogeneous feature spaces

within VFL provide limited information for an adversarial party [101]. This restricts

the effectiveness of PIAs based on attribute inference attacks (AIAs) [103, 104], which

heavily relies on a strong correlation between the target property and the task label,

as well as on the availability of adversarial knowledge [100]. These limitations moti-

vate our contributions towards a specific approach and a thorough analysis for VFL

settings.

To bridge this gap, we deeply investigate property information leakage within a par-

tial feature space controlled by a malicious party in VFL. The essence of property

inference is that different fractions of the training set on a target property may lead

to distinction on model outputs or parameters [9, 13, 14]. Such a distinction can also

be reflected in VFL intermediate results (i.e., outputs and gradients). This leads us

to discover that the scale of divergences in the Lp-norm distribution of intermediate

results is aligned with the fractional gap between two different populations. Building

on this, we propose a novel PIA framework for VFL, named ProVFL, which infers the

fraction of a target property based on the observed Lp-norm distributions of interme-

diate results. ProVFL comprises a distribution comparison module and a correlation

augmentation module. In the first module, we randomly sample various populations

with different fractions and learn the correspondence between Lp-norm distributions

of intermediate results. To further enhance the attack effectiveness, we conduct a

theoretical analysis of the factors influencing its performance and incorporate the

correlation augmentation module. The second module incorporates two methods: (1)

a label replacement technique that discreetly substitutes the original labels with the
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target property, embedding more relevant information into the VFL system, and (2)

a model refinement strategy that enhances the attacker’s bottom model by utilizing

supervised knowledge of the target properties and amplifying distribution disparities

between populations. Experiment results demonstrate that both of them are effective

in decreasing estimation errors of property inference.

The main contributions of this chapter are summarized as follows: (1) We propose a

novel PIA framework for VFL, named ProVFL. To the best of our knowledge, this

is the first work to investigate PIAs within VFL while achieving low estimation er-

rors. (2) To achieve property inference, we devise a distribution comparison module

by creating various intermediate-result populations with different proportions. This

module can learn the relationship between Lp-norm distributions and their fractions.

(3) Motivated by our theoretical analysis, we develop label replacement and model

refinement approaches in the correlation augmentation module to enhance the effec-

tiveness of PIAs. These approaches can amplify property information leakage while

improving attack performance. (4) We validate the effectiveness of ProVFL on four-

teen target properties in five real-world datasets. Also, several defenses are explored

to safeguard against such leakage risk.

4.2 Related Work

4.2.1 Property Inference Attacks

Unlike privacy breaches targeting specific training samples [105, 106] or model param-

eters [107, 108], PIAs aim to infer statistical information about a training set, such as

the proportion of samples related to a specific target property in the dataset. By con-

structing a batch of shadow models and training a meta-classifier, various PIAs have

been introduced across different architectures, including neural networks [10, 102],

generative adversarial networks [109], graph neural networks [100], and diffusion mod-
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els [110, 111]. Their core idea is that similar training datasets result in comparable

model performance, either in terms of model predictions [9, 102] or model parame-

ters [10]. Another method based on AIAs recovers the attribute values of training

samples and subsequently summarizes them [109, 111]. This approach relies on the

correlation between inferred attributes and labels, as well as the adversarial knowledge

available [7, 100].

PIAs have also been extended to collaborative learning contexts [57, 102, 103, 112].

Melis et al. [103] utilize snapshots of the global model to construct a batch property

classifier in HFL. The classifier can infer properties related to a subset of the train-

ing inputs or detect when a specific property is present in the training data. Like

shadow-training methods, [102] examines the disclosure of properties in a multi-party

environment through model predictions. These studies focus on PIAs in HFL, while

the risk of property leakage in VFL has received little attention. Our work bridges

this gap by revealing that an adversarial party can make highly accurate inferences

about target properties, highlighting the immediate threat of property information

leakage in VFL.

4.2.2 Defenses against Property Inference Attacks

Intuitive defensive techniques, such as adding noise or removing sensitive properties,

are not effective at protecting against property leakage. Previous research suggests

that differential privacy [113], which is designed for individual privacy protection,

offers limited mitigation [9, 13, 102]. Due to inherent correlations across features,

removing sensitive attributes cannot solve property leakage inherently [102]. As for

FL, another strategy is to reduce the amount of information exchanged between

parties, such as by sharing fewer gradients [103, 114] and adding noise to model

updates [10, 57, 115]. However, these techniques fail to provide adequate protection

while maintaining acceptable model utility. Hence, there is a lack of rigorous and
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powerful defenses against distribution-level information leakage [14, 47].

4.3 Threat Models

4.3.1 Record-level Intermediate Results in VFL

Following [93, 116], we consider a typical VFL setting in whichK parties {P1, P2, ..., PK}

use N overlapping data samples Dtr = {(xi, yi)}Ni=1 to train a machine learning model.

Each sample xi is constructed by joining the distributed features xk
i ∈ Dk across par-

ties and the label yi ∈ Y is provided by the active party. Upon preparing the training

set, Pk utilizes its local dataset to train a bottom model fθk parameterized with θk.

Let vk
i denote its intermediate output, i.e., vk

i = fθk(x
k
i ). A top model hϕ aggregates

all intermediate outputs in a certain way, e.g., by concatenation, where ϕ denotes the

top model parameter. Let vi = [v1
i ,v

2
i , . . . ,v

K
i ] denote the concatenated vector of xi.

Subsequently, hϕ makes the final prediction as hϕ(vi) and computes corresponding

gradients by minimizing the following objective function:

L =
1

N

N∑
i=1

ℓ
(
hϕ

(
fθ1

(
x1
i

)
, ..., fθK

(
xK
i

))
, yi

)
, (4.1)

where ℓ is a loss function, e.g., the cross-entropy function. The active party calculates

the loss using Eq.(4.1) and updates the top model using ∇ϕL. Next, the active party

computes the partial gradients for each bottom model and sends them back. Finally,

each party updates its respective bottom model accordingly.

Unlike aggregated model updates in HFL, a VFL adversary could acquire fine-grained

exchanged information, including record-level intermediate output and gradient. In-

tuitively, a party Pk can access the intermediate output of a training sample xk
i

with its bottom model, i.e., vk
i . Moreover, common sample IDs in VFL expose the

intermediate gradients of individual data points to the active party who can ob-

tain record-level intermediate gradients by replaying the optimization process, i.e.,
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gk
i = ∇vk

i
ℓ(hϕ(vi), yi). However, passive parties only observe aggregated gradients

of multiple samples [89] due to lacking control over the top model or access to label

information.

Before introducing possible adversarial knowledge, we define AO and AG as record-

level intermediate outputs and gradients derived from the adversarial party’s data

points, respectively. Similarly, VO and VG refer to record-level intermediate outputs

and gradients associated with the victim party’s data points.

4.3.2 Adversary’s Objective

We investigate PIAs in the context of VFL, where an adversarial party Pk infers statis-

tical information about a sensitive attribute owned by a victim party. Formally, given

a target property p, a training bottom model fθk and external adversarial knowledge

Ω, a PIA model can be defined as follows:

A : {p, fθk , Ω} → t, (4.2)

where t is the predicted fraction of p in the victim party’s training dataset.

4.3.3 Adversary’s Capacity

We assume that an attacker can gather some auxiliary data, with each sample labeled

as either having or not having the target property. This is an assumption commonly

made by other PIAs [10, 13, 14], where a key difference is that we consider those

data from the adversarial party’s feature space rather than the victim party’s, as

accessing data from other parties is typically challenging in VFL. To achieve this, an

attacker might inquire about inferred properties from a subset of their users or adopt

other attacks, e.g., feature inference attacks [89, 117, 118] to reconstruct some noisy

samples from the victim party’s side in advance.
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With auxiliary data, an adversarial party can receive different amounts of informa-

tion, including knowledge of intermediate results and the top model, to cause property

leakage. Considering the adversary’s role in VFL, we examine its adversarial knowl-

edge Ω under two cases:

(C1) Active party as the PIA adversary: Given that the active party provides

label information and typically possesses more computational resources, it often un-

dertakes the training of the top model [16]. Hence, in this scenario, the adversar-

ial knowledge encompasses four types of intermediate results and a controllable top

model, i.e., Ω = {AO,AG,VO,VG, hϕ}.

(C2) Passive party as the PIA adversary: Compared to the active party, a

passive party has access to less adversarial knowledge because its bottom model is

the only controllable component. Consequently, in this case, we explore property

leakage of VFL when an attacker relies solely on its record-level intermediate outputs

during the training process, i.e., Ω = {AO}.

4.4 Key Observation

In this section, we first provide insights into what reveals property information to

attackers in VFL, which motivates us to design a specific PIA for VFL.

Table 4.1: The distance comparison of different norm options.

∆ Norm Option KL ↑ JS ↑ BC ↓

25%
L1-norm 0.0017 0.0202 0.9684
L2-norm 0.0000 0.0012 0.9990
L∞-norm 0.0004 0.0095 1.0000

100%
L1-norm 0.0327 0.0876 0.8692
L2-norm 0.0086 0.0458 0.9665
L∞-norm 0.0145 0.0592 0.9856

∆ means the fraction gap between the two distributions about the target properties.
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(a) L1-norm: ∆ = 100%
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(b) L1-norm: ∆ = 75%
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(c) L1-norm: ∆ = 50%
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(d) L1-norm: ∆ = 25%
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(e) L2-norm: ∆ = 100%
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(l) L∞-norm: ∆ = 25%

Figure 4.2: Distributions of VO between different training datasets.

The norms of latent outputs and gradients of a neural network hold a substantial

amount of semantic information [119, 120, 121], which motivates many research areas,

including person recognition [122, 123, 124] and model explanations [125, 126, 127].

We expect that such norms encompass side information about target properties and

project intermediate results of training samples closer to those with similar properties.

To validate this conjecture, we present a case study about property information leak-

age of VFL in a real-world dataset. At first, we classify training samples with the

target property as property samples and those without as non-property samples. We

construct two kinds of datasets, D0 and D1, each comprising 2,000 sampled data

points. Four different D0 contain {0%, 25%, 50%, 75%} of property samples and the

remaining are non-property samples, respectively, while D1 only contains property
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samples. Hence the fraction gaps between D0 and D1 on the target property are

{100%, 75%, 50%, 25%}. Subsequently, we collect the victim party’s intermediate

outputs (i.e., VO) of each sample in these sets and present their L1-norm, L2-norm

and L∞-norm distributions in Figure 4.2. We find that the difference becomes less

pronounced as the fractional gap decreases. For example, the overlap between dis-

tributions is significantly greater in the ∆ = 25% scenario than in the ∆ = 75%

case, regardless of the norm option. We further present a quantitative analysis of

distances between these distributions in Table 4.1, using KL divergence (KL), JS

divergence (JS), and Bhattacharyya coefficient (BC). Regarding for different norm

options, the results indicate that the L1-norm type effectively captures differences

between distributions, leading it as the default norm function in the following.

The above observation shows that the norms of intermediate results contain property-

related information, indicating a correspondence between the Lp-norm distributions

of intermediate-result populations and their inherent fractions. Drawing inspiration

from this, we leverage distribution-level differences to identify the statistical charac-

teristics of a target property. The following section details the process of our proposed

PIAs by learning such correspondence in VFL.

4.5 Methodology

Exchanged intermediate results among VFL parties inadvertently expose property

information to possible adversaries during training. Based on that, we propose a

novel framework of PIAs in VFL, named ProVFL, in which an adversarial party

can identify the exact fraction of a target property owned by other parties with low

inference error. It involves two modules: distribution comparison (DC) exploits the

correspondence between intermediate-result distributions and fractions of the target

property to infer property information, and correlation augmentation (CA) increases

the property leakage of VFL to boost the attack performance. Within the CA module,
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we design two approaches, label replacement and model refinement, to achieve better

attack performance. We introduce each module of ProVFL in detail below.

Algorithm 3 Distribution Comparison: Using Intermediate Results to Infer Property
Information in VFL

1: Input: Dir
k (intermediate results of Dk), D

ir
aux (intermediate results of Daux), R (attack

training set size), Q (number of distribution queries), M (sample size per query), q
(step size of fraction interval)

2: Output: Predicted property fraction in Dir
k

3: Split Dir
aux into property and non-property sets: D+

rep, D
−
rep

4: Datt ← [ ] ▷ Initialize attack training set
5: for i = 1 to R do
6: r ← random sampling({0%, q%, . . . , 100%}, 1)
7: D0 ← random sampling(D+

rep, r ·M) ▷ Sample property instances
8: D1 ← random sampling(D−

rep, (1− r) ·M) ▷ Sample non-property instances
9: x← L1 norm(D0 ∪D1) ▷ Extract distributional representation
10: Datt ← Datt || (x, r) ▷ Append to attack set
11: end for
12: gφ ← TRAIN(gφ;Datt) ▷ Train the attack model
13: Pr ← [ ] ▷ Store predicted property fractions
14: for i = 1 to Q do
15: Dq ← random sampling(Dir

k ,M)
16: xq ← L1 norm(Dq)
17: Pr ← Pr || gφ(xq)
18: end for
19: return mean(Pr)

4.5.1 Distribution Comparison

The core idea behind DC is to create multiple intermediate-result distributions with

different fractions and then compare these to the victim party’s distribution. To

achieve this, DC involves three phases: (1) Distribution generation constructs var-

ious intermediate-result populations from auxiliary data. (2) Regression ensemble

learns the correspondence to target properties by developing a set of regression mod-

els. (3) Property inference identifies the fraction of the victim party’s dataset. We

assume that an adversarial party initiates a PIA at the eSEC-th training epoch. As

Algorithm 3 presents, DC is performed as follows:
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1) Distribution generation (Lines 1-7). In this process, the adversary aims to

construct pairwise training data points for an attack model by sampling intermediate

result populations with varying fractions related to the target property.

Given a specific kind of intermediate result to use, such as one of {AO, AG, VO,

VG}, the attacker, e.g., Pk, first extracts these from auxiliary dataset Daux and the

attacker’s training dataset Dk, respectively. Each sample in the auxiliary dataset

originates from the adversary’s feature space and is additionally labeled to indicate

the presence of the target property. Such data can be collected from a subset of

users on the adversary’s side or inferred using advanced feature inference attacks.

We define them as Dir
aux and Dir

k , where each record corresponds to the intermediate

result representation of an individual sample. Next, the adversary creates a fraction

candidate set {0%, q%,..., 100%} with a q% interval. For its fraction element r, DC

creates an intermediate-result subset where r of the samples corresponds to property

samples, while the remaining 1 − r of the subset belongs to non-property samples.

Subsequently, we construct the L1-norm distribution of this subset by concatenating

the L1-norm values of all elements. We use ẑ = [∥z1∥1 , ∥z2∥1 , . . . , ∥zM∥1] ∈ R1×M ,

where ∥·∥1 denotes the L1-norm function and zi is the intermediate result of a training

sample. Finally, we obtain an attack data point (ẑ, r) and then establish an attack

training set Datt for each kind of intermediate result in a similar way.

2) Regression ensemble (Line 8). After preparing the attack training set, DC em-

ploys regression models to learn the relationship between L1-norm distributions and

fractions. These regression models serve as the attack model for property inference.

We use gφ to refer to a regression model with φ representing its parameters and train

it to minimize the total sum of absolute errors between predicted and actual fractions

in Datt, formulated as φ← argmin
φ

1
|Datt|

∑
(ẑ,r)∈Datt

ℓ (gφ(ẑ), r), where ℓ denotes a loss

function used in regression tasks, such as mean squared error.

When multiple types of intermediate results are observable in C1, we employ ensemble
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methods by combining regression models trained on different types of attack train-

ing sets to improve overall prediction accuracy. Specifically, each regression model

is initially trained independently using a specific type of intermediate result. The

predictions from all models are then aggregated into an ensemble by averaging their

outputs. This ensemble is ultimately used to predict property inference. For the C2

scenario, only a single regression model is necessary.

3) Property inference (Lines 9-13). To estimate the proportion of a target property

within the victim party’s dataset, an attacker queries the attack model using the L1-

norm distributions of the training samples they can access.

The attacker randomly selects M data points from Dir
k to construct a distribution

vector, uses it to query the attack model, and obtains the predicted fraction. To

enhance the robustness and accuracy of property inference, we generateQ distribution

vectors and use the average of their predicted fractions as the final result. When

multiple types of intermediate results are accessed, the attacker performs the above

process independently for each type. This involves obtaining distribution vectors

for all kinds of intermediate results and ultimately querying the ensemble model to

achieve property inference.

4.5.2 Theoretical Analysis

Intuitively, enhancing the representational capabilities is advantageous for inference

attacks related to the target property, as it enables an adversary to more clearly dif-

ferentiate between property and non-property samples. We now analyze and demon-

strate this point from a theoretical perspective. Following previous works [13, 14], we

reduce exact property estimation into a binary classification task to distinguish two

worlds. Then, a simplified PIA is to classify the following worlds:

World 0: The VFL has an intermediate-result distribution D0 whose proportion of

the target property is t0.
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World 1: The VFL has an intermediate-result distribution D1 whose proportion of

the target property is t1.

We introduce distinguishing accuracy (DAcc) to measure how well an adversary can

distinguish between D0 and D1. This metric signifies the probability of an adversary

accurately discerning between two distributions when it can access two datasets ran-

domly sampled from D0 or D1, respectively. Now, we provide an upper bound of the

distinguishing accuracy as follows.

Theorem 1 (The upper bound of distinguishing accuracy). Given that t∗ represents

the prior probability of a sample having the target property, q is the fraction difference

between two datasets, the distinguishing accuracy is bounded as:

DAcc ≤
1 +

√
1−

(
1 + q(c−t∗)

t∗(1−c)

)−N

2
,

(4.3)

where c = Pr[p = 1|z] denotes the conditional probability of an observed intermediate

result owning the target property, and N denotes the size of an intermediate-result

dataset.

Proof. Let Z denote a particular type of intermediate results, i.e., Z ∈ {AO,AG,VO,VG}

and z ∈ Z as one of its elements. According to the corresponding probability density

function, two distributions D0 and D1 can be expressed as follows:

D0 : ρ0 = t0Pr[z|p = 1] + (1− t0) Pr[z|p = 0],

D1 : ρ1 = t1Pr[z|p = 1] + (1− t1) Pr[z|p = 0].
(4.4)

Without loss of generality, we consider the case when q = t0 − t1. Then, given

t∗ = Pr[p = 1], and according to Eq.(4.4), we have:

ρ0 = (t1 + q)
Pr[z]Pr[p = 1|z]

Pr[p = 1]
+ (1− t1 − q)

Pr[z]Pr[p = 0|z]
Pr[p = 0]

= (t1 + q)
Pr[z]c

t∗
+ (1− t1 − q)

Pr[z] (1− c)

1− t∗
.

(4.5)

Similarly,

ρ1 = t1
Pr[z]c

t∗
+ (1− t1)

Pr[z] (1− c)

1− t∗
. (4.6)
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Combining Eq.(4.5) and Eq.(4.6), we can derive:

ρ0
ρ1

= 1 +
q (c− t∗)

t1 (c− t∗) + t∗ (1− c)
≤ 1 +

q (c− t∗)

t∗ (1− c)
. (4.7)

The KL-divergence distance dKL between ρ0 and ρ1 can be written as

dKL (ρ0||ρ1) =
∫

ρ0 (z) log

(
ρ0 (z)

ρ1 (z)

)
dz ≤

∫
ρ0 (z) log

(
1 +

q (c− t∗)

t∗ (1− c)

)
dz

= log

(
1 +

q (c− t∗)

t∗ (1− c)

)∫
ρ0 (z) dz = log

(
1 +

q (c− t∗)

t∗ (1− c)

)
.

(4.8)

Based on the derivation above and previous work [47] , for two datasets D′
0 and D′

1

containing N data points from D0 and D1, respectively, we achieve that:

DAcc ≤ 1 + dTV (D′
0, D

′
1)

2
≤

1 +

√
1− e−dKL(D′

0||D′
1)

2
≤

1 +

√
1−

(
1 + q(c−t∗)

t∗(1−c)

)−N

2
,

(4.9)

where dTV (·, ·) is the total variation distance between two probability measures.

Based on it, we derive Corollary 1, which further indicates potential enhancement

strategies by increasing the correlation between observed representations and the

target property.

Corollary 1. The upper bound of the distinguishing accuracy is a monotone increas-

ing function about the posterior probability of an observed representation owning the

target property.

Proof. Let f (x) =
√

1− (1 + x)−N , where x = q(c−t∗)
t∗(1−c)

. Given that t∗ is a constant

and q is fixed, it is clear that as x increases, the function f (x) also increases. We find

the first derivative of x with respect to c as follows:

∂x

∂c
=

qt∗ (1− t∗)

[t∗ (1− c)]2
> 0. (4.10)

Consequently, x monotonically increases with increasing c, resulting in the increase

of f (x).
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Theorem 1 presents an upper bound on the attack power of an adversary who seeks

to distinguish between two distributions, while Corollary 1 points out that the bound

arises with the conditional probability of an observed representation owning the target

property. It implies avenues for improving the attack performance by controlling the

correlation between observed representations and target property. Motivated by these

insights, we present two enhancement approaches in the following module.

4.5.3 Correlation Augmentation

Based on the theoretical evidence, we introduce label replacement (LR) and model

refinement (MR) in this module for two adversarial cases C1 and C2. The core idea

is that an adversary transforms intermediate results into highly indicative represen-

tations of the target property and intentionally amplifies the disparity between the

distributions of intermediate results.

Label Replacement. Inspired by existing poisoning attacks [13, 14], label replace-

ment involves an attacker substituting the original task label and thus infusing super-

vised property information in the entire VFL system. Specifically, an adversary acted

by the active party, e.g., Pk, possesses the capability to control label information.

Before the VFL training, it secretly replaces the task label yi with the property label

pi for each sample xk
i in auxiliary data, where pi = 1 if it belongs to a property sam-

ple, otherwise pi = 0. Subsequently, the VFL system undergoes supervised learning

about the target property, intensifying the association between intermediate results

and the target property.

This method does not need access to the top model’s training since the label manip-

ulation can be carried out independently. Yet, only the active party with auxiliary

data is empowered to use this enhancement. In addition, since most VFL systems

are developed on extensive datasets, poisoning a small fraction of training data has a

negligible impact on overall performance as demonstrated in our experiments later.
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Model Refinement. Another approach to enhance the effectiveness of PIAs is

to induce the adversary’s bottom model to leak more property information through

supervised learning and output constraints.

During the training process, the adversary controls its bottom model entirely. It at

first adds randomly initialized layers on top of the bottom model, and refines the

bottom model by learning supervised knowledge from auxiliary data. Formally, an

adversarial party Pk introduces a prediction layer fθT with parameters θT . Using the

intermediate output of its bottom model as input, fθT is used to make decisions for

a binary property classification task. Then, the supervised learning objective on the

adversary party’s side is to minimize:

Ls =
1

|Daux|
∑

(xk
i ,pi)∈Daux

ℓ
(
fθT

(
fθk

(
xk
i

))
, pi

)
, (4.11)

where ℓ denotes as a loss function. By optimizing Ls, more information related to

the target properties is exposed to the adversarial party.

Besides supervised property information, the difference between intermediate results

of property and non-property samples is another factor for a successful PIA. Intu-

itively, a wider distribution gap between property and non-property samples results

in easier property inference. To exaggerate this distinction, we propose an output

loss function for updating the adversary’s bottom model as follows:

Lo = −
1

|Daux|
∑

(xk
i ,pi)∈Daux

p′i

∥∥∥fθk (xk
i

)∥∥∥
1
, (4.12)

where ∥·∥1 is the L1-norm function and p′i = −1 for a non-property sample, and 0

otherwise. Lo increases the norm value of property samples and suppresses the norm

value of non-property samples, making their intermediate output distributions more

dispersed.

Finally, by combining the aforementioned two loss functions, the attacker aims to

minimize the final objective function as follows:

L = Ls + λ · Lo, (4.13)
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where λ is a hyperparameter for balancing two terms. The attacker’s bottom model is

updated along with the optimization process. Conventional optimization techniques

like stochastic gradient descent can be applied to solve the first term Ls. Regarding

the second term Lo, we follow previous work [128] to optimize it and then update the

adversary’s bottom model.

Algorithm 4 Passive and Active Property Inference Attacks for Two-party VFL

1: Input: x1 (features from passive party), x2, y (features and labels from active party),
p (property), η (learning rate), fθ1 (passive party model), fθ2 (active party model), hϕ
(top model owned by active party), fθT (auxiliary model for inference attack)

2: Output: Trained models fθ1 , fθ2 , hϕ
3: for each epoch do
4: for each mini-batch (x1,x2, y) do
5: y ← p ▷ LR: Replace y with property p for attack
6: v1 ← fθ1(x

1) ▷ Passive party forward pass
7: v2 ← fθ2(x

2) ▷ Active party forward pass
8: v← [v1;v2] ▷ Concatenate representations
9: L ← ℓ(hϕ(v), y) ▷ Active party computes loss
10: Compute gradients: ∇hϕ

L, ∇v1L, ∇v2L
11: Update fθ1 using ∇v1L ▷ Passive party update
12: Update fθ2 and hϕ using ∇v2L, ∇hϕ

L ▷ Active party update

13: Dir ← {v1,v2,∇v1L,∇v2L} ▷ DC: Store for passive attack DC
14: h← fθT (v1) ▷ MR: Attack by passive party; use v2 for active
15: Lo ← ℓ(h, p) ▷ MR: Compute loss via Eq.(4.12)
16: Update fθT and fθ1 ▷ MR: Update attack model
17: end for
18: end for
19: return fθ1 , fθ2 , hϕ

In summary, both LR and MR approaches benefit from supervised learning, enhanc-

ing the representative capacity of intermediate results regarding the target property.

MR goes further by making distribution gaps more distinguishing by restricting the

attacker’s bottom model outputs. Additionally, MR operates across different adver-

sary’s capacities, allowing arbitrary parties in VFL, whether passive or active, to

enhance attack performance with the help of auxiliary data. Therefore, for C1, we

apply both MR and LR approaches simultaneously, while for the C2 scenario, we uti-

lize MR solely. We present the complete attack pipeline involving the three modules
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in Algorithm 4.

4.6 Empirical Evaluation

4.6.1 Experimental Setup

Datasets. As most of the datasets used in VFL research are tabular type [93], we

evaluate our attack on five popular tabular datasets as follows:

1) Adult [129, 130]: The Adult dataset comprises 44,355 records of US census data.

Following the exclusion of final weight and duplicate entries, we frame a classification

task aimed at predicting whether an individual’s salary exceeds $50,000. Within this

dataset, we use sex, race, and workclass as private attributes vulnerable to potential

inference attacks.

2) Census [14, 129]: As a repository of US census information, the Census dataset

offers greater depth than the Adult dataset, comprising 299,285 records with 41 fea-

tures. Similar to the Adult dataset, we utilize a binary classifier trained on the Census

data to predict whether an individual’s income exceeds $50,000 annually.

3) Bankmk [14, 129]: The Bankmk dataset, also known as Bank Marketing, comprises

45,211 records detailing a banking institution’s marketing campaigns. A binary clas-

sification model is trained on this dataset to forecast whether a client has subscribed

to a term deposit. In this analysis, we designate month, marital, and contact as pri-

vate attributes.

4) Health: The Health dataset, called Health-Heritage, encompasses over 60,000

medical records. In line with prior research [102], we omit the Year and Mem-

berID attributes before utilizing it to train a binary classifier aimed at predicting

max CharIsonIndex. In this context, we consider Sex and AgeAtFirstClaim as the

target properties vulnerable to inference by potential adversaries.
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5) Lawschool 1 [131, 132]: The Lawschool dataset, sourced from the Law School

Admissions Council, comprises 96,584 records detailing various attributes of law stu-

dents, including gender, LAST score, and GPA, among others. It constitutes a binary

classification task to predict whether a student will secure admission. Within this

dataset, we designate race, resident, and gender as attributes susceptible to infer-

ence.

6) Texas [133]: The Texas hospital dataset consists of inpatient stay records collected

from multiple healthcare facilities, based on the Hospital Discharge Data from 2006

to 2009. It contains over 67,000 samples, each represented by 6,169 binary features,

and covers 100 output classes. The dataset is characterized by its high dimensionality

and extreme sparsity. In our experiments, we consider two different attributes from

this dataset as target properties.

To simulate the VFL scenario, we evenly distribute the feature space of training data

to different parties by default.

Table 4.2: Dataset description and target properties considered.

Dataset Feature Class Size Attribute Num Target Fraction Abbr.

Adult 14 2 44,355
sex 3 Male 66.21% A-sex
race 5 White 84.27% A-race
workclass 9 Private 67.52% A-work

Census 41 2 299,285
sex 2 Female 52.05% C-sex
race 5 Black 10.20% C-race
education 17 Bachelor 9.94% C-edu

Bankmk 16 2 45,211
month 12 May 30.45% B-month
marital 3 Married 60.19% B-mart
contact 3 Telephone 6.43% B-cont

Health 17 2 61,700
sex 3 Female 16.13% H-sex
age 10 80+ 2.68% H-age

Lawschool 7 2 96,584
race 4 Black 8.63% L-race
resident 2 0.0 69.08% L-res
gender 2 0.0 44.27% L-sex

Texas 6169 1000 67,330
Unknown-1 2 1.0 55.08% T-u1
Unknown-2 2 1.0 75.48% T-u2

1https://www.kaggle.com/datasets/danofer/law-school-admissions-bar-passage
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Selection of Target Properties. Our experiments include sixteen target properties

across six datasets, all intrinsically private attributes such as gender, race, and age.

Following previous studies [14], we comprehensively explore various fractions from

small ratios (below 10%) to large ratios (above 50%), including binary and categor-

ical attributes. Table 4.2 provides each sensitive attribute, the number of optional

values in the selected attribute, target property, true fraction, and corresponding

abbreviations.

Baseline. We choose AIA as our main baseline where an adversary estimates prop-

erty information by inferring the specific value of the sensitive attribute and sum-

marizing all results [100, 134]. We adopt a three-layer neural network as the binary

classifier fed into intermediate results and make decisions about the target property.

The predicted fraction is the ratio between the number of the predicted target prop-

erty and the scale of a training dataset. Additionally, we explore other approaches,

such as using the original training samples as input in AIA and simulating shadow

model-based PIA within the VFL setting [13, 14, 57].

Model Architecture. Both the top and bottom models in VFL are constructed with

their own neural networks. They utilize ReLU as the activation function and SGD as

the optimizer. Specifically, the top model incorporates Sigmoid as its final layer and

cross-entropy loss as its loss function. The aggregation of all intermediate outputs

from the bottom models serves as the input for the top model. In our experiments,

we mainly consider a two-party VFL while discussing multi-party VFL settings in the

ablation study. Besides, we use XGBoost [135] as the default regression model.

Training and Attack Setting. For each dataset, we use 80% of data for training

and the remaining 20% for testing in VFL. By default, we set Daux with 2000 property

samples and 2000 non-property samples (i.e., 1.3%-9.0% of original datasets). We

configure the attack training set size |R| to 200, the sampling size M to 2000, the

fraction interval q to 1, and the number of distribution queries Q to 100. We perform

PIAs in the penultimate epoch of the training process. All experiments are reported

57



Chapter 4. Property Inference Attacks against Vertical Federated Learning

on the average results of ten trials.

Evaluation Metric. Following previous work [109], we adopt mean absolute error

(MAE) as the criteria to evaluate the attack performance. It is the average absolute

difference between ground-truth fractions and predicted values. A lower MAE value

indicates stronger attack performance.

4.6.2 Experimental Results

We validate the effectiveness of ProVFL in two adversarial cases: when the active

party is the PIA adversary (C1) and when one of passive parties acts the PIA adver-

sary (C2) during the VFL training process. For simplicity, we denote passive attacks

as ProVFL-B when the adversary solely employs DC to infer target properties and

active attacks as ProVFL-M when the adversary maliciously adopts LR or MR to

enhance the performance of DC.

Performance of Passive Property Inference Attacks through Distribution

Comparison. We first analyze the effectiveness of DC from the attack performance

of ProVFL-B in both cases. Table 4.3 shows that ProVFL-B in C1 outperforms the

baseline across all properties, significantly decreasing MAEs by nearly an order of

magnitude (2.2× to 42.6×). Moreover, when employing AO solely in C2, ProVFL

also achieves lower MAEs among most target properties. We also note that the

baseline in C2 performs admirably, which results from the attack features used in

the baseline coincidentally aligning well with the target property. Take L-sex as an

example. The baseline can construct a high-quality classifier, achieving over 95%

classification accuracy in practice. The performance difference can be attributed to

inherent motivations: the baseline conducts inference at a record level, whereas our

method performs property inference from a distribution-level perspective. Gener-

ally, it is easier to discern differences within an entire subset than within individual

samples. Besides, when comparing ProVFL-B in different adversarial scenarios, the
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adversary in C1 often achieves better attack performance than in C2, especially in

the Bankmk dataset. It demonstrates that DC effectively combines distribution in-

formation from different types of intermediate results and thus achieves low inference

errors.

Table 4.3: Attack performance (MAE) of various attacks under different adversary’s
capacities.

Property
C1 C2

AIA ProVFL-B ProVFL-M AIA ProVFL-B ProVFL-M

A-sex 0.1623 0.0186 0.0097 0.0181 0.0164 0.0084
A-race 0.2693 0.0236 0.0143 0.0388 0.0209 0.0130
A-work 0.2516 0.0276 0.0280 0.1777 0.0483 0.0240

C-sex 0.2127 0.0175 0.0221 0.0365 0.0229 0.0184
C-race 0.1913 0.0310 0.0246 0.2156 0.0444 0.0255
C-edu 0.1024 0.0141 0.0106 0.2149 0.0125 0.0214

B-month 0.2263 0.0287 0.0362 0.2189 0.1135 0.0364
B-mart 0.1370 0.0372 0.0204 0.0995 0.0600 0.0325
B-cont 0.2566 0.1058 0.0236 0.4039 0.1967 0.0571

H-sex 0.2853 0.0067 0.0119 0.0221 0.0148 0.0235
H-age 0.3564 0.0290 0.0204 0.0961 0.0161 0.0130

L-race 0.2066 0.0449 0.0306 0.2145 0.0704 0.0281
L-res 0.1930 0.0858 0.0448 0.1135 0.0893 0.0500
L-sex 0.1599 0.0337 0.0185 0.0161 0.0269 0.0120

T-u1 0.0386 0.0415 0.0238 0.0253 0.0241 0.0195
T-u2 0.1268 0.0475 0.0251 0.1490 0.0802 0.0572

Bold/Underline: the first/second smallest MAE in each case.

Performance of Active Property Inference Attacks through Correlation

Augmentation. When an adversarial party adopts enhancement approaches, the

inference estimation errors can be further reduced. Table 4.3 shows that an adver-

sary party can achieve lower estimation errors for most target properties when it uses

LR and MR approaches in C1. And for an adversary in C2, solely using the MR

strategy further decreases the inference errors of target properties by 1.2× to 3.4×.

Although ProVFL-B performs better in some properties, e.g., C-edu and H-sex, their

differences are less than 1% MAE. These results demonstrate that CA enhances the

performance of ProVFL-B and lowers inference errors regardless of the adversary’s
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Figure 4.3: L1-norm distribution of AO between property (D1) and non-property
samples (D0) on the A-sex property.

role. We also observe that regarding target properties from Texas, although our

proposed method still outperforms the baselines, the improvement of CA is less sig-

nificant compared to other properties. This is partly because, for multi-class samples,

we only apply MR to enhance the performance of ProVFL-B. Moreover, the number

of task classes is substantially larger than the number of target attributes, resulting in

limited supervised information being embedded in the intermediate representations.

Besides, when comparing ProVFL-M in both cases, we observe that an adversary with

less adversarial knowledge in C2 can sometimes achieve better attack performance,

e.g., Adult dataset. We conjecture that this is because MR intentionally makes the

attacker’s AO more distinguishable and leads to significantly less overlap between

their L1-norm distributions, as shown in Figure 4.3. However, such a difference may

be reduced when considering four types of intermediate results in C1.

Table 4.4: The performance of using the raw features under different levels of corre-
lations.

Property
Attacks (MAE) Correlation (PCC)

AIA* ProVFL-B p Y

B-month 0.1569 0.0287 0.4259 -0.1050
B-mart 0.0753 0.0372 0.2875 -0.0554
B-cont 0.2894 0.1058 0.1637 0.0131
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Table 4.5: Attack performance (Accuracy) between SM-PIA and ProVFL-B.

Property Values SM-PIA ProVFL-B

A-sex 30% vs. 50% 0.50 0.97
A-work 50% vs. 60% 0.55 0.88
A-race 5% vs. 10% 0.50 0.85

Other Baselines. Apart from the AIA baseline above, we additionally compare

two possible methods with our ProVFL. 1) Using raw features rather intermediate

results in AIA (named AIA* ): The raw features on the adversarial party’s side can

be used to deduce property information due to inherent correlation. Similar to the

baseline, we use these features as the inputs of the binary classifier. Table 4.4 presents

the attack performance, maximum correlation with the target property in adversarial

party’s features, and correlation with task labels using Pearson correlation coefficient

(PCC). Although there is a high correlation, the AIA-based approach remains inef-

fective for property inference on the Bankmk dataset, e.g., B-month. In contrast,

ProVFL demonstrates robustness by not relying heavily on correlations with the task

label or other attributes, e.g., B-cont. 2) Shadow model-based PIA (named SM-PIA):

We attempt shadow model training methods [13, 14, 57] by replicating the complete

training process across the entire feature space. We adapt it and ProVFL-B to distin-

guish two predefined fraction values as shown in Table 4.5. As expected, ProVFL-B

effectively handles both distributions regardless of the fraction gap, whereas SM-PIA

fails to differentiate between them. In fact, the SM-PIA method assumes that an

adversary has access to the full feature space, which is impractical for a party limited

to its own feature subset in VFL.

Table 4.6: Attack Performance (MAE) and utility on misaligned auxiliary datasets.

Property
(C1)

ProVFL-B
(C2)

ProVFL-B
Utility (AUC)

A-sex 0.0091 0.0125 0.9016
A-race 0.0178 0.0247 0.9017
A-work 0.0661 0.0537 0.9016
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Relaxed Assumptions on Auxiliary Data. Our above attacks are conducted

under the assumption that auxiliary data are clean and aligned with other parties’

samples. We now relax this assumption and discuss two general cases: 1) Noisy

auxiliary data: an adversary may use noisy samples to conduct ProVFL, e.g., by using

feature inference attacks [17, 94, 136] to recover a handful of the victim’s records. As

shown in Figure 4.4a, we observe that for A-sex and H-age properties, the inference

errors increase as the noise scale rises, but as for the other two properties, their

attack performance remains relatively stable. Overall, when 10% auxiliary samples

are mislabeled, the inference errors increase by 2%. It indicates that ProVFL is robust

for noisy auxiliary data and maintains similar attack performance. 2) Misaligned

auxiliary data: An adversary cannot observe intermediate results during training if

their sample IDs do not overlap with those of VFL parties. To simulate this scenario,

we randomly replace the adversary’s aligned training data with these samples prior

to the VFL process. Table 4.6 demonstrates that ProVFL can successfully infer

property information without significant performance deterioration in this scenario.

The above results suggest that ProVFL remains robust and effective across different

types of auxiliary data.

Table 4.7: Attack performance (MAE) under different CA strategies.

Property w/o MR w/o LR with MR+LR

A-sex 0.0137/0.8917 0.0144/0.9009 0.0097/0.8931
A-race 0.0165/0.8950 0.0318/0.9017 0.0143/0.8960
A-work 0.0340/0.8907 0.0158/0.9009 0.0280/0.8907

B-month 0.0473/0.9129 0.0193/0.9057 0.0362/0.9047
B-mart 0.0226/0.9108 0.0313/0.8440 0.0204/0.7850
B-cont 0.0492/0.9045 0.1027/0.8840 0.0236/0.8360

*/* means attack performance (MEA)/model utility (AUC).

Performance and Time Cost Analysis of LR and MR Approaches. Ta-

ble 4.7 illustrates the attack performance and model utility of different enhancement

approaches in C1. This suggests that neither LR nor MR plays a dominant role in

CA, yet utilizing both consistently enhances attack performance without much loss
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of model utility. Additionally, while CA introduces adjustments to VFL, it does not

significantly increase time costs, as shown in Table 4.8. Vanilla DC has a lower com-

putational overhead than the baseline, owing to its reliance on a regression model

with small training costs. Regarding the CA module, LR incurs negligible additional

computational overhead for VFL training. Although MR would require more time

for the optimization process, the total cost is still lower than the baseline.

Table 4.8: Average time cost of various attacks on Adult dataset.

Attack AIA
DC

(ProVFL-B)
DC+MR

DC+MR+LR
(ProVFL-M)

Time (s) 31.8 4.4 17.2 17.2

Table 4.9: Attack performance (MAE) of ProVFL-B and AIA on the NUS-WIDE
dataset for different target properties.

Adversary Access Method
Target Property

Grass Animal Water

Text Data
AIA 0.2997 0.1491 0.1853
ProVFL-B 0.0834 0.0324 0.0615

Image Data
AIA 0.1814 0.1830 0.2120
ProVFL-B 0.0450 0.0273 0.0795

Extension to Other Data Types. To validate the board generalizability of our

proposed method, we conduct experiments on the multi-label image-text dataset

NUS-WIDE [137], which contains 634 low-level image features and 1,000 textual tag

features. Each type of feature is assigned to a separate client. We focus on the top-5

most frequent labels in our experiments. Unlike tabular data with structured fea-

ture columns, image and text data are inherently high-dimensional and unstructured.

Therefore, we designate one type of label as the target property and use the remain-

ing labels as the learning objectives for the VFL models. We perform our attacks on

both feature types using ProVFL-B in C2, with the adversary holding image and text

features, respectively. The results in Table 4.9 further demonstrate the effectiveness

of our proposed method across different data modalities.
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4.6.3 Ablation Study

In this section, we investigate the effects of different hyperparameter settings on attack

performance, including the auxiliary dataset size |Daux|, the number of distribution

query Q, the attack epoch eSEC , the attack training set size R, the fraction interval

q, the architecture of regression models, and multi-party VFL settings. Considering

the active party as the adversary, we delve into them in ProVFL-B across four target

properties with distinct fractions, ranging from a larger ratio (e.g., A-sex: 66.21%)

to a smaller one (e.g., H-age: 2.68%).

The Impact of Different |Daux|. DC depends on an auxiliary dataset to prepare

different populations of intermediate results. Consequently, we examine it to discern

its impact on the attack’s effectiveness by varying the size of the auxiliary dataset,

as illustrated in Figure 4.4b. We observe that increasing the number of auxiliary

samples improves the attack performance since the attack model can more effectively

capture the differences across property distributions with more auxiliary samples.

The Impact of Different Q. We examine the effect on estimation errors by adjust-

ing the number of distribution queries employed for inferring property information.

Likewise, we carry out our ablation study on different levels of target properties in

Figure 4.4c. In the beginning, as more queries are conducted, the attack performance

improves by reducing the influence of outlier distributions randomly sampled from

the training set. However, this improvement diminishes with further increases in the

number of queries.

The Impact of Different eSEC. We now explore the impact on attack performance

by altering the epoch at which an adversary executes a PIA, as depicted in Fig-

ure 4.4d. We find a noticeable fluctuation when adversaries use intermediate outputs

or gradients in the first several epochs. Nevertheless, the attack performance stabi-

lizes as the attack epoch progresses. For instance, the MAE difference between two

separate epochs is approximately 0.01 after the 10th epoch. As the training epoch
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Figure 4.4: Impact of various settings in ProVFL-B.

progresses, intermediate gradients and intermediate outputs demonstrate stability as

the model converges, especially in the later stages of the training process. Hence, we

suggest adversaries conduct an inference attack during the late epochs instead of at

the beginning of training.
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The Impact of Different R. We fix the size of the auxiliary dataset at 4000 and

vary the size of the attack training set from 100 to 500. Figure 4.4e plots the corre-

sponding attack performance. Upon surpassing a set size of 400, the improvement in

attack performance becomes minimal. The estimation errors among target properties

fluctuate within 0.01.

Table 4.10: Impact of different q on attack performance (MAE).

Property 0.1 1 5 10

A-sex 0.0257 0.0186 0.0232 0.0239
A-race 0.0250 0.0236 0.0264 0.0287
A-work 0.0374 0.0276 0.0315 0.0355

The Impact of Different q. We adopt the default setting of ProVFL-B in exper-

iment settings but vary the interval of the fraction candidate set. Table 4.10 shows

the attack performance under different q settings. When the fraction interval is 1, we

can construct a distribution of appropriate granularity, achieving the lowest inference

error.

Table 4.11: Attack Performance (MAE) among regression models.

Property XGBoost DTR LNR SVR

A-sex 0.0175 0.0228 0.0223 0.0197
A-race 0.0229 0.0297 0.0243 0.0508
A-work 0.0231 0.0250 0.0258 0.0459

The Impact of Regression Models. Our previous experiments employ an XG-

Boost as the attack model to infer property information. Now, we explore others to

understand the effect of different regression models, including decision tree regression

(DTR) [138], linear regression (LNR) [139], and support vector regression (SVR) [140].

Table 4.11 presents the performance of three regression models on the Adult dataset.

It indicates that the non-linear XGBoost and DTR can more effectively capture the

alignment of L1-norm distribution and property fractions.

The Impact of Different λ. We explore the changes in the attack performance
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Table 4.12: Impact of λ on attack performance (MAE) and utility (AUC).

λ 0.0 0.5 1.0 2.0

B-month 0.1135 0.0300 0.0364 0.0205
B-mart 0.0600 0.0389 0.0325 0.0297
B-cont 0.1967 0.0545 0.0571 0.0323

Utility 0.9134 0.8924 0.8779 0.8270

and VFL utility under different λ settings when using MR strategy, as presented

in Table 4.12. Upon introducing the MR module, our attacks demonstrate much

lower estimation errors on the Bankmk dataset. Although a larger λ setting tends

to improve attack performance, an attacker has to balance the trade-off between

property leakage and model utility.

The Impact of Multi-party VFL Setting. We present the attack performance in

the multi-party VFL setting on the Census dataset due to its extensive feature space.

Each party is allocated an equal portion of feature space. As Figure 4.4f shows, we

present inference results on three target properties in C1 and C2. We observe that

estimation errors become lower as the number of parties increases. This observation

aligns with an intuition that, with a fixed feature space, more parties result in a

smaller partial feature space, and the target property then becomes more dominant

in the victim party’s feature space.

The Impact of Non-IID VFL Setting. The experiments presented above were

conducted under an even split of the feature space among parties. We now extend

our investigation to non-IID feature distributions [141] and examine their impact on

the proposed methods. Specifically, we consider scenarios where the feature space is

unevenly partitioned, with different parties holding varying numbers of features. We

define r as the ratio of the number of features held by the victim party to that of the

other party. Table 4.13 shows that non-IID data in the feature space may reduce the

property leakage, particularly when the victim party holds a large number of features.
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4.6.4 Possible Defenses

In this section, we design several mechanisms to mitigate property leakage during the

VFL training process, including common strategies as well as customized mitigation

techniques specifically against our framework. We validate the defense performance

against ProVFL-B in C1.

Table 4.13: Impact of Non-iid VFL setting on attack performance (MAE).

r 0.1 0.3 0.5 0.7 0.9

C-sex 0.0206 0.0141 0.0175 0.0273 0.0575
C-race 0.0552 0.0488 0.0310 0.0473 0.1169
C-edu 0.0275 0.0133 0.0141 0.0147 0.0330

D1. Add Noises to Gradient. A typical defensive strategy to mitigate information

leakage in FL is adding noise into gradients [16, 57, 103]. In a vertical case, a trusted

third party can add Laplacian noise to intermediate gradients before sending them

to parties. We set the noise scale as the hyperparameter to adjust the effectiveness

of this defense.

D2. Adopt Privacy-preserving Deep Learning. Following [16], we adopt a

hybrid defense framework involving differential privacy [142, 143, 144] and gradient

compression to mitigate property leakage. The rG fraction of intermediate gradients

are processed in the training process. A defender can vary rG to trade-off between

defense performance and model utility.

D3. Adopt Randomized Responses in Both Propagations. A recent state-of-

the-art defense [115] for Split learning is proposed to disrupt knowledge transfer in

both directions through a flexible, unified solution. It introduces a newly designed ac-

tivation function, named R3eLU, that transforms private smashed data in the forward

pass and partial loss in the backward pass into randomized responses, respectively.

We consider the privacy budget ϵ as the hyperparameter in our reproduction.

D4. Shuffle the Training Data. The correlation between intermediate results
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and a target property is a key factor of information leakage. A possible defense is

to disrupt such a correlation by shuffling the victim’s training data. Specifically, the

victim party randomly disorders some of his training data, which causes misalignment

between its property information and the attacker’s intermediate results. We treat

the shuffling ratio of this mitigation as a hyperparameter.

D5. Withdraw Aligned Data Before Training. This defense indirectly changes

the training data accessed by an adversarial party. After data index alignment, we

can process intersecting features to hide the true statistic information of a sensitive

attribute. To achieve this, the victim party deliberately withdraws part of intersect-

ing samples containing the target property and thus changes its distribution in the

training process. We consider different withdrawal ratios to validate its effectiveness.

Table 4.14: Defense Performance and utility of ProVFL-B on Adult Dataset.

Setting Value
Defense Performance ↑ Utility ↑

A-sex A-race A-work AUC

None - - 0.0186 0.0236 0.0276 0.9039

D1
Noise
scale

10e-3 0.0219 0.0221 0.0370 0.9028
10e-2 0.0239 0.0293 0.0407 0.9027
10e-1 0.0185 0.0315 0.0499 0.8353

D2 rG

0.50 0.0255 0.0349 0.0400 0.9009
0.25 0.0219 0.0422 0.0410 0.8318
0.10 0.017 0.0542 0.0428 0.7983

D3 ϵ
1.0 0.2154 0.3528 0.1605 0.5229
4.0 0.1934 0.3355 0.1485 0.6303
10.0 0.2058 0.3335 0.1248 0.6634

D4
Shuffling
ratio

0.10 0.0211 0.0290 0.0387 0.8989
0.20 0.0135 0.0383 0.0453 0.8948
0.50 0.0083 0.0459 0.0351 0.8785

D5
Withdrawal

ratio

0.10 0.0230 0.0281 0.0535 0.9014
0.20 0.0617 0.0655 0.0828 0.9011
0.50 0.1479 0.1345 0.1617 0.8979

We evaluate the above five mitigation mechanisms to defend our proposed method,

where an attacker utilizes his bottom model and four kinds of intermediate results for

property inference. Table 4.14 presents the defense performance across various con-
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figurations. D1 and D2 offer slight mitigation against property leakage, accompanied

by a clear degradation in model utility. Although D3 significantly reduces property

leakage by simultaneously perturbing all intermediate results, it results in substantial

utility loss across various target properties. Furthermore, such defense becomes less

effective or even saturated as ϵ increases. Additionally, D4 proves ineffective in safe-

guarding against ProVFL, as shuffling merely disrupts alignment with the victim’s

data without altering the overall distribution of properties in the training set. As for

D5, it diminishes the effectiveness of ProVFL with a small impact on model utility

by removing property samples from aligned data, and thus alters the original prop-

erty distribution. To further validate the defensive performance of D5, we evaluate

it on a multi-classification task using the Texas dataset. As shown in Table 4.15, D5

effectively mitigates the performance of ProVFL-B while incurring minimal loss in

classification accuracy.

This adjustment significantly weakens the adversary’s ability to infer property infor-

mation, offering a straightforward yet effective defense to safeguard sensitive private

information.

Table 4.15: Defense Performance and utility of ProVFL-B on Texas Dataset.

Setting Value
Defense Performance ↑ Utility ↑
T-u1 T-u2 ACC

None - - 0.0415 0.0475 0.5607

D5
Withdrawal

ratio

0.10 0.0777 0.0840 0.5480
0.20 0.0717 0.1294 0.5458
0.50 0.1276 0.1591 0.5511

4.7 Chapter Summary

VFL is a widely used framework in various applications, but its distribution-level

privacy leakage has not been thoroughly explored. In this chapter, we reveal the risk

of property leakage in VFL by introducing ProVFL, a novel framework designed to
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perform property inference with low estimation errors. ProVFL is based on the empir-

ical observation that the Lp-norm distribution of intermediate results unintentionally

leaks private property information to potential adversarial parties. To address this

issue, we propose a distribution-based comparison method for property inference and

theoretically analyze its effectiveness. Furthermore, we introduce a correlation aug-

mentation strategy to amplify property information leakage. Experimental results

show that ProVFL is effective across diverse target properties, underscoring that

shared intermediate representations in VFL can readily lead to privacy leakage. We

hope this work provides valuable insights into the protection of private statistical

information in VFL.
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Chapter 5

Relative Membership Risk

Measure for Machine Learning

Models

5.1 Introduction

Thanks to the rapid advancements in machine learning and knowledge discovery,

companies like Google [145], Amazon [146], and Microsoft [147] now offer Machine

Learning as a Service (MLaaS). These platforms enable users to train and deploy ML

models using private datasets through web interfaces or out-of-the-box APIs. How-

ever, such models are vulnerable to exposing private information from their training

data. For instance, Carlini et al. [148] demonstrated how a downstream task of

GPT-2, namely autocompletion, could be exploited to successfully extract sensitive

information such as an individual’s full name, physical address, email address, phone

number, and fax number. As a result, users often aim to release a safer model when a

set of candidates is provided, relying on privacy risk assessments to mitigate potential

privacy breaches.
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Among the attacks that pose significant risks to data owners’ privacy, MIAs which

determine whether a query example is part of a model’s training dataset, is a funda-

mental cause of privacy breaches [149, 150]. The first study was proposed by Shokri

et al. [149] using shadow training. Since then, a range of related works have extended

the scope and capability of MIA in generative models [151, 152, 153], regression mod-

els [154] and pre-trained models [155, 156]. These attacks pose a significant threat to

an individual’s data used for training ML models. For instance, if an attacker discov-

ers that Alice’s medical record was used to train an AIDS prediction model, they could

infer that Alice is likely diagnosed with AIDS, resulting in a severe violation of her

privacy. Beyond direct privacy violations, MIAs also serve as a foundation for more

advanced inference attacks, such as model stealing [157] and model inversion [158],

enhancing their effectiveness and extending their impact. As the reliance on sensi-

tive data to train machine learning models continues to grow, assessing membership

privacy risks has become a crucial aspect of privacy protection.

The work focuses on evaluating membership risk across multiple model candidates and

selecting a privacy-preserving model for model owners. Such scenarios commonly arise

in real-world scenarios, as organizations often develop or acquire multiple machine

learning models to solve the same task. These models may vary in their architecture,

training setting, or development approach. For instance, an e-commerce platform

might develop various recommendation algorithms, such as neural networks and col-

laborative filtering, to assess which model best balances user experience with privacy

protection, minimizing the risk of exposing sensitive user preferences [57, 159, 160].

In federated learning, multiple local models are trained by different participants (e.g.,

hospitals or banks) and later aggregated into a global model [15, 106]. Evaluating

privacy risks is crucial in this context to ensure the selected global model is resilient

to inference attacks.

A straightforward approach to evaluating membership risk is to measure the success

rate of existing MIAs [55, 161]. However, this approach is time-consuming when ap-
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plied to numerous candidate models and may underestimate the privacy risks posed by

stronger attacks. For example, [161] evaluates the privacy risk score of training exam-

ples using a modified confidence-based MIA. Similarly, ML-DOCTOR [55] estimates

a model’s membership risk using a shadow training-based attack [149]. The computa-

tional cost becomes even more prohibitive when multiple attacks are conducted, and

relying on a single attack method may fail to capture the full membership risk ex-

posed by more powerful attacks [11]. Thus, an ideal membership privacy risk metric

should focus on the root cause of MIAs, remain independent of any particular attack

method, and be adaptable to future MIA techniques [162].

Previous research proposes attack-agnostic solutions to address this problem, though

with certain limitations. These approaches are based on the underlying causes of

membership privacy leakage, such as overfitting [149, 163] and model stability [163,

164]. For instance, overfitting is not a prerequisite for MIA. It estimates the model

risk according to the generalization gap between training and test data, ignoring the

different effects of training examples. Even in a well-generalized model, an adversary

can identify vulnerable training examples with high precision [165]. Model stability,

which measures the influence of a particular training example on the model output,

often leads to a high computational cost for the leave-one-out process [162, 164].

In this chapter, we propose an efficient and accurate MIA risk measure for machine

learning models. The task of measuring the MIA risk of a target model is overcompli-

cated in practice as it is affected by many factors, e.g., model type [166], distribution

of training data [149, 165], training strategy [163, 167, 168] and model memoriza-

tion [7, 169]. Instead of measuring the membership privacy risk directly, we propose

to measure Relative Membership Risk (RMR) of a model with respect to a refer-

ence model, which is acted by a trained model in the candidates without a retraining

process. We treat the risk of a reference model as a benchmark and then derive the

relative risk of target models on top of it. RMR is provable and practical to reveal the

membership privacy of a training example or a machine learning model, which does
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not depend on specific training strategies, for example, combined with differential

privacy mechanisms [113]. Furthermore, we show that a high-risk reference model

should be chosen to measure RMR accurately among a set of candidate models to as-

sess. Therefore, we propose an iterative algorithm to find the most vulnerable model

among those models efficiently. Besides, RMR can evaluate the privacy risk of an

individual example to identify those vulnerable to membership attacks.

In summary, our contributions in this chapter are as follows: (1) We formally define

a relative membership risk measure, namely RMR, to assess the membership infer-

ence risk of a training example or a model without depending on particular training

strategies or data distribution beyond the example loss. (2) We analyze the impact

of the risk of a reference model itself on the accuracy of RMR and devise an iterative

algorithm to choose a suitable reference model in practice. (3) We conduct extensive

experiments to demonstrate that RMR can reflect the practical MIA performance on

various datasets and models. We also show that the MIA threats posed to a model

can be mitigated by a risky-example-removal strategy based on the RMR measure.

5.2 Related Work

Owing to the widespread prevalence of MIAs and the privacy leakage risks they

introduce, numerous efforts have focused on developing methods to quantify their

impact on ML models. These approaches are broadly classified into attack-related

methods, which evaluate risk based on specific attacks, and attack-agnostic methods,

which focus on the underlying causes of membership privacy leakage.

Attack-related methods, which evaluate risk based on the success rate of existing

MIAs, provide a straightforward approach to measuring membership privacy risk [55,

161]. However, these methods are time-intensive when applied to multiple candidate

models and may underestimate the leakage risks. For instance, [161] employs a mod-
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ified confidence-based MIA to calculate the privacy risk score of training examples.

Similarly, [55] utilizes a shadow training-based attack [149] to estimate a model’s

membership risk. Such risk measurement approaches are heavily influenced by ad-

versary knowledge, making them less reliable under varying conditions. Additionally,

the computational cost escalates significantly when multiple attacks are performed.

Moreover, relying on a single attack method may fail to capture the full extent of

membership risk exposed by advanced attacks.

To keep independent of specific MIAs and adaptable to future attacks, attack-agnostic

methods are designed to address membership leakage at its core. Existing works on

this topic have explored the problem from two perspectives: the generalization gap

and model stability. The generalization gap, also known as overfitting, is a sufficient

but not necessary condition for a successful MIA [163]. Due to overparameterized

networks and redundant training epochs, machine learning models often overfit and

memorize training examples. While the connection between overfitting and MIA has

been demonstrated both empirically [149, 170, 171, 172] and theoretically [163], recent

studies have shown that certain MIAs can still succeed even when overfitting is not

severe [148, 165]. Another limitation of overfitting as a measure of MIA risk is that

it cannot measure the risk of a single training example. Attack-agnostic approaches

based on model stability focus on how much a training example influences the model’s

output. Examples that significantly affect the model are believed to pose a higher

risk of membership inference breaches. Long et al. [164] quantitatively assesses the

sensitivity of each training example and used the most influential examples as an

empirical MIA risk measure, similar to the leave-one-out technique. However, this

approach requires training a shadow model for each example and is only feasible for

small training sets. To address the computational burden of the naive leave-one-out

strategy, SHAPr [162] is proposed as an approximation method based on Shapley

values. Model stability measures have received particular attention in models trained

with differential privacy mechanisms [113, 173], which limit the change in a model’s
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response to a specific example. [163] formally derives a bound for membership ad-

vantage in a differential private model, given by eϵ − 1. Bernau et al. [167] obtain

a tighter identifiability bound using Bayesian posterior belief. However, a range of

works [163, 167, 174] show that these theoretical bounds are too loose to effectively

measure membership risk in practice. Additionally, not all machine learning mod-

els, particularly those used in sensitive areas like healthcare or finance, can tolerate

significant utility loss or be trained with differential privacy mechanisms.

Compared to existing approaches, our study aims to provide an effective, accurate,

and attack-agnostic solution for estimating membership privacy risks for both training

data records and models.

5.3 Methodology

This section presents the measure of privacy risk under membership inference attacks.

The reason why MIAs work involves too many factors, including model architecture

[166], training strategy [165, 175], data distribution [176] and overfitting of target

model [163]. Hence it is intractable to consider all these factors and measure the

membership risk directly. In this section, we take an alternative approach and define

the risk in a relative manner. We first derive the absolute membership risk as the

probability of an example being a member. Then we formally present the relative

risk measure RMR to assess the MIA risk of a model.

5.3.1 Absolute Membership Risk

A supervised ML model learns from a labeled training set and makes predictions on

unlabeled inputs [177]. Let D = {(xi, yi)}Ni=1 denote the training set, where N is

the total number of examples, and (xi, yi) is the i-th sample with a feature vector

xi labeled by yi. We treat an ML model as a mapping function f (x; θ), where x is
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an input example and θ is model parameters. Given a training set D, the model is

trained to minimize a loss function ℓ (y, f (x; θ)), or simply ℓ (x, θ) over D.

Membership inference attacks aim to deduce from a model an example’s existence

in the training set. Consequently, the probability of an example being a member

denotes the risk of private information leakage, referring to how much the amount of

exposure to attackers. As such, we formulate the absolute membership risk (AMR)

as follows.

Definition 1 (absolute membership risk). Given a target model θt trained on D and

a training example x, the absolute privacy leakage risk of θt about x is:

amr (x, θt) = P (m = 1|x, θt, D) , (5.1)

where m denotes the membership status that is 1 for a member, otherwise 0.

The absolute membership risk is essentially the posterior probability distribution over

a target model and an example. Inspired by [178], the absolute membership risk can

be further expressed as:

P (m = 1|x, θt, D) = σ [−ℓ (x, θt) + τp (x) + tλ] , (5.2)

where

τp (x) = − log

(∫
θ′
exp

(
−ℓ

(
x, θ′

))
P
(
θ′|D\{x}

)
dθ′

)
, (5.3)

tλ = log

(
P (m = 1)

P (m = 0)

)
.

The term P (θ′|D\{x}) in Eq.(5.3) denotes the posterior distribution in which the

example x is removed from D, the term tλ denotes the log ratio of prior distribution

of members (P (m = 1)) to that of non-members (P (m = 0)), and the term σ is

the sigmoid function, that is, σ (x) = 1/ (1 + e−x). As we take a further look at

Eq.(5.2), the first two terms dominate the estimated membership probability, as the

last term is a constant and approaches 0 if the query example has similar probabilities
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of being a member and a non-member. Using Jensen’s inequality and the optimum

over parameter space [179], Eq.(5.2) can be approximated as follows:

P (m = 1|x, θt, D) ≈ σ
[
−ℓ (x, θt) + ℓ

(
x, θ′

)]
, (5.4)

where θ′ denotes an auxiliary model that is trained on the training set D\{x}. To

mitigate the impact of factors unrelated to the specific example x, θ′ should have the

same training settings as θt.

The challenge remains in deriving the auxiliary model for the whole training set,

although Eq.(5.4) provides a practical solution to compute the absolute member-

ship risk of a single instance. When measuring the membership risk of a model, we

need to consider the privacy leakage risks of all examples. One possible approach to

achieve this is to adopt the leave-one-out strategy for each example in the training

set, similar to [164], which evidently incurs significant computational costs. Another

solution [180] is to introduce a shadow dataset drawn from the same data distribution

as the training set.

Our methodology proposed in the following subsection measures the relative risk

against a reference model, thus canceling out the auxiliary model and circumventing

the heavy computation. It requires an individual reference model for the whole train-

ing dataset and avoids introducing an additional dataset when measuring the model

risk. When dealing with a set of candidate models, it avoids the need for retraining

by selecting one model to serve as the reference.

5.3.2 Relative Membership Risk

In this subsection, we present the definition of Relative Membership Risk (RMR), a

relative MIA risk measure to the aforementioned membership inference. A model’s

risk is relative to a preset reference model trained on the same dataset. In essence,

RMR designates the additional privacy leakage of a target model with respect to the

reference model. Formally,
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Definition 2 (relative membership risk). Given a reference model θr, a target model

θt and a training example x, the relative privacy leakage risk of θt about x compared

with θr under membership inference attacks is the difference of their absolute mem-

bership risks:

rmrθr(x, θt) = amr (x, θt)− amr (x, θr) . (5.5)

The following theorem provides an upper bound of RMR based on our discussion in

Section 5.3.1.

Theorem 2. Given a target model θt and a reference model θr, if amr (x, θt) ≤

amr (x, θr), the rmr of an example x with θt with respect to θr is bounded as:

rmrθr(x, θt) ≤ kσ [−ℓ (x, θt) + ℓ (x, θr)]− 1, (5.6)

where k = 2 + eC + e2C, and C is the upper bound of training example loss.

Proof. According to Eq.(5.4), we introduce an auxiliary model θ′ that is trained on

the same training set but without the sample x, then the relative risk is:

rmrθr(x, θt) = σ
[
−ℓ (x, θt) + ℓ

(
x, θ′

)]
− σ

[
−ℓ (x, θr) + ℓ

(
x, θ′

)]
.

According to Lemma 1, we have ℓ (x, θt) ≤ ℓ (x, θ′). On the assumption that amr (x, θt) ≤

amr (x, θr), the loss of x of the auxiliary model θ′ should be beyond that of θr

and θt, i.e., ℓ (x, θr) ≤ ℓ (x, θt) ≤ ℓ (x, θ′). Besides, let α
def
= −ℓ (x, θt) + ℓ (x, θ′),

β
def
= ℓ (x, θr)− ℓ (x, θ′), and then α ≥ 0 and β ≤ 0. Since an example’s loss is at least

zero and at most C, we have −C ≤ α+ β ≤ 0. Let h (α, β) = σ(α)+σ(β)
σ(α+β)

, and we have:

h (α, β) =
2 + e−α + e−β

1 + (e−α + e−β) /
(
1 + e−(α+β)

) ≤ 2 + e−α + e−β ≤ 2 + eC + e2C .

Therefore, we can derive that:

rmrθr(x, θt) = σ (α) + σ (β)− 1 = h (α, β)σ (α+ β)− 1

≤
(
2 + eC + e2C

)
σ [−ℓ (x, θt) + ℓ (x, θr)]− 1.
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Lemma 1. Let θ1 and θ2 be different converged models under identical training set-

tings, except that θ1’s training dataset contains a data point x, while θ2’s does not.

Then, the following inequality holds:

ℓ(x, θ1) ≤ ℓ(x, θ2),

where ℓ(x, θ) denotes the loss of model θ on the data point x.

Proof. According to the principle of Empirical Risk Minimization (ERM), a machine

learning model is trained to minimize the loss over all data points in the training

dataset. Formally, this can be expressed as:

θ = argmin
θ

R(D, θ) = argmin
θ

1

N

∑
x′∈D

ℓ(x′, θ),

where N represents the number of samples in D. Given the training sets D and D′

for training θ1 and θ2, D = D′ ∪{x}, the gradients of the empirical risk functions are

expressed as follows:

∇θR(D, θ1) =
1

N

∑
x′∈D

∇θℓ(x
′, θ1),

and

∇θR(D′, θ2) =
1

N − 1

∑
x′∈D′

∇θℓ(x
′, θ2).

Given that θ1 and θ2 are converged, they satisfy: ∇θR(D, θ1) = 0 and ∇θR(D′, θ2) =

0. under the same training conditions and assuming a smooth loss function, θ1 can

be viewed as an offset of θ2. Specifically, we have:

θ1 = θ2 +∆θ,

where ∆θ represents the offset between the two parameter sets. Meanwhile, we have

∇θR(D′, θ1) = ∇θR(D′, θ2) +H∆θ, where H denotes the Hessian matrix of R(D′, θ)

with respect to θ and is positive definite. Then, we obtain:

∆θ = − 1

N − 1
H−1∇θℓ(x, θ1).
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By substituting ∆θ and applying Taylor’s formula, we obtain:

ℓ(x, θ1) = ℓ(x, θ2)−
1

N − 1
∇θℓ(x, θ2)

⊤H−1∇θℓ(x, θ1).

The second-order Taylor expansion can be safely neglected, as θ1 and θ2 have con-

verged and are close, making both ∆θ and ∇2
θℓ(x, θ2) sufficiently small. Finally, as

the directions of ∇θℓ(x, θ1) and ∇θℓ(x, θ2) are aligned, we conclude that ℓ(x, θ1) ≤

ℓ(x, θ2).

Thanks to Theorem 2, we can approximate RMR using Inequality (5.6), and further

simplify it by removing the constant coefficients and offsets. This simplification is

reasonable for well-trained models which have already fit the training data with small

losses. As such, we redefine RMR as:

rmrθr (x, θt)
def
= σ [−ℓ (x, θt) + ℓ (x, θr)] . (5.7)

The following corollary further shows that RMR preserves the order of the absolute

membership risk so that it can provide accurate comparison results of the risks of two

models under membership inference attacks.

Corollary 2 (order-preserving property). Given models θ1 and θ2 trained on D and

a reference model θr, for a training example x, if amr (x, θ1) ≥ amr (x, θ2), then

rmrθr (x, θ1) ≥ rmrθr (x, θ2).

Proof. Since amr (x, θ1) ≥ amr (x, θ2), according to Eq.(5.4), we have:

σ [−ℓ (x, θ1) + ℓ (x, θ′)] ≥ σ [−ℓ (x, θ2) + ℓ (x, θ′)] ,

where θ′ is an auxiliary model. By the monotonicity property of sigmoid function,

we have ℓ (x, θ1) ≤ ℓ (x, θ2). So given a reference model θr, we have

σ [−ℓ (x, θ1) + ℓ (x, θr)] ≥ σ [−ℓ (x, θ2) + ℓ (x, θr)] .
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Based on Eq.(5.7) and Corollary 2, the RMR of a target model trained on D is defined

as the average risk of the whole training set given a reference model:

rmrθr (D, θt)
def
= Ex∼D [σ (−ℓ (x, θt) + ℓ (x, θr))] . (5.8)

The advantage of RMR for a machine learning model lies in its efficiency, as it requires

only a single model to evaluate the entire training set, rather than needing an auxil-

iary model for each individual training example [179, 180]. Moreover, RMR strictly

maintains the ranking of the absolute membership risks of target models, as estab-

lished in Corollary 2, making it a lightweight relative risk indicator for membership

inference attacks. As a final note, while our method derives RMR from the posterior

distribution [178], this relative measure is adaptable to other attack scenarios with

similar closed-form posterior probabilities as Eq.(5.2), which serve as the basis for

Theorem 2 and Corollary 2.

5.3.3 Reference Model Selection

Model candidates 

Dataset &

Training setup

Train
Select

Reference model

Measure
RMR

RMR

Verify
Y

N

RiskModel

Risk Measurement
…

…

Figure 5.1: Overview of our proposed algorithm for measuring membership risks
across multiple target models.

In this section, we explore methods for measuring the membership risks associated

with multiple target models. This scenario often arises when a user attempts training

configurations, such as model architectures and hyperparameters, resulting in a set

of candidate models for potential release. Beyond predictive accuracy, assessing the

privacy leakage risk of these models is crucial, particularly in sensitive applications

like medical or financial domains. In such scenarios, where the goal is to select the
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safest model against MIAs from a set of candidate models, we propose an iterative

selection algorithm that identifies a reference model without requiring the retraining

of an inference model.

As illustrated in Fig. 5.1, the candidate models are pre-trained, off-the-shelf target

models provided by the user. According to Theorem 2, a valid reference model must

exhibit a higher AMR, i.e., greater risk, compared to any target model as measured

by RMR. A straightforward approach is to select the model with the highest RMR

within the candidate set. The following corollary provides a simple method to verify

whether this prerequisite is satisfied.

Corollary 3 (prerequisite of Theorem 2). Given a reference model θr, a target model

θt, and a training example x, if rmrθr(x, θt) ≤ 0.5, then amr(x, θr) ≥ amr(x, θt).

Consequently, Theorem 2 is satisfied.

Proof. Since rmrθr(x, θt) ≤ 0.5, it follows that ℓ(x, θr) ≤ ℓ(x, θt). By the monotonicity

property of the sigmoid function, for any auxiliary model θ′, it holds that amr(x, θr) ≥

amr(x, θt).

According to Corollary 3, the average risk of θt trained on the whole training set

D is also no larger than 0.5, i.e, rmrθr(D, θt) ≤ 0.5. Based on this condition, we

propose an iterative reference model selection algorithm that finds the riskiest model

in a candidate set. In each iteration, it (1) chooses the current riskiest model as the

reference model, and (2) checks whether any measurement violates the prerequisite of

RMR. Since this algorithm returns the entire list of RMRs after the reference model

is finalized, it also reveals the safest target model under MIAs for a user to choose

for release.

The pseudo-code is presented in Algorithm 5. First, it randomly selects an initial

reference model from the target model set Θ (Line 4). Then the algorithm iteratively

computes the RMR of each model by (5.8) (Line 7). When any RMR is larger than
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Algorithm 5 Iterative Reference Model Selection and RMR Sorting

1: Input: D = {x1, . . . , xN} (training dataset), Θ = {θ1, . . . , θM} (target model set)
2: Output: RMR measurement list R
3: R← 0[M ]; St← ∅; unserved← Θ
4: θr ← randomSelect(Θ) ▷ Initialize reference model
5: while True do
6: for m = 1 to M do
7: R[m]← rmrθr(D, θm) ▷ Compute RMR
8: end for
9: unserved← delete(unserved, θr) ▷ Remove served model
10: St← sort(Θ, R) ▷ Sort Θ by RMR
11: for m = 1 to M do
12: if R[m] > 0.5 then
13: θr ← unserSelect(unserved, St) ▷ Select riskiest model
14: break
15: end if
16: end for
17: if m == M then
18: break ▷ Early stop
19: end if
20: end while
21: return R

0.5, that is, unsuccessfully validated by Corollary 3, it selects a current unserved

model with the highest RMR value as the reference model (Line 12) and updates the

RMR list in the next iteration. Otherwise, the riskiest reference model is identified,

and the algorithm will terminate (Line 15). It is easy to prove that Algorithm 5 can

terminate within M (the size of Θ) iterations due to M candidate models. Therefore,

considering a set of M candidate models, the time complexity of Algorithm 5 is

O (NM2), where N ≫ M is the size of the training set. Hence, when the final

RMR list can be successfully validated, the algorithm can choose the riskiest model

as the reference model and measure the model risk accurately. When the average risk

of the entire training set as the validation criterion, some training examples might

exhibit greater risk in a safe model than in a risk one. Nevertheless, as shown in the

Section 5.4, such exceptional cases only account for a small fraction.
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5.4 Empirical Evaluation

This section evaluates the effectiveness of RMR to measure the membership risk of

models, and then present a case study on its application in risky example removal.

We attempt to answer the following questions:

Q1: Is RMR effective in measuring membership privacy risk for a ML model?

Q2: How does the reference model impact when evaluating a set of trained models?

Q3: What are the factors that may impact the performance of RMR?

Q4: How is RMR employed to pinpoint high-risk examples for an individual model?

5.4.1 Experimental Setup

Datasets. We adopt several datasets for classification tasks, namely, Purchase1, Lo-

cation2, FMNIST, and STL10. Purchase and Location encompass tabular informa-

tion, while the FMNIST and STL10 datasets consist of image samples. The Location

dataset comprises check-in records, which include 4,000 data samples with 446 binary

features in our experiments. The Purchase dataset contains shopping records, which

consist of 39,464 data samples with 600 binary features. FMNIST is a collection of

70,000 grayscale images categorized into ten classes, with an equal number of images

per class. STL10 consists of ten classes, each comprising 1,300 color images. The

details are shown in Table 5.1.

Following previous work [55], we evenly split each dataset into four equal disjoint

parts: target training set, target test set, shadow training set, and shadow test set.

Similar to [55, 149, 163], the number of member examples is the same as that of non-

members, so a random guess results in 50% membership inference attack accuracy.

Off-the-shelf Attacks. To evaluate the effectiveness of our proposed risk measure-

ment, we first need to determine the ground-truth membership risk for each target

1https://www.kaggle.com/c/acquire-valued-shoppers-challenge
2https://sites.google.com/site/yangdingqi/home/foursquare-dataset
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Table 5.1: Dataset Statistics.

dataset type network #class #feature #size M

Location Tabular MLP 30 446 4,000 80
Purchase Tabular MLP 100 600 39,464 70
STL10 Image CNN 10 27648 13,000 44

FMNIST Image CNN 10 1024 70,000 33

model. However, since obtaining the ground-truth risk is not feasible, we adopt an

alternative approach: we consider the highest attack performance as the real mem-

bership risk of the model, based on state-of-the-art metric-based and NN-based mem-

bership inference attacks. We consider the following six existing attacks:

• M-CR: [161] relies on prediction correctness for membership inference. An

input sample is inferred as a member if it is correctly predicted; otherwise, it is

a non-member.

• M-CF : [161, 170] infer membership by comparing the prediction confidence of

a sample with a threshold. If the confidence exceeds the threshold, the sample

is classified as a member; otherwise, as a non-member.

• M-ET : [161] uses the entropy of confidence scores to infer membership by

comparing it against a threshold.

• M-ME : [161] relies on modified prediction entropy, incorporating the ground

truth label and setting distinct thresholds per class. A sample is classified as a

member if its modified entropy is below the threshold; otherwise, it is not.

• N-SM : [149] uses a binary classifier to distinguish a target model’s behavior

on its training members from non-members. Following previous works [55, 149],

the attack model is a 3-layer perceptron, taking the full confidence scores from

the target model and the ground-truth labels as inputs.

• N-LiRA: [11] adopts a statistical method to determine if a target sample was in

the training set. It trains shadow models with query examples (IN) and without

query examples (OUT), fits the scaled logits to two Gaussian distributions, and

uses a likelihood-ratio test to infer membership. We train 16 shadow models (8
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IN and 8 OUT) and evaluate the membership risk of a given model using 2,000

query examples (1,000 for the Location dataset).

In our experiments, all thresholds are optimized on the shadow datasets to achieve

the best attack performance.

Training Setup. We implement different network architectures on various datasets,

with the specific architecture type used for each dataset presented in Table 5.1. The

MLP is trained on tabular datasets with three hidden layers containing 1024, 512,

and 256 neurons. The CNN, designed for image data, consists of three convolutional

layers and two fully connected layers, with ReLU as the activation function. In the

ablation study, we also evaluate our method using AlexNet and DenseNet. Each

model is trained using the SGD optimizer with a learning rate of 10−2, momentum

of 0.9, training epoch of 100, and a batch size of 128.

Before evaluating the effectiveness of various measures, we first train M target mod-

els with different configurations, including ℓ2-regularization, dropout, and varying

network architectures. We then perform five off-the-shelf attacks to obtain the real

membership risk.

Evaluation Metrics. Following existing works [149, 161, 164, 178, 180], we use

Membership Accuracy (MAcc) to evaluate attack performance. MAcc is defined as

the ratio of successful attacks to the total number of attacks. Given an even dataset

split, we sample an example from either the training or test set with a probability of

0.5.

To evaluate the effectiveness of RMR, we use two correlation metrics: Pearson Cor-

relation Coefficient (PCC, denoted by ρ) and Kendall Rank Correlation Coefficient

(KRC, denoted by τ) [181]. PCC measures the linear relationship between two distri-

butions, indicating how well RMR (denoted as Y ) aligns with the actual membership

risks (denoted as X) on the target models, expressed as ρ = cov(X,Y)
σXσY

where cov is

the covariance, and σX (or σY ) is the standard deviation of X (or Y ). And KRC
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measures the ordinal association between two risk ranks,

τ =
2

n (n+ 1)

∑
i<j

sgn (xi − xj) sgn (yi − yj),

where xi ∈ X, yi ∈ Y , n is the size of X or Y , and sgn (·) is the sign function.

Comparison Baselines. We use two risk measurement approaches as baselines. The

first, referred to as overfit [149, 163], is a commonly employed method for evaluating

the membership risk of a machine learning model. It is determined by the difference

in classification accuracy between the training and test sets. The second approach,

SHAPr [162], is an attack-agnostic and detailed method that approximates leave-one-

out computations. For a given instance x, SHAPr extracts the feature embedding

from the target model, then applies a k-NN classifier to compute x’s contribution to

the training set. The highest SHAPr value across all training examples is used to

quantify the model’s risk.

Experiment Environment. Our experiments are implemented in Pytorch and

performed on an NVIDIA RTX-3090 server with Ubuntu operating system. All ex-

periments are repeated five times and report the average results.

5.4.2 Experimental Results

To address Q1, we validate whether the relative risk measure RMR is effective in

measuring the membership privacy risk of machine learning models.

Table 5.2 presents the performance of RMR and two baseline methods against real

membership risks for target models. Overall, RMR consistently outperforms the

baselines in both PCC and KRC metrics, with particularly strong advantanges in

the image domain. For instance, on the STL10 dataset, RMR achieves a PCC of

0.88, while overfit scores only 0.2086, and SHAPr results in -0.0451. Fig. 5.2 fur-

ther visualizes the distributions of attack performance and risk measures across four

datasets. We observe strong correlations between the RMR measurement and the
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real membership accuracy, especially in the tabular datasets, where the PCCs are

0.9752 and 0.9030 for the Location and Purchase datasets, respectively. In contrast,

SHAPr shows very low alignment with the real membership risk, and overfit fails

to capture it in the STL10 dataset. These results highlight that RMR serves as an

effective indicator of the performance of membership inference attacks.

Table 5.2: Risk measure performance comparison.

Metric Method Location Purchase STL10 FMNIST

PCC
overfit 0.9455 0.8589 0.2086 0.7156
SHAPr -0.0144 0.1137 -0.0451 0.1840
RMR 0.9752 0.9030 0.8800 0.8609

KRC
overfit 0.9038 0.8094 0.5378 0.7014
SHAPr 0.4845 0.4572 0.4461 0.4779
RMR 0.9286 0.9302 0.8502 0.7102
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Figure 5.2: Comparison of various risk measures with membership accuracy.
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Since we use the average RMR of all training examples as the model’s risk in Eq.(5.8),

individual example risk variations may occur. In such a case, a model with higher risk

might leak less membership privacy than a model deemed safer for certain examples.

Table 5.3 shows the percentage of such violations across all datasets when the riskiest

model is selected as the reference model from a set of target models. Although

not all training examples may strictly adhere to Corollary 3, these violations are

infrequent, remaining below 10%. Furthermore, Table 5.4 presents the improvement

rate of RMR when we remove these violating examples. The performance change is

minimal, indicating that these violations do not significantly impact the model risk

results, thereby justifying the use of the average RMR as the model risk measure.

Table 5.3: Percentage of individual example risk violations.

Location Purchase STL10 FMNIST

Viol.per 3.4% 2.6% 9.8% 3.6%

Table 5.4: RMR improvement rate by removing violating examples.

Metric Location Purchase STL10 FMNIST

PCC +0.8% +0.1% -0.1% -0.05%
KRC +0.2% +0.3% -0.2% +0.5%

The above results demonstrate the effectiveness of RMR in measuring the member-

ship risk across multiple models. Additionally, it proves useful for monitoring the

risk changes of an individual model throughout its training process. We prepare a

reference model trained on the same training dataset without any defense mechanism

and then observe the attack performance on the target model during its training pro-

cess. Fig. 5.3 shows the change in both the RMR and the real membership risk of

a single model across different epochs. We observe nearly perfect alignment between

the two metrics during the training epochs, particularly in the Location and Purchase

datasets. This result encourages us to use RMR as an indicator for early stopping

when considering privacy leakage.
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Figure 5.3: RMR performance across different training epochs.

An effective membership privacy metric must also be efficient, which makes the com-

putational cost of various measures an important consideration. To this end, we

present the average time cost required to assess the membership risk of an individ-

ual model within the candidate pool in Table 5.5. The results indicate that RMR

incurs comparable or lower costs than baselines, while offering superior performance

in measuring membership risk.

Table 5.5: Time cost comparison.

Method Location Purchase STL10 FMNIST

overfit 1x(0.74s) 1x(1.46s) 1x(3.0s) 1x(5.87s)
SHAPr 9.5x 18.5x 8.0x 4.0x
RMR 0.5x 1.4x 0.6x 0.7x

Time results are normalized based on the overfit approach.
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5.4.3 Ablation Study

In this subsection, to solve Q2 and Q3, we examine possible factors contributing

to the success of RMR in measuring membership risk, including the selection of the

reference model, the type of network used, the training example ratio, and the number

of target models.

Table 5.6: Impact of reference model selection on PCC.

Location Purchase STL10 FMNIST

Iterative 0.9752 0.9030 0.8800 0.8609
Random 0.9619 0.8698 0.8636 0.7637

First, we discuss the impact of the reference model on RMR. As highlighted in Section

5.3.3, the choice of reference model is crucial for the accuracy of RMR. To address this,

we propose an iterative approach in Algorithm 5 for selecting the highest-risk model

as the reference model. Table 5.6 compares this iterative strategy with a random

reference model selection approach in terms of PCC. Our iterative method shows a

clear advantage across nearly all datasets.

Table 5.7: RMR performance on image datasets under various model architectures.

Dataset Metric DenseNet AlexNet MixNet*

STL10
PCC 0.9631 0.9201 0.9617
KRC 0.9510 0.9091 0.8896

FMNIST
PCC 0.8817 0.8924 0.8116
KRC 0.9412 0.8030 0.7920

* MixNet includes CNN, AlexNet and DenseNet.

The previous experiments were conducted using simple architectures, such as MLP

and CNN. Now, we explore the effectiveness of RMR by applying it to more complex

network types and examining its performance across heterogeneous target models.

We incorporate two widely adopted architectures, AlexNet and DenseNet. For each

architecture type, we prepare 18 target models with varying dropout and regular-

ization settings, and then evaluate their membership risks. Table 5.7 presents the
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performance of RMR across various network types on image datasets. On the one

hand, RMR demonstrates strong effectiveness on complex models, achieving high cor-

relation in both metrics. Furthermore, we observe that the estimation task on models

with these two architectures achieves higher performance compared to a simple CNN.

This discrepancy is not due to differences in network types but rather the difficulty of

the evaluation task itself. Specifically, tasks are relatively easier when the differences

between models are more pronounced. For instance, on the STL10 dataset, the mem-

bership accuracy variance for models with DenseNet is 0.0106, whereas for CNN, it

is only 0.0004.

Furthermore, we also explore the effectiveness of RMR in scenarios where different

types of network architecture are used. As shown in Table 5.7, for a mixture of

heterogeneous models, MixNet, RMR experiences a slight decrease in both metrics

compared to the best-performing model among the three. However, it still maintains

a high correlation with the real membership accuracy, demonstrating that RMR is

a robust risk indicator across different architectures. Next, we discuss the impact

of training examples used for RMR computation in Eq. (5.8). We vary the ratio of

examples by randomly selecting them from the training set and evaluate the predicted

membership risk using RMR. Fig. 5.4 shows the performance of RMR across different

training example ratios. We observe that the ratio of training examples does not

significantly affect the effectiveness of RMR once it exceeds 20%. However, for the

small-scale STL10 dataset, fewer training examples are insufficient for accurately

modeling the complex image data distribution.

Finally, we vary the number of target models and plot the performance of RMR

under different target model sizes in Fig. 5.5. While RMR remains unaffected in

simple MLP networks trained on tabular datasets, it shows improvement with more

target models in CNN models trained on image datasets. This difference can be

attributed to the selection of the reference model. When there is a small number of

model candidates trained under similar settings, the reference model may be too close
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to the others in terms of membership risk, leading to more violation examples. This

negatively impacts the accuracy of the estimation results. For small-scale MLPs used

in Location and Purachse data, similar variations in training settings, such as dropout

and ℓ2-regularization, result in more distinct model candidates and less influenced by

the number of target models. Even across different scenarios, the experimental results

show that the evaluation stabilizes when the number of target models exceeds 10.
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Figure 5.4: Impact of training example ratio.
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Figure 5.5: Impact of target model number.

5.4.4 Case Study: Risky Example Removal

The experimental results above demonstrate that RMR is an effective model-level

risk measure. To further evaluate its effectiveness as a sample-level risk measure, we
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Figure 5.6: RMR performance across different removal ratios.

present a case study that utilizes RMR to reduce model risk by identifying and remov-

ing easy-to-attack examples in image datasets [165]. We first prepare a target model

protected by defense mechanisms, such as dropout and ℓ2-regularization, and then

construct a reference model trained without any countermeasures. For this target

model, we rank all training examples in descending order of their RMR values com-

puted by Eq.(5.7), as determined by the predefined reference model, and subsequently

remove the top-ranked examples. In addition to the risky-example-removal strategy,

we implement two additional strategies for comparison: random- and safe-example-

removal (the inverse of risky-example removal). Finally, we train a new model from

scratch using the modified dataset, excluding the removed examples, and evaluate its

membership inference accuracy.

Fig. 5.6 illustrates the performance of various attacks under different removal strate-

gies with respect to the ratio of removed examples. We observe that the risky-

example-removal strategy significantly reduces the accuracy of all membership in-

ference attacks by up to 6%, whereas the other two strategies have a smaller and

comparable impact. However, the drop is still not proportional to the ratio of re-
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moved examples. For example, removing 20% of risky examples in STL10 can ideally

achieve a 10% membership accuracy drop (i.e., a 100% accuracy down to a 50%

random guess accuracy), but the actual drop is only 6%. There are two possible

explanations for this. First, achieving 100% accuracy is not possible with current

non-optimal membership inference attacks, even on the riskiest examples. Second, as

recently noted by [182], the onion effect may be at play—after the riskiest examples

are removed, the remaining examples (particularly those with the second-highest risk)

may experience an increase in their membership risk.

Furthermore, we investigate the effect of different removal strategies on model utility

and present their classification performance on the STL10 and FMNIST datasets

in Fig. 5.6. We find that STL10 is more sensitive to the removal strategy due to

its smaller training dataset compared to the FMNIST dataset. However, for both

datasets, model utility is more negatively impacted when more than 10% of the risky

training examples are removed. This is because examples near the decision boundary

are more easily identified and are typically the most vulnerable ones [183, 184, 185].

In conclusion, there is a trade-off between membership risk and model utility when

using RMR to remove risky training examples.

5.5 Chapter Summary

Since MIAs pose a fundamental threat to machine learning models trained on private

data and serve as a basis for more advanced attacks, measuring the membership risk

of foundation models is a critical issue. This chapter presents a relative membership

risk measure, RMR, that captures both record-level and model-level membership risk.

Using a reference model, RMR efficiently quantifies membership risk for both train-

ing examples and machine learning models. We also propose an iterative strategy for

selecting the reference model when assessing multiple target models. The experimen-

tal results demonstrate that RMR makes accurate predictions that closely align with
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real membership risks across various datasets and model architectures. For future

work, we aim to extend RMR to address other privacy risks associated with machine

learning models, such as property inference and model inversion attacks.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

This thesis explores three distinct methodologies targeting MIAs and PIAs, with a

focus on training data privacy leakage risks in ML models. Our proposed approaches

range from improving existing inference attacks, to exploring new attack surfaces,

and to quantifying the privacy risk of trained models and their data.

In the first methodology, we address the efficiency bottleneck of shadow model con-

struction by proposing an attack-agnostic solution to address this issue. We present a

novel shadow pool training framework SHAPOOL, which constructs multiple shared

models and trains them jointly within a single process. In particular, we leverage the

Mixture-of-Experts mechanism as the shadow pool to interconnect individual mod-

els, enabling them to share some sub-networks and thereby improving efficiency. To

ensure the shared models closely resemble independent models and serve as effective

substitutes, we introduce three novel modules: path-choice routing, pathway regular-

ization, and pathway alignment. These modules guarantee random data allocation for

pathway learning, promote diversity among shared models, and maintain consistency

with target models. We evaluate SHAPOOL in the context of various membership
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inference attacks and show that it significantly reduces the computational cost of

shadow model construction while maintaining comparable attack performance.

In the second methodology, we reveal the risk of property leakage in VFL by intro-

ducing ProVFL, a novel framework designed to perform property inference with low

estimation errors. ProVFL is based on the empirical observation that the Lp-norm

distribution of intermediate results unintentionally leaks private property information

to potential adversarial parties. To address this issue, we first design a distribution

comparison method for property inference and analyze its effectiveness from a the-

oretical standpoint. We further propose correlation augmentation to enhance the

leakage of property information. Our experimental results demonstrate that ProVFL

performs effectively across various target properties, highlighting how shared interme-

diate results in VFL can easily expose private information. Additionally, we explore

existing defenses against such leakage and propose a simple yet effective mitigation

approach for our attacks and provide valuable insights into the protection of private

statistical information in VFL.

Finally, in the third methodology, we quantify the membership risk of foundation

models which captures both record-level and model-level membership risk from a

comparative standpoint. RMR calculates the difference in prediction loss for training

examples relative to a predefined reference model, enabling risk comparison across

models without needing to delve into details like training strategy, architecture, or

data distribution. We also explore the selection of the reference model and show

that using a high-risk reference model enhances the accuracy of the RMR measure.

To identify the most vulnerable reference model, we propose an efficient iterative

algorithm that selects the optimal model from a set of candidates. Through extensive

empirical evaluations on various datasets and network architectures, we demonstrate

that RMR is an accurate and efficient tool for measuring the membership privacy risk

of both individual training examples and the overall ML model.

In summary, we characterize ML privacy risks from both practical attacks and inher-
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ent risk perspectives. The first two works study inference attacks in practice, focusing

on attack efficiency and new attack surfaces, while the third work quantifies privacy

risk at a more fundamental level. Together, they form a holistic view of ML privacy

that bridges empirical and theoretical attack analysis across both centralized and

distributed settings.

6.2 Future Work

We conclude the thesis by outlining future directions, focusing on two promising

avenues:

(1) Exploration of Systemic Privacy Risks. Future efforts can investigate systemic

privacy risks by jointly considering multiple inference attacks rather than examining

them in isolation. Prior research has demonstrated that one type of attack can

amplify the effectiveness of another. For example, poisoning attacks can strengthens

MIAs, highlighting the interdependence between different threats [186]. In real-world

scenarios, adversaries are unlikely to rely on a single, isolated technique but may

strategically combine attacks to maximize their success. This suggests that developing

defenses tailored to individual attacks may provide only limited protection, leaving

models vulnerable when exposed to compound or sequential attack strategies. A more

holistic approach to studying and mitigating inference attacks is therefore critical for

building resilient and practical privacy-preserving ML systems.

(2) Extensions to Large Language Models. Although our current work focuses on

relatively small-scale ML models, its core principles can be extended to LLMs. For

SHAPOOL, the idea of shared shadow models remains relevant, especially given the

widespread use of the MoE architecture in modern LLMs; however, the extreme pa-

rameter scale makes training multiple shadow models a major challenge and is there-

fore often impractical in existing attacks. In contrast, ProVFL and RMR are largely
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architecture-agnostic and can be more readily adapted to LLM settings. Nevertheless,

because LLMs are trained on massive corpora, privacy leakage is less tied to individ-

ual samples or simple distribution estimates, and more related to memorization and

exposure through generation behaviors, which calls for rethinking attack objectives

and privacy risk definitions under LLM-specific training and inference paradigms.

(3) Exploration of Large Language Models. Building on the extension to large lan-

guage models, future work should further investigate privacy challenges in complex

and emerging model architectures, where inference attack techniques designed for con-

ventional ML models may no longer be effective. Due to their unique architectures and

training paradigms, LLMs are characterized by massive parameter scales, intricate ar-

chitectures, and highly complex feature spaces, making typical approaches—such as

shadow model training—computationally infeasible or unrealistic [187]. Moreover,

the pretraining–fine-tuning paradigm and the strong memorization capacity of LLMs

introduce new and underexplored privacy leakage mechanisms. Understanding these

unique vulnerabilities, and developing tailored inference attacks and corresponding

defenses, therefore represents an important and timely direction for future research

in ML privacy.
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sano Pinto, Sylvain Gelly, Daniel Keysers, and Neil Houlsby. Scalable transfer

learning with expert models. arXiv preprint arXiv:2009.13239, 2020.

109



References

[53] Min Chen, Zhikun Zhang, Tianhao Wang, Michael Backes, Mathias Humbert,

and Yang Zhang. When machine unlearning jeopardizes privacy. In Proceed-

ings of the 2021 ACM SIGSAC conference on computer and communications

security, pages 896–911, 2021.

[54] Zonghao Huang, Neil Zhenqiang Gong, and Michael K Reiter. A general frame-

work for data-use auditing of ml models. In Proceedings of the 2024 on ACM

SIGSAC Conference on Computer and Communications Security, pages 1300–

1314, 2024.

[55] Yugeng Liu, Rui Wen, Xinlei He, Ahmed Salem, Zhikun Zhang, Michael Backes,

Emiliano De Cristofaro, Mario Fritz, and Yang Zhang. Ml-doctor: Holistic

risk assessment of inference attacks against machine learning models. In 31st

USENIX Security Symposium (USENIX Security 22), pages 4525–4542, 2022.

[56] Borja Balle, Giovanni Cherubin, and Jamie Hayes. Reconstructing training data

with informed adversaries. In 2022 IEEE Symposium on Security and Privacy

(SP), pages 1138–1156. IEEE, 2022.

[57] Zhibo Wang, Yuting Huang, Mengkai Song, Libing Wu, Feng Xue, and Kui Ren.

Poisoning-assisted property inference attack against federated learning. IEEE

Transactions on Dependable and Secure Computing, 20(4):3328–3340, 2022.

[58] Ahmed Salem, Apratim Bhattacharya, Michael Backes, Mario Fritz, and Yang

Zhang. {Updates-Leak}: Data set inference and reconstruction attacks in online

learning. In 29th USENIX security symposium (USENIX Security 20), pages

1291–1308, 2020.

[59] Hao Li, Zheng Li, Siyuan Wu, Chengrui Hu, Yutong Ye, Min Zhang, Dengguo

Feng, and Yang Zhang. Seqmia: Sequential-metric based membership inference

attack. In Proceedings of the 2024 on ACM SIGSAC Conference on Computer

and Communications Security, pages 3496–3510, 2024.

110



References

[60] Zhiwen Fan, Rishov Sarkar, Ziyu Jiang, Tianlong Chen, Kai Zou, Yu Cheng,

Cong Hao, Zhangyang Wang, et al. M3vit: Mixture-of-experts vision trans-

former for efficient multi-task learning with model-accelerator co-design. Ad-

vances in Neural Information Processing Systems, 35:28441–28457, 2022.

[61] Noam Shazeer, Azalia Mirhoseini, Krzysztof Maziarz, Andy Davis, Quoc Le,

Geoffrey Hinton, and Jeff Dean. Outrageously large neural networks: The

sparsely-gated mixture-of-experts layer. arXiv preprint arXiv:1701.06538, 2017.

[62] Dmitry Lepikhin, HyoukJoong Lee, Yuanzhong Xu, Dehao Chen, Orhan Firat,

Yanping Huang, Maxim Krikun, Noam Shazeer, and Zhifeng Chen. Gshard:

Scaling giant models with conditional computation and automatic sharding.

arXiv preprint arXiv:2006.16668, 2020.

[63] Svetlana Pavlitska, Christian Hubschneider, Lukas Struppek, and J Marius
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Ambite, and Greg Ver Steeg. Membership inference attacks on deep regression

models for neuroimaging. In Medical Imaging with Deep Learning, pages 228–

251. PMLR, 2021.

[155] Hongbin Liu, Jinyuan Jia, Wenjie Qu, and Neil Zhenqiang Gong. Encodermi:

Membership inference against pre-trained encoders in contrastive learning. In

Proceedings of the 2021 ACM SIGSAC Conference on Computer and Commu-

nications Security, pages 2081–2095, 2021.

[156] Zhikun Zhang, Min Chen, Michael Backes, Yun Shen, and Yang Zhang. Infer-

ence attacks against graph neural networks. In Proceedings of the 31th USENIX

Security Symposium, pages 1–18, 2022.

[157] Xuefei Yin, Yanming Zhu, and Jiankun Hu. A comprehensive survey of privacy-

preserving federated learning: A taxonomy, review, and future directions. ACM

Computing Surveys (CSUR), 54(6):131:1–131:36, 2022.

[158] Yucheng Long, Zuobin Ying, Hongyang Yan, Ranqing Fang, Xingyu Li, Yajie

Wang, and Zijie Pan. Membership reconstruction attack in deep neural net-

works. Information Sciences, 634:27–41, 2023.

[159] Hyeyoung Ko, Suyeon Lee, Yoonseo Park, and Anna Choi. A survey of rec-

ommendation systems: recommendation models, techniques, and application

fields. Electronics, 11(1):141, 2022.

[160] Minxing Zhang, Zhaochun Ren, Zihan Wang, Pengjie Ren, Zhunmin Chen,

Pengfei Hu, and Yang Zhang. Membership inference attacks against recom-

mender systems. In Proceedings of the 2021 ACM SIGSAC Conference on

Computer and Communications Security, pages 864–879, 2021.

[161] Liwei Song and Prateek Mittal. Systematic evaluation of privacy risks of ma-

123



References

chine learning models. In 30th USENIX Security Symposium, pages 2615–2632,

2021.

[162] Vasisht Duddu, Sebastian Szyller, and N Asokan. Shapr: An efficient and

versatile membership privacy risk metric for machine learning. arXiv preprint

arXiv:2112.02230, 2021.

[163] Samuel Yeom, Irene Giacomelli, Matt Fredrikson, and Somesh Jha. Privacy risk

in machine learning: Analyzing the connection to overfitting. In 2018 IEEE 31st

computer security foundations symposium (CSF), pages 268–282. IEEE, 2018.

[164] Yunhui Long, Vincent Bindschaedler, and Carl A Gunter. Towards measuring

membership privacy. arXiv preprint arXiv:1712.09136, 2017.

[165] Yunhui Long, Lei Wang, Diyue Bu, Vincent Bindschaedler, Xiaofeng Wang,

Haixu Tang, Carl A Gunter, and Kai Chen. A pragmatic approach to member-

ship inferences on machine learning models. In 2020 IEEE European Symposium

on Security and Privacy (EuroS&P), pages 521–534. IEEE, 2020.

[166] Stacey Truex, Ling Liu, Mehmet Emre Gursoy, Lei Yu, and Wenqi Wei. Demys-

tifying membership inference attacks in machine learning as a service. IEEE

Transactions on Services Computing, 2019.

[167] Daniel Bernau, Günther Eibl, Philip W Grassal, Hannah Keller, and Florian

Kerschbaum. Quantifying identifiability to choose and audit ϵ in differentially

private deep learning. Proceedings of the VLDB Endowment, 14(13):3335–3347,

2021.

[168] Bargav Jayaraman, Lingxiao Wang, Katherine Knipmeyer, Quanquan Gu, and

David Evans. Revisiting membership inference under realistic assumptions.

Proceedings on Privacy Enhancing Technologies, 2021.
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