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Abstract

The prevalence of parallel programming underscores the importance of static data
race detection for software reliability. However, its effectiveness is often limited by
imprecise points-to analysis. Conventional approaches, such as Andersen’s points-
to analysis, struggle to distinguish between fields within compound data structures,
such as structs and arrays, leading to a high rate of false positives that hinders
developer trust and adoption. In contrast, abstract interpretation-based points-to
analysis offers better precision for handling compound data structures but faces
scalability issues and may struggle to handle recursion precisely and efficiently.

This thesis presents a two-pronged approach to enhance the precision of points-
to analysis for race detection, without compromising scalability on large industrial
programs. First, it introduces SLIRD, a framework designed to accurately resolve
points-to relationships for compound data structures while maintaining scalabil-
ity. SLIRD introduces a novel program slicing method to narrow the analysis on a
minimal yet complete code scope, thereby ensuring scalability for the subsequent
cross-domain abstract interpretation, which provides precise alias information to
facilitate the downstream race detection.

Second, this thesis also tackles a key challenge in abstract interpretation: the

precise handling of recursion. To address this challenge, this thesis proposes Rec-

iv



Topo, an innovative interprocedural fixpoint computation technique. RecTopo
establishes a new interprocedural weak topological ordering (IWTO) that allows
recursive functions to be analyzed with the same precision and efficiency as loops.
By systematically decomposing the program and managing analysis states across
recursive call chains, this method avoids the significant over-approximations preva-
lent in existing tools.

Empirical evaluation confirms the efficacy of both contributions. SLIRD demon-
strates an average precision improvement of 89.1% over the baseline tool SVFRD
on large-scale industrial programs while only incurring an average 4.8-fold over-
head. RecTopro shows a significant precision improvement of 46.51% and an in-
creased bug detection recall rate of 32.98% on real-world recursive benchmarks.
Collectively, this thesis delivers a more robust points-to analysis framework capa-

ble of tackling the complexities of large industrial parallel programs.
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Chapter 1

Introduction

1.1 Background

Due to the increasing demand for computational power, multicore architecture and
parallel programs have become increasingly prevalent in modern computing [3,
40]. It is reported that a significant portion of modern applications are parallel
programs [37, 72]. However, due to the inherent complexity of parallel program-
ming, data races have become a significant problem for developers [77]. Data
races occur when multiple threads concurrently access shared data, with at least
one thread writing to it, without proper synchronization, leading to unpredictable
behaviors. The non-deterministic execution order of parallel threads makes detect-
ing such races through dynamic testing exceptionally difficult [77, 99]. To address
these issues, static data race detection techniques have been proposed [10, 31, 42,
68, 76, 36, 69]. These techniques conservatively approximate program behaviors,
enabling the detection of data races or proving their absence.

A fundamental prerequisite for static data race detection is obtaining points-to
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information for functions, locks, and accessed data [10, 42, 31, 36]. This informa-
tion serves as the foundation for subsequent thread analysis and race detection. The
precision of the points-to information is crucial for downstream race detection, as
spurious alias relationships can lead to downstream race detector reporting false

race alarms [31].

1.2 Research Gap and Motivation

Pure points-to analyses [31, 10, 47, 51], however, faces significant challenges
in providing precise alias information for pointers within compound data struc-
tures, such as structs or arrays. For instance, Steensgaard’s points-to analysis [81],
adopted by a recent static race detector, RACERF [31], utilizes a unification-based
approach that provides efficient but coarse-grained alias information. SVF [83]
conducts flow-sensitive pointer analysis on an over-approximated value-flow graph
built using Andersen’s points-to analysis [7]. Sparrow [61] employs a flow-insen-
sitive pointer analysis to support the subsequent scalar analysis. These approaches
conduct points-to analysis on a sole memory address domain. Consequently, the
points-to analysis fails to distinguish between diftferent fields within the same com-
pound data structure, such as a structs or arrays. Since multi-thread programs often
use structs/arrays to manage the thread functions and accessed data, this imprecise
points-to information can result in numerous false positives in data race detection.

To distinguish between fields in a compound data structure, it is necessary to
model scalar behavior for offset information. Abstract interpretation [24, 23], a
general framework for static analysis, provides a practical method for modeling

this scalar behavior. Within this framework, an interval domain models the scalar
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behavior of variables, while a memory address domain models their points-to be-
havior. Furthermore, combining the address and interval domains yields more
precise points-to information [18]. Although effective for deriving precise points-
to information for compound data structures, abstract interpretation can exhibit
exponential complexity in context-sensitive analyses [18], limiting its scalability
to large-scale projects. This highlights the need for a method to enhance the effi-
ciency of abstract interpretation.

Program slicing is a promising solution to enhance the efficiency [91]. It ex-
tracts subsets of code that preserve specific behaviors, aiding tasks like debugging,
testing, and static analysis. Empirical evaluations conducted by Chalupa and Stre-
jéek [15] report that program slicing has a positive impact and can significantly
enhance the performance of software verification tools. Sun et al. [86] employs
slicing to enhance the performance of model invariant checking. However, these
methods lack uniformity, as no single approach consistently addresses all aspects of
static analysis requirements. For race detection in particular, existing static slicing
techniques [52, 15, 86] fall short because they are primarily designed for sequential
programs and thus fail to address concurrency-specific issues such as may-happen-
in-parallel (MHP) relations or race patterns.

Moreover, a significant limitation of abstract interpretation is its difficulty in
handling recursion, a common control structure in real-world programs. While
state-of-the-art abstract interpreters effectively leverage Bourdoncle’s algorithm
for loop analysis, they face difficulties when determining WTO for recursive func-
tion calls. Several approaches have been proposed for taming recursions and inter-
procedural abstract interpretation. For non-recursive functions, function inlining

enables precise interprocedural analysis. However, this approach becomes infea-
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sible for recursive functions due to potentially infinite inlining sequences in un-
bounded recursion. To address this, some tools adopt strong assumptions, em-
ploying either under- or over-approximation approaches. For example, Astrée [43]
completely excludes the analysis of unbounded recursion, while IKOS [13, 46]
conservatively assigns top values ('T) to variables in recursive contexts, effectively
bypassing the analysis of recursive functions. To improve precision, tools such as
Clam [38, 19] and CSA [18] analyze recursive function bodies but introduce many
spurious widening operations at function boundaries. Their effectiveness remains
limited, as their WTO computations are confined to individual function scopes,
preventing the creation of an effective interprocedural order for efficient fixpoint
computation and subsequent narrowing to enhance precision. Consequently, both
under-approximation and over-approximation approaches can produce undesirable

outcomes for downstream tasks, such as data race detection.

1.3 Aims and Objectives

This research aims to advance static data race detection by developing a points-to
analysis that achieves high precision while maintaining scalability for large-scale
industrial programs.

To efficiently generate precise points-to information for race detection, this re-
search introduces a three-stage framework, SLIRD. The first stage employs pro-
gram slicing to extract a minimal, sound code slice relevant to race detection.
The second stage applies cross-domain abstract interpretation to compute a refined
points-to information by combining address and interval domains, incorporating

offset information to distinguish between fields within compound structures. Fi-
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nally, this information is utilized in thread analysis to detect data races.
Additionally, to enhance the precision of abstract interpretation-based points-
to analysis in handling recursion, a novel interprocedural fixpoint computation
technique, RecTopro, is introduced. It computes interprocedural weak topolog-
ical ordering (IWTO) to handle recursions as efficiently and precisely as loops.
RecTopo systematically decomposes programs into non-recursive and recursive
components by applying Tarjan’s strongly connected component algorithm [88] on
the call graph. Using these decompositions, REcTopo coalesces recursive compo-
nents within the control flow graph and computes unified IWTO for each. This
approach avoids the complexity of whole-program WTO construction. Leverag-
ing the constructed IWTO, RecToro integrates an efficient fixpoint computation
algorithm with interleaved widening and narrowing operations, enabling precise

and scalable recursion analysis.

1.4 Contribution

This research has made the following major contributions:

e This work introduces SLIRD, a novel static data race detection framework
that leverages cross-domain abstract interpretation to provide precise points-
to information for race detection. Furthermore, SLIRD incorporates a sound
slicing method to reduce the analysis scope, ensuring scalability on large

industrial programs.

* It presents REcTopro, a new technique that significantly enhances the preci-

sion of abstract interpretation for recursive programs. REcTopo introduces
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an efficient interprocedural weak topological ordering (IWTO) computation
and IWTO-guided fixpoint computation, enabling precise handling of re-
cursions and benefiting downstream analyses such as data race and buffer

overflow detection.

* An empirical evaluation demonstrating that SLIRD achieves an average pre-
cision improvement of 89.1% while only incurring an average 4.8 times
overhead compared to SVFRD across five large-scale industrial programs.
Furthermore, REcTorpo demonstrates an average precision improvement of
46.51% and an increased recall of 32.98% on real-world bugs when com-

pared to baseline tools across ten open-source projects.



Chapter 2

Related Work

This chapter discusses areas related to this thesis. It reviews the literature across
several interconnected domains: static data race detection, the underlying prin-
ciples of points-to analysis, program slicing as a scalability-enhancing technique,
the formal framework of abstract interpretation, and specialized methods for recur-
sion handling. This review highlights existing limitations and motivates the novel

approaches developed in SLIRD and RecToro.

2.1 Static Data Race Detection

Static race detection identifies potential data races in concurrent programs without
executing them, using conservative approximations of program behavior. Since its
proposal, researchers have made efforts to balance precision and scalability. An
early tool, RacerX [36], is a static analyzer for C programs based primarily on a
lockset analysis. The tool employs heuristics to improve precision and has suc-

cessfully detected bugs in the kernels of several operating systems. Compared to
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SLIRD, RacerX utilizes a relatively simple points-to analysis for the representa-
tion of locks. Locksmith [69], a context-sensitive analysis for C programs, uses
points-to information to identify races by correlating lock usage. Chord [58], de-
signed for Java, integrates alias analysis with happens-before relations to reduce
false positives. Despite their precision, both approaches face scalability challenges
when applied to large industrial codebases. Recent advancements target preci-
sion and scalability for large programs. RacerD [10] is a compositional analyser
implemented in the Infer framework. It achieves scalability by analyzing each
function only once. RacerF [31], a thread-modular analyzer for C. Although scal-
able, RacerF leverages Steensgaard’s algorithm [81] to obtain alias information,
making it insensitive to flow, context and fields, which leaves room for precision
improvements. OMPRacer [87], which focuses on OpenMP programs, performs
a context- and field-sensitive Andersen-like points-to analysis [7]. Despite their
efficacy, these methods all perform pure points-to analyses by relying on a single
address domain and omitting scalar information, thereby failing to model com-
plex data structures precisely. While some approaches employ abstract interpre-
tation [24] to provide more precise analysis results, such as Astrée [26, 25] and
Goblint [94], they exhibit the inherent challenge of the exponential complexity of

context-sensitive analysis.

2.2 Points-to Analysis

Points-to analysis determines the memory locations pointers may reference, serv-
ing as a foundation for race detection. Various approaches differ in precision

and scalability. Andersen’s analysis [7], a flow-insensitive, context-insensitive
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inclusion-based method, models points-to sets with cubic time complexity, offer-
ing high precision for many programs. Steensgaard’s algorithm [81], a unification-
based approach, merges aliasing nodes to achieve near-linear time complexity but
sacrifices precision due to bidirectional flow. Type-based analyses [8, 51] lever-
age type information for faster approximations. While techniques such as scaling
type-based points-to analysis can achieve rapid results, they do so at the cost of
precision and may only provide alias information for function pointers. Modern
tools like the SVF [83] framework perform iterative value-flow and pointer anal-
ysis on LLVM IR, enabling scalable interprocedural analysis with customizable
precision. Despite their efficacy, these methods are often limited by the omission
of scalar information, which leads to the imprecise modeling of compound data
structures such as arrays. This limitation necessitates cross-domain approaches
to enhance precision. While some approaches employ abstract interpretation [18,
26] to provide more precise analysis results, they exhibit the inherent challenge
of the exponential complexity of context-sensitive analysis, requiring a method to

improve their scalability in large programs.

2.3 Program Slicing

Program slicing extracts code subsets that preserve specific behaviors, aiding tasks
like debugging and testing. First introduced by Weiser in 1981 [95], this technique
reduces programs to minimal forms while maintaining subsets of behavior, with
applications in debugging, maintenance, optimization, and program analysis. Dy-
namic slicing, as proposed by Agrawal and Horgan in 1990 [4], utilizes execution

traces for higher precision by considering specific inputs and runtime paths, mak-
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ing it suitable for scenarios where exact behavior during execution needs to be
isolated. In contrast, our work focuses on static slicing, which computes slices
without requiring execution inputs or traces. This allows for broader coverage of
potential program behaviors without dependency on specific runtime conditions.
Comprehensive surveys by Tip [91] outlines various static slicing techniques,
including path slicing and their applications in debugging, program integration,
dataflow testing, and software maintenance. Lydia, Srinath, and Gyani [52] pro-
vide a detailed analysis of static slicing for object-oriented programs, highlighting
challenges in handling polymorphism and inheritance, which are critical for mod-
ern software systems. Empirical evaluations conducted by Chalupa and Strejcek
[15] report that program slicing has a positive effect and can significantly enhance
the performance of software verification tools. Sun et al. [86] employs slicing to
enhance the performance of model invariant checking. However, these methods
lack uniformity, as no single approach consistently addresses all aspects of static
analysis requirements. For race detection in particular, existing static slicing tech-
niques [15, 86] fall short because they are primarily designed for sequential pro-
grams and thus fail to address concurrency-specific issues such as may-happen-
in-parallel (MHP) relations or race patterns. Consequently, these methods may
produce incomplete or imprecise slices by including irrelevant code or missing
subtle race conditions caused by non-deterministic thread interleavings[10]. This
gap underscores the need for the specialized slicing approach proposed in SLIRD,
which targets race detection by integrating points-to and MHP analysis to preserve

race-relevant behaviors.
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2.4 Abstract Interpretation

Abstract interpretation [24, 27] serves as the theoretical foundation for numer-
ous static analysis techniques, encompassing program verification [33, 13, 49,
98, 100], data-flow analysis [65, 66], and static bug detection [85, 84, 18, 78,
79, 93, 61]. These techniques are fundamentally designed to ensure both state
over-approximation and analysis termination. Some approaches [61, 39] utilize
sparse abstract interpretation framework that propagates abstract states through
def-use chains instead of control flows to improve efficiency. In contrast, Rec-
Topo operates within the context of control-point-based analysis. Note that this
assumption is a design choice made to align with classical abstract interpretation
formulations [11, 18, 20, 46, 60], though the proposed approach is not fundamen-
tally restricted to this scope. Weiss, Rubio-Gonzdlez, and Liblit [96] proposed a
database-backed analysis using graph algorithms to improve scalability. This ap-
proach leverages the extensive storage capacity of a persistent abstract state man-
agement system, enabling more fine-grained analysis of large codebases. While
significant, this approach addresses challenges that are orthogonal to the primary
contributions of this thesis. Cheng, Wang, and Sui [18] recently introduced cross-
domain abstract interpretation to track correlations across multiple abstract do-
mains. Additionally, they proposed a hash-consed approach to manage points-to
sets, significantly reducing memory overhead, which is incorporated in SLIRD.
However, these approaches do not solve the problem of exponential complexity
inherent in context-sensitive analysis—a challenge addressed by SLIRD, the first
contribution of this thesis. Furthermore, they do not handle recursion effectively,

which necessitates the specialized approach of RecToro.
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2.5 Recursion Handling

In interprocedural static analysis, recursive program structures present significant
challenges by potentially generating unbounded call stacks that can affect analyzer
termination. EXxisting approaches address this challenge through various strate-
gies: some employ fixed-depth recursive call unrolling [85, 78, 79], while others
explicitly bound the analysis of recursive calls [26, 43]. These approaches of-
fer practical trade-offs between precision and analysis feasibility. More conserva-
tive methods focus on computing sound approximations of values within recursive
structures [13, 18], prioritizing soundness while potentially sacrificing precision
when analyzing recursions. Oh and Yi [62] proposed techniques for eliminating
spurious interprocedural cycles through matching call/return sites during fixpoint
computation, however, this approach fails to leverage the efficacy of Bourdon-
cle’s fixpoint computation algorithm for recursion handling. Rival and Chang [75]
developed specialized methods for handling recursion in shape analysis, focus-
ing primarily on precise approximation of recursive heap structures—an approach
complementary to RecTopro. Keidel, Erdweg, and Hombiicher [44] and Brandl
et al. [12] introduces a terminable big-step abstract interpretation approach even
in the presence of loops and recursions. It achieves this by identifying recurrent
call traces of the abstract interpreter itself during runtime. However, while this
dynamic approach allows the application of widening on recursions, it currently
does not support further narrowing to improve precision. Spith, Ali, and Bodden
[80] proposes a synchronized pushdown system that improves time complexity for
recursive data structures. It operates within a pushdown framework, which differs

from the proposed abstract interpretation methodology. Stein, Chang, and Srid-
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haran [82] introduces a versatile framework for incremental and demand-driven
tabulation-based abstract interpretation, utilizing dynamic summarization graphs
to support sound analysis of recursion. While effective, it does not incorporate

Bourdoncle’s strategy, which could enhance efficiency in handling cycles.



Chapter 3

Enhancing Precision in Points-to
Analysis for Data Race Detection

While Preserving Scalability

3.1 Introduction

Parallel programs have become increasingly prevalent in modern computing archi-
tectures [3, 40]. The inherent complexity of parallel programs often leads to data
races. A data race occurs when multiple threads concurrently access shared data,
with at least one access being a write, without proper synchronization, leading to
unpredictable behaviors. Detecting these data races through testing is challeng-
ing [99] because races occur unpredictably due to the non-deterministic execution
order of parallel threads. To address these issues, static data race detection tech-
niques have been proposed [42]. These techniques soundly approximate program

behaviors, enabling detecting data races or proving their absence.

14
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A preliminary step for static data race detection is obtaining points-to informa-
tion for functions, locks, and accessed data. This information serves as the foun-
dation for subsequent thread analysis and race detection [42]. The precision of the
points-to information is crucial for downstream race detection, as spurious alias
relationships can result in false data race alarms. However, pure points-to analy-
sis [83, 47, 51] faces significant challenges in providing precise alias information
for pointers within compound data structures, such as structs or arrays. For in-
stance, SVF [83] conducts flow-sensitive pointer analysis on an over-approximated
value-flow graph built using Andersen’s points-to analysis [7]. Sparrow [61] em-
ploys an flow-insensitive pointer analysis to support the subsequent scalar analy-
sis. These approaches conducts points-to analysis on a sole memory address do-
main. Consequently, the points-to analysis fails to distinguish between different
fields within the same compound data structure, such as a structs or arrays. Since
multi-thread programs often uses structs/arrays to manage the thread functions and
accessed data, this imprecise points-to information can result in numerous false
positives in data race detection.

To distinguish between fields in a compound data structure, it is necessary to
model scalar behavior for offset information. Abstract interpretation [24, 23], a
general framework for static analysis, provides a practical method for modeling
this scalar behavior. Within this framework, an interval domain models the scalar
behavior of variables, while a memory address domain models their points-to be-
havior. Furthermore, combining the address and interval domains yields more
precise points-to information, namely the cross-domain abstract interpretation ap-
proach [18]. Although precise, abstract interpretation can exhibit exponential com-

plexity in context-sensitive analyses, hindering its applicability to large-scale, real-
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world projects.

To tackle these challenges, this study aims to employ cross-domain abstract
interpretation to achieve more points-to analysis and further ensure its scalability
through a slicing method. Base on the observation that data race detection actually
requires only partial points-to information, it is possible to analyze only a portion
of the program while still providing the necessary information for the downstream
tasks. The major challenge lies in extracting the minimal yet complete code slice
to analyze.

This study proposes SLIRD, a three-stage method. First, an initial slicing step
extracts a minimal yet complete code slice. Second, a cross-domain abstract in-
terpretation on the slice provides the necessary points-to information. Finally, this

information is used to perform thread analysis and race detection.

Memory
Address MHP | [Lock Set
D$m1m Analysis| |Analysis
|::> v v
v Interv§1 [0, 1] | Race Detection |
I:FuncD Domain
Call Graph of (b) Cross-Domain (c) Race
Original Program Abstract Interpretation Detection

Steensgaard's
Points-to Anlaysis

R O S [Funco]

Ar?ngIs)is —>|Slicing )2
B FuncD
. Call Graph of Data Race
1
(a) Slicing Sliced Program Report

Figure 3.1: Overview of SLIRD.
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Figure 3.1 illustrates the three-stage architecture of SLIRD:

(a) Slicing: The proposed slicing method extracts minimal yet complete code
for the the subsequent race detection. It employs Steensgaard’s algorithm for
points-to analysis due to its linear complexity, which minimizes overhead. Next,
it performs a may-happen-in-parallel (MHP) analysis using the acquired points-to
information. Finally, it generates a function-level slice of the original program that
preserves the two race patterns summarized in this study.

(b) Cross-domain abstract interpretation: This abstract interpretation step
combines address and interval domains to obtain a refined points-to information.
It incorporates offset information to distinguish between fields within the same
compound structure.

(c) Race detection: This step performs MHP and lockset analyses to inform
the final race detection.

In summary, this study makes the following contributions:

* This study proposes a three-stage approach that first performs slicing to re-
duce the code scope for analysis, then applies cross-domain abstract inter-
pretation to provide precise points-to information, and finally conducts race

detection based on the points-to results.

* This study develops a novel code slicing method that extracts a minimal yet
complete code slice for subsequent analysis, accelerating the analysis while

maintaining precision and soundness.

* This study implements the proposed method in a tool named SLIRD, based
on the SVF framework [83]. Evaluation on five large-scale industrial pro-

grams demonstrates that SLIRD achieves an average precision improvement
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of 89.1% while incurring an average 4.8 times the execution time of SVFRD

across five large-scale industrial programs, all with a retained soundness.

3.2 Motivating Example

Static data race detection relies on precomputed points-to information for thread
functions, accessed data, and locks. The precision of this information is crucial
for the subsequent race detection as spurious alias relationships can lead to a high
volume of false positives. Pure points-to analysis, which typically models program
behavior using only an address domain, often fails to distinguish between different
fields within the same compound data structure, resulting in such false alarms.

Figure 3.2 illustrates such a situation. In the example, thread_functionl
increments the first element of a global array arr, while thread function?2 in-
crements the second. These functions are spawned in main and can execute con-
currently. However, because they access distinct elements of arr, no data race
exists.

However, a single-domain points-to analysis (e.g., SVF [83], RacerF [31],
GoBLINT [94]) treats the entire arr as a single object, failing distinguish between
its elements. Consequently, a downstream race detector would judge that the write
operations at Line 7 and Line 11 could modify the same object, reporting a false
positive. This scenario is common when analyzing real-world programs, which
often store thread function pointers and accessed data in compound structures
like structs and arrays. This false positive could be eliminated by SLIRD’s cross-
domain abstract interpretation, which treats the elements of arr distinctly. It in-

forms the race detector that Line 7 and Line 11 write to different memory locations,
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1 int arr[10]; // global array
» void sequential_function(int input) {

3 int result = input * 2;

4 printf (4", result);

s

¢ void* thread_functionl(void* arg) {
7 arr [0] ++;

8 return NULL;

o }

1o void* thread_function2(voidx* arg) {
1 arr[1]++;

12 return NULL;

3}

14 int main() {

15 pthread_t threadl, thread2;

16

17 sequential_function(5);

18

19 pthread_create(&threadl, NULL, thread_functionl, NULL);
20 pthread_create(&thread2, NULL, thread_function2, NULL);
21

2 pthread_join(threadl, NULL);

3 pthread_join(thread2, NULL);

u }

Figure 3.2: A parallel program with irrelevant sequential code.

thus preventing the false alarm.

Moreover, revisiting Figure 3.2, it is apparent that there exists some code seg-
ments, such as sequential function, that are irrelevant for data race detection,
since they do not influence data access in parallel threads. Excluding these seg-
ments could mitigate the performance issue by focusing points-to analysis solely
on relevant code. Specifically, for race detection, static analysis must first de-
termine the points-to sets for thread_functionl, thread_function2, and the
object referenced by arr [0] and arr[1]. Using this information, a subsequent

May-Happen-in-Parallel (MHP) analysis can deduct that the two thread functions
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may execute concurrently. The final detection step then checks for conflicting
memory accesses. Crucially, the MHP analysis and final race check only require
pointer information related to the threads and the shared array, while the analysis
of sequential_function does not contribute.

Nevertheless, a whole-program points-to analysis must process the entire pro-
gram, including such irrelevant functions. Since context sensitive abstract in-
terpretation can exhibit exponential complexity, analyzing this redundant code
severely impairs scalability.

To address the performance issue, this research proposes a novel slicing method
that can preserve the essential code for race detection, while eliminating irrelevant
code. This method employs a fast but imprecise pointer analysis to generate a call
graph. It then performs a slicing on the graph, guided by data-flow information
relevant to potential races. This method allows the subsequent, precise points-to
analysis to focus exclusively on relevant code by excluding redundant segments

(e.g., sequential function), thereby improving scalability.

3.3 Approach

This research proposes first employing a fast points-to analysis and may-happen-
in-parallel (MHP) analysis, using their results to guide program slicing for a re-
duced codebase, detailed in Section 3.3.1. Subsequently, it uses a precise points-to
analysis to support the subsequent MHP analysis, lock set analysis, and final race

detection, as detailed in Section 3.3.3.
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3.3.1 Slicing

Race detection-targeted slicing relies on a preliminary points-to analysis and MHP
analysis, which provides the parallel information at the function level. This re-
search employs the Steensgaard algorithm to compute the points-to information, as
its linear complexity ensures scalability for analyzing the entire program. Points-
to information can be formalized as a function PTS : =V — O, where V = PUQO
represents all program variable, consisting of top-level variables P and virtual ob-
jects O. The MHP analysis then provides parallelization information, formalized
as aset MHPr C I’ x F', where I denotes all functions in the program. Each pair
(f1, f2) € MHPy indicates that f; may be executed concurrently with fo during
real execution. Using the information, slicing can be performed to minimize the
code scope for a more precise subsequent analysis.

To identify the required code for race detection, this study first summarizes
race cases into two primary categories. Figure 3.3 illustrates the two categories
summarized. Figure 3.3a demonstrate concurrent access via global, where the
thread access the raced object through global variables, while Figure 3.3b depicts
parallel access to variables shared via pointers, where the thread accesses the object

through pointers passed as arguments.

To address these patterns, this study proposes a function-level slicing method
based on a concurrent call graph (CCQG) that captures both normal function calls
and thread creations via pthread_create. The algorithm is detailed in Algorithm
1. It consists of two phases: initial slicing and backward slicing. Initial slicing
aims at identifying all functions that may contain a race site, including all thread

functions, functions that may execute concurrently with them, and their transi-
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Algorithm 1: Slicing Algorithm

Input: Points-to analysis result PTS, concurrent call graph CCG(F, E), and
MHP analysis result MHPFR
Output: Sliced program P’
1 Function Slicing(PTS,CCG,MHPFr):

2 Initialize slice S := {};
3 // Initial slicing
4 Compute the transitive points-to closure of all global variables PTSCgropar;
5 foreach f € F' do
6 if f is a thread function then
7 S:=SU{f}
8 Compute f’s argument’s transitive points-to closure PTSCagg;
9 Compute f’s transitive callees TCy ;
10 foreach (f, f') € (MHPr UTCy) do
11 if " accesses an object o € PTSCgropar, U PTSCagi then
12 L | S:=S5U{/"%
13 // Backward slicing
14 Init work list wl := [F], visited set visited := (;
15 while wl # () do
16 f = wl.pop();
17 foreach (f’, f) € E do
18 S:=Suf,
19 if f' ¢ visited then
20 visited = visited U { f'};
21 L wl.push(f’);
22 return Program P’ induced by S ;
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1 int counter = 0; 1 void* threadFunc(void* arg) {
2 2 int* ¢ = (int*)arg;

3 void* threadFunc(void* arg) { 3 (kc) ++;

4 counter++; 4 return NULL;

5 return NULL; s}

6 } 6

7 7 int main() {

g int main() { 8 int c;

9 pthread_t ti1, t2; 9 pthread_t ti1, t2;

10 pthread_create(&t1l, NULL, 10 pthread_create(&t1, NULL,
1 threadFunc, NULL); I threadFunc, &c);

12 pthread_create(&t2, NULL, 12 pthread_create(&t2, NULL,
13 threadFunc, NULL); 13 threadFunc, &c);

14 pthread_join(tl, NULL); 14 pthread_join(t1l, NULL);

15 pthread_join(t2, NULL); is pthread_join(t2, NULL);

16 } 16 }

(a) Concurrent access to a shared object (b) Concurrent access to a shared object
via global variables via pointers

Figure 3.3: Two data race patterns

tive callees. For each thread function f, the slice includes f itself. Its transitive
callees and concurrent functions is selectively included based on the two previously
summarized race patterns. To address concurrent access via global variables, the
slice includes functions accessing the transitive points-to closure of global vari-
ables (PTSCgropar in the algorithm), defined as the set of all objects reachable
through a pointer and any subsequent pointers, recursively, until no further pointers
are found. Similarly, to address concurrent access via pointers, the slice includes
functions accessing the transitive points-to closure of f’s argument (PTSCyzc in
algorithm), representing all objects accessible through the argument pointer in the
thread. Subsequent backward slicing provides the context for potential race sites.

The remainder of this section uses the example in Figure 3.4 to elaborate on

the slicing algorithm. The CCG of the code is shown in Figure 3.4b. In the ex-
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20

21

22

23

24

26

27

void adder(int *i){
(1) ++;

}

void* threadFunc(void* arg) {

int *c = (int *)arg;
adder(c);
return NULL;

}

void post(int *i){
(*¥i) = 03

}

void creator(int *counter) {
pthread_t t;
pthread_create(&t, NULL,
threadFunc, counter);
printf ("%d", *counter);
pthread_join(t, NULL);
post (counter) ;

}

void pre(int *i){
(*¥i) = 0;

}

int main() {
int counter;
pre (&counter) ;
creator (&counter) ;

(a) Source code

main

pre J‘ creator

threadFunc

A 4 Y

adder ’[ post }

—> Thread Creation

—> Function Call

(b) CCG for code in Figure 3.4a

Figure 3.4: Data race example
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ample, threadFunc is executes concurrently with adder, and threadFunc also
invokes adder. This results in an access race between the two accesses at Line 12
invoked from creator and threadFunc respectively. When performing slicing
for this example, the algorithm first identifies functions that may contain race sites
through a initial slicing, which checks the functions that is in threadFunc’s thread
or could execute parallelly with threadFunc’s thread , and only include those who
might access the same variable with the created thread to include in the sliced pro-
gram. For example, function adder is included as it is called by threadFunc and
it accesses objects in threadFunc’s argument’s points-to set, while creator is
included since it may happen in parallel with threadFunc and also accesses ob-
jects in threadFunc’s argument’s points-to set. A subsequent backward slicing
provides the context for static analysis through iteratively include callers of the
function in the sliced function set. For example, main is included in the backward
slicing. The final sliced program includes {adder, threadFunc, creator,main},

successfully excluding two redundant functions pre and post.

3.3.2 Cross-domain abstract interpretation

SLIRD employs cross-domain abstract interpretation to provide precise points-to
information for downstream race detection. The cross-domain abstract interpre-
tation utilizes a composite abstract domain A¢ := A,ppr X Ay that combines
the address domain A4ppr and interval domain A7y. Abstract interpretation col-
lects program semantics by deriving the abstract state of program variables (Def-
inition 1) at each program program point to construct an abstract trace o (Def-

inition 2). This is achieved by performing fixpoint computation on a system of
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equations (Definition 3).

Definition 1 (Abstract State AS : )V — A). The abstract state for a given program
is defined as amap AS =V — A from program variables )V to the abstract domain
A. V encompasses top-level variables and address taken variables (i.e. memory

objects), whose addresses are abstracted using Appg.

Definition 2 (Abstract Trace o : L. — AS). The abstract trace is a set of abstract
states, where each abstract state is associated with a specific program point. o, (x)
denotes the value of variable x at a program point L. € L., where this value is an
element of the abstract domain A. The program point L can be one immediately

preceding (¢) or succeeding () a program statement /.

Definition 3 (Equation System 0 = ®(c¢)). The equation system for a program
represents its abstract semantics. The system comprises a set equations, one for
each program point /;, of the form o, = ®;(0y,,04,,...,04,). Each equation
reflects the concrete semantics of corresponding program statement ¢;, defining
the relationship between the abstract state of that program point (o) and the states

at related program points.

Figure 3.5 presents the equations defined for four types of statements crucial
for points-to analysis (ADDRSTMT, GEPSTMT, LoADSTMT, and STORESTMT). AD-
DRSTMT, denoted as p = &o, allocate address-taken objects o, which may repre-
sent stack variables, global variables, or abstract heap objects. GEPSTMT enables
structured access to composite objects: struct fields are accessed via constant oft-
sets £1d, while array elements use variable offsets idx.

For GEpSTmT with a variable offset, a precise field- and array-sensitive analysis

captures the correlation between the two domains by using the numerical value of
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the offset to refine the resulting memory addresses of an object’s fields. The refined
pointer result remains conservative, as the interval value of the offset variable is an
over-approximated. In contrast, a standalone pointer analysis must either consider
all possible fields or aggregate them into a single object to ensure soundness. This
approach, however, can be overly conservative and thus compromise precision.

For a LoapSTMT of the form ¢ : p = *q, the analysis refines the derived value
of p based on the precise memory addresses of q and the abstract values of the
addresses from the abstract trace 0. The analysis first obtain the memory addresses
of q from the memory address domain. For each memory address o that q refers
to, the analysis retrieves the abstract value (either an interval or a set of addresses)
associated with o. The join of all abstract values for all such memory addresses
constitutes the final result for o,(p).

For a SToreSTMT of the form £ : xp = g, the analysis updates the abstract value
of every possible address o that p refers to. Particularly, when there are multiple
addresses o € y(oz(p)), the abstract value o;(q) is joint with each existing abstract
value o;(0) to form o’s new abstract value conservatively. In contrast, when there
is only one o € y(oy(p)), it is safe to directly use o;(q) as o’s new abstract value,

because the store must occur at o.

3.3.3 Race Detection

Race detection is performed on a sliced version of the program, which provides a
focused scope. It utilizes the previously computed points-to information to sup-
port subsequent MHP analysis, lockset analysis and race detection. The points-to

information can be formalized as a query PTS({,v) = o4(v), where £ denote
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¢:p=alloc,,

or(p) = (T,{os})
{:p=&(q—i)orl:p=&(qli])

[ADDRSTMT]

[GEPSTMT]
Uﬁ(p) = |_|o€'y(a7(q)) Lljev(a?(i)) <T7 {Ofldj}>
{:p=xq
[LoADSTMT]
Uﬁ(p) = I_loecr?(q) 07(0)
[STORESTMT] f:xp=q

o1 = ({0 75@l0 € (7))} U oy \ ki)
{o—=_|oey(os(p))} ifoy(p)=(T,{o}) A ois singleton
kill(£:+p =q):=< {o—~ _| o0 € O} if o4(p) =(T,9)
1%} otherwise

Figure 3.5: Analysis rules for cross-domain abstract interpretation. o7 is obtained
through joining the abstract states of program points right after the program state-
ments before ¢. v(o(p)) concretes the abstract value o(p) and returns the memory
address set pointed by p or the integers residing inside the interval value of vari-
able p. 0.f1d; represents the ;™ field of the base object o. o.f1d; represents the
4™ field of the base object o.

a specific program statement, and v is a program variable. A subsequent MHP
analysis provides a fine-grained parallel information that can be formalized as a
set MHPg := S x S, where S denotes all statements in a program. Each pair
(s1,82) € MHPg indicates that statement s; and s, could execute in parallel. Fol-
lowed by that, a subsequent lock set analysis is performed to provide the lock set
information for each statement. The lock set information can be formalized as a
function LS := S — P(L), where P(L) denotes the power set of the lock set L.
Using the aforementioned information, the analysis can perform a final race detec-
tion, as detailed in algorithm 2. This algorithm iterates over all distinct unordered
statement pairs that contains at least one memory write statement (store statement
in LLVM). Two statements is identified as potential races when and only when: 1)
they could happen in parallel according to the MHP analysis result, 2) their lock set

has no intersection, meaning their parallel execution could not be forbidden by the
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same lock, 3) they may access the same object according to the points-to analysis

result.

Algorithm 2: Data Race Detection Algorithm

1
2
3

w N S B

Input: Andersen’s points-to analysis result PT'S, MHP analysis result MHPyg,
and lock set analysis result LS
Output: Dataraceset DRS C S x S
Function detectRace (MHPg, LS, PTS):
Initialize data race set DRS := {};
Let Sy C S be the set of write statements, and Sp W be the set of
read/write statements;
foreach (s1, s2) € Sy x Skr/w such that ID(s1) < ID(s2) do
if (s1,s2) € MHPg then
if LS(s1) N LS(s2) = 0 then
if PTS(s1,access(s1)) N PTS(s2, access(s2)) # 0 then
L | DRS := DRS U {(s1,52)};

return DRS ;

The remainder of this section uses the same example to illustrate the race detec-

tion process. Since the sliced program only contains four functions: threadFunc,

adder, main, creator, the initial points-to analysis is restricted the sliced code

base. Followed by that, the MHP analysis provides the statements that could hap-

pen in parallel, which indicates that the statement in Line 2 could happen in parallel

with Line 16. The subsequent lock set analysis indicates that Line 2 and Line 16

has no common lock. Finally the points-to analysis indicates that they access the

same variable, counter in main. Therefore, they are judged as potential race.
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3.4 Evaluation

This section evaluates the effectiveness of SLIRD in detecting data races in large
programs, as detailed in Section 3.4.1. It presents an ablation analysis demonstrat-
ing how the slicing and cross-domain abstract interpretation module affect the race
detection efficiency and precision, as described in Section 3.4.2.

Implementation SLIRD is built on the SVF framework [83]. SVF implementations
both Steensgaard’s and Andersen’s points-to analysis and a data race detection
module that uses these points-to results. This module encompasses MHP analy-
sis and lockset analysis for its race detection client. In addition, it implements a
cross-domain abstract interpretation with a buffer overflow detection client. SLIRD
extends SVF by introducing a slicing module and adapting its cross-domain ab-
stract interpretation module to provide points-to information for the race detection
client. For comparison, we use the data race detection component from SVF, based

on Steensgaard’s points-to analysis, as our baseline, which we refer to as SVFRD.

Table 3.1: Statistics of five open-source C/C++ programs. #LOI denotes the num-
ber of lines of LLVM instructions. #Method, #Call, and #0bj are the numbers of
functions, method calls, and memory objects, respectively. |V| and |E| are the
numbers of interprocedural control flow graph nodes and edges.

Project #LOI | #Method | #Call | #Obj V| |E|
Memcached 54,218 392 1,437 532 23,180 24,890
OpenBLAS | 108,732 984 2,783 | 1,689 35,210 36,890
Qt | 2,729,645 10,536 | 124,876 | 29,917 | 1,253,720 | 1,402,185

MysSQL | 2,837,102 | 17,823 219,415 (20,321 | 1,286,450 | 1,441,032
OpenCV | 3,264,930 9,357 | 134,502 | 31,204 | 1,451,600 | 1,518,300
Total | 8,994,627 | 39,092 | 483,013 | 83,663 | 4,050,160 | 4,423,297

Experimental setup The dataset consists of 5 large-scale open-source parallel pro-

grams. Table 3.1 presents their statistics. These programs include Memcached [54]
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(a cache management library), OpenBLAS [63] (a linear algebra library), Qt [71]
(a GUI library), MySQL [57] (a relational database manager), and OpenCV [64] (an
image/video precessing library). Experiments were conducted on an Ubuntu 22.04

server with an eight-core 2.60GHz Intel Xeon CPU and 512 GB of RAM.

3.4.1 Effectiveness on Large Programs

This experiment evaluates the effectiveness of SLIRD against three other base-
lines RacerF [31], GoBLINT [94], and SVFRD on five large programs. Table 3.2
presents the results. SLIRD demonstrates higher precision and notable speedups
compared with RAcerF and GoBLINT, successfully completing the analysis of three
additional benchmarks that these tools fail to finish. RAcerF and GoBLINT both
suffer from scalability limitations: the former relies on Andersen’s points-to anal-
ysis, while the latter uses abstract interpretation as its backend. Neither approach
scales effectively to codebases with millions of lines of instructions.

Notably, SLIRD detects the same 12 true positives as SVFRD. This result ver-
ifies that the program slices are complete (sound) and exclude no data race-related
code. Furthermore, compared with SVFRD, SLIRD reports fewer false positives
across all five programs, achieving an average reduction of 89.1%. This improve-
ment in precision can be attributed to the more precise points-to information pro-
vided by the cross-domain abstract interpretation of SLIRD. Although SLIRD re-
quires 4.8 times more time than SVFRD, this overhead is justified by the substan-
tial reduction in false positives. This reduction significantly decreases the manual
effort needed to examine each race alarm, which is a crucial advantage given the

inherent complexity of such bugs.
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Table 3.2: Comparison of SLIRD, SVFRD, RAcerF, and GoBLINT on five large
parallel programs. #TP and #FP are true positive and false positive, respectively.
Time (secs) denotes running time.

RacerF GOBLINT SVFRD SLIRD

Project Report | Time | Report | Time | Report | Time | Report Time

#TP | #FP | (secs) | #TP |#FP | (secs) |#TP |#FP | (secs) |#TP | #FP | (secs)
Memcached 1| 15| 5,183 0 8| 6134 1| 35 373 1 4 828
OpenBLAS 2| 17]36,157 0 1341423 2| 43| 1,026 2 7| 4,268
Qt - - - - - - 41131 |17,189 4 91 65,590
MySQL - - - - - - 2| 119 16,287 2| 11]123,206
OpenCV - - - - - - 3| 156|23,153 3| 17| 146,876
Total 3| 32141,340 0| 21]47,368| 12|484|58,028| 12| 48|340,768

3.4.2 Ablation Analysis

This section presents an ablation study to evaluate the impact of the two core
components of SLIRD: the slicing module and the cross-domain abstract inter-
pretation.For this analysis, two variations of SLIRD is implemented: SLIRDA and
CrossRD. SLiIRDa differs from SLIRD by replacing the cross domain abstract in-
terpretation with as standard Andersen’s points-to analysis to generate the points-to
information for the race detection phase. CrossRD, in contrast, omits the slicing
module, performing the points-to analysis and race detection on the entire program.

Table 3.3 presents a comparison of SLIRD with its variations, SLIRDA and
CrossRD. Compared to SLIRDA, SLIRD reports fewer false positives on all five
programs, achieving an average reduction of 77.6%. In terms of analysis time
alone, SLIRD spends 1.6 times more time than SLIRDA. Furthermore, the cross-
domain abstract interpretation method, despite its worst-case exponential complex-
ity, performs comparably to the worst-case cubic Andersen’s points-to analysis [7].
This efficiency can be attributed to the 3-limited context-sensitivity strategy [18]
adopted by the abstract interpretation, which prevents the analysis tree from grow-

ing exponentially.
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Table 3.3: A comparison of SLIRD with its two variations, SLIRDA and CrossRD,
across five large-scale parallel programs. #TP and #FP denote the number of true
positives and false positives, respectively. All execution times are reported in sec-
onds (s). Time is divided into slicing time (ST) and analysis time (AT), where AT
represents the analysis time (including points-to, MHP, and lockset analyses, plus
the final race detection step). Total time is the sum of ST and AT. Since CrossRD
does not perform slicing, its total time is equivalent to its analysis time (AT). A
dash (-) signifies a timeout, where the execution exceeded a 5-day limit (432,000
seconds).

SLIRDA CrossRD SLIRD
Project Report | Time (s)| Report | Time (s) | Report Time (s)

#TP | #FP AT | #TP | #FP | Total/AT | #TP | #FP ST AT Total
Memcached 1] 23 238 1 4| 13,273 1 4 131 697 828
OpenBLAS 21 29 1,398 2 6| 92,435 2 7 314 3,954| 4,268
Qt 4| 38| 28,357 - - - 4 9| 5317| 60,273 | 65,590
MySQL 2| 52| 41,035 - - - 2| 11 6,834 | 116,372 | 123,206
OpenCV 3| 67| 47,264 - - - 3| 17| 7,233|139,643| 146,876
Total 121209 | 118,337 3| 10| 105,708 | 12| 48|192,829|320,939 | 340,768

Compared with CrossRD, SLIRD completes its analysis of all five programs
within the 5-days time limit, whereas CrossRD only finishes the two relatively
small ones, Memcached and OpenBLAS. On these two programs, SLIRD is 18.8
times faster than CrossRD. Table 3.4 reports the number of functions before and
after slicing. The results highlight the effectiveness of the slicing method, which
reduces the analyzed codebases to as little as 6.2% of their original size. How-
ever, on OpenBLAS, SLIRD reports one additional false positive. This discrepancy
arises because the slicing module excludes an allocation-related wrapper function.
Consequently, the conservative pointers-to analysis generates spurious alias rela-
tionships, causing the subsequent race detection to report a false alarm. Despite
this minor increase in false positives, the trade-off is acceptable given the signifi-
cant efficiency gains that SLIRD provides.

Table 3.5 presents the phase-wise runtime statistics. The results indicates that
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Table 3.4: Comparison of method counts before and after slicing across open-
source projects. #Method and #Method’ denote the number of methods before and
after slicing, respectively.

Project #Method | #Method’ | Ratio (%)
Memcached 392 28 7.1
OpenBLAS 984 122 12.4
Qt 10,536 649 6.2
MySQL 17,823 1,141 6.4
OpenCV 9,357 891 9.5
Total 39,092 2,831 7.2

the slicing method significantly accelerates all the three phases under same alorithmm
setting. However, since the pointer analysis adopted by SLIRDA and SLIRD are
both inherently less scalable than the one adopted by SVFRD, therefore, even with
the speedup brought by slicing, their overall analysis time still exceeds SVFRD.
This trade-off is justified by the substantial improvement in precision. Moreover,
the findings highlight the necessity of future research into more fine-grained slic-
ing strategies to further accelerate points-to analysis, thereby enabling the practical

application of fine-grained points-to techniques for enhanced precision.

Table 3.5: Runtime statistics of three analysis phases (PTA, MTA, RD) across four
tools. PTA = Pointer Analysis, MTA = Multi-Thread Analysis (MHP + Lockset),
RD = Race Detection. All times in seconds.

SVFRD SLIRDA CrossRD SLIRD
PTA| MTA|RD PTA | MTA |RD PTA | MTA |RD PTA | MTA |RD
Memcached 5 355| 13 261 191 3| 12962 301 10 676 18] 3
OpenBLAS 12 967 | 47 1,339 50| 9| 91,541 862| 32| 3,900 46| 8
Qt 300|16,800| 89| 27,894 | 444| 19 - - -| 59,878| 380 15
MySQL 315|15,903| 69| 40,363 | 641 31 115,737 612 23
OpenCV 268|22,782| 103 | 46,633 | 597| 34 - - 139,037 575| 31
Total 900|56,807|321|116,490 | 1,751 | 96|104,503 | 1,163 | 42|319,228 |1,631| 80

Project
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3.4.3 Case Study

This section presents a case study of OpenBLAS that illustrates how SLIRD elim-
inates a false positive data race alarm. Figure 3.6 illustrates the race site. In this
code, exec_threads, a thread function created by exec_blas using pthread_create,
invokes buffer_rw to write to a buffer pointed to by an element in the global
blas_thread buffer array. When exec_blas creates threads, it assigns a unique

pos to each thread, preventing data races among the created threads.

| static void * blas_thread buffer [MAX CPU_NUMBER] ;
> void *exec_threads(void *queue){

3 blas_queue_t *blas_queue = (blas_queue_t *)queue;
4 int pos = blas_queue->pos;

s buffer = blas_thread_buffer[pos];

6 buffer_rw(buffer);

7}

g void buffer rw(void *buffer){

9 // write buffer;

0}

11 int exec_blas(BLASLONG num, blas_queue_t *queue)q{

12 .« o

13 for (int i = 0; i < num; i++){

14 phtread_create(..., exec_threads, &queuel[i]);
15 }

16

17}

Figure 3.6: A code extracted from OpenBLAS illustrating a false positive data race.

In this case, SLIRDAa reports a false alarm that SLIRD successfully eliminates.
The slicing module extracts all relevant functions. It begins with the thread func-
tion exec_threads. It then transitively includes all callers from the call graph,
such as exec_blas and its higher-level callers, in the slice. Because a callee of

exec_threads, buffer_rw, accesses an object belonging to the transitive points-



CHAPTER 3. PRECISE AND SCALABLE RACE DETECTION 36

to closure of the global blas_thread_buffer array, SLIRD correctly identifies a
potential concurrent access and includes buffer rw in the slice.

However, the Andersen’s points-to analysis adopted by SLIRDA fails to distin-
guish between the different fields of blas_thread buffer. It therefore informs
the subsequent race detection client that the write operation at Line 6 could access
the same buffer from different threads. In contrast, the more precise points-to infor-
mation from the cross-domain abstract interpretation allows SLIRD to distinguish
these fields. This distinction eliminates the possibility of a may-alias relationship
of buffer pointer between different threads at Line 6, thereby resolving the false

positive.

3.5 Conclusion

This study introduces SLIRD, a novel approach for improving the precision of data
race detection while maintaining a reasonable performance overhead. SLIRD em-
ploys cross-domain abstract interpretation to provide more precise points-to in-
formation for subsequent race detection. To ensure efficiency, it incorporates a
race detection-targeted slicing method that reduces the analysis scope. This slic-
ing method is designed based on the two race patterns summarized in this study,
therefore providing a minimal yet complete code slice for race detection. Empiri-
cal results show that SLIRD achieves an average precision improvement of 89.1%,
underscoring the substantial benefits of more precise points-to analysis. More-
over, the slicing method significantly enhances the scalability of abstract interpre-
tation, enabling successful analysis of three additional real-world programs with

millions of lines of instructions. Importantly, this improvement is achieved with-



CHAPTER 3. PRECISE AND SCALABLE RACE DETECTION 37

out compromising soundness. Although SLIRD incurs an average of 4.8x time
consumption compared with SVFRD due to the inherent complexity of abstract
interpretation, the precision gains justify the adoption of a more accurate points-
to analysis. Furthermore, the speedup observed relative to CrossRD underscores
the effectiveness of slicing in extending complex points-to analyses to large-scale
programs. Taken together, these findings motivate future research into more fine-

grained slicing strategies.



Chapter 4

Enhancing Abstract Interpretation

Precision on Recursion Handling

(The study presented in this chapter was published in a peer-reviewed confer-
ence: Jiawei Yang, Xiao Cheng, Bor-Yuh Evan Chang, Xiapu Luo, Yulei Sui.
2025. Taming and Dissecting Recursions through Interprocedural Weak Topo-
logical Ordering. 39th European Conference on Object-Oriented Programming.

DOI: 10.4230/LIPIcs.ECOOP.2025.34)

4.1 Introduction

Static program analysis aims to infer a program’s runtime properties by analyz-
ing its code without executing it. Due to its ability to provide various valuable
insights into the program properties of interest, such as alias information and loop
invariants, it is widely applied in downstream software engineering tasks, includ-

ing software security analysis, vulnerability detection, compiler optimization, and

38
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performance analysis [17, 18, 34, 41].

Abstract interpretation [24, 23] offers a theoretical framework for static analy-
sis. Unlike concrete execution, which operates with concrete values, abstract inter-
pretation employs abstract domains to represent program abstract states. It derives
program properties through computing an over-approximation of least-fixpoint on

an equation system, as shown below:

a; = ®y(ay,a9,...,a,), ..., a, = P,(as,as,...,a,) 4.1)

Equation 4.1 represents the abstract semantics of a program. It is defined by trans-
lating the program statement at each control point ¢ along the control flow graph
(CFG) into a semantic function ®;, where a; denotes the abstract states at the con-
trol point .

For programs with acyclic control flows, fixpoint computation typically con-
verges after a few iterations over the CFG. However, the presence of cycles in-
troduces cyclic dependencies between program states, complicating the analysis
when working with abstract domains characterized by unbounded or very deep lat-
tice heights [27, 89]. In such domains, such as the standard interval domain [16],
the iterative computation may require a prohibitively large number of steps to reach
a post-fixpoint. Even worse, termination is not guaranteed, as a post-fixpoint may
not be reached within a finite number of steps. To facilitate fixpoint computa-
tion in these domains, widening techniques [22, 24, 11] compute a safe (upper)
approximation of the least fixpoint (a post-fixpoint, hereafter referred to as a fix-
point for simplicity). However, widening operations must be judiciously applied

only at cycle points, as spurious widening at acyclic locations introduces preci-
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sion loss due to over-approximation, which cannot be recovered through subse-
quent narrowing [6]. Bourdoncle’s algorithm [11] provides an effective solution
through weak topological ordering (WTO) for intraprocedural analysis, which ef-
ficiently identifies program loops and their nested structures while requiring only
one widening point per loop. The WTO framework further enables sophisticated
interleaved widening and narrowing strategies [5], where narrowing compensates
precision that may have been lost during widening by incorporating invariants such
as loop bounds and branching constraints. These advantages have made WTO a
standard method for handling intraprocedural loops in many current abstract inter-
preters [13, 26, 19, 18].

While state-of-the-art abstract interpreters effectively leverage Bourdoncle’s
algorithm for loop analysis, they face difficulties when determining WTO for recur-
sive function calls. Several approaches have been proposed for taming recursions
and interprocedural abstract interpretation. For non-recursive functions, function
inlining enables precise interprocedural analysis. However, this approach becomes
infeasible for recursive functions due to potentially infinite inlining sequences in
unbounded recursion. To address this, some tools adopt strong assumptions, em-
ploying either under- or over-approximation approaches. For example, Astrée [43]
completely excludes the analysis of unbounded recursion, while IKOS [13, 46]
conservatively assigns top values (T) to variables in recursive contexts, effectively
bypassing the analysis of recursive functions. To improve precision, tools such as
Clam [38, 19] and CSA [18] analyze recursive function bodies but introduce many
spurious widening operations at function boundaries. Their effectiveness remains
limited, as their WTO computations are confined to individual function scopes,

preventing the creation of an effective interprocedural order for efficient fixpoint
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1 int recur(int p) { — — >Call 1 > Return
2 if(p > 100) {
3 return p - 10;
4 } else {
5 return recur(p + 11);
6 }
7%
8 int main() {
9 int resl = recur(105);
10 int res2 = recur(resl); Spurious recursive path
11
’ Source Code Control Flow Graph

Figure 4.1: Spurious recursive path when analyzing McCarthy 91 function [53] (a
library of mathematical theory of computation).

computation and subsequent narrowing to enhance precision. Consequently, both
under-approximation and over-approximation approaches can produce undesirable
outcomes for downstream tasks, such as bug detection.

Addressing these limitations necessitates an approach that incorporates both
the analysis of recursive function bodies and guarantees termination properties.
This requires an interprocedural weak topological ordering (IWTO) that estab-
lishes an efficient computation order across function boundaries, enabling minimal
widening points and allowing narrowing strategies for precise handling of recur-
sions. The primary challenge lies in accurately identifying the IWTO within the
control flow graph, where multiple call sites of the same function can generate
spurious recursive paths. These paths arise when call sites connect to prior invo-
cations of the same function, potentially introducing unnecessary widening points
and thereby compromising the precision of the analysis.

Figure 4.1 illustrates this challenge in the context of the McCarthy 91 func-
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tion [53]. The function recur (¢; — £7) is a recursive function that takes an in-
teger p as input and recursively invokes itself at /5 to increase p’s value until p is
greater than 100. The main function invokes recur twice at ¢y and (1, respec-
tively. In the control flow graph, each function invocation at location ¢,, is de-
composed into two distinct nodes: a call site /¢ and a corresponding return site
7 (e.g., the call at {y in the source program manifests as £5 and /j in the control
flow graph). The control flow edges are established such that each call site con-
nects to its callee’s entry point (e.g., £5- »£;, £5- »£;, and 45~ »>¢;), while return
edges link the callee’s exit point to the corresponding return sites (e.g., £7--->£7, ,
£7--> Ly, and £;---» £ ). Note that, a spurious recursive path highlighted in red in
the figure (£5—>£5)- > €1—>Ly—>L3—>L—>£7--->Ly ) arises due to the consecutive
call to the function recur at {4 and ¢y, which may lead to a redundant widening
operation at the spurious recursion and compromises analysis precision. While a
fully context-sensitive analysis could theoretically eliminate such spurious paths
through precise call-return matching, the exponential complexity of such an ap-
proach renders it impractical for real-world program analysis.

We present REcTopo, a new interprocedural fixpoint computation technique
that computes interprocedural weak topological ordering IWTO) in the presence
of recursive programs, enabling recursions to be handled as efficiently and pre-
cisely as loops. Our approach systematically dissects programs into non-recursive
and recursive components, avoiding the complexity of whole-program WTO con-
struction. The framework first leverages Tarjan’s strongly connected component
algorithm [88] on the call graph to identify recursive function calling chains. Sub-
sequently, on the CFG, it coalesces call sites of functions within the same recursive

chain and assigns each recursion a unified IWTO. This principled decomposition
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Figure 4.2: An overview of REcTopro framework.

enables the seamless integration of an efficient worklist algorithm with interleaved
widening and narrowing operations for precise recursion analysis. Our approach
also eliminates spurious interprocedural cycle, thus preventing spurious widening
operations that would otherwise arise from distinct call sites of the same function.

Figure 4.2 illustrates the three-phase architecture of RecTopro, demonstrat-
ing how our framework systematically addresses the challenges of interprocedural

analysis in the presence of recursions:
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(a) Preprocessing: The framework begins by transforming the input program
into LLVM’s intermediate representation (LLVM-IR) [48]. This standardized rep-
resentation provides a unified foundation for constructing both the interprocedural
control-flow graph (ICFG) and the corresponding call graph.

(b) IWTO Construction: At the core of our approach lies a novel two-step
IWTO construction process. First, we employ Tarjan’s algorithm [88] on the call
graph to identify and partition functions based on their recursive relationships.
This partitioning is crucial as it enables us to isolate and group functions within
the same recursive calling chain. Then, guided by these function partitions, we
construct their corresponding IWTOs on the ICFG through iterative applications
of Tarjan’s algorithm. This strategic decomposition yields a precise IWTO for
each recursion, providing an effective foundation for subsequent analysis phases
while avoiding the complexity of whole-program WTO construction.

(c) IWTO-Guided Abstract Interpretation: The framework leverages the
constructed IWTOs to perform precise abstract interpretation. By following the
computed order, our analysis ensures effective convergence through strategic ap-
plication of widening and narrowing operations at carefully selected points. This
principled approach yields highly precise abstract states that serve as a foundation
for various client analyses, such as buffer overflow detection, while maintaining
analysis efficiency.

In summary, this paper makes the following major contributions:

* We introduce REcTopo, a new fixpoint computation approach for precise in-
terprocedural abstract interpretation with enhanced efficiency. Our approach
manages recursions precisely by leveraging interprocedural weak topologi-

cal ordering (IWTO) and an interleaved strategy of widening and narrowing
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operations.

* We introduce a scalable algorithm for constructing an IWTO for each recur-
sion, designed to circumvent the high-cost construction of a whole-program
weak topological ordering. This is accomplished by applying Tarjan’s strongly
connected component algorithm [88] on the call graph, which in turn guides

the construction of IWTOs on the control flow graph.

* We comprehensively evaluate RecTopro’s performance using 8312 programs
from the NIST dataset and 10 real-world open-source projects. Experi-
mental results show that REcTopo outperforms our baselines by achieving
31.99% higher precision and a 17.49% increase in recall rate on average.
Furthermore, REcTopo shows an average precision improvement of 46.51%
and a higher recall rate of 32.98% compared to baselines tools on ten open-

source projects.

Data Availability Statement. The implementation of REcTopo is open-source

and available at [73].

4.2 Background

This section provides the foundational knowledge of the language on which our
abstract interpretation is based (see §4.2.1), as well as discussions on abstract in-

terpretation (see §4.2.2) and weak topological ordering (see §4.2.3).
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Table 4.1: Analysis domains and LLVM-like statement set.

14 el Statements
c,fld eC Constants
p,q, idx €S Stack virtual registers
g €eg Global variables
f eFCg Program functions
p,q, idx, g eP=SUg Top-level
variables/pointers

0 €O Abstract objects
s eV=PUO Program variables
14 =p=c|p=&o ConNsT/ADDR

| p=&(q— £1d) | GEep

p = &q[idx]

| p==xq|*p=9q LoAD/STORE

| p=gq Cory

| p=0(p1,P2---) P

| r=pOgq BINARY

| p=—q UNARY

| r=1(p1,...,Pn) CaLL

| retsq RETURN
© € {+ - *x /%, <<, >> <, >, & &&, <=>=,=,~,[,\ }

4.2.1 Language

Table 4.1 presents the analysis domains and LLVM-like statement set used in ab-

stract interpretation. The set of program variables )V is split into two disjoint

subsets: O, comprising address-taken variables, and P, containing all top-level

variables. Top-level variables p, q, idx, g € P adhere to static single assignment

(SSA) form and are subject to exactly one definition. Address-taken objects o € O

can only be accessed through pointer dereferencing operations at LoAD/STORE in-

structions. Constant values are initially bound to top-level variables through Cons
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instructions (p = c) that assign constants c. ADDR statements, denoted as p = &o,
allocate address-taken objects o, which may represent stack variables, global vari-
ables, or abstract heap objects. GEP enables structured access to composite ob-
jects: struct fields are accessed via constant offsets £1d, while array elements
use variable offsets idx. For field-sensitive analysis, REcToro employs a field-
index-based strategy [9, 67], distinguishing struct fields through unique indices.
Cory denotes a simple assignment of top-level variables/pointers. The PHr in-
struction, fundamental to SSA form, consolidates variable values at control flow
merge points. Binary and UNARY instructions represent arithmetic and bitwise
operations, respectively. CaLL and RETURN represents parameter passing and re-

turn value handling in function invocations.

4.2.2 Abstract Interpretation

Abstract interpretation offers a formalized framework for computing program se-
mantics at each control point, represented as an abstract state specific to that point.
The collection of all abstract states constitutes an abstract trace, denoted as o (see
Definition 5). The analysis iteratively updates o by applying a semantic func-
tion—assumed to be monotonic to simplify the exposition—until reaching a fix-

point. This fixpoint yields a sound over-approximation of the program’s behaviors.

Definition 4 (Concrete and Abstract Domains). Let C = 2V~ be the concrete
domain, where S represents all possible runtime values. The abstract domain
A forms a lattice (A, M, U, L, T) with partial order C. A Galois connection
C = A formalizes their relationship through abstraction function o : C — A and

v
concretization function v : A — C.
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Definition 5 (Abstract Trace 0 € . — A). An abstract trace maps control points
to abstract states, where o denotes the abstract state at control point L € L.
Function o, (x) yields variable x’s abstract value at L. For a program statement ¢,

o and o, represent the pre- and post-abstract states, respectively.

Widening. The widening technique [24, 22] is introduced to ensure fixpoint ter-
mination and accelerate convergence by approximating infinite loop behavior. It
involves choosing a subset of control points £’ C £ as widening points. For each
widening point £; € L', we use equation oy, = 04, V®;(0y,,04,,...,0y,) instead
of oy, = ®i(0y,,04,,...,04,) for fixpoint computation. In this equation, V is a
widening operator, which is formally defined on a poset (A, C) that satisfies the
following properties: (1) Va,a’ € A,a U a C aVd and (2) for an increasing
chain a; C ay C ... C a,,, the increasing chain | C a), C ... C a/, where
a) = ay and a,, = a,, ,Va,, eventually stabilizes. For example, the widen-
ing function on the integer interval domain Z = {[l,u||l,u € Z} is defined as:
[lo, uo)V[l1,u1] = [if y < lythen — oo else ly, if up < uy then + oo else ).

Narrowing. After the widening iteration converges to a fixpoint, a subsequent nar-
rowing iteration, as described in [13, 24, 6, 45], aims to enhance the post solution
through a downward fixpoint iteration. The narrowing operator A satisfies the fol-
lowing properties: (1) Va,a’ € A o’ € a = aAd' C a and (2) for a decreasing
chain a; 3 ay J ... J a,,, the decreasing chain a, J @), J ... J a/, where
ay = a; and @}, = a,_,Aa,, eventually stabilizes. For example, the narrowing
operator on the integer interval domain Z is defined as: [lo, ug]A[l1, u1] = [if lo =

—oo then [y else ly, if ug = +oo then u; else ug.
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4.2.3 Weak Topological Ordering (WTO)

WTO provides an arbitrary update of abstract states rather than strictly following
the order of control points. This arbitrary update (also called chaotic iteration [20])
is proven not to affect the precision of fixpoint computation while having the po-
tential to accelerate the convergence to the fixpoint [20, 21]. We first give some
basic concepts of WTO and then delve into how WTO can be leveraged to enhance

the precision of widening and accelerate the chaotic iteration algorithm.

Definition 6 (Hierarchical Ordering). A hierarchical ordering of a set of elements

V is a well-parenthesized permutation of V' that does not contain consecutive “(”s.

A hierarchical ordering of V' induces a total order <, a binary relation over the
elements of V', where for any v, w € V, either v < w or w =< v holds, establish-
ing a linear sequence. A hierarchical component is formed by a matching pair of
“(” and “)”, along with the sub-components or elements in V' between them in the
specified order. The hierarchical order could also be viewed as a tree, with leaf
nodes representing the elements of V, and sub-trees (with non-leaf roots) repre-
senting hierarchical components. The first element of a hierarchical component is
denoted as component head, which is highlighted using double underlining as v.
The set of heads of the components containing the element v is denoted by w(v).

The depth of an element v € V' is defined as §(v) = |w(v)

, which represents the

depth of the leaf node corresponding to v in the tree.

Example 1. “(1 (2 3))” is a valid hierarchical ordering of elements {1, 2, 3}. Both
“(1(23))” and “(2 3)” are hierarchical components with 1 and 2 being their re-
spective component heads. The orders like “(1 ((2 3))” or “((1 2) 3)” are invalid

hierarchical orders. The former is not well-parenthesized, and the latter contains
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consecutive “(”’s. Components have a hierarchical (nested) structure, meaning that
one component can be a sub-component of another. For instance, “(2 3)” is a sub-

component of “(1 (2 3))”, thus w(3) = {1,2} and 6(3) = 2.

Definition 7 (Weak Topological Ordering). A weak topological ordering (WTO)
of a directed graph G = (V, E) is a hierarchical ordering of control points V' such
that for eachedge v — v € E,u <vAv ¢ w(u) orv < uAv € w(u). If an edge

u — v satisfies v < u A v € w(u), u — v is called a back edge.

Example 2. One possible WTO of the intraprocedural control flow graph in Fig-
ure 4.3 is “1 (2 (34) 5) 6”. 2 and 3 are the WTO heads and 5 — 2 and 4 — 3
are back edges. It is clear that WTO precisely captures the nested loop structures

within the graph. The inside loop is captured by “(3 4)” while the outside loop is

“2(34)5)"

Y ¢—|

1 > 2 > 3 > 4

Y
(8]
Y
(@)

Figure 4.3: An example of control flow graph.

WTO-Guided Chaotic Iteration. Given the explicit WTO of the control flow
points, the chaotic iteration recursively computes a fixed point of the sub-components
of each component in WTO every time the component reaches a fixed point [11].
WTO also provides an admissible set of widening points (the heads of WTO com-
ponents) such that every loop in the program is cut by at least one widening point.
WTO Construction. WTO is constructed based on Bourdoncle’s algorithm [35],

which utilizes Tarjan’s algorithm [88] to identify all strongly connected compo-
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nents (SCCs) in a directed graph. The algorithm repeatedly applies Tarjan’s algo-
rithm on the graph to break each found SCC into smaller SCCs until no further
subdivision is possible. Each time an SCC is divided, smaller SCCs are ordered
within the larger one in the WTO. The hierarchical structure of these components
reflects the partial ordering of the WTO. Current abstract interpretation frame-
works [13, 19, 18] compute WTO at the function level, applying the analysis in-
traprocedurally. However, the interprocedural fixpoint computation order remains

implicit, as it is not guided by an interprocedural WTO structure.

4.3 Motivating Example

Figure 4.4 illustrates how RecToro precisely determines the interprocedural fix-
point computation order and widening points by revisiting the example in Fig-
ure 4.1. We use the integer interval domain [16] to reason about its behaviors. The
state-of-the-art analyzers, IKOS [13], Clam [19, 38] and CSA [18], all yield an
imprecise top value [—o0o, oo] for recur’s return variable res1 at /o and res2 at
{19. In comparison, RecTopo derives a more precise result of [95, 95] for res1 and
[91, 101] for res2, demonstrating its precise interprocedural fixpoint computation
order and widening strategies.

(a) Preprocessing. As shown in Figure 4.4(a), we first generate the call graph
and interprocedural control flow graph (ICFG) of the analyzed program. In the
call graph, we identify the function recur as a recursive function, and main as the
caller. In the recursive function recur, we observe two distinct recursive calling
paths: one from /; to /¢ and another from /4 to /. Note that, the cyclic path high-

lighted in red in the figure (£5—>£5,— > £1—>£y—>€3—>Lg—>£7---> Ly ) iS a spurious
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CallGraph
1 int recur(int p) {
2 if(p > 100) {
3 return p - 10;
4 } else {
5 return recur(p + 11);
6 3
7}
8 int main() {
9 int resl = recur(105);
10 int res2 = recur(resl);
11 3

Source Code

(a) Preprocessing

IWTO of main IWTO of recur
(65 G650 o tn | [(G026) 4 (ts 41 65)

IWTO of main IWTO of recur
(a5 65 tn ] (L6 6 (Lt 85)

oa

Variable | Value Variable | Value
resl [95,95] res2 |[91,101]

(b) IWTO Construction (c) IWTO-Guided Abstract Execution

Figure 4.4: A motivating example by revisiting the example in Figure 4.1. It pro-
vides a detailed illustration of the phases of our framework, as shown in Figure 4.2.

recursive path arising due to the consecutive call to the function recur at /9 and
l1p.

(b) IWTO Construction. Initially, we apply Tarjan’s algorithm to the call
graph, identifying two distinct function partitions: main and recur. Leveraging
these partitions, we divide the original ICFG into two sub-ICFGs: one formain and
another for recur. This division eliminates interprocedural edges between main

and recur, as they are not part of the same recursive calling chain, according to the
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call graph’s structure. Consequently, this approach removes the spurious recursion
previously depicted in Figure 4.4(a) and prevents the redundant widening of this
spurious recursion, thereby maintaining the precision as inlining-based methods
for non-recursive functions. Furthermore, the true recursion within recur is com-
prehensively analyzed, resulting in an interprocedural weak topological ordering
(IWTO) of “({y £3 (5) l3 (£g L7 €5)” (Where £ and (s are WTO heads). This anal-
ysis contrasts with approaches like IKOS [13], which typically omit the function
body in recursive analyses, or Clam [19, 38] and CSA [18] which only perform
widening on ¢, and ¢; without narrowing.

(c) IWTO-Guided Abstract Interpretation. The abstract interpretation illus-
trated in Figure 4.4(c) follows the order outlined in the IWTO constructed for the
program. The execution begins at the main function and progresses through the
call sites £§ and ¢{,. An interleaved widening and narrowing approach is employed
to precisely approximate the behaviors of the two IWTO cycles within recur.
Specifically, at the call site £, the formal parameter p is initialized with the inter-
val [105, 105]. As execution enters the first cycle (£, (> £5), a fixpoint is quickly
reached with p remaining at [105, 105], given that the path condition for the branch
from ¢, to (£ is infeasible. Subsequently, at /5, the return value is calculated as
(95, 95]. This value is then carried over to the second IWTO cycle ({5 {7 (5), where
a fixpoint is again promptly achieved, resulting in a final return value of [95, 95]
for res1, much more precise compared to [—oo, o] for existing state-of-the-art
tools [13, 19, 18]. Following this, the second invocation at £, uses the value of
resl, [95,95], as the input for p, and re-engages with the IWTO of recur. In the
first cycle, the initial widening operation expands p to [95, o], followed by nar-

rowing that refines the value to [95, 111], which is subsequently propagated to /3
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as [101, 111]. Consequently, upon returning to ¢}, the value of res2 is determined
to be [91, 101], demonstrating consistently greater precision than IKOS, Clam and

CSA.

4.4 Approach

In this section, we introduce our approach for constructing interprocedural weak
topological ordering in §4.4.1, followed by the algorithm for IWTO-guided ab-
stract interpretation in §4.4.2. Additionally, we provide the proof of termination

for our algorithm in §4.4.3.

4.4.1 IWTO Construction

The construction of IWTO consists of two stages. In the first stage (see §4.4.1.1),
we perform program partitioning to divide the program into several function par-
titions (Definition 8). The second stage (see §4.4.1.2) involves constructing the

IWTO on the ICFG for each resulting function partition from the first stage.

4.4.1.1 Program Partitioning

This stage aims to decompose the input whole program into several function parti-
tions (see Definition 8) and identify all function partition entries (see Definition 9).
The process of function partitioning segments the whole program analysis into
manageable parts while ensuring that the functions within each recursive call are
analyzed collectively and precisely. The identification of function partition entries
is critical to guarantee that each IWTO is accurately constructed starting from the

entry point as dictated by the program’s call sites.
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Definition 8 (Function Partition). A function partition, denoted as FPar, consists
of a set of functions that are directly or indirectly reachable from each other on the

call graph.

We apply Tarjan’s algorithm [88] to the pre-built call graph of the analyzed
program, identifying all strongly connected components (SCCs). Each SCC on
the call graph corresponds to a distinct function partition. Non-recursive func-
tions, being single-node SCCs, each forms an individual partition. For recursive
functions, those within the same calling chain are aggregated into a single partition.
Note that if a recursive function calls a non-recursive function, they are placed in
separate partitions because the non-recursive function does not call back, meaning
that they do not meet the criteria of mutual reachability required for placement in

the same partition (Definition 8).

Definition 9 (Function Partition Entry). For a function partition FPar, a function
f € FPar is considered a function partition entry if and only if there exists a
function £’ ¢ FPar such that ' calls f. In other words, f is an entry point to the

partition FPar if it is invoked by at least one function outside of the partition.

Function Partition Entries ldentification. For each function £ within a function
partition FPar, we examine the predecessors of f on the call graph. If any prede-
cessor £’ is found not to belong to FPar, then £ is designated as a partition entry

for that partition.

Example 3. We illustrate the process of program partitioning with an example and
its call graph in Figure 4.5. This example includes a mutual recursion between the
functions recurl and recur?2, invoked by main at locations /5 and /3, respectively.

Additionally, the function id is called by recur?2 at location /5. Applying Tarjan’s
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1 int main() { i int recur2(int j) {

2 recurl(20); 12 if(j > 10)

3 recur2(15); 13 return recurl(j - 1);
4} 14 else

s int recurl(int i) { 15 return id(j);

6 if (i > 10) 16}

7 return recur2(i - 1); v // identity function

8 else s int id(int k) {

9 return i; 19 return k;

0 X 0}

Figure 4.5: A recursion example and its call graph.

algorithm to this call graph results in three SCCs: {main}, {recurl, recur2},
and {id}. Each SCC corresponds to a distinct function partition. For the function
partition {recur1, recur2}, both functions are identified as partition entries, as

they are separately called by main at different locations.

4.4.1.2 IWTO Construction

For each function partition entry, we establish an interprocedural weak topological
ordering IWTO). As shown in Algorithm 3, the main function constructIMap
(Lines 1-5) processes all function partitions of the analyzed program, alongside
EMap, which maps each function partition to its function partition entries and aims
to produce IMap, which maps each function partition entry to its respective IWTO.
The subroutine constructIWTO defined at Lines 6-13 aims to construct IWTO for
a specific function partition FPar and its associated entries FParEns. construct

IWTO first extracts the subgraph corresponding to FPar on the ICFG, and then
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Algorithm 3: IWTO construction algorithm
Input: G(V,E): ICFG of the program
EMap: map from function partition to its partition entries
Output: IMap: map from partition entry to IWTO
1 Function constructIMap(EMap, G):
2 IMap := {};
3 | foreach (FPar — FParEns) € EMap do
4 L constructIWTO(FPar, FParEns, G, IMap);

wn

return IMap;

6 Function constructIWTO(FPar, FParEns, G, IMap):

7 Grpar (Vepar, Epar) = ICFGPartition(G, FPar); // Step 1
8 foreach v € Vgp,, do // Step 2
9 if v is a non-recursive call site then

10 L Erpar := Eppar U (v, v.returnSite());

1 foreach entry € FParEns do // Step 3
12 entryICFGNode := Entry ICFG Node of entry;

13 IMap|entry| := Bourdoncle(Ggpar, entryICFGNode);

completes the extracted subgraph by connecting non-recursive calls and returns
(Definition 10). Finally, based on the completed subgraph, it constructs an IWTO
for each function partition entry and stores the results in IMap. The detailed steps
of constructIWTO are outlined as follows:

Step 1: ICFG Partitioning. Given a function partition FPar, this step (Line 7)
aims to extract the induced sub-ICFG corresponding to FPar from the ICFG of the
entire input program. The resulting sub-ICFG is composed exclusively of ICFG

nodes that are contained within a specific function from FPar.

Definition 10 (Recursive and Non-Recursive Call/Return Site). A call site
(¢{caller,callee) in the ICFG is defined as a recursive call site iff. caller and
callee are in the same function partion. Else, ¢¢ is classified as a non-recursive

call site. Each (¢ is associated with a corresponding return site ¢”, which facilitates
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Figure 4.6: The sub-ICFG of function partition recurl and recur?2 by revisiting
the example in Figure 4.5.

the return from the callee function.

Example 4. Figure 4.6 shows the sub-ICFG of function partition {recurl, recur2}
for the code example in Figure 4.5. The call sites /5 and ¢, are recursive call sites
because their callee functions are recursive, and these calls occur within recursive
functions (recurl and recur2). By comparison, the call sites /5 and ¢ are con-
sidered non-recursive as they are located in the main function, which is not part
of the recursion involving recurl or recur?2. {{; is also a non-recursive call site

because its callee, id, is not a recursive function.

Step 2: Sub-ICFG Completion. This step (Lines 8-10) ensures that every node
within the sub-ICFG extracted in Step 1 remains reachable from the entry of its
corresponding function. During the ICFG partitioning in Step 1, all non-recursive
return sites (Definition 10) become unreachable. This occurs because each non-
recursive return site is initially linked to its corresponding call site via the callee
function body; however, the callee function is excluded from the sub-ICFG because
it does not belong to the current function partition. Therefore, we introduce an
additional edge from each non-recursive call site directly to its respective return
site.

Step 3: IWTO Construction. In this step (Lines 11-13), we employ Bourdoncle’s
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algorithm [35] to build the IWTO for the completed sub-ICFG derived from Step
2. For each partition entry, denoted as entry, Bourdoncle’s algorithm begins at
the function entry node associated with the function partition entry, referred to
as entryICFGNode in Algorithm 3. It then constructs an IWTO across the entire

sub-ICFG, incorporating its interprocedural edges.

Example 5. Let us revisit the example in Figure 4.5 and illustrate the three steps in
Algorithm 3 used to construct the IWTO of the function partition {recur1, recur2}.
In Step 1, we obtain an induced sub-ICFG shown in Figure 4.6, where call and re-
turn sites are delineated with bold outlines. Non-recursive call/return sites are
denoted by 1, whereas recursive call/return sites are indicated by 3. In Step 2,
since the ICFG nodes of id are excluded from the sub-ICFG in Step 1, the re-
turn site ¢}, becomes unreachable from its call site. Consequently, we add an
edge from the call site £, to its return site, ensuring reachability from the function
entry within the sub-ICFG. Finally, in Step 3, we apply Bourdoncle’s algorithm
to the partition entries recurl and recur?2, starting from their respective entry
ICFG nodes, /5 and ¢q;. Specifically, initiating from /5, we establish the IWTO
as: “({s5 le U5 L1y lra L53) Lo £55 (15 (Lig U713 l16 £7)”. The IWTO starting from /1,

is outlined as: “({1y (12 €55 U5 ls £5) Lo €55 €15 (Lig €7 €10 €13).

4.4.2 IWTO-Guided Abstract Interpretation

This section first presents the overall algorithm for fixpoint computation in §4.4.2.1,
followed by an example set of feasible node-level interpretation rules that can be

applied during the fixpoint computation in §4.4.2.2.
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Algorithm 4: IWTO-guided abstract interpretation.
Input: IMap: map from partition entry to IWTO
root: program entry function
Output: Abstract states of the program
1 Function chaoticIteration(): // Algorithm entry
2 L handlePartition(dummyCall(_,root));

3 Function handlePartition(callSite(caller, callee)):
4 IWTO := IMap|callee];

5 foreach elem € IWTO do

6 if elem is a single node then

7 L handleNode(callSite, elem);

8 else

L stabilizeCycle(callSite, elem);
10 Function handleNode (pEntryCallsite, node):
11 Update abstract state of node;

12 if node is a non-recursive call site then

13 L handlePartition(node); // Inline

14 Function stabilizeCycle(pEntryCallsite, cycle):

15 head := cycle.getHead(); // Cycle head
16 increasing := true;

17 while true do

18 handleNode (pEntryCallsite, head);

19 if increasing then

20 Widen abstract state of head; // Widening
21 if abstract state of head not increasing then

22 increasing := false;

23 L continue;

24 else

25 Narrow abstract state of head; // Narrowing
26 if abstract state of head not decreasing then

27 L break;

28 foreach elem € cycle.getBody() do

29 if elem is a single node then

30 L handleNode (pEntryCallsite, elem);

31 else

32 L stabilizeCycle(pEntryCallsite, elem);
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4.4.2.1 Abstract Interpretation Algorithm

Algorithm 4 presents the pseudo-code for IWTO-guided abstract interpretation,
initialized by the chaoticIteration function (Line 1). This algorithm takes two
inputs: a map linking each partition entry to its corresponding IWTO (IMap), as
described in §4.4.1.2, and the program’s entry function, root (e.g., the main func-
tion). Starting from root, which is a function partition entry (Definition 9), the
function handlePartition iterates through the elements in its IWTO (Lines 5-9),
processing each as either a single node (Line 7) or a cycle (Line 9), where cycles
in the IWTO may represent either intraprocedural loops or recursive calls. For
handling cycles, we apply the interleaved widening and narrowing strategy [5] to
compute a fixpoint that considers both efficiency, achieved through widening, and
precision, refined by narrowing.

The subroutine handleNode, detailed from Line 10 to Line 13 in Algorithm
4, processes individual nodes. At Line 11, the procedure begins by updating the
abstract state node-wise, based on the semantics of the ICFG node. If this node
is identified as a non-recursive call site (Definition 10), handlePartition is re-
cursively invoked to process the corresponding callee function. Recursive call and
return sites are treated similarly to normal intraprocedural nodes, as their analysis
is integrated within the IWTO.

The algorithm for computing a fixpoint for a cycle is shown in the stabilize
Cycle subroutine, delineated from Line 14 to Line 32 in Algorithm 4. It em-
ploys a while loop to continuously process the IWTO elements constituting the
cycle. As mentioned in §4.2.3, each iteration of the loop begins by processing

the component head of the IWTO using either widening or narrowing operations,
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outlined in Lines 18-27, followed by the process other IWTO components (Lines
28-32). The cycle commences with iterations where the widening operation is ap-
plied first (Lines 19-23) to the head node, aiming to accelerate the stabilization
process. Once the widening has reached a fixpoint, where no changes in the ab-
stract state are observed from one iteration to the next, the algorithm transitions
to the narrowing phase (Lines 24-27). This phase refines the analysis’s precision,
following the methodologies proposed in [S]. The loop concludes when the nar-
rowing phase also achieves a fixpoint, determined at Line 26, where a consistent

abstract state is maintained post-narrowing from one loop iteration to the next.

4.4.2.2 Node-Level Interpretation Rules

Figure 4.7 demonstrates an example set of rules for handling each IWTO node,
which can be applied at Line 11 in Algorithm 4. Note that these rules can be cus-
tomized to perform other types of abstract interpretations, such as using different
abstract domains or object sensitivity.

The interpretation of each node encompasses two fundamental steps: first, ag-
gregating post-abstract states from predecessors to derive its pre-abstract state;
second, transforming the pre-abstract state according to program semantics to ob-
tain the post-abstract state. For interprocedural analysis, abstract states are aggre-
gated via CaLLFLow and RETFLow rules, while intraprocedural states are gathered
through the SEQUENCE rule. Notably, CALLFLow employs selective aggregation
of abstract states from call sites: it blocks propagation from mismatching non-

recursive call sites while allowing propagation from recursive call sites.

Example 6. Figure 4.8 illustrates this selective aggregation using the example
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in Figure 4.6, demonstrating the application of the CALLFLow rule in deriving
pre-abstract states for /1, and /5. Consider the scenario where abstract interpreta-
tion progresses to invoking handlePartition(/§(main, recur2)) to analyze the
function partition {recuril, recur2} from partition entry recur2. When deriv-
ing the pre-abstract state of /1, as shown in Figure 4.8a, both O and Oy are
permitted to propagate. This is because ¢ is a recursive call site, whereas (5,
while non-recursive, matches the current partition entry’s call site, denoted as
pEntryCallsite in Algorithm 4 at Line 10. Conversely, as shown in Figure 4.8b,
when deriving the pre-abstract state of /s, 0y is blocked because /5 does not match

pEntryCallsite, (5, whereas o, propagates due to the recursive nature of £7;.

The RerFLow rule facilitates the propagation of abstract states from a callee
function’s exit node to the corresponding return site. The SEQUENCE rule refines
abstract values based on control flow edge conditions. Figure 4.9 demonstrates this
refinement process for deriving the pre-abstract state of ¢{,. Since the incoming
edge from /5 requires condition i > 10 to hold, we refine the abstract value of i
in o4, by computing its meet with [11, oc].

The post-abstract state o, of node ¢ is derived from its pre-abstract state oy
and the relevant statement. For pointer-free statements (Cons, Copry, PHi, UNARY,
Binary, CaLL and RETURN), we calculate the abstract value of the left-hand-side
variable based on the right-hand-side values and relevant operators. For instance,
for a BiNaRry statement £ : r = p + qand o4(p) := ([1, 3], T), 0y(q) == ([4, 7], T),
we derive oy(r) := ([5,10], T). Particularly, since CALL and RETURN statements
involve parameter and return value passing, essentially top-level variable assign-
ments, we handle each assignment using the Copy rule for translation. For pointer-

related statements (GEp, LoAaD and STORE), we utilize abstract values across inter-
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val and address domains to derive the post-abstract state. To elaborate, for GEp, we
join all potential address values formed by adding a base address o € y(o7(p)) with
an offset j € y(o;(idx)) to derive the conservative address value for the left-hand-
side variable. As for Loap, we join the abstract values o;(0) of all possible ad-
dresses o € y(0y(q)) to form the conservative abstract value of the left-hand-side
variable. Lastly, for STorRE, we update the abstract value of every possible address
o € v(og(p)). Particularly, when there are multiple addresses o € y(oy(p)), we
join the abstract value o;(q) with each existing abstract value o(0) to form o’s new
abstract value conservatively. In contrast, when there is only one o € y(oy(p)), it
is safe to directly use o;(q) as o’s new abstract value, because the store must occur

at o.

Example 7. We revisit the example in Figure 4.5 to illustrate the IWTO-guided
abstract interpretation. It starts with handlePartition({y(_,main)). The IWNTO
of main function is outlined as “¢y (5 ¢4 (5 (% £,”. Both {5 and ¢4 are non-recursive
call sites, which require invoking handlePartition to handle their callee func-
tions. Take /5 as an example. handlePartition(/§(main, recur2)) follows the
IWTO of function partition {recurl, recur2}, which is outlined as

“(loy lra L35 U Lo £5) Lo L5 £75 (a6 €7 10 €73)7, to perform abstract interpretation.
The first element of the IWTO, “(£1; 12 €55 {5 (s £5)”, is a cycle, with (1, being
the head. To handle the cycle, the function stabilizeCycle is invoked, which
iteratively updates the abstract states of the nodes within the cycle. The iteration
involves two stages, the widening stage and the narrowing stage. We elaborate on
the widening and narrowing stages using the updating process of o7 —(j), as £1; is
the only widening point of the cycle. During the widening stage, it is initialized

as ([15,15], T) in the first iteration. In the second iteration, it is first updated to
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([13,15], T), and then widened to ([—oo, 15], T) (refer back to §4.2.2). The it-
eration then proceeds to the narrowing stage, during which o7—(j) is updated to
([10,15], T), refining the value obtained in the widening stage. This refinement
benefits from the adjustments made in the SEQUENCE rule while deriving the pre-
abstract state of /5. With the conclusion of the narrowing stage, stabilizeCycle
finalizes, and the abstract interpreter continues to address the remainder of the
IWTO. After finalizing its handling of the entire IWTO, the abstract interpreter
proceeds to addressing /5 and concludes that the return value of this recursion,
entering from /3, is exactly 10. This exact value also benefits from the refinement

conducted by the SEQUENCE rule while deriving the pre-abstract state of /¢.

4.4.3 Termination Analysis

This section aims to prove that Algorithm 4 is guaranteed to terminate, even
in the presence of nested recursions and loops in the input program. Algorithm
4 begins with chaoticIteration, which calls handlePartition to handle the
dummy call site to root, the program entry function. It then enters a mutual re-
cursion among three functions: handlePartition, handleNode and stabilize
Cycle. Due to the simplicity of handleNode, we inline it at the invoking sites in
Lines 7 and 30 for the convenience of the proof. In order to model the recursion
described in Algorithm 4, we introduce the concept of recursion tree.

Definition 11 (Recursion Tree). The recursion tree, denoted as 7' = (N, E,r),
models the invocation process of a running algorithm. The set N is non-empty
and consists of nodes, where each n € N represents an instance of a function

invocation with specific parameters during the recursive process. The set £ C
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N x N comprises edges, where an edge (n1,n2) € E indicates that function n;
calls ny during the recursion. The element » € N denotes the root node of 7',

representing the initial function that starts the recursive calls.

Example 8. Figure 4.10 demonstrates the recursion tree of Algorithm 4 as it ex-
ecutes on the program presented in Figure 4.5. The root node indicates that the
recursion of Algorithm 4 begins with handlePartition(/;(_,main)), where

(5(_,main) denotes a dummy call to the program entry, main. Additionally, the
two edges of the root node indicates that it invokes each child subroutine once

during execution.

Since all operations in the functions handlePartition and stabilizeCycle
are trivial and guaranteed to terminate, the overall termination of the algorithm can
be reduced to the termination of the recursive process. This is equivalent to stating
that the recursion tree of Algorithm 4 contains a finite number of nodes for any

input.
Lemma 1. The recursion tree of Algorithm 4 on any input has finite height.

Proof. Consider a path (sequence of nodes) starting from the root node in the
recursion tree. We will show that the number of nodes along this path is bounded by
analyzing the invocations of two specific functions: handlePartition (referred
as P nodes) and stabilizeCycle (reffered as .S nodes). These are the only types
of nodes present on the path, as we have inlined all handleNode invokations for
simplicity.

First, we examine the subsequence of handlePartition calls, denoted as:

Py (¢{(callery, calleey)),..., P, (f (caller,,, callee,,)).
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We use FP(f) to denote the unique function partition to which function f belongs.
It follows that for all i € [1,m — 1], FP(callee;) = FP(caller;;;). Conse-
quently, for all 7 < j, caller; is reachable from caller; on the call graph. We
aim to prove the following sub-conclusions. Sub-conclusion 1: For all : < j,
FP(caller;) # FP(callee;). Suppose this were not the case. Then, there would
exists ¢ < j such that FP(caller;) = FP(callee;), implying that caller; is
reachable from callee;. Furthermore, it follows that caller; would also be
reachable from callee;, which contradicts the definition of v;(caller;, callee;)
as a non-recursive call site (according to Definition 10). Sub-conclusion 2: For all
i < j, FP(caller;) # FP(caller;). This follows directly from Sub-conclusion
1 and FP(callee;) = FP(caller;.;). If FP(caller;) = FP(caller;) for some
i < j, it would contradict Sub-conclusion 1. Sub-conclusion 3: m < |FPars|,
where |FPars| denotes the number of function partitions in the program. If this
were false, then there would exist at least one pair ¢ < j such that FP(caller;) =
FP(caller;), which would contradict Sub-conclusion 2.

Second, we examine a continuous subsequence of stabilizeCycle invoca-
tions,

Si(cycley),...,Su(cycle,).

For this sequence, the inequality n < cycle,.depth is established, where

cycle,.depth denotes the depth of the cycle,. This holds because cycle,
is a sub-IWTO component of cycle,. Furthermore, the number of continuous S
subsequences is limited to length of the longest P subsequence on the path, which,
as previously concluded, is |FPars|. Consequently, the total number of S nodes

on the path is limited to |FPars| x maxCycleDepth, where maxCycleDepth is the
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maximum depth of all IWTO cycles.
Finally, since the path consists solely of P and S nodes, the length of the path

is less than |FPars| x (maxWTOdepth + 1). O
Lemma 2. The recursion tree of Algorithm 4 for any input has finite degree.

Proof. To establish this, we consider two cases. Case 1: For a
P(¢¢(caller, callee)) node, its degree is limited by the number of elements in
callee’s corresponding IWTO. Case 2: For a S(cycle) node, its child nodes
represent the invoked subroutines within the double-nested loop outlined in Algo-
rithm 4 from Lines 17 to 32. The outer loop is guaranteed to terminate within /
rounds [11], where h represents the height of the lattice when applying the widen-
ing operation. The inner loop is bounded by the number of elements in cycle.
Thus, the degree of an .S node is also finite.

In both cases, the degree of the nodes are limited, confirming that the recursion

tree has finite degree. [
Theorem 1 (Termination). Algorithm 4 is guaranteed to terminate.

Proof. By Lemmas 1 and 2, both the height and the breadth of the recursion tree
are limited. Consequently, the recursion tree contains a finite number of nodes,

which implies the termination of Algorithm 4. [

4.5 Evaluation

In this section, we evaluate the performance of RecTopo, focusing on its precision
improvement in abstract interpretation and its scalability when applied to large-

scale programs. We conduct a comparative analysis between ReEcTopo and three
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state-of-the-art abstract interpreters, IKOS [13], Clam [19, 38] and CSA [18], in
an assertion-checking client, buffer overflow detection.

Additionally, we perform an ablation study to assess the influence of the IWTO
implementation on the overall effectiveness of RecToro.

Our empirical evaluation addresses the following research questions:

RQ1 Analysis Effectiveness: How effective is ReEcTopo in detecting buffer over-
flow vulnerabilities compared to state-of-the-art tools when evaluated on

standard NIST benchmarks?

RQ2 Real-world Applicability: To what extent can RecTopo scale to analyze

real-world applications while maintaining its precision in bug detection?

RQ3 Impact of IWTO: What is the contribution of the IWTO technique to Rec-
Topo’s overall performance, particularly regarding precision improvements

and computational overhead?

4.5.1 Datasets and Implementation

Datasets. We evaluate ReEcToro using (1) a benchmark composed of 8312 pro-
grams from NIST [59], which includes comprehensive test cases of buffer overflow
vulnerabilities, with 800 cases containing recursions, and (2) 10 popular open-
source C/C++ projects across various application domains, with their statistics de-
tailed in Table 4.2. These projects include paste [14] (file merger), md5sum [14]
(file verifier), YAJL [97] (JSON parser), 8cc [1] (C compiler), 1ibplist [50]
(Property List file handler), MP4v2 [56] (MP4 file library), RIOT [74] (IoT op-
erating system), darknet[32] (neural network framework), tmux [92] (terminal

multiplexer) and Teeworlds [90] (online multiplayer game).
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Table 4.2: Statistics of 10 open-source projects. #LOI denotes the number of lines
of LLVM instructions. #Method, #Call and #0bj are the numbers of functions,
method calls and memory objects, respectively. |V| and | F| are the numbers of
ICFG nodes and ICFG edges.

Project|  #LOI | #Method | #Call| #Obj V| |E|
paste 8,416 53] 758 510] 9,395| 9,922
mdSsum| 11,483 63| 881| 606 12,494| 13,064
YAJL| 20,592 151 561 208] 9253| 9,922
8cc| 30,609 480 2349 3,267 15,984| 25294
libplist | 35,324 342 1,743 1,635 13,697| 20978
MP4v2| 39,178 601 610] 1,991 15,595] 16,733
RIOT| 54,597 579| 1,614 951 20,176 | 20,843
darknet | 210,117| 1,004| 9,861| 2,614 110,424 | 140,213
tmux | 446,626 | 1,967 22,369 | 3,879 | 162,879 | 178,924
Teeworlds | 529,737| 2,30620,701| 5,754 |251,356 | 246,029
Total | 1,386,679 | 7,546 | 61,447 | 21,415 | 621,253 | 681,922

Implementation. The experiments are conducted on an Ubuntu 22.04 server with
an eight-core 2.60GHz Intel Xeon CPU and 128 GB memory. The interprocedu-
ral control and value flow graphs are built upon LLVM-IR (with LLVM version
14.0.0) using the SVF library (version 2.9). The LLVM-IR represents program
functions as global variables, further modeled as address-taken variables. The call
graph is built by considering the points-to information to resolve indirect calls.
Program loops/recursions are captured by IWTO, which is constructed using the
algorithm described in Section 4.4.1 (Algorithm 3). The abstract value represen-
tation is implemented using Z3 expressions [55]. We utilize the interleaved widen-
ing and narrowing strategy as described in [5] to precisely handle recursions and
intraprocedural loops. We detect buffer overflows at each gep instruction by com-
paring the offset size and the memory size, both of which are calculated based on
interval and points-to information from abstract interpretation. For the baselines

IKOS, Clam and CSA, we directly use their open-source implementations and their
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Table 4.3: Comparison of tools using the NIST benchmark, with the recall and
precision in percentages (%). ‘NIST (entire)’ refers to the entire dataset, while
‘NIST (recursion)’ specifies the test cases that have recursions.

Dataset Metric IKOS Clam CSA RecToro
NIST Recall (%) 53.90 55.29 80.83 80.83
(entire) Precision (%) 46.38 37.18 78.38 85.97
NIST Recall (%) 100.00 100.00 100.00 100.00

(recursion) Precision (%) 50.00 50.00 55.56 95.24

default settings (e.g., interval analysis) for detecting buffer overflows.

4.5.2 RQ1: NIST Benchmark

Table 4.3 presents the true positive rates and precision of RecTopo along with
three baseline abstract interpreters in detecting buffer overflows [28, 29, 30] using
the pre-labeled NIST benchmark, NIST (complete), and its subset containing test
cases that includes recursive functions, NIST (recursion).

Comparison Results. For the complete NIST dataset, REcTopro consistently sur-
passes the baseline tools. It identifies, on average, 26.24% more buffer overflows
than IKOS and Clam, while also achieving an average precision improvement of
44.19% over these tools. Its precision is also 7.59% higher than CSA. This perfor-
mance underscores the robustness of REcTopo in interprocedural abstract interpre-
tation. Moreover, the advantages of RecToro are particularly notable in scenarios
involving recursive functions, where it achieves a precision rate of 95.24% in de-
tecting buffer overflows. In contrast, the average precision of IKOS, Clam and CSA
in these test cases is only approximately 51.85%, 43.39% lower than RecToro.
Result Analysis. The improved recall can be attributed to RecTopo’s adoption of

CSA’s robust handling of core program features, such as loop handling, and precise
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Table 4.4: Comparing RecTopro with three open-source tools (IKOS, Clam and
CSA), using ten popular applications. #TP and #FP are true positive and false
positive, respectively. Time (secs) is running time.

IKOS Clam CSA RecToro

Project Report Time | Report Time | Report | Time| Report | Time

#TP  #FP | (secs) | #TP #FP | (secs) | #TP #FP | (secs) | #TP #FP | (secs)
paste 3 21 512 2 15 589 3 0 9 3 0 12
md5sum 2 35| 986 1 28| 1146 4 1 8 4 2 10
YAJL 1 1625| 2895 1 1483| 3061 3 0 5 3 0 9
8cc 2 1893 | 3244 1 683 3824 3 7 36 3 5 38
libplist 1 1206| 3312 1 835| 4178 5 14 45 5 8 49
MP4v2 1 965| 3684 2 681| 4375 1 0 13 1 0 16
RIOT 2 1325| 5216 2 1206| 6387 8 6 27 8§ 4 31
darknet 14 1265| 9531 9 1324]10936| 21 10| 3507 | 21 7| 3725
tmux 4 163211325 2 135912894 | 12 10| 824 12 5| 983
Teeworlds 2 52913569 4 143614734 | 15 8] 2886| 15 8] 3032
Total 32 10496 | 54274 | 25 9050|62124| 75 56| 7360| 75 39| 7905

external API modeling [18]. Here, we focus on analyzing the precision improve-
ments in handling recursion through two representative code scenarios shown in
Figure 4.11. A key contributing factor is REcTopro’s construction of IWTO for
recursive functions, which effectively guides the narrowing process by leveraging
program path conditions. As demonstrated in Figure 4.11(a), the program accesses
the buf buffer at ¢, with an offset 1dx, which is obtained from the return value of
the mc91(100) function call at ¢,3. ReEcTopo precisely determines mc91’s return
value in the range [91, 101]. Consequently, it concludes that the buffer access at /14
is safe. In contrast, all our baseline analyses report an overflow alarm here, incor-
rectly indicating that the value of mc91(100) could be anywhere within [—o0, cc.

Another reason is that the IWTO construction approach effectively eliminates
spurious recursions (widening points) arising from multiple call sites of the same
function, such as the double call to adder in Figure 4.11(b). RecToro accu-

rately differentiates between these call sites, preventing misclassification of pro-
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gram points, {15, {5 — {4, (19, {11, as part of a spurious recursion. This precision
prevents REcTopro from widening the value of sum at the adder entry point (¢5)
to [0, oo]. Consequently, RecTopo derives the precise value of sum at /14 as [3, 3],
thereby eliminating a false overflow alarm.

False Positives of REcTopo. We further analyze RecToro’s false positives and
identify two primary causes, as demonstrated in the examples in Figure 4.12. First,
RecTopo compromises precision for efficiency in scenarios involving complex
path conditions. A case in point is its failure to accurately interpret the path con-
dition at /5 in Figure 4.12(a), resulting in an imprecise narrowing of the range of
n after widening. This imprecision triggers the overflow alarm at ¢;y. This issue
primarily stems from the limitations of the abstract interpretation solver, which,
although not a key contribution of RecToro, affects its precision. Enhancing the
solver’s capability for precise path condition interpretation could rectify this. An-
other source of precision loss is REcTopro’s inability to track relationships between
variables. This limitation is illustrated in Figure 4.12(b), where the parameters m
and n have a constraint that their sum at each call site remains constant. However,
RecToro’s interval domain representation only allows for the independent storage
of their abstract states, thus failing to capture their interrelation. As a result, when
the parameter m is widened to [0, co], REcTopo over-approximates idx’s range as
[0, oo]. Adopting a relational domain to articulate the constraints between program

variables could overcome this limitation.



CHAPTER 4. PRECISE RECURSION HANDLING 74

4.5.3 RQ2: Real-World Projects

Table 4.4 presents the experimental results for true positives, false positives and
running time of REcToro compared to the three existing tools (IKOS, Clam and
CSA) on ten real-world projects.
Comparison Results and Analysis. REcTopo demonstrates superior performance
across all metrics, successfully identifying 75 real bugs with a precision rate of
65.79%, representing 79.78% of all identified vulnerabilities. In contrast, IKOS
and Clam achieve an average recall rate of only 30.32% among discovered bugs.
The precision rates of the baseline tools average 19.28%, less than one-third of
RecToro’s precision. Notably, REcTopo achieves these significant improvements
while maintaining computational efficiency comparable to CSA. The markedly
lower false positive rate of REcTopo can be attributed to its sophisticated abstract
interpretation framework, guided by the IWTO approach. This methodology en-
ables precise derivation of abstract states within recursive contexts through care-
fully orchestrated interleaved widening and narrowing operations on recursions.
Case Study. Figure 4.13 illustrates the patch [2] and call graph for a real-world
buffer overflow identified by REcTopo in 1ibplist [50], a portable C library to
handle Property List files [70]. REcTopro and CSA initially find this bug, which is
missed by Clam and IKOS. However, after the bug is patched, CSA erroneously
continue to report it as a buffer overflow—resulting in false positives. By compar-
ison, RecTopro accurately eliminates the false alarm after the bug is fixed.

The bug resides in the parse_array_node function, within a recursive call-
ing chain as depicted in Figure 4.13. It is triggered at line /5, where the func-

tion UINT_TO_HOST accesses the address pointed by index1_ptr and reads an
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extra bplist—ref_size bytes. This bug arises because bplist—ref_size,
the buffer access variable in the recursion, is not properly bounded, potentially
allowing reads past the allocated buffer of index1 ptr, leading to a buffer over-
flow. When the issue is addressed by introducing a boundary check before /15,
RecTopo stops reporting the problem, while CSA still signal a bug. This discrep-
ancy is attributed to our utilization of widening and narrowing techniques within
the recursive function partition, which precisely leverage path conditions to refine
the abstract value of bplist—ref _size, thereby providing more accurate results
and effectively eliminating the false positive.

Statistics. We present detailed statistics of IWTO across the ten real-world projects.
Figure 4.14a illustrates the proportion of nodes residing in IWTO cycles for each
program. The data reveals a substantial presence of nodes within IWTO cycles,
ranging from 8.4% to 55.9%, with an average of 33.5%. Figure 4.14b depicts the
aggregate depth of nodes (as defined in §4.2.3) across all IWTO cycles in each
program. The data exhibits a near-linear growth pattern relative to program size.
Given that the time complexity for cycle stabilization is linear with respect to the
sum of node depths [11], this suggests that the overall time complexity for stabi-
lizing IWTO cycles scales approximately linearly with program size. Figure 4.14c
presents the number of nodes within IWTO cycles per program, while Figure 4.14d
shows the maximum node depth in each program’s IWTO. The data demonstrates
that while the number of nodes in cycles increases linearly with program scale,
the maximum depth remains relatively stable. This relationship explains the linear

growth pattern observed in the aggregate node depth measurements.
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Table 4.5: Comparing ReEcTopo with its two variants, REcToro-NR and REc-
Topo-GL (described in §4.5.4), using ten popular applications. #TP and #FP are
true positive and false positive, respectively. Time (secs) is running time.

RecToro-NR RecToro-GL RecToro

Project Report | Time| Report | Time| Report | Time

#TP #FP | (secs) | #TP #FP | (secs) | #TP #FP | (secs)
paste 3 13 8 3 32 15 3 0 12
md5sum 4 9 6 4 36 13 4 2 10
YAJL 3 62 3 397 12 3 0 9
8cc 3 85 30 3 108 44 3 5 38
libplist 5 119 39 5 230 52 5 8 49
MP4v2 1 131 11 1 193 23 1 0 16
RIOT 8 126 22 8 285 35 8 4 31
darknet 21 217\ 3168 | 21 914| 4211| 21 7| 3725
tmux 12253 727| 12 1322] 1247 12 5| 983
Teeworlds| 15 304| 2491 | 15 1641| 3416| 15 8| 3032
Total 75 1319] 6505| 75 4858 | 9068 | 75 39| 7905

4.5.4 RQ3: Ablation Analysis

This section presents a comprehensive ablation analysis of RecToro, with a focus
on evaluating its precision enhancements and scalability.

We compare ReEcTopo with two distinct variants: REcTopo-NR, which omits
recursive calls by assigning a default top value; and RecTopro-GL, which integrates
a whole-program global IWTO. This comparative analysis underscores the critical
contributions of IWTO in enhancing both precision and scalability.

Table 4.5 presents the true positives, false positives and running time of Rec-
Topo compared to its two variants (REcTopo-NR and REcTopo-GL) on real-world
popular applications. The results demonstrate that the IWTO employed in Rec-
Topo significantly enhances precision while incurring only a moderate increase in

computational overhead.
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Comparison with REcTopo-NR. RecTopo exhibits 60.41% higher precision than
RecTopo-NR. This superior precision stems from RecTopo’s ability to more pre-
cisely calculate the values of variables within recursive functions. In contrast,
RecTopro-NR simplifies the process by assigning a generic top value to these vari-
ables.

This overly conservative approaches of REcToro-NR results in broader inter-
vals that frequently trigger false overflow alarms during buffer access. In terms of
performance efficiency, REcTopo-NR leads in execution speed as it bypasses the
body of recursive functions entirely.

However, the slight time advantage of RecToro-NR does not compensate for
the substantial precision gains achieved by REcTopo, reinforcing its effectiveness
in balancing precision with performance.

Comparison with REcTopro-GL. RecTopro-GL implements a global whole-program
IWTO that establishes connections between all call sites and their corresponding
callee functions. The abstract interpretation within REcTopo-GL is managed by
this singular IWTO, with each cycle processed with precision comparable to that
of RecToro. Despite this, REcToro-GL demonstrates a reduction in precision by
64.27%, and it also operates 1.15x longer compared to RecToro.

The reduced precision in REcTopo-GL can be primarily attributed to its re-
dundant widening operations. As depicted in Figure 4.15a, ReEcToro achieves a
significant decrease in the number of widening points, with an average reduction of
58.99% and a peak reduction of up to 81.56%. This substantial decrease in unnec-
essary widening throughout various program procedures directly contributes to the
enhanced precision of REcTopro. Regarding scalability, the comparison of the time

required to construct IWTO in RecTopo and REcTopo-GL highlights significant
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differences. Figure 4.15b clearly shows that constructing a whole-program IWTO
in RecTopo-GL demands considerably more time—nearly 36 times longer—than
the IWTO approach used in RecTopo. This comparison underscores the efficiency

and practicality of the partitioned approach in handling scalability.

4.6 Conclusion

This study introduces RecToro, a novel approach to fixpoint computation for
precise interprocedural abstract interpretation. RecTopo utilizes interprocedural
weak topological ordering to steer chaotic iterations across program procedures ef-
fectively. This strategy not only incorporates an interleaved widening and narrow-
ing approach for accurately addressing recursions but also eliminates redundant
widening caused by interprocedural dependencies. REcTopo demonstrates an av-
erage precision improvement of 46.51% and an increased recall rate of 32.98%

when compared to baselines tools on ten open-source projects.
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Figure 4.7: Rules for interpreting each node during abstract interpretation (Line
11 in Algorithm 4). /@caller — ¢'@callee and {@caller < ('@callee
represent interprocedural control flows. The former indicates a flow from the CaLL
statement / in caller to the entry ¢ of the callee function, while the latter de-
notes a flow from the exit ¢’ of the callee back to the RETURN statement ¢ in
caller. ¢ < ¢ denotes an intraprocedural control flow with path condition
cond, whose value is null for unconditional flows. a 3 b represents a := a LI b. £*
is the abstract operator concerning the concrete operator £. «(cond(p;)) abstracts
the concrete values of p; restricted by sequence condition cond based on Defini-
tion 4. 0.£1d; represents the j” field of the base object o.
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og; 2 filterCall(oy, £5) = o ::> o5(3) = ([10,18], <):| o, 3 filterCall(og, £7) = o

45 : Non-Recursive Call Site| £11 : Function Entry £5 : Recursive Call Site
recur2(15); 1nt recur2(int j) recur2(i—1)~

oe(3) = ([15,15],T) o os:(3) = ([10,13],

(a) Deriving the pre-abstract state oy during running
handlePartition(/(main, recur2)).

oz 2 filterCall(aﬁ,lg) =1 |:’> oz(1) = ([10,14], <:| og 3 fllterCall(agm,lw)
415 : Recursive Call Site
recur1(j-1);

oi(1) = (20,20, T) @ on, (1) = (10,14, T)

£5 : Function Entry
int recurl(int i)

recur1(20);

£5 : Non-Recursive Call Site}

(b) Deriving the pre-abstract state op during running
handlePartition(/§(main, recur2)).

Figure 4.8: Illustration of the CaLLFLow rule for deriving pre-abstract state of /1,
and /5 by revisiting the example in Figure 4.6.

445 : Branch True 415 : Call Site
if(j > 10)] o7 2 retineSeq(ca,, b12) = 01,3 1 (72,(3) 1 ([11,00], T))] | recurt (51
4,(3) = ([-00,15], T) o (3) = ([11,15], T)

Figure 4.9: Illustration of the SEQUENCE rule for deriving the pre-abstract state O
by revisiting the example in Figure 4.6.

[handlePartition(£5(_, main)) |

‘handlePartition(lg (main, recur1)) ‘ ‘handlePartition(Zg (main, recur2)) ‘

[ stabilizingCycle(Cycle,) | [stabilizingCycle(Cycle,)| [stabilizingCycle(Cycle,) ]

[handlePartition({j;(recur1, id))| [stabilizingCycle(Cycle,)| |handlePartition({js(recuri, id))]

Figure 4.10: Recursion tree of algorithm 4 executing on the program presented in
Figure 4.5
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int

3

int

int

mc91(int p) {
if(p > 100) {
return p - 10;

} else {
int pl1 = p + 11;
int p2 = mc91(pl);

int res = mc91(p2);

return res;

main() {

char buf[200];

int idx = mc91(100);
buf [idx] = 0;

(a) Recursive function.

int sum = 0;

void adder(int num) {
sum += num;

}

int main() {
char buf[10];

// call adder twice
int m = 1;

adder (m) ;

int n = 2;
adder(n);

buf [sum] = 0;

(b) Multiple call sites.

Figure 4.11: False buffer overflows eliminated by RecToro.

modNb(int n) {
if (m - 9 >=0)

return n;
else

return modNb(n + 1);

main() {

char buf[10];

int idx = modNb(0);
buf [idx] = 0;

(a) Complex path condition.

int sum(int n, int m) {
if (n <= 0)
return m + n;
else

return sum(n - 1,m + 1);

int main() {
char buf[10];

int idx = sum(9, 0);

buf [idx] = 0;

(b) Variable correlations.

Figure 4.12: False positives of REcTopo.
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static plist_t parse_array_node(struct bplist_data *bplist,

]
2 const char** bnode, uint64_t size)
3 1
4 plist_data_t data = plist_new_plist_data();
5 const char *index1_ptr = NULL;
6 -
7 for (uint64_t j = 0; j < size; j++) {
8 index1_ptr = (*bnode) + j * bplist->ref_size;
9 + if (index1_ptr < bplist->data ||
10 + index1_ptr + bplist->ref_size >=
11 + bplist->data + bplist->size) {
12 + plist_free(node);
13 + return NULL;
14 + b
15 index1 = UINT_TO_HOST(index1_ptr, bplist->ref_size);
16
17 %
Patch
parse_bin_node
parse_array_node parse_bin_node_at_index

Call Graph

Figure 4.13: The patch and call graph of a real-world buffer overflow in
libplist [50] found by our tool.
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Figure 4.15: (a) Comparing the number of widening points of ReEcToro and Rec-
Topro-GL on real-world programs and (b) Comparing IWTO construction time of
partitioned and global IWTO on real-world programs.



Chapter 5

Conclusions and Suggestions for

Future Research

5.1 Conclusions

This thesis enhances the precision and scalability of points-to analysis for race de-
tection. Chapter 3 proposes SLIRD, which utilizes cross-domain abstract interpre-
tation to accurately model points-to information for compound data structures and
introduces a race detection-targeted slicing methods to narrow the analysis scope
and enhance performance. Experimental data demonstrates that SLIRD achieves
an average precision improvement of 89.1% over the baseline tool SVFRD on
large-scale industrial programs, highlighting the substantial benefits of more pre-
cise points-to analysis. Furthermore, the slicing method substantially enhances
the scalability of abstract interpretation, enabling successful analysis of three ad-
ditional real-world programs with millions of lines of code. Notably, this advance-

ment is realized without compromising soundness. While SLIRD requires on aver-

84
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age 4.8x more execution time, the considerable precision improvement justifies the
adoption of more precise points-to analysis. Further more, the speedup observed
relative to CrossRD underscores the effectiveness of slicing in extending com-
plex points-to analyses to large-scale programs. Collectively, these results inspire
future investigations into more granular slicing techniques. Chapter 4 introduce
RecToro to facilitate abstract interpretation in handling recursion, improving its
precision and supporting downstream bug detection tasks. Experiments show that
RecTopo achieves a significant precision improvement of 46.51% and an increased
bug detection recall rate of 32.98% on real-world recursive benchmarks.

Both works advance the precision of points-to analysis from distinct perspec-
tives and demonstrate the substantial benefit of reducing false positives in down-
stream bug detection tasks. To further address the computational overhead in-
troduced by the complexity inherent in more precise points-to analyses, this the-
sis introduces a novel slicing approach that markedly improves the scalability of
points-to analysis on large industrial codebases. This contribution enables com-
plex points-to analysis techniques to be applied more effectively to real-world pro-

grams, thereby rendering their benefits more accessible and practically attainable.

5.2 Suggestions for Future Research

SLIRD improves precision of points-to information while maintaining scalabil-
ity by applying cross-domain abstract interpretation to sliced code. However, the
downstream race detection process (including MHP analysis and lockset analysis)
still uses traditional approaches, which perform standalone analysis without scalar

information. Since abstract interpretation is a unified framework with the potential
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to replace traditional analyses [31] for thread analysis, a promising future direction
would be improving the precision of thread analysis using cross-domain abstract
interpretation.

The slicing methods introduced in SLIRD enhances the scalability of points-to
analysis for data race detection tasks. However, the slicing methods are restricted
to race detection tasks. Given the wide range of static analysis tasks and various
downstream applications, achieving a balance between scalability and precision re-
mains a significant challenge. Developing new slicing methods to achieve a better
balance between precision and scalability in diverse scenarios would be beneficial.

Another avenue for improving precision and efficiency is the design of fine-
grained context sensitivity strategies for functions within recursions. In REcToro,
we adopt context insensitivity for functions within recursion, which may result in
imprecision. However, the proposed methodology is not restricted to a specific
context sensitivity strategy. Future exploration of fine-grained context sensitivity
strategies would provide a valuable opportunity to balance analysis precision and

resource COl’lSlll'IlptiOIl.
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