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Abstract

In the last decades, benefiting from massive data and huge computation resources,

deep neural networks (DNNs) have achieved significant progress in wide applications,

such as image classification, object detection, natural language processing, and ma-

chine translation. Especially in image domain, DNNs with plenty of hidden layers

and complicated architectures can capture useful and semantic visual patterns, and

realize various tasks with a high confidence.

Despite these achievements, the safety and robustness of DNN systems become critical

and attract more attention from research community. In 2013, DNNs were first

found vulnerable to adversarial examples (AEs), that a slight perturbation of the

images can lead to classifiers making erroneous prediction. This discovery unveiled

the vulnerability of DNNs, which is a critical threat especially for some security-

sensitive scenarios, such as autonomous driving where DNNs are used to recognize

road signs. Adversarial attack is the process of generating AEs. It has two main goals:

1) attack successfulness, i.e., generate AEs that can successfully fool DNN models; 2)

imperceptibility, i.e., ensure the difference between the generated AEs and real-world

images imperceptible.

Although existing works have achieved very high attack success rate (ASR) in various

attack settings, there is still a gap between the generated AEs and real-world images

in terms of imperceptibility. On the one hand, achieving imperceptibility is basically

contradictory to the goal of attack successfulness, most works achieve high ASR at the
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cost of imperceptibility performance. On the other hand, how to define and evaluate

imperceptibility is still an open question. Most works use Lp norms, such as L0, L2

and L∞ to quantify the magnitude of the perturbation added to the original images.

However, Lp norms are found non-suitable for simulating human vision system (HVS)

in subjective experiments, not to mention some special attack tasks and settings where

Lp norms are not applicable.

To fill in the research gap, this thesis aims to explore and enhance imperceptible ad-

versarial attacks systematically. First, we propose a thorough taxonomy of AEs based

on their mathematical definitions to classify all types of AEs into three main cate-

gories, i.e., input-specific AE, input-agnostic AE and input-free AE. Input-specific

AE is generated based on a specific clean image, input-agnostic AE refers to apply

a universal perturbation or transformation to any clean image to be adversarial, and

input-free AE does not rely on given clean images and can be generated infinitely.

Moreover, we study the imperceptibility of AEs from two perspectives: human im-

perceptibility and machine imperceptibility. Human imperceptibility focuses on the

human capability to recognize AEs from real-world images, while machine impercep-

tibility refers to the research on whether machines can detect AEs.

Based on the above investigation, we then explore different imperceptible adversarial

attacks for three types of AEs in image classification domain, considering both human

and machine imperceptibility:

1. Our first work focuses on black-box input-specific attack setting, where global

perturbation and high-frequency noises are used to pursue query-efficient at-

tacks at the cost of imperceptibility. We propose Saliency Attack to restrict

the perturbations to a small but classifier-sensitive region, and further refine

the perturbations to generate efficient and imperceptible input-specific AEs in

black-box setting.

2. Our second work studies both human and machine imperceptibility in input-

ii



agnostic attack setting. Considering the interpretation discrepancy between the

clean images and their AEs that could be used to detect AEs, we propose Joint

Universal Adversarial Perturbations (JUAP) to generate imperceptible univer-

sal perturbations by jointly optimizing the adversarial loss and interpretation

discrepancy.

3. Our third work explores the most general input-free AEs, which are gener-

ated without any input clean images. Given the poor naturalness of existing

input-free attack methods, we propose SemDiff to utilize the semantic latent

space of diffusion models to generate natural input-free AEs with semantically

meaningful attribute shifts.

Extensive experiments on various tasks and datasets demonstrate the effectiveness

of our proposed methods in generating more imperceptible and threatening AEs for

different types of AEs, which also provide new insights into the robustness and security

of DNNs.

iii



Publications Arising from the

Thesis

1. Zeyu Dai, Shengcai Liu, Qing Li, and Ke Tang, “Saliency attack: towards im-

perceptible black-box adversarial attack”, in ACM Transactions on Intelligent

Systems and Technology (TIST), 2023.

2. Liangbo Ning*, Zeyu Dai*, Wenqi Fan, Jingran Su, Chao Pan, Luning Wang,

and Qing Li, “Joint Universal Adversarial Perturbations with Interpretations”,

manuscript submitted to 30th Pacific-Asia Conference on Knowledge Discovery

and Data Mining (PAKDD), 2026.

3. Zeyu Dai, Shengcai Liu, Rui He, Jiahao Wu, Ning Lu, Wenqi Fan, Qing Li, and

Ke Tang, “SemDiff: Generating Semantic Unrestricted Adversarial Examples

with Diffusion Models”, manuscript submitted to IEEE Transactions on Image

Processing (TIP).

4. Liang-bo Ning, Zeyu Dai, Jingran Su, Chao Pan, Luning Wang, Wenqi Fan,

and Qing Li, “Interpretation-empowered neural cleanse for backdoor attacks”,

in Companion Proceedings of the ACM Web Conference (WWW), 2024.

5. Zeyu Dai, Wei Fang, Ke Tang, and Qing Li, “An optima-identified framework

with brain storm optimization for multimodal optimization problems” in Swarm

and Evolutionary Computation, 2021.

iv



6. Zeyu Dai, Wei Fang, Qing Li, and Wei-neng Chen, “Modified self-adaptive brain

storm optimization algorithm for multimodal optimization”, in International

Conference on Bio-Inspired Computing: Theories and Applications (BIC-TA),

2019.

7. Xueying Zhan*, Zeyu Dai*, Qingzhong Wang, Qing Li, Haoyi Xiong, Dejing

Dou, and Antoni B Chan, “Pareto Optimization for Active Learning under Out-

of-Distribution Data Scenarios”, in Transactions on Machine Learning Research

(TMLR), 2023.

8. Rui He, Zeyu Dai, Shan He, and Ke Tang, “Perturbation-Based Two-Stage

Multi-Domain Active Learning”, in Proceedings of the 32nd ACM International

Conference on Information and Knowledge Management (CIKM), 2023.

v



Acknowledgments

As my thesis is about to be completed, I’m finally coming to the end of my PhD

study, which has been nearly six years. It is a long, not very smoothing, and unfor-

gettable journey. As a student of the Joint PhD Training Program offered by the The

Hong Kong Polytechnic University (PolyU) and Southern University of Science and

Technology (SUSTech), I would like to express my heartfelt gratitude to my super-

visors Prof. Qing Li in PolyU and Prof. Ke Tang in SUSTech for their unwavering

support throughout my academic journey. Their professional guidance, patient en-

couragement, and kindness not only trained my research skills but also shaped the

way I think about problems. Without their inclusion, I would not have been able to

explore freely during my PhD and complete my thesis. I am very grateful for them

both on my academic path and my life journey. I would also like to thank PloyU and

SUSTech for their support for my studies in both universities.

I also want to acknowledge Prof. Wei Fang in Jiangnan University and Prof. Shi

Cheng in Shaanxi Normal University for their help and guidance in my early academic

career. Without their support, I would not publish my first research paper and start

my academic journey. I would like to thank Prof. Shengcai Liu in SUSTech and Prof.

Wenqi Fan for their academic guidance and support during my PhD study. I would

also like to thank many administrative staffs, Mr. IU Jason and Ms. HO Vivian

(PolyU executive officers), Ms. Juan Tang, Ms. Hanyu Wei, Ms. Ruisi Ding (NICAL

Lab administrators), Mr. Xing Zhang (SUSTech graduate student administrator).

vi



I am fortunate to have the support and friendship of numerous friends and colleagues

during my studies at PolyU and SUSTech. I want to express my gratitude to Dr.

Xueying Zhan, Yaowei Wang, Liangbo Ning, Dr. Da Ren, Dr. Zehang Lin, Han

Zhang, Xingming Zhang, Chao Pan, Dr. Chaoyu Liu, Dr. Zhejing Hu and Dr. Bruce

X.B. Yu from PolyU, and Dr. Peng Yang, Dr. Guiyin Li, Dr. Wenjing Hong, Dr.

Yu Zhang, Dr. Rui He, Fu Peng, Lan Tang, Jiahao Wu, Zhiyuan Wang, Ning Lu,

Xuanfeng Li, Hui Ouyang, Shaofeng Zhang, Qixin, Guo, Qi Yang, Muyao Zhong from

SUSTech. Your friendship and mentorship have been invaluable to my growth and

learning.

I would like to thank my loving parents and my family for bestowing life and well-

being upon me enabling me to explore this wonderful world and pursue my passions,

always supporting, and caring about me. My gratitude is beyond words.

I am grateful to my beloved girlfriend for her accompany, support, and patience with

me. Accompanied me through my last two tough years. I sincerely hope that we can

explore this colorful world together in the future.

Lastly, I want to thank myself. I get through this long journey.

vii



Table of Contents

Abstract i

Publications Arising from the Thesis iv

Acknowledgments vi

List of Figures xiii

List of Tables xviii

1 Introduction 1

1.1 Deep Learning and Deep Neural Networks in Image Domain . . . . . 1

1.2 Adversarial Examples and Imperceptibility . . . . . . . . . . . . . . . 2

1.3 Objectives and Research Questions . . . . . . . . . . . . . . . . . . . 5

1.4 Contributions and Thesis Structure . . . . . . . . . . . . . . . . . . . 8

2 Background 11

2.1 Adversarial Examples: Definition and Taxonomy . . . . . . . . . . . . 11

2.1.1 Input-specific Adversarial Examples . . . . . . . . . . . . . . . 15

viii



2.1.2 Input-agnostic Adversarial Examples . . . . . . . . . . . . . . 18

2.1.3 Input-free Adversarial Examples . . . . . . . . . . . . . . . . . 19

2.2 Imperceptibility of Adversarial Examples . . . . . . . . . . . . . . . . 20

2.2.1 Human Imperceptibility . . . . . . . . . . . . . . . . . . . . . 21

2.2.2 Machine Imperceptibility . . . . . . . . . . . . . . . . . . . . . 25

2.3 Adversarial Attacks . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

2.3.1 Settings: White, grey and black box . . . . . . . . . . . . . . 26

2.3.2 Evaluation Methods . . . . . . . . . . . . . . . . . . . . . . . 28

2.4 Discussions on Adversarial Examples . . . . . . . . . . . . . . . . . . 29

2.4.1 Connections with Digital Watermarking . . . . . . . . . . . . 29

3 Saliency Attack: Towards Imperceptible Black-box Adversarial At-

tack 33

3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

3.2 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

3.2.1 Black-box Attacks . . . . . . . . . . . . . . . . . . . . . . . . 38

3.2.2 Attack Imperceptibility . . . . . . . . . . . . . . . . . . . . . . 39

3.2.3 Extracting Salient Region . . . . . . . . . . . . . . . . . . . . 40

3.3 Proposed Method . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

3.3.1 Preliminary . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

3.3.2 Salient Object Detection . . . . . . . . . . . . . . . . . . . . . 43

3.3.3 Refining Perturbations in Salient Region . . . . . . . . . . . . 44

3.4 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46

ix



3.4.1 Settings . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46

3.4.2 Results and Analysis . . . . . . . . . . . . . . . . . . . . . . . 48

3.4.3 Ablation Study . . . . . . . . . . . . . . . . . . . . . . . . . . 54

3.4.4 Hyperparameter Sensitivity . . . . . . . . . . . . . . . . . . . 54

3.4.5 Attacking Detection-based Defense . . . . . . . . . . . . . . . 57

3.5 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

4 Joint Universal Adversarial Perturbations with Interpretations 61

4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62

4.2 Related works . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

4.2.1 Universal (Input-agnostic) Adversarial Perturbations . . . . . 66

4.2.2 DNNs Interpretability . . . . . . . . . . . . . . . . . . . . . . 67

4.2.3 Fooling Both Classifiers and Interpreters . . . . . . . . . . . . 68

4.3 Problem Definition . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

4.4 Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

4.4.1 An Overview of Our Proposed Method . . . . . . . . . . . . . 70

4.4.2 Attack DNNs Classifiers . . . . . . . . . . . . . . . . . . . . . 71

4.4.3 Attack DNNs Interpreters . . . . . . . . . . . . . . . . . . . . 73

4.4.4 Universal Adversarial Perturbations for Joint Attack . . . . . 76

4.4.5 JUAP for Image-dependent Perturbations . . . . . . . . . . . 77

4.5 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

4.5.1 Datasets . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

x



4.5.2 Implementation details . . . . . . . . . . . . . . . . . . . . . . 79

4.5.3 Effectiveness of Attacking Classifiers . . . . . . . . . . . . . . 83

4.5.4 Effectiveness of Attacking Interpreters . . . . . . . . . . . . . 85

4.5.5 Effectiveness of Generating IDPs . . . . . . . . . . . . . . . . 87

4.5.6 Model Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . 88

4.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90

5 SemDiff: Generating Natural Unrestricted Adversarial Examples

via Semantic Attributes Optimization in Diffusion Models 91

5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 92

5.2 Related Work and Preliminary . . . . . . . . . . . . . . . . . . . . . . 96

5.2.1 Perturbation-based Adversarial Examples . . . . . . . . . . . 96

5.2.2 Unrestricted Adversarial Examples . . . . . . . . . . . . . . . 96

5.2.3 Diffusion Models and Disentanglement . . . . . . . . . . . . . 98

5.3 Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100

5.3.1 Motivations and Overview . . . . . . . . . . . . . . . . . . . . 100

5.3.2 Adversarial Semantic Attributes . . . . . . . . . . . . . . . . . 102

5.3.3 Multi-attributes Optimization Approach . . . . . . . . . . . . 105

5.4 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 109

5.4.1 Experiment Settings . . . . . . . . . . . . . . . . . . . . . . . 109

5.4.2 Unrestricted Adversarial Attack . . . . . . . . . . . . . . . . . 111

5.4.3 Adversarial Defenses . . . . . . . . . . . . . . . . . . . . . . . 117

5.4.4 Ablation Study . . . . . . . . . . . . . . . . . . . . . . . . . . 121

xi



5.4.5 Hyperparameter Analysis . . . . . . . . . . . . . . . . . . . . 123

5.5 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 126

6 Conclusion and Perspectives 128

6.1 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 128

6.2 Future Perspectives . . . . . . . . . . . . . . . . . . . . . . . . . . . . 130

References 132

xii



List of Figures

1.1 Adversarial Example. It shows an adversarial example can be mis-

classified by a DNN-based target classifier, but it still looks normal to

an oracle classifier, such as human judgement. . . . . . . . . . . . . . 4

2.1 Taxonomy of Adversarial Examples. . . . . . . . . . . . . . . . . 14

2.2 Taxonomy of imperceptibility of adversarial examples. . . . . 20

2.3 An illustration of accessible components of the target model

for different attack settings. The image is sourced from the paper

of HopSkipJumpAttack [22]. . . . . . . . . . . . . . . . . . . . . . . . 28

3.1 Some AEs generated by the SOTA black-box attacks. . . . . . . . . . 35

3.2 An illustration of our Saliency Attack. 1st column: BP-saliency map,

specific to a given image and the corresponding class; 2nd column:

salient region, generated by salient object detection and roughly ac-

cords with the region of salient pixels in BP-saliency map; 3rd col-

umn: perturbation, generated by Saliency Attack and restricted in

salient regions; 4th column: final adversarial example; 5th column:

original image. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36

3.3 The overall flowchart of the proposed Saliency Attack. . . . . . . . . 42

xiii



3.4 The illustration of refining on a tree structure of the image blocks.

Among initial blocks, each block is a root node of a tree, and its child

nodes are its finer blocks. For each block, only the parts in salient

regions will be perturbed. . . . . . . . . . . . . . . . . . . . . . . . . 45

3.5 Adversarial examples generated by boundary attack with different MAD

scores. We can find the threshold MAD ≤ 30 is roughly enough to in-

dicate an imperceptible adversarial example. . . . . . . . . . . . . . . 49

3.6 Examples generated by different attacks. For each example, the upper

row is AEs and original image. The lower row is perturbations and

BP-saliency map. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

3.7 MAD scores of Parsimonious Attack vs. Parsimonious-sal attack and

Square Attack vs. Square-sal Attack. . . . . . . . . . . . . . . . . . . 53

3.8 Queries vs. True Success Rate under different thresholds of MAD scores 53

3.9 Examples generated by Saliency Attack with different strategies. . . . 55

3.10 The effect of initial block size on SR, average query number and im-

perceptibility (L2 and MAD). . . . . . . . . . . . . . . . . . . . . . . 56

3.11 Examples generated by Saliency Attack with different initial block sizes. 56

3.12 Binary saliency masks from the saliency maps generated by PFA and

TRACER with different thresholds. For each example, the upper row

is generated by PFA. The lower row is generated by TRACER. . . . . 58

4.1 An illustration of interpretation discrepancy for benign and adversarial

images (via adding universal adversarial perturbations) under various

interpreters. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63

xiv



4.2 The overall framework of the proposed method (JUAP), consisting

of perturbations generator and joint attacks optimization for fooling

DNNs classifier and interpreter simultaneously. . . . . . . . . . . . . . 71

4.3 The overall framework of the proposed method on for generating joint

image-dependent perturbations. . . . . . . . . . . . . . . . . . . . . . 77

4.4 Attribution maps of benign images and adversarial images with differ-

ent interpreters on ResNet18. . . . . . . . . . . . . . . . . . . . . . . 86

4.5 Interpretation discrepancy of attribution maps between benign and

adversarial examples (Model: ResNet18). . . . . . . . . . . . . . . . . 87

4.6 Attribution maps of benign images and adversarial images based on

the GradCAM interpreter (Model: ResNet18). . . . . . . . . . . . . . 88

5.1 Some UAEs generated by the proposed SemDiff. Note that

the sampled images are not real-world images, but are generated by

diffusion models with randomly sampled noise images. Our SemDiff

optimizes the weights of multiple meaningful attributes to craft adver-

sarial examples based on the sampled images. It is shown that the

weights are in accord with the semantic changes in images, even the

negative weight can lead to an opposite but meaningful change. . . . 93

xv



5.2 Overview of the proposed SemDiff. The yellow box illustrates

that SemDiff only modifies Pt (blue lines) while preserving Dt (black

lines) in the reverse process of DDIM to alter the semantics of the

generated UAEs. SemDiff first train a semantic function Fi(ht, t) to

learn each adversarial semantic attribute with the loss shown in the

blue box. Then, the weights of multiple attributes wit are optimized

with the objective exhibited in the green box. f is the target classifier

to be attacked, g is another auxiliary classifier to maintain the class

appearance. Notice that we use clearer Pt (within the red border)

instead of xt at each timestep in both function training and weight

optimization. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100

5.3 Location of the semantic latent space ht. The UNet architecture of

diffusion models outputs 256 × 256 images. Each layer is indexed with

a number along the operating sequence of the model. The 8th layer is

our h-space which is not directly influenced by a skip connection. . . 103

5.4 Illustration of F . It has only two 1x1 convolution layers with 512

channels. We use group norm and swish following DDPM. . . . . . . 104

5.5 Visual examples of the UAEs generated by different attacks for gender

classification task on CelebA-HQ. The first column shows the sam-

pled images reconstructed with the randomly sampled noise images by

diffusion models. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 114

5.6 Visual examples of the UAEs generated by different attacks for ani-

mal classification task on AFHQ. The first column shows the sampled

images reconstructed with the randomly sampled noise images by dif-

fusion models. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 116

xvi



5.7 Visual examples of the UAEs generated by different attacks for church

classification task on ImageNet. The first column shows the sampled

images reconstructed with the randomly sampled noise images by dif-

fusion models. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 118

5.8 Visual examples of the UAEs generated by different attacks for church

classification task on ImageNet. The first column shows the sampled

images reconstructed with the randomly sampled noise images by dif-

fusion models. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119

5.9 Hyperparameter analysis of λ1 and λ2 in SemDiff. The results are

generated on CelebA-HQ dataset against ResNet50 model. We adopt

the ASR, Weight, BRISQUE, FID and KID to measure the impact on

attack effectiveness and generation quality. . . . . . . . . . . . . . . . 124

5.10 Visual examples of Pt or xt at different timesteps in the denoising

process of DDIM. The examples are generated by SemDiff on CelebA-

HQ dataset. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125

xvii



List of Tables

3.1 Comparison of different attacks against Inception v3 model. . . . . . 51

3.2 Comparison of different attacks against ResNet50 model. . . . . . . . 52

3.3 Greedy search in salient region with different block sizes. . . . . . . . 54

3.4 Ablation study of Saliency attack against Inception v3 model. . . . . 55

3.5 Results of Saliency Attack against Inception v3 model using different

salient object detection models with different thresholds. . . . . . . . 57

3.6 Results for attacking against detection-based defenses . . . . . . . . . 59

4.1 Top-1 accuracy on different datasets. . . . . . . . . . . . . . . . . . . 80

4.2 Fooling ratio on different datasets. . . . . . . . . . . . . . . . . . . . . 83

4.3 Interpretation discrepancy between adversarial and benign attribution

maps (Model: DenseNet121). . . . . . . . . . . . . . . . . . . . . . . 84

4.4 Detection Rate against an interpreter-based detector. . . . . . . . . . 85

4.5 Results of PGD and JAP on ImageNet. . . . . . . . . . . . . . . . . . 88

4.6 Fooling ratio on different datasets. . . . . . . . . . . . . . . . . . . . . 89

4.7 Results of JUAP with different loss functions. . . . . . . . . . . . . . 89

5.1 Accuracy of the classifiers . . . . . . . . . . . . . . . . . . . . . . . . 109

xviii



5.2 Attributes with corresponding hyperparamenters of different tasks . . 112

5.3 Comparison results of the proposed SemDiff attack with baselines in

unrestricted adversarial attack . . . . . . . . . . . . . . . . . . . . . . 115

5.4 Comparison results of the proposed SemDiff attack with baselines against

four defenses . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120

5.5 Ablation study of SemDiff attack against ResNet50. Weight denotes

the mean absolute weight of attributes when the attack succeeds. . . 123

5.6 Ablation study of SemDiff attack against ResNet50. Weight denotes

the mean absolute weight of attributes when the attack succeeds. . . 126

xix



Chapter 1

Introduction

1.1 Deep Learning and Deep Neural Networks in

Image Domain

Machine Learning (ML), as a subfield of Artificial Intelligence (AI), focuses on en-

abling systems to learn patterns from data and make predictions or decisions with

minimal human intervention. ML techniques process data to perform various tasks,

such as classification, regression, clustering, dimensionality reduction, and ranking.

As the wild application of ML in our daily life, higher accuracy and adaptability are

required in real-world applications, while traditional machine learning methods often

fall short in handling the complexity of modern datasets. Deep learning (DL), with

its layered architecture and end-to-end learning capabilities, has become powerful

approach for tackling these challenges.

Over the last decade, benefiting from massive data and huge computation resources,

deep neural network (DNNs) have achieved significant progress in various appli-

cations, such as computer vision [141, 145], natural language processing [69], and

speech recognition [173]. Especially in image domain, early breakthroughs, such as
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Chapter 1. Introduction

the development of convolutional neural networks (CNNs) [93] in the 1990s, laid

the groundwork for modern architectures. In 2012, AlexNet [88] achieved human-

level performance for the first time in the ImageNet Large Scale Visual Recognition

Challenge (ILSVRC) [36]. Subsequent works, like VGG [162], DenseNet [72], and

ResNet [13], have further improved the performance of image classification task by

designing deeper and more complex architectures to capture useful and semantic

visual patterns. Beyond image classification, DNNs have further expanded the ca-

pabilities in tasks such as face recognition [141], object detection [145] and semantic

segmentation [150].

1.2 Adversarial Examples and Imperceptibility

In 2013, Szegedy et al. [173] first revealed the existence of adversarial example in deep

neural networks. This seminal work discovered that small and human-imperceptible

perturbations added to the input images can lead to image classifiers making erro-

neous predictions, which raised significant concerns about the robustness and security

of DNNs. Subsequently, researchers propose a variety of adversarial attack methods to

generate adversarial examples to fool target models, considering different attack set-

tings including white-box, grey-box and black-box settings according to the attacker’s

knowledge of the target model [201].

Adversarial Examples widely exist in diverse ML tasks and domains [3, 211, 201, 116].

Researchers have demonstrated that adversarial examples can be generated in image

classification [173, 56, 20], object detection [199], semantic segmentation [64], and face

recognition [176, 43]. In addition to the above tasks on 2D digital images, attackers

also explore the adversarial examples in 3D objects [89, 159] in the physical world and

timing-based videos [78, 190]. Beyond image domain, the vulnerability of DNNs to

adversarial examples has also been unveiled in text [111], audio [207], tabular data [7],

robotic sensory data [87], etc.

2
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The existence of adversarial examples poses a critical threat to the deployment of

DNNs in security-sensitive scenarios. For example, in autonomous driving, DNNs

are used to recognize road signs and make decisions based on the recognition results.

As demonstrated by Eykholt et al. [47], strategically placed stickers on a “Stop”

sign can mislead DNN-based classifiers to predict “Speed Limit 45” sign with high

confidence under varying illumination conditions. Xu et al. [201] show that a person,

wearing a special T-shirt with adversarial patterns, can evade pedestrian detectors to

be invisible. Furthermore, Finlayson et al. [52] revealed that attackers can change a

patient’s diagnosis to cancer from benign by adding adversarial noise to the medical

images. All these examples demonstrate the potential risks and severe consequences

of adversarial examples in real-world applications. It is crucial to study adversarial

examples and develop robust and secure DNN systems to avoid such threats.

Imperceptibility serves as a fundamental criterion for adversarial examples. While

random noises may also achieve model deception, their artificial nature renders them

theoretically insignificant. Only those adversarial examples that are natural and

legitimate to human eyes are meaningful to research on. Since early works [173,

56, 140, 20, 127, 131, 75] primarily generated adversarial examples through additive

perturbations, the imperceptibility of adversarial examples here denotes the indistin-

guishability between the adversarial examples and the corresponding clean images.

Researchers often measure the magnitude of perturbations using Lp norms, such as

L0, L2 and L∞, to quantify the imperceptibility of adversarial examples [140, 20, 56].

With the evolution of adversarial machine learning, diverse varients of adversarial

examples are proposed. Researchers do not limit to produce adversarial examples

indistinguishable from clean images, but design various adversarial examples as long

as they are natural-looking to human eyes. For example, Xiao et al. [198] apply

spatial transformations to clean images to deceive target models. Although the gen-

erated adversarial examples are far from the clean images in pixel space with large Lp

distance, they are still natural and realistic to humans. Moreover, Song et al. [166]

3
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Adversarial Example

Oracle Classifier 𝒐

Target Classifier 𝒇

Cat

Dog
output

input

output

Figure 1.1: Adversarial Example. It shows an adversarial example can be misclas-

sified by a DNN-based target classifier, but it still looks normal to an oracle classifier,

such as human judgement.

propose unrestricted adversarial examples that can be generated by generative mod-

els without given input images, which means there is no reference image to compare

the difference. Therefore, the explanation of imperceptibility extends from the in-

distinguishability to the natural looking of adversarial examples. In other words,

the distance between a good adversarial example and the distribution of real-world

images should be imperceptible. Hence, a more general definition of adversarial ex-

amples becomes:

A ≜ {x ∈ O | o(x) ̸= f(x)}, (1.1)

where O is the set of all real-world images that look realistic to humans. f is the

target model to be attacked, and o represents an oracle model that provides ground-

truth results. An adversarial example can cause wrong prediction of the target model

while looking realistic to human eyes, as shown in Fig. 1.1.

Despite achieving very high attack success rate (ASR) in various attack settings [20,

5, 16, 126, 166], a significant discrepancy persists between the generated adversarial
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examples and real-world images in terms of imperceptibility. This challenge arises

from two reasons:

• Attack-Imperceptibility Trade-off : Achieving imperceptibility is basically

contradictory to the goal of attack successfulness - maximizing attack success

rate (ASR) while minimizing the perceptual distance between the adversarial

example and the clean image. Current works often obtain high ASR with var-

ious tricks while compromising imperceptibility performance [125, 5, 179] (see

Fig. 3.1).

• Imperceptibility Evaluation Ambiguity: So far, how to define and evalu-

ate imperceptibility is still an open question. Most works use Lp norms, such

as L0, L2 and L∞ to bound perturbation magnitudes to guarantee impercepti-

bility [140, 20, 56]. However, Lp norms are found non-suitable for simulating

human vision system in subjective experiments [158, 51, 210], not to mention

some special attack tasks and settings where Lp norms are not applicable as

introduced above [198, 166].

Considering the above issues, it is essential to thoroughly investigate the impercepti-

bility of adversarial examples in different attack settings and tasks, and design more

effective imperceptible adversarial attacks to promote the research on adversarial ma-

chine learning.

1.3 Objectives and Research Questions

The thesis aims to systematically explore and enhance imperceptible adversarial at-

tacks, that can generate adversarial examples with high attack success rate while

maintaining their imperceptibility. To achieve the goal, a comprehensive investiga-

tion on the imperceptibility of adversarial examples in different attack settings and
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tasks is required. Although imperceptibility is usually involved in an adversarial at-

tack work, a systematic study on imperceptibility is still lacking. Meanwhile, different

attack settings and tasks may possess distinct imperceptibility requirements, and the

imperceptibility evaluation metrics may vary accordingly. Therefore, the first objec-

tive of this thesis is to survey the imperceptibility of adversarial examples in image

domain and the imperceptibility problems in different attack settings and tasks. The

second objective is to propose new approaches to mitigate the attack-imperceptibility

trade-off and enhance both the attack success rate and imperceptibility performance

in different attack settings and tasks. Specifically, we aim to explore the following

three main research questions (RQs):

• RQ1: How to improve the imperceptibility in the query-sensitive

black-box input-specific adversarial attacks? In comparison to white-box

attacks, black-box attacks only have access to the model output, which is a

more practical and difficult setting. Considering many real-world application

programming interfaces (APIs) pose mandatory time or monetary limits to user

queries [75], most black-box attack works pursue query-efficient attacks through

various tricks, such as global perturbation and random vertical stripes [125, 5].

As a result, the generated adversarial examples contain obvious and perceptible

perturbations. On the other hand, current online APIs usually integrate de-

tectors into their services to detect anomalous inputs [103]. These adversarial

examples with too visible perturbation are difficult to pass the detectors, not to

mention human judgement. Hence, how to design imperceptible black-box at-

tacks while maintaining high attack success rate and query efficiency is a critical

challenge.

• RQ2: Facing interpretation-based detectors, how to achieve both hu-

man and machine imperceptibility in the input-agnostic adversarial

attacks? Attribution-based interpretation methods usually produce a saliency

map to evaluate the sensitivity of network classification decisions with respect
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to the pixels in an input image [219]. Previous works found the phenomenon of

interpretation discrepancy that an imperceptible adversarial example to de-

ceive classifiers can lead to a significant change in a class-specific interpre-

tation saliency map [202, 12]. Hence, some adversarial defense methods are

proposed to utilize the interpretation discrepancy to detect adversarial exam-

ples [174, 183, 29], which poses a challenge for attackers to evade machine detec-

tion. We wonder whether we can generate adversarial examples that can achieve

both human and machine imperceptibility, namely the imperceptible perturba-

tion can also maintain the interpretation consistency with the clean images. In

addition, we consider a more difficult attack setting, input-agnostic adversarial

attacks, where the attacker require generating a universal perturbation to fool

the target model on any clean image.

• RQ3: Given no input images, how to generate natural-looking and

imperceptible adversarial examples in the input-free adversarial at-

tacks? Different from input-specific and input-agnostic adversarial attacks,

input-free adversarial attacks do not rely on given input images and can gen-

erate adversarial examples infinitely [166]. This kind of attack poses a severe

threat to the safety of deep learning models, especially in some data-expensive

attack scenarios, such as medical images [74], where collecting clean samples

is difficult and expensive. Existing works use generative models to generate

input-free adversarial examples, but are still limited in naturalness [33, 24]. In

other words, the generated adversarial examples are still far from the distri-

bution of real-world images. Therefore, how to generate natural-looking and

imperceptible adversarial examples without given input images is a challenging

problem.
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1.4 Contributions and Thesis Structure

Given the above objectives and research questions, this thesis presents the following

main contributions. A comprehensive literature review on adversarial examples and

imperceptibility in image domain is presented in Chapter 2. Motivated by the differ-

ent imperceptibility requirements of adversarial examples in various attack settings

and tasks, we first propose a comprehensive taxonomy of adversarial examples with

clear mathematical definitions to classify all types of adversarial examples into three

main categories, i.e., input-specific adversarial examples, input-agnostic adversarial

examples and input-free adversarial examples (see Section 2.1). Input-specific adver-

sarial example is generated based on a specific clean image, input-agnostic adversarial

example refers to apply a universal perturbation [126] or transformation [130] to any

clean image to be adversarial, and input-free adversarial example does not rely on

given clean images and can be generated infinitely.

Furthermore, we provide a detailed investigation on the imperceptibility of adversarial

examples from two perspectives: human imperceptibility and machine imperceptibility

(see Section 2.2). Human imperceptibility focuses on the human capability to rec-

ognize adversarial examples from real-world images, with varied imperceptibility in

different type of adversarial examples. For example, input-specific and input-agnostic

adversarial examples usually require indistinguishability from original examples, while

input-free adversarial examples need to be natural-looking and realistic. Machine im-

perceptibility refers to the capability of adversarial examples to evade machine detec-

tions. Such detections utilize some properties of adversarial examples different from

clean images, such as network uncertainty [50] and interpretability [174].

Next, according to the different imperceptibility problems in three types of adversarial

examples, we propose new approaches to enhance the imperceptibility performance

in input-specific, input-agnostic and input-free adversarial attacks, respectively.

8



1.4. Contributions and Thesis Structure

• Input-specific Black-box Saliency Attack. In Chapter 3, we focus on the

black-box input-specific adversarial attacks, where the attacker only has access

to the model output. In light of the poor imperceptibility of existing black-box

attack methods with global perturbation and high-frequency noises, we propose

Saliency Attack to restrict the perturbations to a small but classifier-sensitive

region, and further refine the perturbations to generate efficient and impercepti-

ble input-specific adversarial examples in the black-box setting. The generated

perturbations are more imperceptible and efficient than those generated by ex-

isting black-box attack methods.

• Input-agnostic Joint Universal Adversarial Perturbations. In Chap-

ter 4, motivated by the interpretation discrepancy between the clean images

and their adversarial examples that can be used to detect adversarial exam-

ples, we propose Joint Universal Adversarial Perturbations (JUAP) to generate

imperceptible universal perturbations by jointly optimizing the adversarial loss

and interpretation discrepancy. The generated universal perturbations can be

applied to any clean images to fool target models while maintaining both human

and machine imperceptibility.

• Input-free Diffusion-based SemDiff Attack. In Chapter 5, we explore the

most general input-free adversarial examples, which are generated without any

input clean images. Current works use generative models to generate input-

free adversarial examples, but are still limited in naturalness with perceptible

artifacts. In order to mitigate or even address the issue, we propose SemDiff

to utilize the semantic latent space of diffusion models to change the output

image along the direction of certain semantically meaningful attributes, such as

smiling for gender classification task. We additionally devise a multi-attributes

optimization approach to ensure attack success while maintaining the natural-

ness and imperceptibility of the generated adversarial examples. The generated

input-free adversarial examples are natural and exhibit semantically meaningful
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changes, in accord with the attributes’ weights.

Finally, Chapter 6 summaries the conclusion of this thesis, propose a few perspectives,

and discuss several unresolved challenges for future research.
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Chapter 2

Background

In this section, we first introduce the definition of adversarial examples and propose

a new taxonomy to classify all adversarial examples according to their definitions.

Then, we review the related work on the imperceptibility of adversarial examples from

two perspectives: human imperceptibility and machine imperceptibility. Finally, we

introduce different attack settings and the evaluation metrics of adversarial attacks.

2.1 Adversarial Examples: Definition and Taxon-

omy

In this section, we discuss the definition of adversarial examples and propose a new

taxonomy to classify all adversarial examples according to their different mathemat-

ical definitions. Next, adversarial attacks based on the taxonomy are reviewed.

In 2013, Szegedy et al. [173] originally defined an adversarial perturbation as “im-

perceptibly small perturbations to a correctly classified input image, so that it is no

longer classified correctly”. According to this definition, an adversarial example is

supposed to appear indistinguishable from the original image to human eyes, and is

11
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able to cause the misclassification of the target model. However, as more different

types of adversarial samples are proposed, this definition is not sufficient to cover all

adversarial examples. For example, Xiao et al. [198] apply spatial transformations to

clean images to deceive target models. There is an obvious visual difference between

the original image and the adversarial example, which does not satisfy the original

definition. Moreover, Song et al. [166] propose unrestricted adversarial examples that

can be generated by generative models without given input images, which means

there is even no original image to compare the difference.

In a more general sense, adversarial example can be any natural-looking image that

can deceive the target model, as long as the semantics of the object in the image keep

invariant to human eyes [166, 99]. The mathematical definition of adversarial exam-

ples is expressed as 1.1. To cover both indistinguishable adversarial examples and

natural-looking adversarial examples, we classify adversarial examples into three cat-

egories based on their mathematical definitions: input-specific adversarial examples,

input-agnostic adversarial examples and input-free adversarial examples. Assume O
is the set of all real-world images that look realistic to humans, o represents an oracle

model that provides ground-truth results. Given the target model f to be attacked

and a selected test dataset T ⊂ O, the definitions of different types of adversarial

examples and their mathematical formulations are as follows:

• Input-specific Adversarial Examples: Given one test image x′ from the test

set T , an adversarial example x is generated that can look realistic to humans

with invariant semantics and can deceive the target model f .

Ais ≜ {x ∈ O | ∃x′ ∈ T , f(x′) = o(x′) = o(x) ̸= f(x)}. (2.1)

– Input-specific Indistinguishable Adversarial Examples: While sat-

isfying the definition of input-specific adversarial examples, the adversarial

example x is indistinguishable from the test image x′ with certain distance

12
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metric (e.g., L0, L2 and L∞) constraint controlled by threshold ϵ.

Aisi ≜ {x ∈ O | ∃x′ ∈ T , d(x, x′) ≤ ϵ ∧ f(x′) = o(x′) = o(x) ̸= f(x)}.
(2.2)

• Input-agnostic Adversarial Examples: Given any test image x′ from the

test set T , an adversarial example x is generated with a universal perturbation

or transformation that can look realistic to humans with invariant semantics

and can deceive the target model f .

Aia ≜ {x ∈ O | ∀x′ ∈ T , f(x′) = o(x′) = o(x) ̸= f(x)}. (2.3)

– Input-agnostic Indistinguishable Adversarial Examples: While sat-

isfying the definition of input-agnostic adversarial examples, the adver-

sarial example x is indistinguishable from the test image x′ with certain

distance metric (e.g., L0, L2 and L∞) constraint controlled by threshold ϵ.

Aiai ≜ {x ∈ O | ∀x′ ∈ T , d(x, x′) ≤ ϵ ∧ f(x′) = o(x′) = o(x) ̸= f(x)}.
(2.4)

• Input-free Adversarial Examples: Given no test image, an adversarial ex-

ample x is generated from scratch that can look realistic to humans and can

deceive the target model f .

Aif ≜ {x ∈ O | o(x) ̸= f(x)}. (2.5)

Among them, input-specific adversarial examples have a subset, input-specific indis-

tinguishable adversarial examples, which possess an additional constraint of indis-

tinguishability from the test image in certain distance metric. The same applies to

input-agnostic adversarial examples and input-agnostic indistinguishable adversar-

ial examples. To better clarify the relationship among different types of adversarial

examples, we present a Venn diagram in Fig. 2.1.

13



Chapter 2. Background

Input-free AE / most general AE
(e.g., unrestricted AEs (2018, [164]))

Input-agnostic AE
(e.g., adversarial patch (2017, [18]))

Input-agnostic
indistinguishable AE
(e.g., UAP (2017, [124]))

Input-specific AE
(e.g., semantic AEs
(2018, [71])) Input-specific

indistinguishable AE
(e.g., L-BFGS (2014 [171]),
FGSM (2015, [56]))

Figure 2.1: Taxonomy of Adversarial Examples.

It is shown that the set of input-specific indistinguishable adversarial examples, as

the intersection of the set of input-specific adversarial examples and the set of input-

agnostic indistinguishable adversarial examples, only occupy a small part of the set

of all adversarial examples. Most early works on adversarial examples belong to this

category, such as L-BFGS attack [173] and FGSM [56]. The set of input-agnostic

adversarial examples contains the set of input-specific adversarial examples and the

set of input-agnostic indistinguishable adversarial examples. The set of input-free

adversarial examples is the most general one, containing all other types of adversarial

examples. Theoretically, an input-agnostic adversarial attack can also generate input-

specific adversarial examples, while an input-free adversarial attack can generate both

input-specific and input-agnostic adversarial examples. Hence, there is much room

to explore for input-free adversarial examples, which is also the most challenging one

to implement theoretically.
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2.1.1 Input-specific Adversarial Examples

Input-specific Adversarial Example, also known as Image-Dependent Adversarial Ex-

ample or Instance-agnostic Adversarial example, refers to the adversarial example

that is generated based on a specific clean image. More specifically, most of the

Input-specific Adversarial Attacks pursue the indistinguishability of the adversarial

example from the original image. Hence, we term this type of attack as Input-

specific Indistinguishable Adversarial Attack. Most of the existing adversarial

attacks belong to this category, they try to find a small and imperceptible adversarial

perturbation that can be added to the clean image to cause wrong predictions of

the target model. Input-specific Indistinguishable Adversarial attacks can be further

divided into two groups: Target Distortion Attacks and Target Success Attacks [213].

• Target Success Attacks: The goal of this type of attack is to maximize the

attack success rate given a constraint on the perturbation magnitude. Given a

well-trained DNN classifier h : [0, 1]n → RK , where n is the dimension of the

input x, and K is the number of classes. Let hk(x) denote the predicted score

that x belongs to class k. The classifier assigns the class that maximizes hk(x)

to the input x. Target Success Attacks aim to find an adversarial perturbation

δ such that:

argmax
δ

hk(x+ δ) ̸= ygt, s.t. d(x, x+ δ) ≤ ϵ and x+ δ ∈ [0, 1]n, (2.6)

where ygt is the ground-truth label of the input x, d(x, x + δ) measures the

difference between the perturbed and original image, with a threshold ϵ below

which the perturbation is considered imperceptible. Meanwhile, the second

constraint indicates that the adversarial example x+ δ must be a valid image.

The first Target Success Attack is the Fast Gradient Sign Method (FGSM),

which is a simple one-step attack algorithm that computes the perturbation

by maximizing the loss function of the target model with respect to the input

15



Chapter 2. Background

image with a L∞ norm constraint [56]. Iterative-FGSM (I-FGSM) performs

FGSM iteratively to generate a stronger adversarial perturbation [89]. At each

iteration, the perturbation is projected back to the L∞ ball around the original

image. Another widely used Target Success Attack is the Projected Gradi-

ent Descent (PGD) attack, which is also an iteration method. The difference

between PGD and I-FGSM lies in that PGD attack uses L2 norm constraint

and initializes the perturbation with random noise while I-FGSM just initializes

the perturbation with zero values. Furthermore, Momentum Iterative FGSM

(M-IFGSM) [42] incorporates momentum into the gradient iteration process to

improve the attack performance.

• Target Distortion Attacks: The goal of this type of attack is to minimize the

perturbation magnitude between the original image and the adversarial exam-

ple, while ensuring that the target model misclassifies the adversarial example.

Target Distortion Attacks can be formulated as the following optimization prob-

lem:

argmin
δ

d(x, x+ δ), s.t. hk(x+ δ) ̸= ygt and x+ δ ∈ [0, 1]n. (2.7)

Szegedy et al. [173] proposed the first Target Distortion Attack by minimizing

the perturbation with the adversarial loss together:

argmin
δ

L(x+ δ, ygt) + ||λ||2, (2.8)

where λ controls the trade-off between the adversarial loss and the perturba-

tion magnitude. The unconstrained optimization problem is solved by Limited-

memory Broyden-Fletcher-Goldfarb-Channo (L-BFGS) algorithm.

Later, Carlini and Wagner investigate multiple loss functions and find one per-

forms best [20]:

L(x+ δ, ygt) = −max(Z(x+ δ)ygt −max
i ̸=ygt

(Z(x+ δ)i), −κ) (2.9)
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where Z(x + δ)ygt is the logit of the adversarial example with respect to the

ground-truth class of the original image. In this way, the adversarial example

tends to be misclssified into the class i, with a margin κ of the loss function

between the ground-truth class and other classes.

Instead of optimizing the perturbation and adversarial loss together, some

works [151, 215] decouple the two objectives and optimize them step by step.

Specifically, Rony et al. [151] propose Decoupling Direction and Norm (DDN)

attack, that increases or decreases the perturbation norm according to whether

the perturbed image is adversarial. Zhang et al. [215] propose boundary pro-

jection(BP) attack, which maximizes the adversarial loss when the perturbed

image is not adversarial, and then walk on the manifold of the class boundary

to minimize the perturbation.

The above attacks all focus on the visual indistinguishability of the adversarial ex-

amples from the original images. Beyond indistinguishability, some Input-specific

Adversarial Attack works believe that a natural-looking adversarial example is not

necessarily indistinguishable from the original image, as long as the semantics of the

object in the image keep invariant to human eyes [71, 198, 59].

For example, Hosseini et al. [71] propose a Semantic Adversarial Examples by per-

turbing original images in HSV (Hue, Saturation, Value) color space. The generated

adversarial examples visually differ from the original images with different hue and

saturation components, but they are still semantically similar to the original images.

Xiao et al. [198] propose to apply spatial transformations to original images to de-

ceive target models. The transformed images are visually different from the original

images, but they still look natural with invariant semantics. We discuss more details

of these attacks in Section 2.2.1.
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2.1.2 Input-agnostic Adversarial Examples

Input-agnostic Adversarial Example, also known as Image-agnostic Adversarial Ex-

ample or Instance-agnostic Adversarial example, refers to a universal perturbation

or transformation that can be applied to any clean image to generate an adversar-

ial example. Similarly, some works pursue the indistinguishability of the adversarial

example from the original image, namely Input-agnostic Indistinguishable Ad-

versarial Attack. The first Input-agnostic Indistinguishable Adversarial Attack is

the Universal Adversarial Perturbation (UAP) attack [126], which aims to find a

single universal perturbation such that most perturbed images can fool the target

model:

hk(x+ δ) ̸= hk(x), for “most” x ∈ T , s.t. d(x, x+ δ) ≤ ϵ, (2.10)

where T denotes a distribution of clean images. The proposed attack algorithm

accumulates the UAP δ by iteratively crafting input-specific perturbations for the

clean images. Specifically, if the accumulated UAP does not push the current clean

image across the decision boundary, the minimal perturbation ∆δ is computed to push

the image across the decision boundary. After each iteration update, the perturbation

δ + ∆δ is projected on the L2 ball of radius ϵ. Subsequent works also use trained

Generative Adversarial Networks (GANs) to generate UAPs [142, 60].

The adversarial examples with the UAP above generally look indistinguishable from

the original images. On the other hand, some works [18, 130, 159, 98, 203] explore

Input-agnostic Adversarial Attacks in a variety of ways beyond indistinguisha-

bility. Adversarial patch [18] is an optimized image patch that can be placed on a

local region of clean images to degrade the performance of target models. Compared

with global UAPs, adversarial patches are local perturbations but are more salient

since there is no constraint on the perturbation magnitude. In addition, Naderi et

al. [130] learn a universal spatial transformation with a limited number of parameters,

which can be applied to any clean image to generate adversarial examples. Further-
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more, physical attacks elaborate some adversarial mediums, such as stickers [98],

clothes [203] and eyeglasses [159] to be replaced in physical space to mislead image

recognition systems.

2.1.3 Input-free Adversarial Examples

Input-free Adversarial Example, also known as Unrestricted Adversarial Examples,

refers to the adversarial example that is generated from scratch without given any

clean image. Input-free Adversarial Attack gets rid of the dependence of input

images, as long as the generated adversarial examples can look realistic to humans

and deceive target models. Song et al. [166] propose the first Input-free Adversarial

Attack, and use well-trained Generative Adversarial Networks (GANs) to generate

adversarial examples by optimizing the input noise vector. In addition, Khoshpasand

and Ghorbani [85] trained a generator for each class to improve the transferability of

adversarial examples. Zhang et al. [216] designed a novel augmented triple-GAN and

train a MLP to produce the noise vector instead of optimizing it directly. Another

line of GAN-based Input-free Adversarial Attacks is end-to-end method, which trains

generators to directly output realistic adversarial examples that can deceive the target

model [185, 196] without the optimization of noise vector.

Inspired by recent advances of diffusion models in image synthesis, some recent works

turn to utilize diffusion models to generate input-free adversarial examples [33, 24].

Chen et al. [24] first proposed AdvDiffuser with a well-trained conditional DDPM [37].

Starting from an initial random noise xT , AdvDiffuser performs PGD to add pertur-

bation into each intermediate latent noise in the reverse process, and obtains the final

output x0 as the adversarial example. Dai et al. [33] proposed AdvDiff and added

another noise sampling guidance to update the initial noise xT in each iteration,

achieving a higher attack success rate.
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2.2 Imperceptibility of Adversarial Examples

The imperceptibility of AEs is essential for practical attackers. However, how to

define and evaluate imperceptibility is still an open question. In this section, we

study the imperceptibility of adversarial examples from two perspectives: human im-

perceptibility and machine imperceptibility. Human imperceptibility focuses on the

human capability to recognize adversarial examples from real-world images. Based

on our discussion above, human imperceptibility can be further divided into “indis-

tinguishable” adversarial examples and “natural-looking” adversarial examples.” On

the other hand, machine imperceptibility refers to the capability of adversarial exam-

ples to evade machine detections. We investigate the machine imperceptibility from

the perspective of model uncertainty, model interpretability and data distribution.

The taxonomy of imperceptibility is shown in Fig. 2.2.

Human 
Imperceptibility

Indistinguishable

Natural-looking

𝐿! norms

Image Quality Assessments (IQAs)

Local Perturbation

Low-frequency

Statistic Distance

Local Variance & Smoothness

Hybrid & Others

Spatial Geometric Transformation

Color & Texture

Sematic Latent Feature

Hybrid & Others

Physical Adversarial Medium

Machine 
Imperceptibility

Model Uncertainty

Model Interpretability

Data Distribution

Imperceptibility

Figure 2.2: Taxonomy of imperceptibility of adversarial examples.
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2.2.1 Human Imperceptibility

Indistinguishable Adversarial Examples pursues the adversarial examples that

look indistinguishable from the original images to human eyes. The core of indis-

tinguishable adversarial examples is to make the perturbation imperceptible and

stealthy.

• Lp Norms: Most existing works use Lp norms, such as L0, L2 and L∞ to quan-

tify the magnitude of the perturbation added to the original images. Specif-

ically, L0 norm counts the number of pixels that are changed[140, 169], L2

norm computes the Euclidean distance between the original image and the

perturbed image[173, 20, 127], and L∞ norm measures the maximum pixel

change [56, 89, 42]. However, despite the popularity of Lp norms, they are

found not suitable enough for simulating the human vision system [158, 51, 210].

Therefore, researchers explore other metrics to replace Lp norms to measure the

imperceptibility of adversarial examples.

• Image Quality Assessments: In addition to Lp norms, some works leverage

full-reference image quality assessment (IQA) metrics to evaluate the differ-

ence between the adversarial example and the original image. For example, Li

et al. [101] use the structural similarity (SSIM) [187] and Learned Perceptual

Image Patch Similarity (LPIPS) [90] to measure the perceptual similarity and

add them into the optimization objective to improve the imperceptibility of

adversarial examples. A recent study in [51] systematically examines various

IQA metrics including Lp norms through large-scale human evaluation on the

imperceptibility of different AEs. Among all the metrics, they find the most

apparent distortion (MAD) [92] metric is closest to subjective scores.

• Statistic Distance: Different from Lp norms that focus on the change of each

pixel value, some works [192, 178] regard the pixel values of an image as a
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probability distribution, and use statistical distance, such as Wasserstein dis-

tance [191] to calculate the distance between the distributions of adversarial

examples and clean images. Compared with Lp norm based perturbation that

tends to change the background pixels, Wasserstein distance based perturba-

tion has a structure resembling the actual content of the image, thus is more

imperceptible [192].

• Local Perturbation: Most adversarial attacks generate global perturbations

that are added to the whole image, resulting in obvious artifacts especially in the

background [34]. Hence, a strict idea is to restrict the perturbation to a small

but classifier-sensitive region. To extract such a region, Xiang et al. [197] apply

Grad-CAM [156] to compute the heat map of a reference model with respect

to the input image, and construct a binary mask with important pixels. Dai et

al. [34] use the Pyramid Feature Attention (PFA) network [222] to extract the

salient object in an image, and then binarize the saliency map to obtain the

mask.

• Low-frequency: For an image, its low-frequency components represent the

global structure, while high-frequency components represent the local details.

Some works [58] believe that low-frequency perturbations are imperceptible,

and thus adding perturbations in the low-frequency subspaces of an image.

For example, Guo et al. [58] utilize the discrete cosine transform (DCT) [2] to

transform an image from spatial domain to frequency domain, and decompose it

into different cosine wave components. Chen et al. [119] instead use the discrete

wavelet transform (DWT) [63] to decompose an image into different frequency

components.

• Local Variance & Smoothness: It is found that human eyes are more sen-

sitive to the perturbations on pixels in low variance regions [106], such as sky

and grass in the background. Luo et al. [118] believe an attack should per-
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turb the pixels in high variance regions rather than low variance regions. They

measure the local variance of a pixel by computing the standard deviation of

n × n neighbor pixels’ values. Moreover, Zhang et al. [214] propose smooth

adversarial examples and integrate Laplacian smoothing [227] into the attack.

• Hybrid & Others: There are also some hybrid and alternative methods that

combine different metrics or imperceptibility concepts for better performance.

For example, Croce and Hein [30] use a combination of L0 and L∞ norms to

generate sparse and imperceptible perturbations. Liu et al. [108] consider four

factors affecting the imperceptibility of human eyes, including

– Just noticeable distortion (JND) [208], quantifies the sensitivity of the

human vision system to different background luminance.

– Weber-Fechner law [35], reveals an important principle in psychophysics

about the logarithmic mapping between the magnitude of a physical stim-

ulus and its perceived intensity.

– Texture masking [118], indicates that human eyes are more sensitive to the

perturbations on pixels in smooth regions than those in textured regions

– Channel modulation [154], points out that human vision has different sen-

sitivity to the perturbations in different color channels.

Natural-looking Adversarial Examples are not necessarily indistinguishable from

the original images, as long as the semantics of the object in the image keep invariant

to human eyes [166, 99].

• Spatial Geometric Transformation: Some works apply spatial geometric

transformations, such as translation, rotation [198, 46] and optical flow [184], to

original images to generate adversarial examples. Although there is a shift in the

pixel values, such geometric changes are believed locally smooth, leading to high

perceptual quality [198]. Furthermore, Naderi et al. [130] learn a limited number
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of parameters for a universal spatial transformation, which can be applied to

any clean image to generate adversarial examples.

• Color & Texture: Different from most attacks that focus on RGB images,

some studies turn to different color spaces and textures. For example, Hosseini

et al. [71] transforms a RGB image into HSV (Hue, Saturation, Value) color

space to change the hue and saturation components while keeping the value

component unchanged. Shamsabadi et al. [157] instead transforms a RGB image

into Lab color space [152] to change the de-correlated a and b channels without

changing the lightness channel. Zhao et al. [224] also consider a perceptual

color distance, CIDE2000 [120], and add it into the optimization objective as

the distance term. In addition, Bhattad et al. [10] utilize a colorization model

a CNN-based texture transfer to control the color and texture of images.

• Semantic Latent Feature: Some researchers choose to perturb in the latent

space of generative models, where disentangled high-level semantic features can

be used to manipulate image content while preserving the naturalness of images.

For instance, Na et al. [129] utilize StyleGAN2 [82] to extract highly disentan-

gled latent representations of images, and then perturb in the latent space to

find adversarial examples. Moreover, Mohaghegh et al. [124] train Normalizing

Flows (NFs) [146] to mimic the distribution of real-world images, and search in

its latent space.

• Physical Adversarial Medium: In addition to the manipulation in digital

images, physical attacks elaborate various adversarial mediums, such as stick-

ers [98], clothes [203] and eyeglasses [159] to be replaced in physical space. Such

physical adversarial mediums are things in our daily life, but are very sensitive

and adversarial to image recognition systems.

• Hybrid & Others: There are also some hybrid and alternative methods that

can generate natural-looking adversarial examples. For example, Laidlaw et
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al. [91] propose the Functional adversarial examples, which combine CIELUV

color space with constraints on local variance for better imperceptibility. Fur-

thermore, Hendrycks et al. [65] propose a ImageNet-C benchmark consisting of

15 diverse corruption types, including four main categories: noise, blur, weather,

and digital. Such corruptions simulate various phenomena in the real world,

such as fog, snow, and motion blur.

2.2.2 Machine Imperceptibility

Machine imperceptibility refers to the capability of adversarial examples to evade

machine detections. We investigate the machine imperceptibility from the perspective

of model uncertainty, model interpretability and data distribution.

• Model Uncertainty: This type of work detects adversarial examples by mea-

suring the uncertainty of model predictions on the given input. The hope is

that a natural image will have a same and correct prediction regardless of the

randomness [19]. In contrast, the prediction of an adversarial example often

varies because adversarial examples are usually the examples that just cross

the decision boundary of classifiers. The randomness can be added into the

model itself or the model input. For example, Feinman et al. [50] measure the

uncertainty of model on a given input with the Dropout [167] technique. Xu

et al. [205] propose Feature Squeezing, a preprocessing-based detection method

that evaluates the model on both the original input and the input after being

pre-processed by various feature squeezers, including squeezing color bits, local

smoothing and non-local smoothing.

• Model Interpretability: Various interpretability methods have been pro-

posed to explain the decision-making process of models [161, 226, 156]. Among

them, attribution-based interpretation methods usually produce a saliency map

to evaluate the sensitivity of network classification decisions with respect to the
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pixels in an input image [219]. Previous works found the phenomenon of inter-

pretation discrepancy that an imperceptible adversarial example to deceive clas-

sifiers can lead to a significant change in a class-specific interpretation saliency

map [202, 12]. Hence, some adversarial defense methods are proposed to uti-

lize the interpretation discrepancy to detect adversarial examples [174, 183, 29].

For example, Wang et al. [183] use multiple interpreters obtain different saliency

maps given an input image, and then train CNN-based classifiers to recognize

whether the input image is adversarial or not.

• Data Distribution: Some researchers believe that the distribution of adver-

sarial examples are different from that of natural images, and thus devising

detectors based on the distribution difference [57, 66]. Specifically, Grosse et

al. [57] propose to retrain the classifier with an addictive N + 1st class soleLy

for adversarial examples on both clean and adversarial examples. Mehdi et

al. [14] further propose a CNN-based binary classifier to distinguish adversarial

examples from clean ones. In addition, Hendrycks & Gimpel [66] use Principal

Component Analysis (PCA) to reduce the dimensionality of input images, and

then train a classifier to detect adversarial examples in a low-dimensional space.

2.3 Adversarial Attacks

This section presents a quick overview of the settings and evaluation methods of

adversarial attacks.

2.3.1 Settings: White, grey and black box

According to the accessibility of the target model to attackers, adversarial attack

can be divided into three categories: white-box, grey-box and black-box. In the

white-box attack setting, attackers have full access to the target model, including
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the model architecture, parameters and training set. Hence, white-box attacks can

be easily implemented by computing the gradients of the adversarial loss or model

output with respect to the input image [173, 56, 20, 127].

The black-box attack setting is much stricter than the white-box attack setting.

Attackers have no knowledge about the target model, but they can query the target

model with input images and obtain the outputs. Black-box attacks can be further

categorized as score-based black-box attacks and decision-based black-box attacks

according to the type of output information available to attackers. In the score-

based black-box attack setting, attackers can obtain the output scores (e.g. class

probabilities or logits) of the target model for each class. With such score vectors,

score-based black-box attacks can either numerically estimate the gradients of the

target model by sampling around the image [23, 175, 75, 76] and then apply white-

box attack methods, or use gradient-free optimization methods to directly optimize

perturbations [131, 125, 5, 4]. By contrast, in the decision-based black-box attack

setting, attackers have less information, i.e., only the predicted label of the target

model, which is more practical in real-world scenarios. This means if we start from

adding perturbations around the original image, probability we cannot get effective

direction information from the output label. Therefore, decision-based attacks usually

start from an image of the target class, and then gradually approach the original image

by performing rejection sampling [16, 26, 25, 22]. The difference between black-box

and white-box attack settings is depicted in Fig. 2.3.

The grey-box attack setting is somewhere between the white-box and black-box

attack setting. The most common grey-box attack setting is the transfer-based at-

tack [139, 113, 200, 100], where attackers do not known the target model information

but have access to the training data. Hence, attackers can train a substitute model

(or use a on-the-shelf model) to approximate the target model’s decision boundary

Based on the transparent substitute model, white-box attacks can be used to generate

adversarial examples, and transfer them to attack the target model [139].
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Figure 2.3: An illustration of accessible components of the target model for

different attack settings. The image is sourced from the paper of HopSkipJumpAt-

tack [22].

2.3.2 Evaluation Methods

As we discussed above, attack successfulness and imperceptibility are the two objec-

tives of adversarial attacks. Thus, the evaluation methods of adversarial attacks can

be divided into two groups accordingly:

• Evaluate Attack Successfulness:

– Attack Success Rate (ASR): The most common metric to evaluate the

attack successfulness is the attack success rate (ASR), which is defined as

the ratio of the number of adversarial examples that successfully fool the

target model to the total number of test images.

– Transferability: To evaluate the generalization of adversarial examples,

especially for transfer-based attacks, transferability is used to measure the

ASR of the adversarial examples generated on model f1 against model f2.

• Evaluate Imperceptibility:

– Visualization: A simple way to evaluate the imperceptibility of adver-

sarial examples is to provide visual examples for readers to check the in-
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distinguishability or naturalness of the generated adversarial examples.

Additionally, some works [100, 185] visualize the difference between the

distribution of adversarial examples and that of natural images using t-

SNE [177].

– Quantitative Metrics: Various quantitative metrics are common used to

evaluate the imperceptibility, such as Lp norms, image quality assessments

like SSIM [187] and MAD [92], and some metrics used in image synthesis

like FID [68] and Inception score [153].

– Human Evaluation: Human evaluation is a more reliable way to evaluate

the imperceptibility of adversarial examples. Some works [51, 101] employ

humans or use crowd-sourcing platforms like Amazon Mechanical Turk

(MTurk) to judge the adversarial examples compared with baseline images

and clean images.

2.4 Discussions on Adversarial Examples

2.4.1 Connections with Digital Watermarking

Similar to adversarial examples, digital watermarking techniques also operate by em-

bedding specific perturbations into an image. However, their fundamental objectives

diverge significantly. The primary goal of watermarking is information embedding

and verification, such as copyright protection or source tracing for AI-generated con-

tent [188]. It emphasizes robustness against common image processing or removal

attacks. In contrast, adversarial examples aim at model deception and evasion, fo-

cusing on the attack effectiveness and imperceptibility of perturbations to mislead

DNNs. While watermarking serves as an object to be protected (a defense), adver-

sarial examples typically function as an offensive tool (an attack).

Despite differing purposes, the two fields are tightly connected technically, primarily
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manifesting in the following aspects:

• Watermarking Techniques Can Be Utilized for Attacks. The methodol-

ogy of embedding watermark signals can be repurposed to construct novel attack

perturbations. For instance, Zhang et al. [228] proposed a framework that in-

tegrates a personal watermark directly into the adversarial example generation

process. When such an adversarial example is used to mimic style or content by

a diffusion model, it forces the generated output to retain the attacker’s visible

watermark, thereby claiming ownership and preventing unauthorized imitation.

This approach transforms a traditional defense mechanism (watermarking) into

an active attack carrier.

• Attackers Can Erase Watermarks via Adversarial Attack Methods.

With the rise of watermarking for tracing AI-generated content (AIGC), it has

become a target for adversarial removal. Recent research focuses on breaking

these “defensive” watermarks. A representative work is UnMarker [83], a uni-

versal attack that removes imperceptible watermarks without relying on the de-

tector’s feedback. It finds that robust watermark information is often encoded

in the amplitude of the frequency spectrum. By employing adversarial opti-

mization to destructively perturb these critical spectral components, UnMarker

can effectively erase watermarks, even threatening more advanced “semantic

watermarks”. This line of work treats the watermark itself as an adversarial

target.

• Adversarial Examples Can Enhance and Protect Watermarks. Con-

versely, concepts from adversarial attacks inspire more robust watermarking

schemes. One direction is developing “watermark vaccines,” [112] where a pre-

embedded, imperceptible adversarial perturbation is designed to protect a vis-

ible watermark. If an attacker uses a DNN-based model to attempt removal,

this perturbation activates, causing the removal to fail or severely degrade image
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quality. This work can fool an unauthorized model for privacy protection while

allowing authorized recovery of the original image via watermark extraction,

balancing attack and restoration.

Building upon the discussion of the connections between adversarial attacks and dig-

ital watermarking, it is crucial to clarify the terminology of real image, modified

image, and generated image across these two domains. In the context of adver-

sarial attacks:

• A real image refers to a genuine image captured from real world without

manipulation or perturbation, serving as the original input or baseline for an

attack.

• A modified image typically denotes an adversarial example created by per-

turbing a real image with an additive perturbation or transformation to deceive

DNN models.

• A generated image also refers to an adversarial example in this thesis, but

specifically one produced from scratch without any real image input, often via

generative models.

While in the context of digital watermarking, the focus and meaning of these terms

shift:

• A real image (or more precisely, a host image) is the original, copyright-

protected content before any watermark is embedded.

• A modified image refers to the watermarked image, namely the output after

a watermark (visible or invisible) has been embedded into the host image.

• A generated image, particularly in the era of AIGC, is the AI-synthesized

output. Here, watermarking techniques are applied to the generated image to

label its AI origin or ownership.
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In summary, while both fields operate on images through modification, the adver-

sarial domain uses modification offensively to deceive model perception, whereas the

watermarking domain uses it defensively to establish and protect identity. The terms

“real,” “modified,” and “generated” images thus take on context-dependent meanings

aligned with the goals of each field.
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Saliency Attack: Towards

Imperceptible Black-box

Adversarial Attack

Deep neural networks are vulnerable to adversarial examples, even in the black-box

setting where the attacker is only accessible to the model output. Recent studies have

devised effective black-box attacks with high query efficiency. However, such perfor-

mance is often accompanied by compromises in attack imperceptibility, hindering the

practical use of these approaches. In this paper, we propose to restrict the perturba-

tions to a small salient region to generate adversarial examples that can hardly be

perceived. This approach is readily compatible with many existing black-box attacks

and can significantly improve their imperceptibility with little degradation in attack

success rate. Further, we propose the Saliency Attack, a new black-box attack aiming

to refine the perturbations in the salient region to achieve even better imperceptibility.

Extensive experiments show that compared to the state-of-the-art black-box attacks,

our approach achieves much better imperceptibility scores, including most apparent

distortion (MAD), L0 and L2 distances, and also obtains significantly better true
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success rate and effective query number judged by a human-like threshold on MAD.

Importantly, the perturbations generated by our approach are interpretable to some

extent. Finally, it is also demonstrated to be robust to different detection-based

defenses.

3.1 Introduction

Deep neural networks (DNNs) have achieved significant progress in wide applications,

such as image classification [36], face recognition [141], object detection [145], speech

recognition [69] and machine translation [6]. Despite their success, deep learning mod-

els have exhibited vulnerability to adversarial attacks [173] [56] [109] [111]. Crafted

by adding some small perturbations to benign inputs, adversarial examples (AEs)

can fool DNNs into making wrong predictions, which is a critical threat especially for

some security-sensitive scenarios such as autonomous driving [171].

Existing adversarial attacks can be divided into white-box and black-box attacks ac-

cording to the accessibility to the target model. White-box attacks [173] [56] [140] [20]

have full access to the architecture and parameters of the target model, and can gen-

erate successful AEs easily via backpropagation. However, in practice, the model

internals are often unavailable to attackers. This gives rise to the more realistic and

challenging black-box attacks [131] [75] [76] [125] [5] [103] that only require the output

of the target model.

Motivated by the fact that many real-world online application programming interfaces

(APIs) often pose mandatory time or monetary limits to user queries [75], most

recent research on black-box attacks concerns improving query efficiency, which indeed

has achieved notable progress. For example, the state-of-the-art (SOTA) Square

Attack [5] can succeed in untargeted attack on ImageNet dataset [36] with only tens

of queries on average. On the other hand, such performance is often achieved by
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(a) Original image (b) Parsimonious At-

tack

(c) Square Attack

Figure 3.1: Some AEs generated by the SOTA black-box attacks.

applying large-region or even global perturbations (e.g., random vertical stripes in

Square Attack) to the original input, eventually resulting in unnatural AEs with

significant visual differences from the original (see Figure 3.1 for some examples).

In effect, imperceptibility is essential for attackers. Current online APIs usually

integrate detectors into their services to detect anomalous inputs [103]. Those AEs

with too visible perturbation are difficult to pass these detectors, not to mention

human judgment, hindering the practical use of these black-box attacks.

This paper aims to address the above issue. The key insight is that we can lead black-

box attacks to search in a small salient region that has the most significant influences

on the model output, to achieve successful attacks with imperceptible perturbations.

Concretely, it has been shown in previous DNNs visualization work [161] that one

can generate the so-called BP-saliency map to illustrate which features can influence

the model prediction by calculating derivatives of the model output with respect to

the input. As shown in the first column of Figure 3.2, the brighter pixels in the BP-

saliency map have greater impacts on the model output, and therefore perturbing

them is more likely to alter the model prediction. Actually, the classical white-box

attack JSMA [140] constructs exactly such a map and iteratively selects pixels from it

to perturb. Despite the fact that the BP-saliency map cannot be used for black-box

attacks due to inaccessibility to model gradients, one can observe from the second

column of Figure 3.2 that the region of bright pixels roughly represents the position
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Figure 3.2: An illustration of our Saliency Attack. 1st column: BP-saliency map,

specific to a given image and the corresponding class; 2nd column: salient region,

generated by salient object detection and roughly accords with the region of salient

pixels in BP-saliency map; 3rd column: perturbation, generated by Saliency Attack

and restricted in salient regions; 4th column: final adversarial example; 5th col-

umn: original image.

of the main object in the image. That is to say, in black-box settings, we can leverage

the existing salient object detection model [222] that requires no information other

than the input image to approximately obtain the salient region, and then restrict

the perturbations to it. This approach is appealing because it is readily compatible

with most existing black-box attacks. By integrating it into SOTA black-box attacks,

we find the modified attacks enjoy significant improvement in attack imperceptibility,

with little degradation in success rate (see the results in Tab. 3.1). Nevertheless, they

still suffer from the strategy of perturbing globally, eventually generating complex

and irregular perturbations that span almost the entire salient region (see Figure 3.6

for some examples).

To achieve more imperceptible attacks, we then seek to further restrict the perturba-

tions to even smaller regions. The intuition is that even in the salient region, some

sub-regions are more critical. For example, it has been shown that the dog face region

is the brightest in the salient region of a dog image [226], and obscuring it will dra-

matically change the model output [212]. Furthermore, by combining internal feature
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visualization with output prediction, it has been revealed in [136] that within dog

face region, the ears and eyes seem to be more important than others. Therefore, it

is reasonable to assume the salient region of an image is progressive with respect to

its impact on model output. If we could find smaller but more salient sub-region, the

perturbations will be more efficient, leading to more imperceptible attacks (see the

third column of Fig. 3.2). Thus, we propose the Saliency Attack, a novel black-box

attack that recursively refines the perturbations in the salient region.

It is worth mentioning that except white-box attack JSMA, the idea of restricting

perturbations to a small region has also been implemented in transfer-based attacks

[41] [197], where class activation mapping (CAM) [226] and Grad-CAM [156] are

adopted to generate the saliency maps. However, transfer-based attacks assume the

data distribution for training the target model is available and thus could build a

substitute model to approximate it, which actually belong to the grey-box setting

where partial knowledge of the target model is known. As a result, they cannot be

applied to the more strict black-box setting where only the model output is available

(see Section 3.2.3 for details).

In summary, we make the following contributions in this work.

• To the best of our knowledge, for crafting AEs in the black-box setting, we are

the first to restrict perturbations to a salient region. This approach is readily

compatible with many existing black-box attacks and significantly improves

their imperceptibility with little degradation in success rate.

• We propose the Saliency Attack, a novel gradient-free black-box attack that iter-

atively refines perturbations in salient regions to keep them minimal and essen-

tial. Compared with the SOTA black-box attacks, our approach achieves much

better attack imperceptibility in terms of most apparent distortion (MAD), L0

and L2 distances, and also obtains significantly better success rates and effective

query number judged by a human-like threshold on MAD.
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• We demonstrate that the perturbations generated by Saliency Attack are more

robust against detection-based defenses, including Feature Squeezing and binary

classifier detection.

The rest of this paper is organized as follows: Section 3.2 presents a literature review

on black-box attacks. Next, in Section 3.3, we define the optimization problem of our

attack and detail the proposed Saliency Attack. Section 3.4 shows the experimental

results and analysis, followed by a conclusion in Section 3.5.

3.2 Related Work

In this part, we first overview the recent work of black-box attacks. Based on the

generation method of AEs, these attacks can be divided into gradient estimation

attacks and gradient-free attacks. Besides, we also introduce some work related to

the imperceptibility in adversarial attacks. Finally, we discuss some methods that

extract salient regions in an image.

3.2.1 Black-box Attacks

Gradient Estimation Attacks

Gradient estimation attacks first estimate the gradients by querying the target model

and then use them to run white-box attacks. ZOO attack [23] first adopts symmetric

difference quotient to approximate the gradients and then performs white-box Carlini-

Wagner (CW) attack [20]. AutoZOOM [175], a variant of ZOO, uses a random vector

based gradient estimation to reduce the query number per iteration from 2D in ZOO

to N+1 (D is the dimensionality and N is the sample size). To further enhance

query efficiency, Ilyas et al. [76] propose the “tiling trick” that updates a square

of pixels simultaneously instead of a single pixel. This dramatically decreases the
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dimensionality by a factor of k2 (k is tile length).

Gradient-free Attacks

Gradient-free attacks do not estimate gradients and directly generate AEs with search

heuristics according to the query result. Su et al. [169] propose One-pixel attack that

adopts differential evolution algorithm to perturb the most important pixel in the

image. Alzantot et al. [4] propose GenAttack, which uses genetic algorithm to gener-

ate AEs. To improve query efficiency, Moon et al. [125] consider a discrete surrogate

optimization problem that transforms the original constraint of a continuous range

[−ϵ,+ϵ] to a discrete set {−ϵ,+ϵ}, achieving a massive reduction in the search space.

This is motivated by linear program (LP) where the optimal solution is attained at

an extreme point of the feasible set [155]. Combing tiling trick [76] and discrete op-

timization [125], Square Attack [5] has obtained the best result on success rate and

query performance so far with random search.

3.2.2 Attack Imperceptibility

The imperceptibility of AEs is essential for practical attackers, which has been in-

vestigated by previous studies from different perspectives. Guo et al. [58] consider

low frequency perturbations as imperceptible, thus searching for AEs in frequency

domain. But Zhang et al. [214] regard imperceptibility as visual smoothness in an

image and integrate Laplacian smoothing into optimization. Croce and Hein [30]

use a combination of L0 and L∞ norms to generate sparse and imperceptible pertur-

bations. Besides, some studies also leverage color distance [225] and image quality

assessment (IQA) [186] [101] to improve attack imperceptibility.

On the other hand, determining how to assess the imperceptibility of AEs is still an

open question. Most existing adversarial attacks use Lp norms (L0, L2 and L∞) to

measure the human perceptual distance between the perturbed image and the origi-
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nal one. Nonetheless, it has been shown that Lp norms are not suitable enough for

human vision system [158]. A recent study in [51] systematically examines various

IQA metrics including Lp norms through large-scale human evaluation on the imper-

ceptibility of different AEs, and finds that among all the metrics the most apparent

distortion (MAD) [92] metric is closest to subjective scores. Hence, in this research,

we adopt MAD as our main metric to assess attack imperceptibility.

Most Apparent distortion (MAD) metric [92] is one of the state-of-the-art full-reference

image quality assessment methods. MAD attempts to merge two separate strate-

gies for two kinds of distorted images, respectively. For high-quality images with

near-threshold distortion (just visible), MAD focuses on detection-based strategy to

look for distortions in the presence of the image. While for low-quality images with

suprathreshold distortion (clearly visible), MAD focuses on appearance-based strat-

egy to look for image content in the presence of the distortions. MAD will control the

weight of two strategies according to the type of distorted images. The calculation

process of MAD can be summarized as following steps and we recommend interested

readers to read the original literature.

1. Compute locations of visible distortions based on luminance images.

2. Combine the visibility map with local error image.

3. Decompose both the distorted and original images into log-Gabor subbands.

4. Calculate different statistics of each subband.

5. Calculate the adaptive blending score.

3.2.3 Extracting Salient Region

As aforementioned, there have been white-box attacks or transfer-based attacks that

restrict the perturbations to a small salient region. Specifically, white-box attack
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JSMA [140] constructs a BP-saliency map by calculating derivatives of the model

output w.r.t input pixels [161], while the two transfer-based attacks [41] [197] utilize

CAM and Grad-CAM to extract salient regions, respectively. CAM [226] replaces the

final fully connected layers with convolutional layers and global average pooling of a

CNN, and localizes class-specific salient regions through forward propagation. Grad-

CAM [156] improves CAM with on need to modify the network architecture, but it

still requires access to the inner parameters of the model to calculate the gradients.

Thus, CAM and Grad-CAM can only be applied to white-box attacks or transfer-

based attacks, which first construct a transparent substitute model, craft AEs with

gradient-based white-box attacks, and then transfer the generated AEs to the target

model. It is conceivable that for transfer-based attacks, the transferability of both

AEs and saliency maps highly depends on the similarity between the substitute model

and the target model, which further depends on the prior knowledge of the training

data distribution. Unfortunately, neither such knowledge nor model gradients are

available in black-box settings. Considering the limitations of the above methods,

we adopt a salient object detection model [222] to directly generate the saliency

map given an input image with no need to access the target model’s architecture or

parameters.

3.3 Proposed Method

In this section, we first formulate the problem of crafting AEs for image classification

models, and then detail our approach. Figure 3.3 illustrates the overall flowchart of

Saliency Attack.
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Figure 3.3: The overall flowchart of the proposed Saliency Attack.

3.3.1 Preliminary

Given a well-trained DNN classifier h : [0, 1]d → RK , where d is the dimension of the

input x, and K is the number of classes. Let hk(x) denote the predicted score that x

belongs to class k. The classifier assigns the class that maximizes hk(x) to the input

x. The goal of an untargeted attack is to find an AE xadv, that results in the model

misclassification from the ground-truth class ygt, and meanwhile keeps the distance

between xadv and the benign input x smaller than a threshold ϵ:

argmax
k=1,...,K

hk(xadv) ̸= ygt, s.t. ||xadv − x||p ≤ ϵ, xadv ∈ [0, 1]d. (3.1)

Note the last constraint indicates that xadv is a valid image. In this study, we focus

on L∞ norm, following [125] [5]. Conventionally, the task of finding xadv can be

rephrased as solving a constrained continuous problem:

max
xadv∈[0,1]d

f(xadv), s.t. ||xadv − x||∞ ≤ ϵ. (3.2)

where f(x) = L(x, ygt) is the loss function. Similar to [125], we transform the contin-

uous problem into a discrete surrogate problem, where the perturbation xadv − x =

δ ∈ {−ϵ,+ϵ, 0}d. Note unlike [125], where all pixels are perturbed either by −ϵ or

+ϵ, we allow the pixels to remain unperturbed to refrain from global perturbation.

Besides, only the pixels in salient regions can be perturbed. The final problem is

defined as the following set maximization problem.

max
S+,S−⊆S
S+∩S−=∅

{
F (S+,S−) ≜ f

(
x+ ϵ

∑
i∈S+

ei − ϵ
∑
i∈S−

ei

)}
. (3.3)
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where S denotes the set of pixels in salient regions, S+ and S− denote the set of

selected pixels with +ϵ and −ϵ perturbations respectively, and ei is the i-th standard

basis vector. Let V denotes the ground set which is the set of all pixel locations

(|V| = d). Note that S ⊆ V , and S \ (S+ ∪ S−) is the set of pixels in salient regions

that are unperturbed. The goal of Eq. (3.3) is to find S+ and S− that will maximize

the objective set function F .

3.3.2 Salient Object Detection

Salient object detection aims to automatically and accurately extract salient object(s)

in an image. Compared with other salient region extraction methods like BP-saliency

map [161], CAM [226] and Grad-CAM [156], this type of models do not require

any information other than the input image, which is very suitable for the black-

box setting. We adopt the Pyramid Feature Attention (PFA) network1 [222] that

achieves the SOTA performance on multiple datasets via capturing high-level context

features and low-level spatial structural features simultaneously. Pyramid Feature

Attention (PFA) network [222] is a novel salient object detection method considering

the different characteristics level features. Specifically, the saliency maps from low-

level features contain many noises, while the saliency maps from high-level features

only get an approximate area. Therefore, PFA network first devises a context-aware

pyramid feature extraction (CPFE) module to get multi-scale multi-receptive-field

high-level features, and then uses channel-wise attention (CA) to select appropriate

scale and receptive-field for generating saliency regions. On the other hand, to refine

the boundaries of saliency regions, PFA network uses spatial attention to better focus

on the effective low-level features, and obtain clear saliency boundaries. After the

processing of different attention mechanisms, the high-level features and low-level

features are complementary-aware and suitable to generate saliency map. Besides,

1Implementation of PFA: https://github.com/sairajk/PyTorch-Pyramid-Feature-Attention-

Network-for-Saliency-Detection
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an edge preservation loss is proposed to guide the network to learn more detailed

information in boundary localization. With these powerful feature extraction methods

and attention mechanisms, PFA network can achieve robust and effective salient

object detection, outperforming SOTA methods under different evaluation metrics.

Specifically, given an input image, PFA can generate a saliency score between 0 and

1 for each pixel. The higher value denotes higher visual saliency. We then use

a threshold ϕ to transform the saliency scores into a binary saliency mask, which

determines the salient region. The binarization can be expressed as

s∗i =

0 si < ϕ

1 si ≥ ϕ

(3.4)

where si and s∗i are the saliency score and the binary mask at the i-th pixel position,

respectively. Thus, the salient region is the set of the pixels masked by 1.

S ≜ {i | s∗i = 1, i ∈ V} . (3.5)

3.3.3 Refining Perturbations in Salient Region

The proposed Saliency Attack is outlined in Algorithm 1. The search process (lines

6-35) recursively refines perturbations based on a tree structure for an image, which

is illustrated in Fig. 3.4. Concretely, an input image is first split into some initial

blocks (a coarse grid in Fig. 3.4), and only the blocks in salient regions are kept (lines

7-11). Then we try to add +ϵ or −ϵ perturbations on each initial block individually

(lines 12-19) and sort them according to their influence (F ) on model output (line 26).

After that, we choose the block with most influence for further refinement if its F is

better than the current best F̂ (lines 27-35). We then recursively refine the current

best block (line 32), split this block into smaller blocks (a finer grid in Fig. 3.4), and

again try to add a perturbation on each block individually (at this time we just flip

the perturbation (lines 21-24) for convenience, e.g., +ϵ to −ϵ) to find the best smaller
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……

Figure 3.4: The illustration of refining on a tree structure of the image blocks. Among

initial blocks, each block is a root node of a tree, and its child nodes are its finer blocks.

For each block, only the parts in salient regions will be perturbed.

block. The refinement process recurs until the minimal block (e.g., 1 pixel, line 30) or

no smaller block has a better F (line 28). Afterwards, we backtrack to the last level

of split blocks and use the second-best block for further perturbation. In this way,

the most important block will be explored first, and the perturbations could be as

small as possible, with no need to initialize a global perturbation like Parsimonious

Attack [125].

To make full use of query budget and combine the advantages of different initial block

sizes kint (large kint can quickly lead to successful attacks with large perturbations,

while small kint enables the refinement for small perturbations in finer grids), we

leverage an outer iteration to run the aforementioned Refine search with decreasing

kint (lines 2-5). During the iterations, the algorithm will stop if the generated xadv

succeeds to fool the model (F > 0) or the termination condition is reached (line 2).

We use the loss function from CW attack [20] of untargeted attack for Eq. (3.2):

L(x, ygt) = −max(Z(xadv)ygt −max
i ̸=ygt

(Z(xadv)i), −κ). (3.6)
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where Z(xadv)ygt is the logit of the AE with respect to the ground-truth class of the

original image. In this way, the AE tends to be misclssified into the class i, with a

margin κ of the loss function between the ground-truth class and other classes (We

set κ = 0 in our work).

3.4 Experiments

The main goal of the experiments is to validate: (1) whether salient regions could

improve the imperceptibility of existing black-box attacks; (2) whether our Saliency

Attack could further enhance the imperceptibility performance. Hence, we first com-

pare our Saliency Attack with the baselines, including SOTA black-box attacks and

their modified version restricted in salient regions. Then we perform ablation studies

to verify the effectiveness of salient regions and Refine search separately. Besides,

we measure the hyperparameter sensitivity of our approach. Finally, we test dif-

ferent detection-based defenses to evaluate the imperceptibility from the defensive

perspective.

3.4.1 Settings

We compare our Saliency Attack against SOTA black-box attacks including Bound-

ary Attack [16], HSJA [22], TVDBA [101], Parsimonious attack [125] and Square

attack [5]. Among them, Boundary Attack and HSJA start from an already mis-

classified noise and gradually approach the original image, TVDBA tries to minimize

the perturbation via integrating Structural SIMilarity (SSIM) [187] into the loss,

Parsimonious Attack proposes discrete optimization to improve query efficiency, and

Square Attack can achieve the current SOTA query efficiency and success rate in

the black-box attack setting. In addition, we design Parsimonious-sal Attack and

Square-sal Attack as baselines that restrict their perturbations in salient regions. For
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Algorithm 1: Saliency Attack

Input: Objective set function F , Ground set V , salient region S, initial block
size kint, query budget

Output: S+,S− set of pixels with +ϵ and −ϵ perturbations
1 S+ ← ∅; S− ← ∅; F̂ ← −∞;

2 while kint > 1 and not exceeding query budget do

3 Refine(V , kint, 1);

4 kint ← kint/2;

5 Procedure Refine(B, k, split level)

6 k′ ←
√
|B| is the block size of B; n← (k′/k)2 is the number of split blocks;

7 {B1, B2, ..., Bn} ← split B into n finer blocks;

8 for i← 1 to n do

9 Bi ← Bi ∩ S;

10 if split level = 1 then

11 for j ← 1 to n do

12 if F (S+ ∪Bj,S− \Bj) ≥ F (S+ \Bj,S− ∪Bj) then

13 S+
j ← S+ ∪Bj; S−

j ← S− \Bj; Fj ← F (S+ ∪Bj,S− \Bj);

14 else

15 S+
j ← S+ \Bj; S−

j ← S− ∪Bj; Fj ← F (S+ \Bj,S− ∪Bj);

16 else

17 for j ← 1 to n do

18 S+
j ← (S+ \Bj) ∪ (S− ∩Bj); S−

j ← (S− \Bj) ∪ (S+ ∩Bj);

19 Fj ← F (S+,S−);

20 {Fπ(1), Fπ(2), ..., Fπ(n)} ← sort {F1, F2, ..., Fn} in descending order;

our Saliency Attack, the threshold ϕ to produce binary saliency masks is chosen to

be 0.1. For splitting, original images are resized to 256 × 256, and we set the initial
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block size kint to 16. All parameters of the compared attacks remain consistent with

those recommended in their papers.

In this study, we consider L∞ threat model on ImageNet dataset [36], and set the per-

turbation magnitude ϵ to 0.05 in [0,1] scale. We use Inception v3 [172] and ResNet50

[61] as the target model, and the query budget is 10,000 for untargeted attack. We

provide our implementation publicly2.

For performance metrics, we employ commonly used success rate (SR) and average

number of queries (AQ). Only the AEs that can fool the target model below the

max query budget will be recorded as successful. And the number of queries used by

successful AEs will be counted. To evaluate the imperceptibility of AEs, we consider

L0, L2 and MAD. All these three imperceptibility metrics are the smaller the better.

In practice, a successful AE with imperceptible perturbation is what we need. So

besides SR, we use a new metric SRtrue. Since Boundary Attack [16] can reduce the

distortion gradually, we generate multiple adversarial examples with different MAD

scores in Fig. 3.5 to find a proper threshold for MAD metric. It indicates the rate of

successful AEs whose MAD values are below a human-like threshold, i.e., 30, that AEs

with MAD ≤ 30 are basically imperceptible to human eyes. We further calculate the

effective number of queries EQ = AQ/SRtrue to denote the number of queries needed

to generate a successful AE with imperceptible perutrbations. EQ is a comprehensive

metric, taking into account attack success rate, query efficiency and imperceptibility.

3.4.2 Results and Analysis

Some examples of different attacks are shown in Fig. 3.6. We can easily find the

perturbations of original Parsimonious Attack and Square Attack are very obvious in

the entire image due to global perturbation, while their modified versions are relatively

2https://github.com/Daizy97/SaliencyAttack
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(a) MAD=50 (b) MAD=40 (c) MAD=30 (d) MAD=20 (e) MAD=10 (f) Original

Figure 3.5: Adversarial examples generated by boundary attack with different MAD

scores. We can find the threshold MAD ≤ 30 is roughly enough to indicate an

imperceptible adversarial example.

more imperceptible since no perturbation exists in background regions. However, their

perturbations are still complex and irregular, taking up almost all salient regions. In

comparison, even restricted in the same salient regions, the perturbations generated

by Saliency Attack are smaller and more critical, roughly corresponding to the bright

pixels in BP-saliency map. They further represent the positions of dogs’ noses or

ears, which accord with our inspiration before. Besides, TVDBA produces global and

irregular perturbations, and the AEs of Boundary Attack contain noticeable coarse

textures due to inadequate query budget. We omit HSJA since it generates similar

but blurrier AEs with Boundary Attack’s.

The quantitative results are reported in Tab. 3.1 and Table 3.2. In the experiments,
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Boundary TVDBA Parsimonious Parsimonious-sal Square Square-sal Saliency Original

Figure 3.6: Examples generated by different attacks. For each example, the upper

row is AEs and original image. The lower row is perturbations and BP-saliency map.

we randomly choose 10,000 images from the ImageNet validation set and divide them

into ten groups. Then we calculate the mean and standard deviation (SD). The best

results are recorded in bold based on Wilcoxon signed-rank test with significance

level at 0.05. We can find in all query budgets, our Saliency Attack statistically sig-

nificantly outperforms all the baselines on different target models with a huge gap

in terms of SRtrue, EQ and three imperceptibility metrics, which demonstrates the

superiority of our method to refine the perturbations in salient regions. Specifically,

for Boundary Attack and HSJA, although they gradually sample AEs to approach

50



3.4. Experiments

the original images while keeping adversarial, their perturbations are hard to de-

crease to the L∞ constraint under the max query budget. As an example, it takes at

least hundreds of thousands of queries for Boundary Attack to converge [16], which

is infeasible in practice. That’s why they have very bad SR and imperceptibility

performance (Boundary Attack and HSJA can exhaust all the query budget to re-

duce perturbations, so we don’t count their query number). On the contrary, the

remaining baselines and our Saliency attack start from original images and gradu-

ally add perturbations, constrained in the pre-defined L∞ distance. Among TVDBA,

Parsimonious Attack, Square Attack and Saliency Attack, they all adopt the “tiling

trick” [76] to sample or perturb a square of pixels to improve efficiency, and Square

Attack achieves the best SR and AQ due to the random vertical stripes (RVS) [5] as

initializations (a part of test images can directly fool the target model with RVS using

only one query). However, this performance significantly sacrifices the imperceptibil-

ity of Square attack with worst SRtrue, EQ and three imperceptibility metrics among

four attacks. For our Saliency Attack, despite slight degradation in SR, it can achieve

much better SRtrue, EQ and three imperceptibility metrics, which means Saliency At-

tack can efficiently generate successful AEs with imperceptible perturbations, and are

more likely to evade various defenses or human judgements in practical.

Table 3.1: Comparison of different attacks against Inception v3 model.

Method SR± SD SRtrue ± SD AQ± SD EQ± SD L2 ± SD L0 ± SD MAD± SD

Boundary 2.1%±0.01 0.2%±0.00 - - 79.46±2.29 99.5%±0.00 99.07±2.15
HSJA 1.1%±0.01 0.1%±0.00 - - 97.39±1.71 100%±0.00 121.07±1.65

TBDBA 96.9%±0.01 23.7%±0.02 699±16 2949±263 10.83±0.18 19.8%±0.00 37.87±3.61
Parsi 98.5%±0.01 14.8%±0.01 745±21 5034±925 22.17±0.00 100.0%±0.00 53.01±0.14

Parsi-sal 96.0%±0.01 12.6%±0.01 843±25 6690±1154 13.47±0.48 35.5%±0.03 45.44±0.22
Square 99.6%±0.00 2.4%±0.00 222±16 9250±2884 25.35±0.02 99.0%±0.00 57.74±0.05

Square-sal 96.0%±0.01 22.8%±0.02 576±23 2526±337 14.56±0.51 34.3%±0.03 38.65±0.56
Saliency 92.4%±0.01 85.8%±0.01 1947±125 2282±198 3.63±0.05 3.4%±0.00 12.62±0.21

For Parsi-sal and Square-sal attack, they obtain better SRtrue and three impercep-
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Table 3.2: Comparison of different attacks against ResNet50 model.

Method SR± SD SRtrue ± SD AQ± SD EQ± SD L2 ± SD L0 ± SD MAD± SD

Boundary 17.4%±0.02 4.5%±0.01 - - 30.14±0.93 99.2%±0.00 57.90±1.22
HSJA 13.8%±0.02 2.8%±0.00 - - 42.33±1.07 100%±0.00 81.34±1.52

TBDBA 99.9%±0.00 23.4%±0.02 381±14 1628±202 9.62±0.15 18.7%±0.00 39.02±4.13
Parsi 99.9%±0.00 13.9%±0.01 178±8 1292±113 22.17±0.00 100.0%±0.00 51.34±0.52

Parsi-sal 99.0%±0.00 8.7%±0.02 344±31 4078±720 12.52±0.55 34.0%±0.03 48.73±1.17
Square 100%±0.00 1.6%±0.00 47±4 3356±1200 19.00±0.01 99.1%±0.00 57.19±0.37

Square-sal 97.6%±0.01 22.3%±0.02 328±48 1475±194 10.79±0.44 34.2%±0.03 39.47±1.01
Saliency 97.2%±0.01 67.3%±0.02 676±21 1006±56 4.16±0.13 5.4%±0.00 24.53±0.48

tibility metrics than their original version due to restricting perturbations in small

but critical regions, which demonstrates different black-box attack can also benefit

from salient regions. Their SR and AQ also have some slight degradation because the

search space is reduced and some test images need more queries to generate successful

AEs. In terms of the comprehensive metric EQ, We can find Square-sal attack is im-

proved while Parsi-sal Attack is degraded. We further study the change of their MAD

scores and find most samples’ MAD scores of Square-sal Attack are enhanced due to

its random search scheme. But Parsimonious Attack adopts greedy local search, that

plays a similar role with salient regions, so the benefit from salient regions is relatively

limited.

As shown in Fig. 3.7, via restricting perturbations in salient region, 68.1% and 94.3%

examples of Parsimonious-sal attack and Square-sal attack have better MAD scores

compared with their original version, respectively. Since Parsimonious Attack uses a

greedy local search that plays a similar role with salient regions, while Square attack

adopts a random search for sampling perturbations, it is obvious that limiting the

search in salient regions is more helpful to Square Attack than Parsimonious Attack.

We also plot the convergence curve of SRtrue versus query number under different

MAD thresholds in Fig. 3.8. We omit Boundary Attack and HSJA since they have
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Figure 3.7: MAD scores of Parsimonious Attack vs. Parsimonious-sal attack and

Square Attack vs. Square-sal Attack.

very low SR. It shows that Saliency Attack can lead other attacks stably most of the

time. For some baselines such as Square Attack and Parsimonious Attack, they can

generate some successful AEs with very few queries due to global perturbations and

some tricks like RVS as initializations, but they lack the ability to further improve

the imperceptibility. Instead, Saliency Attack conservatively selects small regions to

perturb, hence its query efficiency is a little lower than some baselines at the beginning

but soon exceeds them.
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Figure 3.8: Queries vs. True Success Rate under different thresholds of MAD scores
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3.4.3 Ablation Study

We carry out ablation studies of Saliency Attack, including refining in salient region,

in non-salient region, and without saliency (refining in the whole image). We also

design a greedy search as a baseline to verify our Refine search. We test different block

sizes for greedy search in salient region in Tab. 3.3, and choose the best one (block size

equals 32) to be compared. The results on 1,000 randomly selected images and some

examples are given in Tab. 3.4 and Figure 3.9. Note that refining in salient region

and refining without saliency generate the same or almost the same perturbations,

which means the salient regions indeed contain useful parts and enhance the query

efficiency by limiting the search space. But for refining in non-salient region, its

perturbation is more complex and visible with worse query efficiency and SR due to

unuseful search space. Compared with greedy search, our Refine search has much

better query efficiency and SRtrue, which demonstrates its superiority. Therefore, we

can conclude that both salient region and Refine search facilitate Saliency Attack.

Table 3.3: Greedy search in salient region with different block sizes.

Block size SR SRtrue AQ EQ L2 L0 MAD

128 20.6% 18.4% 57 310 7.32 12.8% 11.50

64 37.4% 31.3% 512 1636 6.37 10.2% 15.18

32 56.0% 50.7% 2727 5379 4.37 4.7% 12.87

16 35.4% 35.2% 4039 11474 1.79 0.8% 4.84

3.4.4 Hyperparameter Sensitivity

The hyperparameter kint is the initial block size that determines the first level of split

blocks. We test the effect of different kint on SR, query number, and imperceptibility

(L2 and MAD) over 1,000 randomly selected examples in Fig. 3.10. As kint decreases,

SR and imperceptibility can be improved, and SR reaches the peak when kint equals
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Table 3.4: Ablation study of Saliency attack against Inception v3 model.

Method SR SRtrue AQ EQ L2 L0 MAD

Refining in salient region 93.6% 86.2% 1958 2271 3.71 3.8% 12.88

Refining in non-salient region 78.2% 57.0% 3128 5488 4.94 6.5% 21.58

Refining without saliency 95.5% 79.6% 2563 3220 3.84 4.2% 16.35

Greedy search in salient region 56.0% 50.7% 2727 5379 4.37 4.7% 12.87

(a) Salient re-

gion

(b) In salient region (c) Without saliency (d) In non-salient region

Figure 3.9: Examples generated by Saliency Attack with different strategies.

16. This is because, with smaller initial blocks, Saliency Attack can search for pertur-

bations more finely and accurately leading to higher SR and better imperceptibility.

Meanwhile, inevitably more queries are needed, especially for sorting initial blocks.

Under a limited query budget like 10,000, the remaining query budget for searching

in finer blocks could be inadequate. That’s why a turning point occurs in SR.

We also show some examples in Fig. 3.11. It can be observed that as kint decreases,

the generated perturbations become smaller but more salient. For instance, in the

first row, the perturbation with k = 128 roughly covers the region of the dog face,

which is also the brightest region in the BP-saliency map. While the perturbation

with k = 32 or k = 16 focuses on smaller region of the dog ear. This indicates that our

Saliency Attack could find smaller and more important perturbations progressively
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Figure 3.10: The effect of initial block size on SR, average query number and imper-

ceptibility (L2 and MAD).

as the kint decreases, which coincides with our assumption before. The perturbations

are also interpretable to some extent, like perturbing the specific regions of a dog’s

ears, eyes or nose.

(a) Salient

region

(b) kint = 128 (c) kint = 32 (d) kint = 16 (e) BP-

saliency map

Figure 3.11: Examples generated by Saliency Attack with different initial block sizes.

For another hyperparameter ϕ, which is the threshold to produce binary saliency

masks from the saliency maps generated by salient object detection models. We

use SOTA salient object detection models PFA [222] and TRACER [94] to generate

saliency masks with different thresholds {0.025, 0.05, 0.1, 0.2, 0.3}. The results are

reported in Tab. 3.5 and some examples are displayed in Fig. 3.12. We can find using

different salient object detection models with different thresholds generate similar
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salient masks, extracting the regions of main object(s) in images. Although PFA and

TRACER may generate some distinct saliency masks (e.g., the first dog example in

Fig. 3.12), these saliency masks all cover the critical regions (e.g., the region of the

dog’s face). That’s why only slight differences exist in the quantitative results using

PFA or TRACER with different thresholds. In our work, we select PFA with ϕ = 0.1,

which slightly outperform others in terms of SR and SRtrue.

Table 3.5: Results of Saliency Attack against Inception v3 model using different

salient object detection models with different thresholds.

Method Threshold SR SRtrue AQ EQ L2 L0 MAD

PFA

0.025 92.90% 85.30% 1891 2217 3.69 3.80% 12.52

0.05 92.00% 85.60% 1842 2152 3.67 3.70% 12.39

0.1 93.90% 86.00% 1979 2301 3.73 3.90% 12.94

0.2 89.90% 84.30% 1751 2077 3.58 3.50% 11.89

0.3 89.60% 84.50% 1721 2037 3.59 3.50% 12.00

TRACER

0.025 92.90% 85.90% 1891 2201 3.69 3.80% 12.53

0.05 92.00% 85.60% 1842 2152 3.67 3.70% 12.51

0.1 92.10% 85.30% 1785 2093 3.66 3.70% 12.51

0.2 92.10% 85.80% 1784 2079 3.66 3.70% 12.45

0.3 92.00% 85.30% 1772 2077 3.66 3.70% 12.40

3.4.5 Attacking Detection-based Defense

To further validate the imperceptibility of AEs, we attack against two detection-

based defenses that attempt to detect AEs from clean images. The first is Feature

Squeezing3 [205]. Its basic idea is to squeeze out unnecessary input features that may

be utilized by an adversary to generate AEs. Comparing the model’s prediction on

3Implementation of Feature Squeezing: https://github.com/mzweilin/EvadeML-Zoo
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Original 0.30.20.10.050.025

Figure 3.12: Binary saliency masks from the saliency maps generated by PFA and

TRACER with different thresholds. For each example, the upper row is generated

by PFA. The lower row is generated by TRACER.

the original image with its prediction on the image after squeezing, the input is likely

to be adversarial if the original and squeezed inputs produce substantially different

outputs. Feature Squeezing adopts color bits reduction of each pixel and spatial

smoothing (local and non-local smoothing) as squeezers. We use the recommended

parameters (5 − bit, 2 × 2, 11 − 3 − 4) for ImageNet dataset. Another is a CNN-

based binary classifier based on a Steganography detector [13], which is designed for

detecting small noise specifically and outperforms classic classification models such

as Inception-v3 or ResNet. We finetune the pre-trained model4 with AEs generated

by different attacks. Concretely, we randomly select 1,000 clean images and generate

the corresponding AEs with Saliency Attack and six baselines, respectively. Thus, we

use 2×7, 000 pairs of clean images and AEs as the training set to finetune the model.

4https://github.com/brijeshiitg/Pytorch-implementation-of-SRNet

58



3.5. Conclusion

The training is run for 100 epochs, and the learning rate is 0.001. We test another

1,000 samples and record the detection rate (DR), which is the lower the better.

Table 3.6: Results for attacking against detection-based defenses

Method SR SRtrue Feature Squeezing DR Classifier DR

TVDBA 96.9% 23.2% 26.5% 61.9%

Parsimonious 98.2% 14.1% 33.3% 89.7%

Parsimonious-sal 96.7% 12.0% 29.7% 67.6%

Square 99.7% 1.9% 47.8% 85.4%

Square-sal 97.1% 22.5% 26.1% 63.1%

Saliency (ours) 93.6% 86.2% 21.2% 50.4%

From Table 3.6, we can find our Saliency attack can achieve lower detection rate

against both Feature Squeezing and binary classifier detection than other baselines.

For Feature Squeezing, although the area of perturbation generated by Saliency At-

tack is quite small and thus suffering a higher risk of being denoised by squeezers,

the detection rate of Saliency Attack is still better than other attacks due to our

effective perturbation. For the binary classifier detector, our Saliency Attack obtains

nearly 50% accuracy/detection rate, which means the perturbation is invisible enough

that the classifier will be difficult to converge and results in random guess. There-

fore, our Saliency Attack is able to generate imperceptible AEs that evade different

detection-based defenses.

3.5 Conclusion

In this paper, we propose restricting black-box attacks to perturb in salient regions to

improve the imperceptibility of AEs, and propose a novel black-box attack, Saliency

Attack. Experiments show that SOTA black-box attacks restricted in salient regions
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can indeed achieve better imperceptibility performance, while Saliency Attack further

enhances this by recursively refining perturbations in salient regions. Its perturbation

is much smaller, imperceptible and interpretable to some extent. Besides, we also find

that the salient regions of some examples are indeed progressive with respect to their

impact on model output, which is consistent with our assumption from the previous

visualization studies. Finally, the evaluation demonstrates that the AEs generated by

Saliency Attack are harder to be detected, which validates its imperceptibility from

the defensive perspective.

Although our Refine search provides significant benefit to the imperceptibility, it

inevitably consumes more queries compared with the black-box attacks with global

perturbations. In the future, we will try to find better ways to balance the three

objectives of query efficiency, imperceptibility and attack success rate for black-box

attacks. Furthermore, we will apply the salient region to more black-box attacks to

improve their imperceptibility. Our Saliency Attack could also be tested against other

kinds of defenses, such as robustness-based defenses (adversarial training, network

distillation, etc.), to validate its effectiveness.
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Chapter 4

Joint Universal Adversarial

Perturbations with Interpretations

Deep neural networks (DNNs) have significantly boosted the performance of many

challenging tasks. Despite the great development, DNNs have also exposed their vul-

nerability. Recent studies have shown that adversaries can manipulate the predictions

of DNNs by adding a universal adversarial perturbation (UAP) to benign samples.

On the other hand, increasing efforts have been made to help users understand and

explain the inner working of DNNs by highlighting the most informative parts (i.e.,

attribution maps) of samples with respect to their predictions. Moreover, we first

empirically find that such attribution maps between benign and adversarial examples

have a significant discrepancy, which has the potential to detect universal adversarial

perturbations for defending against adversarial attacks. This finding motivates us to

further investigate a new research problem: whether there exist universal adversarial

perturbations that are able to jointly attack DNNs classifier and its interpretation

with malicious desires. It is challenging to give an explicit answer since these two

objectives are seemingly conflicting. In this paper, we propose a novel attacking

framework to generate joint universal adversarial perturbations (JUAP), which can
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fool the DNNs model and misguide the inspection from interpreters simultaneously.

Comprehensive experiments on various datasets demonstrate the effectiveness of the

proposed method JUAP for joint attacks. To the best of our knowledge, this is the

first effort to study UAP for jointly attacking both DNNs and interpretations.

4.1 Introduction

As one of the most important data mining techniques, Deep Neural Networks (DNNs)

have achieved massive remarkable performance in various challenging downstream

domains [107, 48, 39, 114], e.g., image classifications [223, 204, 220, 221], language

generation [209, 138], and social media [38, 182]. These deep learning methods have

significantly benefited our humans in daily life and created great economic outcomes

in society. Along with their impressive development and great achievement, DNNs

techniques have also exposed their untrustworthy aspects [102, 97, 49, 189, 133], which

might perform unreliable predictions and cause severe economic, social, and security

consequences, especially in safety-critical scenarios. For example, adversaries can

maliciously generate well-designed patterns in road signs, such that DNNs-enhanced

autonomous vehicles might recognize a stop sign as an acceleration sign [168], leading

to great potential risks to personal safety.

Current adversarial perturbations in computer vision tasks can be divided into two

types, i.e., image-dependent perturbations (IDPs) and image-agnostic universal ad-

versarial perturbations (UAPs). Image-dependent perturbations need to be crafted

for each image by using iterative/non-iterative gradient decent [121, 56, 15, 8, 104]

algorithms or solving an optimization problem [9]. Instead, image-agnostic UAP

can be added to most benign images and then cause misclassification of DNNs with

very high confidence [126, 137]. Due to the good generalization capability, UAPs,

after learning from the dataset, can even attack unseen images. Besides, compared

with image-dependent perturbations specific to each sample, image-agnostic UAPs,
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Figure 4.1: An illustration of interpretation discrepancy for benign and adversarial

images (via adding universal adversarial perturbations) under various interpreters.

once learned and deployed, are more efficient, especially when facing large-scale data

samples. Thus, image-agnostic universal adversarial perturbations pose a significant

threat to the security of DNNs.

In recent years, in order to enhance the trustworthiness of DNNs models, increasing

efforts have been made to help users understand the inner working mechanism of

DNNs models by providing interpretations on how certain decisions are made [226,

156, 62, 134]. More specifically, the interpretations can be achieved by identifying the

most influential parts (e.g., attribution maps) of the input with respect to its predic-

tion [160, 31, 147, 53, 117, 45]. For example, as the first activation-based interpreter,

CAM was proposed to compute a weighted sum of the activation of the last convo-

lutional layer to generate attribution maps, where the weights are the parameters of

the final dense layer [226]. Simonyan et al. [160] proposed to use the derivative as

the attribution maps, considered as the gradient-based method. On the other hand,

63



Chapter 4. Joint Universal Adversarial Perturbations with Interpretations

recent works have found that DNNs models’ interpretability can work as inspectors

or detectors (i.e., model debugging) to diagnose models’ errors and reveal models’

vulnerability (i.e., adversarial perturbations) in computer vision domain [1] and text

domain [96, 95, 180]. As a result, interpreters have the potential to detect adversarial

perturbations for defending against adversarial attacks.

In order to verify such detection capabilities in the image domain under various

DNNs’ interpreters (i.e., CAM, GradCAM, and RTS) for UAP attacks [126], we

first perform empirical studies to evaluate the interpretation discrepancy between

interpretation maps on the benign and adversarial images. As shown in Fig. 4.1,

the attribution maps on adversarial examples are significantly different from those

of benign examples. Once such ‘confused’ predictions are inspected, humans (e.g.,

model designers) can develop some strategies to enhance the DNNs model’s robustness

against adversarial attacks. In other words, interpreters can be further exploited as

anomaly detectors to improve the system’s safety. Thus, our experimental results

validate that DNNs’ interpretations provide great opportunities to detect universal

adversarial perturbations for defending against adversarial attacks.

In order to evade interpreters’ detection with malicious desires, we further raise a new

question, i.e., whether there exist universal adversarial perturbations that can perform

a joint attack to attack DNNs classifier and its interpretation simultaneously with

malicious desires? To be specific, by adding the universal adversarial perturbations

to the benign images, the objectives of the joint attack are to maximize the change of

DNNs’ predictions while minimizing the interpretation discrepancy, leading to more

severe safety issues for DNNs techniques. However, these two objectives are essentially

contradictory to each other. That is because the added universal perturbations tend to

be the most influential part of natural images for obtaining incorrect labels, while the

goal of interpreters is to identify the most influential maps for explaining how do DNNs

models make decisions. Therefore, to investigate such new questions, in this paper,

we propose a novel attacking framework (JUAP) for generating universal adversarial
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perturbations, which can simultaneously mislead the DNNs model’s prediction and

misguide the inspection from the interpreter.

Our major contributions are summarised as follows:

• We discover that DNNs modes’ interpretability can be leveraged to understand

and inspect the problematic outputs from adversarial examples caused by uni-

versal adversarial perturbations, which pave the way to enhance the safety of

DNNs models.

• We study a novel problem of exploring universal adversarial perturbations to

jointly attack DNNs models as well as their interpretations, which reveals more

severe safety concerns. To the best of our knowledge, we are the first to inves-

tigate universal adversarial perturbations from the perspective of interpreters’

detection.

• We propose a novel attacking framework to generate joint universal adversarial

perturbations (JUAP), where a generative adversarial network is proposed to

learn universal perturbations for fooling the DNNs model and misguide the

inspection from interpreters simultaneously.

• Our comprehensive experiments on three real-world datasets demonstrate that

the proposed attacker can achieve a high fooling ratio for attacking classifiers

with a small interpretation discrepancy, which successfully achieves the joint

attack on DNNs and their coupled interpreters.

The remainder of this paper is organized as follows. In Section 4.2, we briefly review

some related works. In Section 4.3, we introduce the problem definition. Then, we

present the details of our proposed method to generate joint universal adversarial

perturbations in Section 4.4. In Section 4.5, we conduct massive experiments and

demonstrate the effectiveness of our JUAP. At last, we conclude our work with future

directions in Section 4.6.
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4.2 Related works

In this section, we briefly review some related work about adversarial attacks and

interpretation models.

4.2.1 Universal (Input-agnostic) Adversarial Perturbations

Deep neural networks are susceptible to deception by adversarial attacks. That is,

the output of a DNNs model can be fooled by adding well-designed, imperceptible

perturbations to the input [56, 121]. More specifically, by considering image-agnostic

perturbations, adversaries can find universal adversarial perturbations (UAPs) that

can deceive the neural network model when added to most images. Since only one

perturbation is required to be generated, UAP has a significant advantage in com-

putational efficiency over image-dependent perturbations [32]. Moosavi-Dezfooli et

al. [126] presented the first data-driven iterative UAP generation algorithm that

uses Deep Fool [127] for each unsuccessfully attacked image to identify the mini-

mum perturbation that can deceive the model and add it to the UAP. Although the

iterative approach can generate UAPs with a high attack success rate, its computa-

tional cost is quite expensive. Therefore, generative methods are applied to generate

UAPs [142, 105, 128]. Hayes et al. [60] suggested using a universal adversarial net-

work (UAN) to learn the overall distribution of UAPs instead of fixing one UAP.

Thus the UAN can quickly generate different UAPs depending on the different input

noises. Mopuri et al. [128] further introduced a new loss function to ensure that the

generated perturbations are diverse enough and can fool the neural network model

successfully.
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4.2.2 DNNs Interpretability

Interpreters aim to reveal the underlying reasons why a deep neural network model

makes a particular prediction in a human-understandable way. Several interpretation

methods have been proposed for analyzing the discriminative regions of image clas-

sification models [161, 156, 217]. CAM [226] is the first proposed activation-based

interpretation method, which performs a weighted sum of the feature maps of the

convolutional layers, usually the last layer, for the explanation. To overcome the

drawback that CAM needs to modify the network architecture, Grad-CAM [156]

suggested taking the mean value of the gradient as the weight of the feature map

and keeping only the regions that have a positive impact on the classification. Grad-

CAM++ [21] weights the gradients for the problem that there may be more than one

class in the image, making the localization more accurate. Another category of inter-

pretation methods are gradient-based methods, which calculate the gradient of the

output over the input image to determine which pixels have a stronger impact on the

prediction [163]. However, the saliency maps obtained by such methods are usually

not clear enough. Instead of relying on gradients, the model-based interpreters train

a masking model to predict saliency maps during forward propagation [31].

However, researchers have found that these interpreters can be manipulated arbitrar-

ily. For instance, Heo et al. [67] fine-tuned the neural network model by adding the

interpretation results to the penalty term of the loss function, which allowed manip-

ulating the saliency map of the interpreter without compromising the accuracy of

the model. Ghorbani et al. [55] introduced adversarial perturbations to interpreters,

i.e., it is possible to generate interpretations that differ significantly from the original

image by simply adding perturbations to the image that are imperceptible to the

naked eye and that do not change the classification result. Dombrowski et al. [40]

further manipulated the interpretation methods by using adversarial perturbations

to generate arbitrary explanation maps and explained this phenomenon in terms of

the geometric properties of neural networks.
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4.2.3 Fooling Both Classifiers and Interpreters

Traditional adversarial attack methods change the explanation maps of neural net-

work models while deceiving their predictions, and thus can be easily detected by

users. A more threatening class of adversarial attacks is one that can mislead neu-

ral network models without changing the explanation maps. By considering image-

dependent perturbations, Zhang et al. [218] proposed an attack method, ADV 2, to

integrate the difference between the attribution maps of the generated adversarial ex-

amples and the original images into the loss function to ensure that the explanation

maps are not changed when misleading the classifier. Zhang et al. also pointed out

that a potential reason why classifiers and interpreters can be successfully attacked

simultaneously is that interpreters usually explain only part of the classifier’s behav-

ior. Adversarial patches are a more practical class of adversarial attacks that can

effectively mislead classifiers, but interpretation methods such as Grad-CAM [156]

can highlight patch locations and thus be noticed. Subramanya et al. [170] optimize

the patches while suppressing the heat map of the patch locations, making the adver-

sarial patches unnoticeable to the interpreter when deceiving the classifier. However,

most of these existing attacking methods focus on image-dependent attacks, i.e., they

need to generate specific perturbations for each image. To the best of our knowledge,

this is the first effort to investigate universal adversarial perturbations to jointly

deceive the DNNs classifier and interpreter for a trustworthy DNNs model.

4.3 Problem Definition

Given a benign image x ∈ Rd with its ground truth Cx ∈ {1, 2, ..., k}, the goal of a

DNN classifier is to learn a model for label prediction, which can be formulated as

f(x) : Rd → {1, 2, ..., k}.
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Adversarial Perturbations. For a benign image x, attackers can generate imper-

ceptible perturbations n̂ to obtain its corresponding adversarial example x̂ = x + n̂

so as to manipulate the DNN classifier f(x̂) to make the malicious prediction. More-

over, the perturbations are required to satisfy the imperceptibility property (i.e., per-

ceptually indistinguishable from our human eye), which can be achieved by adding

constraint: ∥n̂∥p ≤ ζ, where ζ is a hyperparameter used to control the magnitude of

the perturbation and p is the vector norm.

In general, adversarial perturbations can be categorized as image-dependent and uni-

versal (image-agnostic) perturbations. Given a well-trained DNNs classifier f and a

dataset D = {xi, Cxi
|i = 1, ..., N} containing N samples with their labels Cxi

:

• Image-dependent Adversarial Perturbations can be defined as n̂i for a

specific image xi. The image-dependent perturbations can mislead f(xi) to

provide wrong prediction output, which can be mathematically formulated as:

f(xi) ̸= f(xi + n̂i), i = 1, · · · , N. (4.1)

Normally, image-dependent perturbations are devised for each sample, respec-

tively, which is time-consuming and lacks generalization ability. The perturba-

tions generated based on one specific sample may not function well when added

to other benign images.

• Universal Adversarial Perturbations (UAPs) are defined as n̂, aiming to

fool classifer f to produce incorrect predictions for most samples in D as follows:

f(xi) ̸= f(xi + n̂), i = 1, · · · , N. (4.2)

The universal adversarial perturbations are usually learned based on a set of

training samples with great generalization properties. Thus, UAPs can also

mislead the DNNs’ predictions when added to unseen benign samples.
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DNNs’ Interpretations. Given a classifier f , its coupled interpreters are defined

as I : Rd → Rd, aiming to produce an attribution map I(x), which highlights the

most influential parts of the input with respect to its prediction. The attribution

map can provide a great way to help users understand and explain the inner working

mechanism of how certain decisions are made from the DNNs model. Moreover, recent

works have found that DNNs’ interpreters have the potential to work as anomaly

detectors for improving the security of DNNs against adversarial attacks [1, 96, 95,

180], as demonstrated in our empirical studies (see the Fig. 4.1).

Problem Statement: Given an image xi, the attacker aims to perform a joint

attack by generating universal adversarial perturbations n̂, which can fulfill the fol-

lowing two goals:

• The UAP n̂ on any sample xi can change the DNNs classifier prediction to

incorrect label:

f(xi) ̸= f(xi + n̂), i = 1, · · · , N ; (4.3)

• The UAP n̂ on any sample xi can manipulate the interpreter to produce the

same attribution maps as that on that original input:

I(xi) = I(xi + n̂), i = 1, · · · , N. (4.4)

4.4 Methodology

In this section, we introduce the details of our proposed method JUAP to achieve

the joint attack.

4.4.1 An Overview of Our Proposed Method

The goal of this work is to conduct joint attacks by learning image-agnostic adversarial

perturbations. To achieve this goal, we propose a novel universal adversarial pertur-
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Figure 4.2: The overall framework of the proposed method (JUAP), consisting of

perturbations generator and joint attacks optimization for fooling DNNs classifier

and interpreter simultaneously.

bations framework (JUAP) to jointly attack the DNNs classifier and interpreter.

More specifically, a generative adversarial network is proposed to learn universal per-

turbations that cause natural samples to be misclassified with high confidence while

keeping their attribution maps unchanged. The overall framework of the proposed

method JUAP is shown in Fig. 4.2, which consists of perturbations generator and

joint attacks optimization for fooling DNNs classifier and interpreter simultaneously.

4.4.2 Attack DNNs Classifiers

A general solution to generate universal adversarial perturbations is to leverage an

iterative gradient-based strategy [126, 32]. However, iteratively creating perturba-

tions for each sample and fusing all perturbations to get the UAP is time-consuming.

Moreover, UAP created by data-driven iterative gradient-based methods significantly

depends on the training set. Thus, in this work, in order to attack DNNs classi-

fiers, a generative adversarial framework is proposed to learn universal adversarial

perturbations n̂, which can be formulated as an image-to-image translation task by

reconstructing different noise vectors, consisting of an encoder e(·) and a decoder
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d(·). Given various initial input noise, the output perturbations are different from

each other. Meanwhile, this generative model can generate infinite UAPs based on

a specific training set. To accelerate the convergence speed, we randomly sample a

noise vector from the uniform distribution U(0, 1), denoted as n, with the same size

as the input images. More specifically, a generator Gθ with weights θ is developed

to map the random noise image to joint universal adversarial perturbations n̂, which

can be modeled as follows:

n̂ = Gθ(n) = d(e(n)), n ∼ U(0, 1), (4.5)

where the encoder extracts the latent variables (or semantic features) of the inputs,

while the decoder receives the encoders’ output and reconstructs the latent variables

to implement the image-to-image translation. More details about generator can be

found in Section 4.5.2.

To make the JUAP imperceptible, the output of the generator is scaled to have a

fixed magnitude. Mathematically, the JUAP generation process can be defined as

follows:

n̂ = min

(
1,

ζ

∥Gθ (n)∥p

)
· Gθ (n) , n ∼ U(0, 1), (4.6)

where ζ is a pre-defined threshold to control the magnitude of the JUAP. ∥·∥p is the

p-norm of the vector. After that, the adversarial examples can be obtained by adding

the joint universal perturbation to benign images, i.e., x̂ = x+ n̂.

To optimize the parameters θ of the generator G for attacking DNNs classifiers, we

need to specify a classification objective to optimize. More specifically, with differ-

ent attacking goals, we can define three types of objectives to learn generator Gθ’s
parameters as follows:

• One of the representative attacking goals is to perform non-targeted attack.

The most general practice for the image classification task is to minimize the

cross-entropy loss between predictions and true labels to guide the parameters’
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optimization for the exact classification. Inspired by this paradigm, we propose

to maximize the cross-entropy loss for the non-targeted attack as follows:

min
θ
Lfool−classifier = min

θ
− log(L (f (x̂) , Cx)), (4.7)

where L is the cross-entropy loss.

• Instead of maximizing the cross-entropy loss, other alternatives can also be

exploited to deceive classifiers for non-targeted attack. The most straightforward

method is to assign a wrong label for samples at each iteration and minimize

the cross-entropy loss to attack classifiers. To achieve a great performance, we

set the least likely class as the target label as follows:

min
θ
Lfool−classifier = min

θ
log (L (f (x̂) , Cmin)) , (4.8)

where Cmin is the class with the minimum prediction probability, i.e., Cmin =

argmin(f(x)).

• Next, we can consider a more difficult task: targeted attack. In such a scenario,

the goal of universal perturbations is to not only mislead the classifiers but also

change the predictions to a specific target label Ct. To achieve the targeted

attack, we can directly minimize the cross-entropy loss toward a target label

Ct:

min
θ
Lfool−classifier = min

θ
log (L (f (x̂) , Ct)) . (4.9)

4.4.3 Attack DNNs Interpreters

Fooling interpreters aims to minimize the discrepancy of interpretation maps between

benign and adversarial examples. To demonstrate the effectiveness of the proposed

methods, we focus on adversarial attacks on three representative interpretation meth-

ods, i.e., CAM [226], GradCAM [156], and RTS [31], where they have different un-

derlying mechanisms. CAM [226] is the representative activation-based interpreter,
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which has been widely used in various computer vision tasks. Using GradCAM [156]

as the interpreter aims to demonstrate the effectiveness of JUAP in manipulating

attribution maps based on gradients. Here typical gradient-based interpreters [163]

are not taken into account since the attribution maps produced by these methods

are not sufficiently clear/distinguishable. RTS [31] is employed as a representation

of methods that do not rely on the intrinsic model parameters (e.g., activations or

gradients) for generating the attribution maps. Mathematically, the aforementioned

interpreter methods are briefly summarised as follows:

• CAM is the first activation-based method, which is easily embedded into most

existing DNNs. Let Ak
ij denote the element in the i-th row and j-th column of

the k-th channel of the last convolutional layer. The output of the following

global average pooling layer is Ak = 1
V

∑
i

∑
j A

k
ij, where V is the number of the

latent variables in the last convolutional layer. ωk
c denotes the weight in final

dense layer between Ak and the logits of class c. The attribution map for class

c is defined as Ic, where each spatial element is given by

Ic(i, j) =
∑
k

ωk
cA

k
ij. (4.10)

• GradCAM is one of the variants of CAM, which takes the gradient into consid-

eration. The gradient is used to compute the weight ωk
c , i.e.,

ωk
c =

1

V

∑
i

∑
j

∂fc
∂Ak

ij

, (4.11)

where fc is the c-th output of the classifier. The attribution maps are computed

by Eq (4.10).

• RTS is the representative model-based method, which trains a model to create

attribution maps. Let Rϖ denote the interpreter with weights ϖ. The attri-

bution maps are created by the interpreter, i.e., I = Rϖ (x). To optimize the
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parameters of RTS interpreter, the objective function is formulated as:

Lrts =λ1Ltv(I) + λ2Lav(I) (4.12)

− log (fc(ϕ(x, I))) + λ3fc(ϕ(x, 1− I))λ4 ,

where Ltv(I) and Lav(I) are the total variation and the average value of the

attribution map. These two items aim to reduce the noise and retain the most

informative part of the attribution map. ϕ uses the interpretation I as the

mask and blends the benign image x with noise. The last two items encourage

the interpreter to capture the most informative part of the attribution map.

In order to deceive DNNs’ interpreters, we aim to minimize the interpretation shift

of interpretation maps between benign and adversarial examples. There are multiple

alternatives, e.g., Mean Square Error, Kullback-Leibler Divergence, Maximum Mean

Discrepancy, etc. In this paper, we use the L2 measure, which is easy to implement

without additional computation cost. The objective is shown as follows:

min
θ
Lfool−interpreter = min

θ
∥I (x̂)− I (x)∥2 , (4.13)

I(i, j) (·) =



∑
k

ωk
c · Ak

ij, if CAM ,∑
k

(
1
V

∑
i

∑
j

∂fc
∂Ak

ij

)
· Ak

ij, if GradCAM ,

Rϖ (·) , if RTS .

(4.14)

Optimization. During deceiving interpreters, it is necessary to ensure that the

second-order derivative of generators is not all-zero, especially for the interpreters

using gradients. The ReLU activation function is widely used in various DNNs,

which consists of two linear components. The second-order derivative of ReLU is all-

zero and brings difficulties in performing back-propagation during gradient descent.

To tackle this optimization issue, we propose using a smoothing mechanism on the

gradient of ReLU for minimizing Eq. (4.13) as follows:

a (s) = 1 (s < 0) · (1 + s/
√
s2 + τ) + 1 (s ≥ 0) · s/

√
s2 + τ , (4.15)
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where 1(·) is the indicator function, and τ = 10−4 is a small constant to ensure that

the output of the function is bounded. s is the input of the ReLU activation layer.

4.4.4 Universal Adversarial Perturbations for Joint Attack

After introducing the DNNs classifier attack and interpreters attack, we finally design

the joint attack to generate UAPs for attacking the classifier and its interpreter simul-

taneously. The most straightforward approach for the joint attack is to minimize the

aforementioned loss functions simultaneously for optimizing generator’s parameters.

However, deceiving both classifiers and interpreters still face a tremendous challenge.

That is, the objective of changing predictions usually contradicts the objective of

keeping interpretations unchanged. That is because to change the classifier output

more significantly, the perturbations tend to be added to the most informative parts

in an image, which are also the regions easily detected by the interpreter.

To address the challenge, we propose an iterative optimization strategy for optimizing

the objectives of classifier and interpreter attacks. More specifically, at the beginning

of the generator training, we conduct joint optimization on the two objectives. When

the perturbations produced by the generator are able to deceive the classifier, we focus

on fooling its coupled interpreter without deceiving classifiers. The overall objective

is defined as follows:

LJUAP = max{Lfool−classifier, δ}+ λ · Lfool−interpreter, (4.16)

where λ is a hyperparameter to control the attacking effect between the classifier and

interpreter, and δ is exploited to decide whether to fool classifiers. In the following

section, we conduct comprehensive experiments and demonstrate that the proposed

method is robust to different loss functions defined in Eq. (4.7)-(4.9). The overall

training process of the proposed method JUAP is shown in Algorithm 2.
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Figure 4.3: The overall framework of the proposed method on for generating joint

image-dependent perturbations.

4.4.5 JUAP for Image-dependent Perturbations

Although our proposed method is designed for generating image-agnostic perturba-

tions, the proposed framework has strong scalability and can be easily generalized

to produce image-dependent perturbations. To achieve the goal, instead of using

multiple samples to learn universal adversarial perturbations, image-dependent per-

turbations are devised for each sample. That is, for each sample, the parameters of

the generator vary and are updated by backpropagation for learning image-dependent

perturbations. The production of image-dependent perturbations is defined by:

n̂i = min

(
1,

ζ

∥Gθi (n)∥p

)
· Gθi (n) , n ∈ [0, 1]d. (4.17)

The overall framework for generating image-dependent perturbations can be found

in Fig. 4.3. Note that we follow the same optimization objective and strategy as

JUAP in the image-dependent scenario. We also conduct comprehensive experiments

to evaluate the effectiveness of our proposed method for generating image-dependent

perturbations in Section 4.5.5. It should be noted that JUAP and the related study

called ADV 2 [218] have different focuses, with JUAP being primarily used for gen-

erating universal adversarial perturbations (UAP) while ADV 2 for generating image-
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Algorithm 2: Our proposed method JUAP

Input:

Benign samples x, generator Gθ, classifier f , interpreter I, vector norm p,

threshold ζ, random noise n, iteration T .

Output: Joint universal adversarial perturbation n̂.

Procedure:

1 for t in 1:T do

2 Reconstruct and scale the random noise n to get JUAP n̂:

n̂ = min
(
1, ζ

∥Gθ(n)∥p

)
· Gθ (n) ;

3 Create adversarial examples x̂: x̂ = x+ n̂;

4 Compute the loss function by using one of objectives for attacking classifiers

in Eqs. (4.7)-(4.9) ;

5 Compute the interpretation shift by Eq. (4.13) ;

6 Compute the overall objective LJUAP by Eq. (4.16);

7 Update parameters θ of the generator: θ ← θ − γ · ∇θLJUAP ;

8 end for

dependent perturbations (IDP). Therefore, we only verify the potential of JUAP in

generating IDPs to deceive both classifiers and interpreters without comparing JAP

with ADV 2, which is unfair and meaningless.

4.5 Experiments

4.5.1 Datasets

In our experiment, three representative image classification datasets (i.e., ImageNet,

Chest X-Ray dataset, and Intel Image Classification dataset) are used to validate the

effectiveness of the proposed method. The details are shown as follows:
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• ImageNet [36] is the most widely used image classification dataset, which

contains more than 12 million training images, 50,000 validation images, and

100,000 test images with 1,000 classes. We randomly sample 20% validation

images (10,000 images) as training and test sets, respectively.

• Chest X-Ray Dataset [84] contains 5,863 chest X-ray images from children

with two classes (i.e., Pneumonia/Normal). We use the training and test sets

to evaluate the performance of the proposed framework.

• Intel Image Classification Dataset 1 is initially published by Intel to host

an Image classification Challenge. It contains around 25,000 images under 6

classes. We randomly choose 20% training images as the training and test sets,

respectively.

4.5.2 Implementation details

Classifiers

Two representative deep neural networks are used as the classifiers, i.e., ResNet18 [61]

and DenseNet121 [72]. These two DNNs vary in capacities and architectures, which

factors out the influence of different classifiers and demonstrates the robustness of

the proposed method. We directly use the pre-trained models as the classifiers when

constructing experiments on the ImageNet dataset. For other datasets, we fine-tune

the pre-trained models as the target classifiers. The Top-1 accuracy attained on

different datasets is summarised in Tab. 4.1.

1https://www.kaggle.com/datasets/puneet6060/intel-image-classification
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Table 4.1: Top-1 accuracy on different datasets.

Datasets ImageNet X-Ray Intel

DNNs Models
ResNet18 67.340 87.821 90.100

DenseNet121 72.100 91.506 88.604

Universal Adversarial Perturbations Generators

In order to evaluate the robustness of our proposed method JUAP, in this paper, we

adopt two representative architectures to generate universal adversarial perturbations.

• ResNet generator [79] consists of several residual blocks proposed in [61] for

reconstructing the input noise. Residual connections make the output image

share structure with the input image, which is suitable for the image-to-image

translation task.

• U-Net generator [150] is comprised of five convolutional layers and symmet-

rical upsampling operators. The skip connections between the convolutional

layer and its symmetrical upsampling operator increase the resolution of the

output, which is widely used in image translation and semantic segmentation

tasks.

Baselines

To better demonstrate the superiority of the proposed method, we use several repre-

sentative methods as baselines for comparison. The details about these baselines and

variants of the proposed method are summarised as follows:

• UAP [126]: This is the first iterative method for generating universal adversarial

perturbations.

• GUAP [142]: This method is a typical generative method for creating universal
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adversarial perturbations.

• GUAP-Ct [142]: This method is used to generate UAPs for the targeted attack.

• PGD [121]: This method is used as the representative method to create image-

dependent perturbations.

• R-JUAP: This is the proposed method that uses the ResNet generator to create

JUAPs.

• U-JUAP: This method is proposed to create JUAPs based on the U-Net gener-

ator.

Evaluation Metrics

Three evaluation metrics are used to quantitatively evaluate the performance of the

proposed method from two aspects, i.e., attacking DNNs classifiers and interpreters.

The details are summarised as follows:

• Fooling Ratio (FR) [126]. This metric is used to evaluate the effectiveness of

fooling classifiers as follows:

Fooling Ratio (FR) =

(
N∑
i=1

1 (f (x̂i) ̸= f (xi))

)
/N, (4.18)

where 1(·) is the indicator function. The higher FR values indicate better

performance for attacking the DNNs classifier.

• L∞ metric (L1). As for attacking interpreter, this metric is exploited to assess

the discrepancy of attribution maps between benign and adversarial examples,

which is computed as follows:

L1 = ∥I (x̂)− I (x)∥1. (4.19)

The lower L∞ values indicate better performance for attacking DNNs inter-

preters.
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• Intersection-Over-Union (IOU) score. This metric is widely used in the

target detection domain. We adopt it to measure the similarity of attribution

maps:

IOU (I (x) , I (x̂)) = |O (I (x)) ∩O (I (x̂))|
|O (I (x)) ∪O (I (x̂))| , (4.20)

where O(·) is the binarization function. The higher IOU values indicate better

performance for attacking interpreters.

Parameter Settings

All experiments are implemented on PyTorch, and all baselines are conducted by

their open-source implementations. For JUAP, we use Adam the optimizer with

a learning rate of 0.0002, and the batch size is set to 30. All images are resized

to 224 × 224 and preprocessed by widely used data augmentation methods, e.g.,

Random Crop and Random Horizontal Flip. During the inference process, all test

images are resized to 224 × 224 without further preprocessing. In Eq. (4.6), p = 2

and ζ = 2000 are set as the default. In the following experiments, we also set p =∞
and ζ = 10 to demonstrate the robustness of the proposed framework. The reason for

selecting these two sets of parameters is that the generated UAPs can effectively carry

out attacks with imperceptible perturbations [126, 142]. In Eq. (4.16), δ is set to -0.8.

Due to the differences of characteristics between multiple interpreters, λ is fine-tuned

dynamically. We recommend setting λ ∈ [0.0001, 0.003]. During the training process,

we mainly use Eq (4.8) as the objective. When deceiving RTS, since the encoder

plays a crucial role in creating attribution maps, solely using the aforementioned loss

function Lfool−interpreter is not sufficient to manipulate the interpretation. We add an

additional loss function to deceive RTS, i.e., Lrts = ∥e (x̂)− e (x)∥2, where e(·) is the
output of the encoder.
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Table 4.2: Fooling ratio on different datasets.

Datasets ImageNet X-Ray Intel

M
e
th

o
d

ResNet18

UAP 77.64 75.80 51.46

GUAP 79.91 83.97 50.75

R-JUAP-CAM 80.35 84.62 55.627

R-JUAP-GradCAM 80.21 84.94 51.71

R-JUAP-RTS 83.88 79.49 50.78

U-JUAP-CAM 77.35 80.29 54.63

U-JUAP-GradCAM 84.27 82.53 46.58

U-JUAP-RTS 85.00 83.01 50.32

DenseNet121

UAP 78.37 75.16 46.83

GUAP 77.01 79.17 53.10

R-JUAP-CAM 76.60 83.81 47.54

R-JUAP-GradCAM 77.54 81.09 50.57

R-JUAP-RTS 77.31 76.12 52.99

U-JUAP-CAM 77.17 79.81 45.01

U-JUAP-GradCAM 78.10 78.53 51.78

U-JUAP-RTS 76.12 79.81 54.06

4.5.3 Effectiveness of Attacking Classifiers

We first evaluate the effectiveness of JUAP for attacking target classifiers. We sum-

marise the fooling ratio for different target classifiers on three benchmark datasets,

and the results are shown in Tab. 4.2. We only report one result for UAP and

GUAP since interpreters do not affect their fooling ratios. We use R-JUAP-CAM (or

R-JUAP-GradCAM, and R-JUAP-RTS) and U-JUAP-CAM (or U-JUAP-GradCAM,

and U-JUAP-RTS) to represent the JUAP generated by the ResNet generator and U-

Net generator, respectively, where the interpreter is CAM (or GradCAM, and RTS).

From the results, we have the following observations:

• Compared with other baselines, it is observed that both R-JUAP and U-JUAP

achieve a high fooling ratio across different target classifiers, which demonstrates
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Table 4.3: Interpretation discrepancy between adversarial and benign attribution

maps (Model: DenseNet121).

Datasets ImageNet X-Ray Intel

Metrics L1 IOU L1 IOU L1 IOU

M
e
th

o
d

UAP-CAM 0.23 0.52 0.28 0.45 0.25 0.51

GUAP-CAM 0.18 0.59 0.25 0.46 0.20 0.53

U-JUAP-CAM 0.17 0.63 0.22 0.53 0.18 0.59

R-JUAP-CAM 0.17 0.63 0.21 0.54 0.18 0.61

UAP-GradCAM 0.21 0.36 0.28 0.44 0.23 0.55

GUAP-GradCAM 0.18 0.46 0.25 0.47 0.20 0.53

U-JUAP-GradCAM 0.18 0.49 0.21 0.54 0.20 0.55

R-JUAP-GradCAM 0.17 0.51 0.21 0.54 0.20 0.57

UAP-RTS 0.10 0.68 0.13 0.72 0.13 0.61

GUAP-RTS 0.14 0.60 0.14 0.71 0.20 0.54

U-JUAP-RTS 0.08 0.72 0.08 0.81 0.12 0.64

R-JUAP-RTS 0.07 0.74 0.06 0.85 0.08 0.71

the effectiveness of JUAP for fooling classifiers. Although the optimization

objective is complicated, it is still possible to find the optimal solution.

• R-JUAP and U-JUAP achieve a similar fooling ratio, which indicates that the

proposed framework is robust to the architecture of the generator. Meanwhile,

in most cases, R-JUAP and U-JUAP with different interpreters outperform the

other baselines in the fooling ratio, which indicates that the proposed framework

successfully resolves the dilemma between attacking the classifier and its coupled

interpreters.
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Table 4.4: Detection Rate against an interpreter-based detector.

Target Model Method X-Ensemble

ResNet18

UAP 71.65

GUAP 76.53

U-JUAP 18.57

R-JUAP 17.14

DenseNet121

UAP 72.54

GUAP 83.60

U-JUAP 25.72

R-JUAP 20.33

4.5.4 Effectiveness of Attacking Interpreters

In this section, we evaluate the effectiveness of JUAP for deceiving interpreters, i.e.,

make the attributions maps of benign and adversarial examples similar. We sum-

marise the L∞ measure and IOU score of adversarial attribution maps with respect

to benign maps on three datasets. The results are shown in Tab. 4.3, Fig. 4.4, and

Fig. 4.5, respectively. We get the following insightful observations from the experi-

mental results.

• We first visualize some examples for qualitative comparison. Fig. 4.4 shows some

attributions maps of benign and adversarial images (produced by UAP, GUAP,

U-JUAP, and R-JUAP) with respect to different interpreters (i.e., CAM, Grad-

CAM, and RTS). We observe that attribution maps of U-JUAP and R-JUAP

are similar with that of the benign images with respect to various interpreters.

As for the other baselines, the differences of attribution maps are large, which

makes the attack perceptible.

• Next we use L∞ measure and IOU score for quantitative comparison. As shown

in Tab. 4.3 and Fig. 4.5, both R-JUAP and U-JUAP achieve high IOU scores
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Figure 4.4: Attribution maps of benign images and adversarial images with different

interpreters on ResNet18.

with small L∞ measure, indicating that the adversarial attribution maps of

JUAP are perceptually indistinguishable from their benign counterparts. From

these comprehensive experiments, we sufficiently demonstrate the effectiveness

of JUAP in deceiving both classifiers and interpreters.

• In addition, we test our R-JUAP and U-JUAP against an interpreter-based de-

tector called X-Ensemble [183]. X-Ensemble utilizes an ensemble of interpreters

to generate a couple of saliency maps for an image, and then trains CNN-based

binary classifiers accordingly and an random forest to detect adversarial exam-

ples. The results are shown in Tab. 4.4. We observe that the detection rate

of JUAP against is significantly lower than that of UAP and GUAP, which

indicates that JUAP can effectively evade the interpreter-based detector.
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Figure 4.5: Interpretation discrepancy of attribution maps between benign and ad-

versarial examples (Model: ResNet18).

4.5.5 Effectiveness of Generating IDPs

As we mentioned before, the proposed framework is equipped with the ability to

produce image-dependent perturbations for malicious attacks. In this subsection, we

use the most representative attacker, PGD [121], as the baseline for comparison, and

GradCAM is exploited as the basic interpreter. We first illustrate some examples

for qualitative comparison. As shown in Fig. 4.6, attribution maps of samples added

joint adversarial perturbations almost remain unchanged. The quantitative results

are summarized in Tab. 4.5. We can observe that JAP achieves the high fooling ratio

and IOU with the small L∞ measure, which further quantitatively demonstrates the

above conclusion.
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Figure 4.6: Attribution maps of benign images and adversarial images based on the

GradCAM interpreter (Model: ResNet18).

4.5.6 Model Analysis

In this section, we aim to investigate the impact of model components and model

hyper-parameters in our proposed framework.

Lp Norm Attacks

In addition to p = 2 with threshold ζ = 2000 in Eq. (4.6), here we investigate how

p = ∞ with threshold ζ = 10 affects the attacking performance. The results are

summarized in Tab. 4.6. We observe that the three metrics (i.e., fooling ratio, L∞

Table 4.5: Results of PGD and JAP on ImageNet.

Target Model Method FR L1 IOU

ResNet18
PGD 100.00 36.70 0.55

JAP 100.00 27.15 0.65

DenseNet121
PGD 100.00 34.54 0.57

JAP 100.00 26.42 0.66
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Table 4.6: Fooling ratio on different datasets.

Models ResNet18 DenseNet121

Method FR L1 IOU FR L1 IOU

L∞-10

R-JUAP-CAM 85.32 0.12 0.64 75.50 0.13 0.61

R-JUAP-GradCAM 78.39 0.15 0.66 78.88 0.17 0.61

R-JUAP-RTS 80.38 0.08 0.69 76.69 0.07 0.73

U-JUAP-CAM 81.69 0.16 0.64 78.37 0.17 0.62

U-JUAP-GradCAM 86.30 0.18 0.49 79.15 0.18 0.47

U-JUAP-RTS 85.44 0.09 0.64 79.06 0.09 0.68

L2-2000

R-JUAP-CAM 80.35 0.16 0.65 76.60 0.17 0.63

R-JUAP-GradCAM 80.21 0.15 0.54 77.54 0.17 0.51

R-JUAP-RTS 83.88 0.08 0.69 77.31 0.07 0.74

U-JUAP-CAM 77.35 0.15 0.65 77.17 0.17 0.63

U-JUAP-GradCAM 84.27 0.17 0.49 78.10 0.18 0.49

U-JUAP-RTS 85.00 0.09 0.65 76.12 0.08 0.72

measure, and IOU score) fluctuate in a small range, which indicates that our JUAP

creation is robust under different threat models.

Table 4.7: Results of JUAP with different loss functions.

Method FR L1 IOU

Non-targeted
R-JUAP-Cmin 80.35 0.16 0.65

R-JUAP-CE 89.63 0.16 0.65

Targeted
GUAP-Ct 73.44 0.24 0.49

R-JUAP-Ct 77.46 0.22 0.53

Objective on Attacking DNNs Classifier

In Section 4.4.2, we introduce three kinds of objectives to optimize the parameters of

the generator. Here, we study the impact of these different objectives on the proposed

framework. The coupled interpreter is CAM. We use R-JUAP-CE, R-JUAP-Cmin,
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and R-JUAP-Ct to denote the JUAP optimized by Eqs. (4.7)-(4.9), respectively. The

results are shown in Tab. 4.7. For the non-targeted attack, we can see that using Eq.

(4.7) and Eq. (4.8) as optimization objectives can achieve similar results. For the

targeted attack, GUAP-Ct is used as the baseline since it can also produce targeted

universal perturbations. As shown in Tab. 4.7, R-JUAP-Ct outperforms GUAP in

L∞ and IOU scores with a similar fooling ratio.

4.6 Conclusion

In this work, we first find that DNNs models’ interpretations can be used to inspect

the problematic outputs from adversarial examples caused by universal adversarial

perturbations. This finding motivates us to further raise a new research problem:

whether there exist universal adversarial perturbations that can perform a joint at-

tack to attack DNNs classifier and its interpretation simultaneously with malicious

desires? To address this problem, we propose a generative framework to create the

joint universal adversarial perturbations to jointly attack the DNNs classifier and

its coupled interpreters. Our comprehensive experiments validate the effectiveness

of the proposed JUAP on three real-world datasets. Considering the vulnerability

of DNNs interpreters, we would like to investigate a new interpretation method to

defend against adversarial attacks for trustworthy DNNs in the future.
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Chapter 5

SemDiff: Generating Natural

Unrestricted Adversarial Examples

via Semantic Attributes

Optimization in Diffusion Models

Unrestricted adversarial examples (UAEs), allow the attacker to create non-constrained

adversarial examples without given clean samples, posing a severe threat to the safety

of deep learning models. Recent works utilize diffusion models to generate UAEs.

However, these UAEs often lack naturalness and imperceptibility due to simply op-

timizing in intermediate latent noises. In light of this, we propose SemDiff, a novel

unrestricted adversarial attack that explores the semantic latent space of diffusion

models for meaningful attributes, and devises a multi-attributes optimization ap-

proach to ensure attack success while maintaining the naturalness and impercepti-

bility of generated UAEs. We perform extensive experiments on four tasks on three

high-resolution datasets, including CelebA-HQ, AFHQ and ImageNet. The results

demonstrate that SemDiff outperforms state-of-the-art methods in terms of attack
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success rate and imperceptibility. The generated UAEs are natural and exhibit se-

mantically meaningful changes, in accord with the attributes’ weights. In addition,

SemDiff is found capable of evading different defenses, which further validates its ef-

fectiveness and threatening. We believe our work can shed light on further exploration

of the vulnerability of deep neural networks.

5.1 Introduction

Deep Neural Networks (DNNs) have achieved significant success in wide range of

applications, such as image classification [36], face recognition [141], social recom-

mendation [193], and machine translation [6]. However, a lot of research finds that

deep learning models are vulnerable to adversarial attacks [173, 56, 34, 132, 133, 194,

110, 166, 85, 216, 185, 196, 33, 24]. Traditional adversarial attacks try to generate

adversarial examples to fool DNNs into wrong predictions by injecting imperceptible

perturbations into clean samples [173, 56, 34, 132]. This type of adversarial examples

is called as perturbation-based adversarial examples [166], which pose a constraint on

the perturbation magnitude [56, 34, 132].

Different from perturbation-based adversarial examples, unrestricted adversarial ex-

amples (UAEs) have no common perturbation constraints and do not depend on

any given clean images, hence are more threatening to the safety of deep learning

models [166, 85, 216, 185, 196, 33, 24]. Specifically, common unrestricted adversarial

attacks use generative models to generate UAEs by optimizing the random noise (e.g.,

the input noise vector of Generative Adversarial Networks (GANs) [166, 85, 76] or

the intermediate latent noise of diffusion models [33, 24]). Since the random noise

could refer to unseen samples in the dataset and there is no limitation in the Lp

norm spaces from existing data samples, UAEs are more flexible and aggressive than

perturbation-based adversarial examples [196]. Moreover, attackers have no need to

collect clean samples as the inputs in advance, and can generate an infinite number
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Sampled Image SemDiff UAE

+ 0.0054 fur of cat

+ 0.0140 pointed ears of cat

+ 0.0420 short snout of cat

Class: dog Class: cat

+ 0.0139 bushy eyebrows

+ 0.1284 strong jawline

- 0.0268 soft facial lines

- 0.1005 big round eyes

- 0.2754 smiling

Class: female Class: male

Figure 5.1: Some UAEs generated by the proposed SemDiff. Note that the

sampled images are not real-world images, but are generated by diffusion models

with randomly sampled noise images. Our SemDiff optimizes the weights of multiple

meaningful attributes to craft adversarial examples based on the sampled images. It

is shown that the weights are in accord with the semantic changes in images, even

the negative weight can lead to an opposite but meaningful change.

of UAEs with a trained generative model [33]. This is particularly important in some

data-expensive attack scenarios, such as medical images [74], where collecting clean

samples is difficult and expensive.

Previous UAE works utilize GANs to generate UAEs [166, 85, 216, 185, 196], but

they show unsatisfactory visual quality on high-resolution datasets due to GAN’s

bad interpretability and unstable training [33]. Instead, recent works [33, 24] adopt

diffusion models, which outperform GAN-based models in terms of image synthesis

quality and diversity in recent years [37, 148, 122]. However, the generated UAEs

of these works are still visually unnatural, exhibiting local visible perturbations (see

the examples of AdvDiff [33] and AdvDiffuser [24] in Fig. 5.5 and Fig. 5.6). The

root cause is that they directly optimize in the intermediate latent noise space of

diffusion models [33, 24]. Unlike GANs, whose input latent space encodes high-level
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semantic information, the intermediate latent noise of diffusion models are dominated

by stochastic noise [70] and hard to directly capture such semantics [86, 90]. This

noise-centric nature forces perturbations to focus on low-level pixel variations rather

than semantic attributes. variations rather than semantic attributes. Furthermore,

diffusion models are found to construct the high-level context in the early stage and

refine details in the later stage of the denoising process [27]. However, because the

intermediate latent images in the early steps are too noisy to obtain a accurate gra-

dient, these works [33, 24] primarily perturb in the later steps, which only affect

local details. As a result, the generated UAEs fail to achieve semantic coherence and

exhibit unnatural local patterns similar to traditional perturbation-based adversarial

examples.

In order to address these issues, we propose SemDiff, a novel unrestricted adver-

sarial attack that explores the semantic latent space of diffusion models to generate

natural and realistic UAEs with semantic attribute changes. Specifically, leverag-

ing the disentanglement property of diffusion models [90], we propose to learn some

meaningful but adversarial attributes in the semantic latent space of diffusion models.

The semantic latent space lies in the deepest feature maps in the UNet of diffusion

models. In contrast to the intermediate latent noise, these bottleneck features encode

high-level semantics with minimal spatial redundancy [90]. Then, we create a set of

meaningful and class-sensitive attributes for each task, such as bushy eyebrows and

strong jawline for gender classification task on CelebA-HQ dataset. Changing the

weight of such attribute in the semantic latent space can lead to the corresponding

attribute change in images.

Furthermore, considering a single attribute needs a large weight to successfully fool

target models that often results in excessive semantic shifts, we devise a multi-

attributes optimization approach. The weights of multiple attributes are jointly opti-

mized together with a weight penalty term, hence slight changes of multiple attributes

are sufficient to cause misclassification while keeping UAEs realistic and close to the
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sampled images, as exemplified in Fig. 5.1. Compared with current diffusion-based

UAE works [33, 24], our SemDiff updates images along the direction of semantic at-

tributes, generating more natural UAEs with imperceptible difference from real-world

images.

We summarize our contributions as follows:

• To the best of our knowledge, our work is the first to utilize the semantic latent

space of diffusion models to generate UAEs. Previous works only optimize in

the intermediate latent noise space, which hinders the naturalness and imper-

ceptibility of UAEs.

• We propose SemDiff, a novel unrestricted adversarial attack that optimizes

the weights of multiple meaningful attributes in the semantic latent space of

diffusion models, achieving attack success while maintaining the naturalness of

generated UAEs.

• We conduct extensive experiments across four tasks on three high-resolution

datasets (CelebA-HQ, AFHQ and ImageNet). The results demonstrate that

SemDiff outperforms state-of-the-art methods in terms of attack success rate

and imperceptibility. The generated UAEs are more natural with semantic

attribute changes.

• We empirically show that SemDiff can bypass various defenses (detection-based

defenses, preprocessing-based defenses and adversarial training), which further

validates the threatening of our attack, and unveils the vulnerability of current

deep neural networks and defenses.
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5.2 Related Work and Preliminary

In this section, we first review the traditional perturbation-based adversarial exam-

ples. Then we discuss the related work on unrestricted adversarial examples, including

GAN-based UAEs and diffusion-based UAEs. Finally, we introduce diffusion models

and their disentanglement capability.

5.2.1 Perturbation-based Adversarial Examples

Early adversarial attack works focus on perturbation-based adversarial examples,

which add a small perturbation into clean samples to fool the target models into

incorrect predictions [173, 56, 34, 132, 121, 140, 73, 181]. The perturbation is usually

constrained in a Lp norm space to keep imperceptible to human eyes. Perturbation-

based adversarial examples can be defined as [166]:

Ap ≜ {x̃ ∈ O | ∃x ∈ T , ||x̃− x||p ≤ ϵ ∧ f(x) = o(x) = o(x̃) ̸= f(x̃)}, (5.1)

where O is the set of all images that look realistic to humans, T is a selected test

dataset T ⊂ O, || · ||p is a Lp norm, such as L0, L2 or L∞. ϵ is a small constraint,

f is the target model to be attacked, and o represents an oracle model that provides

ground-truth results. A lot of methods have been proposed to generate perturbation-

based adversarial examples, such as the fast gradient-sign method (FGSM) [173]

with a L∞ norm constraint, projected gradient descent (PGD) [121] with a L2 norm

constraint, and L0 norm Jacobian-based Saliency Map Attack (JSMA) [140].

5.2.2 Unrestricted Adversarial Examples

Song et al. [166] first proposed the concept of unrestricted adversarial examples

(UAEs), which get rid of the dependence of input images, as long as the generated
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UAEs do not change the semantics. The definition of UAEs can be formulated as:

Au ≜ {x̃ ∈ O | o(x̃) ̸= f(x̃)}. (5.2)

It is clear that the set of UAEs is a superset of that of traditional perturbation-based

adversarial examples, namely Ap ⊂ Au. To craft UAEs, current researchers utilize

generative models, including GANs and diffusion models.

GAN-based UAEs

One line of works first build a generator of GANs to generate realistic images,

and then optimize the input noise vector to update the output to fool the target

model [166, 85, 216]. Specifically, Song et al. [166] proposed to use a well-trained AC-

GAN [135] to generate UAEs. Starting from a randomly sampled noise vector z0, the

method searches a z by minimizing an adversarial loss to achieve misclassification.

In addition, Khoshpasand and Ghorbani [85] trained a generator for each class to

improve the transferability of UAEs. Zhang et al. [216] designed a novel augmented

triple-GAN and train a MLP to produce the noise vector instead of optimizing it

directly. Another line of GAN-based UAEs is end-to-end method, which trains gen-

erators to directly output realistic UAEs that can deceive the target model [185, 196]

without the optimization of noise vector. However, all of these methods only focus

on small datasets, and their UAEs are found low-quality and unnatural on high-

resolution datasets such as ImageNet [33].

Diffusion-based UAEs

Inspired by recent advances of diffusion models in image synthesis, some recent works

turn to utilize diffusion models to generate UAEs [33, 24]. Chen et al. [24] first

proposed AdvDiffuser to generate UAEs with a pre-trained conditional DDPM [37].

Starting from an initial random noise xT , AdvDiffuser performs PGD to add pertur-

bation into each intermediate latent noise in the reverse process, and obtains the final
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output x0 as the UAE. Furthermore, Dai et al. [33] proposed AdvDiff and added an-

other noise sampling guidance to update the initial noise xT in each iteration, achiev-

ing a higher attack success rate. Although theses diffusion-based methods achieve

better performance than GAN-based methods, we find that the generated UAEs are

still unnatural with visible and meaningless perturbations as they directly perturb in

the intermediate latent noises of diffusion models. In contrast, our proposed SemDiff

explores the semantic latent space of diffusion models to generate UAEs with natural

and meaningful attribute changes.

5.2.3 Diffusion Models and Disentanglement

Dinh et al. [164] first proposed the concept of diffusion-based generation. After that,

Ho et al. [70] proposed denoising diffusion probabilistic models (DDPMs), which sig-

nificantly improved both the quality and diversity of the generated images, making

diffusion models a competitive alternative to traditional GANs. Specifically, the for-

ward process of DDPMs starts from an real image x0 and progressively diffuses it in

a sequence of steps x1:T through Gaussian transitions, which is defined as a Makov

chain:

q (xt | xt−1) = N
(
xt;
√
1− βtxt−1, βtI

)
, (5.3)

where {β}Tt=1 is the variance schedule. As T → ∞, xT approaches an isotropic

Gaussian distribution. Then the reverse process gradually denoises the noise and

finally recovers the real image:

pθ (xt−1 | xt) = N
(
xt−1;µθ (xt, t) , σ

2
t I
)
, (5.4)

where σ2
t is a variance of the reverse process and is set to βt. The mean µθ can be

modeled with a noise predictor ϵθt :

xt−1 =
1√

1− βt

(
xt −

βt√
1− αt

ϵθt (xt)

)
+ σtzt, (5.5)
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where αt =
∏t

i=1 (1− βi) and zt ∼ N (0, I). Subsequently, DDPMs learn the data

distribution by training ϵθt using the variational lower-bound (VLB).

In addition, Song et al. [165] proposed denoising diffusion implicit model (DDIM),

which defines a non-Markovian process and achieves much faster sampling speed with

fewer steps:

xt−1 =
√
αt−1 Pt(ϵ

θ
t (xt)) +Dt(ϵ

θ
t (xt)) + σtzt, (5.6)

where Pt(ϵ
θ
t (xt)) =

(
xt−

√
1−αtϵθt (xt)√

αt

)
denotes the predicted x0, and Dt(ϵ

θ
t (xt)) =√

1− αt−1 − σ2
t · ϵθt (xt) denotes the direction pointing to xt, σtzt is a random noise.

We further abbreviate Pt(ϵ
θ
t (xt)) as Pt and Dt(ϵ

θ
t (xt)) as Dt for simplicity when the

context clearly specifies the arguments. σt = η
√

(1− αt−1) / (1− αt)
√
1− αt/αt−1,

where η is a hyperparameter that controls the variance of the noise, the process

becomes DDPM when η = 1 and DDIM when η = 0.

Disentanglement capability allows image generative models to disentangle different at-

tributes of the generated images, such as semantic contents and styles, which is crucial

for image editing tasks. Different from GANs inherently endowed with strong disen-

tangled semantics in their latent space, diffusion models show degraded performance

by simply editing in the intermediate latent noise space [86]. Recent works have ex-

plored ways to achieve disentanglement in diffusion models. For instance, Preechakul

et al. [143] introduced an additional input to the reverse sampling process. The input

is a semantic latent vector from an extra encoder, that is jointly trained with diffusion

models. Wu et al. [195] adopted stable diffusion [149] to achieve disentanglement by

optimizing the mixing weights of two text embeddings. In addition, Kwon et al. [90]

proposed to leverage the deepest feature maps in UNet as the semantic latent space

to edit images.

99



Chapter 5. SemDiff: Generating Natural Unrestricted Adversarial Examples via
Semantic Attributes Optimization in Diffusion Models

5.3 Methodology

In this section, we first introduce the motivations and overview of the proposed

method. Then, we present the proposed adversarial semantic attributes and the

multi-attributes optimization approach in detail.

5.3.1 Motivations and Overview

DDIM
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Δℎ!"

𝐷" 𝜖"#

𝑃" ̃𝜖"#

𝜔!"

Reverse Process of DDIM

𝐹!𝐹!𝐹!(ℎ, 𝑡)

1. Training of Semantic Function 2. Optimization of Muti-attributes’Weights

𝑓

“Smiling Face”
CLIP
Loss

ADV
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𝑓 ADV
Loss

𝑔 REC
Loss

Objective

Figure 5.2: Overview of the proposed SemDiff. The yellow box illustrates that

SemDiff only modifies Pt (blue lines) while preserving Dt (black lines) in the reverse

process of DDIM to alter the semantics of the generated UAEs. SemDiff first train a

semantic function Fi(ht, t) to learn each adversarial semantic attribute with the loss

shown in the blue box. Then, the weights of multiple attributes wit are optimized

with the objective exhibited in the green box. f is the target classifier to be attacked,

g is another auxiliary classifier to maintain the class appearance. Notice that we use

clearer Pt (within the red border) instead of xt at each timestep in both function

training and weight optimization.

We aim to design an unrestricted adversarial attack that can generate natural and
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realistic adversarial examples to deceive target models without given clean samples.

Current state-of-the-art methods [33, 24] utilize diffusion models to generate UAEs,

which are still visually unnatural. We find two issues that may degrade the natu-

ralness of generated UAEs. First, these diffusion-based methods directly add per-

turbations in the intermediate latent noise space, that is noisy and lack high-level

semantic information like the input latent space of GANs. Therefore, compared with

GAN-based methods and our proposed method, existing diffusion-based methods fail

to alter semantic attributes instead introduce perceptible perturbations into sampled

images (See Fig. 5.5 and Fig. 5.6), which hinders the naturalness and imperceptibility

performance. Our method is motivated to explore a high-level semantic latent space

within diffusion models to generate natural UAEs with meaningful attribute changes,

achieving better imperceptibility than existing methods.

Second, these diffusion-based methods [33, 24] restrict perturbations to the later

stages of the reverse denoising process, as the early-stage intermediate latent im-

ages are deemed too noisy for stable gradient computation [33, 24]. This design

choice fundamentally conflicts with the hierarchical nature of diffusion models—prior

work [27] finds that high-level semantics are established in early denoising steps,

while later steps refine low-level details. By perturbing only the later stages, these

methods limit their impact to superficial details rather than semantic content, caus-

ing generated UAEs to retain unnatural local perturbations similar to traditional

perturbation-based adversarial examples (see Fig. 5.5 and Fig. 5.6). To avoid this

issue, we propose to optimize in the semantic latent space of diffusion models, and

utilize Pt of DDIM (see Section 5.2.3) instead of the intermediate latent noise xt to

obtain the adversarial gradient. Compared to xt, Pt denotes the predicted x0 and

removes the noise term, thus better approximating the final output x0 and clearer

in early stage (see Fig. ?? for example). We use Pt both in the training of seman-

tic function and the optimization of multi-attributes’ weights, making editing image

semantics in the early stage of the denoising process possible.
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To accomplish our goal, we propose SemDiff, a novel unrestricted adversarial attack,

with overall framework depicted in Fig. 5.2. In order to generate a natural UAE, our

method starts from a randomly sampled noise xT and iteratively denoises it until the

final output x0, adding perturbations in the semantic latent space h of diffusion mod-

els. The perturbation is composed of multiple ∆hit that refer to different adversarial

semantic attributes ai at timestep t, and their corresponding weights wit. There-

fore, we firstly design a semantic function to learn different semantic attributes but

easily deceive target models. Furthermore, we devise a multi-attributes optimization

approach to optimize the weights of adversarial semantic attributes, so as to further

boost the attack success rate while maintaining the naturalness of generated UAEs.

5.3.2 Adversarial Semantic Attributes

We first introduce adversarial semantic attributes that can generate natural UAEs

with semantically meaningful attribute changes but can deceive target models.

Semantic Image Editing with Diffusion Models

For semantic latent manipulation of images x0 given a pretrained and frozen diffusion

model, we choose to shift the predicted noise ϵθt (xt) instead of the intermediate latent

noise xt at each sampling step. However, it is found that the intermediate changes

in Pt and Dt will destruct each other causing the same pθ(x0:T ) [90]. Therefore, we

only modify Pt by shifting ϵθt (xt) to ϵ̃θt (xt) while preserving Dt:

xt−1 =
√
αt−1 Pt(ϵ̃

θ
t (xt)) +Dt(ϵ

θ
t (xt)) + σtzt. (5.7)

Considering that ϵθt is usually implemented as UNet in diffusion models, we follow [90]

to modify its deepest feature maps ht to control ϵθt , because ht has smaller spatial

resolutions and high-level semantics than ϵθt . The sampling equation accordingly
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Figure 5.3: Location of the semantic latent space ht. The UNet architecture of

diffusion models outputs 256 × 256 images. Each layer is indexed with a number

along the operating sequence of the model. The 8th layer is our h-space which is not

directly influenced by a skip connection.

becomes:

xt−1 =
√
αt−1 Pt(ϵ

θ
t (xt|∆ht)) +Dt(ϵ

θ
t (xt)) + σtzt, (5.8)

where ϵθt (xt|∆ht) adds ∆ht to the original feature maps ht. Since directly optimizing

∆ht on multiple timesteps is computationally expensive and needs carefully chosen

hyperparamenters, we instead use a semantic function F(ht, t) to generate ∆ht for

given ht and t. F is implemented as a small neural network with two 1x1 convolutions

concatenated with timestep t. See Fig. 5.3 and Fig. 5.4 for the details of ht and F,

respectively.

CLIP Guidance

For training a semantic function F to learn a specific semantic attribute, we use

directional CLIP loss [54] with a pre-trained image encoder EI and text encoder ET
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Figure 15: Exhaustive enumeration over the choices for semantic latent space. We show the
result of the training data. We observe that the eighth layer (h-space) of the U-net suits the best for
the semantic latent space.
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fer across datasets and attributes, and they are chosen by the formulas in § 4. We provide ablation of
tboost in Figure 23.

H QUALITY BOOSTING

We validate the effectiveness of our quality boosting (§ 4.2) in the original DDIM process and in
Asyrp.
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Figure 5.4: Illustration of F . It has only two 1x1 convolution layers with 512 channels.

We use group norm and swish following DDPM.

of CLIP [144]:

Ldirection

(
xedit, ctarget;xsource, csource

)
= 1− ∆I ·∆T

∥∆I∥∥∆T∥ ,

∆T = ET

(
ctarget

)
− ET (csource) ,

∆I = EI

(
xedit

)
− EI (x

source) ,

(5.9)

where xedit and xsource are the edited and source images, ctarget and csource are the target

and source textual descriptions. Compared to directly minimizing the cosine distance

between the edited image EI

(
xedit

)
and the target textual description ET (ctarget), the

directional CLIP loss aligns the direction of image transformation with the direction

of textual transformation, which preserves image structural consistency and enables

more precise attribute editing. In our work, we use the modified Pedit
t = Pt(ϵ̃

θ
t ) and

the original Psource
t = Pt(ϵ

θ
t ) as the edited and source images, and the textual prompts

such as ‘smiling face’ and ‘face’ for attribute smiling as the target and source textual

descriptions. We also add a regularization term to keep Pedit
t close to Psource

t and the

original Psource
t :

LCLIP = Ldirection

(
Pedit

t , ctarget;Psource
t , csource

)
+ λreg|Pedit

t −Psource
t |. (5.10)

Adversarial Guidance

We also introduce an adversarial guidance to the semantic function F to learn a

semantic attribute but is adversarial to the target model f . We focus on targeted
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unrestricted adversarial attacks, where the attacker tries to generate an image x that

looks like the ground-truth label ysource but is misclassified as the target label ytarget

by f . Different from previous works [33, 24] feeding the intermediate latent noise xt

to the target model to obtain the adversarial guidance at each timestep, we adopt

the modified Pt(ϵ̃
θ
t ) for better approximation of the final output x0:

Ladv = LCE

(
f(Pt(ϵ̃

θ
t (xt))), ytarget

)
, (5.11)

where LCE is the cross-entropy loss of the target model.

Hence, the overall loss of the semantic function F is:

L = LCLIP + λadvLadv. (5.12)

For each attribute ai, we train a specific semantic function Fi in the same way, as

depicted in Fig. 5.2. The training process is detailed in Algorithm 3.

5.3.3 Multi-attributes Optimization Approach

Given a trained semantic function F, we can generate ∆ht = wtF(ht, t) to derive the

UAE x0. However, a single attribute usually needs a large weight wt to successfully

deceive target models, which results in unnatural UAEs with excessive semantic shifts.

To address this issue, we further propose a multi-attributes optimization approach

to optimize the weights of multiple adversarial semantic attributes with a weight

penalty term, so that slight changes of multiple attributes are sufficient to cause

misclassification while keeping UAEs natural and close to the sampled images.

With a set of attributes {ai}Mi=1 and their corresponding semantic functions {Fi}Mi=1,

we optimize the weightswit of different attributes to minimize the following objective:

min
wit

LCE(f(P
edit
t ), ytarget) + λ1LCE(g(P

edit
t ), ysource)

+ λ2

∑
|wit|,

(5.13)
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Algorithm 3: Training Semantic Function F (ht, t)

Input: ϵθ(pretrained model), {x(i)
0 }Ni=1(images to precompute), F (Semantic

function of an attribute), csrc(source text), ctar(target text), Sinv(# of

inversion steps), K(# of training epochs), f(target model), ytar(target

label)

Output: Ft (trained semantic function)

// Step 1: Precompute latents

1 Define {τs}Sinv
s=1 s.t τ1 = 0, τSinv

= T ;

2 for i = 1, 2, . . . , N do

3 for s = 1, 2, . . . , Sinv − 1 do

4 ϵ← ϵθ(x
(i)
τs , τs);

5 x
(i)
τs+1 =

√
ατsx

(i)
τs +

√
1− ατsϵ;

6 Save the latent x
(i)
τSinv

;

// Step 2: Update F

7 for epoch = 1, 2, . . . , K do

8 for i = 1, 2, . . . , N do

9 Clone the latent x̃
(i)
τSinv

= x
(i)
τSinv

;

10 for s = Sinv, Sinv − 1, . . . , 1 do

11 Extract feature map hτs from ϵθ(x̃
(i)
τs );

12 ∆hτs = Fτs(hτs);

13 P = x̃
(i)
τs −

√
1−ατsϵθ(x̃

(i)
τs )∆hτs√

ατs
;Psrc =

x
(i)
τs −

√
1−ατsϵθ(x

(i)
τs )√

ατs
;

14 x̃
(i)
τs−1 =

√
ατs−1P +

√
1− ατs−1ϵθ(x̃

(i)
τs );

15 x
(i)
τs−1 =

√
ατs−1Psrc +

√
1− ατs−1ϵθ(x

(i)
τs );

16 L← Ldirection(P, c
tar, Psrc, c

src) + λrecon∥P − Psrc∥+ λadvLCE(f(P ), ytar);

17 Take a gradient step on L and update F ;
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where Pedit
t = Pt

(
ϵθt (xt |

∑
witFi(hit, t))

)
, the first cross-entropy loss encourages f

to predict ytarget, the second cross-entropy loss encourages another auxiliary classifier

g to make correct prediction ysource, and the third term penalizes wit to prevent

excessive semantic shifts. We hypothesize that g is relatively uncorrelated with f ,

that can possibly promote the generated UAEs to reside in class ysource while crossing

the decision boundary of f .

Considering diffusion models generate high-level context in the early stage and refine

details in the later stage [27], we only modify the generative process in the early stage

to achieve adversarial semantic changes with the editing interval [T, tedit], and inject

stochastic noise in the later stage to boost image quality with the interval [tboost, 0].

The modified generative process of DDIM p
(t)
θ (xt−1 | xt) becomes:



√
αt−1Pt

(
ϵθt (xt | ∆ht)

)
+Dt if T ≥ t ≥ tedit

√
αt−1Pt

(
ϵθt (xt)

)
+Dt if tedit > t ≥ tboost

N
(√

αt−1Pt

(
ϵθt (xt)

)
+Dt, σ

2
t I
)

if tboost > t

(5.14)

where η = 1 only in the interval [tboost, 0]. We follow Kwon et al. [90] to find tedit with

LPIPS(x,Ptedit) = 0.33− δ which represents the shortest editing interval from T to t

when Pt approaches the original image x. δ is adaptive to the cosine distance of CLIP

text embeddings for different attributes, namely δ = 0.33d(ET (csource) , ET (ctarget)).

Similarly, we find tboost with LPIPS(x,xt) = 1.2 which achieves quality boosting with

minimal content change.

Starting from a sampled noise xT , we progressively denoise it through the above

three phases to obtain the final output x0 as the potential adversarial example. The

SemDiff unrestricted adversarial attack is detailed in Algorithm 4.
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Algorithm 4: The algorithm of SemDiff

Input: ϵθ(frozen pretrained model), f(target classifier), g(auxiliary classifier),

{Fi}Mi=1(M Semantic functions for M attributes), Sgen(# of inference

steps), K(# of iterations), ytar(target label), ysrc(source label),

tedit(timestep for semantic editing), tboost(timestep for quality boosting)

Output: x0 (adversarial example)

1 Define {τs}Sgen

s=1 s.t τ1 = 0, τSedit
= tedit, τSnoise

= tboost and τSgen = T ;

2 xτSgen
∼ N (0, 1); wi ∼ N (0, 1);

3 for iter = 1, 2, . . . , K do

4 for s = Sgen, Sgen − 1, . . . , 2 do

5 if s ≥ Sedit then

6 Extract feature map hτs from ϵθ(xτs);

7 ∆hτs =
∑M

i=1wiτsFi(hτs , τs);

8 ϵ̃ = ϵθ(xτs|∆hτs); ϵ = ϵθ(xτs);

9 στs = 0;

10 P̃τs =
xτs−
√

1−ατs ϵ̃√
ατs

;

11 L← LCE(f(P̃τs), ytar) + λ1LCE(g(P̃τs), ysrc) + λ2

∑ |wiτs|;
12 Take a gradient step on L and update wiτs ;

13 else if s ≥ Snoise then

14 ϵ̃ = ϵ = ϵθ(xτs); στs = 0;

15 else

16 ϵ̃ = ϵ = ϵθ(xτs);

17 στs =
√

1−ατs−1

1−ατs

√
1− ατs

ατs−1
;

18 xτs−1 =
√
ατs−1(

xτs−
√

1−ατs ϵ̃√
ατs

) +
√
1− ατs−1 − σ2

τsϵ+ στsz, z ∼ N (0, 1);

19 if f(x0) = ytar then

20 return x0

108



5.4. Experiments

Table 5.1: Accuracy of the classifiers

Classifier CelebA-HQ AFHQ ImageNet

ResNet50 98.4% 99.2% 76.1%

ViT 97.4% 99.7% 81.1%

VGG16 98.6% 99.8% 71.6%

5.4 Experiments

In this section, we conduct extensive experiments to demonstrate the effectiveness of

the proposed SemDiff. We first introduce the experiment settings. Then we evaluate

SemDiff in unrestricted adversarial attack on four tasks and three high-resolution

datasets. Following, we further investigate the efficacy and imperceptibility of the

generated UAEs by testing SemDiff against different defense methods. Finally, we

provide the ablation study of SemDiff and report its hyperparameter sensitivity.

5.4.1 Experiment Settings

Datasets and Target Models

We evaluate unrestricted adversarial attacks on four tasks on three high-resolution

datasets, including gender classification on CelebA-HQ [80], animal classification on

AFHQ [28], church classification and any-class classification on ImageNet [36]. For

the targeted classifiers to attack, we use the pretrained ResNet50 [61] and ViT [44] for

ImageNet dataset, and retrain them for the tasks on CelebA-HQ and AFHQ. We also

adopt VGG16 [162] as the auxiliary classifier for our SemDiff attack and the baseline

UGAN [166] attack. The performance of the classifiers are reported in Tab. 5.1.
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Baselines

We compare our proposed SemDiff with the state-of-the-art unrestricted adversarial

attacks, including GAN-based UGAN [166], diffusion-based AdvDiff [33] and AdvD-

iffuser [24]. For a fair comparison, we adopt the same pretrained diffusion models for

diffusion-based attacks, namely SDEdit [122] on CelebA-HQ and AFHQ, ADM [37]

on ImageNet. For GAN-based UGAN, we use StyleGAN2 [81] on CelebA-HQ and

AFHQ, BigGAN [17] on ImageNet.

Evaluation Metrics

We use the Attack Success Rate (ASR) to evaluate the attack performance. In

terms of the imperceptibility and naturalness of the generated UAEs, we utilize the

Fréchet Inception Distance (FID) [68], Kernel Inception Distance (KID) [11] and

BRISQUE [123]. Among them, FID and KID measure the similarity between gener-

ated UAEs and real-world images, while BRISQUE is a no-reference image quality

assessment metric that can evaluate image naturalness similar to human perception.

Implementation Details

We perform targeted attacks in all experiments. For each attack, we generate 1000

UAEs with the same sampled noise images for diffusion models. Since GANs use

different input noise vector, we reconstruct the sampled noise images of diffusion

models, and then project them to the input latent space of GANs as the input vectors

for a fair comparison. For our method, we train F for 1 epoch using 1,000 samples

with S = 40 on CelebA-HQ and AFHQ, S = 80 on ImageNet. We set λadv = 1,

and use λreg = CLIP simlarity ∗ 3 when reducing L1 loss for different attributes.

For multi-attributes optimization, we use λ1 = 1 and λ2 = 10 on CelebA-HQ and

AFHQ, λ1 = 2, λ2 = 15 on ImageNet. We set K = 40 on each attack for a fair
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comparison. For the hyperparameter λadv to control the adversarial guidance when

training semantic functions, we empirically set it as 1 for all attributes and did not

extensively explore it, since the attack objective is mainly realized by the subsequent

multi-attributes optimization, and meanwhile we observe that the semantic function

usually converges in less than one epoch, and excessive training tends to generate

overly exaggerated attribute changes. We use the directional CLIP simlarity(Sdir)
following [90, 54] to measure the similarity between the source text and the target

text:

Sdir
(
xedit, ctarget;xsource, csource

)
=

∆I ·∆T

∥∆I∥∥∆T∥ . (5.15)

We devise a set of attributes with source/target text pairs for each task, more details

about the hyperparameters tedit, tboost and CLIP simlarity can be found in Tab. 5.2.

Some attributes are neutral such as smiling and young, while some attributes corre-

spond to the target classes, such as strong jawline and busy eyebrows for male class in

gender classification task. The code is available at: https://github.com/Daizy97/SemDiff.

5.4.2 Unrestricted Adversarial Attack

Gender Classification on CelebA-HQ

In this task, the attack aims to generate UAEs that look like females but are misclas-

sified as males. Our proposed SemDiff uses {smiling, young, tanned, strong jawline,

busy eyebrows} as the attribute set. The detailed results are presented in Tab. 5.3.

It is observed that all three diffusion-based attack can achieve 100% ASR, except

for UGAN-StyleGAN2, which demonstrates the effectiveness of diffusion models in

generating UAEs. Moreover, SemDiff shows the superior performance in terms of

BRISQUE, FID and KID, indicating the generated UAEs of SemDiff are more natu-

ral and realistic.
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Table 5.2: Attributes with corresponding hyperparamenters of different tasks
Task attribute source text target text CLIP similarity λreg tedit tboost

Gender

smiling face smiling face 0.899 0.899*3 513 167

young person young person 0.905 0.905*3 515 167

tanned face tanned face 0.886 0.886*3 512 167

short hair person person with short hair 0.837 0.837*3 450 167

strong jawline person person with strong jawline 0.821 0.821*3 496 167

busy eyebrows person person with busy eyebrows 0.833 0.833*3 497 167

big round eyes person person with big round eyes 0.787 0.787*3 483 167

soft facial lines person person with soft facial lines 0.739 0.739*3 465 167

Animal

dog happy dog happy dog 0.883 0.883*3 430 167

dog cat fur dog dog with fur of cat 0.841 0.841*3 411 167

dog cat nose dog dog with short snout of cat 0.826 0.826*3 403 167

dog cat ears dog dog with pointed ears of cat 0.829 0.829*3 403 167

Church

church night church church at night 0.785 0.785*3 341 252

church old church old church 0.796 0.796*3 346 252

church wooden church wooden church 0.793 0.793*3 345 252

Any-class

sunny photo photo of a sunny day 0.851 0.851*3 359 252

rainy photo photo of a rainy day 0.850 0.850*3 359 252

foggy photo photo of a foggy day 0.841 0.841*3 357 252

motion blur photo photo with motion blur 0.812 0.812*3 348 252

defocus blur photo photo with defocus blur 0.808 0.808*3 346 252

frosted glass blur photo photo with frosted glass blur 0.762 0.762*3 328 252
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We also provide some visual examples in Fig. 5.5, where the first column shows the

sampled images reconstructed with the randomly sampled noise images by diffusion

models. Notice that the sampled images are just the output images if we do not modify

the generative models for attack. We can find that the UAEs generated by AdvDiff

and AdvDiffuser contain perceptible perturbations and basically do not change any

semantic contents compared with the sampled images. This illustrates that current

diffusion-based attacks that perturb in the intermediate latent noise space perform

like traditional perturbation-based attacks with superficial perturbations, resulting in

inadequate imperceptibility and naturalness. Instead, our SemDiff generate natural

UAEs with meaningful semantic changes consistent with the attribute set, such as

becoming younger for the females in the images. Such slight and meaningful semantic

changes accord with our cognition thus more imperceptible to human eyes. Although

UGAN-StyleGAN2 also reveals some semantic changes in their UAEs, their semantic

directions are unknown and cannot guarantee naturalness because UGAN attack just

optimizes the input latent vector in GANs. In comparison, SemDiff optimizes the

weights of different semantic attributes, making the generated UAEs more controllable

and realistic.

Animal Classification on AFHQ

This task have three classes, including dog, cat and wildlife. The attack aims to

generate UAEs that look like dogs but are misclassified as cats. We use {dog happy,

dog cat fur, dog cat nose, dog cat ears} as the attribute set for SemDiff. From Tab. 5.3,

we can observe that our SemDiff outperforms all the baselines in terms of BRISQUE,

FID and KID, confirming the imperceptibility and naturalness of SemDiff. AdvDiff

obtains slightly higher ASR than other attacks for ResNet50 as the target classifier.

However, when faced with stronger ViT, the ASR of all attacks decreases, while

SemDiff achieves the highest ASR, which demonstrates the attack effectiveness of

SemDiff.
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Sampled Image SemDiff AdvDiff AdvDiffuser UGAN-StyleGAN2

Figure 5.5: Visual examples of the UAEs generated by different attacks for gender

classification task on CelebA-HQ. The first column shows the sampled images recon-

structed with the randomly sampled noise images by diffusion models.
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Table 5.3: Comparison results of the proposed SemDiff attack with baselines in un-

restricted adversarial attack

Task Method
ResNet50 ViT

ASR↑ BRISQUE↓ FID↓ KID↓ ASR↑ BRISQUE↓ FID↓ KID↓

Gender classification on CelebA-HQ

AdvDiff 100% 27.28 28.81 0.009 100% 33.64 22.70 0.008

AdvDiffuser 100% 27.27 28.33 0.009 100% 33.64 22.21 0.008

UGAN-StyleGAN2 93.2% 31.79 38.75 0.014 95.0% 30.79 39.61 0.015

SemDiff (ours) 100% 26.59 27.60 0.007 100% 31.37 19.77 0.007

Animal classification on AFHQ

AdvDiff 96.9% 24.93 30.46 0.015 93.7% 27.68 39.59 0.018

AdvDiffuser 96.3% 25.22 30.37 0.015 93.9% 27.88 39.38 0.018

UGAN-StyleGAN2 91.7% 26.03 38.40 0.024 88.9% 28.00 47.08 0.036

SemDiff (ours) 95.4% 23.98 26.40 0.010 94.6% 24.59 36.36 0.012

Church classification on ImageNet

AdvDiff 98.9% 28.09 31.70 0.015 97.6% 31.21 36.31 0.016

AdvDiffuser 98.2% 28.23 31.76 0.015 96.9% 31.03 36.38 0.016

UGAN-BigGAN 94.3% 29.01 38.40 0.021 92.7% 31.23 45.08 0.028

SemDiff (ours) 98.4% 26.14 28.55 0.014 98.2% 26.02 38.31 0.017

Any-class classification on ImageNet

AdvDiff 99.1% 27.47 33.57 0.020 98.3% 30.21 35.31 0.019

AdvDiffuser 97.9% 27.03 34.86 0.020 97.2% 30.31 34.23 0.019

UGAN-BigGAN 94.7% 33.02 46.97 0.037 83.4% 33.55 41.30 0.032

SemDiff (ours) 98.5% 25.04 29.62 0.017 97.4% 27.74 28.05 0.017

For the visual examples in Fig. 5.6, we notice the similar phenomenon in CelebA-HQ

that the UAEs generated by AdvDiff and AdvDiffuser show limited naturalness with

visible perturbations, while SemDiff and UGAN-StyleGAN2 modify the semantics of

UAEs to cause misclassification. Furthermore, SemDiff exhibits more natural and

meaningful semantic changes compared with UGAN-StyleGAN2, leading to UAEs

of higher quality. For example, some dogs have denser hair and their ears become

shorter and more pointed, resembling those of cats. These semantic changes also

accord with dog cat fur and dog cat ears attributes.

Church classification on ImageNet

ImageNet contains 1000 classes, and this task aims to generate UAEs that look like

churches but are misclassified as other classes. We use {church night, church old,

church wooden} as the attribute set for SemDiff. According to the results in Tab. 5.3,

SemDiff obtains comparable performance with AdvDiff in terms of ASR and bet-
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Sampled Image SemDiff AdvDiff AdvDiffuser UGAN-StyleGAN2

Figure 5.6: Visual examples of the UAEs generated by different attacks for ani-

mal classification task on AFHQ. The first column shows the sampled images recon-

structed with the randomly sampled noise images by diffusion models.
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ter performance in most of the naturalness metrics, which demonstrates the better

naturalness of SemDiff once again. We also observe that there is a relatively large

gap between UGAN-BigGAN and diffusion-based attacks in terms of ASR, FID and

KID, which suggests that the performance of unrestricted adversarial attacks is heav-

ily affected by the generation quality of generative models. Th visual examples are

provided in Fig. 5.7.

Any-class Classification on ImageNet

In previous tasks, the attributes set is designed specific to the source class, which may

limit the generalization of the proposed SemDiff to other classes. In this task, we try

to create some universal attributes that can be applied to any class for modification.

Inspired by the common visual corruptions used in ImageNet-C dataset [65], we design

a set of attributes related to some common weather or blurs that usually exist in

a photo: {sunny, foggy, motion blur, defocus blur, frosted glass blur}. Therefore,

any class object can be modified with these universal attributes to achieve attack.

The results are reported in Tab. 5.3. It is found that SemDiff shows comparable

performance with other diffusion-based attacks, and outperforms UGAN-BigGAN

with a large margin in terms of ASR. In addition, SemDiff still dominates other attacks

in all three imperceptibility and naturalness metrics, which confirms the superiority

of our attack. Th visual examples are provided in Fig. 5.8.

5.4.3 Adversarial Defenses

To further validate the efficacy of the proposed SemDiff attack, we investigate whether

our SemDiff can evade four different defense methods, including JPEG compres-

sion [115], feature squeezing [206], SRNet [14] and adversarial training model [14].

JPEG compression is a preprocessing-based defense that aims to eliminate adversar-

ial perturbations by compressing input images [115]. Feature squeezing (FS) [206]
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Sampled Image SemDiff AdvDiff AdvDiffuser UGAN-StyleGAN2

Figure 5.7: Visual examples of the UAEs generated by different attacks for church

classification task on ImageNet. The first column shows the sampled images recon-

structed with the randomly sampled noise images by diffusion models.
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Sampled Image SemDiff AdvDiff AdvDiffuser UGAN-StyleGAN2

Figure 5.8: Visual examples of the UAEs generated by different attacks for church

classification task on ImageNet. The first column shows the sampled images recon-

structed with the randomly sampled noise images by diffusion models.
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Table 5.4: Comparison results of the proposed SemDiff attack with baselines against

four defenses

Task Method None JPEG FS SRNet AT

ResNet50

AdvDiff 99.1% 50.1% 60.5% 55.1% 58.7%

AdvDiffuser 97.9% 52.4% 58.3% 54.8% 59.4%

UGAN 94.7% 65.8% 70.6% 52.3% 55.1%

SemDiff 98.8% 71.3% 81.4% 56.2% 64.9%

ViT

AdvDiff 98.3% 56.2% 55.1% 53.7% 56.4%

AdvDiffuser 97.2% 58.7% 52.4% 58.4% 60.2%

UGAN 83.4% 66.1% 68.4% 49.6% 58.3%

SemDiff 97.4% 78.3% 73.9% 54.7% 63.8%

and SRNet [14] are two detection-based defenses that try to detect adversarial exam-

ples before feeding them into the classifier, where FR detects adversarial examples

based on the uncertainty of model output before and after squeezing, SRNet is a

CNN-based binary classifier to distinguish adversarial examples from clean ones. Ad-

versarial training (AT) [77] is a robustness-based defense that trains the classifier with

adversarial examples to improve the robustness of the model against adversarial at-

tacks. We set the quality factor as 75 for JPEG compression, (5−bit, 2×2, 11−3−4)

for FS, finetune SRNet with the UAEs generated by all attacks, and use an adver-

sarially training model IncRes-v2-adv-ens [14].

The evaluation results are presented in Tab. 5.4, where the None column denotes the

ASR without any defense while the other columns represent the ASR under different

defense methods. It is found that the proposed SemDiff is more robust than the base-

line attacks against most of the defenses. Specifically, the SemDiff attack achieves the

highest ASR under JPEG compression, feature squeezing, and adversarial training

with a large margin. Among them, JPEG compression and feature squeezing both
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preprocess input images with compression, smoothing or color bit squeezing, which

can remove high-frequency noise and perturbations in images. The adversarial exam-

ples used for adversarial training are generated by perturbation-based attacks, such as

FGSM [173]. As discussed before, the generated UAEs of AdvDiff and AdvDiffuser

perform like traditional perturbation-based attacks with superficial perturbations,

thus are more sensitive to these defenses in comparison with SemDiff and UGAN.

For the binary classifier detector SRNet which is trained with the UAEs generated

by all test attacks, the ASR degrades most significantly, but SemDiff can still ob-

tain a competitive performance. In summary, the proposed SemDiff attack is more

robust against various defenses, which further confirms its attack effectiveness and

imperceptibility.

5.4.4 Ablation Study

In this subsection, we carry out the ablation study on the proposed SemDiff method,

including the adversarial semantic attribute and the multi-attributes optimization

approach. To verify the effectiveness of the adversarial semantic attribute, we addi-

tionally train the semantic function F without adversarial guidance to obtain clean

semantic attributes. As for the multi-attributes optimization approach, we implement

a single-attribute optimization using line search to gradually increase the attribute

weight until misclassification.

We adopt the SemDiff on CelebA-HQ with the attribute set {smiling, young, tanned,

strong jawline, busy eyebrows} for the ablation study. We use “adv attr” and “attr”

to distinguish whether the method employs adversarial semantic attributes or clean

semantic attributes, and use “multi” and “single” to distinguish if the method em-

ploys multi-attributes optimization or single-attribute optimization. The results are

provided in Tab. 5.5. We report an extra metric weight to measure the mean absolute

weight of attributes when the attack succeeds. The weight is expected to be close
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to 0 so that the generated UAEs resemble the sampled images with slight semantic

changes but can successfully mislead the target classifier.

Effectiveness of Adversarial Semantic Attribute

From Tab. 5.5, we can find that all “adv attr” methods gain higher ASR than the cor-

responding “attr” methods, which demonstrates the adversarial semantic attributes

indeed enhance the attack capability compared with clean semantic attributes. More-

over, the weight of attributes of all “adv attr” methods is also much smaller than that

of the corresponding “attr” methods, indicating that the SemDiff equipped adversar-

ial semantic attributes can achieve attack success with slighter semantic changes and

higher efficiency. On the other hand, two types of methods have similar BRISQUE

performance, but “adv attr” methods achieve better FID and KID. This suggests that

although clean semantic attributes can preserve the naturalness of UAEs to some ex-

tent, they generally underperform compared to adversarial semantic attributes, as the

UAEs that are difficult to attack successfully will exhibit more significant and even

distorted semantic changes. Therefore, the results validate the efficacy of adversarial

semantic attributes in the SemDiff attack.

Effectiveness of Multi-Attributes Optimization Approach

We can observe that in Tab. 5.5, “adv attr & multi” method performs better than

any “single” method, especially in terms of the attribute weight. Due to the limited

optimization space of the single-attribute optimization method, it is hard to achieve

the same level of attack efficiency as the multi-attributes optimization method. Ex-

cessive optimization in a single attribute may lead to a large weight of the attribute,

and cause the generated UAEs to deviate from the sampled images with unnatural

semantic changes. Additionally, an intriguing finding is that some neutral attributes

such as smiling tend to perform better than gender-related attributes like strong jaw-
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Table 5.5: Ablation study of SemDiff attack against ResNet50. Weight denotes the

mean absolute weight of attributes when the attack succeeds.

Method ASR↑ BRISQUE↓ FID↓ KID↓ weight↓

adv attr & multi 100% 26.59 27.60 0.007 0.174

attr & multi 76.6% 24.03 36.81 0.014 0.414

adv strong jawline & single 99.2% 26.67 29.59 0.009 0.503

strong jawline & single 45.6% 28.51 33.48 0.012 1.270

adv busy eyebrows & single 99.9% 31.71 31.80 0.010 0.729

busy eyebrows & single 69.3% 29.69 47.76 0.024 1.442

adv smiling & single 100% 25.24 28.86 0.008 0.433

smiling & single 90.6% 27.58 40.92 0.022 1.293

line and busy eyebrows when attacking the gender classification task. We speculate

that the male facial images in the dataset may appear more serious and lack smiles

compared to female facial images, causing a negative weight of the smiling attribute

tends to lead the UAEs to be misclassified as a male.

5.4.5 Hyperparameter Analysis

We analyze and discuss the impact of the important hyperparameters of SemDiff

in the subsection. Note that our proposed method does not require retraining the

diffusion models, and the attack is performed in the reverse process.

Influence of λ1 and λ2

λ1 and λ2 are two hyperparameters used in the multi-attributes optimization ap-

proach. λ1 is the weight of reconstruction loss to keep UAEs resembling the source

class ysource, and λ2 is the weight of the penalty term to control the weight size
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Figure 5.9: Hyperparameter analysis of λ1 and λ2 in SemDiff. The results are gen-

erated on CelebA-HQ dataset against ResNet50 model. We adopt the ASR, Weight,

BRISQUE, FID and KID to measure the impact on attack effectiveness and genera-

tion quality.
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and prevent excessive semantic shifts. Thus, both λ1 and λ2 affect the balance be-

tween the attack effectiveness and the imperceptibility of the generated UAEs. From

Fig. 5.9, we can observe that as λ1 increases, the ASR and BRISQUE show small

variation, while the Weight and FID also increase. This indicates a certain level of

conflict between the objectives of causing the misclassification of target classifiers

and maintaining the imperceptibility of UAEs to be consistent with ysource. Although

achieving both goals requires larger attribute weights, λ1 is indispensable to ensure

the generated UAEs resemble the source class. As for λ2, as it increases, both the

Weight and BRISQUE exhibit a gradual decline, which demonstrates that the weight

penalty term effectively reduces semantic changes in the UAE, resulting in more nat-

ural UAEs close to the sampled images. However, too large λ2 will also influence the

ASR and FID performance. Thus, we set a moderate λ1 and λ2 to better balance the

attack effectiveness and the imperceptibility of the generated UAEs.

𝑿𝒕

𝑷𝒕

𝒕 = 𝟗𝟗𝟗 𝒕 = 𝟕𝟒𝟐 𝒕 = 𝟓𝟏𝟐 𝒕 = 𝟐𝟓𝟔 𝒕 = 𝟎

Figure 5.10: Visual examples of Pt or xt at different timesteps in the denoising process

of DDIM. The examples are generated by SemDiff on CelebA-HQ dataset.

Choosing Pt or xt

One main difference between our proposed SemDiff and previous diffusion-based at-

tacks [33, 24] is that we modify Pt and obtain the adversarial gradient through Pt

instead of xt in DDIM. Pt is the predicted x0, and constitutes xt together with Dt

125



Chapter 5. SemDiff: Generating Natural Unrestricted Adversarial Examples via
Semantic Attributes Optimization in Diffusion Models

Table 5.6: Ablation study of SemDiff attack against ResNet50. Weight denotes the

mean absolute weight of attributes when the attack succeeds.

Method ASR↑ BRISQUE↓ FID↓ KID↓ Weight↓

SemDiff with Pt 100% 26.59 27.60 0.007 0.174

SemDiff with Xt 65.7% 29.82 31.52 0.012 0.352

and random noise according to Eq. (5.6). Compared to xt, Pt better approximates

the final output x0, and already contains clear semantic contents in the early stage of

the denoising process, as shown in Fig. 5.10. To investigate the effect of choosing Pt

or xt, we test our SemDiff equipped with Pt and xt, respectively. From the results

reported in Tab. 5.6, we can observe that SemDiff with Pt outperforms SemDiff with

xt in all metrics, particularly achieving a significant lead in ASR. This suggests that

SemDiff with xt can not obtain accurate adversarial gradients through noisy xt in the

early stage of the denoising process, leading to unsuccessful attacks and also affecting

the naturalness and imperceptibility of the generated UAEs. In comparison, the clear

semantic contents in Pt in the early stage are enough to guide SemDiff to generate

effective UAEs with adversarial semantic attribute shifts.

5.5 Conclusion

In this paper, we present a novel unrestricted adversarial attack, SemDiff, to generate

natural and imperceptible unrestricted adversarial examples (UAEs) with diffusion

models. Different from existing diffusion-based methods that simply optimize in the

intermediate latent space, we first propose to utilize the semantic latent space of

diffusion models to obtain adversarial but meaningful attributes for attack. Specifi-

cally, we create a set of adversarial semantic attributes and train semantic functions

to learn such attributes in order to guide the generation of diffusion models. We

further devise a multi-attributes optimization approach to optimize the weights of
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these attributes, so that the generated UAEs can achieve attack success while main-

taining naturalness with semantic attributes changes. Extensive experiments on four

tasks on three high-resolution datasets, including CelebA-HQ, AFHQ, and ImageNet,

demonstrate that SemDiff outperforms the state-of-the-art methods in both attack

effectiveness and the imperceptibility of generated UAEs. Moreover, we test SemDiff

against various adversarial defenses, and the results show that SemDiff is capable of

evading different defenses, which further validates its threatening. Considering the

effectiveness and realism of the generated UAEs of SemDiff, we encourage researchers

to further explore the vulnerability of deep neural networks and develop more robust

methods to resist unrestricted adversarial attacks.
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Chapter 6

Conclusion and Perspectives

In this last chapter, we first summarize our contributions made within this thesis and

then outline potential research questions that remain unanswered but interesting to

explore in the future.

6.1 Conclusion

This thesis systematically investigates and enhances imperceptible adversarial at-

tacks in images. Considering the ambiguity of imperceptibility in different types of

adversarial attacks, we first propose a taxonomy of adversarial examples, categorizing

them into input-specific, input-agnostic, and input-free adversarial examples based on

their mathematical definitions and generation mechanisms. This taxonomy provides

a unified framework for understanding the distinct imperceptibility requirements and

attack objectives across different types of adversarial examples. Next, we provide a

comprehensive review about the imperceptibility of adversarial examples from dual

perspectives: human imperceptibility (naturalness and realism to human observers)

and machine imperceptibility (capability of evading machine detectors).

Then, we focus on three research questions about the imperceptibility for different
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types of adversarial examples, and propose novel attack methods accordingly to ad-

dress them:

• Saliency Attack for Input-Specific Adversarial Examples: Consider-

ing the query-sensitive nature and poor imperceptibility problem in black-box

input-specific attacks, we introduce Saliency Attack to restrict the perturbations

to a small but classifier-sensitive region, and further refine the perturbations to

generate efficient and imperceptible input-specific adversarial examples in the

black-box setting.

• JUAP for Input-Agnostic Adversarial Examples: Targeting the inter-

pretation discrepancy phenomenon of adversarial examples, we aim to explore

whether a universal adversarial perturbation can achieve both human and ma-

chine imperceptibility. To this end, we propose a novel framework called JUAP

(Joint Universal Adversarial Perturbation) that jointly optimizes the adversarial

loss and the interpretation discrepancy.

• Diffusion-based SemDiff for Input-Free Adversarial Examples: Facing

the unnatural adversarial examples generated by input-free adversarial attacks,

we propose SemDiff, leveraging the semantic latent space of diffusion models to

generate adversarial examples. By optimizing the weights of multiple semantic

attributes, the generated adversarial examples become natural with semanti-

cally meaningful attribute shifts.

Extensive experiments validate the superiority of our methods in generating imper-

ceptible yet potent adversarial examples across multiple datasets (e.g., ImageNet,

AFHQ and CelebA-HQ). These advancements not only expose critical vulnerabili-

ties in DNNs but also provide actionable insights for developing robust DNN-based

systems.
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6.2 Future Perspectives

Building on the contributions of this thesis, several promising directions emerge to

advance imperceptible adversarial attacks and their broader implications.

First, the inherent conflict between maximizing attack success and minimizing im-

perceptibility remains a core challenge. While our methods mitigate this attack-

imperceptibility trade-off, fundamental limitations persist. It is possible formalize

the problem as a multi-objective optimization framework, dynamically balancing ad-

versarial strength and imperceptibility across different attack scenarios. Techniques

such as Pareto optimization, reinforcement learning, or evolutionary algorithms could

help identify optimal solutions along the attack-imperceptibility frontier.

In addition, the thesis focuses the imperceptibility of adversarial attacks primarily

on images. It is valuable to extend the concepts of imperceptibility and methods to

other domains and modalities, such as video, audio, text, and multimodal systems.

This extension will require rethinking the definition of imperceptibility and developing

new metrics and methodologies tailored to the unique characteristics of these domains.

The target model should also not be limited to image classifiers, but also include other

types of DNN-based models, especially large language models (LLMs) and multimodal

systems.

Last but not least, our third work, SemDiff, explores the semantic latent space of dif-

fusion models for generating natural adversarial examples with meaningful attribute

shifts. It is suggested that current image processing systems are still vulnerable to im-

perceptible adversarial attacks, new adversarial defenses and more robust DNN-based

models should be developed to mitigate these vulnerabilities. On the other hand, the

generation scheme of SemDiff can be applied to controllable image generation and

editing, which can be further explored in future research.

In conclusion, this thesis advances the field of adversarial machine learning by sys-
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tematically addressing the imperceptibility challenge across diverse attack paradigms.

The proposed methodologies, insights, and open questions lay a foundation for future

research toward secure, reliable, and human-aligned DNN systems.
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