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Abstract

In this thesis, we focus on the challenge of designing test oracles for control cyber-
physical systems (control-CPSs), aka the oracle problem for control-CPSs. This chal-
lenge arises because, for conventional control-CPSs, a given input (high level control
goal) can correspond to multiple legitimate outputs (specific physical trajectories of
the controlled plant). This problem is worsened for control-CPSs using reinforcement
learning (RL) to generate controllers: not only the legitimate physical trajectories
are not unique, the legitimate controllers generated by the RL are not unique either.
To address this challenge, we design and evaluate three novel test oracles. For gen-
eral control-CPS software, we propose a Transformer-based oracle (TO) and compare
it with the known best practice of Auto-Regressive System Identification (AR-SI)
oracle (AO), focusing on software fault localization (SFL) quality metrics. Our com-
parison results show that TO and AO perform similarly in SFL quality, but TO has
a slightly better performance than AO in terms of latency; AO has a lower false pos-
itive rate and TO has a lower false negative rate. As for overall performance, there
is no significant differences between TO and AO. For RL software, we propose two
test oracles: a fuzzy logic-guided oracle and a Lyapunov stability theory-based oracle
(LPEA). We compare both oracles with the mainstream best practice of human oracle
(HO). Evaluation results show that the fuzzy logic-guided oracle is not significantly
better than the human oracle, except for a few metrics. However, the LPEA oracle
can significantly outperform the human oracle in most of the metrics. Particularly,

LPEA(Y = 100%, 6 = 75%) outperforms the human oracle by 53.6%, 50%, 18.4%,



34.8%, 18.4%, 127.8%, 60.5%, 38.9%, and 31.7% respectively on accuracy, precision,
recall, F'1 score, true positive rate, true negative rate, false positive rate, false neg-
ative rate, and ROC curve AUC; and LPEA(¢ = 100%, 6 = 50%) outperforms the
human oracle by 48.2%, 47.4%, 10.5%, 29.1%, 10.5%, 127.8%, 60.5%, 22.2%, and

26.0% respectively on these metrics.
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Chapter 1

Introduction

Cyber-Physical Systems (CPS) [56}[77,80] are systems that integrate cyber computing
with applications in the physical world. In this thesis, we focus on CPSs related to

control applications, aka control-CPSs [13].

Many control-CPSs are mission/safety critical, e.g. avionics, autonomous driving [91],
robotic arms for manufacturing or surgeries [63]. For such control-CPSs, dependabil-
ity is essential [37]. In pursuit of the control-CPSs’ dependability, one important
aspect is to pursue the correctness of the control-CPSs’ software. To pursue the
correctness of the control-CPS software, testing and debugging are inevitable. As
the control-CPS software scales up (e.g., a consumer level quadcopter’s software can
easily exceed millions of lines of source code [1]), testing and debugging automation
are inevitable. To automate software testing and debugging, we need test oracles
(simplified as “oracles” in the following): a program that can automatically label
the correctness of a piece of software/system by just looking at the software/system’s

input and output.

Unfortunately, how to design oracles is highly application dependent: a generic rou-
tine is lacking. Oracle design hence can be extremely difficult. This is the well-known

oracle problem [15]. For control-CPSs, the oracle problem can be even bigger. Unlike



Chapter 1. Introduction

conventional software, where the correct output for a given input is usually unique,
for control-CPSs, given an input, there can be many correct outputs. For example,
to fly an airplane (a typical control-CPS) from Hong Kong to New York (i.e. given
the input: the source and destination cities), there can be infinite many acceptable

ways to fly.
In this thesis, we shall propose/evaluate solutions for the control-CPS oracle problem.

Particularly, Chapter [2| explores test oracles for control-CPS, with a comparison be-
tween the traditional Auto-Regressive System Identification (AR-SI) Oracle and a
novel Transformer-based Oracle. Leveraging the strengths of transformer models in
time-series prediction, this work evaluates the two approaches in localizing faults in
control-CPS software, particularly through trajectory data analysis. The content of

Chapter [2]is published in the following IEEE paper:

e (©) 2023 IEEE. Reprinted, with permission, from Shiyu Zhang, Wenxia Liu,
Qixin Wang, Lei Bu and Yu Pei, “A Comparison of Transformer and AR-SI Or-
acle for Control-CPS Software Fault Localization,” in Proceedings of the IEEE
International Conference on Embedded and Real-Time Computing Systems and

Applications (RTCSA2023), pp. 95-100. DOI: 10.1109/RTCSA58653.2023.00020

In reference to IEEE copyrighted material which is used with permission in this
thesis, the IEEE does not endorse any of the Hong Kong Polytechnic University’s
products or services. Internal or personal use of this material is permitted. If
interested in reprinting/republishing IEEE copyrighted material for advertising or
promotional purposes or for creating new collective works for resale or redistribu-
tion, please go tohttp://www.ieee.org/publications_standards/publications/
rights/rights_link.html to learn how to obtain a License from RightsLink. If ap-
plicable, University Microfilms and/or ProQuest Library, or the Archives of Canada

may supply single copies of the dissertation.

Chapter [3| and 4] further focus on addressing the oracle problem for Reinforcement


http://www.ieee.org/publications_standards/publications/rights/rights_link.html
http://www.ieee.org/publications_standards/publications/rights/rights_link.html

Learning (RL) [87]. This is important because RL has great potentials in generating
AT models as controllers for complex control-CPSs, especially when the control-CPS
is so complex that it can hardly be analyzed with conventional methods [21] [59).
In this sense, RL software is a part of the control-CPS software. Meanwhile, test-
ing/debugging RL software pose new challenges to the control-CPS oracle problem:
now not only the legitimate controller behaviors are not unique, the legitimate con-
trollers generated by the RL are not unique either. It is hard to label which controller
is “correct” / “incorrect”. All that we can measure (as measuring Al models generated
by machine learning) is the controllers’ performances against a test set. However, the
performance metrics are usually multidimensional, statistical, and dependent on the
test set. It is hard to define which performances are better/worse, not to speak of

labeling performances as “correct” / “incorrect”.

With the above said, Chapterproposes fuzzy logic based oracle for testing/debugging
RL software. This oracle generates I intended-policies, each covers only a few ref-
erence states with the corresponding reference actions. Fuzzy logic is then used
to generate the reward function to cover the entire state space. Then the training
stage starts. For each intended-policy and reward function, E epochs of training
are carried out. Fuzzy logic is used again to evaluate the compliance of the epoch’s
learning with the intended-policy. The E training epochs hence result in an epoch-
compliance-value time-series (note the epoch-compliance-value is different from RL
training loss: i) only one epoch-compliance-value is generated per training epoch, but
n loss values are generated in a training epoch involving n back-propagation steps; ii)
epoch-compliance-value is based on the ground truth intended-policy, while the loss is
based on the RL program’s understanding/estimation of the reward function). If the
epoch-compliance-value time-series shows an improving trend, then the RL learning
is considered normal; otherwise, the RL learning is considered abnormal. If for the
intended-policies, majorities of the RL learning are normal, then we consider the RL

program bug-less; otherwise, buggy. We compared the performance of the proposed
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fuzzy logic based oracle with human oracles, and the results show that the fuzzy
logic based oracle still lags behind the human oracle on many performance metrics.
However, this work reveals the difficulty of the oracle problem for RL software, and
inspired us to further exploit domain knowledge to design better oracles. This leads
us to the success of the work of Chapter [dl The content of Chapter [3]is archived as

follows:

e Shiyu Zhang, Haoyang Song, Qixin Wang and Yu Pei, “Fuzzy Logic Guided
Reward Function Variation: An Oracle for Testing Reinforcement Learning

Programs,” in arxiv. DOI: 10.48550/arXiv.2406.19812

Chapterproposes a Lyapunov stability control theory based oracle for testing/debugging
RL software. This oracle exploits the Lyapunov stability control theory, specifically,
the Lyapunov potential energy concept and the Lyapunov potential energy decreasing
behavioral rule, to construct the reward function in RL training. Our conjecture is
that if the RL software is correct, it should figure out the hidden Lyapunov potential
energy concept and the Lyapunov potential energy decreasing behavioral rule. Oth-
erwise, the RL software is considered incorrect. We also compared the performance
of the proposed oracle with the human oracle. The results show that our proposed
oracle can significantly outperform the human oracle. The content of Chapter [4] is
published in the following paper, which won a Distinguished Paper Award from the
IEEE/ACM International Conference on Software Engineering (ICSE):

e Creative Commons License, Shiyu Zhang, Haoyang Song, Qixin Wang, Henghua
Shen and Yu Pei, “A Test Oracle for Reinforcement Learning Software based
on Lyapunov Stability Control Theory,” in Proceedings of the IEEE/ACM J7th
International Conference on Software Engineering (ICSE 2025), pp. 502-513.
DOI: 10.1109/1CSE55347.2025.00074.



All the research reported in this thesis was performed under the oversight of the
Hong Kong Polytechnic University IRB, and consent from the human subjects in the

research was obtained.



Chapter 2

A Comparison of transformer and
AR-SI Oracle For Control-CPS

Software Fault Localization

2.1 Introduction

Control-CPS refers to those software systems that interact with the physical world
[81]. With the development of Industry 4.0, control-CPS is increasingly common
in our life [39]. Typical control-CPSs include smart grids, autonomous automobile
systems, medical monitoring, industrial control systems, robotics systems, etc [40].
The wide application of these control-CPS in everyday life may lead to some safety
concerns. For example, an out-of-control autonomous automobile is likely to pose
a safety threat to pedestrians on the road. Therefore, developers should conduct
comprehensive debugging for these systems to ensure there are no safety or other

severe problems [52].

As nowadays control-CPSs reaching millions of lines of source code, traditional human-

flesh debugging is no longer sufficient. We need automated debugging tools. One
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major category of such tools is those for software fault localization (SFL), i.e. the
tools to locate suspicious buggy lines in the source code. The SFL tools can be fur-
ther categorized into various families [99]. Two of the main stream families are the
program spectrum analysis SFL and statistical analysis SFL . Both families
use the big data idea. A typical working flow of SFL and oracle is in Fig. [2.1] quoted
from [36]. First we generate a large number (i.e. big data) of code traces (files contain
blocks that program pass through; The blocks are usually in form of line numbers or
function names, etc). Then, we examine these large number of code traces: if a pro-
gram block often appears in the buggy code traces, but rarely appears in the correct
code traces, then the program block is suspected to be buggy. A natural question

then is, how to determine a code trace is buggy or correct. The tools to make such

decisions is called oracles .

Source Code (Italic lines are Suspect List (i.e. bug localization result:
lines truly contain bug(s)): in descending order of suspiciousness):

Line#1: ... Test Case Line#2

Line#2: ... Sampling Line#1

Line#3: ... Line#5

Line#4: ... i

. ] Test Case 1 Input; Line##®

Linefs: ... Test Case 2 Input;

Line#6: ... Pt

Hines7: .. Test Case m Input.

‘ Bug Localization Tool

. :

Execution & Test Case 1 Src Code Exec Trace and
Logging -~ Oracle Label (“correct” or “incorrect”);
Test Case 2 Src Code Exec Trace and
Label;

Test Case 1 Output, Src Code Exec Trace;

Test Case 2 Output, Src Code Exec Trace;
Test Case m Src Code Exec Trace and

Label.
4

Figure 2.1: Typical work flow of (program spectrum, statistics, etc) bug localization

Test Case m Output, Src Code Exec Trace.

(aka software fault localization, simplified as “SFL”) tools (quoted from [36])
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Oracle design difficulty is heavily application dependent. For some applications (such
as sorting), oracles are very easy to design. But for most other applications, oracles
are extremely difficult to design (this is the well known oracle problem [15]). Control-
CPS oracle designs, unfortunately, usually belong to the latter. For example, for a
control-CPS to fly a drone from point A to point B, the output of the control-CPS is
the trajectory of the drone (see Fig. . The oracle needs to judge merely from this
trajectory, the correctness of the control-CPS execution (note there could be many

ways to fly from A to B, and not every buggy execution leads to drone crash).

@
Trajectory 1 _ 'Wa?pﬂint B

. ;
Waypoint A

Figure 2.2: Oracle of control-CPS output

So far, control-CPS oracle design is still mostly an open problem space. To our
best knowledge, auto-regressive system-identification (AR-SI) oracle [35] is the most
widely adopted control-CPS oracle (another alternative is to use human to label the
correctness of control-CPS code traces but this is infeasible in the context of big data

based automated SFL).

The AR-SI oracle believes that a buggy control-CPS will generate jitters in the out-
putted physical-subsystem trajectories (simplified as “trajectories” in the following).

The method uses AR-SI to identify the math model of the control-CPS. Then, it

uses the identified model to predict the future trajectory. If the difference between
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the actual trajectory and the predicted trajectory is smaller than a preset threshold,
then the trajectory (and the corresponding code trace) is marked correct; otherwise,

marked buggy.

AR-SI plays the function of time series prediction in the oracle approach mentioned
above. Time series prediction, however, is also a focus application of Al. Recently,
transformer [93] emerges as a game changer in the domain of AI based time series
prediction [86]. Naturally, people wonder if transformers can be used to build control-
CPS oracles, and how well they can perform compared to the AR-SI control-CPS

oracles.
This paper aims to make an initial attempt to answer the above concerns.

We propose a transformer control-CPS oracle (simplified as TO in the following), and
compare it with the AR-SI control-CPS oracle (simplified as AO in the following).
Specifically, our TO assumes the existence of an earlier well-debugged version of
the control-CPS. We use this well-debugged version to train a transformer based
trajectory time series predictor. We use this predictor to predict the trajectories
of a new version of the control-CPS (the to-be-debugged version). If the predicted
trajectory is significantly different from the actual trajectory, the corresponding actual

trajectory (and the corresponding code trace) is labeled buggy; otherwise, correct.

We tested the TO, and compared its performance with the AO. The results show
that: i) in terms of SFL accuracy and latency, the TO and the AO are similar; ii) in
terms of false positive rate, the AO performs significantly better; and iii) in terms of

false negative rate, the TO performs significantly better.

The rest of the paper is structured as follows: Section [2.2| specifies the control-CPS
context; Section [2.3| presents our TO solution; Section compares TO with AO,;
Section discusses related work; and Section [2.6| concludes the paper.



Chapter 2. A Comparison of transformer and AR-SI Oracle For Control-CPS
Software Fault Localization

2.2 Problem Context

2.2.1 Control-CPS Model

In this paper, we focus on a control-CPS as shown in Fig. 2.3l We can instrument
the source code in the cyber-subsystem of the control-CPS (specifically, add logging
instructions to record the code traces), but we do not understand the source code,

at least not before the automated SFL gives us a list of suspected buggy source code

blocks.

Users send operation instructions to control-CPS. Receiving the operation instruc-
tions, the cyber-subsystem senses and actuates the physical-subsystem (or the simu-
lator of the physical-subsystem). During operation, users are able to get the status

information of control-CPS.

We regard the operation instructions given by the user as system input U(t), t €
[0,4+00). User operation instructions are recorded before sending to the control-CPS,
with a time interval of 7. We denote U), as the hth sampled U(t). U(t) stays
unchanged during (AT, (h + 1)T'). In other word, user send an operation instruction

to control-CPS every time interval 7.

Y'(t) is the physical trajectory generated by the system. We sample it periodically,
and use Y; to represent the ith sampled Y (¢). The time interval is A.

2.2.2 Assumptions

Assumption 1: With output Y (¢) frequency domain upper bound F,,., < oo(Hz),
Y (t) can be considered as continuous and differentiable. Corresponding to Assump-

tion 1, control-CPS design has the following empirical rule on how to set A [35].

Assumption 2: The cyber system has to sample quickly enough (A < 1/(20F4z))

10
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Periodic Recording: U,
(time interval : T)

Physical Subsystem
(or Simulator of
Physical Subsystem)

User Input: U(t) Cyber Physical Trajectory: Y(t)

Subsystem

User

Periodic Sampling: Y;
(time interval : A)

Figure 2.3: Control-CPS Model

for the physical system to treat it like a continuous signal processor.

To repeat the experiment, we created a software (named “monkey”) that would au-
tomatically send commands to the control-CPS to move to the target position every
T time period. The “monkey” will also log the trajectory of the control-CPS at a
time ¢ while operating. To make the experiment easy to repeat, we make the control-
CPS running in simulator. After each execution, related code trace and associated
physical trajectory will be recorded. We need to oracle the correctness of the physical
trajectory. Labeling the correctness of physical trajectories leads to the control-CPS

oracle problem discussed in Section I.

2.3 Solution

2.3.1 Heuristics

A typical control-CPS model is Fig. 2.3l The input is U, and output is Y;. We can
apply a sliding window with the size of p to Y; since they are dispersed trajectories
dots sampled from continuous trajectory Y'(¢). As illustrated in Section Y (¢)
represents trajectory and U(t) represents user input. In our experiment, U(t) is the

target state (aka reference state) that users want the physical-subsystem to reach at

11
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time t. U(t) hence is also called the reference trajectory.

For any Y'(¢), there must be a relevant U(t). By concatenating Y (t) and U (), we will
get Y'(t) &f (Y(t),U(t)). Suppose the window size is p, then we can define a small

part of trajectory containing waypoint information:

def d
T, =Y, 1, Y, pion Y 1Y €RY, (2.1)
T, here represents the gth sliding window of trajectory (together with waypoint in-
formation). A transformer fy : R™*? — R™*? “transforms” a collection of n objects
in R? to another collection of n objects in R? [89]. We built a transformer to predict

the next sliding window of trajectory using the previous one

~

Torr = fo(Ty) (22)
A def ~ A ~
Tqul = {Y;;fp+27 Y:Z/*p+37 I Y:1l+1}7 Y = Rdﬂ (23)

In (2.3)), Tq+1 represents the predicted sliding window, Y represents the predicted
items in the sliding window. }A/qﬂ represents the predicted trajectory combing with
the relevant waypoint. Taking our the first few dimensions of 1% , we will get Y 44,

which represents the predicted trajectory point. When Y, is available, we know the

.y def ¢
trans former prediction error : e i1 & Y1 — Yo (2.4)

Heuristics 1: F2al stands for the actual maximal frequency component of the
continuous output of control-CPS. Normally, a control-CPS’s output should have
Foctual < Fmax o equivalently % < w [35]. For instance, despite the fact
that an engine may shake at a maximum frequency of 100Hz, a typical design would
not permit such high shaking (under controlled sounds). The design must keep the

shaking to under 10Hz.

12
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Heuristics 2: When Foual < oo(HZ), Y (t) can be considered as linearizable in

small enough sliding time window (pA < 1/(20F%ue!)(sec)) [31] [99]. After training,
the transformer model will predict a reasonable state value based on the training
set. the transformer prediction error magnitude (when pA < 1/(20F%ual)) should
be small; a magnitude outlier suggests that something unusual-—and hence probably
buggy is taking place. The transformer prediction error can serve as an oracle in this

regard.

Now let us discuss the setting of p. With Heuristics 1, Heuristics 2, and As-
sumption 2, we have if p = 10, then pA < 10/(20F,,0,) < 1/(20F%uel) In this

way, the prerequisite for Heuristics 2 holds. Hence, by setting p to 10, we can apply
Heuristics 2 to the oracle for control-CPS SFL.

2.3.2 Transformer Oracle: Solution

Based on the heuristics of Section I1I-A, we propose the oracle and code trace prepara-
tion methodology (following the overall design of the AR-SI oracle approach proposed
in [35]). Our new approach is called the “transformer oracle”, as shown in Fig.

Another classic automatic oracle for control-CPS is the “AR-SI oracle” |35]. The only
difference is replacing transformer in Step1-Task2 with AR-SI, as shown in Fig. 2.5

2.4 Evaluation

Ardupilot is a very popular test-bed in the CPS field. It has more than 300,000
lines of code and is a very complicated open-source CPS |11]. Applicable devices
for Ardupilot include multirotor drones, helicopters, rovers, boats, etc. ArduCopter
is the multirotor drone part of Ardupilot. In this section, we evaluate the proposed

transformer oracle (7°0) and up-to-date AR-SI oracle (AO) on ArduCopter with three

13
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Stepl
Task1: Simulate the control-CPS using the simulation platform of Fig. 2.3
Log the physical trajectory {Y;}, user input trace {U,}, and code trace 6.
Task2: Run the pre-trained transformer model in parallel with the control-
CPS simulate. For each new physical trajectory sample Y;,; from the
simulation, calculate the transformer prediction error e;,; via Exp.

and log it.

Step2
When the simulation ends, check if the transformer prediction error trace
{e;} contains outlier(s) [34] [7]. If so, label 6 as “incorrect”; otherwise

label 6 as “correct”.

Step3

If enough code traces are collected, terminate; otherwise go to Stepl.

Figure 2.4: Transformer Oracle Solution

14
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Stepl
Task1: Same as Fig. 2.4Step1-Task1l
Task2: Run AR-SI in parallel with the control-CPS simulation. For each
new physical trajectory sample Y;,; from the simulation, calculate the AR-

SI prediction error e;,1 via Exp. and log it.

Step2
Same as Fig. [2.4}Step2

Step3
Same as Fig. [2.4}Step3

Figure 2.5: AR-SI Oracle Solution

SFL tools: Tarantula [44], Crosstab, and Ochiai [9]. All oracles are implemented in
Python. Guided by Table [2.1] we designed 27 bugs to inject into the ArduCopter
cyber subsystem. Totally, we generate 37 versions (i.e. 37 subjects) of buggy Ar-
duCopter systems. Each of the 27 buggy subjects contains one of the candidate

artificial bugs and each of the rest 10 subjects contains 3 candidate artificial bugs.

2.4.1 Evaluation Method

For each buggy subject, we generate 10000 code traces from the ArduCopter emula-
tion platform. The traces will be labeled by oracle, and then sent to three SFL tools:
Tarantula, Crosstab and Ochiai (TR, CR and OI). In later evaluations, for example,
TO-TR stands for Transformer Oracle with Tarantula for SFL, while AO-CR stands
for AR-SI Oracle with Crosstab for SFL.

We use box plots to show the experimental results clearly. A box plot, also known
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Table 2.1: Common bugs-in-the-field [65]

Type Description

WPFV | Wrong Variable used in Parameter of Function call

WVAV | Wrong Value Assigned to Variable

MVAE | Missing Variable Assignment using Expression

MFC Missing Function Call

MIA Missing IF construct Around statements

MVIV | Missing Variable Initialization using a Value

MVAYV | Missing Variable Assignment using a Value

MIF'S Missing IF construct plus Statements

MIEB | Missing IF construct plus statements plus ELSE Before statements

MLC Missing a Logic Clause in branch condition

MLPA | Missing small and Localized Part of the Algorithm

WAEP | Wrong Arithmetic Expression in Parameter of function call
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as a box and whisker plot, is a standardized way of displaying the dataset based on
the five-number summary: the minimum, the maximum, the sample median, and the
first and third quartiles [3]. We compare TO and AO for the control-CPS testbed

ArduCopter from the following aspects.

Following the design evaluation metrics of [35], we choose accuracy and latency as our
evaluation metrics. SFL tools will give the users a suspect list S = (s1,82,-, 1),
where s;(i = 1,-- - , 1) is the ith suspected (s; is the most suspected) source code block.
Given that B is the set of truly buggy blocks. Then accuracy refers to |{s;|s; € B}|/;

latency refers to min{i|s; € B}.

RQ1: SFL quality. How do TO and AO impact the quality of SFL from the

perspective of accuracy and latency?

RQ2: Raw oracle quality. How do TO and AO impact the quality of raw oracle

from the perspective of false positive rate and false negative rate?

RQ3: Significance of differences. What is the significance of the differences
between TO and AO through T-test?

Study 1: SFL quality.

The results related to accuracy and latency are plotted in Figf2.6) and Fig[2.7] respec-
tively. From the perspective of accuracy, our results demonstrate that TO and AO
perform similarly in 1-bug subjects’ trials. In 3-bug subjects’ trials, with TR and
CR, AO seems to have a slightly better performance, while with OI, TO is slightly
better than AO. From the perspective of latency in Fig[2.7] it is clear that TO has a
slightly better performance than AO. For 1-bug subjects’ trials, the range of TO and
AO are all from 0 to 10. Besides, the median of TO is smaller than AO in each of
three SFL tools, which indicates that TO can find bugs slightly faster in some cases
than AO. For 3-bug subjects’ trials, TO has a small advantage over AO with CR and
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(a) 1-bug subjects’ trials (b) 3-bug subjects’ trials

Figure 2.6: Accuracy (the higher the better)

Answer to RQ1: AO and TO perform similarly in SFL quality, but TO has a

slightly better performance than AO in terms of latency (not significant).

Study 2: Raw oracle quality.

The result related to the false positive rate and the false negative rate is plotted
in Fig[2.8l The labels on X-axis represent the oracle and relative quality metrics.
FP: false positive rate. FN: false negative rate. For example, TO-FP stands for
transformer oracle false positive rate. It is obvious that AO has a lower false positive
rate and TO has a lower false negative rate, which implies that TO is more willing

to label the traces as buggy.

Answer to RQ2: AO has a lower false positive rate and TO has a lower false

negative rate.
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Figure 2.7: Latency (the lower the better)
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Figure 2.8: Oracle false positive rate and false negative rate
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Study 3: Significance of differences.

The significance of TO and AO differences are quantified by the p-values [5] [25] and
effect size (ES) values [4] in Table 2.2l P-values can measure the probability that
an observed difference could have occurred just by random chance. The lower the
p-value, the greater the statistical significance of the observed difference. Effect size
can compare the magnitude of differences. We calculate by Cohen’s d [9§], a measure
relating the mean difference to variability. We regard the absolute value of effect size
over 0.4 as at least medium difference magnitude. As shown in Table [2.2] except for
three cells in gray, the p-values are mostly above 5%, and except four cells in gray,
the absolute value of effect size are below 0.4, hence there is no significant difference

between TO and AO.

Table 2.2: Quality of AO vs TO
1-bug subjects | 3-bug subjects

Metric
p-value | ES | p-value | ES

TR | 10.3% -0.15 67.8% 0.08
Accuracy | CR | 185% | -0.11 8.1% 0.21
Ol 32.7% -0.04 19.3% -0.21
TR | 13.0% 0.14 83.2% -0.05
Latency | CR | 23.1% 0.12 71.6% 0.08
o1 27.5% 0.06 57.6% 0.14
FPR <0.1% | -0.98 6.4% -0.86
FNR <0.1% 0.91 <0.1% 0.84

Answer to RQ3: There is no significant difference between AO and TO in terms

of accuracy and latency.
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2.4.2 'Transformer Training

The structure of transformer basically follows the design of [93]. We generated 3000
trajectories using ArduCopter3.6.10 (a release version). Each trajectory consists of

240 Y/

7, we can organize these data into 230 (7,,7,11) groups. In total, we got
690,000 pairs of training data. We trained our transformer model with these data for
30 epoches. We chose MSEloss [6] as our loss function. After 30 epoches of training,

the loss dropped from 58.96 at the beginning and stabilized at around 0.2.

2.5 Related Work

In this paper we focus on automatic oracle tools for control-CPS. The key is to iden-
tify whether the output trajectory of control-CPS is inline with user’s expect (user’s
input). Using AR-SI as the automatic oracle for control-CPS [35] is a successful
attempt, it uses AR-SI and sliding window to predict trajectory and then check out-
lier. Another successful trial is Mithra [11], using mature 3-step anomaly detection
as control-CPS oracle. The result shows it has better performance than AR-SI ap-
proach. However, implementing Mithra requires more complicated steps than AR-SI,

AR-SI is more convenient and thus more universal.

Metamorphic testing [23] is also very efficient as an oracle. The main idea is using
the metamorphic relationships (the relationship between the software input change
and output change during multiple program executions) as the oracle. Metamorphic
testing was used in [51] to detect faults in embedded software. It’s also an effective

solution for oracle problems.
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2.6 Conclusion

In this short paper, we proposed an automatic oracle method based on transformer.
We compared the transformer oracle (TO) and AR-SI oracle (AO) on classic control-
CPS test-beds with SFL of injected bugs. The results show, TO and AO perform
similarly in SFL quality, but TO has a slightly better performance than AO in terms
of latency; AO has a lower false positive rate and TO has a lower false negative rate.
As for overall performance, there is no significant differences between TO and AO.
AQO can achieve good performance without pre-training, and it is very convenient to
use. In order for TO to defeat AO, it may need better design or more training data.
New research opportunities may include combining the physical laws with user input

to make the transformer oracle’s judgments more accurate.
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Chapter 3

Fuzzy Logic Supported Intended
Policy Variation: An Oracle for
Testing Reinforcement Learning

Software

3.1 Introduction

Nowadays, data-driven Al machine learning (referred to as “Al machine learning” in
the following for simplicity) is being rapidly adopted across various domains [45] [104].
However, as the complexities of Al machine learning software soars, it encounters
growing testing challenges [78] [19]. The high software complexities necessitate test
automation; and test automation needs a critical tool called oracle. Given a set of
test cases and software execution outputs, an oracle is the tool that automatically
labels the correctness of the execution outputs, hence labels the correctness of the
execution, which further implies if the software is “buggy” (i.e. contains bugs) or

“bugless.” 1t is well-known that oracles can be extremely difficult to design, depending
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on the application domain. In fact, for many application domains, we do not yet have
good enough oracles, hence “human oracles” (i.e. ask human experts to manually
label the outputs’ correctness) are still the mainstream practice [15], blocking the full

automation of software testing. This is the so-called the oracle problem [15].

For the application domain of Al machine learning, the oracle problem is even bigger.
It faces a unique challenge: how to define whether the output of a machine learning
software is correct or wrong. For example, an Al machine learning software for facial
recognition outputs a Neural Network (NN). How to judge whether this NN is correct
or wrong? All that we can do is to throw a test set (a collection of pictures involving
human faces and other contents) to the NN, and the NN outputs a set of recognition
decisions. Even if there are wrong decisions (recognizing a human as car, or the

reverse), it does not mean the Al machine learning software is buggy; and vice versa.

To address this problem for generic AI machine learning is too big a challenge. In this
chapter, we are going to focus on Reinforcement Learning (RL) [87] [97] |85]. RL is
a promising sub-category of AI machine learning [57] [62]. As illustrated by Fig. 3.1]
an RL software trains an agent (e.g. an NN to autopilot a car) to interact with an
environment (e.g. the actual physical environment of the car auto-piloting, or more
commonly, the simulator of the physical environment). During the training stage,
the agent continuously monitors the state of the environment (e.g. the position of
the car). Given a state of the environment, the agent decides an action to be applied
to the environment (the decision making policy is part of the agent). Each action
applied by the agent to the environment will change the state of the environment, and
trigger a reward to be fed back to the RL software. The RL software will modify the
agent (particularly, the agent’s policy), to pursue maximum cumulative rewards [47].

The final output of the training stage (by the RL software) is the trained agent.

RL naturally matches the underlying demands of a wide range of applications that
pursue rewards, such as video-game [54], recommendation systems [105], and robotics

(optimal control) [50]. In turn, the increasing demands for RL also foster more
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complex RL software. The growing complexities of the RL software demands test
automation, hence testing oracles. As a mainstream sub-category of Al machine
learning, the oracle problem on testing Al machine learning software also stands out

in RL.

Action

Y

/ Environment \

Interpreter

Reinforcement

Learning Software

State transition Reward
function function

Reward

State

Figure 3.1: RL Framework

Unfortunately, the RL oracle problem is understudied. To our best knowledge, human
oracles are still the mainstream for testing RL software. To better automate the
testing, in this chapter, we are going to propose a non-human oracle, which exploits

the features of RL. Specifically, we design our oracle upon the following two heuristics.

Heuristic 1: Behavioral Compliance to the Intended Policy

One feature of RL is that the environment always contains a reward function (see
Fig.[3.1), which rewards “good” actions and punishes “bad” actions depending on the
current state of the environment. The reward function must reflect certain underly-

ing “intended policy,” which typically only defines the ideal actions (aka “reference
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actions”™) for a few typical states (aka “reference states”), but fuzzy on other cases.
We propose to use fuzzy logic [48] to cover the other cases, so that a reward function

can be defined to reflect the intended policy.

If an RL software implementation is bugless, under the stimulation of the aforemen-
tioned reward function, it should figure out and try to converge to the ground truth
intended policy [87] [97] [85]: throughout E epochs of training (in this chapter, an
epoch of RL consists of a series of consecutive state-action interaction steps, which
generates a learnt policy to the user by its end), the E learnt policies shall show a

trend of becoming compliant to the intended policy.

Based on this feature, before the training starts, we propose to randomly generate a

)

set of I intended policies (i.e. the so-called “variated intended policies,” or “intended
policy variation”) and the corresponding reward functions with the help of fuzzy logic.
For each intended policy, we carry out E epochs of RL training of the agent. By the
end of each training epoch, we use fuzzy logic [16] [42] again to quantify the learnt
policy’s compliance to the given intended policy. The resulted epoch-compliance-value
time-series should show an increasing compliance trend throughout the E epochs (note
the epoch-compliance-value is different from RL training loss: 1) only one epoch-
compliance-value is generated per epoch; but K loss values are generated in an epoch
involving K back-propagation steps; 2) epoch-compliance-value is based on the ground
truth intended policy, while loss is based the RL software’s understanding/estimation

of the reward function). If not, the RL software is suspicious, and our oracle shall

label it as “buggy.”

Heuristic 2: Behavioral Abnormality after Convergence

The epoch-compliance-value time-series mentioned in Heuristic 1 may or may not
converge. However, if it shows a tendency of convergence, an RL software normally
should not drastically damage this tendency (specifically, drastically reduce the epoch-

compliance-value for many consecutive epochs) [17] [32]. We also exploit this feature
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as part of our oracle.

Guided by the above heuristics, this chapter makes the following contributions:
1) We propose an oracle that exploits the features of RL software for their testing.

2) We compare our proposed oracle with the conventional human oracle, the result
shows that our proposed oracle can outperform the human oracle in some test beds,
and achieve comparable performance in other test beds. This means, when the human

oracle is unavailable, people can use our proposed oracle to test RL software.

The rest of this chapter is structured as follows: Section provides background
on RL and fuzzy logic. Section proposes our oracle. Section evaluates our
proposed oracle. Section [3.5] elaborates related work. Finally, Section [3.6] discusses

future work and concludes the chapter.

The source code is accessible at our GitHub repository 73] RL-testing-new.

3.2 Background

3.2.1 Fuzzy Logic

Fuzzy logic is a method designed for dealing with imprecision. It allows computers
to understand and manipulate vague concepts. It was introduced by Lotfi Zadeh in
1965 to overcome the limitations of binary (true or false) logic when dealing with

incomplete or imprecise information [103] [49)].

Fuzzy logic is built upon the concept of fuzzy membership, which quantifies the degree
or likelihood of a particular element being part of a set. Unlike classical set theory,
where an element either belongs or does not belong to a set, fuzzy membership allows

more levels of belongings. This is quantified by a fuzzy membership function, typically
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denoted as p , which assigns each element a membership value between 0 and 1, where
0 represents complete non-membership and 1 represents full membership. The values
in between reflect partial membership, providing a mathematical way to capture fuzzy
concepts in natural language, such as “warm,” “slow,” or “high.” Fig exemplifies
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a fuzzy membership function for “warm.”
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Figure 3.2: Fuzzy Membership Function of “Warm”

3.2.2 Reinforcement Learning (RL)
An RL framework, as shown by Fig. , has the following components [87]:

e Environment: This is the target system that we want to maneuver, typically
denoted as £. At any time instance, the environment has a state (explained
later). The state changes when the environment takes as input an action (ex-
plained later). The environment also has a reward function (explained later) to
evaluate the state change and the action. Then the environment outputs the

new state and the new reward.
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State: This is a value, typically an n-dimensional vector and denoted as z (e.g.
x € R"), that defines the current situation of the environment. The set of all

possible values for z, aka the state set, is denoted as X.

Action: This is an input to the environment, typically an m-dimensional vector
and denoted as a (e.g. a € R™). The set of all possible values for a, aka the

action set, is denoted as A.

State Transition Function: A function within the environment that maps

the current state x and the current inputted action a to a new state .

Reward Function: A function within the environment that evaluates the
impact of inputted action a upon the current state x. Typically the reward
function is denoted as R : X x A +— R. The output of the reward function, is

also called the reward value, or simply the reward.

Interpreter: The state transition function and the reward function are collec-

tively called the interpreter.

Agent (and State-Action Interaction Step): An entity that interacts with
the environment. It consists of an internal function, aka policy, denoted as
m : X — A. The policy takes as input the state x € X outputted from the
environment, and outputs an action a € A to be sent to the environment.
We call x and the corresponding a a “state-action interaction step,” or simply

“state-action step,” denoted as (z,a).

RL Software: The machine learning software to run during training stage to
construct the agent. During the training stage, the RL software forwards the
state (action) outputted from the environment (agent) to the agent (environ-
ment). Meanwhile, it modifies the agent (more specifically, the policy in the
agent) based on the rewards outputted from the environment, and the objective

is to maximize cumulative rewards.
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3.3 Solution

Given a piece of RL software implementation S (simplified as “RL implementation”
in the following) to test, Algorithm [1] formally specifies our proposed oracle, which
realizes Heuristic 1 and 2 proposed in Section [3.1]

This algorithm takes as input the following parameters:

S : the RL implementation to be tested.

& : the environment to be connected to S to conduct testing. We can choose classic
environments for benchmarking RL algorithms. For example, environments

from the well-known Gymnasium [28] benchmark.

I : the number of intended policies to generate. The exact configuration is dis-

cussed in Section [3.4.3]

E : the number of training epochs for each intended policy. The exact configura-

tion is discussed in Section [3.4.3]

J : the number of state-action interaction steps for each epoch. The exact con-

figuration is discussed in Section [3.4.3

Oorat = the oracle threshold to judge whether S is buggy; o € [0,1]. The exact
configuration is discussed in Section [3.4.5]

The algorithm consists of four sequential phases: initialization phase, training phase,
log analysis phase, and oracle phase. The following subsections shall describe them

one by one.

Algorithm 1. Our Proposed Oracle for Testing RL Implementation
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1.

© o N e

11.
12.
13.
14.
15.

function OracleMain (
S: the to-be-tested RL implementation,
&: the environment,
I: the number of intended policies to generate,
E': the number of training epochs for each intended policy,
J: the number of state-action interaction steps for each epoch,

Oora € [0, 1]: the oracle threshold to judge whether S

is buggy ):

// Initialization Phase:

Generate a set of intended policies e = {Tef,i }iz1,..r and
the corresponding set of reward functions R = {R;}i—1,. 1;

// An intended policy 7f,; is a function Xies; — Ayef,i, Where
/] Xreti C Xg is the reference state set, Ays; C Ag is the

// reference action set, X¢ is the environment

// dependent state set, and Ag is the environment dependent
// action set. The creation of R; also needs the help of

// other environment dependent functions and constants,

. // see Eq. (3.1)), (3.3), and (3.4).

// Training Phase:
for (i:1<i<I){
for (e:1<e<FE){
// The eth training epoch:
L;. := execute the RL implementation S
with the environment £ and the reward function R;

(which reflects the intended policy of mef;)
as per the framework of Fig. ;
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16. // Li. is the log of J state-action interaction steps
17. // defined as per Eq. (3.5)).

8.}

19. }

20. // Log Analysis Phase:

21. Initialize the trends value set T := &;

22. for (i:1<i<I){

23. Initialize the epoch-compliance-value time-series M; := [ |;

24. for (e:1<e<FE){

25. Append the epoch-compliance-value pepoch(Li e, Trefi) to M;
26. // Hepoch is defined as per Eq. and

27. }

28. Conduct linear regression on M;, and find the resulted slope «;

29. if (a > 0) then 7, := “true”;

30. else 7; := “false”;

31. Add 7; as an element to the set T;
32. }

33. // Oracle Phase:
34. ¢ := number of “true” values in T;

35. if ¢/|T| > o { return “bugless”; } else { return “buggy”; }

3.3.1 Initialization Phase

In the initialization phase, the algorithm generates a set of I intended policies, denoted
as Ilyef = {Tref,i }i=1,... 1, and the corresponding set of reward functions R = {R;};=1....

(see line [3 of Algorithm [1]).
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The notion of intended policy depends on the notion of policy. Given an environment
& with state set Xg and action set Ag, a policy is a function m : X¢ — Ag. An
intended policy, denoted as Tef : Xef > Aref, 18 @ subset of a policy. It focuses on a
set of typical states (aka reference states), denoted as Xef (Xref € X¢), and a set of

ideal actions (aka reference actions), denoted as A (Aref € Ag), and maps X,ef to

Aref-

Given an intended policy T : Xief > Aref, the corresponding reward function R :
Xe¢ x Ag — R shall define a reward value for any state-action interaction step (x,a) €
Xex Ag. We can manually do this when | X¢| and | Ag| are finite and small. Otherwise,

how to define R becomes a challenge.
We propose to exploit fuzzy logic to define R.

Specifically, given the intended policy er : Xief — Aref and arbitrary state-action
interaction step (z,a) € Xg x Ag, we first find the closest (ties, if any, are broken

randomly) zjs € Xyef to z:

def .
Trer = argmin,, e x {117 — zeetlle}, (3.1)
where || - ||¢ is the environment dependent distance metric (e.g. Euclidean distance).

We quantify the similarity between x and x7 with a state-similarity-value pi&.(z, v%),

where p&,,. is an environment dependent function of Xg x X + [0, 1].

Denote

o, & Tref(T o). (3.2)

ref — ref

We also quantify the similarity between a and aj¢ with an action-similarity-value

P ion (@, ), Where pé .., is an environment dependent function of Ag X A,er +— [0, 1].

*
ref

*

*¢) are respectively the fuzzy logic partial

Intuitively, uiate(%ﬂﬂ ) and Mfction(ava

*

membership of x and a to z)

*
and aj.
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The step-compliance-value fistep(, a) is defined as

def * *
Hstep (l‘, CL) é :uftate (.’L’, xref):ugction (CL, aref)‘ (33>

Intuitively, fistep(2, @) reflects the fuzzy logic partial membership of (x, a) to the state-
action interaction demanded by the intended policy (xk;, a’y = mer(zl)). Hence
Ustep(2, @) can be directly used as the reward function. However, the environment
& may come with a default reward function Ri,.(7,a) : Xe x A — R, e.g.
RSei(7,a) = —1. When our intended policy . is too fuzzy on the given state
x, using RS, may be a better choice. Considering this, we define the reward func-

tion as follows:

R, a if ||z — 2iflle = D),
Rr.a) ® defautt(T: @) (if || fl /) (3.0

fsgtep(ﬂstep(x,a)) (otherwise);

where D¢, € R?Y is an environment dependent distance threshold, aka the reference

g .

sep 1 [0,1] = R is an environ-

state vicinity distance threshold for ease of narration;
ment dependent non-decreasing function, to provide us further flexibility in defining

the reward function (e.g. we can scale/skew fistep With it).

3.3.2 Training Phase

After the initialization phase, the training phase starts. For each of the I intended
policy mef; (1 =1, ---, I) and its reward function R; generated by the initialization
phase, we carry out F epochs of training. The eth (e =1, ---, E) epoch consists of

J state-action interaction steps, which are logged as

Lie = {(ie, tie) Y1 (3.5)
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3.3.3 Log Analysis Phase

After the training phase, for each intended policy yef; @ Xrefi > Arefi (Where i € {1,
-+, I}, Xier; 1s the reference state set, and Ayef; is the reference action set), we have
E training logs Lie = {(%ie,,aie;)}/—y (e = 1, ---, E), each corresponds to one
training epoch. For the eth (e = 1, ---, FE) training epoch, we define the epoch-

compliance-value ftepoch(Li e, Tref;) as follows.

Z o 1 MUste z(xz e,jr Aie )
def 2(wic jaic)EL], HstenilTie s Qie,
Hepoch (Li,ea 7T-lref,i) = e Z|’6L, ) (36)

i,e

where figep ; 1S the step-compliance-value function defined for the intended policy e

(see Eq. (3.3])); while

def
Li o S {(@iejr @iej)|(@iejs Gire,j) € Lie and || e — @

le < Dif} ; (3.7)

*
ref,i,e,j

where z* is the closest reference state from x; . ; defined by Eq. (3.1)), || - ||¢ is the

ref,i,e,j

environment dependent distance metric (see Eq. (3.1))), and D%, is the environment

ref

dependent reference state vicinity distance threshold (see Eq. (3.4))).

The time series of the E epoch-compliance-values {ftepoch(Lic, Trefi) }£.; are stored as
M,;. We then check M;, to see whether the E epochs of training show a trend to

converge to the intended policy myef,.

Our method is straightforward. We conduct linear regression on the time series data
points of M;. We say there is a “trend to converge” if and only if the linear regres-
sion results in a positive slope (intuitively, the epoch-compliance-value is increasing

through training).

3.3.4 Oracle Phase

We count the ratio of epoch-compliance-value time series {M;}/_, that have a trend

to converge, and if this ratio is no less than a given threshold 6,., we say the RL

Y

program is “bugless,” and “buggy” otherwise.
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Later, we will discuss how to configure 6, in Section through sensitivey study.

3.4 Evaluation

3.4.1 To-be-tested Bugless/Buggy RL Implementation

We use a well-known open-source RL algorithm library, the Stable Baselines3 (SB3)
[74], to create our set of to-be-tested RL implementation. Built on top of PyTorch [72],
SB3 provides well-trusted implementations of many state-of-the-art RL algorithms.
Without loss of generality, our evaluations focus on three representative RL algorithms
implemented by SB3, which are respectively Deep @Q-Networks (DQN), Advantage
Actor-Critic (A2C), and Prozimal Policy Optimization (PPO). We regard the up-
to-date SB3 implementations of DQN, A2C, and PPO in SB3 [2| as the “bugless”
implementations of our to-be-tested RL implementation. Note this is a best effort
practice, as we, as human beings, cannot know which implementation is absolutely

bugless.

On top of the “bugless” implementations, we inject bugs to generate the “buggy”
implementations. Specifically, we inject two kinds of bugs: artificial bugs and real-

world bugs.

We designed the artificial bugs based on surveys of RL software bugs [67], Table

summarizes the buggy RL implementations injected with our designed artificial bugf].

Based on Table [3.1] we injected artificial bugs into the bug-less DQN, A2C, and PPO
implementations of bugless RL software, to create various buggy implementations.

Note the numbers of buggy RL implementations for different algorithms (DQN, A2C,

!This chapter focuses on hidden bugs, hence the non-hidden bugs (those show themselves via

compilation warnings/failures and/or runtime expections/failures) listed in [67] are not listed in

Table
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Table 3.1: Buggy RL Implementations Injected with Artificial Bugs

Buggy RL Implementations Designed

Bug Lype DQN A2C PPO
Exploring the environment bugs 2 0 0
Model bugs 2 2 1
Tensor and inputs bugs 0 3 2
Training bugs 4 3 4
Updating network bugs 4 1 4

Note, each buggy RL implementation is injected with one artificial bug.

PPO) are not even. This is because whether we can inject a specific type of bug into
a bugless implementation depends on the semantics of the bug and the algorithm.

Some semantics are easy for bug injection, some are difficult, even impossible.

Meanwhile, we collect real-world bugs by manually examining the Github commit log
of SB3 |75] [2], including SB3’s ancestor repository: Stable Baselines (SB) [3§]. Many
real-world bugs recorded in the commit log might show themselves via compilation
warnings/failures and/or runtime exceptions/failures. Hence, those bugs can be de-
tected without oracle. Our manual examination finally collected 4 real-world hidden
bugs listed in Table [3.2] 3 for DQN and 1 for PPO. Correspondingly, we create 3
buggy DQN and 1 buggy PPO implementations, each with one real-world bug.

Based on the above narrations, we create (12 + 3) = 15 buggy DQN implementations
(12 with artificial bug, 3 with real-world bug), (9 + 0) = 9 buggy A2C implementa-
tions (9 with artificial bug, 0 with real-world bug), and (11 + 1) = 12 buggy PPO
implementations (11 with artificial bug, 1 with real-world bug). Tablesummarizes

the total numbers of bugless/buggy RL implementations.
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Table 3.2: Real-World Bugs

Bug ID | Description
RW1 (a | File: stable baselines3/common/on policy_algorithm.py
DQN Line 1: “dones,” should be
bug) “self. last_episode_starts, # type:
ignore[arg-typel”;
Line 2: “#delete this 1line” should be replaced with
“self. last _episode _starts = dones”.
RW2 File: stable baselines3/ppo/ppo.py
(a PPO | Line: “entropy_loss = -log _prob.mean()” should be
bug) “entropy_loss = -th.mean(-log prob)”.
RW3 (a | File: stable baselines3/dqn/policies.py
DQN Remove explicit feature extractor initialization and assignment:
bug) self.features_extractor = ...,
self.features_ dim = ...,
"features_extractor": ...,
"features_dim":
Restore original:
net_args = self. update_features_extractor(...)
return QNetwork (**net_args).to(self.device).
RW4 (a | File: stable baselines3/common/on policy_algorithm.py
DQN Restore value computation block:
bug) “with th.no_grad():”

“# Compute value for the last timestep”

“values = self.policy.predict_values(...)”.

38



3.4. Evaluation

Table 3.3: Number of Bugless/Buggy RL Implementations

# of Implementations DQN A2C PPO
Bugless 1 1 1
Buggy 15 9 12

3.4.2 Testbed RL Framework

With the to-be-tested RL implementation (i.e. the bugless/buggy implementations
prepared by Section [3.4.1)) ready, we can now construct the RL framework of Fig. [3.1],

to run the RL implementation to generate input/output logs for oracles to work on.

Particularly, we need to pin down the “environment” and its “reward function” for

the RL framework.

Environment

We choose to reuse the environments from the well-known RL evaluation environ-
ment repository, Gymnasium [28]. Gymnasium includes tens of environments with
customizable reward functions for us to choose. All of them are widely-used and well-
maintained, so that we can empirically regard them as bugless (again as a best effort
practice). Without loss of generality, we choose two representative environments:

Frozen Lake [26] and MountainCar Continuous [27].

Frozen Lake demands a discrete decision-making agent (to be trained by the to-be-
tested RL implementation). The agent shall navigate an avatar through a “frozen
lake” chess-board-like environment to reach a target, and shall avoid the avatar from

falling into “holes in the frozen lake.” The Frozen Lake environment can be connected

to all three RL algorithms: DQN, A2C, and PPO.

MountainCar Continuous plays with the digital twin of a continuous world mechanical
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car. It demands the decision-making agent (to be trained by the to-be-tested RL
implementation) to drive the car up a steep hill by building up enough momentum
at the valley. As DQN cannot support continuous decision-making, the MountainCar

Continuous environment can only be connected to two RL algorithms: A2C and PPO.

Therefore, the total numbers of feasible combinations of environment and RL imple-

mentation are summarized by Table |3.4}

Table 3.4: Number of Feasible Combinations of Environment and RL Implementation

# of Feasible Combinations | DQN A2C PPO
With Bugless RL Implemen- | 1 x 1 =1 2x1=2 2x1=2

tation

With Buggy RL Implemen- | 1 x 15 =15 2x9=18 2x12=24

tation

Note: x X y means there are x feasible environments for the corresponding RL al-
gorithm, and y implementations for the corresponding bugless/buggy RL algorithm.
See Table [3.3] for the values for y.

Reward Function

Both Frozen Lake and MountainCar Continuous allow us to customize the reward
functions, so that we can realize line [3 of Algorithm [I] That is, we need to generate
I intended policies mer; (i = 1, -+ -, I), and their corresponding reward functions R;

(t=1,---, I), and plug R; into the environment £.

To generate the I intended policies, for Frozen Lake, intended policy mer; (i = 1,
-+, I) is generated as follows. We randomly sample K = 8 distinct states from
the environment dependent state set X¢ as the reference state set Xy,. For each

sampled reference state xref; (kK =1, - - -, K), we randomly sample a legitimate action
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aref i from the environment dependent action set Ag as the intended action. That is
Teef,i(Trefik) def arefi k- For MountainCar Continuous, intended policy mper; (i =1, - - -,
I) is generated similarly. We randomly sample K = 12 sufficiently separated states
from the environment dependent state set Xg as the reference state set Xe;. For
each sampled reference state e, (K =1, ---, K), we randomly sample a legitimate
action ayef,;r from the environment dependent action set A¢ as the intended action.

. def
That is Tref i (xref,i,k) = Qef,i k-

With the intended policies 7y, (i = 1, ---, I) ready, we follow the instructions of

Section to generate the corresponding reward function R;.

Particularly, the environment dependent functions and constants mentioned in Sec-

tion 3.3.1] are set as follows.
For measuring state distances ||z — ¥, ||e, we adopt the Euclidean distance.

For the environment of Frozen Lake, the state-similarity-value is defined as

* def *
Hatate (2, 7o) = exp(—||loc(z) — loc(zpg)[]), (3.8)

where loc(z) extracts state x’s avatar location on the Frozen Lake chessboard; || - ||

measures the Euclidean distance; and exp is the exponential function.

For the environment of MountainCar Continuous, the state-similarity-value is defined

as

1, (if |dim0(z) — dimO(z%,)| < 0.5);
%  def ’ ref )
lu(s(/:cate(m7 xref) = (39)
0, (otherwise);

where dim0(x) extracts state z’s Oth dimension value (intuitively, the car’s location

in the valley in the digital twin).
For the environment of Frozen Lake, the action-similarity-value is defined as

1, (if a = a}y);
%y def ’ ref/»
:ufction (CL, aref) :e (310)

0, (otherwise).
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For the environment of MountainCar Continuous, the action-similarity-value is de-

fined as

;

1,  (if |a —aly] < 0.3);

ref

* def
luagction(av a’ref) = 07, (lf 0.3 < |CL — a:(ef| < 05), (311)

0, (otherwise);

\

*

*¢) is a signed scalar representing the force applied to the

where action a (as well as a

car.

With .. and pé,,, we can calculate pige, as per Eq. (3.3)). With jigep, we can
now define the reward function as per Eq. (3.4]), which, however, needs three more

and ¢

environment dependent functions/constants: RS, DS step-

refs

For Frozen Lake, we define the default reward R4, e

For MountainCar Continuous, we reuse its default reward function provided by the
Gymnasium repository as the R, -

g def

For Frozen Lake, we define D%, &ef 1; for MountainCar Continuous, we define Dy =

0.05.

£

For Frozen Lake, we define fg.,

as

) def Spisteps  (if ftstep > 0.7);

fsgtep(:ustep (312)
—0.5, (otherwise).
For MountainCar Continuous, we define f§,, as
def
sgtep(p“step) = 5,us'cep- (313)

3.4.3 Other Oracle Configurations

Besides the environment dependent functions/constants discussed in Section [3.4.2]

there are four more configurable input parameters for our proposed oracle, i.e. Algo-
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rithm[f} 7, E, J, and o

We will discuss the configuration of the oracle threshold 6, in Section [3.4.5] The

configurations of I, E, and J are discussed as follows.

First, due to limited computational resources, we choose to generate only I = 10

intended policies for each environment and RL implementation combination.

Second, if £ is the Frozen Lake environment, we set the number of training epochs F
to 300, with each epoch consisting of J = 200 state-action interaction steps. For the
more complex and challenging MountainCar Continuous environment, we set £ = 700

and J = 500 to ensure sufficient training.

3.4.4 Comparison Baseline (Human Oracle)

To validate the effectiveness of our method, we set up a control group consisting of a

human expert team to serve as the human oracle.

The human expert team is carefully selected to ensure a high level of expertise and
diverse backgrounds. It includes five members: one member with a Ph.D. degree in
control and computer science/engineering; one with a Bachelor’s degree in computer
science/engineering; one graduate student and two undergraduate students, all with

sufficient research experience in the relevant fields.

We recreate conditions that closely resemble real-world RL software development for
the human expert team. For each combination of the environment and RL implemen-
tation, we first record an animation of the untrained agent’s behavior in the environ-
ment. After training, we record another animation of the trained agent’s behavior
in the environment. We also use Tensorboard [§], a widely used tool for NN evalua-
tion, to log the rewards and losses throughout the RL training. Each human expert
evaluates the pre- and post-training animations with the Tensorboard reward/loss

logs holistically, and subjectively votes on whether the RL training is morbid, i.e.,
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whether the RL algorithm implementation is buggy. The majority vote wins.

Note the total numbers of feasible combinations of environment and RL implementa-
tion are summarized by Table 3.4 However, due to logistic reasons (staff turnover),
our human expert team is unable to finish evaluating the specific combination of
MountainCar Continuous and PPO-with-real-world-bug implementation (there is only
one PPO-with-real-world-bug implementation, see Table . To make fair compar-
isons between our proposed oracle and the human oracle, we have to remove the
combination of MoutainCar Continuous and PPO-with-real-world-bug implementa-
tion from our evaluations. Therefore, the total numbers of actually evaluated combi-
nations of environment and RL implementation are slightly adjusted from Table [3.4]
The adjusted result is Table [3.5]

Table 3.5: Number of Actually Evaluated Combinations of Environment and RL

Implementation
# of Actually Evaluated | DQN A2C PPO
Combinations
Bugless 1 2 2
Buggy 15 18 24 —1=23

3.4.5 Research Questions and Answers

We study the following research questions.

RQ1: How to set the oracle threshold O, (see line of Algorithm [1)) for our

proposed oracle?

RQ2: How good is our proposed oracle compared to the baseline (i.e. the current

mainstream practice of human oracle)?
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The answers are elaborated as follows.

RQ1: How to set the oracle threshold 6, for our proposed oracle?

In order to properly configure the oracle threshold 6, Fig. plots the ROC curve
of our proposed oracle with various 6, configurations. The test set, as summarized
by Table[3.5] consists of (1+2+2+415+18+23) = 61 combinations of environment and
bugless/buggy RL implementation (i.e. 61 combinations of (£,S) for Algorithm [1)).

Based on the ROC curves, we decide to set the oracle threshold 6, to 0.6, which
achieves the maximal area under curve (AUC). This choice allows us to maintain a
relatively low false positive rate (FPR) while achieving a satisfactory true positive
rate (TPR), hence striking a balance between the goal of minimizing false positives

and the goal of identifying all the buggy implementations.

RQ2: How does the proposed oracle compare to the human oracle for

different environments and algorithms?

To address this research question, again, we use the 61 combinations of environment
and bugless/buggy RL implementation of Table as the test set, and compare

various performance metrics of our proposed oracle and the human oracle.

Table [3.6| and Fig. compare the performance of our proposed oracle and the
human oracle for different environments. We see that our proposed oracle apparently
performs worse than the human oracle for the Frozen Lake environment, particularly
in terms of true positive (TP) count, false negative (FN) count, accuracy, recall,
and F1 score. However, for the MountainCar Continuous environment, the difference
between our proposed oracle and the human oracle is not significant. This is probably
because Frozen Lake is a discrete system, whose right or wrong are unambiguous;

while MountainCar Continuous is a continuous system, whose right or wrong are
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True Positive Rate (TPR)

ROC Points with Threshold Connections

0.0 0.2 0.4

0.8 1.0

False Positive Rate (FPR)

Borci = 0.0 (FPR=0.00, TPR=0.00)
Borci = 0.1 (FPR=0.00, TPR=0.04)
Borci = 0.2 (FPR=0.00, TPR=0.05)
Borci = 0.3 (FPR=0.00, TPR=0.05)
Borci = 0.4 (FPR=0.00, TPR=0.05)
Borci = 0.5 (FPR=0.00, TPR=0.16)

Borcl = 0.6 (FPR=0.00, TPR=0.27)
Borct = 0.7 (FPR=0.20, TPR=0.36)
Borcl = 0.8 (FPR=0.20, TPR=0.36)
Borct = 0.9 (FPR=0.40, TPR=0.45)
Borc = 1.0 (FPR=1.00, TPR=0.55)

Figure 3.3: ROC Curve for Our Proposed Oracle with Different 6, Values
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more ambiguous (aka fuzzy). It is easier for human experts to judge systems with

unambiguous definitions of right and wrong.

1.0

0.8 1

I Proposed Oracle
I Human Oracle

0.6

0.4

0.2

0.0

Table 3.6: Comparisons of Oracles for Different Environments

Oracle Environment TP FP TN FN
Frozen Lake 4 0 3 32
proposed oracle
Mountaincar Continuous 9 0 2 11
Frozen Lake 23 1 2 13
human oracle
Mountaincar Continuous 8 0 2 12

TP: True Positive Count; FP: False

Positive Count;

TN: True Negative Count; FN: False Negative Count.

Frozen Lake

Mountaincar Continuous

1.0

0.8+

I Proposed Oracle
I Human Oracle

0.6

0.4

0.2

0.0

Figure 3.4: Comparisons of Oracles for Different Environments

Table[3.7]and Fig. compare the performance of our proposed oracle and the human

oracle for different RL algorithms. We see that our proposed oracle performs worse

than the human oracle for the DQN and PPO algorithm for most metrics; while the

performances on the A2C algorithm are the same. In addition, our proposed oracle

performs equivalently well as or slightly better than the human oracle on the metric

of precision.
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Table 3.7: Comparisons of Oracles for Different RL Algorithms

Oracle Algorithm | TP FP TN FN
A2C 8 0 2 10

proposed oracle | DQN 2 0 1 13
PPO 3 0 2 20
A2C 8 0 2 10

human oracle DQN 13 1 0 2
PPO 10 0 2 13

TP: True Positive Count; FP: False Positive Count;
TN: True Negative Count; FN: False Negative Count.

A2C DQN PPO

s Proposed Oracle 10 mmm Proposed Oracle 1.0
W Human Oracle W Human Oracle

1.0 mmE Proposed Oracle

W Human Oracle

0.8

0.6

0.4

0.2

0.0 -

Figure 3.5: proposed oracle vs. human oracle in different Algorithms

From these comparisons, we see that our proposed oracle is not significantly better
than the human oracle. This necessitates further study of the oracle problem for RL

software.

We need to better exploit domain knowledge in the design of the oracle, to enhance

the performances.

Also, from Section [3.3] and [3.4.2] we see that our proposed oracle involves many
environment dependent functions and constants, which increases the realization dif-

ficulties. We want a better oracle with less environment dependency.
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The above two demands inspired our work of Chapter [4]

3.5 Related Work

3.5.1 Fuzzy Logic Testing

Fuzzy logic has been applied in various aspects of software testing to handle uncer-
tainty and provide more comprehensive evaluations. Researchers have explored the
use of fuzzy logic in test case generation, test case prioritization, and test oracle

construction.

In the area of test case generation, Bai et al. [14] proposed a fuzzy logic-based ap-
proach for generating test cases from software specifications. They used fuzzy set
theory to model the input domain and employed fuzzy inference rules to determine
the most effective test cases. This approach allowed for the generation of test cases
that cover the input space more comprehensively and efficiently compared to tradi-
tional crisp methods. However, their work focuses on generating test cases for general
software systems, while our approach specifically targets the testing of reinforcement

learning software.

Fuzzy logic has also been used in test case prioritization to improve the effectiveness of
testing efforts. Xu et al. [102] developed a fuzzy logic-based approach for prioritizing
test cases in regression testing. They considered various factors, such as code coverage,
fault detection history, and execution time, and used fuzzy inference rules to assign
priority values to test cases. This approach helped in identifying the most critical test
cases and optimizing the testing process. In contrast, our work focuses on evaluating
the learning progress of reinforcement learning software rather than prioritizing test

cases.

Wan et al. propose DRLFuzz |95], a coverage-guided fuzzing framework for testing
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Deep Reinforcement Learning systems, focusing on generating diverse failure cases.
While sharing the common goal of improving RL system reliability, our research
differs by addressing challenges arising from the complexity and diversity of RL im-
plementations. We introduce fuzzy logic for test oracle design and propose reward
function variation to expand test coverage, while DRLFuzz employs coverage-guided
fuzzing to automatically generate test cases. Despite the differences in approach,
both studies tackle challenges like complexity and uncertainty in RL testing, and the

ideas presented in DRLFuzz offer valuable insights for our research.

Test oracle construction is another area where fuzzy logic has been applied. Sha-
hamiri et al. [82] proposed a fuzzy logic-based approach for constructing test oracles
in the absence of explicit specifications. They used fuzzy inference rules to determine
the expected behavior of the system based on its inputs and outputs. This approach
provided a more flexible and robust way of constructing test oracles, especially in sce-
narios where precise specifications are not available. While their work deals with test
oracle construction for general software systems, our approach specifically uses fuzzy
logic to compare learned policies with intended policies in the context of reinforcement

learning.

3.5.2 Reinforcement Learning Testing and Debugging

Reward-function variation has the potential to become a benchmark in the area of
zero-shot Generalization of RL, yet it is very under-studied [48]. Similarly, we have
not observed this promising technique being utilized within the test oracle designing
of Reinforcement Learning. Nonetheless, we have identified some related work in the

testing of RL:

DRLinter [67] proposed by Guo et al., is a rule-based static analysis tool for detecting
potential faults in DRL software. DRLinter defines a set of rules based on expert

knowledge and best practices to identify common antipatterns and bad practices,
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such as suboptimal reward shaping, incorrect tensor operations, and inappropriate
hyperparameter settings. In contrast, our work focuses on the dynamic testing of
RL software by combining fuzzy logic and reward function variation to create a more
robust test oracle. We aim to handle the ambiguity and uncertainty inherent in reward
functions and explore a wide range of scenarios through reward function variations.
While DRLinter and our research address different aspects of DRL system reliability,
they complement each other in the pursuit of developing robust and dependable DRL
applications, highlighting the importance of combining static analysis and dynamic

testing techniques for comprehensive quality assurance.

STARLA [106] is a search-based testing approach for DRL agents that aims to find
faulty execution epochs efficiently. It uses genetic algorithms to search the state-action
space for sequences that are likely to trigger faults, guided by machine learning mod-
els trained on historical epoch data to predict the likelihood of faults. STARLA also
incorporates state abstraction techniques to reduce the search space by clustering
similar states based on the agent’s perception, i.e., the optimal state-action value
function. STARLA determines whether the model has triggered faults by identify-
ing "faulty states”. In STARLA, a faulty state is defined as a state that violates
predefined requirements and is often an end state (termination state). For example,
in an autonomous driving scenario, a state where the vehicle collides with an obsta-
cle is considered a faulty state. However, STARLA differs from our proposed oracle
method in its focus and granularity of analysis. While STARLA emphasizes detecting
faults that occur in specific states within an epoch, our method focuses on analyzing
the agent’s learning process and progress over time by providing a continuous assess-
ment of the agent’s policy similarity trend during training. Combining STARLA’s
fine-grained, state-level fault detection with our continuous, learning-oriented anal-
ysis could potentially lead to a more comprehensive and explainable DRL testing
approach, enabling us to identify faults in specific epochs and gain insights into the

agent’s evolving behavior throughout the training process.

o1



Chapter 3. Fuzzy Logic Supported Intended Policy Variation: An Oracle for
Testing Reinforcement Learning Software

MDP Playground [76] provides a way to analyze and debug RL agents by controlling
various dimensions of hardness, allowing for experiments on toy environments and
studying the effects on complex environments. It aims to improve agent performance
and adaptability by examining factors such as non-Markov information states, irrel-
evant features, representations, and low-level dimensions of hardness. The difference
between [76] and our approach is that MDP Playground provided a testbed, thus
simplifies the creation of test environments for RL algorithms, but it still uses test set
and evaluation metrics as RL test oracle. In contrast, Reward-function variation is
a more universal and straightforward which does not rely on a test set or evaluation

metrics.

Mohammad et al. |[96] provides us a white-box testing approach for Deep Neural
Networks. This paper introduces a method for detecting errors in deep neural net-
works by tracking and analyzing the flow of values during training, using imperative
representations and probes for dynamic analysis to pinpoint faulty layers or hyper-
parameters, and an algorithm to identify root causes by monitoring numerical errors
and the influence of each component on the model’s performance. There are two
main differences between this work and our reward-variation method: Firstly, RL al-
gorithms are not always Deep Neural Networks, for example, Q-learning doesn’t rely
on Deep Neural Network. In that case, [96] may not work. Secondly, our Reward-
function variation method treats the model as black box while [96] needs to dig into

the model. Therefore, the two methods are suitable for different scenarios.

Maximilian et al. [43] introduces a novel regularization technique for RL algorithms—Selective
Noise Injection (SNI) and Information Bottleneck (IB)—which can significantly en-
hance the generalization of agents in new environments. The SNI and IB methods are
used during the training phase to enhance the generalization abilities of the model,

while our method is used during the testing phase.

Gu et al. [33] proposed an approach for testing deep learning libraries by creating

varied neural network structures to uncover bugs, focusing on ensuring the libraries’
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reliability for tasks including training and inference phases. Muffin assesses founda-

tional software integrity, our method works as test oracle for RL algorithms.

3.6 Conclusion

In this chapter, we investigated the oracle problem in testing RL software by propos-
ing an oracle using fuzzy logic. Our proposed oracle exploits the inherent features
of RL. First, if an RL software implementation is bugless, then under the stimula-
tions of a proper reward function that reflects the intended policy (specifically, we
exploited fuzzy logic to construct such reward function out of the intended policy),
the RL software implementation shall figure out and converge to the intended policy.
Second, if the RL software implementation is bugless, then during training, if the
aforementioned convergence tendency appears, then RL software shall not drastically

damage this tendency.

We evaluated our proposed oracle with human oracle against a test set of 61 combina-
tions of environments and bugless/buggy RL software implementations. The results
show that our proposed oracle is not significantly better than the human oracle,

except for a few metrics.

This reveals the difficulty of the RL oracle problem, and piques us to exploit deeper
domain knowledge in the design of the oracle, to enhance the performances, as well

as simplifying the design. This directly fosters our work of Chapter [4]
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Chapter 4

A Test Oracle for Reinforcement
Learning Software based on

Lyapunov Stability Control Theory

4.1 Introduction

Reinforcement Learning (RL) has gained significant attention in recent years due to
its wide range of applications, such as control/robotics [50] and game playing [84]. RL
software outputs an agent, which learns optimal decision-making policies through in-
teracting with an inputted training environment (simplified as “environment” in the
following); the agent’s goal in the interaction is to maximize cumulative rewards [87].
As RL software grows more complex and infiltrates critical application domains, en-

suring its quality and correctness becomes increasingly important.

One indispensable aspect of software quality/correctness insurance is testing. The
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purpose of testing is to reveal the existence of bugsﬂﬂ in software. However, testing

RL software faces unique challenges compared to testing traditional software.

To test traditional software, given the input, the correctness of an output is well
defined: there is usually a unique and well-defined expected output, and the output
is either equal to the unique expected output (i.e. correct), or not equal to it (i.e.
incorrect). There is no gray area between the correct and the incorrect outputs.
However, for RL software, given the inputted environment, often the expected output
(i.e. the trained agent) is neither unique nor well-defined. For example, one major
application domain of RL is to train agents (aka “controllers” in such contexts) for
nonlinear control systems, where the nonlinearity is so complex, that the system is
hard (if at all possible) to be mathematically analyzed. For such control systems, it
is hard to define which controller is the unique correct controller (i.e. the unique well-
defined expected output). All that we can measure is the controllers’ performance
for a test set; and the performance metrics are usually multi-dimensional, statistical,
and dependent on the test set. It is difficult to define the optimum performance, nor

to define what performance is correct/incorrect.

For example, in the control task of stabilizing an inverted pendulum [64], given a test
set of initial states of the inverted pendulum, controller A on average stabilizes the
inverted pendulum in 10 seconds, while controller B on average stabilizes the inverted
pendulum in 15 seconds (usually a shorter stabilizing time cost is better). However,
in terms of overshoot, controller A causes a worst case overshoot of 15 degrees, while

controller B causes a worst case overshoot of 5 degrees (usually a smaller overshoot is

LA more formal term for “bug” is “software defect.” But for succinctness, we will use the term
“bug” in this chapter. Correspondingly, the formal terms “software contains defects” and “software

contains no defect” will be referred to as “buggy” and “bug-less” respectively in the following.
2There are two types of bugs. Some bugs can cause compilation warnings/failures, or catch-

able runtime exceptions/failures (e.g. via the Java/C++ try-catch exception mechanisms, or the C
error return values). Others are hidden. The hidden bugs are more threatening. Therefore, in the

following, unless otherwise denoted, we shall focus on the hidden bugs.
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better). Due to the multi-dimensionality of the performance metrics, it is difficult to
define which controller is better, nor to define which controller is correct/incorrect:
we cannot say controller A is incorrect because it performs worse than controller B
on overshoot; nor controller B is incorrect because it performs worse than controller

A on stabilization time cost.

The above hard-to-define-output-correctness challenge for RL software leads to a

critical problem in testing: the test oracle problem [15].

A test oracle is an indispensable tool for software testing [15]. It is a mechanism
to judge the correctness of software outputs (given the corresponding input) without
analyzing the software source code (in the RL literature, the term “oracle” has other
meanings; however, in this chapter, the term “oracle” never takes those meanings;
therefore, in the following, we simplify the term “test oracle” as “oracle”). According
to this definition, the prerequisite to define an oracle is to define the correctness of

software outputs.

The RL software outputs are the agents (controllers). From the previous inverted
pendulum example, we can see that to judge if an agent (controller) is correct, all
that we can have is the agent’s statistical performances (analytical proof of correctness
is infeasible). However, as the inverted pendulum example shows, it is hard to use
common statistical metrics to judge which agent is better, not to speak of which
agent is correct/incorrect. That is, it is hard to define the correctness of RL software
outputs. In other words, the prerequisite to define RL software oracle is yet to be

fulfilled.

To deal with this problem, the traditional approach in testing RL software relies on
human oracles, i.e. a panel of human experts are convened to manually judge the
correctness of the RL software outputs (i.e. the agents). However, this approach
heavily depends on the availability and quality (including experiences, subjective

states, etc.) of the human experts, and cannot be fully automated.
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When high quality human experts are unavailable, or when full automation is needed,

we need an alternative to the human oracle. This is the focus of this chapter.

Specifically, we propose an oracle based on the Lyapunov stability control theory [79]

[30]. The heuristics goes as follows.

It is well-known [79] [30] in control theory that given a linear system (including the
linear state dynamics, and the linear controller), where the system’s physical state at
time t is described by an n-dimensional vector X (t) € R™, then we can construct a
so-called Lyapunov equation. If the equation has positive-definite symmetric matrix
solution P € R™ " then the linear system is stable. Meanwhile, given this P, we
can define a so-called Lyapunov potential energy (aka Lyapunov function) V(X (t)) o
X(t)TPX(t), where X (¢)T is the transpose of X (¢). The Lyapunov potential energy

V(X(t)) can only decrease over time.

We propose our RL software oracle by using the Lyapunov stability control theory
inversely. We randomly generate many stable linear systems using the Lyapunov
stability control theory. For each such system (including its linear state dynamics, its
linear controller, and its Lyapunov potential energy V(X (t))), we input the following
environment to the RL software under test: the state transition dynamics of the
environment is the linear state dynamics. Meanwhile, we use V(X (¢)) as the core
of the environment’s reward function, and punish any agent (i.e. the RL learnt
controller) that ever increases V(X (¢)) over time. Expectedly, if the RL software is
bug-less, the RL learnt controller should be smooth (for example, linear), aware of
the hidden Lyapunov potential energy V(X (t)) of the environment, and its control

actions shall always decrease V(X (¢)). Otherwise, the RL software is considered

buggy.

Based on the above RL software oracle design heuristics, this paper makes the fol-

lowing contributions.

1. As an alternative to the traditional human oracle for testing RL software, we
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propose a Lyapunov stability control theory based oracle, LPEA(¥, 6).

2. We conduct extensive experiments over representative RL algorithms and RL
software bugs to evaluate our proposed oracle. The results show that under
various configurations of (¢,6), our LPEA(¥,0) oracles can achieve good per-
formances in most metrics. The average accuracy, precision, recall, F1 score,
true positive rate, true negative rate, false positive rate, false negative rate, and
ROC curve AUC are respectively 75.2%, 94.6%, 55.7%, 68.6%, 55.7%, 94.8%,
5.2%, 44.3%, and 0.751.

3. We conduct extensive experiments over representative RL algorithms and RL
software bugs to compare our proposed oracle with the human oracle. The
results show that our proposed oracle can outperform the human oracle in most
metrics. Particularly, LPEA(Y = 100%,0 = 75%) outperforms the human
oracle by 53.6%, 50%, 18.4%, 34.8%, 18.4%, 127.8%, 60.5%, 38.9%, and 31.7%
respectively on accuracy, precision, recall, F'1 score, true positive rate, true
negative rate, false positive rate, false negative rate, and ROC curve’s AUC; and
LPEA(¢ = 100%,0 = 50%) outperforms the human oracle by 48.2%, 47.4%,
10.5%, 29.1%, 10.5%, 127.8%, 60.5%, 22.2%, and 26.0% respectively on these

metrics.

The rest of the chapter is organized as follows. Section provides background on
RL and Lyapunov stability control theory. Section [4.3| proposes our oracle for testing
RL software. Section [£.4] evaluates our proposal. Section [£.5] discusses related work.

Section [4.6| concludes the chapter.
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4.2 Background

4.2.1 Reinforcement Learning

Reinforcement Learning (RL) is a paradigm of machine learning, where the RL soft-
ware trains an agent by letting it interact with an inputted environment. The key

concepts related to RL include:

1. Environment: The external system with which the agent interacts. It includes

the following concepts.

(a) State: We denote the state at time ¢ of the environment as X (¢). The set

of all possible states is called the state space, denoted as X.

(b) Action: We denote the action applied to the environment at time ¢ as
U(t). The set of all possible actions is called the action space, denoted as
Uu.

(c) State Transition Dynamics: Given the current state X (¢) and action
U(t) of the environment, the way that the state X (¢) will evolve is called

the environment’s state transition dynamics.

(d) Reward Function: A function r : X x U — R that maps the current
state X (t) and action U(t) to a scalar real value (aka the reward), which

measures the desirability of the current state and action.

2. Agent: The learning entity that interacts (issue actions to and receive states/rewards
from) with the environment. The RL software takes charge of structuring and
modifying the agent, aiming to maximize the cumulative reward. The final

version of the agent is the output of the RL software.
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4.2.2 Lyapunov Stability Control Theory

The most well-studied control theories are about linear systems [20], where the state
of a system at time ¢ can be modeled by an n-dimensional vector X (t) € R", and it

evolves according to the so called linear state dynamics:
X(t+1)=AX(t)+BU(t), (4.1)

where A € R™™ and B € R™™ are respectively n-by-n and n-by-m matrices; U(t) €
R™ is the m-dimensional action (i.e. controller feedback) applied to the system at
time ¢; X (t+1) € R™ is the state of the system at the next time tick, i.e. (¢4 1); note
as the focus is on testing RL software, which is discrete, we only use the discrete-time

control theories in this chapter.

Besides the linear state dynamics, the other key component of a linear system is the

linear controller, which takes the following form:
U(t) = —KX(t), (4.2)
where K € R™*" is a m-by-n matrix.

The key to designing the linear controller is to find a proper K for Eq. (4.2)). Given A
and B in Eq. (4.1)), there are many well-established ways to propose candidate values
for K, e.g. LQR [12], LMI [18] etc.

Once a candidate value for K is proposed, we can construct the so-called Lyapunov

equation:

ATPA-P+Q=0, (4.3)

where A & A — BK; AT is the transpose of A; Q € R™" is an arbitrarily given

positive-definite symmetric matrix (e.g. we can set Q to be the identity matrix I).

The only unknown variable in Eq. (4.3]) is P € R"*".

The well-known Lyapunov stability control theory [79] [30] says, if Eq. (4.3 has a

positive-definite symmetric matrix solution P € R™"  then the original linear system
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of Eq. (4.1)(4.2) is globally asymptotically stable. That is, starting from any initial
state X (0), the trajectory of X (¢) will always converge to the origin point (denoted as
0) of the state space R™. In this chapter, we simply refer to “globally asymptotically

stable” as “stable.”

There are well-established tools to solve the Lyapunov equation, i.e. to find a positive-
definite symmetric matrix P that upholds Eq. [18] [94]. When a solution cannot
be found, there are also well-established tools to propose other candidate values for
K (i.e. propose other linear controllers), so as to change the Lyapunov equation. But
still, there are chances that for certain given A and B, no proper K exists to construct

a solvable Lyapunov equation. Fortunately, such chances are low in practice.

Once we solve the Lyapunov equation, i.e. found a positive-definite symmetric matrix
P € R™™ that upholds Eq. (4.3), we can define the so-called Lyapunov potential

enerqy, aka Lyapunov function:

VX)) E X()TPX(®), (4.4)

where X (¢)7 is the transpose of X(¢). The Lyapunov stability control theory also
tells us that the Lyapunov potential energy V(X (¢)) always decreases over time.

4.3 Solution

Suppose a to-be-tested RL software implementation R takes in as input an environ-
ment £, then trains and outputs an agent a. Following the heuristics described in

Section [4.1] we propose our RL software oracle as follows.
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e Step 1: Generate [ stableﬂ linear systems {S;}._,. System S; (i =1, ..., I)

includes linear state dynamics of

where X;(t) € R, U;(t) € R™, A; € R™" B; € R™™; and a linear controller
of

Ui(t) = —KiXi(t). (4.6)
where K; € R"*™,
Meanwhile, as a stable linear system, S; shall also have a Lyapunov potential

energy (aka Lyapunov function) defined as

def

Vi(Xi(t) = Xi(t)"PiX(t), (4.7)

where X;(t)7 is the transpose of vector X;(t), and P; € R™" is an n-by-n

positive-definite symmetric matrix that solves the Lyapunov equation of S; (see

Section and Eq. (4.3])(4.4)).

e Step 2: For each linear system S;, we construct an environment &; as follows.
First, we adopt X;(t), U;(t), and Eq. (4.5)) of S; respectively as &;’s state, action,
and state transition dynamics (see Section [4.2.1)). Second, we define the reward

function r; of &; as follows.

rz(Xz(t)v Uz (t))
L exp(—Vi(X,(t))) + aexp(—||Xi(1)]]2)

= exp(—X;(t) "P; X;(t)) + crexp(—[|X;(t)]]2), (4.8)

where a € [0, 1] is a weighting constant, exp is the exponent function, and || X ||z

is the 2-norm of vector X (i.e. vector X’s Euler length). That is, we reward the

3 According to Section m given any arbitrarily generated A and B for Eq. (4.1]), there are
chances that a stable linear system cannot be designed. However, such chance is low in practice.

Hence generating I stable linear systems is practically feasible, e.g. via repetitive trial.
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decrease of the Lyapunov potential energy, and we reward converging X;(t) to

the origin point 0 in R™.

Note we exclude U;(t) from the right hand side of Eq. (4.8)) to feedback less
info to the RL, so as to increase the learning difficulty, hoping to expose more

problems of the RL software implementation.

Also note an agent (aka “controller” in this context) that matches such reward
function exists, which is the linear controller described by Eq. . According
to the Lyapunov stability control theory described in Section |4.2.2] as the linear
system S; is stable, the linear controller of Eq. guarantees the Lyapunov
potential energy always decreases over time, and X (t) converges to 0. An ideal

RL software shall figure out this controller based on the reward function of

Eq. .

e Step 3: Input each environment & (i = 1, ..., I) to the to-be-tested RL
software implementation R, which respectively outputs the trained agent (aka
“controller” in this context) a;. Given any state X;(f) € R™, controller q;
maps X;(t) to an action of a;(X;(t)) € R™. In other words, a; is a function
of R® +— R™. We then define a controller goodness function to quantify the
quality of a; with a scalar value, and denote this function as g;(a;). Note
gi(a;) € R. Upon {g;(a;)}_, , we can further define an implementation goodness
function to quantify the quality of R. Denote the implementation goodness
function as ¢({gi(a;)}_,). Note ¢({g:(a;)}._,) € R. We can then set a threshold
constant § € R, and claim R to be “buggy” if ¢({g;(a;)}/_,) < 0, and “bug-less”

otherwise.

Step 1 ~ 3 is not yet an oracle, unless the controller/implementation goodness
functions and threshold 6 are defined. We propose to define them as follows, and

name the resulted oracle the Lyapunov Potential Energy Abnormality (LPEA) oracle.
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For each controller a; (i = 1, ..., I) outputted in Step 3, we uniformly random
sample J initial states in the state space X; = R"™, and denote these initial states as
{Xi;(0)}7_,. Correspondingly, a; generates the respective actions {a;(X;;(0))}/_; to

be fed to the environment &;. Then &; will respectively evolve the J initial states by

J

1 time tick, to generate the next states {X;;(1)};-,. The corresponding change of

Lyapunov potential energy is
AV;5(0) € VilXi;5(1)) = Vi(X;(0)). (4.9)
Correspondingly, define
Vi € (i € {1,...,J} and AV;;(0) < 0}.

Apparently, 0 < |V;7| < J, hence W—J_l € [0,1].

7

We have the following conjecture.

Conjecture 1. If the RL software implementation R is bug-less, then it can figure

out the underlying meaning of the reward function Eq. . Particularly, almost

all of the outputted agent (controller) a; (i =1, ..., I) shall largely comply with

the Lyapunov stability control theory: the Lyapunov potential energy shall decrease

over time. That is, almost all AV;;(0)s (i=1,...,1;j=1, ..., J) should be
V|

negative; in other words, almost all =—s (i =1, ..., I) should be close to 100%.

Otherwise, R is buggy.

Based on Conjecture [, we define the following controller goodness function

1 (f M > ),
gila) = ! (4.10)
0 (otherwise),

where ¢ € [0,1] is a configurable threshold constant.
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Furthermore, we should set ¥ close to 100%. In this way, according to Conjecture [1],
if the RL software implementation R is bug-less, then almost all g;(a;)s (1 = 1, ...,
I) will take the high value of “17; while if R is buggy, then many g;(a;)s will take the

low value of “0”. ()

Based on the controller goodness function, we define the implementation goodness

function

a({gila)}y) < M (4.11)

Apparently, ¢({g:(a;)}!_;) € [0,1]. Hence we can configure the threshold constant 6
to a value in [0, 1], and claim the RL software implementation R “bug-less” if ¢ > 6,

and “buggy” if ¢ < 6.

Furthermore, due to (x), if R is bug-less, then we can conjecture almost all g;(a;)s
(t=1, ..., I) will take the value of “1”, raising the ¢ value close to “1”; while if R is
buggy, then we can conjecture many g¢;(a;)s (i = 1, ..., I) will take the value of “0”,

dropping the ¢ value toward “0.” (k)

We can see different configurations of the ¥ and 6 values result in different LPEA
oracles, denoted respectively as LPEA (¥, ). Though (%) and (*x) give guidelines on
the configuration of the (¢, 6) value, the optimal configuration of the (¥, 0) value is
still an open problem. A brute force solution is to exhaustively try a reasonable set
of candidate values. For example, guided by (%) and (xx), we can try ¢ = 100%,
97.5%, 95%, 92.5%, 90%, and 6 = 75%, 50%, 25%, resulting in 5 x 3 = 15 different
combinations: LPEA(100%, 75%), LPEA(100%, 50%), . .., LPEA(90%, 25%).
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4.4 Evaluation

4.4.1 Overall Evaluation Process, Metrics, and Research Ques-

tions

We are interested in comparing our proposed oracles with the traditional human

oracle in testing RL software.

Specifically, we create benchmarks containing multiple implementations of RL soft-
ware { Ri k=1, Ki=01...1,, where Ry (k =1, ..., K) is the bug-less implementation
of the kth RL software, and Ry; (I = 1,..., Ly, where L, € NT) is the lth buggy
implementation of the kth RL software. Define

R (Ruolk=1,...,K}, (4.12)

— dif

R = {Rk,l|k::1,...,Kandl:1,...,Lk}. (413)

Note for each piece of RL software, if we adopt only one bug-less implementation
but multiple buggy implementations, then |R'| << |R|. This makes the benchmark
imbalanced. To balance the benchmark, for each bug-less RL software implementa-
tion Ryo (kK =1, ..., K), we create (Ly — 1) additional bug-less implementations:
{Rk—i}i=1,..(14—1), Where Ry, _; is a varied bug-less implementation of Ry by adding
random irrelevant instruction(s) into Ry, e.g., by adding no-op instructions randomly

into Ry. Correspondingly, we define

RE R U{R,_Jk=1,...,K and

[=1,....(Ly— 1)} (4.14)

We call R’ the raw bug-less RL software benchmark, while R the expanded bug-less
RL software benchmark (or simply the bug-less RL software benchmark). We call R
the buggy RL software benchmark; and call (R UR) the RL software benchmark.
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Given oracle w, we denote

RY = {R|R € R and is labeled “bug-less” by w}, (4.15)
RE L [RIR € R and is labeled “buggy” by w}, (4.16)
RE &f {R|R € R and is labeled “bug-less” by w}, (4.17)
RE &of {R|R € R and is labeled “buggy” by w}. (4.18)
We define the following key metrics for w:
True Positive Count TP(w) & |RE|, (4.19)
False Positive Count FP(w) & IRE, (4.20)
True Negative Count TN(w) & |R|, (4.21)
False Negative Count FN(w) < |R9], (4.22)
o RS+ IRE]
Accuracy yac(w) ] A1 (4.23)
R+ R

Additional metrics like precision, recall, and F1 score are standard and well-defined

in the literature, so they are not explicitly redefined here to save space.

We want to study the following research question:

RQ: How good is the LPEA(4, ) oracle compared to the human oracle?

4.4.2 Bug-less RL Software Benchmark

To implement the overall evaluation process described in Section we still need

to address several problems.

The first implementation problem is which pieces of RL software shall be included
in the bug-less RL software benchmark R (see Eq. (4.14))). Or more fundamentally,
which pieces of RL software shall be included in the raw bug-less RL software bench-

mark R’ (see Eq. (4.12)).
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One choice is the Stable Baselines3 (SB3) [75] |2 library, a reasonably sized (over
100 source code files, and over 18000 lines of source code (excluding comments and
blanks)), well-known and well-maintained open-source implementation of existing RL
algorithms. There are two main families of existing RL algorithms: on-policy and
off-policy (see [87] for their rigorous definitions). One of the most representative on-
policy RL algorithms is Advantage Actor-Critic (A2C) [61]; while one of the most
representative off-policy RL algorithms is Twin Delayed Deep Deterministic policy
gradient (TD3) [29], a descendant of the well-known Q-Learning algorithm [97]. We
therefore include the state-of-the-art SB3 stable implementations of A2C and TD3
into our raw bug-less RL software benchmark R'. Note this assumes the state-of-
the-art SB3 stable implementations are trustworthy enough to be regarded as the
ground-truth bug-less implementations. We have to adopt this best-effort practice

because perfectly bug-less implementations are empirically unavailable.

In addition to A2C and TD3, OpenAl also strongly recommends the Proximal Policy
Optimization (PPO) RL algorithm [55] |68]. Therefore, we also include the state-of-
the-art SB3 stable implementation of PPO into R’.

In summary, the bug-less RL software included in R’ are the SB3 stable implemen-
tation (specifically, the GitHub commit hash is 4efee92, see [75] [2]) of A2C, PPO,
and TD3. Note both A2C and PPO are on-policy RL algorithms, and TD3 is an off-
policy algorithm. Also note A2C, PPO, and TD3 are general purpose RL algorithms

for both continuous and discrete state/action environments.

We then carry out harmless variations (see the paragraph before Eq. in Sec-
tion upon the state-of-the-art SB3 stable implementations of A2C, PPO, and
TD3, to expand R’ to R, i.e. creating the bug-less RL software benchmark R. Specif-
ically, R includes respectively 19, 22, and 15 bug-less implementations of A2C, PPO,
and TD3. These numbers respectively match the numbers of buggy implementations
of A2C, PPO, and TD3 included in R, the buggy RL software benchmark (see Sec-
tion paragraph (xxx)). In this way, the bug-less and buggy benchmarks, R and
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R, are balanced.

4.4.3 Buggy RL Software Benchmark

The second implementation problem is how to create the buggy RL software bench-
mark R (see Eq. (4.13))).

We create R by injecting bugs into the bug-less RL software implementations included

in R'. Specifically, we inject two kinds of bugs: artificial and real-world.

We create the artificial bugs based on state-of-the-art surveys of RL software bugs.
Specifically, as per the survey of Nikanjam et al. [66], Table summarizes the types
of RL software bugd!]

Table 4.1: RL Software Bug Types from Survey [66]

Level-1 Type Level-2 Type

1.1. Exploring the environment
1. RL Specific
bugs

1.2. Updating network bugs
2.1. Model bugs
2. NN Specific 2.2. Training bugs

2.3. Tensor and inputs bugs

Based on Table 4.1}, we injected artificial bugs into the bug-less A2C, PPO, and TD3
implementations of R', to create various buggy implementations, collectively referred
to as Rat. Respectively, there are 17, 21, and 15 buggy implementations of A2C,
PPO, and TD3 in R,:. Table summarizes the distributions of various types of

4As mentioned in footnote [2| this chapter focuses on hidden bugs, hence the non-hidden bugs
(those show themselves via compilation warnings/failures and/or runtime exceptions/failures) listed

in [66] are not listed in Table
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bugs in these implementations. Note the distribution is not even. This is because
whether we can inject a specific type of bug into a bug-less implementation depends
on the semantics of the bug and the implementation. Some semantics are easy for

injection, some are difficult, even impossible.

Table 4.2: Number of Buggy Implementations in R,

Artificial Bug’s Type* A2C PPO TD3
1.1 0 0 1
1.2 13 16 8
2.1 1 1 1
2.2 2 2 4
2.3 1 2 1

* See Table [4.1] column 2 for the meanings of the bug type IDs.

Meanwhile, we collect real-world bugs by manually analyzing the GitHub commit his-
tory of SB3 [75] [2], including SB3’s ancestor repository: Stable Baselines (SB) [38].
Many real-world bugs recorded in the commit history are non-hidden bugs (i.e. they
show themselves via compilation warnings/failures and /or runtime exceptions/failures),
which can be detected without oracle, hence are not the focus of this chapter. Our
manual analysis finally collected 2 real-world hidden bugs, listed in Table 1.3 Bug
RW1 resides in a parent class used by both the A2C and PPO implementations. By
re-injecting bug RW1 into the bug-less A2C and PPO implementations respectively,
we create two buggy implementations, respectively for A2C and PPO. Bug RW2
resides in a class used by the A2C implementation. By re-injecting bug RW2 into
the bug-less A2C implementation, we create another buggy implementation of A2C.
We refer to the three created buggy implementations collectively as Ry, and thus

R = Rar U Rpu.-

Based on the above narrations, we can see R, includes respectively 17, 21, and 15

buggy (using artificial bugs) implementations of A2C, PPO, and TD3; while R,
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Table 4.3: Real-World Bugs
Bug ID Description

RW1 SB3 GitHub commit hash: d5986da

File: stable_baselines3/
common/on_policy_algorithm.py

Line 167: “dones” should be “_last_dones”;
Line 178: should insert one more line

“self. last_dones = dones” before this line.

RW2 SB GitHub commit hash: 689afd1
File: stable baselines/a2c/a2c.py
Line 325: “np.int32” should be

“self.env.action_space.dtype”.

includes respectively 2, 1, and 0 buggy (using real-world bugs) implementations of
A2C, PPO, and TD3. Therefore, R includes respectively (17+2) = 19, (21+1) = 22,
and (15 + 0) = 15 buggy implementations of A2C, PPO, and TD3. ( * %)

4.4.4 Human Oracle and Comparison Configurations

The third implementation problem is the design of human oracle, the traditional

oracle for testing RL software.

However, so far, there is no standard specification on the design of human oracle for
testing RL software. To our best knowledge, the most relevant specification is given
by Zolfagharian et al. through their paper on STARLA [106]. The focus of STARLA
is on how to use genetic algorithms to create test cases for RL software. Nevertheless,
it also mentions how to judge if an agent (the output of RL software) is abnormal:
by checking if the agent drives the test environment into a “faulty state;” and the

definitions of “faulty states” are given by human experts.
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However, the STARLA specification still lacks details (after all, STARLA’s focus is not
on oracle). In the following, we expand the STARLA specification into a more detailed

human oracle specification, assuming the to-be-tested RL software implementation is

R.

e Step 1: We choose I classic environments {&;}1_;.
e Step 2: Repeat Step 2.1 H (H € N7) times.

Step 2.1: In the hth (h € {1, ..., H}) iteration, input each environment
& (it=1,...,I) to R, which outputs the corresponding trained agent a;
(t=1,...,I). Let a; interact with &;, and record the interaction trace,

which is a time series of the states of &;, denoted as {state; +}+.
e Step 3: Distribute the recorded I H interaction traces to human experts.

e Step 4: For each human expert, and for each interaction trace she/he got,
she/he subjectz’velyﬂ decides a set of “faulty states.” The interaction trace is
labeled “abnormal” if the trace ever reaches a “faulty state;” and is labeled

“normal” otherwise.

e Step 5: R is labeled “buggy” if there exists an “abnormal” interaction trace;

and is labeled “bug-less” otherwise.

In practice, we choose the classic Mountain Car Continuous (MCC) and the Pendu-
lum environments from the famous Gymnasium repository [90] [28], respectively as

our & and & (hence I = 2). We choose H = 3.

We use the same bug-less RL software benchmark R and buggy RL software bench-

mark R respectively described in Section 4.4.2] and [4.4.3, As mentioned in Sec-
tion [£.4.2] R includes respectively 19, 22, and 15 bug-less implementations of A2C,

5The human experts have the freedom to check all the common statistical metrics on the provided

traces. In this sense, the common statistical metrics are already included in the human oracle design.
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PPO, and TD3 RL software. As mentioned in Section , R includes respectively
19, 22, and 15 buggy implementations of A2C, PPO, and TD3 RL software. Hence
in total, we have |R| 4+ |R| = (19 4 22 4+ 15) + (19 + 22 + 15) = 112 different RL
software implementations. Together these implementations create (|R| + |R|)IH =

112 x 2 x 3 = 672 interaction traces.

We randomly distribute the 672 interaction traces to a panel of three human experts.
Two of the human experts have bachelor’s degrees in computer science, and the other
has PhD degree in computer science and robotics related engineering. The three panel
members respectively reported spending at least 1.5, 2, and 2.5 hours on labeling these
traces. This totals at least 6 human-hour of human resources allocated to run the

human oracle.

In contrast, the human resources needed to run our proposed LPEA(4,0) oracle is
always nearly 0 human-hour (no matter what 9 and 6 values we choose): the human
operator only needs to enter a command line to start the automated workflow. Our
evaluations hence are biased in favour of the human oracle in the sense that way more

human resources are allocated to it than to the LPEA(4¢, #) oracle.

In terms of computing resources. The human oracle costs 24 hours of computing,
mainly to generate the (|R| + |R|)IH = 672 interaction traces. The computing
platform is a laptop with AMD Ryzen 7 5800H CPU and NVIDIA GeForce RTX
3060 Laptop GPU.

For an LPEA (¥, 0) oracle (see Section [4.3), we choose the following learning hyper-
parameters: I = 20; J = 800; n = 2; m = 2; learning rate for A2C, PPO, and TD3
are respectively 0.0004, 0.0012, and 0.001; learning steps for A2C, PPO, and TD3 are
respectively 90000, 120000, and 90000. The resulted computing cost is always within
129 hours (no matter what ¥ and 6 values we choose), using the same computing

platform as that for the human oracle.

As the computing platform costs USD1600 to purchase, and can be used for at least
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3 years. This corresponds to an hourly price of 0.061USD /hour. In contrast, the
human resource cost is about 10USD/hour. Therefore, the total monetary cost of
the human oracle is 10 x 6 4+ 0.061 x 24 = 61.464(USD); while the total monetary
cost of an LPEA oracle is 10 x 0+ 0.061 x 129 = 7.869(USD). Therefore, in terms
of total monetary cost, our evaluations are still biased in favour of the human oracle

(i.e. more money is allocated to the human oracle).

4.4.5 Evaluation Results

Table 4.4: Raw Data
A2C PPO TD3 Overall (A2C, PPO, and TD3)
Oracte TP |FP | TN |FN | TP | FP | TN | FN | TP | FP | TN | FN | TP | FP | TN FN
LPEA(Y = 100%,60 =75%) | 15 | 0 19 4 151 0 22 7 15 | 15 0 0 | 45| 15 | 41 11
LPEA(Y = 100%,0 =50%) | 15 | 0 | 19 | 4 | 12| 0 [ 22 | 10| 15 | 15| O 0|42 |15 | 41 14
LPEA(Y = 100%,0 =25%) | 13 | 0 | 19 | 6 9 0 | 22|13 |14 12| 3 1136 | 12| 44 20
LPEA(Y =97.5%,0 =75%) | 15 | 0 | 19 | 4 9 0 |22 | 13122 13| 3 |3 | 2|54 20
LPEA(Y = 97.5%,0 =50%) | 15 | 0 | 19 | 4 8 0 |22|14]100 155 |33] 0|56 23
LPEA(Y =975%,0 =25%) | 13 | 0 | 19 | 6 6 0| 22|16 100 15| 5 |29] 0 |56 27
LPEA(Y = 95%, 6 = 75%) 151 0 19 4 8 0 22 | 14 | 11 0 15 4 3410 56 22
LPEA (Y = 95%, 6 = 50%) 1310119 6 71022151100 |15 5 |3 ] 0|56 26
LPEA(¢ = 95%, 6 = 25%) 1110 |19 8 5 0 |22 |17 8 |0 |15 7 |24] 0|56 32
LPEA(Y = 92.5%,0 =75%) | 13 | 0 19 6 8 0 22 | 14 | 11 0 15 4 3210 56 24
LPEA(Y = 92.5%,0 =50%) | 13 | 0 | 19 | 6 6 022|166 |10 0 |15 5 |29] 0 |56 27
LPEA(Y = 92.5%,0 = 25%) | 9 0 19 | 10 5 0 22 |17 | 7 0 15 8 21 0 56 35
LPEA (9 = 90%, 6 = 75%) 1310119 6 8 0|22 |14]10 0 15| 5 |3 ] 0|56 25
LPEA(Y = 90%, 6 = 50%) 1310|196 5 0 | 22|17 8 |0 |15 7|2 | 0|56 30
LPEA (¢ = 90%, 0 = 25%) 8 0 |19 |11 5 0O |22 |17 | 7|0 |15 8 |20| 0|56 36
Human Oracle 12 | 15| 4 7T 15 15| 7 7T 11| 8 7 4 | 38|38 | 18 18

Table lists all the raw data on the true positive count (TP), false positive count
(FP), true negative count (TN), and false negative count (FN) (see Eq. (4.19)-(4.22)))

over all oracles, including 15 LPEA oracles of different (1, 6) configurations and the

human oracle; while Fig. [1.1] Fig. 1.2 Fig. and Fig. plot the derived perfor-

mance metrics.

Figvisualizes the accuracy (see Eq. (4.23))), precision, recall, and F1 score metrics
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using the overall data from Table In the figure, the X-axis lists the names of the

oracle, while the Y-axis lists the metrics’ values.

In terms of accuracy, the LPEA oracles show strong performance across different (¢, 6)
configurations. The highest accuracy of 0.804 is achieved by LPEA(J = 97.5%,6 =
75%) and LPEA (¢ = 95%, 6 = 75%). Even the lowest accuracy (0.679 by LPEA (¢ =
90%, 0 = 25%)) is higher than the human oracle’s accuracy of 0.5.

In terms of precision, many LPEA oracles achieve the perfect score of 1.0. These
include LPEA(Y = 97.5%,60 = 50%), LPEA(J = 97.5%,0 = 25%), and all other
LPEA oracles with a ¢ of 95%, 92.5%, and 90%. Even the lowest precision (0.737 by
LPEA(Y = 100%, 0 = 50%)) is higher than the human oracle’s precision of 0.5.

In terms of recall, the human oracle, with a recall of 0.679, beats many of the LPEA
oracles. But still, LPEA(¢ = 100%,6 = 75%) and LPEA((¢ = 100%,60 = 50%)
beat the human oracle respectively with a recall of 0.804 and 0.750. The high recall
achieved by the human oracle is mainly due to the overly pessimistic (on whether an
implementation is buggy) subjective views of the human experts. From Table
Overall-TP and FP columns, we can see that the human experts labeled (38+438) = 76
implementations out of the 112 implementations as “positive” (i.e. “buggy”), though
only half of the implementations (i.e. 112/2 = 56) are actually buggy. These overly
pessimistic subjective views lead to picking out most buggy implementations at the
cost of mistakenly labeling many bug-less implementations as “buggy.” That is, at

the cost of other metrics, such as accuracy, precision, and F1 score.

In terms of F1 score, a metric that comprehensively combines the accuracy, preci-
sion, and recall metrics, nearly all the LPEA oracles (with F1 scores ranging from
0.600 to 0.776) outperform the human oracle (with an F1 score of 0.576), except
LPEA(Y = 92.5%,0 = 25%) and LPEA(Y = 90%,60 = 25%) (respectively with a
F1 score of 0.545 and 0.526). Particularly, LPEA(J = 100%, 0 = 75%) achieves the

highest F1 score, 0.776. Due to the comprehensiveness of F1 score, this evidences
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that LPEA (¥ = 100%, 0 = 75%) has the overall best performance compared to other

LPEA configurations and the human oracle.

Fig visualizes the false positive rate and false negative rate metrics using the
overall data from Table [£.4 In the figure, the X-axis lists the names of the oracle,
while the Y-axis lists the metrics’ values. For false positive rates and false negative

rates, the lower the values, the better.

In terms of false positive rates, many LPEA oracles achieve the perfect score of 0.0.
These include LPEA(Y = 97.5%,6 = 50%), LPEA(Y = 97.5%,60 = 25%), and all
other LPEA oracles with a ¢ of 95%, 92.5%, and 90%. Even the highest false positive
rate (0.268 by LPEA (Y = 100%, 0 = 75%) and LPEA (Y = 100%, 6 = 50%)) is much

lower than the human oracle’s false positive rate of 0.679.

In terms of false negative rates, the human oracle, with a false negative rate of
0.321 beats many of the LPEA oracles. But still, LPEA(Y = 100%,0 = 75%) and
LPEA (Y = 100%, 8 = 50%) beat the human oracle respectively with a false negative
rate of 0.196 and 0.25. The reason for human oracle’s good performance on false

negative rate is similar to that on recall.

Fig|4.3|visualizes the true positive rate and true negative rate metrics using the overall
data from Table .4 In the figure, the X-axis lists the names of the oracle, while the
Y-axis lists the metrics’ values. For true positive rates and true negative rates, the

higher the values, the better.

In terms of true positive rates, the human oracle, with a true positive rate of 0.679,
beats many of the LPEA oracles. But still, LPEA(¢J = 100%, 0 = 75%) and LPEA (¢ =
100%, 6 = 50%) beat the human oracle respectively with a true positive rate of 0.804
and 0.750. The reason for human oracle’s good performance on true positive rate is
similar to that on false negative rate (in fact, true positive rate and false negative

rate always sum up to 1).

In terms of true negative rates, many LPEA oracles achieve the perfect score of 1.0.
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These include LPEA(J = 97.5%,0 = 50%), LPEA(Y = 97.5%,0 = 25%), and all
other LPEA oracles with a ¥ of 95%, 92.5%, and 90%. Even the lowest true negative
rate (0.732 by LPEA(9 = 100%, 0 = 75%) and LPEA (¢ = 100%, § = 50%)) is much

higher than the human oracle’s true negative rate of 0.321.

In addition to the metrics visualized by Fig. [4.4] Fig.[4.5]visualizes the ROC curves [60]
using the raw data from Table [£.4] In the figure, the X-axis is the false positive rate
and the Y-axis is the true positive rate. Similar to the F1 score, ROC curve provides
another way to comprehensively reflect a classification tool’s performance. An ideal
ROC curve should be bent toward the top-left corner of the plot as much as possible,
reaching high true positive rates at the cost of low false positive rates. Conversely,
an ROC curve close to the diagonal line (aka the random baseline) represents a
performance similar to random guessing, which should be avoided. Based on this

intuition, a quantitative metric on ROC curve’s quality is the Area Under Curve

(AUC), and the bigger the AUC the better.

As per Fig. [4.5] in terms of the AUC, nearly all LPEA oracles are better than the
human oracle, no matter based on the A2C, PPO, TD3, or overall data.

With all the data and metrics presented above, in summary and to answer the re-
search question of RQ in Section {.4.1 our LPEA(¥, ) oracles (where ¢ = 100%,
97.5%, 95%, 92.5%, 90%, and 0 = 75%, 50%, 25%) outperform the human oracle
in majority of the metrics. The average accuracy, precision, recall, F1 score, true
positive rate, true negative rate, false positive rate, false negative rate, and ROC
curve AUC are respectively 75.2%, 94.6%, 55.7%, 68.6%, 55.7%, 94.8%, 5.2%, 44.3%,
0.751. Particularly, LPEA(¢J = 100%,60 = 75%) outperforms the human oracle by
53.6%, 50%, 18.4%, 34.8%, 18.4%, 127.8%, 60.5%, 38.9%, and 31.7% respectively on
accuracy, precision, recall, F'1 score, true positive rate, true negative rate, false posi-
tive rate, false negative rate, and ROC curve AUC; and LPEA(¢ = 100%, 6 = 50%)
outperforms the human oracle by 48.2%, 47.4%, 10.5%, 29.1%, 10.5%, 127.8%, 60.5%,
22.2%, and 26.0% respectively on these metrics.
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4.4.6 Threats to Validity

1. Construct Validity Threats
1.1 Human Oracle Bias

The human experts serving as the human oracles can be biased due to their knowledge
and skill differences. To make our evaluations more convincing, two of our three
human experts have bachelor’s degrees in computer science, and the other has PhD
degree in computer science and robotics related engineering. This ensures they have
reasonable knowledge and skill on computer science and are reasonably qualified to
judge the behaviors of a piece of software. Though the qualities of the human experts
can always be better, the human experts we recruit for this paper are reasonable

compared to common practices.

The human experts’ qualities are also validated by Fig According to the figure,
the AUC (Area Under the Curve, the bigger the better) of the human oracle (HO)
ROC curves are significantly greater than that of the “random guessing” ROC curves

(i.e. the diagonal dashed lines).
1.2 Ground Truth Validity

It is well-known that for any reasonably sized software (SB3 contains over 100 source
code files and over 18000 lines of source code (excluding comments and blanks)),
due to the explosion of combinatorial complexity, completely removing all bugs is
empirically impossible. Therefore, the “bug-less” RL software implementations used
in our evaluations can only be “bug-less” in the sense of best-effort. Specifically,
we assume the state-of-the-art stable implementations of the well-known and well-
maintained open-source SB3 library as trustworthy enough to be regarded as “bug-

less.”
1.3 Other Oracle Design Heuristics

There can be other heuristics to construct the oracle for testing RL software. We will
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explore them in our future work. That said, one reason that the LPEA oracle attracts
our attention is that the reward function requests a continuous and differentiable
linear controller, hence the resulted changes of environment states form a continuous
and differentiable vector field over the vector space of R™. A hidden bug usually
triggers discrete fractures in such continuous and differentiable vector field, hence is

easy to spot.
2. Internal Validity Threats:
2.1 Fvaluation Platform Implementation Correctness

There can be bugs in the implementation of our oracles. To alleviate this threat, we

conducted code reviews on the oracle implementation before the evaluations.
2.2 Bug Semantics and Injection Locations

The semantics and injection locations of the bugs are constrained by the bug types
and the semantics of the bug-less implementations. On the other hand, due to com-
binatorial explosion of the semantics, we cannot try every possible bug semantics and
injection location; but we are trying our best to randomize these bug semantics and

injection locations.
3. External Validity Threats:
3.1 Human Oracle Representativeness

To our best knowledge, Zolfagharian et al.’s STARLA [106] paper provides the most
rigorous definition in the literature on human oracle for testing RL software. The use
of the Gymnasium repository [90] [28] is also a widely-adopted practice to evaluate

the RL software implementations.
3.2 RL Software Implementations’ Representativeness

We can always expand our benchmark to include more RL software implementations.

However, we claim the SB3 implementations of A2C, PPO, and TD3 are reasonably
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representative, because 1) they are representative algorithms covering the two main
categories of RL algorithms: on-policy and off-policy [87]; 2) PPO is strongly rec-
ommended by OpenAl [55] [68]; and 3) SB3 is a reasonably sized, well-known and

well-maintained open-source library of RL software implementations [75] [2].

4.5 Related Work

Metamorphic testing [22] has been explored to design oracles for testing machine
learning software. Its main idea is to exploit domain-specific knowledge on the re-
lations between the software inputs and outputs, and use such relations as oracles
to detect erroneous software outputs. In this sense, the LPEA oracle that we pro-
pose in this chapter is a metamorphic testing oracle. It exploits the domain-specific

knowledge on the decrease of Lyapunov potential energy.

Xie et al. [100] propose a metamorphic testing oracle for testing supervised machine
learning software; and the follow up work of [101] proposes a metamorphic testing
oracle for testing unsupervised machine learning software for clustering. However, this
chapter focuses on testing reinforcement learning (RL) software, and RL is neither

supervised learning nor unsupervised learning [87].

Besides metamorphic testing oracle, Pang et al. [70] and Tappler et al. [88] study how
to test RL software for Markov decision processes. Both papers regard the controlled
plant reaching an obvious faulty state (e.g. the plant is crashed) as the indicator

(i.e. oracle) of buggy software. This concurs with our human oracle design (see
Section Step 4).

Padgham et al. [69] propose a model-based oracle generation method for automated
unit testing of agents. This method needs white-box access to the design and imple-
mentation of the agents. Nikanjam et al. [66] propose a taxonomy of faults in RL

software and propose DRLinter, a model-based fault detection framework for RL soft-
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ware. DRLinter carries out static analysis and graph transformations upon the RL
software, hence also needs white-box access to the RL software. Varshosaz et al. [92]
propose ways to formally specify temporal-difference based RL algorithms, and check
the behavioral properties on the specific steps of the algorithms as oracles. Obviously,
this also needs white-box access to the RL software. In contrast, our proposed oracle
only needs black-box access to the RL software and the agent. As future work, we
can also compare with these white-box solutions. But in case the RL software or the
agent source codes are unavailable/proprietary, we can then only use the black-box

solutions.

The proposed LEPA oracle can be integrated into the frameworks of property-based
testing, such as QuickCheck [24]. A property-based testing framework needs an oracle
that exploits certain properties of the software output for testing. Our proposed
LPEA oracle fits this need by exploiting the Lyapunov potential energy decreasing
properties of the RL learned (outputted) agents.

Jothimurugan et al. [46] propose a formal language to specify RL problems and solu-
tions. This work is also orthogonal to our LPEA oracle, which can be specified using

this formal language in the future.

Shen et al. [83] and Hu et al. [41] propose to use mutation analysis [71] to evaluate
the quality of a test set for machine learning software. Evaluating the quality of
the test set (i.e. inputs to the learned model) is orthogonal to the oracle design,
which focuses on labeling the outputs’ correctness of the learned model. In addition,
mutation analysis requires white-box access to the learned model; while our proposed

oracle requires only black-box access of the learned model (agent).

Wan et al. [95] propose to use coverage-guided fuzzing to create better test sets for RL
software. Again, the focus is on improving the quality of the test set, i.e. inputs to
the learned model. While oracle focuses on the outputs of the learned model (agent).

Hence the two problems are orthogonal to each other.
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Finally, when we discuss the fairness of the evaluations, we compared the monetary
costs of the proposed LPEA oracle and the human oracle (see Section . Another
cost metric of interest is the environmental cost. Recent work by Lacoste et al. [53]
quantified the carbon emissions of machine learning systems. Following this work, we
can further measure the environmental cost of our proposed LPEA oracle. However,

how to measure the environmental cost of human oracle is still an open problem.

4.6 Chapter Summary

In this Chapter, we address the RL software oracle problem by exploiting the Lya-
punov stability control theory, and propose the LPEA(¥, §) oracles. Our evaluations
over representative RL algorithms and RL software bugs show that our LPEA(¥,0)
oracles (where ¥ = 100%, 97.5%, 95%, 92.5%, 90%, and 6 = 75%, 50%, 25%) out-
perform the human oracle in most of the metrics. Particularly, LPEA () = 100%, 0 =
75%) outperforms the human oracle by 53.6%, 50%, 18.4%, 34.8%, 18.4%, 127.8%,
60.5%, 38.9%, and 31.7% respectively on accuracy, precision, recall, F1 score, true
positive rate, true negative rate, false positive rate, false negative rate, and ROC
curve AUC; and LPEA (¥ = 100%, 6 = 50%) outperforms the human oracle by 48.2%,
47.4%, 10.5%, 29.1%, 10.5%, 127.8%, 60.5%, 22.2%, and 26.0% respectively on these

metrics.
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Figure 4.1: Accuracy, Precision, Recall, and F1 Score; higher values are better. HO:

Human Oracle.
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Figure 4.2: False Positive Rate and False Negative Rate; lower values are better. HO:

Human Oracle.
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Chapter 5

Discussions, Conclusions, and

Future Work

5.1 Discussions

This section discusses key questions raised regarding the proposed oracles, focusing on
three core dimensions: novelty and significance, parameter sensitivity, and limitations

with applicable scenarios.

5.1.1 Novelty and Significance

e Transformer-based Oracle (TO): Developed amid the rapid advancement of
Transformer models, TO innovatively applies attention mechanisms to capture
complex temporal dependencies in control-CPS trajectory data. While TO and
AO demonstrate comparable overall performance in software fault localization
quality, TO’s lower false negative rate fills a critical gap for high-recall scenarios
(e.g., safety-critical systems where missing bugs is intolerable), complementing

AQ’s strength of a lower false positive rate.
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e Fuzzy Logic-guided Oracle: Positioned as a problem-driven pilot study, this
oracle explores fuzzy logic (a mature tool for handling ambiguity) to quantify
RL policy compliance without relying on human experts—addressing the unique
challenge of non-unique legitimate controllers and trajectories in RL. Though
it does not outperform human oracles in most metrics, it provides insights for

the development of the LPEA oracle.

e LPEA Oracle: Innovatively integrating Lyapunov stability control theory into
RL oracle design. Unlike subjective human oracles, it uses the objective cri-
terion of Lyapunov potential energy decrease to verify RL software validity.
Evaluations show it outperforms human oracles in most key metrics, with the
optimal configuration (LPEA (¥ = 100%, 0 = 75%)) achieving 53.6% higher ac-
curacy, 50% higher precision, and 127.8% higher true negative rate—validating

the value of control theory integration for RL verification.

5.1.2 Parameter Sensitivity

e Transformer-based Oracle (TO): TO’s performance is sensitive to key hyper-
parameters and environmental parameters. Hyper-parameters such as Trans-
former layer number and sliding window size p directly influence its ability
to capture temporal dependencies. Environmental parameters like trajectory
smoothness and noise level also impact performance: high-noise environments

require more training data to filter interference.

e Fuzzy Logic-guided Oracle: Its performance is sensitive to task parame-
ters and environment-dependent configurations. Task parameters including the
number of training epochs E and state-action step count J affect the reliability
of convergence trend analysis—insufficient £ or J may lead to misjudgment
of policy compliance. Environment-dependent configurations (e.g., fuzzy mem-

bership functions for discrete vs. continuous states) also matter: the oracle’s
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performance degrades in discrete environments (e.g., Frozen Lake vs. Moun-

tainCar) due to different compliance quantification (Section [3.4.5]).

e LPEA Oracle: The number of randomly generated stable linear systems (I)
is a critical sensitive parameter. Based on the conjecture that bug-less RL
software consistently learns Lyapunov energy-decreasing policies across diverse
stable linear environments, I = 20 was selected as a balance between statis-
tical significance and computational feasibility (Section [£.4.4). Experimental
results validate that I = 20 sufficiently distinguishes buggy from bug-less im-
plementations, with generalization to A2C, PPO, TD3. Computationally, this
configuration requires 129 hours (106 subjects x 20 control systems X 3.65
mins/training) on standard resources—further increasing I introduces redun-
dant overhead without meaningful accuracy gains. Configuration parameters 1
(controller goodness threshold) and € (implementation goodness threshold) has

been discussed in Section [4.4.5]

5.1.3 Limitations and Applicable Scenarios

e Transformer-based Oracle (TO): TO is well-suited for slow-evolving control-
CPS domains (e.g., UAVs, medical robots) where system behavior changes grad-
ually. In such scenarios, its strengths in low false negative rates can be fully
leveraged, while its reliance on stable training baselines is less problematic. A
key limitation is its poor adaptability to rapidly changing systems : abrupt
behavioral shifts make learned trajectory patterns obsolete, and parameter sen-

sitivity is amplified in such environments.

e Fuzzy Logic-guided Oracle and LPEA Oracle: The core limitation is that
it verifies RL software’s fundamental ability to interact with environments and
learn hidden policies, not its performance in specific complex application scenar-

ios. It is well-suited for general RL software validity testing like detecting hidden

87



Chapter 5. Discussions, Conclusions, and Future Work

bugs in RL algorithm implementations, but faces challenges in high-dimensional
nonlinear or dynamic open-world environments. For such specialized scenarios,
further research is needed to adapt LPEA to domain-specific constraints, inte-

grate scenario-aware metrics, and validate practical trade-offs.

5.2 Conclusions

This dissertation confronts the challenge of test oracle design for Control Cyber-
Physical Systems (control-CPSs), known as the oracle problem. This challenge arises
because conventional control-CPSs allow non-unique legitimate outputs—multiple
valid physical trajectories—for a single control input. The problem is more severe
in Reinforcement Learning (RL) based control-CPSs where both legitimate trajecto-
ries and controllers are non-unique. To address this, we develop and evaluate three

novel test oracles that advance the state of the art.

For general control-CPS software, we design a Transformer-based Oracle (TO) and
conducted systematic comparisons with the established Auto-Regressive System Iden-
tification (AR-SI) Oracle (AO). Our experimental evaluation reveals that both ap-
proaches demonstrate comparable overall performance in software fault localization
quality, with no statistically significant differences in accuracy or latency. However,
we observe important distinctions: AO has a lower false positive rate, while TO has

a lower false negative rate.

For RL-based control-CPSs, we propose two specialized test oracles. The first is a
fuzzy logic-guided oracle that quantifies behavioral compliance with reward policies.
This oracle shows limited advantages over human oracles. While it outperformed
human judgment in specific scenarios, most metrics reveal no significant improve-
ment. In contrast, our Lyapunov Potential Energy Abnormality (LPEA)-based oracle

demonstrates substantial superiority over human oracles across all evaluation metrics.
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The most effective configuration, LPEA with parameters ¥ = 100% and 6 = 75%,
improves accuracy by 53.6%, precision by 50%, true negative rate by 127.8%, and
F1 score by 34.8%. Even the alternative LPEA configuration (¢ = 100%,60 = 50%)
delivers impressive gains, including 48.2% higher accuracy and 127.8% better true
negative rate. These results validate the potential of leveraging control theory for RL

verification.

Collectively, these contributions provide rigorous solutions to the control-CPS oracle

problem, enabling more reliable automated testing for control-CPS.

5.3 Future Work

Built upon the work of this thesis, I plan to further explore the following topics.

Introduce more cross-domain oracle designs. Future efforts should explore the
adaptation and integration of more control theories into the control-CPS oracle de-
signs. This integration could yield more versatile oracles capable of handling broader

scenarios.

Bridge the sim-to-real gap for digital-twin-trained controllers. Given that
many control-CPS controllers are trained in simulated environments, their behavioral
fidelity in real-world remains uncertain. To address this problem, I shall develop

oracles to detect subtle performance degradations caused by the sim-to-real gaps.
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