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ABSTRACT

Chaos communications have received much attention recently because chaotic
signals can provide an alternate means to spread the spectrum of signals in digital
communications. As in other spread spectrum techniques such as direct sequence code
division multiple access and frequency hopping, chaos communications can provide
secure communications with low probability of detection as well as mitigation of
multipath fading effect.

In conventional communication systems, the allocated spectrum is shared by a
number of users. Multiple access techniques such as frequency division multiple access,
time division multiple access and code division multiple access are commonly used.
Since chaos communications spreads the spectrum of the data signal over a much larger
bandwidth, multiple access becomes an essential feature for practical implementation of
the system. Furthermore, it is imperative that more users are included in the same
bandwidth without causing excessive interference to one another.

In this thesis, an in-depth study of chaos-based digital communications using
chaos shifting keying (CSK) and differential chaos shift keying has been performed.
Multiple access schemes have been proposed in both systems. To verify the feasibility
of the schemes, a simple 1-dimensional iterative map has been used to generate the
chaotic signals for the users, and computer simulations are carried out to find the bit
error probabilities (BEPs). For this simple map, it is found that numerical BEPs can be
derived for different number of users. Simulations are performed and the results agree

well with the numerical BEPs.



In practice, noise appears in any communications channel. To investigate the
performance of the multiple access CSK scheme under such an environment, an
additive white Gaussian noise source is added to the transmitted signal at the receiving
end. It is found that a similar numerical BEP can again be derived. Simulations are
performed and the simulated BEPs are consistent with the numerical ones. Although the
results are not as good as conventional direct sequence spread spectrum systems using
Gold codes as the spfea'ding codes, chaos communications can provide a comparatively

more secure means of communications.
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Chapter 1 Introduction

CHAPTER1

INTRODUCTION

1.1 Spread Spectrum Communications
1.1.1 What is Spread Spectrum?

Spread spectrum communications emerged from research efforts during the
Second World War to provide a secure means of communications in adverse conditions.
Most of the work remained classified until the 1970s. Nowadays spread spectrum
becomes one of the most popular technologies used in wireless communications. To be
categorized as a spread-spectrum system, the modulation/demodulation must have the
following characteristics {Pete 95]:

1. The transmitted signal must occupy a bandwidth larger than (normally much
larger than) the information bit rate and the occupied bandwidth is approximately
independent of the bit rate.

2. Demodulation must be achieved, in part, by correlating the received signal with

a replica of the signal used in the transmitter to spread the information signal.

1.1.2 Advantages

When the signal power is spread over a larger bandwidth, the average power
spectral density (psd) becomes lowered. As a consequence, the psd may not be much

higher than the background noise. Without prior knowledge of the transmitted signal or
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sophisticated equipment, it is not easy to detect the presence of the signal. Even if an
unintended user detects the presence of the signal, without the appropriate spreading
code, it is very difficult for him to decode the data.

In a narrowband system, the whole communications link breaks down if someone
jams the signal with a single tone lying within the signal bandwidth. On the other hand,
if the signal is spread before transmission, the effect of the single jamming tone can be
reduced substantially after the de-spreading process in the receiver. That is why spread

spectrum communications have been used in the military for years.

1.1.3 Techniques

There are two main streams of spread spectrum techniques — direct sequence and
frequency hopping.

In a direct sequence spread spectrum (DS-SS) communications system, each data
symbole {-1,+1} is multiplied by a sequence of binary codese {-1,+1} (spreading
code). Since the spreading code is generated at a much higher rate than the data, the
resultant signal occupies a much larger bandwidth. On the receiving side, the incoming
signal is multiplied by the same spreading code to de-spread the signal. If the channel
does not cause much distortion to the signal, and the interference and noise levels are
not so high, the exact data sequence can be recovered. Figure 1-1 depicts the data
symbols as well as the waveforms after the spreading and de-spreading processes at the
transmitter and receiver respectively. The spreading factor is defined as the ratio of data
symbol duration to spreading code chip duration. Note that ideal timing synchronization
has been assumed and no carrier has been used for simplicity. Figure 1-2 shows the

block diagram of a simplified binary phase-shift-keying (BPSK) DS-SS transceiver.
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In DS-SS communications, the spread signal has to transmit in a contiguous
frequency band. In frequency hopping spread spectrum (FH-SS) communications,
however, such requirement is not needed. It is because in FH-SS, the bandwidth of the
data signal is not spread, but rather hops from one carrier to another. This is achieved by
changing the carrier frequency from time to time. At the receiver, the local oscillator
hops in a synchronized manner with the transmitter frequency pattern to down-convert
the received signal. Without prior knowledge of the hopping pattern, it will be very
difficult, if not impossible, to decode the information. Moreover, as the signal is now
transmitted through a number of carriers, the channel degradation is averaged over all
carriers. Figure 1-3 shows the block diagram of a FH-SS transceiver.

Other spread spectrum techniques include time hopping spread spectrum (TH-SS)
and hybrid forms involving more than one spread spectrum techniques described above.

More details can be found in [Dixo 94], [Pete 95], [Vite 95].

1.1.4 Applications

Besides military values, there are commercial applications of spread spectrum
communications. For example, in mobile communications, the I1S-95 standard [TIA 95}
makes use of the DS-SS technique to spread the binary symbols in both uplink and
downlink. Multiple access is then achieved by assigning different codes to different
users.

Another application that utilises DS-SS is the Global Positioning System (GPS),
also known as NAVSTAR [Clar 96], [Glob 86]. GPS makes use of 24 satellites in 12-
hour orbits spaced uniformly around the earth whose positions are precisely known all

the time. Two spread signals are transmitted by each satellite. If a user can decode the
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signals from at least four different satellites which are in view simultaneously, he will
be able to determine his position. Originally developed for military applications, GPS is
now used in many civilian applications such as geodesic survey, navigation, fleet
management, etc..

For FH-SS, the most commonly used applications include wireless local area
network (WLAN) [leee 99] and the short range wireless communications protocol
Bluetooth [Blue 00]. While both applications works in the unlicensed 2.4GHz band, up

to 11 Mbps data rate is now available using FH-SS WLAN while Bluetooth supports up

to 1Mbps transfer rate.

1.1.5 Multiple Access

In a multiple access spread spectrum communications system, all users are using
the same spectrum to transmit their own signal at the same time. In DS-SS, users are
differentiated by their codes (code division multiple access, CDMA). Ideally,
orthogonal codes such as Hadamard codes [Proa 95] should be used to distinguish one
user from another. However, the number of Hadamard codes available for a specific
spreading factor is limited. For example, if a spreading factor of 64 is used, there are
only 64 possible Hadamard codes available. If orthogonality is not necessary, spreading
can be provided by other sequences such as maximal-length sequences (m-sequences)
and Gold sequences [Pete 95]. Although the number of code sets is now larger, it is still
limited. On the other hand, since the codes are no longer orthogonal, the cross-
correlation between the codes will affect the bit error performances of the users.

In a practical communications system, it is not uncommon for the transmitted

signal to travel through several different paths before arriving at the destination
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(multipath propagation). Assume that the local code generator at the receiver is
synchronized with the first signal arrived. Under such circumstance, if the time delay
between different paths is comparable with the code period, the signals subsequently
arrived will correlate with the delayed version of the local generator code, causing
interference to the required signal. For a given spreading code and a given spreading
factor, the adverse effect due to such undesired condition will depend on (a) the strength
of the late-arrival signals, (b) the time delay of the signals, and (c) the part of the
spreading code that is being de-spread. Using a spreading code with low full and partial
auto-correlation functions, the effects of (b) and (c¢) can be reduced.

In FH-SS communications, if the number of users is comparable with the number
of carriers and the hopping sequences of different users are not arranged in a proper
way, there is a high probability that two or more users will transmit with the same
carrier at the same time. In such case, all collided signals will be corrupted. Even if all
the hopping sequences of the users are synchronized, the number of users is still limited
by the number of available carriers. If all the carriers are occupied, the carriers of any

additional user are bound to collide with those of other users.

1.2 Chaos Communications
1.2.1 What is Chaos?

Chaos [Alli 96], [Deva 92], [Mull 93] is a non-periodic, bounded signal derived
from a set of differential or difference equations. It looks like random but is in fact
deterministic. Because of the random-like feature, chaotic signals occupy a wide
bandwidth. Another characteristic of chaos is its sensitive dependence on initial

conditions. A slight change in the initial condition will alter the path of chaos
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substantially as time moves on. Hence, in theory, an infinite number of chaotic signals

can be generated from the same set of differential or difference equations by using

different initial conditions.

1.2.2 Advantages

Chaotic signals, with their inherent wideband characteristic, can be applied to
transmit narrowband signals. The resultant signal, having a higher bandwidth and lower
psd, will not be easily detected. Moreover, degradation due to multipath fading can be
mitigated and a large number of spreading waveforms can be produced easily by
changing the initial conditions. Several analog and digital modulation schemes based on

chaos have been proposed recently and they are introduced in the following sections.

1.2.3 Analog Modulation Based on Chaos

There are two main techniques to spread analog information by chaotic signals —
chaotic masking [Koca 92] and chaotic modulation [Itoh 95]. In chaotic masking, the
analog signal is spread by adding it to the output of a chaotic system. The resultant
signal is modulated and transmitted. At the receiving end, the analog information is
extracted from the combined signal. In chaotic modulation, the analog information is
injected into a chaotic circuit. Such action changes the dynamics of the chaotic circuit.

At the receiver, the change in dynamics of the incoming chaotic signal is tracked and

the analog signal is recovered.
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1.2.4 Digital Modulation Based on Chaos

Several chaotic modulation schemes [Jako 98], [Kenn 98a], [Kenn 98b], [Kenn
98c], [Kenn 99], [Kis 98a], [Kolu 97a], [Kolu 97b], [Kolu 98] have been proposed over
the past few years. They mapped binary symbols to nonperiodic chaotic basis functions.
Among the chaotic modulation techniques, chaos shift keying (CSK) [Kenn 98b], [Kenn
98c], [Kenn 99], [Kis 98a] maps different symbols to different chaotic attractors, which
are produced by a dynamical system for different values of a bifurcation parameter or
by completely different dynamical systems. A coherent correlation CSK receiver is then
required at the receiving end to decode the signals. Noncoherent detection is also
possible provided the signals generated by the different attractors have different
attributes, such as mean of the absolute value, variance and standard deviation.
However, in this case, the optimal decision level of the threshold detector will depend
on the signal-to-noise ratio.

In chaotic on-off-keying (COOK) [Kenn 98b], [Kenn 98c], [Kenn 99], [Kis 98a],
the chaotic signal is turned on/off by the binary data to be transmitted. In other words,
the transmission of the chaotic signal is enabled when the transmitted bit is “~1", and
the signal is disabled for bit “+1”. Maximum distance between the elements of the
binary symbols can then be achieved for a given average bit energy. At the receiver, the
bit energy carried by the signal is first estimated and then compared against a threshold.
Depending on whether the bit energy is larger or less than the threshold, the bi_t will be
decoded a§ “-—.l” or “+1” respectively. A noncoherent detector can be used in this case.
Unfortunately, the decision level of the threshold detector still depends on the signal-to-

noise ratio.
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To overcome the threshold level shift problem, differential CSK (DCSK) 1s
proposed [Kenn 98b], [Kenn 98c], [Kenn 99], [Kis 98a]. In DCSK, every transmitted
symbol is represented by two chaotic signal samples. The first one serves as the
reference (reference sample) while the second one carries the data (data sample). If a
“+1” is to be transmitted, the data sample will be identical to the reference sample, and
if a “~1” is to be transmitted, an inverted version of the reference sample will be used as
the data sample. The a&vantage of DCSK over CSK and COOK is that the threshold
level is always set at zero and is independent of the noise effect. In [Kis 98b], it has
been shown that by increasing the length of the chaotic sample or the bandwidth of the
carrier, the variance of the estimation can be reduced, resulting a lower bit error
probability (BEP).

Because of the non-periodic nature of chaos, the bit energy of the transmitted
symbol using CSK, COOK and DCSK varies from one bit to another. To produce a
wideband chaotic signal with constant power, a chaotic signal, generated by an
appropriately designed analog phase-locked-loop (APLL) is fed to a frequency
modulator (FM modulator). It has been shown in [Kenn 99] that the output has a
bandlimited spectrum with uniform power spectral density. It can then be further
combined with other modulation techniques such as DCSK to form frequency
modulated DCSK (FM-DCSK) [Kenn 98b], [Kenn 99], [Kis 98a], [Kolu 97b], [Kolu
98].

The noise performances of DCSK and FM-DCSK have been shown to improve by
cleaning the noisy sample functions at the receiving end [Jako 98]. In [Kenn 98a], [Kolu
97a], a multilevel DCSK has been proposed to improve the spectral efficiency of

DCSK.
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The aforementioned digital modulation schemes based on chaos, namely CSK,
COOK, DCSK and FM-DCSK, will be further discussed in Chapter 3. However, there
are two points to note here. First, the chaotic signals used to transmit the binary symbols
are analog in nature which can be generated by continuous-time or discrete-time
systems. Second, although the system transmits a signal with a much larger bandwidth
than the information bit rate and the occupied bandwidth is approximately independent
of the bit rate, strictly speaking, it may not be classified as a spread spectrum
communications system. It is because if noncoherent detection can be applied to recover
the data, it will not be necessary to correlate the received signal with a replica of the
chaotic signal used in the transmitter. In the next section, chaos-based spread spectrum

communications systems are briefly discussed.

1.2.5 Spread Spectrum Communications using Chaos

In Section 1.1, it has been mentioned that m-sequences and Gold sequences can be
applied to spread the data symbols in a conventional DS-SS communications system.
The spreading sequences, on the other hand, can be designed based on chaos. One
simply way to obtain spreading codes based on chaos is to quantize the output of a
discrete-time chaotic signal and convert it into binary codes. In [Mazz 97] and [Mazz
98], a thorough analysis is presented on the achievable performance of a classical DS-
SS communications system when the spreading sequences are generated by quantizing
and periodically repeating a slice of a chaotic time-series. It has been found that chaos-
based sequences do not behave worse than m-sequences and Gold sequences. Another

approach to generate spreading codes based on two chaotic maps can be found in [Heid
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94]. In [Sett 99], the issues of phase acquisition and tracking needed for synchronization

between the spreading and de-spreading sequences have been investigated.

1.2.6 Multiple Access

Since chaos communications spread the spectrum of the data signal over a much
larger bandwidth, multiple access becomes an essential feature for practical
implementation of the system. Furthermore, it is imperative that more users are included
in the same bandwidth without causing excessive interference to one another. Some
basic work has been reported on multiple access in chaos-based communications such
as multiplexing chaotic signals [Carr 99] and exploiting chaotic functions for generating
spreading codes under the conventional code division multiple access (CDMA) scheme
[Yang 97]. However, very little work has been reported so far on direct implementation
of a multiple access scheme in a chaos-based digital communications system such as

one that is based on CSK or DCSK.

1.3 Motivation and Organization of the Thesis

In this thesis, we investigate two chaos-based digital modulation schemes, CSK
and DCSK, under a multi-user environment in detail. Multiple access in CSK is studied
under coherent detection while noncoherent detection is assumed in DCSK. In Chapter
2, we will briefly introduce the characteristics of chaotic signals in general. Properties
of several types of chaotic signals will be compared. The features of the chaotic signal
used in this thesis, moreover, will also be shown in greater detail. In Chapter 3, existing
chaos-based digital modulation schemes will be reviewed. The advantages and

disadvantages of the schemes will also be compared. Some typical results are also

10
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shown. Chapter 4 presents an in-depth study of CSK. The performance of a single-user
system will be studied first. Under a multi-user environment, the properties of the
received signals will be further analyzed. Bit error performances of the systems under
clean and noisy channel conditions will be investigated. Two different spreading ratios
are tested and the simulation results are compared with the numerical solutions. Then
the results are compared with those of a conventional spread spectrum communications
systems using Gold code as the spreading code. In Chapter 5, a novel multiple access
technique based on differential CSK (DCSK) is proposed. Simulation results as well as
numerical solutions are again presented. A critical review of the thesis will be given in

Chapter 6 and conclusions are drawn in Chapter 7.

11
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Chapter 2 Chaos

CHAPTER 2

CHAOS

Chaos is characterized by its sensitive dependence on initial conditions,
deterministic and yet random-like behaviour. It can be generated by continuous-time
and discrete-time systems. In this chapter, we will study some typical properties of
chaos in detail. The criteria for choosing a chaotic signal in chaos-based digital
communications are also presented. Several simple maps are introduced. Among them,
one has been selected by the author for further analysis. The characteristics of this

chaotic signal, especially its partial discrete auto-correlation and cross-correlation

functions, have been investigated.

2.1 Dynamical System

A dynamical system is comprised of “a set of possible states, together with a rule
that determines the present state in terms of the past states” [Alli 96]. For example, if
the population of a country increases by 10% every year and the population now is
denoted by x,,, the population next year is given by

Xpy1 = 8(x,) =1.1x,. (2-1)

Here the variable » stands for time and x,, represents the population at time .
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2.1.1 Types of Dynamical Systems

There are mainly two types of dynamical systems — discrete-time and
continuous-time. In a discrete-time dynamical system, the rule is applied at discrete
times. The system will take the current condition as the input and updates the condition
by generating a new state as output, as in equation (2-1). When the update times get
smaller and smaller, towards the limit zero, the governing rule becomes a set of

differential equations. Then the system becomes a continuous-time dynamical system.

For example, let

=11 (2-2)

dr

where x is a scalar function of ¢, and x denotes the instantaneous rate of change with
respect to time. If x represents the size of population, the rate dx/dt at which the

population grows will be proportional to the current population x of the system. (Note
that in equation (2-1), the size of the new population is proportional to the previous
population. Hence equations (2-1) and (2-2) represent different models.) Another
example would be
X4 =4x,(1-x,) (2-3)
and x =4x(l-x) (2-4)
where equation (2-3) is a logistic map and equation (2-4) is a logistic differential
equation. Note that, again, they represent different models.

Using computer simulations, chaos can be generated much easily with discrete-

time systems than continuous-time systems. Hence, in the following, we shall

concentrate our discussions and analyses on discrete-time systems, also known as maps.
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2.1.2 Types of Orbits

Consider the logistic map again
x4 = 8(x,)=4x,(1-x,)on [0, +1]. (2-5)
First x, must lie between [0, +1] to ensure the solutions are in a bounded region of
space. Then, depending on the initial conditions, the orbit, given by the set of points

{x0,X],%3,...}, generated by the map can be categorised into three main types.

2.1.2.1 Fixed Point
A point p is a fixed point of the map g if g(p)= p. In this particular map, it can
be shown easily that the fixed points are at 0 and 3/4. If the initial condition equals to or

if the orbit coincides with one of the fixed points, the system will remain at the fixed

point forever.

2.1.2.2 Penodic Orbits
A point p is a periodic point of period k of the map g if & is the smallest positive
integer such that gk (p)= p. In other words, the system is oscillating between a

number of points. The orbit with initial point p (which consists of k points) is called a

periodic orbit of period k. For example, if the initial condition produces an orbit with a

5% J_

period of 2, we have g (xo) xg . Solving for xp, we obtain xg =0, 3/4, ——

545

Since the points 0 and 3/4 are actually fixed points, only the values of xg = = will

generate orbits with period 2.
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Note that certain initial conditions will have their orbits coincide with the periodic

points eventually. Such orbits are called “eventually periodic orbits”.

2.1.2.3 Chaotic Orbits

All other orbits besides the aforementioned ones are categorized as chaotic orbits.
For example, an initial condition of 0.127 for the logistic map will create a chaotic orbit.

Th_c properties of chaos will be described in the following section.

2.2 Chaos and its Properties
2.2.1 Definition of Chaos

According to the Encyclopaedia Britannica the word “chaos” is derived from the
Greek word “xo0{”. It originally meant “the infinite empty space which existed before
all things”. In the study of dynamical systems, chaos indicates “a third state in addition
to the steady and the periodic states, provided the solutions are in a bounded region of
space”. This is the definition we shall adopt in this thesis. The fact that the solutions are
bounded is a very important criterion because maps such as that in equation (2-1) will

extend to infinity, no matter how small the initial condition is.

2.2.2 Properties of Chaos

In the following discussions, the logistic map (2-5) has been used to demonstrate
some typical properties of chaos. Unless otherwise stated, the chaotic series {x,} is

generated by the logistic map (2-5) with an initial condition of 0.127.
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2.2.2.1 Aperiodic

Figure 2-1 plots the series {x,} as a function of n. Apparently, it is not in a steady
state. Moreover, there is no observable period of the signal. In fact, no period is found

even if the series is observed for a longer time.

2.2.2.2 Sensitive to Initial Conditions

Using two slightly different initial conditions 0.127 and 0.127001, the iterated
function is plotted against n as in Figure 2-2. It can be shown that the two curves
diverge after about 20 iterations. After that, little correlation can be observed between
the two curves. In fact, no matter how close they begin, the two curves will diverge

eventually. Hence the orbit of the map is sensitive to the initial conditions.

2.2.2.3 Discrete Auto-correlation Function
Chaotic signals de-correlate with themselves rapidly. Define the discrete auto-
correlation function of the series {x,}, with a relative time shift of k — [ units, as [Pete
95]
N-1-¢

1
O (kD)= lim — Y xp, ¥y (2-6)

N—ew N n=—t

where ¢ = min(k,!}. Figure 2-3 plots a typical discrete auto-correlation function of the
chaotic series. In this case N is taken to be 500. As shown in the figure, there 1s a large

peak at (k) = 0 and the function decays rapidly.
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2.2.2. 4 Discrete Cross-correlation Function
Assume that there are two chaotic series {x, } and {x’, } generated by the same
map (2-5) but with different initial conditions. Define the discrete cross-correlation

function of the series {x,} and {x’, }, with a relative time shift of k& — [ units, as

N-1-¢
. 1 ,
bkl = lim — E;mmn (2-7)

where ¢ is defined as in the previous section. Figure 2-4 plots a typical discrete cross-
correlation function of the chaotic series with N taken to be 500. The initial conditions
of the two series are 0.127 and 0.531 respectively. As shown in the figure, the discrete
cross-correlation function remains more or less constant. Moreover, due to the fact that

dc components exist in the two series, the discrete cross-correlation function has a non-

zero average value.

2.2.2.5 Wideband

To evaluate the power spectral density (psd) of the chaotic series, a fast Fourier
transform is performed on the discrete auto-correlation function in Figure 2-3 and the
result is plotted in Figure 2-5. As shown in the figure, the psd of the chaotic signal
occupies a very wide spectrum. Except the dc component which is particular strong
(cannot be displayed on the same diagram because it equals 256), all other frequency

components are of similar order of magnitude.
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2.3 Chaos for Communications

In the previous section, the properties of chaos in general have been discussed.
However, chaotic signals derived from different maps or differential equations also
have their own distinct features. So when chaos is applied to communications, are all
chaotic signals equally suitable and effective? What features should a chaotic signal

possess in order to establish an effective and practical communications link?

2.3.1 Criteria

In a conventional direct sequence spread spectrum communications system,
spreading codes of t1 are used to spread the binary symbols +1. As a result, after
spreading, the spread signal consists of £1 too. So, to minimize any unnecessary change
to the post-modulation functional blocks, the chaotic signal should be generated with a
map on [—1,+1].

Furthermore, for a spreading code, the probabilities of occurrences of +1 and -1
are nearly the same, rendering the average value of the spreading code to be nearly zero.
As such, no power will be spent on transmitting any dc component, which does not
carry any information. Hence, the average value of the chaotic signal should ideally be
zero. For example, if the probability density function (pdf) of the chaotic signal is

symmetrical along the y-axis, it will produce a zero average value to the signal.

Since all chaotic signals are bounded, we can always use scaling combined with
dc-level adjustment to ensure the output lies within [-1,+1]. However, the symmetrical

pdf property or zero average value is not guaranteed.
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2.3.2 Features of Some Simple Maps

Four relatively simple maps — tent map, logistic map, cubic map, and Hénon
map [Alli 96], [Deva 92], [Mull 93] — have been investigated to check their
feasibilities as a chaos generator in communications. The equations of the maps are
listed in Table 2-1. Assume that the chaotic series {x,} is generated by the map
x,+1 = g(x,). For each of the four maps, an appropriate initial condition is chosen and
the map is iterated 10° times. The distribution of the numbers in the series is plotted in
Figures 2-6 to 2-9.

Figures 2-6 and 2-7 show that the domains of the tent map and logistic map are
both [0,+1]. Moreover, the distribution of the numbers for the tent map is quite uniform
within the domain. For the logistic map, the distribution is symmetrical along the x=0.5
line. The numbers also tend to cluster around the edges of the domain. In fact, there are
over 2000 occurrences in each case that the iterated value is larger than 0.999 or below
0.001. On the other hand, the domain of the cubic map is [-1,+1] and the distribution of
the numbers is symmetrical along the y-axis. Similar to the logistic map, the numbers
tend to cluster around the edges of the domain and there are about 1400 occurrences in
each case that the number is larger than 0.999 or below —0.999. For the Hénon map, the
domain for {x,} is [-1.25,+1.28] and no symmetry is found in the distribution. Based
on the above observations, among the four maps studied, only the cubic map can
provide a domain within [-1,+1] as well as a symmetrical pdf along the y-axis. As a
consequence, we have selected the cubic map as the chaos generator in our study of
chaos-based digital communications systems. Next we shall look at some characteristics

of the cubic map which will be useful in the chapters that follow.
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2.3.3 Properties of the Cubic Map

2.3.3.1 Domain

As shown in the previous section, the domain of the cubic map is [-1,+1]. Hence

starting with an initial condition in this region, we can be sure that the series {x, } will

lie within the region forever.

2.3.3.2 Initial conditions

Different initial conditions may give rise to different kinds of orbits. Given the

initial conditions are selected within the domain [-1,+1], we can divide the orbits of the
series {x, } into several categories.

Fixed Points

If the initial condition equals to one of the fixed points, the system will stay at the

fixed point forever. Under such circumstances, the following equation must hold:
X, =4x) ~3x, © dx; —4x, =0 x, =0,%1.
Therefore, initial conditions of 0 or £1 will not drive the system into chaos but ensure

that the system stays at the stable points O or £1.

Eventually Fixed Points

Such initial conditions are not fixed points. However, with any of these initial
conditions, the system will converge to one of the fixed points after a number of

iterations. For example, assume that the system converges to one of the fixed points

after one iteration, i.e. 4x; —3x, =0, £1.
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3

Case . 4x; -3x,=0= (4x; —-3)x, =0=x, = O,i?.

1£+/5

Case II. 4x, -3x, =1=4x] —3x,-1=0= x, =-0.5, 5

~1%4/5

Case II. 4x; —3x, =—1= 4x} -3x,+1=0= x, =0.5, >
0 is a fixed point itself and hence it is not counted. Out of the other 8 initial conditions,
only 0.5 are rational. For the other 6 irrational numbers, their exact values cannot be
stored or used in modern computers where numbers are represented by a finite number
of digits. As a consequence, initial conditions of 0.5 should be avoided if it is required

to drive the system into chaos.

Periodic Orbits

Such conditions will repeat itself after a number of iterations. In other words, the
system is oscillating between a number of points. For example if the initial condition

has a period of 2, we have x, =4x) —3x, and x, = x, =4x’ —3x,. Substitute the

expression of x; into the other equation, we obtain 32x, —72x, +54x] ~15x; +x, =0.

Solving the equation gives the solutions x, =0,%1 +L +\/3 +8J§ ,i\/3 —8\/5 . Except

— 1-—-‘J§!—
0 or £1, which are actually fixed points, all other values are irrational which cannot be

represented in digital computers.

Eventually Periodic Orbits

These initial conditions do not lie on any periodic orbit. However, under such
initial conditions, the system will eventually be driven into a periodic orbit after a

number of iterations.
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Chaotic Orbits

Such initial conditions will drive the system into chaos. From the above analysis,
initial conditions of 0, £0.5 and 1 must not be used. In all our simulations, arbitrary
numbers within [-1,+1], except 0, £0.5 and %1, are first selected as the initial
conditions. To further ensure that chaos is generated, for each of the initial conditions
used, the last 100 numbers created by the map will be inspected to check that the series
does not fall into any periodic orbit or converge to any of the fixed points. One typical
chaotic series, generated with an initial condition of 0.07, is plotted in Figure 2-10
where the 200™ to 300™ numbers are shown. As expected, there is no periodic pattern

detected.

2.3.3.3 Probability Density Function

With an initial condition of 0.07, the cubic map is iterated 100,000 times. The pdf
of the iterated value is plotted in Figure 2-11. As mentioned in Section 2.3.2., it can be
observed that the distribution is symmetrical along the y-axis. That is to say, the average
value of the chaotic series should be zero. Moreover, the distribution is quite even
between [-0.75, +0.75] while in the regions [-1, -0.75] and [0.75, 1], the probability
gets higher when the value approaches —1 or +1. Such distribution can also be observed
in Figure 2-10, where there is a large proportion of points with amplitudes approaching
*1. Since there is a high probability that the output gives a larger output, the average

output power will be larger when the chaotic series is used to represent the binary data.
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2.3.3.4 Discrete Auto-correlation Function and Power Spectral Density

The discrete auto-correlation function of a typical chaotic series generated by the
cubic map is plotted in Figure 2-12. It is found that shifting the series by as little as one
time step will produce two nearly uncorrelated sequences. When there is no time shift,
the auto-correlation function approximately equals 0.5, which is also the average power
of the signal.

The power spectral density of the series, obtained by taking the discrete Fourier
transform of the auto-correlation function, is depicted in Figure 2-13. The power of the
chaotic series is found to spread over a large bandwidth with no significantly large
components. Since the power is spread over such a large bandwidth, each frequency
component will have a very small power. Therefore, if the chaotic series is to carry
information, which has a smaller bandwidth, the modulated signal will occupy the same
bandwidth as the chaotic sequence. As a consequence, the resultant signal, having much

lower psd, will not be easily noticed by others, especially by unwanted opponents.

2.3.3.5 Discrete Cross-correlation Function

The discrete cross-correlation function between chaotic series with initial
conditions 0.07 and 0.17 respectively have been evaluated by simulation. A typical
graph is shown in Figure 2-14. It can be observed that there is a very low cross-

correlation value between sequences generated with different initial conditions.

2.3.4 Properties of Chaotic Series of Finite Length
In the previous section, we have discussed the properties of chaotic series

generated by the cubic map. In chaos-based digital communications, however, only a
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finite length of the chaotic sequence will be used to represent a binary symbol.
Therefore, the auto-correlation and cross-correlation properties of the finite length
sequences could be quite different from those of infinite sequences. To facilitate the
study of chaos-based digital communications systems under a noisy environment, we
also investigate the cross-correlation between chaotic sequences of finite length and
normal random sequences of the same length. 10 initial conditions have been selected
and for each of them, more than 107 iterations have been performed to create the chaotic

series used for the analyses below.

2.3.4.1 Partial Discrete Auto-correlation Function
To facilitate the evaluation of the auto-correlation of chaotic sequence samples of

finite length, we define the partial discrete auto-correlation function of the chaotic series

{x,} as
1 L-1
7xlhLL)=— Z’Bxkﬂ,xm (2-8)
n=

where L is the length of the chaotic sequence samples and &, [ =2 0. The function
¥ (k,l,L) depends on k, I, L as well as the initial condition of the series. Extensive

computer simulations (Appendix A) have been performed to find out the statistical

properties of y,(k,I,L). Two values of L have been considered, L=100 and L=1000.

The analysis is further divided into two cases — k=1 and &+ [
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Casel k=1
Equation (2-8) now becomes

L-1
L
yatkk D= N, (2-9)
n=0

¥, (k.k,L) is equivalent to the mean-squared value of the chaotic sequence samples.
For a fixed L, y,(k,k,L) varies because of the non-periodic nature of chaos. As shown
in Appendix A, extensive computer simulations show that ¥, (k,k,L) follows a normal

distribution with mean m, ;_; =0.5. The variances for L=100 and L=1000 are
Gik:: =1.24x10"> and Gik=l =124x107* respectively.
CaseIl. k21

In this case, there is very low correlation between the two chaotic samples.

Simulation results (Appendix A) show that y, (k,l,L) follows a normal distribution
with zero mean and variances o2, , =2.5x107> and o2, ., =2.5x10™* for L=100
x k£l ) x,k#l )

and L=1000 respectively.

2.3.4.2 Partial Discrete Cross-correlation Function
We define the partial discrete cross-correlation function between the chaotic series
{x,} and {x’, } as
| Lol
kol L) = ngkﬂxm (2-10)

where L is the length of the chaotic sequence samples and k, ! = 0. Extensive computer

simulations (Appendix B) show that y,,(k,/,L) follows a normal distribution with
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zero mean and variances 0'3_,:-=2.50x10_3 and crﬁx-=2.50x10-4 for L=100 and
L=1000 respectively.

In fact, the distribution of the partial discrete cross-correlation function is the
same as that of the partial discrete auto-correlation function where &#l. Therefore, for
any two unequal chaotic samples of length L, taken from different locations of the same
chaotic series or from two different chaotic series, the correlation between them is

normally distributed with zero mean and a variance dependent on the length L.

2.3.4.3 Partial Discrete Cross-correlation Function between Chaotic Series and Normal

Random Sequences

Define a normal random sequence P ={¢p,d,,¢>,03.04....}, the elements of
which are normal random variables with zero mean and unit variance. The partial
discrete cross-correlation function between the chaotic series {x,} and the normal
random sequence {@, } is defined as

=,
Yxo k.1, L) = ’L—Z‘axk-m@wz : (2-11)
n=

As shown in Appendix C, computer simulations show that y,s(k,/,L) is normally

distributed with zero mean and variances 03¢ =5.0x107> and 0';7'(2, =5.0x107™* for

L=100 and L=1000 respectively. As a consequence, given a normal random sequence

A ={4g,4,42,43,44,...}, the elements of which are normal random variables with

zero mean and variance 0',% , the partial discrete cross-correlation function
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L~1
1
¥ (kL L) = ngunitm (2-12)

will follow a normal distribution with zero mean and variances
On =02405 =50x10°0% and 0% =50x10%0] for L=100 and L=1000

respectively.

Table 2-2 summarizes the statistical properties of the partial discrete correlation

functions in this section.

2.4 Conclusions

In this chapter, we have described how chaos is generated from a dynamical
system. Properties of chaos such as aperiodic and sensitive to initial conditions are
illustrated. To minimize any unnecessary change to the post-modulation functional
blocks in conventional spread spectrum communications systems, the chaotic signal
shouid be chosen such that the domain lies within [—1,+1]. Moreover, to ensure no
power will be spent on transmitting any dc component, which does not carry any
information, the average value of the chaotic signal should ideally be zero. This can be
achieved if the probability density function of the chaotic signal possesses symmetry
along the y-axis. Four relatively simple maps, namely tent map, logistic map, cubic
map, and Hénon map, have been investigated and it is found that only cubic map
possesses the properties mentioned above. Hence, the cubic map has been chosen as the
chaos generator in our study of chaos-based digital communications systems and the

general properties of the cubic map are then presented.
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In chaos-based digital communications, only a finite length of the chaotic
sequence will be used to represent a binary symbol. As a consequence, the partial
discrete correlation properties of the cubic map have been fully investigated by using
extensive computer simulations. It has been found that the mean-squared value of a
chaotic sample of length L follows a normal distribution with mean 0.5 and variance
dependent on L. For any two unequal chaotic samples, taken from different locations of
the same chaotic series or from two different chaotic series, the correlation between
them is normally distributed with zero mean and a variance dependent on the length L.
The partial discrete cross-correlation function between the chaotic series and a normal
random sequence, moreover, is normally distributed with zero mean, and a variance
dependent on the length L as well as the variance of the random sequence. In general,

the longer the length L, the smaller the variances will be in all cases.
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Figure 2-1 A plot of x, against n for the logistic map
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Figure 2-2 A plot of x, against n for two slightly different initial conditions
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Discrete auto-correlation function
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Figure 2-3 Discrete auto-correlation function of the chaotic series
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Figure 2-4 Discrete cross-correlation function of the chaotic series
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Figure 2-5 Power spectral density of a chaotic signal
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Figure 2-6 Distribution of numbers in the series generated by the tent map. The map is
iterated 10° times. The interval [0,1] is divided into 1000 small intervals.
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Figure 2-7 Distribution of numbers in the series generated by the logistic map. The map
is iterated 10° times. The interval [0,1] is divided into 1000 small intervals.
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Figure 2-8 Distribution of numbers in the series generated by the cubic map. The map
is iterated 10° times. The interval [-1,+1] is divided into 1000 small intervals.
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Figure 2-9 Distribution of numbers in the series generated by the Hénon map. The map
is iterated 10° times. The interval [-1.5,1.5] is divided into 1000 small intervals.
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Figure 2-10 A plot of x, against n for the cubic map with an initial condition of 0.07
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Figure 2-11 The pdf of the iterated value generated by the cubic map
with an initial condition of 0.07
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Figure 2-12 Discrete autocorrelation function of the chaotic sequence generated with
an initial condition of 0.07
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Figure 2-13 Power spectral density of the chaotic series generated with
an initial condition of 0.07
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Discrete cross-correlation function
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Figure 2-14 Discrete cross-correlation function of the chaotic sequences generated with
initial conditions of 0.07 and 0.17
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Map g(.) Domain
Tent map [ x, 0< . <06 [0,+1]
06 "
Xn+l =
1-
o 06<x, <1
. 0.4
Logistic map | x,,; =4x,(1—x,) [0.+1]
Cubic map Xpel = 4x3 -3x, (-1,+1]
Hénon map Xpel = Vi +1—1.37x3 [-1.25,1.28]
Yn+1 = 0.3x,
Table 2-1 Table of maps
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CHAPTER 3

CHAOS-BASED DIGITAL MODULATION

Ever since Carroll and Pecora have demonstrated the synchronization of chaotic
circuits in 1991 [Carr 91), much effort has been put into researching communications
using chaos. In fact, chaos-based communications techniques emerged only in the last
decade. As introduced in Chapter 1, chaos can be used in analog communications [[toh
951, [Koca 92, digital communications [Jako 98], [Kenn 98a], [Kenn 98b], [Kenn 98c],
[Kenn 99], {Kis 98a], [Kis 98b], [Kolu 97a], [Kolu 97b], [Kolu 98] as well as spread
spectrum communications [Heid 94], [Mazz 97], [Mazz 98], [Sett 99]. In this chapter,
several chaos-based digital modulation techniques will be reviewed. Note that only the
baseband models have been considered here. The conversions between bandpass

systems and lowpass equivalent models can be found in [Kolu 98], [Proa 94].

3.1 Introduction

In a digital communications system, the information to be transmitted is mapped
by the modulator to an analog sample function before passing to the analog channel.
Due to the limitations of the channel such as attenuation, bandpass filtering and noise,
the received signal is a corrupted version of the transmitted sample. Based on this

corrupted sample, the demodulator has to estimate the transmitted symbol.
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In a conventional digital communications system [Proa 94],[ Proa 95], the analog
sample functions differ by phase (phase shift keying PSK), frequency (frequency shift
keying FSK) or amplitude (amplitude shift keying ASK). The receiver detects such
differences and decodes the received signal. For the same transmitted symbol, the same
analog sample is transmitted. In coherent detection, a replica of the basis functions is
reproduced at the receiver to aid the demodulation. It is assumed that by
synchronization, thé basis functions can be recovered from the corrupted received
signal. In noncoherent detection, the basis functions need not be recovered at the
receiver. For example, in differential PSK, demodulation is achieved by comparing the
received signal in any given signaling interval to the phase of the received signal from
the preceding signaling interval.

In chaos-based digital communications systems, the analog chaotic samples are
never the same due to the nonperiodic nature of chaos. Coherent demodulation is
always possible provided that the receiver can reproduce the chaotic signals accurately.
On the other hand, since the correlation between different chaotic samples is low,
conventional differential encoding/decoding techniques may not be suitable. Hence, to
decode the signal using noncohere_nt detection, certain property of the received sample
has to be estimated, such as the bit energy of the received signal, and compared with a
threshold for detection. In the following sections, four chaos-based digital modulation

schemes will be presented.

3.2 Chaos Shift Keying
Consider the Chaos Shift Keying (CSK) [Kenn 98b], [Kenn 98c], [Kenn 99], [Kis

98a] digital communications system shown in Figure 3-1, the transmitter consists of two
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chaotic generators producing basis functions ¢_(¢) and c.,(f) respectively. If a binary “~
1” is to be transmitted during the interval [(m-1)Ty, mT}y), c_1(¢) will be sent. On the
other hand, if “+1” needs to be transmitted, c,,(f) is sent. Figure 3-2 depicts an example
of the basis functions and the transmitted waveform s(z). In this example, the chaotic

signal generators produce rectangular pulses with chaotic amplitudes and width T,
=10us. The bit duration used is 7, =100us. After passing through the channel, the

corrupted signal arrives at the input of the demodulator.

3.2.1 Coherent Demodulation

Figure 3-3 shows a coherent CSK demodulator. The two synchronization blocks
try to recover the two chaotic signals c_i(f) and c,(f) from the received corrupted
sample p(r). An acquisition time T is assumed for the synchronization blocks to lock to
the incoming signal. The reproduced basis functions are then used to correlate with the
received signal during the remainder of the bit duration. Afterwards, the outputs of the
correlators are sampled and compared. The outputs of the correlators at the end of the
mth symbol period are given by

mTp R
Corr_; (mTy) = p()c. (t)dr (3-1)
(m-DTp+T,

mT
and Corr, (m7y) = " p(C, (Hdr . (3-2)
(m-DTp+T5

The output of the adder at this time instant is

Z(me) = COIT_,_I (me ) - COlT_l (me)

Ime d J-me ( d
= t)c t)ar — t)e_(2)dr.
(m=1)Tp +7 P () (m=1)Ty +T, © Je-1

(3-3)
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If z(mT,) is larger than zero, a “+1” is decoded for the mth symbol. Otherwise, a “~1" is
detected.

To simplify the analysis, we assume that the only defect of the channel is additive
white Gaussian noise (AWGN). Moreover, the two chaotic signals can be re-generated
perfectly at the receiver and the synchronization time is negligible compared with the
bit period. Using the transmitted signal in Figure 3-2 as an example, Figures 3-4 and 3-5
shows the outputs of the correlators and the adder for large and small signal-to-noise
ratios (SNRs) respectively. Note that errors do occur for smail SNR. Detail derivation of

the numerical bit error probability (BEP) and more simulation results will be shown in

Chapter 4.

3.2.2 Noncoherent Demodulation

In coherent detection, it is assumed that the chaotic signals can be perfectly re-
generated at the receiver. Such requirement, however, still remains as one of the most
important challenges in chaos-based communications. In noncoherent CSK
demoduiation, the chaotic basis functions need not be recovered at the receiver. Only
the bit energy is estimated and compared with a certain threshold for detection.

Chaotic signals with different bit energies are used to represent the binary data. If

a binary “~1" is to be transmitted during the interval [(m-1)7T}, mT},), a chaotic sample

function c¢_;(f) with mean bit energy E__I is transmitted. On the other hand, if “+1”

needs to be transmitted, a chaotic sample function ¢, (f) with mean bit energy E.) is

radiated. There are two ways to generate chaotic signals with different bit energies.

First, we can make use of different chaos generators. Second, the same chaos generator
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1s used but the output is multiplied by two different constants. Hence the binary
information to be transmitted will be mapped to the bit energy of chaotic sample
functions. Replace the CSK transmitter in Figure 3-1 by the one in Figure 3-6 and
perform the simulation again, new basis functions and transmitted waveform are
obtained, as shown in Figure 3-7. Note that Figure 3-7(a) and 3-7(b) are of the same
shape but different by a factor of 2.

At the receiving end, the bit energy is estimated by a correlator, as shown in
Figure 3-8. Assume that the only distortion on the signal is due to noise. That is to say,

p(t) = s(t)+n{t), where n(t)is the noise signal. For the mth received symbol, the

sampled output of the correlator, or equivalently the received bit energy Ej,, is given by

By = | " P
= ! t
br (m=D)T} P

J- mTp 5
= [s(2) +n(r)]" dt (3-4)
(m—=1)Tp,

_[m™ 2 mT mT,, ,

= I (m=1)T} s°(r)dt + ZI . s(On(r)dt +J- Ty [n(2))* dt.

In a high SNR environment, the second and third integrals are negligible

compared with the first one. Therefore E,, equals to one of the two bit energies

me 2
E | = I 2 ()t (3-5)
(P?T""l)Tb
Ea=["" ko (3-6)
or = C t)dr. -
) et M

In conventional modulation schemes, the bit energies are the same for the same
transmitted symbol. However, in CSK, the chaotic signals, being non-periodic, give
varying bit energies even for the same transmitted symbol. Figure 3-9 shows a typical

histogram of samples of the correlator output under a high SNR environment. Note that
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Ep, does not produce two distinct values. Instead, Ep, clusters around the two mean bit

energies £_; and E,; with variances 0'2 land 0‘2 1 respectively. The variances can
- +

be reduced by increasing the bit duration T,. By setting the threshold to be somewhere
midway between E_—-I. and E_+1 the received symbols can be decoded correctly.

For a low SNR environment, the second and third terms in equation (3-4) cannot
be ignored. The second integral can be positive or negative while the third one always
produces positive output. Hence the output Ej, will be increased significantly compared
with the high SNR case. Figure 3-10 shows the histogram of Ej, in a noisy environment.
In this case, the output of the correlator is increased and the two distinct bit-energy
regions in Figure 3-9 overlap. Hence no matter where we set the threshold, errors are
bound to occur. An optimal threshold can be set so as to minimize the bit error
probability. However, it is dependent on the signal-to-noise ratio (SNR). This, as a

consequence, poses a significant drawback of noncoherent CSK.

3.3 Chaeotic On-Off-Keying

In CSK, two chaotic signals are used to represent the two binary symbols. The

separation between the two mean bit energies £_; and E_ is given by

Esep =|E_{ —E4 | (3-7)

and the average transmitted bit energy of the system is

Ep =(E_| +EL))/2. (3-8)
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To maximize the separation between the two detected symbols at the receiver for a
given average bit energy, Chaotic On-Off-Keying (COOK) is proposed in [Kenn 98b],
[Kenn 98¢], [Kenn 99], [Kis 98a].

In COOK, only one chaotic signal is required. As shown in Figure 3-11, to
transmit a *-1”, the switch is closed. Otherwise, it is opened for the bit duration.

Therefore the transmitted signal is given by

0 "+1" is transmitted
s(t) = . . (3-9)
c_1(r) "-1" is transmitted.

The structure of a COOK receiver is the same as the noncoherent CSK receiver.
Moreover, the analysis of the demodulation of COOK under a noisy environment is

similar to that of noncoherent CSK, except that equation (3-6) is now modified to

me 2
E, = t)dt = 0. 3-10
a=] o ch® (3-10)

Histograms of the correlator output are plotted in Figures 3-12 and 3-13 under noiseless
and noisy conditions respectively. Although COOK gives a better performance than

CSK under the same environment, the optimal threshold is still dependent on the SNR.

3.4 Differential CSK

In both noncoherent CSK and COOK, the optimal threshold in the detector varies
with the noise level. To overcome such threshold level shift problem, differential CSK
(DCSK), which also allows noncoherent detection, is proposed [Kenn 98b], [Kenn 98c],
[Kenn 99], [Kis 98a]. The advantage of DCSK over CSK and COOK is that the
threshold level is always set at zero and is independent of the noise effect. Figure 3-14

shows the transmitter of a DCSK modulator. In DCSK, every transmitted symbol is
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represented by two chaotic signal samples. The first one serves as the reference
(reference sample) while the second one carries the data (data sample). If a “+1” is to be
transmitted, the data sample will be identical to the reference sample, and if a “~1" is to
be transmitted, an inverted version of the reference sample will be used as the data

sample. Thus, for the mth symbol,

c(t) (m - I)Tb <t<(m _%)Tb

s(t) = 1 ! (3-11)
t—-— -, <t <mT
c( 5 ) (m 2) b mTy
if “+1” is to be transmitted and
1
c(?) (m=-1DTy <t <(m—-=)T,
s(t) = 2 (3-12)

T
—c(t——;—-) (m—%)Tb <t<mTy

if “~1""is to be transmitted. Figure 3-15 shows a typical waveform of s(?).
At the receiver, the incoming signal is correlated with a delayed version of itself,

as shown in Figure 3-16. For the mth received symbol, the output of the correlator gives

mT, T,
«nly)= ‘) [, POPE=2. (3-13)

Assume that distortion to the transmitted signal is due to noise alone. Equation (3-13) is

now re-written as

mT} T T;
2mTy) = 01 50+ (N5 =) + e ==Lyl
(”'“E)Tb 2 2
mT) mT,
- _[ b st -y +J' b sont - Ly (3-14)
(m-=)Ty 2 (im——=)Tp 2
2 pi
mT) mT,
+ j b s -y +J' b nome-1ya
(m—E)Tb 2 (m_E)Tb 2
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where n(t) is the noise function at the input of the receiver. The first term gives a

positive or negative value, depending on whether a “+1” or “~1” has been transmitted.
For the other integral terms, it is obvious that their mean values are all zero. Therefore
to optimize the bit error probability of the systém, the threshold of the detector should
be set at zero. As a consequence, the threshold of the detector is independent of the
noise level.

Figure 3-17 ciepicts the output waveform of the correlator under a noiseless
environment. Samples taken at multiples of T, are then used to decode the binary
symbols. Figure 3-18 shows the distribution of the correlator output under a high SNR
environment. Note that the output values form two clusters at the two sides of the y-
axis. A threshold of zero can clearly differentiate the two transmitted symbols. If the
channel is noisy, the two clusters move closer together, as shown in Figure 3-19. As can
be seen, the optimal threshold is still fixed at zero, though errors may occur inevitably.
More detailed analyses will be shown in Chapter 5.

Another advantage of DCSK over CSK and COOK is that since both the reference
and data samples are transmitted through the same channel, similar distortions are
suffered by both samples provided that the channel does not vary much over the bit
duration. Hence DCSK can be insensitive to the channel distortion. The main drawback
of DCSK, however, is that it can only transmit half the data rate as the other systems
because it spends half of the time transmitting the reference samples. One way to
increase the data rate is to use a muitilevel modulation scheme [Kolu 97a], but then, the
receiver will be more complicated and the attenuation of the channel might also affect

bit error performance.
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3.5 Frequency Modulated DCSK

As shown in the previous histograms, the correlator outputs in the CSK, COOK
and DCSK receivers vary from one bit to another even for the same transmitted symbol.
It is due to the non-periodic nature of chaos that the bit energy of the transmitted
symbol using CSK, COOK and DCSK varies from one bit to another. To produce a
wideband chaotic signal with constant power, an appropriate chaotic signal is fed to a
frequency modulator. (FM modulator), as shown Figure 3-20. Then the output of the
modulator will also be chaotic with a bandlimited power spectrum, the power spectral
density of which is uniform [Kenn 99].

Replacing the chaotic signal generator in the DCSK transmitter in Figure 3-14 by
the chaotic FM generator, Frequency Modulated DCSK (FM-DCSK) is obtained. The
receiver structure of the demodulator is the same as the DCSK demodulator. The only
difference is that the frequency modulated signals are directly correlated instead of the
baseband chaotic signals. Figures 3-21 and 3-22 show the distribution of the correlator
output in a FM-DCSK receiver. As expected, in the noiseless environment, there are
only two possible values. In a noisy channel, a variation of output values appears. Note

that as in the DCSK case, the threshold of the detector is always set at zero.
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3.6 Conclusions

In this chapter, we have described the operations of four chaos-based digital
modulation schemes, namely chaos shift keying (CSK), chaotic on-off-keying (COOK),
differential CSK (DCSK), and frequency modulated DCSK (FM-DCSK). The block
diagrams for the transmitters and receivers, together with some typical simulation
results are also depicted.

CSK maps different binary symbols to outputs of different chaos generators. A
coherent correlation CSK receiver is then used at the receiving end to decode the
signals. Noncoherent detection is also feasible provided that the signals generated by the
different generators have different attributes, such as mean of the absolute value,
variance and standard deviation. In COQOK, the chaotic signal is turned on/off by the
binary data to be transmitted. Maximum distance between the elements of the binary
symbols is then accomplished for a fixed average bit energy. A noncoherent detector is
also possible in this case. In the noncoherent detection of both CSK and COOK,
however, the decision level of the threshold detector depends on the signal-to-noise
ratio. In DCSK, every transmitted symbol is represented by two chaotic signal samples.
The first one is the reference sample while the second one is the data sample.
Depending on the binary symbol to be transmitted, the data sample may be identical to
or an inverted version of the reference sample. The advantage of DCSK over CSK and
COOK is that the threshold level is always set at zero and is independent of the noise
effect. Because of the non-periodic nature of chaos, the correlator outputs in the CSK,
COOK and DCSK receivers vary from one bit to another, even for the same transmitted

symbol under a noiseless environment. A bandlimited constant power chaotic signal is
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produced by feeding an appropriately designed chaotic signal to an FM modulator.
Combined with DCSK, it forms FM-DCSK. Besides having a fixed decision level of
zero, the FM-DCSK receiver also gives the same correlator output for the same

transmitted symbol under a noiseless environment.

In the next two chapters, we will investigate the performances of CSK and DCSK

systems in a multi-user environment.
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Figure 3-1 Chaos shift keying digital communications system
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Figure 3-2(b) Basis function ¢,;(#) in a CSK communications system
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Figure 3-2(c) Transmitted waveform s(#) of a CSK communications system
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Figure 3-3 Coherent CSK demodulator
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Figure 3-5(c) Output of the adder and the decoded symbols for small SNR
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Figure 3-6 Chaos generators with different average bit energies used in a CSK
transmitter
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Figure 3-7(b) Basis function c,,() for noncoherent CSK detection
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Figure 3-7(c) Transmitted waveform s(z) for noncoherent CSK detection
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Figure 3-8 Noncoherent CSK demodulator
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Figure 3-9 Histogram of received bit energy Ej, for a noncoherent CSK receiver with
E,/N,=81dB
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Figure 3-10 Histogram of received bit energy E,, for a noncoherent CSK receiver with
E,/N,=17dB
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Figure 3-11 Chaotic on-off-keying transmitter
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Figure 3-13 Histogram of received bit energy E;, for a COOK receiver with
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Figure 3-14 Transmitter of a DCSK modulator
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Figure 3-15 A typical DCSK signal
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Figure 3-18 Histogram of correlator output for a DCSK receiver with E_b/ N,=170dB
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Figure 3-21 Histogram of correlator output for a FM-DCSK receiver under a noiseless
environment
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Figure 3-22 Histogram of correlator output for a FM-DCSK receiver with
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CHAPTER 4

CHAOS SHIFT KEYING IN A MULTI-USER

ENVIRONMENT

In the previous chapter, several digital modulation techniques based on chaos
have been introduced. The basic structures of the transmitters and receivers, together
with the modulation and demodulation methods, are also studied. In this chapter, we
will investigate chaos shift keying (CSK) in more detail. The performances of a single-
user coherent CSK system under noiseless and noisy environments will first be
examined. Based on the cubic map described in Chapter 2, numerical bit error
probabilities (BEPs) will be derived and simulations are performed to verify the
numerical results.

In conventional communications systems, the allocated spectrum is shared by a
number of users. Multiple access techniques such as frequency division multiple access
(FDMA), time division multiple access (TDMA) and code division multiple access
(CDMA) are commonly used. Since CSK spreads the spectrum of the data signal over a
much larger bandwidth, multiple access becomes an essential feature for practical
implementation of the system. Furthermore, it is imperative that more users are included
in the same bandwidth without causing excessive interference to one another. Therefore,
the coherent CSK system will also be evaluated under a multi-user environment. The

architecture of such a system will be described. Numerical derivations of the BEPs
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under noiseless/noisy conditions are shown again and compared with the simulation
results. Finally, the results are compared with a conventional spread spectrum

communications system using Gold code as the spreading code.

4.1 Single-User CSK Communications System

In this section, the performance of a single-user coherent CSK communications
system under a noiseless/noisy condition is fully examined. The block diagram of a
CSK communications system in Figure 3-1 is depicted in Figure 4-1 again. Assume that

chaos is generated by the map x4 ,41 = g(x+] ,) but with different initial conditions.

Moreover, the outputs of the chaotic signal generators are given by

= =]

o)=Y x_ygr(t—kT,) (4-1)
k=0
and ¢,y (1) = Y xyp g 7(t—AT,) (4-2)
k=0

where r(r) is a rectangular pulse of unit amplitude and width T, i.e.,

o 1 0<:<T, (@-3)
)= -
0 elsewhere.

In CSK, if a binary “~1” is to be transmitted during the interval [(m-1)T}, mT}),
c_1(t) will be sent. On the other hand, if “+1” needs to be transmitted, c,(¢) is sent.

Assume that the system starts at £ = 0 and the binary data to be transmitted has a period

of T;. Denote the transmitted data by {dl,dz,dg,,...}e {~1+1}. Let B be the spreading

factor, defined as T/T,, where £ is an integer. Using the aforementioned arrangement,

the transmitted waveform for the mth bit is given by
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A-1
VR0 = Y X, kgl ~ KT, + (m=DTy)] (4-4)
k=0

The overall transmitted waveform is
s(t) = Ev’"(t). (4-5)
m=1

Figure 4-2 shows some typical waveforms of c_i(t), ¢,1(f) and s(¢) for a spreading factor

of 10.
Assume that the only channel distortion is due to the noise source n(t), which is an

additive white Gaussian noise (AWGN) with a two sided power spectral density (psd)

of
S,,,(f)=—]\;—0 for ali f, (4-6)

as in Figure 4-3. It can be shown that in our analyses that followed, n(t) can be
represented by an equivalent noise source n'’(r) (Appendix D) given by
n()=Y &r(t-kT,) 4-7)

k=0

where the coefficients £, are independent Gaussian random variables with zero mean

and variance

2 _ Nog 4-8)

(=

7 o

As a consequence, the CSK communications system in Figure 4-1 is re-drawn in Figure
4-4. Figure 4-5 shows a coherent CSK demodulator where it is assumed that the
synchronization circuits can reproduce the chaotic signals perfectly and the
synchronization time is assumed to be negligible compared with the bit period. Assume

that the chaotic signals are generated by the cubic map in Chapter 2, i.e.,
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gty 1) = 4xp =3x,, (@-9)

but with different initial conditions. We can now derive the numerical bit error

probabilities.

4.1.1 Numerical Bit Error Probability

The input to the demodulator is given by

p(0)=s(t)+n'@)

o0

=YV + Y Erlt—kT,) (4-10)
k

=0

m=1
w B-1 o
=Y N xa, ke(monprlt — (KT +(m=DIp)+ Y Er—kT,).
m=lk=0 k=0

For the mth received symbol, the output of the correlator_, at the end of the period

1s given by

me
Corr_ (mT}) = J' p'(O)c_ ()dr
(m-1)T)

mT, mB-1
- J' WO+ Y Eere KT )eoy ()t
(m-1T,, k=(m-1)j
mT, [ mf-1

B-1
- J. Zxdmvk"'(m'l)ﬁrlt—(kTC +(m—l)Tb)]+ Efkr(t_ch) C—](t)dt
(m—l)Tb _k:O k:(m—l)ﬁ

mTy ( mf3-1 mf—1 mf-1
= f N kg, krt=kT)+ Y ErU-KTY | Y xoy et —kT,) lar
(m=1)T, Lk=(m-1B k=(m-1)p k=(m-1)8
Therefore,
mf-1
Corr_y (mT}) =T, E[xd,,,.kx—l,k +&ex-1 k] - (4-11)
k=(m-1}f

Similarly, the output of the correlator,; can be shown equal to
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mf-1
Corry  (mTy) =T, z[xdm,kxﬂ.k +&exi1 k] (4-12)
k=(m-1)

The output of the adder, i.e., the input to the threshold detector, at this time instant is

z(mT),) = Corr, | (mTy) — Corr_(mT})

mp 1 (4-13)
=T; E[xdm,kxﬂ.k + Xk ~ Xd, k¥—1k ~ Sk X1k )
k=(m-1)f3

Suppose a “+1” has been transmitted for the mth symbol, i.e., d,, = +1, the input

of the detector will be given by

mf-1
20 (mTp) =T, Y [xepaXere +EXeik — Ko pXorp —Eeroii]

k=(m-1)p

4-14

mfB-1 ( )
2

=1 2["“,& + kXt —Xrn k¥ 1k —Srroi g ]

k=(m-1)p8

Similarly, if a “~1" is transmitted,

mf-1
2 mTy) =T, Y Doy pxpng +Expng = Xappiong — Eexops]
k=(m—-1)f
4-15
i1 (4-15)
2
=T z[x—l,kxﬂ,k +Su Xtk ~ X1y g — Sk X1k )-
k=(m-1)f

Using the notations defined in Section 2.3.4, equation (4-14) is expressed as

2 (mTy) = BLlyx, (m=D)B.(m=1)B. B)+ 7, £ (m-DB.(m~1)p, B)

4-16
Ve, (n=DB, =B, B) -1 s (m-DB(m-DB. LY. O

As shown in Section 2.3.4, each of the four terms in equation (4-16) can be modelled as

a normal random variable. Assume that the random variables are independent of each

other. z,,(mT,) will also be normally distributed [Ross 93] with mean
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21 (mTy) = BT,[7y, (m-DB.(m=DB.B)+ 7, s (m=-DB.(m=1B, B)
~Trozy @ =DB.(m-DB.B)~7,_z(m-DB.(m-DB. )]

4-17)

and vanance

var[z, (mT} )] = (BT,) {vatly ., (m =D, (m DB, B+ varly ., £ (m DB, (m=1B, )]

+varly,, . (m=DB.(m~D B, BT+ varly,_¢(m~DB.(n~1B, A}
4-18)

where var[U] represents the variance of U.
If z,1(mT,) is larger than zero, a “+1” is decoded for the mth symbol. Otherwise, a
“~1" is detected. The error probability given a “+1” has been transmitted is given by

(Appendix E)

Prob(z,; (mT},) < 0|"+1"is transmitted) = 7 "'*El('":‘b; )]] (4-19)
var Z+l m b

where the Q-function in (4-19) [Proa 94] is defined as

1

Q(x)=]3m

12
exp(T)dt . (4-20)

Using the results in Table 2-2, which is repeated in Table 4-1, the values of z,,(mT})

and var[z,;(mT})] can now be found.
For =100,

z,(mTy,) = BT.[0.5+0-0-0] @-21)
=0.50T,

and

var(z, (mTy)] = (BT.)2[1.24x1072 +5.0x10 202, + 2.5x107 +5.0x10° 0°2]
= (BT,)*(3.74x107° +1.0x1072 52 (4-22)

(A

= (ﬂTc)z[3.74xlO_3 +1.0x1072 ;VTO}
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For = 1000,

z,.1(mTy) = BT[0.5+0-0-0] 423
=0.50T,

and

var[z, (mTy)] = (BT, )*[1.24x10™ + 5.0x10 7 0.2 + 2.5x10™* + 5.0x10* 02}
(4-24)
=(ﬁTC)2’:3.74x10_4 +1.0x1073 %’-]

c

Hence,

[ ( 0.5
U/3.74;(10‘3 +1.0x1072 Ny /21, |

£ =100

Prob(z,;(mTy) <0|"+1"is transmitted) = J
\

0.5

Q S =1000.
J3.74x107 +1.0x10 3 N /27, )
(4-25)
Using the same procedures, it can be shown that if a “~1" is transmitted,
z_1(mTp) =-0.54T, for 5= 100 or 1000, (4-26)
( Al -3 -2 Ny
(BT.)“13.74x10™° +1.0x10 s B =100
L C
var[z_ (mTy)] = (4-27)
r
(BT | 3.74x10~ +1.0x1073 Y0 | g~ 1000
_ I 2T,
and
\.
0.5 =100

J3.74x107 + 1.0x10 2 Ny /2T,

.
0.5 £ = 1000
J3.74x107% +1.0x10 3 Ny /2T,

(4-28)

Prob(z_ (mTy) > 0]"—1"is transmitted) = !
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By making use of equations (4-25) and (4-28), the overall bit error probability of a

single-user coherent CSK system under AWGN is derived below.

BEP_yser = Prob( z,. (mT,) < 0| “+1” is transmitted)P*

+ Prob( z_,(mT,)> 0| “~1" is transmitted)P”

0 0.5 5100
| Y3.74x107 +1.0x1072 Vg /21,
- (4-29)
0 0 B = 1000
3.74x107 + 1.0x1072 N /2T,

where P* is the probability of a “+1” being transmitted and P is the probability of a

“—1” being transmitted. Note that P* + P" = 1.
Define the average bit energy of the system as

T
— C1f
E, =T, lim —J's 0dt]. 4-30
b bT_m[T (t)dt] (4-30)

Applying equation (4-4), the average bit energy can be derived as below.
T( o 2

— |1 .
E, =T, lim ?J‘ Ev o | dr

T —oe

=T, lim v™(0)2dt
b M e MTb Z ( )]

| M mTp [ f-1 2
- Tb Mlim MT, Z J. Exdm,k+(m—l)ﬁr[f_(kTC + (m—l)Tb )11 dt
~—3 00 b m__'l("!‘“’l)Tb k—o
1 M B-1 ,
=T, lim |—— X T
b M =0l MT), mz=lk=0 dp kt(m-1)8°¢

zTc[ﬁny (K7K’ﬂ)P+ +ﬁyx_l (K’Kvﬂ)P_]
(4-31)
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where ¥, ., (x,x,B) and y,_ (x,x, ) denote the mean-squared values of the chaotic

sequence samples of length £ taken from the chaotic series {x.),} and {x_.}

respectively. Since both series are generated from the same map with different initial

conditions, y,  (x.k,B)=y,_(x.,x,B)=y,(x,x,B). Equation (4-31) can be
simplified to
Ey =T, By (.. BIP" +P]

=Tcﬂyx(’(”(vﬂ) (4-32)
=0.5T.8
=0.5T,

for # =100 or 1000. Using T, = AT, and equation (4-32), equation (4-29) can also be

expressed as

\
{ 0.5
3.74x107 +1.0x1072 ANy /27,

( 0.5 \

3741074 + 1.0x1072 AN, /2T, )

B =100

BEP|_yser = J

B =1000

(4-33)
Ey
\\/3'74X10-3Tb2 +0.5T, N,

Ep
b A =1000.
J374x1074T2 +0.5T, N, )

Assume that T,=10"". For a range of E_b/NO values, the BEPs are computed

B =100

using equation (4-33) and tabulated in Table 4-2. As expected, the BEPs decreases with
increasing EINO. Moreover, for the same E‘;/ Ny, the BEP for =100 is worse than

that for § = 1000. As can be judged from the aforementioned analysis, it is because of
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the smaller variances in the auto- and cross-correlation values when £ increases from

100 to 1000.

4.1.2 Simulations

Computer simulations have been performed based on the system model in Figure

4-4 and the demodulator in Figure 4-5. The bit period is assumed to be 10*sand =
100 and 1000. For each of the different E_b/ Ny values simulated, 10,000 bits have been

transmitted and the BEPs are tabulated in Table 4-3.

4.1.3 Comparisons

The numerical and simulated BEPs are plotted against _Ez/ Ng in Figure 4-6. It

can be observed that the results are very consistent. Next, we extend our analysis to a

multi-user system.

4.2 Multi-User CSK Communications System

In the previous section, the performance of a single-user coherent CSK
communications system under a noiseless/noisy condition has been fully examined. A
coherent CSK communications system that can support multiple access is now
evaluated. The equivalent models in Figures 4-4 and 4-5 will still be used.

Assume that there are N users within the system. The transmitter for the ith user is

shown in Figure 4-7. The pair of chaotic series for user i is denoted by {x4;,} and it is
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assumed that all series are generated by the same map xy; ,41 = g(x4;,) but with
different initial conditions, where g(x) is as defined in equation (4-9). Using similar
notations as in the previous section, the outputs of the chaotic signal generators for user

i are given by

oo

ety = Y xoj gt —KT,) (4-34)
k=0
and c,; (1) = Y xpi g r(e—kT,). (4-35)
k=0

Denote the transmitted data for user i by {d,-‘l,d,-‘g,d,-.g,,...}e {~1,+1}. The transmitted

waveform for the mth bit of user i is given by

B-1
VD = Y X, ik +(mon gl — KT +Om = DT} 4-36)
k=0

The transmitted waveform for user i is therefore
50 = Y Vi) (4-37)
m=1

Figure 4-8 shows the transmitter of a multi-user coherent CSK system. The overall
transmitted signal of the whole system is derived by summing the signals of all
individual users, i.e.,
N N oo
sO=Y 50=2 Y vi'0. (4-38)

i=1 i=l m=1
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4.2.1 Numerical Bit Error Probability

Corrupted by AWGN, the received signal arrives at the receiver. The demodulator

for user j is depicted in Figure 4-9. The input to the demodulator is given by
p'(®)=st)+n'(t)
N oo oo

Y v+ Y Ere-kT,) (4-39)
=l m=1 k=0

2
>

=lm

NgE

k=0

p-1 -
Ex(d,-,m Yisk+(m—1) g7 = (KT +{(m —1)T )] + sz r(t —kT.).
1£=0

For the mth received symbol, the output of the correlator_; at the end of the symbol

period is given by

j —_J‘ (tye_ ; (1)
-7 ,t — 7 t t
Corr_; (mTy) (m1) pl_; d

mTy, N mf-1
- J‘ Y vlre+ Y Er—kT)le- j(0)dt
(m-1)T,, i=1 k=(m-1)f
mly I'n B-1 mfi-1
= J' 3N i, ikeimenprlt = (T, +m=DT+ Y Er(t—kT,) fe_ ;(dr
(m-1)T, L i=1k=0 k=(m~-1)f
mTy "N mf-1 mf-1 mf-1
= f N Nox iar KT+ Y Era—kT) | Y - kT,) jat
(m—1)T, Li=lk=(m-1)f k=(m-1)8 k=(m-1)f
(4-40)
Therefore,
N mpB-l mf-1
Corr_;(mTy)=T,| Y Y xa yiuxojut  Do&exjx | (@-41)
i=1 k=(m-1)8 k=(m-1)f
Similarly,
N  mf-l mfB -1
Corry j(mTp) =T, E Z-’*’(d,-‘m)i,kx+ jk T 251«‘4 ok | (4-42)
i=lk=(m-1)8 k=(m-1)G
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or at this instant is

zj(mTy)= Corr, ; (mT, )—Corr_; (mTy)

- N mﬁ—l mﬁ_l

Z Ex(di,m)f.kx'i'j.k + kaxq.j,k
-7 i=lk=(m-1)f k=(m-1)p
B T mB-1

i=lk=(m-1)8

2 Dk Z‘ka—j,kj

k=(m-1)p

(4-43)

Suppose for user j, a “+1” has been transmitted for the mth symbol, ie,

d m =1, the input of the detector will be given by

mf3—1
2
x+j,k +
k=(m-1)§
Zj+1 (me) = TC
N mf-1

i=lk=(m-1)8

"E Ex(di,m)iskx‘j,k_ E‘ka—j,k

N mB-l mf-1

E Zx(di,m)i.kxi»j.k + Z'kaﬂ',k
i=1 k=(m-Df k=(m-1)8
i%j

mf~1

k=(m-1)f ]

Similarly, if a “~1” is transmitted, i.e., dj,m =-1,

mf-1

k=(m-1f
2j1(mTp) =T n mp-1

i=1 k=(m-1)8
| iz

i N mf-1 mfB-1 i
2
B zx—j,k + E Zx(di,m ik X+ jk F Eka'”"k
i=lk=(m-1)8 k=(m-1)f3
mpf—1

_E Ex(di,m)i,kx_jvk_ Eka—j,k

k=(m-1)f

Using similar notations as in Section 4.1, equation (4-44) is expressed as

(4-44)

(4-45)

N
zj41(mTy) = ﬂTc[Yx+j (m=-DB,(m-1B,B)+ 2 y*‘(df iR ((m-DB.(m-1)8,B)
i=l ’

[+#J

N
+}’x+j§((m"l)ﬂ,(m_l)ﬂ,ﬁ) - zyx(di,m)ix—j ((m—l)ﬂ,(m _l)ﬁsﬁ)
i=l

~¥x_ ;e ((m=DB.(m=DB,B].
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(4-46)

As shown in Section 2.3.4, all the terms Vapjr¥ruins (i=l,2,..,N;i¢j),yX+j§,
Vayix (i=12,.,N) and y x_;& can be modelled as normal random variables. Assume

that the random variables are independent of each other. z; ,;(mT}) will also be

normally distributed with mean

N
zj,-l-l(me): mc[y_x_l_j((m_l)ﬂ!(m_l)ﬂ!ﬁ)-'-zyx(dl m)‘x'f'.] ((m_l)ﬂ,(m_l)ﬁ,ﬂ)
i=1 ’

i#j

N
+¥ay g n=DB,m=DB. B = ¥ ¥y six_; (m=DB,(m=DB. )
i=1

~¥x_;jg(m=Dp,(m=-DB,B)]

N
= ﬂc[yx_'_j ((m—l)ﬁ’(mﬂl)ﬂfﬂ)'{'zyx(di m)ix"'j ((m_l)ﬂv(m_l)ﬂvﬂ)
i=1 '

i*j

N
+yx+j§((m_l)ﬁ’(m—l)ﬁ’ﬂ)_Zyx(dj’m)ix—j ((m-l)ﬂv(m—l)ﬁ’ﬁ)
i=l

~¥x_;je(m=D.(m-DB.B)]

(4-47)

and variance
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varlz 41 (mTp)] = (BT) varly o, ((m=DB.(m~1)B. B)]

N
+ varj ny(d‘.,m Y%+ j ((m _l)ﬁ! (m - l)ﬁs ﬂ)

T~
—

.-#.

+varlyg, ;£((m- DB, (m-1p,B))

-
T

-

N
+ var ;yx(di,m)fx—f (m-DB,(m-1B,B)

+ Var[},x_jg ((m - l)ﬂr (m - l)ﬁr ﬂ)] }
= (BT, (valyx, ; (=D (m=1)B, B)]

N
+ 2 Var[yx(d‘.’m Y%+ ((m - l)ﬁ: (m - l)ﬁs ﬂ)]
i=l

i#j
+varly,, £(m=DB,(m-DB,B)

N 4-48
+Evar[yx(di m),'x_j ((m—l)ﬂ,(m—l)ﬂ,ﬁ)] ( )
i=1 '

+varly,_ ;g (m-DB,(m-DS, B}
Using the results in Table 4-1, the values of z; ,1(mT},) and var[z; ,,(mT})] can now

be found.

For =100,

N N
2jr1(mTy) = AT05+ Y (0)+0-Y (0)-0]

i=l i=1
i#

(4-49)

=0.54T,

and
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N
var[z j 41 (mT})] = (BT,)?[1.24x107 + 22,50)(10-3 +50x10 302

i=l
i#j

N
+ Z 2.50x107> +5.0x10™ 352

i=l

= (B.)%(1.24x107% +2.50x10 73 (2N - 1) +1.0x1072 %0_]

For = 1000,

. N N
2jr10mTy) = BT,I0.5+ Y (0)+0-Y (0)-0]
i=1 i=1
i#j

= 0.54T,

and

N
var(z j 41 (mT)] = (BT,)*[1.24x107% + Y 2.50x107% +5.0x10™ 55

i=1
i#f

N
+ E 2.50x10™* +5.0x10 % 52

i=l

= (BT,)?[1.24x107* +2.50x10™* (2N - 1) +1.0x10 73 %Q]

(4-50)

c

(4-51)

(4-52)

c

If zj,,1(mT}p) is larger than zero, a “+1” is decoded. Otherwise, a “~1” is detected. The

error probability given a “+1” has been transmitted is given by
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Prob(z j 11 (mTp) < 0"+1"is transmitted)

Tj+1 (me )
Jvar[z, a1 (mTy)]

0.5
< N
1.24x1073 +2.50x10 3 (2N - 1) +1.0x10 2 =2
2T,
B J
p
0.5
o

_ _ A N
Jl.24x10 4 +2.50x1074 (2N = 1) +1.0x10 3%

[

Using the same procedures, it can be shown that if a “—1” is transmitted,

zj-1(mTy)=-0.58T for =100 or 1000,

var[z ;1 (mTp)) = J

and

Prob(z; _;(mT,) > 0]"-1"is transmitted)

-

0.5

(AT.)%|1.24x1073 + 2.50x10 73 (2N — 1) +1.0x10

Q

f

0.5

_ _ o N
\Femo 3 +2.50x1073 (2N - 1) +1.0x10 2?1"2

C

99

- _ 3 N
J1.24x10 4 4+2.50x107* (2N - 1) +1.0x10 3#
N

c

=100
(4-53)
B = 1000.
(4-54)
2N 100

c

(BT.)?|1.24x1074 +2.50x10-4(2N—1)+1.0x10_3;VTO B =1000

c

(4-55)

B =100

(4-56)

B = 1000.
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By making use of equations (4-53) and (4-56), it can be shown easily that the overall bit

error probability of a multi-user coherent CSK system under AWGN is

\
d 0.5 _ 8 -100
\/1.24)(10_3 +2.50x10 > (2N = 1)+ 1.0x10 2 5}9_
K c
BEPyit-user = 3 | (4-57)
s, 0.5 = B =1000.
1.24x107% +2.50x1074 (2N - 1) +1.0x107> =2
21, |
N
The average bit energy, as derived in Section 4.1, is equal to
E;, =0.5T,,. (4-58)
Equation (4-57) is now re-written as
( _
Ep B =100
J1:26x107T2 +2.50x10 3 (2N ~1)T2 +0.5N,T,
BEPulti—user = .
Ep £ =1000.
\/1 24x107*T2 +2.50x107* 2N - DT +0.5NoT},
(4-59)

Using T,=107*s, the BEPs are computed using equation (4-39) for a range of users
and E,;/NO values. The results are tabulated in Table 4-4. With an increasing number

of users transmitting their chaotic signals at the same time, more interference will be
introduced into the system which will cause more errors. Therefore, as shown in the

table, the BEP increases with an increasing number of users. Moreover, as in the single-
user case, the BEP decreases with increasing _E_b/NO and for the same E_b/NO, the

BEP for = 100 is worse than that for §= 1000. Note that in a multi-user system, when
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the number of users increases, it is possible that the performance of the system will be
limited by the interference caused by the users and not by the noise power. For example,

for a spreading factor of 100 and with 20 users in the system, the BEP will improve
gradually from 0.20 as Ej, /N increases from 0dB. No matter how much we increase

the signal power of the users, however, the BEP cannot be better than 0.056. On the

other hand, by using a large spreading factor, in this case 1000, such limitation can be

removed.

4.2.2 Simulations

Computer simulations have been performed based on the transmitter model in

Figures 4-7 and 4-8, and the demodulator in Figure 4-9. The bit period is assumed to be
107 s with # = 100 and 1000. For each of the different }EEINO values simulated,

10,000 bits have been transmitted for each user and the average BEPs are tabulated in

Table 4-5.

10
'Qb Pao Yue-kong Library
&/ PolvU <+ Hong Kong
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4.2.3 Comparisons

The numerical and simulated BEPs are plotted against E_bl Ny in Figures 4-10

and 4-11 for 8 = 100 and 1000 respectively. In both cases, the numerical BEPs agree
well with the simulated results. Hence, we can conclude the numerical derivation

provides an accurate means to estimate the BEPs for a muiti-user CSK communications

system.
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4.3 Comparison with Conventional Spread Spectrum

Communications System

A conventional spread spectrum communications system using Gold code [Pete

95] as the spreading code has been simulated. Gold codes are well-known for its well-

defined discrete cross-correlation values given by

M
Y G, ()G, (m)=

m=]

0.1181, —-0.00790r-0.1339 M =127 (4-60)
0.0616,—0.00100r —0.0635 M =1023

where G, and G, are Gold sequences belonging to the same set of Gold codes with a
period of M. The channel is assumed to be an AWGN channel with psd Ny/2. In the first
set of simulations, the chip duration T is fixed at 1075 and the spreading factor used is
127. The number of users ranges from 1 to 50 and 10,000 bits are sent by each user. The
average BEPs are shown in Table 4-6(a) for various a/NO. For the second set of
simulations, T, is fixed at 1077s and the spreading factor used is 1023. The results are
shown in Table 4-6(b).

The BEPs of the multi-user CSK and the conventional spread spectrum
communications systems are plotted in Figures 4-12 and 4-13. It can be observed that
under an AWGN channel, the performance of the conventional spread spectrum system

is significantly better than the CSK system.

On the other hand, conventional spread spectrum communications systems can be
decoded relatively easily even by an unintended opponent. On the contrary, in CSK, if
the chaotic signals are not known, it would be extremely difficult to decode the binary

data. Therefore, CSK can provide a more secured means of communications.
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4.4 Conclusions
In this chapter, we have reviewed the operations of a single-user coherent CSK
communications system. Using a cubic map as an illustration to generate chaos, we

derive the numerical bit error probabilities for various average bit energy to noise power

spectral density ratio (E_b/ Ng). Simulations are performed and the simulated BEPs

show good consistence with the numerical BEPs.

We then extend our analysis on coherent CSK system to a multi-user
environment. Numerical BEPs are again derived and compared with the simulation
results. It is found that the numerical derivation on the BEPs provides a very good

estimation of the actual performance. In general, the BEP decreases with increasing
—E_b/ Ny which is expected. Moreover, the BEPs can be reduced for the same E—bf Ny

by using a higher spreading ratio. In a multi-user environment, more interference will be
introduced into the system when more users are transmitting at the same time. Hence,
the interference between users can sometimes pose a lower limit on the BEP.

Finally, the performance of the coherent CSK system is compared with a
conventional spread spectrum system. Results show that the conventional spread
spectrum system can achieve a lower BEP. Nevertheless, CSK can provide a more
secured communications link because without prior knowledge of the chaotic signals, it

is extremely difficult, if not impossible, to synchronize with the noise-like incoming

signal and hence decode it.
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Figure 4-1 Chaos shift keying digital communications system
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Figure 4-2(c) Transmitted waveform s(r)
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>
0 frequency f

Figure 4-3 Power spectrum of additive white Gaussian noise
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Figure 4-4 Equivalent model of a chaos shift keying digital communications system
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Figure 4-5 Coherent CSK demodulator
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BEP /N,

1.0E+00 T T T T T T T
2 4 6 g 10 12 14 infipity

1.0E-01

1.0E-02

1.0E-03 \(

—=— numerical results: spreading factor = 100
—h— numerical results: spreading factor = 1000
—e— simulation results: spreading factor = 100
—»— simulation results: spreading factor = 1000

Figure 4-6 Numerical and simulated bit error probabilities against E_b/ Ng 1n a single-
user coherent CSK system
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chaotic signal = transmitted signal
gn 5 g
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I¢+1”

Digital information
to be transmitted

Figure 4-7 Transmitter of the ith user in a multi-user coherent CSK digital
communications system

111



Chapter 4 Chaos Shift Keying in a Multi-User Environment
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User N

Figure 4-8 Transmitter of a multi-user coherent CSK digital communication system
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Figure 4-9 Coherent demodulator for user j in a multi-user coherent CSK
communications system
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numerical results: 5 users
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—e— numerical results: 25 users
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Figure 4-10(a) Numerical and simulated bit error probabilities against —EZI Ngina
multi-user coherent CSK system (1~25 users, spreading factor = 100)

114




Chapter 4 Chaos Shift Keying in a Multi-User Environment
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—e—numerical results: 40 users

—%— numerical results: 50 users
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Figure 4-10(b) Numerical and simulated bit error probabilities against g/ Ngina
multi-user coherent CSK system (30~50 users, spreading factor = 100)
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—&— numerical results: 1 user numerical results: Susers
—— numerical results: 10 users —<— numerical results: 15 users
—¥%— numerical results: 20 users —e— numerical results: 25 users
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Figure 4-11(a) Numerical and simulated bit error probabilities against E_bl Npina
multi-user coherent CSK system (1~25 users, spreading factor = 1000)
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Figure 4-11(b) Numenccal and simulated bit error probabilities against a/ Ngina
multi-user coherent CSK system (30~50 users, spreading factor = 1000}
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Figure 4-12(a) Simulated BEPs against -E-i‘_b_l Np (1~25 users)
(spreading factor of CSK = 100, spreading factor using Gold code = 127)
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Figure 4-12(b) Simulated BEPs against E_b/ Ng (30~50 users)
(spreading factor of CSK = 100, spreading factor using Gold code = 127)
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Figure 4-13(a) Simulated BEPs against E_b/NO (1~25 users)
(spreading factor of CSK = 1000, spreading factor using Gold code = 1023)
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Figure 4-13(b) Simuiated BEPs against E_bf Ng (30~50 users)
(spreading factor of CSK = 1000, spreading factor using Gold code = 1023)
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E, /N in dB Spreading factor 8
100 1000
0 0.1605 0.1588
2 0.1067 0.1043
4 0.0599 0.0568
6 0.0263 0.0233
8 0.0082 0.0062
10 0.0016 0.0008
12 0.0002 0.0000
14 0.0000 0.0000
oo 0.0000 0.0000

Table 4-2 Numerical bit error probabilities of a single-user coherent CSK system for
various £, / N
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E, /NgindB Spreading factor £
100 1000
0 0.1604 0.1596
2 0.1050 0.1038
4 0.0577 0.0558
6 0.0259 0.0225
8 0.0072 0.0065
10 0.0011 0.0004
12 0.0000 0.0000
14 0.0000 0.0000
0o 0.0000 0.0000

Table 4-3 Simulated bit error probabilities of a single-user coherent CSK system for
various E, / Ny
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CHAPTER 5

DIFFERENTIAL CHAOS SHIFT KEYING IN A MULTI-

USER ENVIRONMENT

In the previous chapter, a coherent CSK communications system has been fully
examined under a noisy environment with multiple users. As explained in Chapter 1, it
is not easy to synchronize the chaotic signals between the transmitters and receivers.
Differential CSK (DCSK) has been proposed recently [Kenn 98b], [Kenn 98¢], [Kenn
99], [Kis 98a] that allows noncoherent detection with a fixed threshold of zero. In this
chapter, we shall first review the operations of a single-user DCSK system. Then, a
multiple access technique for use with DCSK (MA-DCSK) is proposed and analysed.
Numerical derivations of the bit error probabilities (BEPs), similar to those of CSK, will

be performed. Finally, simulations are performed to verify the numerical values.

5.1 Single-User DCSK Communications System

In this section, the basic operation of DCSK under a noiseless environment is
reviewed. The transmitter of a DCSK modulator in Figure 3-14 is shown again in Figure
5-1. Assume that the chaotic series {x,} is generated by the map x,.; =g(x,). In

DCSK, every transmitted symbol is represented by two chaotic signal samples. The first
one serves as the reference (reference sample) while the second one carries the data

(data sample). If a “41” is to be transmitted, the data sample will be identical to the
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reference sample, and if a “—1"" is to be transmitted, an inverted version of the reference

sample will be used as the data sample. Assume the system starts at ¢ = 0 and the binary

data to be transmitted has a period of T, Denote the transmitted data by

{dy.dy,d5,..}€ {~1,+1}. Let 2 be the spreading factor, defined as T,/T,, where ¢is an

integer. Using the aforementioned arrangement, the reference sample for the mth bit is

given by
. a-1
tef " (1) = Y Xps(m-tyerrlt — (KT, + (m~DTy)] (5-1)
k=0

where r(7) is a rectangular pulse of unit amplitude and width T, i.e.,

) I 0<:<T, (5-2)
r(t) = -
0 elsewhere,

The corresponding data sample is
m m T
data™ (1) =d,, ref " (¢t - ?) . (5-3)

The overall transmitted waveform is

s(t) = i[ref " () +data”™ (1)]. (5-4)
m=]

Figure 5-2 shows a typical waveform of s(t) for a spreading factor of 10.

At the receiving end, the reference sample and the corresponding data sample are
correlated. Figure 5-3 shows the block diagram of a DCSK correlator receiver. Assume
that the channel is perfect and it causes no distortion on the transmitted signal. For the
mth transmitted symbol, the output of the correlator at the end of the mth period under a

noise-free environment is given by
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mTp
Tp
2Ty = | pope-tia
(m—1/2)T},
T
m.b Tb
= ()5t —2)ds
(m—1/2)T
mTy -
= data™ (t)ref ™ ( — —2b—)dr
(m-Y2)Tp,
b T, T
- J [dmrefm(t—Tb)]refm(t—?b)dt
(m=Y2)Ty
mTy a—1 2
Ty
=dy | X X m-atlt ~ = KT, +(m=DT,)] | e
(m-12)Ty \ k=0
=1

_ 2
=dpT. Exk+(m—l)a"
k=0

(5-5)

Depending on whether the output is larger or smaller than the threshold zero, a

“+1” or “~1” is decoded. Due to the non-periodic nature of the chaotic signal,
k+(m-)ax

a-1
T. Exz has a non-zero variance. Hence, z(m7},) is not constant even when the
k=0

same symbol is being transmitted repeatedly. Figure 5-4 shows a typical output
waveform of the correlator, which is sampled at multiples of 7p. In the presence of

noise, the output becomes
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mT}

Znoise (MTp ) = ] P(UP(“%)C[‘
(m-Y2)T}y
mTy
- .' [s(:)+n(x)][s(r—%—)+n(:—%’)]dr
(m=1/2)T}
mTy
[ m m, Ip Ty
= [ waa™ o)+ el " ¢ -2y + (e - Ly
(m=1{2)Tp
mTy
- J (d, 1ef ™ (¢ ~ 12 4 n(t)]fref ™ (¢ — 22y 4 n(e -T2y
(m=}/2)T} 2 2 2
a-1 mTp T T
=dnTe 3 mopa | ref ™ (¢ =~ )n(t =2
k=0 (m=1/2)T}
mTp mTy
+ I n(t)ref’"(t—%)dt+ f n(t)n(t—%)dt (5-6)
(m-}/2)T (m-Y2)Tp

where n(t) is the noise signal at the input of the receiver. Obviously, since the mean

values of the integral terms are all zero, to optimize the BEP, the threshold of the

detector should be set at zero. Hence, the threshold of the detector is independent of the

noise level.

5.2 Multi-User DCSK Communications System

Suppose there are N users within the system. The chaotic series {x;.} (i=1,2, ..,
N) of the users are generated by the same map x; 4 = g(x; ). On the other hand, all
users are assigned different initial conditions such that different chaotic samples are
generated. As explained in the previous section, in a DCSK system with only one user,
the reference sample will be transmitted during the first half-bit period and the data

sample on the second half-bit period. In a multiple access system, to avoid excessive
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interference and hence mis-detection, the separation between the reference and data
samples must be different for different users.

Here, we propose a multiple access scheme where the separation between the
reference and data samples differs for different users, as illustrated in Figure 5-5. For
user i, each data frame will consist of 2i half-bit slots. The first i half-bit slots in each
frame (slots 1 to i) will be used to transmit the i reference samples while the remaining i
half-bit slots (slots i+1 to 2i} are used to transmit the data samples. If a “+1” is to be
transmitted in slot i+1, the sample in slot 1 is repeated in slot i+1, otherwise, an inverted
copy is sent. Similarly, in slot /+2, the same or inverted copy of the sample in slot 2 is
sent, and so on. As a result, the reference and data samples of user i will be separated by
i half-bit periods. Figure 5-6 shows a typical transmitted waveform for user 3.

Let y; , r(#) be the reference sample at the mth half-bit slot (1< m < i) of the fth

data frame for the ith user, i.e., the reference sample at the [2i(f — 1)+m]th half-bit slot

for the ith user. Thus we have

a-1

Ty .

Yism, f(#) = in,k+a[(m—1)+(f—1)i]f[f ~ (kT +(m-1)?+ (f = DiTy)] (5-7)

k=0
from which we can write the reference samples of user i as

o

tef; ()= 2 Y Vi s O (5-8)

f=lm=1

Denoting the transmitted data of user i by {d,..l,d,.'z,dm,...}e {-1,+1}, the corresponding

data samples are given by

S % iT,
datai (t)= Z Zdi,m+(f—l)£yi,m,f (¢ -_2!’_) (5-9)
f=lm=1

133



Chapter 5 Differential Chaos Shift Keying in a Multi-User Environment

7 . .
and  d; (-1 Yiom, f(t—lTb) is the transmitted data sample during the

[2i(f-1)+i+m]th half-bit slot. Combining the reference and data samples, we obtain the

transmitted waveform of the ith user as

oo |
7
$i(0) = ref; () + data; ()= ), D' Diom £ O+ dima(f-yiYim, g ¢ =2, (5-10)
f=lm=1

The overall transmitted signal of the whole system is derived by summing the signals of

N
all individual users, i.e., s(t) = 25,— ).

i=]

Figure 5-7 shows the transmitter of a multi-user DCSK system and the receiver of
user i. At the receiving end, the half-bit slots in the first half of each frame will correlate
with those in the second half. During the same time, the correlator output is sampled
every T,/2 before the correlator is reset. The output is then compared with the threshold
zero to determine whether a “+1” or “—1" has been received. Figure 5-8 depicts the
correlator output and the decoded symbols of user 3 in a 5-user system, assuming a
spreading factor of 2000. If the correlation between different samples from the same

user or samples from different users is low, a low BEP is expected.

5.2.1 Numerical Analysis

As derived in the previous section, the overall transmitted signal is given by

N
s(t) = ZS,- (#) . Ignoring the effect of noise and assuming the channel is distortionless,

i=1
the same signal will arrive at the receiver input. Consider the m;th reference half-bit slot

in the fith data frame of the ith user, i.e., the [2(f—1)i+m]th half-bit, wherel <m; <i. At
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the receiving end, the signal in this half-bit slot will correlate with that in the
[2(f—1)i+i+m;]th half-bit slot. The output of the correlator is given by

N [2(f; -Di+i+m; 1T} /2

Al iT,
y(fim)= Y Y [ su(©)s, (== (5-11)
u=lv=112(f; -Di+i+m; -11T, /2

where s,(t) and s,(¢) denote the signals of users u and v respectively. For brevity, we
define X;, ,(f;,m;) as

[2(f1 —l)l+i+mI]Tb/2 T
1
Xiuv(fi-m)= J s, (8)s, (t ——22);1: . (5-12)
[2(f; —Di+i+m; —1]T, /2

Hence, z;(f;,m;)can be written as

N N
4 (fmi)= 3> X (fimy) (5-13)

u=lv=1

For a given binary symbol transmitted for user i, if the X; ,,’s are all independent
normal random variables, z;(f;,m;), being the sum of these variables, is also normal

with its mean and variance derived as follows.

N N
G (frm) =D, X (frm)
u=lv=|

il

MZ [

X v (firm;) (5-14)

=
Il
—
<
1
—

N . NN
:Xi,i,i(fi’mi)'*'Exi.u,u(fi’mr')'*'szi,u,v(fi’mi)

u=1 u=lv=l
u#Ei u#EV

135



Chapter 5 Differential Chaos Shift Keying in a Multi-User Environment

N N
var[z; (fom)l = var(y, ¥ X,y (fiom;)]

u=lv=1
N N
= EEVM[Xf,u,V(fi’mi)]
u=lv=1
N
(5-15)
= Val'[X!"i,"(f“,mf)]'['Zvar[Xi_u,u(f}’mi)]
uei
N N
+Ezvar[xi,u,v(fbmi)]
u=lv=l
u#y

In the sequel, we assume that the cubic map x; .| = 8(x; ,) = 4xﬁ n—3%, (=
1, 2, .., N) is used to generate the chaotic coefficients for user i. It can be readily shown
that with this choice of g(.), the X; ,,’s are all normal random variables for a given

transmitted binary symbol (see Appendix F). The means and variances of the variables
are tabulated in Table 5-1 for spreading factors 2a&r= 200 and 2000.
Suppose that the [(f—1)i+m;Jth transmitted symbol of user i is “+17, ie,

di (f;-Di+m, =+1. Therefore, assuming that the X, ,’s are also independent, we

have

N N N
Zi+1(fimi) = Xi,i.i,+l(fi’mi)+2Xi.u.u(fi*mi)+ ZZ Xy (fism)

u=l1 w=lv=l
U#EL UV
N N N
=0.25T, + Y (0)+ Y, Y (0) (5-16)
u=l u=lv=I1 '
rEd) w#EV

= 025Tb

and
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var(z; +1(f;,m;)]

( N N N
=32 =352 -32 —
0.31x107°T; +20.625x10 T +EEO.625XIO 7 a=100

u=l u=lv=l
H*i wEV

(5-17)

N N N
-4.5.2 -4.4.2 -4.52 -
031x107*T7 + ) 0.625x10 77 + Y° ' 0.625x107*7} @ =1000

u=l u=lv=l1
u#i uEv

1031x1073 + (¥? ~1)0.625x10° 1} @ =100

=

[0.31x10™* + (N2 - 10.625x107)T,2 & =1000.
The correlator output z;(f;,m;) is then compared with the threshold zero to determine
whether a “+1” or “~1"" has been received. Since z; ,1(f;,m;) is normally distributed,

the conditional bit error probability is obtained by

BEP,, = Prob(z; (f;,m;) <0|“+1” is transmitted)

=Prob(z; 41 (fi,m;)<0)

i 105 m;) _ (5-18)
Jvarlzi o1 (fiomy)]

Similarly, it can be readily shown that given a “~1" has been transmitted, the correlator

output z;(f;,m;) follows a normal distribution with mean

and variance

var[z; _(fi,m;)]

-3 2 _ ~3 172 _
[031x107 +(N? —10.625x107°17; o =100 (5-20)

[031x107% + (N2 —1)0.625x10_4]Tb2 a = 1000,

137



Chapter 5 Differential Chaos Shift Keying in a Multi-User Environment

The conditional BEP is now given by

“~1" is transmitted)

BEP_, = Prob( z;(f;.m;} >0

= Prob(z; -\ (f;,m;)>0)

_ -z (fivm;) . (5-21)
JV&I’[Z,"_I(f;,m,-)]

From the equations (5-16) to (5-21), the BEP of user i is derived from
BEP = Prob( z; (f;,m;) <0|“+1” is transmitted)}P*
+ Prob( z; (f;,m;)> 0| “~1” is transmitted)P"

Vvarlzi 1 (fim;)] Jvarlz; - (fi.m;)]

Z(fi s My ) + -

= (P"+P (5-22)
¢ var{z( f;,m;)] )

([ Wom) )

=0
.Jv::t.r[z(f,-,m,‘)])J

where

z(f;,m;) =0.25T,,, (5-23)

[0.31x107% + (N2 -1)0.625x10° 172 @ =100

var{z(f;,m;)] = (5-24)

[031x107% + (V2 -1)0.625x10*]7 o = 1000,

P* is the probability of a “+1” being transmitted and P~ is the probability of a “—1”

being transmitted. Note that P* + P~ = 1.
It can be observed from equation (5-24) that the variance of the correlator output
increases with N°. Hence, the performance of the system will degrade quite rapidly with

the number of users. Using 7,=107s, the BEPs are computed using equation (5-22) for a
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range of users with spreading factors 200 and 2000. The results are tabulated in Table 5-
2. With an increasing number of users transmitting their chaotic signals at the same
time, more interference will be introduced into the system which will cause more errors.
Therefore, as shown in the table, the BEP increases with an increasing number of users.

For a larger spreading factor, a lower BEP is achieved because of lower correlation

between signals from different users.

5.2.2 Simulations

Simulations have been carried out to confirm the feasibility of the proposed
multiple access scheme and to verify the foregoing numerical analysis. Spreading
factors 200 and 2000 are used and the bit duration T}, is taken as 10™%s. The number of
users in the system is assigned up to 50 and different initial conditions are assigned to
different users to generate the chaotic signals. 10,000 bits are first sent from each user.
Then, the number of errors received by each user and the average number of errors
among all users are noted. Table 5-3 shows some typical results obtained. In this
example, there are 10 users in the system. It can be observed that all users receive
stmilar number of errors. In other words, the scheme achieves unbiased error
probabilities for all users. Table 5-4 shows the average BEPs among all users. As shown
in the table, the BEP increases with the number of users but diminishes when the

spreading factor is increased from 200 to 2000.

5.2.3 Comparisons
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Figure 5-9 compares the numerical BEPs with the simulation results. It can be
observed that the simulation results are very close to the numerical ones. As mentioned
in Section 5.2.1, the variance of the correlator output increases with N?. Hence, the BEP
becomes high when the number of users is large. On the other hand, by using a higher

spreading factor and hence lower autocorrelation and cross-corrrelation values, the

system performance can be drastically improved.

5.3 Conclusions

In this chapter, we have proposed a simple muitiple access scheme for use with
differential chaos shift keying (MA-DCSK). The access scheme of different users is
described and the corresponding noncoherent receiver is also designed to decode the
signals. The scheme can theoretically be scaled to any number of users, provided the
low-correlation property is maintained among the chaotic signal samples representing
the different users. As would be expected, the proposed scheme achieves unbiased error
probabilities for all users and the error performance degrades as the number of users
increases. However, the spreading factor can be increased to improve performance.

In order to evaluate the performance of the system, a simple 1-dimensional
iterative cubic map has been used to generate the chaotic signals for all N users. For this
particular choice of chaotic generators, it is found that the correlator output follows a
normal distribution with variance increases with N°. The numerical bit error probability
(BEP) of the system is also derived. Simulations are then carried out and the results are
very close to the numerical BEPs. It is observed that by using chaos generators with a
higher spreading factor and hence lower autocorrelation and cross-corrrelation values,

the BEPs can be reduced.
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Finally, noise appears in any communications systems. It is therefore of interest to
study the effect of noise in the MA-DCSK system and to derive similar numerical

solutions.
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Figure 5-1 Transmitter of a DCSK modulator
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Figure 5-2 A typical DCSK signal
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Figure 5-4 Output of the correlator and the decoded symbols in a DCSK receiver
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Figure 5-6 A typical transmitted signal for user 3 in a multiple access DCSK system
(spreading factor = 10)
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Figure 5-9 Numerical and simulated bit error probabilities against number of users in a
multi-user DCSK system
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Number of Spreading factor 2
users 200 2000
1 0.0000 0.0000
2 0.0000 0.0000
3 0.0003 0.0000
4 0.0055 0.0000
5 0.0217 0.0000
10 0.1580 0.0008
15 0.2523 0.0174
20 0.3084 0.0568
25 0.3445 0.1029
30 0.3694 0.1459
35 0.3875 0.1831
40 0.4013 0.2146
45 0.4121 0.2411
50 0.4207 0.2635

Table 5-2 Numerical bit error probabilities of a multi-user DCSK system
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User number Spreading factor = 200 | Spreading factor = 2000

1 1602 11
2 1588 9
3 1564 7
4 1605 7
5 1512 3
6 1562 8
7 1524 4
8 1548 3
9 1591 5
10 1527 11

Average number of errors 1562.3 6.8

Table 5-3 Number of errors received by different users in a 10-user DCSK multiple
access system
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Number of Spreading factor 2«
users 200 2000
1 0.0000 0.0000
2 0.0000 0.0000
3 0.0001 0.0000
4 0.0043 0.0000
5 0.0190 0.0000
10 0.1562 0.0007
15 0.2501 0.0166
20 0.3090 0.0560
25 0.3453 0.1031
30 0.3694 0.1453
35 0.3878 0.1825
40 0.4022 0.2152
45 0.4125 0.2418
50 0.4216 0.2653

Table 5-4 Simulated bit error probabilities of a multi-user DCSK system
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CHAPTER 6

CRITICAL REVIEW

In this thesis, we have examined the performances of two chaos-based digital
communications scﬁemes, namely chaos shift keying (CSK) and differential CSK
(DCSK), under a multi-user environment. All simulations and numerical results are
generated based on the assumption that a particular cubic map has been used to create
the chaotic series. In general, different maps can be used to create chaos for different
users. It is also possible to apply another map, different from the cubic map used in this
thesis, to multiple users but with different initial conditions. The performance of the
system may then be very different. It is expected that chaos with lower partial auto-
correlation and cross-correlation values will give better bit error probabilities.

In the coherent detection of CSK, a replica of the chaotic signals are reproduced at
the receiver to decode the signal. However, synchronization between chaotic circuits
has never been easy. In a multi-user environment where more interference is expected,
it is foreseen that synchronization will be very difficult' to achieve with only the
incoming signal. Under such circumstances, we expect that synchronization will be
aided by some other means. For example, if all transmitters and receivers are
synchronized with the clock of the global positioning system, a small time drift will be
expected between the transmitter and receiver which can be further removed by
conventional tracking schemes. As a consequence, a lower synchronization time will be

required before bit decoding can commence. On the other hand, if the synchronization
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time is comparable with the bit duration, the bit error performance.is bound to degrade.
Therefore, a fast synchronization scheme will be required to provide a satisfactory bit
error performance.

In the thesis, the only defect of the channel is assumed to be additive white
Gaussian noise. In a real communications system, the channel allocated to you will have
a finite bandwidth. Transmission filter will be added at the transmitter to reduce the
signal bandwidth while receiving filter will be used to limit the noise bandwidth at the
receiver. More distortion on the signal caused by multipath and fading will be observed
in the case of a mobile environment. All such phenomenon will certainly affect the
receiving signal drastically. Hence, the system performance should be further
investigated under such bandlimited channel and mobile environments. In addition, in
conventional spread spectrum communications systems, the received wideband signal,
corrupted by wideband noise, is first despread by multiplying it with a replica of the
spreading signal at the transmitter. The original narrowband signal is then restored.
When the narrowband signal, together with the wideband noise, i1s passed through
another narrowband filter, the noise bandwidth is substantially reduced. As a
consequence, the noise power is drastically reduced and the bit error performance is
greatly enhanced. Unfortunately, no such despreading process is observed in chaos-
based digital communications even when the incoming signals is multiplied with a
replica of the chaotic signals. The bandwidth of the signal remains similar. As a result,
the noise power can be large. Hence, one way to improve the performances of CSK or
DCSK is to try to despread the received signal so as to reduce the signal bandwidth.
Then the signal can be passed to a narrowband filter to reduce the noise power and

hence improve the bit error performance. Finally, the performance of chaos-based
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digital communications systems in the presence of jamming signals should also be

studied and compared with that of conventional spread spectrum schemes.
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CHAPTER 7

CONCLUSIONS

Chaos communications have received much attention recently because chaotic
signals can provide an alternate means to spread the spectrum of signals in digital
communications. Unlike other spread spectrum techniques which uses binary codes to
spread the spectrum, chaos makes use of its random-like behaviour and wideband nature
to carry the binary information. It can provide secured communications with low
probability of detection, anti-jamming capability, as well as mitigation of multipath
fading.

In this thesis, two chaos-based digital communications schemes have been studied
in detail — chaos shifting keying (CSK) and differential chaos shift keying (DCSK).
Chaos are assumed to be generated by a simple cubic map. For systems which require
more than one chaos sources, the same cubic map with different initial conditions are
used.

For CSK, coherent detection is assumed and an analysis on a multi-user system
with additive white Gaussian noise has been carﬁed out. Based on the statistical
properties of the correlator output, the numerical bit error probabilities (BEPs) of the
system are derived which are compared with the simulation results. It is found that the
numerical derivation on the BEPs provides a very good estimation of the actual system

performance. In general, the BEP decreases with increasing average bit energy to noise
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power spectral density ratio (E;/ Ng). Moreover, the BEPs can be reduced for the same

E_b/ No by using a higher spreading ratio. In a multi-user environment, more

interference will be introduced into the system when more users are transmitting at the
same time. Hence, the interference between users can sometimes pose a lower limit on
the BEP. On the other hand, when the performance of the coherent CSK system is
compared with a conventional spread spectrum system, results show that the
conventional spread spectrum system can achieve a lower BEP. Nevertheless, CSK can
provide a more secured communications link because without prior knowledge of the
chaotic signals, it is extremely difficult, if not impossible, to synchronize with the noise-
like incoming signal and hence decode it.

In this thesis, we have proposed a simple multiple access scheme for use with
differential chaos shift keying (MA-DCSK). The access scheme of different users has
been shown and the corresponding noncoherent receiver to decode the signals is also
constructed. The scheme can theoretically be scaled to any number of users, provided
the low-correlation property is maintained among the chaotic signal samples
representing the different users. It is found that the correlator output follows a normal
distribution with variance increasing with the square of the number of users. Based on
this property, the numerical BEP of the system is derived. Simulations are then carried
out and the results are consistence with the numerical BEPs. As would be expected, the
proposed scheme achieves unbiased error probabilities for all users and the error
performance degrades as the number of users increases. However, the spreading factor

can be increased to improve performance. It is observed that by using chaos generators
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with a higher spreading factor and hence lower autocorrelation and cross-corrrelation
values, the BEP can be reduced.

It should be noted that the multiple access schemes not only apply to the downlink
where one base station communicate with many mobile stations in a wireless
environment, but also to the reverse link v\;rhere several mobile stations are transmitting
to the same base station. In both cases, similar bit error performances are expected.

At this stage, chabs—based digital modulation schemes are still not as competitive
as conventional digital modulation schemes in terms of bit error performances.
However, the former schemes do provide fairly high security that the latter ones cannot
match. For any unintended users who do not have any prior knowledge of the
transmitted chaotic signal, such as the bit rate and the chaos source used, it is extremely
difficult to decode the signals. Finally, chaos communications is still a young research
area and there are lots of issues to be tackle. Possible topics include the effect of noise
in the MA-DCSK system and the effect of the synchronization error and

synchronization time in the coherent CSK system.
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Appendix A

Partial Discrete Auto-correlation Function

The partial discrete auto-correlation function of the chaotic series {x, } has been

defined as
1 L-1
y (k1 L) = Ez}xkﬂ.xm (A-1)

where all symbols have their meanings as defined in the thesis. 10 initial conditions
have first been selected. For each of them, more than 10 iterations have been performed

to generate the chaotic series for the analyses below.

A.l Casel — k=l

For each of the initial conditions, the partial discrete auto-correlation value is first
computed for every L iterations performed. After collecting 10,000 values in each case,
we analyse the distribution of the values. It is found that in all cases, the auto-
correlation value follows a normal distribution. The statistics of the partial discrete auto-
correlation function are tabulated in Tables A-1 and A-2. It can be observed that in both
cases =100 and L=1000, the mean value is about 0.5. For the variance, it equals

1.24x107 and 1.24x107* respectively for L=100 and L=1000.
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A.2 Case Il — k=l

For each of the initial conditions, the first 10 chaotic samples each of length L are
first stored in memory. The partial discrete auto-correlation function between each of
these reference samples and the next 10,000 samples are computed. The distributions of
the values are then analysed. It is found that in all cases, the partial discrete auto-
correlation value follows a normal distribution. Two typical statistics of the partial
discrete auto-correlation function are tabulated in Tables A-3 and A-4. It can be
observed that the distribution of the partial discrete auto-correlation function does not
depend much on the mean-squared value of the reference sample. Moreover, in both
cases L=100 and L=1000, the mean value of the partial discrete auto-correlation

function is nearly zero. For the variance, it equals to 2.5x107> and 2.5x107* respectively

for L=100 and L=1000.
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initial condition Partial discrete auto-correlation function

number maximum minimum mean variance
1 0.6325 0.3628 0.4997 0.00123

2 0.6225 0.3671 0.5001 0.00121

3 0.6241 0.3770 (.4999 0.00124

4 0.6449 0.3054 0.4998 0.00125

5 0.6369 0.3657 0.4997 0.00125

6 0.6282 0.3509 0.4993 0.00127

7 0.6358 0.3602 0.4997 0.00125

8 0.6275 0.3303 0.4996 0.00125

9 0.6219 0.3686 0.5006 0.00123

10 0.6474 0.3792 0.5001 0.00126
average 0.4999 0.00124

Table A-1 Statistics of the partial discrete auto-correlation function for different initial
conditions with k=! and L =100
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initial condition Partial discrete auto-correlation function
number maximum minimum mean variance
| 0.5433 0.4582 0.4999 0.000125
2 0.5429 0.4584 0.5001 0.000125
3 0.5398 0.4604 0.4998 0.000123
4 0.5399 0.4507 0.5000 0.000123
5 0.5478 0.4524 0.5002 0.000123
6 0.5478 0.4568 0.4997 0.000128
7 0.5470 0.4619 0.5000 0.000125
8 0.5470 0.4518 0.4999 0.000123
9 0.5386 0.4566 0.5002 0.000121
10 0.5381 0.4590 0.5000 0.000123
average 0.5000 0.000124

Table A-2 Statistics of the partial discrete auto-correlation function for different initial
conditions with &=/ and L =1000
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Reference Mean-squared Partial discrete auto-correlation function
Sample No. | Value of Reference | maximum | minimum mean variance
Sample
1 0.5087 0.1868 -0.1958 -0.0004 0.0025
2 0.5585 0.2000 -0.1954 -0.0002 0.0028
3 0.5401 0.1717 -0.1888 -0.0009 0.0027
4 0.5167 0.1790 -0.2090 -0.0002 0.0026
5 0.4575 0.1878 -0.1692 -0.0001 0.0023
6 0.4946 0.1850 -0.2500 0.0004 0.0025
7 0.4831 0.1634 -0.1828 | -0.0004 0.0024
8 {.5389 0.1875 -0.1889 0.0002 0.0027
9 0.5058 0.1746 -0.1889 0.0004 0.0026
10 0.4747 0.1933 -0.1851 0.0005 0.0024
average -0.0001 0.0025

Table A-3 Typical statistics of the partial discrete auto-correlation function with k=l and

L =100
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Reference Mean-squared Partial discrete auto-correlation function
Sample No. | Value of Reference | maximum | minirnum mean variance
Sample

1 0.5079 0.0554 -0.0577 0.0000 0.00024

2 0.5066 0.0566 -0.0621 0.0000 0.00026

3 0.4989 0.0623 -0.0689 0.0000 0.00024

4 0.4812 0.0561 -0.0578 0.0000 0.00025

5 0.4960 0.0548 -0.0628 0.0001 0.00025

6 0.5208 0.0589 -0.0569 0.0001 0.00026

7 0.4857 0.0631 -0.0520 -0.0001 0.00024

8 0.5077 0.0575 -0.0533 0.0001 0.00025

9 0.4997 0.0588 -0.0583 0.0000 0.00024

10 0.4806 0.0585 -0.0666 -0.0001 0.00024
average 0.0000 0.00025

TaBle A-4 Typical statistics of the partial discrete auto-correlation function with k#/ and

L =1000
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Partial Discrete Cross-correlation Function

The partial discrete cross-correlation function of the chaotic series {x,} has been

defined as
1 L1
Vaolhol, L) == Z()xk+nx’;+n (B-1)
n=

where all symbols have their meanings as defined in the thesis. 10 initial conditions
have first been selected. For each of them, more than 107 iterations have been performed
to generate the chaotic series for the analysis below.

Using the 10 initial conditions, 10 chaotic sample sets (#1 To #10), each consists
of 10,000 chaotic samples of length L, are computed. For set #1, the first 10 samples are
now used as references. The partial discrete cross-correlation functions betweeq each of
the reference samples and each of the other 9 chaotic sample sets are computed. The
procedure 1s repeated for sets #2, #3, etc.. The distributions of the partial discrete cross-
correlation functions are then analysed. Four typical results are shown in Tables B-1
and B-2. It can be observed that the distribution of the cross-correlation function does
not depend on the mean-squared value of the reference sample. Summarizing ali the
results obtained, it is found that in both cases L=100 and L=1000, the mean value of the
partial discrete cross-correlation function is nearly zero. For the variance, it equals to

2.5x107 and 2.5x107* respectively for L=100 and £.=1000.
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Reference Mean-squared Partial discrete cross-correlation function
Sample | Value of Reference | maximum | minimum mean variance
Number Sample

1 0.5087 0.1697 -0.2019 0.0005 0.0026
2 0.5585 0.2015 -0.2233 0.0005 0.0028
3 0.5401 0.1912 -0.1894 0.0004 0.0027
4 0.5167 0.1819 -0.1873 -0.0010 0.0026
5 0.4575 0.1493 -0.1803 -0.0004 0.0023
6 0.4946 0.1973 -0.1805 -0.0012 0.0025
7 0.4831 0.1891 -0.1848 -0.0002 0.0024
8 0.5389 0.2027 -0.1890 -0.0007 0.0027
9 0.5058 0.1974 -0.1978 -0.0003 0.0025
10 0.4747 0.1877 -0.2217 0.0000 0.0024

average -0.0002 0.0025

Table B-1a Typical statistics of the partial discrete cross-correlation function.
Reference samples, generated by initial condition #1, correlates with 10,000 samples
generated by initial condition #2 with L =100.

Reference | Mean-squared Partial discrete cross-correlation function
Sample | Value of Reference | maximum | minimum mean variance
Number Sample
1 0.4654 0.1820 -0.1840 0.0004 0.0023
2 0.5154 0.1897 -0.1750 0.0007 0.0026
3 0.4855 0.1716 -0.2025 0.0007 0.0024
4 0.5872 0.2078 -0.2100 -0.0013 0.0029
5 0.5603 0.2456 -0.2104 0.0004 0.0028
6 0.4721 0.2059 -0.1617 0.0000 0.0024
7 0.4781 0.1687 -0.1657 0.0002 0.0024
8 0.5273 0.1963 -0.2110 0.0000 0.0026
9 0.5662 0.2213 -0.2092 0.0002 0.0028
10 0.5472 0.2112 -0.1920 -0.0004 0.0028
average 0.0001 0.0026

Table B-1b Typical statistics of the partial discrete cross-correlation function.
Reference samples, generated by initial condition #2, correlates with 10,000 samples
generated by initial condition #3 with L =100.
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Partial discrete cross-correlation function

Reference Mean-squared
Sample | Value of Reference | maximum | minimum mean variance
Number Sample
1 0.5079 0.0624 -0.0577 -0.0002 0.00026
2 0.5066 0.0634 -0.0609 0.0002 0.00025
3 0.4989 0.0627 -0.0666 0.0000 0.00025
4 0.4812 0.0622 -0.0561 -0.0001 0.00024
5 0.4960 0.0598 -0.0556 0.0000 0.00025
6 0.5208 0.0634 -0.0627 -0.0002 0.00026
7 0.4857 0.0568 -0.0600 0.0001 0.00024
8 ~ 0.5077 0.0519 -0.0651 -0.0002 0.00025
9 0.4997 0.0732 -0.0586 0.0000 0.00025
10 0.4806 0.0582 -0.0656 0.0001 0.00024
average 0.0000 0.00025

Table B-2a Typical statistics of the partial discrete cross-correlation function.
Reference samples, generated by initial condition #1, correlates with 10,000 samples
generated by initial condition #3 with L =1000.

Reference Mean-squared Partial discrete cross-correlation function
Sample | Value of Reference | maximum | minimum mean variance
Number Sample

1 0.5205 0.0637 -0.0729 0.0002 0.00025
2 0.5202 0.0716 -0.0647 0.0001 0.00027
3 0.5056 0.0585 -0.0668 0.0001 0.00025
4 0.5071 0.0698 -0.0604 0.0002 0.00026
5 0.4862 0.0647 -0.0597 -0.0002 0.00025
6 0.4957 0.0670 -0.0676 -0.0001 0.00025
7 0.4941 0.0563 -0.0536 -0.0002 0.00026
8 0.5079 0.0656 -0.0671 0.0001 0.00026
9 0.4973 0.0628 -0.0596 0.0002 0.00025
10 0.4951 0.0532 -0.0690 0.0000 0.00025

average 0.0000 0.00025

Table B-2b Typical statistics of the partial discrete cross-correlation function.
Reference samples, generated by initial condition #2, correlates with 10,000 samples
generated by initial condition #1 with L =1000.
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Appendix C

Partial Discrete Cross-correlation Function between Chaotic

Series and Normal Random Sequences

The partial discrete cross-correlation function between a chaotic series {x,} and a

normal random sequence {¢,} is defined as

L-1
1
Yxp (k:1, L) =zzxk+n¢l+n : (C-1)
n=0
The elements of {¢,} are normal random variables with zero mean and unit variance.

Two sets of simulations have been performed. One uses the normal random sequence

samples as reference and the other keep the chaotic samples fixed.

C.1 Fixed Normal Random Sequence Samples

100 normal random sequence samples, each of length L, are first generated and
used as references. Then, using 10 initial conditions, 10 chaotic sample sets, each
consists of 10,000 chaotic samples of length L, are co.mputed. The partial discrete cross-
correlation between each of the reference random sequence samples and each of the
chaotic sample sets are computed. The distributions of the computed values are then
analyzed. Two typical distributions are partially shown in Tables C-1 and C-2.

Summarizing all the results obtained, the partial discrete cross-correlation function is
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found to have a zero mean and variance of 5.0x107> and 5.0x10™ for =100 and L=1000

respectively.

C.2 Fixed Chaotic Sequence Samples

For each of the 10 chaotic series, the first 100 samples, each of length L, are now
used as references. 10,000 normal random sequence samples are then generated and
correlate with the reference samples. The statistics of the distributions are partially
shown in Tables C-3 and C-4. As shown in the tables, the partial discrete cross-
correlation function can be modelled as a normal random variable with zero mean and

5.0x10™ and 5.0x10™ for L=100 and L=1000 respectively.

Consolidating the results obtained from the two sets of data above, the partial
discrete cross-correlation function between the chaotic series and the normal random
sequence can be modelled as a normal random variable with zero mean and variance

5.0x10™ and 5.0x10™* for L=100 and L=1000 respectively.
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Reference | Mean-squared Partial discrete cross-correlation function
Sample | Value of Reference | maximum | minimum mean variance
Number Sample

1 0.8584 0.2551 -0.2744 -0.0008 0.0044
2 0.7402 0.2337 -0.2138 -0.0011 0.0038
3 1.1121 0.2724 -0.2692 -0.0008 0.0055
4 0.8725 0.2515 -0.2754 0.000% 0.0044
5 0.9041 0.2514 -0.2603 0.0011 0.0046
6 1.0404 0.3019 -0.2565 -0.0012 0.0052
7 1.1773 0.3125 -0.3231 0.0004 0.0059
8 1.3788 0.3501 -0.3054 0.0001 0.0070
9 0.9076 0.2376 -0.2392 0.0007 0.0044
10 1.0589 0.2954 -0.2839 -0.0005 0.0052
11 0.9592 0.2455 -0.2639 0.0000 0.0047
12 0.9780 0.2650 -0.2530 0.0010 0.0048
13 1.3833 0.3343 -0.3107 -0.0012 0.0069
14 0.9792 0.2489 -0.2737 -0.0005 0.0049
15 0.8095 0.2205 -0.2571 -0.0006 0.0041
16 0.7632 0.2297 -0.2095 -0.0003 0.0038
85 0.9164 0.2406 -0.2556 -0.0003 (.0046
86 0.8235 0.2597 -0.2294 -0.0001 0.0041
87 0.9836 0.2422 -0.2600 0.0016 0.0049
88 1.0127 0.3399 -0.2749 -0.0010 0.0052

89 {.8840 0.2375 -0.2275 0.0001 0.0044
30 1.0303 0.2606 -0.2865 -0.0004 0.0051
91 1.3347 0.2931 -0.2992 0.0003 0.0065
92 0.9857 0.2228 -0.2610 0.0004 0.0050
93 0.8321 0.2444 -0.2443 0.0003 0.0041
94 0.9090 0.2249 -0.2817 0.0010 0.0046
95 1.2657 0.3212 -0.2767 0.0009 0.0063
96 0.9034 0.2641 -0.2621 0.0005 0.0045
97 0.9881 0.2934 -0.2676 -0.0003 0.0049
98 1.0142 0.2805 -0.2704 -0.0003 0.0050
99 0.8291 0.2483 -0.2418 0.0001 0.0040
100 1.0400 0.2758 -0.2593 0.0006 0.0052
average 0.0001 0.0050

Table C-1 Typical statistics of the partial discrete cross-correlation function between the
chaotic series and normal random sequence. Reference samples are normal random
sequence samples. They correlate with 10,000 chaotic samples generated by initial

condition #1 with L =100.
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Reference Mean-squared Partial discrete cross-correlation function
Sample | Value of Reference | maximum | minimum mean variance
Number Sample

1 0.9799 0.0900 -0.1009 -0.0001 0.0005
2 0.9633 0.0846 -0.087% (.0000 0.0005
3 1.0769 0.0864 -0.0881 0.0002 0.0005
4 1.0575 0.0909 -0.1010 0.0000 0.0005
5 0.9422 0.0702 -0.0873 -0.0002 0.0005
6 0.9389 0.0862 -0.1053 -0.0002 0.0005
7 0.9969 0.0942 -0.0808 0.0001 0.0005
8 - 1.0893 0.0903 -0.0853 -0.0004 0.0006
9 1.0009 0.0878 -0.0887 0.0001 0.0005
10 1.0006 0.0929 -0.0841 0.0001 0.0005
11 1.0080 0.0967 -0.0779 -0.0002 0.0005
12 1.0453 0.0815 -0.0912 -0.0002 0.0005
13 1.0109 0.0935 -0.0763 -0.0001 0.0005
14 1.0099 0.0773 -0.0799 -0.0001 0.0005
15 0.9814 0.0847 -0.0778 0.0001 0.0005
16 1.0482 0.0913 -0.0934 -0.0003 0.0005
85 0.9686 0.0767 -0.0871 0.0000 0.0005
86 0.9842 0.0775 -0.0824 0.0002 0.0005
87 0.9626 0.0902 -0.0862 0.0002 0.0005
88 0.9769 0.0790 -0.0973 -0.0001 0.0005
89 0.9325 0.0875 -0.0797 0.0007 0.0005
90 0.9823 0.0789 -0.0883 0.0001 0.0005
91 0.9828 0.0931 -0.0750 0.0000 0.0005
92 0.9683 0.0908 -0.0801 0.0001 0.0005
93 0.9998 0.0853 -0.0917 -0.0001 0.0005
94 1.0445 0.0819 -0.0922 (0.0000 0.0005
95 0.9985 0.0856 -0.1012 -0.0002 0.0005
96 1.0416 0.0771 -0.0849 0.0001 0.0005
97 1.0308 0.0877 -0.1016 -0.0002 0.0005
98 0.9598 0.0774 -0.0831 -0.0001 0.0005
99 1.0183 0.0789 -0.0824 -0.0003 0.0005
100 0.9934 0.1028 -0.0866 0.0005 0.0005
average (.0000 0.0005

Table C-2 Typical statistics of the partial discrete cross-correlation function between the
chaotic series and normal random sequence. Reference samples are normai random
sequence samples. They correlate with 10,000 chaotic samples generated by initial

condition #2 with L =1000.
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Reference Mean-squared Partial discrete cross-correlation function
Sample | Value of Reference | maximum | minimum mean variance
Number Sample
1 0.5087 0.2417 -0.2634 0.0010 0.0051
2 0.5585 0.2939 -0.2633 -0.0001 0.0056
3 0.5401 0.2863 -0.2952 -0.0013 0.0054
4 0.5167 0.2899 -0.2701 -0.0010 0.0051
5 0.4575 0.2604 -0.2814 0.0002 0.0045
6 0.4946 0.2367 -0.2609 -0.0008 0.0048
7 0.4831 0.2496 -0.2683 0.0008 0.0047
8 '0.5389 0.3033 -0.2793 -0.0006 0.0055
9 0.5058 0.2727 -0.2643 -0.0003 0.0051
10 0.4747 0.2796 -0.2690 0.0004 0.0047
11 0.4722 0.2786 -0.2756 -0.0007 0.0046
12 0.5242 0.2480 -0.2653 0.0006 0.0052
13 0.5298 0.2759 -0.3447 -0.0004 0.0053
14 0.5235 0.2670 -0.2391 0.0008 0.0052
15 0.4813 0.2539 -0.2575 0.0007 0.0050
16 0.5305 0.2989 -0.2981 -0.0003 0.0053
985 0.4207 0.2190 -0.2414 -0.0004 0.0041
986 0.4565 0.2870 -0.2706 0.0002 0.0045
987 0.4409 0.2299 -0.2624 -0.0007 0.0043
988 0.5337 0.2798 -0.3451 0.0013 0.0054
989 0.5683 0.2875 -0.2702 -0.0004 0.0056
990 0.4899 0.2489 -0.3002 -0.0010 0.0050
991 0.4850 0.2572 -0.2594 0.0005 0.0050
992 0.4974 0.2576 -0.2551 0.0008 0.0049
993 0.5138 0.2857 -0.3328 -0.0006 0.0050
994 0.4926 0.2743 -0.2389 0.0005 0.0048
995 0.4852 0.2885 -0.2720 -0.0002 0.0048
996 0.4849 0.2588 -0.2797 0.0003 0.0049
997 0.4717 0.2734 -0.2488 0.0001 0.0047
998 0.5631 0.3106 -0.2918 -0.0006 0.0055
999 0.4541 0.2352 -0.2682 0.0002 0.0046
1000 0.5161 0.3034 -0.3038 0.0001 0.0051
average 0.0000 0.0050

Table C-3 Statistics of the partial discrete cross-correlation function between the chaotic
series and normal random sequence. Reference samples are chaotic samples generated
by 10 different initial conditions. They correlate with 10,000 normal random sequence

samples with L =100.
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Reference Mean-squared Partial discrete cross-correlation function
Sample | Value of Reference | maximum | minimum mean variance
Number Sample
1 0.5079 0.0801 -0.0818 -0.0002 0.0005
2 0.5066 0.0922 -0.0796 -0.0001 0.0005
3 0.4989 0.0887 -0.0840 0.0002 0.0005
4 0.4812 0.0902 -0.0800 -0.0001 0.0005
5 0.4960 0.0780 -0.0887 -0.0001 0.0005
6 0.5208 0.0843 -0.0968 0.0000 0.0005
7 0.4857 0.0882 -0.0775 (0.0002 0.0005
8 0.5077 0.0814 -0.0837 -0.0001 0.0005
9 0.4997 0.0842 -0.1046 0.0000 0.0005
10 0.4806 0.0847 -0.0891 0.0003 0.0005
11 0.5043 0.0909 -0.0888 0.0000 0.0005
12 0.5004 0.0878 -0.0964 -0.0001 0.0005
13 0.4938 0.0839 -0.0813 -0.0001 0.0005
14 0.4912 0.0930 -0.0870 0.0000 0.0005
15 0.4999 0.0931 -0.0862 0.0000 0.0005
16 0.5137 0.0764 -0.0918 -0.0001 0.0005
985 0.5099 0.0865 -0.0905 0.0000 0.0005
986 0.4982 0.0856 -0.0925 -0.0001 0.0005
987 0.5050 0.0938 -0.0767 0.0002 0.0005
988 0.4803 0.0722 -0.0893 0.0001 0.0005
989 0.5248 0.0923 -0.1036 -0.0001 0.0005
990 0.4900 0.0809 -0.0771 0.0001 0.0005
991 (.4888 0.0769 -0.0829 0.0000 0.0005
992 0.4973 0.0890 -0.0903 0.0000 0.0005
993 0.4977 0.0930 -0.0858 -0.0001 0.0005
994 0.5221 0.0875 -0.0892 0.0000 0.0005
995 0.5020 0.0938 -0.0845 0.0001 0.0005
996 0.4893 0.0812 -0.0827 0.0000 0.0005
997 0.5103 0.0826 -0.0851 -0.0004 0.0005
998 0.4979 0.0780 -0.0847 0.0000 0.0005
999 0.5065 0.0793 -0.0748 0.0004 0.0005
1000 0.4832 0.0914 -0.0919 -0.0002 0.0005
average 0.0000 0.0005

Table C-4 Statistics of the partial discrete cross-correlation function between the chaotic
series and normal random sequence. Reference samples are chaotic samples generated
by 10 different initial conditions. They correlate with 10,000 normal random sequence

samples with L =1000.
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Equivalent Noise Source
In a coherent CSK system corrupted by additive white Gaussian noise (AWGN),

the input to the demodulator is given by

p(t) =s(t) +n(?)

— -1
= 2v"’(t)+n(t) ®-1)
m=1
where n(f) is an AWGN with a two-sided power spectral density of
N
S,(f)="2 forallf. (D-2)

2
For the mth received symbol, the output of the correlator_, at the end of the period is

given by

mTp
Corr_y(mTy) = I(m—l)Tb plt)c_ (t)dt

mTy

= oo n@le0d (D-3)
(m=-1)Tp

mTy, mTp

= Ivm(t)c_l(t)dz+ In(t)c_l(r)dr.

(m=DT}, (m=1)T},

Consider the output component due to noise

mTp
! hoise= J‘"(I)C—-l (¢)dr . (D-4)
(m=-1)Ty

It can be divided into several components shown below.
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mTp
Lngise = J' n(t)e_y (1)dt
(m-1)Ty
mTp mf-1

= I n() Yy er(t - KT,
(m-1)T,  k=(m-DS
mf-1 mTp
- ¥ In(t)x_l,kr(t—ch)dt
k=(m=-1)8 (m-1)T},
mf-1 (k+DT.
=y J' n(t)x_y (¢ - KT, )dt
k=(m-DB T,

mB-1 (k+1)T;
= i X_]k J‘ n(t)dt

k=(m-1)8 kT,
mf-1
= E ny
k=(m-1)$

(D-5)

(k+1)T,
where np =x_j J-n(t)dt. The noise components {n;} are Gaussian. Their mean
kT,

values are

(k+1)T,
Elng]=x_1 4 I Eln()]dt =0 - (D-6)
kT,

for all k. Their covariances are
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(j+DT, (k+l)Tc
Elnjml=xy oo | | Eon)da
fTe kT,
(j+DT. (k+D)T,
No 5 - )dur
A (D-7)
(j+DTo (k+ DT,
No
=xg xoip = j Id(t—r)drdt
fTe kT

= X1, j%-1k
_ .2 NoT,
=%y Ok

1 j=k
where & k= { } ¢ Hence, the noise components {n; } are zero mean uncorrelated
JE

. . . . NoT, . :
Gaussian variables with variances Ufk = xEl X g £ . Since the noise components are

uncorrelated Gaussian random variables, they are also statistically independent.

Consider another noise source given by

w(t)= Y Er(t - kT,) (D-8)
k=0
where the coefficients {£; } are independent Gaussian random variables with mean a

and variance o’,%». Replace the AWGN noise source in equation (D-1) by n'(f) and

follow the aforementioned procedures, the correlator output component due to the new

noise source can be shown to be
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mfB—1 (k+l)TC
I hoise = 5: X_1.k J‘”'(I)d‘

k=(m-1)f KT,
mp-1 (K+DT; o
= Z X}k I Efkr(t—ch)dt
k=(m-1)f kT, k=0 (D-9)
mf-1
= E X1k TS
k=(m-1) 8
mp-i
= 2 ny
k=(m-1)8

T

where ny’=x_ ;T.£; . The new noise components {n;’}are also Gaussian. Their
mean values are

Elng ') = x_y 4 T.ELE 1= x4 T &k (D-10)
and their covanances are

Eln;’n; = x_1,jx_1,chzE[§j§k]
(D-11)

=x2 TPor8
where the last equality is due to the independence of £ ’s. Therefore, if the noise source
n’(t) is to generate the same effect as the AWGN source at the coherent CSK receiver,
Elmg 1= Elng 1= x_y 4 To &g =0= & =0 (D-12)

and

E[nj n )= E[njnk]

2 2.2 2 NoT,
="’x—1,ch an“gjk: -Lk gc‘gjk (D-13)
2 _ Ng
=0, —F.
[
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Since the mean and variance of {£;} are independent of the chaotic signals, it can be

concluded that in the analyses of a coherent CSK system with AWGN, the original

AWGN noise source can be replaced by an equivalent noise n’(¢) given by

w(e)= Y Er(t—kT,) (D-14)
k=0

where the coefficients {£; } are independent Gaussian random variables with zero mean

& =0 (D-15)
and variance
2 _ Np
Op =——. -16
"= o7 (D-16)
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Error Probability

Given a normal random variable X with mean m

probability density function is given by

1 { (x—mx)2:|
expl ~———
271'0'3 205

The probability that X is less than zero is derived by

fx ()=

Prob(X < 0) = _[ Fx (Ddx

_ J‘ { (x— mz) de
\f2750'x 20%
—m
J. exp| ——— dy
= 2702 20,

—Mmy /O'x 1 exp( 22 )d
= ——)dz
B N27 2
°2 2

1 t
= exp(——)dt
I N2 P 2
myloy,

Appendix E

and variance o‘f, its

(E-1)

(E-2)

where the following changes of variables have been made: y=x-m,, z=y/0, and

t=-z.
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Therefore, if z,;(mT,) is normally distributed with mean z,(mTy) and
variance var[z,(mT})], the probability that a “~1” is detected is

Prob(z,y(mTy ) < 0|"+1"is transmitted)

2
n
z241(mTp )/ varlz41 (mTp)]

241 (mTp) ]

T Jar(zy (mT,)

where

1 =
00 = [ =exp(= e (E-4)

Note also that

Q=2 =1-0(x). (E-5)
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Statistical Properties of X, ,(f;,m;)

The statistical properties of X; , ,(f;,m;), defined in Chapter 5 as

[2(f; ~D)i+i+m; T, /2 -
4
X (fiom) = [ sose-"bua, (F-1)
[2(f; -Di+i+m; 11T, /2

are investigated here for different combinations of u, v and i. We assume that the cubic
map X; 4] = g(x,-'“)-14):,-3‘,,l -3x;, (i =1, 2, ., N} is used to generate the chaotic

coefficients for user i. All symbols have their meanings as defined in the thesis.

Fl1 u=v=i

[2(f; = Di+i+m; 1T, /2 .
I
Xiiilfim)= _[ 5; (s (t —Tb)dt (F-2)
(2(f; - Di+i+m, —1]Ty /2

In this case, the reference sample of the ith user correlates with the corresponding
data sampie. Since the data sample is derived from the reference sample, with a possible

factor of —1 due to the binary symbol, a high correlation value is expected. The

derivation of X;;;(f;,m;) is shown below.
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[2(f; —Di+i+m;1Tp /2 T
I
[2(f; —Di+i+m; —1]Tp /2
[2(f; -Di+m; Ty /2
= iy +(f;-1)i f Vioms. f; Ot (F-3)
[2(f; —Di+m; -1]Tp [2
a-1

— 2
- df'mi +( f; -nile 2 ik +al(m; —1)+(f; —1)i]
k=0
= dl',mi+(f,' —l)iTCayxi {a[(mt _l)+(ff —l)l]:a[(m 1)+(fz l)l] O’
It has been shown in Section 2.3.4 that

Y {al(m; =)+ (f; —Dil,el(m; =1+ (f; - Di],a}

follows a normal distribution with mean

05 a=100

Yx, (al(m; =D+ (f; -Dil.ed(m; —1) +(f; - Di).a} = {0.5 o = 1000 (F-4)

and variance

1.24x107° @ =100

var{y,, [el(m; =D+ (f; —Dil.ad(m; -1+ (f; - Dil.a]} = { _4
1.24x10 o =1000.

(F-5)

Therefore, if the [(f—1)i+m;]th transmitted symbol of user [ is “+1”, i.e.,

dim;+(f;-ni =+ X gi41(f;m;) will follow a normal distribution with mean
Xiii+1(fiom)
=Teay, {of(m; — 1)+ (f; —Dilal(m; -1+ (f; -Dil,a} (F-6)

_[0.5T,a=025T, a=100
|05, =0.25T, a=1000

and variance
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var[X; ; ; 41 (fi m;)]
=72a? varly,, [al(m; ~ )+ (f; - Dilallm; =D +(f; ~Dil.e]) (F-7)

1.24x107%72a? =031x107°T @ =100
1.24x1074720? = 03110772 @ =1000.

Similarly, if d; (¢, —1yism, =~1, X;;i-1(fi.m;) will be normally distributed with

mean

X:: i 1(fi,m)= *
iii—1(fim;) {_ 0.257, «a=1000 o

and vaniance

0.31x107°7} =100 E9)
0.31x10747? o =1000.

var[X, ;; 1 (fi.m)]= {
F2 u=v,u#i

(2(f=Dit+i+my]T, /2 .
I
Xinu(fim)= I 5, (D)3, (t—Tb)a’t (F-10)
(2(fi~Di+i+m~1]T, )2

In this case, one reference/data sample of the uth user correlates with another
reference/data sample i half-bit slots away. For the uth user, the reference sample and its
corresponding data sample are separated by u Half—bit slots. Therefore, if u#i, low
correlation is expected between the reference/data sarﬁples separated by i half-bit slots.

Denote the two reference/data samples by Y, (#) and Y,»(r) respectively, where

Y, )=Z,(0A, and Y, n(t)=Z,,(1)A,». Forg=1, 2, A, is defined as
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Yug (£) is the reference sample
+1

ug

while Z,, (1), denoted by

a-1
T 1
Zuq (1) = qu,uq+k-r[?_(ch +(m; _l)'?b"' (fi _E)in)]’
k=0

or ¥, (r)is the data sample transmitting the symbol "+1"

-1 Y, ()isthedata sample transmitting the symbol "-1"

Appendix F

(F-11)

(F-12)

represents the reference sample produced by the chaotic generator of user u with

ul #u2.

The integral X; , , (f;,m;) is now re-written as

Xiwu(fism)
[2(f; =Di+i+m; 1T, /2
- I Y, ()Y, (1)t
[2(f1 -1)1+:+m! —I]Tb/2
[2(f! —1)i+i+m,— ]Tb /2
= A [ zao0zpo0a
[2(f; =Di+i+m; —-1IT, /2
[2(f; —Di+i+m; ]Tb /2 a—1
= A
[20f; — )i +i+m; —1]T, /2% =0
a-1

= AT Exu,u1+kxu,u2+k
k=0
= Ay Teoyy, (ul+ku2+ k@)

where A, = A 1Ay .

T, 1.
¥t ek Kzl = KT+ Omg = D=2+ (fy = iy M

(F-13)

First, A,, and Yx, (ul + k,u2 + k,) are independent random variables. Second, -

since A, and A,; are independent random variables with values t1, their product Ay,
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can only take the same values 1. It has been shown in Section 2.3.4 that for a = 100

and 1000, Yx, (ul+ k,u2 + k, ) follows a normal distribution with zero mean, i.e.,

Yx, (ul+ku2+k,a)=0, (F-14)
and variance

-3 _
2.50x107°  a=100 F-15)

var[y, (ul+k,u2+k,a)]= 4
“ 2.50x10 a =1000.

For brevity, we let W, denote aliy, (ul+ku2+k,@). Therefore, W,,, is normally

distributed with mean

W,, =0 (F-16)
and variance

2.50x10%a?T? = 0.625x107°T) =100

i} F-17)
2.50x10™* 2?17 = 0.625x107*7,2 & =1000.

var(W,, ) =

To find the distribution of X;, ,(f;,m;), we first evaluate the probability that

w< X; . (fiom;) S w+ Aw, where Aw is a very small interval.
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Pw< X, ,(fism)}Sw+Aw)
=P(w<W,, Sw+Aw)P(A,, =+1)+ P(-w2W,, >-w-Aw)P(A,, =-1)

U -

[\/m D[ ;‘:M(I:’ZZ) ]AW]P(Auu =+1)
' [\/Z”—Valf(‘_vﬁ ex;{ ;\:‘;r(::;u:)) JA“’]P (A =1
1 2
] [m—) ex{ 2varWy,) JAW][P (Aue =+D + P(4, ==D)]
1 L2
) ,/ 2 var(W,,, ) GX{W]AW
(F-18)

where P(A,, =+1) and P(A,, =-1) represent the probabilities that A,, equals +1

and -1 respectively. Hence, the probability density function of X;,.(fi.m) 13
identical to that of W,, . Therefore, X, ,(f;,m;) also follows a normal distribution

with mean

Xiuu (fi,m)=W,, =0 (F-19)
and variance

062510737} =100

(F-20)
0.625x107*T7? & =1000.

var[X,-,u,u (fj,mi)] = Var(Wuu) =

F3 u#v

[2(f; =Di+i+m;1T, /2 T
[
Xiuv(fism)= J' 5, t)s, (¢ —-2—"’)4: (F-21)
[2(f; —Di+i+m; =117, /2

In this case, one reference/data sample of the uth user correlates with the

reference/data sample of another user (vth user) i half-bit slots away. Since the samples
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are generated by chaos generators with different initial conditions, low correlation is
expected. Denote the two reference/data samples by Y,(¢) and Y.(¢) respectively, where
Y,)=2Z,(1)A, and Y, (t)=Z,(t)A, . Similar to the previous case, Z,(¢) and Z,(2)
represent the reference samples generated by the chaos generators. They are denoted by

a-1

T,
Z, )= el = (KT, + (my =)L+ (f, -y (F-22)
= 2 2
and
a-1 T, 1
Z,0)= Y %y it = (KT, +(my =) 2+ (f; - 2)T,)) (F-23)
~ 2 2
Moreover,

[ Y, ([, (]is the reference sample

or Y, (1)[Y, (#)]is the data sample transmitting the symbol "+1"
Au [Av] =1 (F'24)
-1 Y, (0)[Y, ()] is the data sample transmitting the symbol "-1"

X; uv(fi»m;) is now given by

Xiuv(firm)
[2(f; - Di+i+m; 1T, /2
- J' Y, (1YY, (0)dt
[2(fi—l)a'+i+nti—l]Tb/2
(20f; ~Di+i+m; 1T, [2
= A A, I Z,()Z,(t)dt
[2(f; ~Yi+i+m; —1]T;, /2
[2(f,-—l)f+£+mt-]Tb/2 a1
T, 1.
= A, '[ D sk Foeirlt = (T, +(my =)=+ (f; = 2)iTy
[2(f; =Di+i+m; 1T, /2 k=0
-1
=AuTe qu,u‘+k-xv,v‘+k
k=0
=ApTeay,  (utk, vk, o).
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(F-25)

where A,, = A A, .
Using the results in Section 2.3.4 again, ¥, (u+k,v+k,a) can be shown to follow a
normal distribution for & = 100 and 1000. By repeating the procedures in the previous
section, it can be proved easily that X, ,(f;,m;) is also normally distributed with
mean
Xiuy(fism)=0 (F-26)
and vaniance

0.625x107°T7 =100
(F-27)

var(X; o, (fi m)] =
POV o625x1074T) @ =1000.
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