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Abstract 

Network intrusion detection is a vibrant research area because of the constantly 

evolving computer networks and methods of intrusions. Currently, flooding attacks 

have imposed prevalent and significant threat to the reliability of computer networks. 

How to effectively detect multiple and various flooding attacks has become a crucial 

problem to improve the network protection mechanisms. Traditional detection 

approaches neglect the correlation information contained in groups of network traffic 

samples and this leads to their failure to improve the detection effectiveness. In 

addition, they lack the capability of identifying different types of unknown flooding 

attacks.  

 

This thesis describes a novel covariance matrix based anomaly detection approach. 

This approach more effectively detects flooding attacks, by directly utilizing the 

covariance matrix of groups of samples. It can also identify unknown flooding attacks 

by automatically capturing the patterns of any flooding attacks that are detected. 

 

This novel detection approach works by first constructing a new covariance feature 

space based on groups of samples. This allows the correlation information from 

sequential network packets of fixed and equal lengths to be used to formulate the 

detection problem in the original feature space as a multi-classification problem in the 

covariance feature space. The approach then determines the thresholds in a supervised 

training stage and forms a constrained boundary for each known attack. Since the 

boundary of each known attack is constrained, the proposed covariance matrix based 

detection approach has a great potential to identify the unknown attacks. We further 
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developed a new multi-dimensional measure called 0-1 matrix in order to exhibit the 

quantities and directions of prominent difference between an observed sample 

and the norm profiles in terms of covariance changes. In the end, the detection 

result matrix obtained during detection, as a 0-1 matrix, serves as the second-order 

features to mark the detected flooding attack. 

 

The effectiveness of the proposed detection approach is evaluated by extensive 

experiments and simulations where the operational network data serves as the 

background traffic. Three different implementations are carried out: one is based on 

the Euclidean distance in which the threshold serves as a scalar measure; other 

implementations are based on the maximal matrix statistics and Chebyshev inequality 

theorem and these serve as matrix measures. The experimental results are also 

compared with some of the traditional detection approaches that used the same 

datasets and show that the proposed approach considerably improves detection 

effectiveness. 

 

The work described in this thesis applies high-order statistics and a multi-

dimensional measure to a detection problem. This multi-dimensional measure can 

evaluate the difference between two compared objects in terms of each dimension of 

the feature space and enable the detection result to reflect the patterns of the object 

that are detected. However, it is still worth further exploring how to integrate multi-

dimensional measure to traditional classification approaches such as SVM (Support 

Vector Machine), MLP (Multi-Layer Perceptron) in order to give their detection 

results specific physical meanings. Nor is it yet totally known how to handle the 

blended flooding attacks in one sampling window. Other implementation issues such 
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as how to apply the detection approach to satisfy the technical requirements of on-line 

detection, and how to find some suitable feature sets also call for further investigation.  
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Chapter 1  

Introduction  

Internet and related network services have become critical resources in our daily life. 

They always become the victims of various intrusions because of the vulnerability of 

Internet. It is absolutely necessary to set up different layers of countermeasures to 

protect the network through prevention, detection and disaster recovery. Intrusion 

detection is the first essential component of the protection mechanisms [Wang et al., 

2004]. 

 

Many factors result in the vulnerability of Internet. For example, a computer system 

itself, as a component of Internet, could not be created without any bugs; while people, 

as users or administrators, do not pay enough attention to computer security problems. 

Therefore, it is very likely to happen that a computer system is infected by the 

automatically downloaded worms or viruses just because a user clicks a button on a 

webpage. Additionally, some administrators just use the default configuration or 

wrongly configure the computer systems because of the lack of security expertise 

guidance. On the other hand, the attack tools have been becoming more sophisticated 

but getting easier to use. An attacker without much knowledge in programming can 

download any available tool and then launch a malicious attack easily. All these result 

in more vulnerable computer systems in the current Internet. 

 

Owing to the vulnerability of Internet, the number of intrusions and their happening 

frequency are rising at a surprising rate. For example, it is reported that there have 



CHAPTER 1 INTRODUCTION  

2 

 

been 10,000 new viruses or variants of existing viruses in the year of 2004, which 

means more than one new attack is spotted every hour [Kay, 2005]. Intrusion is firstly 

defined in the literature as “any set of actions that attempt to compromise the integrity, 

confidentiality, or availability of a resource” [Heady et al.，1990]. Different 

intrusions can largely be grouped into 6 categories: attempted break-in, masquerade 

attack, penetration of the security control system, leakage, Denial of Service (DoS) 

and malicious use (clandestine user) [Smaha, 1988].  

 

To thwart various intrusions, network intrusion detection is an important part to 

maintain the reliability of the network. Many different demands, such as effectiveness, 

efficiency, easy of use, interoperability, transparency, collaboration and so on, can be 

incorporated into an intrusion detection system. A detailed definition of these 

fundamental requirements of intrusion detection can be found in [Axelsson, 2000]. 

One such description is, “an important requirement is the effectiveness; that is, it 

should detect a substantial percentage of known and unknown intrusions, while still 

keeping the false alarm rate at an acceptable level” [Axelsson, 2000]. With the 

constantly evolving network and methods of intrusions, an intrusion detection system 

is required to be effective and adapted to current network attacks. 

 

This thesis addresses the problem of detecting flooding attacks -- the currently 

prominent and prevalent intrusions in the Internet. The major premises of the thesis 

are:  

 The flooding attacks can be detected by analyzing the network traffic data 

monitored on the network segments 
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 The collected traffic data has temporal characteristics. In fact, the sampling 

process itself is continuous and temporal 

  

1.1 Motivations 

Flooding attacks, especially the Distributed/Denial-of-Service (DDoS/DoS) attacks, 

have become prevalent since large-scaled DDoS attacks damaged the famous websites 

of Yahoo, eBay, Amazon in February 2000 [Moore et al., 2001; Gordon et al., 2004]. 

The flooding attacks, which exploit the huge resource asymmetry between the Internet 

and the victim and impose abnormal exhaustions of either Internet bandwidth or 

server’s resource (e.g. memory and CPU resources) [Chang, 2002], have imposed 

significant threat to the reliability of computer networks. The consequences caused by 

flooding attacks are very severe. For example, a typical flooding attack can prevent 

network users from accessing the critical services or even cause the failures in the 

networking infrastructure. To compromise the security of an information system, 

various flooding attacks can take many different means. For instance, a quick probing 

attack [DARPA, 1999] occupies network bandwidth and gathers host vulnerability by 

scanning a network of computers within a short period. A flooding DDoS attack 

makes a host or network service unavailable by amassing a number of compromised 

hosts to send useless packets to the victim at around the same time [Chang, 2002]. A 

flooding spam worm exhausts network bandwidth and server’s memory by means of 

mass mailing within a short time. 

 

In order to detect the flooding attacks, lots of detection approaches have been 

proposed in the literature. However, the detection of flooding attacks is still far from 
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perfect. In the 2005 FBI report on cybercrime, DoS attacks are still the fastest-

growing area of incidents [Gordon et al., 2005]. It is acceptable that a definite normal 

traffic model will improve the detection of flooding attacks, since the normal and 

abnormal traffic should have distinct patterns. However, how to model the normal 

traffic is still an open and difficult problem. The recent research even challenges the 

already established beliefs in the normal traffic modeling. For example, recent works 

in the normal network traffic modeling [Makowski, 2002; Karagiannis et al., 2004; 

Gubner, 2005] have challenged the already established long-range-dependency and 

self-similarity process modeling of normal network traffic in the literature [Leland et 

al., 1994; Erramilli et al., 1996; Andersen and Nielsen, 1998; Abry and Veitch, 1998; 

Grossglauser and Bolot, 1999; Roughan et al., 2000].  

 

On the other hand, how to detect different flooding attacks effectively is still 

challenging the current detection approaches. Generally, a signature based detection 

system can guarantee its effectiveness in detecting the known attacks. But when the 

attack signature changes a little, the original detection rule will fail. For example, Xu 

[Xu, 2001] shows that a defense technique proposed by ISS is very effective in 

countering current DDoS software. But it becomes powerless when such software is 

slightly modified. Therefore, anomaly detection approaches rather than signature 

based detection are commonly employed in detecting flooding attacks. However, in 

most of anomaly detection approaches, a large amount of attention is mainly paid to 

forming the criteria between the normal traffic and known attacks, while the 

differences among various known attacks are neglected. For example, the detection 

model in [Wang et al., 2004] is effective in making a quick detection for an abrupt 

change in the network traffic. However, this model lacks the ability to identify the 
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types of the detected flooding attacks -- such as smurf and neptune attacks.  What is 

more, most of the detection approaches fail to identify the types of the unknown 

attacks. Normally, the detection techniques will signal alarm if the observed behavior 

is not normal, but they can not identify the attack types. For example, Lee and Stolfo 

[Lee and Stolfo, 2000] employ machine learning algorithms to generate intrusion 

detection rules based on the analysis of network connection records, and various types 

of flooding attacks in DoS and Probes categories are signaled when the observed 

activities match the rules of known attacks. However, since the rules can not cover the 

high variance of the unknown attacks, this model is not effective in detecting the 

unknown DoS attacks [Lee, 1999].  

 

What patterns can be utilized to distinguish the normal from flooding attacks? What 

can distinguish different flooding attacks from one another, so that effective 

protection can be employed? Can we find some possible ways to identify the patterns 

for the unknown flooding attacks? Can we explain the meaning of differences among 

different flooding attacks? As the Internet increases in size and complexity, new 

vulnerability and new attack tools increase. We have to continuously monitor the 

network traffic and improve the current detection approaches in order to search ways 

to answer or partially answer the above questions. The objective of this thesis is to 

search some possible ways to partially answer the above questions. Specifically, it 

provides a new tool to detect multiple and various flooding attacks from a view based 

on the statistical covariance matrix concept.  

 

When we take into account the initiation of network intrusions, especially the 

initiation of flooding attacks, we find that the correlativity among different features of 
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the observed subject changes significantly when intrusions happen. For example, in 

SYN-flooding attacks, the attackers make use of unmatched number of SYN and FIN 

packets to attack one single host in order to damage the network services. Therefore, 

when we monitor the numbers of SYN and FIN packets as two features to measure 

the network TCP traffic, the correlativity between these two features changes greatly 

from that in normal situations during SYN-flooding attack [Jin and Yeung, 2004]. 

Some existing statistical detection algorithms also indicate correlativity changes in 

their ways of detecting anomalies. For example, in the entropy algorithm of DoS 

attacks detection [Feinstein and Schnackenberg, 2003b], the frequency-sorted 

distributions of different services in a time window are used to compute entropy. The 

method signals the anomalies when the calculated total entropy exceeds a settled 

threshold. The significant change of the total entropy during attacks indicates that the 

correlativity of the distributions of different services has changed greatly when 

intrusions happen. Similarly, in the adaptive sequential and batch-sequential methods 

of anomaly detection [Blazek et al., 2002], the correlativity of data from multiple 

layers of network protocols changes greatly during intrusions. From the view of 

statistical reference, the correlativity is described by the second-order statistics of data. 

Therefore, with respect to the changes of sequential correlativity during network 

intrusions, the second-order statistics can be directly utilized in network anomaly 

detection. 

1.2 Problem Statement and Our Approach 

Based on the investigation of correlativity changes of monitored network features 

during flooding attacks [Jin and Yeung, 2004；Thottan and Ji, 2003; Wang et al., 

2004], our study utilizes the changes of correlations among features in the detection. 
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Although some approaches in the literature also take advantage of correlation changes 

to detect flooding attacks, the correlativity changes in these approaches are utilized 

either indirectly [Feinstein and Schnackenberg, 2003b; Blazek et al., 2002] or 

partially [Thottan and Ji, 2003; Wang et al., 2004]. For example, the approaches in 

[Thottan and Ji, 2003; Wang et al., 2004] only make use of correlativity changes to 

identify flooding attacks from normal traffic, but they do not further reveal the 

possible insights into the behavioral patterns of flooding attacks that may be exhibited 

by the correlativity changes. The possible insights include, e.g., whether the 

correlativity changes can be directly utilized in the detection or whether the 

correlativity changes can serve as the second-order features to distinguish various 

flooding attacks from each other. The answers to these questions will greatly improve 

our understanding of the normal traffic and flooding attacks, which will further help 

us take effective responses to maintain the security of information system.  

 

Therefore, this thesis searches for answers to the following questions: 

 

 How can we directly utilize the correlativity changes to construct an effective 

detection system for flooding attacks, so that the behavioral properties of various 

flooding attacks, especially the properties of various unknown flooding attacks, 

can be revealed 

 What can a covariance based detection approach do to make the detection of 

flooding attacks effective  

 In which ways should we mark the detected flooding attacks, so that various 

flooding attacks can be distinguished from each other in terms of correlativity 

changes 
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We regard the detection problem as a multi-classification problem in pattern 

recognition with the following properties:  

 

 The observed samples have temporal dependency. For example, in a typical DoS 

attack, many slaves send packets to the victim at about the same time that last for 

a period of time under the control of a master. It is clear that the observed 

samples during that particular period should be labeled as one class (e.g. one 

particular DoS attack).  

 Since we could not get a full set of samples from all different attacks or classes, 

the classifier is required to be able to identify the unknown classes (e.g. unknown 

attacks) in addition to distinguishing multiple known classes (e.g. known attacks 

and normal behavior).  

 

These two properties are the prerequisites for applying the statistical covariance 

matrix based detection approach. 

 

Under this formulation, the detection problem is thus changed into the problem of 

how to train and obtain a classifier which can effectively classify the known classes as 

well as identify different unknown classes.  

 

The whole detection approach consists of three stages. The first stage is to construct 

a covariance feature space, where the correlation of sample sequences can be 

considered. The second stage is to obtain a suitable classifier, which will form 

decision boundaries for different known classes. The third stage is to use the obtained 
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classifier or detector to detect any known flooding attacks and identify different 

unknown flooding attacks.  

 

Since it utilizes the covariance matrix, the detection approach described in this 

thesis is a statistical covariance matrix based anomaly detection approach. 

 

1.3 Thesis Contributions 

This research contributes to both pattern recognition and intrusion detection fields.  

 

 New effective detection approach in pattern recognition to directly utilizing the 

correlation information  

We study the problem of whether the covariance matrix can be directly utilized in the 

detection and how to utilize the covariance matrix to solve multi-classification 

problems. Different from the PCA (Principal Component Analysis) or uncorrelated 

LDA (Linear Discriminant Analysis) approaches in pattern recognition where the 

correlations among features are eliminated before classification, the detection 

approach described in this thesis directly utilize the correlation information in the 

detection. It firstly constructs a covariance feature space and models the original 

samples provided by network monitoring devices into covariance matrix samples in 

the covariance feature space. This modeling process enables the detection approach to 

directly make use of statistical information in groups of samples, especially utilizing 

the covariance information, which benefits the detection effectiveness. Then a 

classification algorithm forms the classification boundaries for the known classes.    
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 Threshold based approach to a multi-classification problem in the covariance 

feature space 

We study the problem of how to classify multiple and different classes in the 

covariance feature space. We design a general threshold based detection approach to 

utilizing the statistical covariance information. Rather than forming open boundaries, 

the detection approach forms a constrained boundary for each known class. Therefore, 

the detection approach has a great potential to identify a new or unknown class. The 

threshold based detection approach is general. It can be implemented in different 

ways such as scalar or matrix implementations, in order to adapt to different precision 

requirements and different applications. 

 

 Techniques for automatically capturing patterns for the unknown attacks 

We study the problem of how to represent the covariance differences between the 

normal class and an unknown flooding attack. A multi-dimensional measure called 0-

1 matrix is developed in the threshold-matrix detection implementations. 1 appears at 

the position in the result matrix where significant difference of the corresponding 

correlation is determined; otherwise, 0 appears to represent no significant difference. 

Therefore, a 0-1 matrix can exhibit the covariance difference in both quantities and 

directions. If the 0-1 result matrix is statistically stable in the detection, it can serve as 

the covariance pattern to mark the detected unknown attack.  

 

 Techniques for an effective and on-line Internet anomaly detection  

We study the problem of applying the detection approach to an on-line detection 

system. We investigate the placement and effectiveness of the detector in the on-line 
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detection, analyze its time consumption and consider the problem of mixed flooding 

attacks in an on-line detection system.  

 

1.4 List of Publications 

Journal Papers (accepted for publication) 
 

Shuyuan Jin, Daniel So Yeung, and Xizhao Wang, “Internet Anomaly Detection 

Based on Statistical Covariance Matrix,” to appear in International Journal of Pattern 

Recognition and Artificial Intelligence (IJPRAI).  

 
 
Shuyuan Jin, Daniel So Yeung, and Xizhao Wang, “Network Intrusion Detection In 

Covariance Feature Space,” to appear in Pattern Recognition. 

 

Daniel So Yeung, Shuyuan Jin, and Xizhao Wang, “Covariance Matrix Modeling and 

Detecting Various Flooding Attacks, ” to appear in IEEE Transactions on Systems, 

Man and Cybernetics (TSMC), part A.  

 

Lecture Notes 

Shuyuan Jin, Daniel So Yeung, Xizhao Wang and Eric C.C. Tsang, “A Covariance 

Matrix Based Approach to Internet Anomaly Detection,” Lecture Notes on Artificial 

Intelligences (LNAI) of the Springer-Verlag, vol. 3930, pp. 691-700, 2006. 
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Feature Space,” Proceedings of 2005 Asia-Pacific Workshop on Visual Information 
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and Cybernetics, vol. 4, pp. 3599-3603, October 2005. 

 

Shuyuan Jin, Daniel So Yeung, Xizhao Wang and Eric C.C. Tsang, “A Second-order 

Statistical Detection Approach with Application to Internet Anomaly Detection,” 

IEEE International Conference on Machine Learning and Cybernetics, vol. 5, pp. 
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Shuyuan Jin, and Daniel So Yeung, “DDoS Detection Based on Feature Space 

Modeling,” IEEE International Conference on Machine Learning and Cybernetics, vol. 
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pp. 20-24, June 2004. Student Travel Grant Awarded. 
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1.5 Thesis Outline 

The rest of the thesis is organized as follows. Chapter 2 presents an overview of the 

different categories in intrusion detection and the research efforts of the pattern 

recognition techniques applied in intrusion detection. The challenges in the field of 

intrusion detection, especially the difficulties of detecting multiple flooding attacks to 

protect the current Internet are discussed. We also introduce the current flooding 

attack detection models in the literature and describe the essential characteristics of 

our approach in comparison to that of traditional detection approaches. Chapter 3 

describes our covariance feature space construction in details. The motivations of 

covariance feature space construction, the meaning of each dimension of the 

covariance feature space and its relationship with the original feature space are 

introduced in this chapter. Chapter 4 describes the threshold based detection approach 

in the covariance feature space. It also discusses the merits of the proposed detection 

approach in terms of effectiveness. Chapter 5 describes different implementations of 

the covariance matrix based detection approach. Extensive experiments and 

comparisons of the intrusion detection in the covariance feature space are described. 

Chapter 6 describes another characteristic of the covariance matrix based detection 

approach in the covariance feature space -- the ability to capture the patterns for the 

unknown flooding attacks. It describes in details our newly developed multiple 

dimensional distance measure called 0-1 matrix. Several experiments are described in 

details. Chapter 7 discusses some key practical issues and our initial results in the 

deployment of the covariance matrix detection approach in the real-time flooding 

attack detection. Chapter 8 summarizes the thesis and outlines the ideas for the future 

work. 
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Chapter 2  

Related Study on Flooding Attack Detection 

 

Flooding attack detection belongs to the field of intrusion detection. In the past decade, 

a variety of study on the intrusion detection emerged in the literature. They varied in 

their approaches and addressed intrusions. Within the scope of general intrusion 

detection, different approaches fall into two major categories: misuse detection and 

anomaly detection.  

 

2.1 Misuse Detection 

Misuse detection techniques signal intrusions when the observed activities in an 

information system match the pre-built scenarios of known intrusions. A misuse 

detection system detects the already known attacks with high accuracy.  

 

The sets of pre-built intrusion scenarios are composed of either rules or state 

sequences. They are constructed either manually by some security expertise or 

automatically by some machine learning technologies. Anti-virus software can be 

regarded as the simplest misuse detection system from a general sense. One misuse 

detection product is Snort [Snort, 1998]. It is a famous freeware targeting at detecting 

multiple attacks based on rule-matching. There are also many machine learning 

methods used in the field of misuse detection. For example, MIDAS (Multics 

Intrusion Detection and Alerting System) [Sebring et al., 1998] utilizes the expert 
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system techniques to extract intrusion rules. Similarly, IDES (Intrusion Detection 

Expert System) [Lunt et al., 1989] utilizes the toolset of production based expert 

system to construct a misuse detection system. NEDAA (Exploitation Detection 

Analyst Assistant) combines the artificial intelligence rule generation with a classic 

expert system to monitor and correlate vast numbers of network intrusive signatures. 

USTAT (Unix State Transition Analysis Tool) uses the state sequences transition to 

construct intrusion detection rule set.  

 

One drawback of a misuse detection system is that it fails to detect any unknown 

attacks. They could not even detect the known attacks with a little change [Xu and 

Lee, 2003]. So when a new attack signature is found, the detection system has to add 

it as a new detection rule. With the increasing of unknown attacks, the rule set in a 

misuse detection system gets larger. Reducing the rule set while keeping the decrease 

of detection rate slowly are two main focuses in constructing an on-line misuse 

detection system [Tuck et al., 2004].  

 

2.2 Anomaly Detection 

Anomaly detection techniques determine intrusions when the observed subject's 

behavior exhibits a singnificant deviation from its norm profile. A basic assumption 

of anomaly detection is that the normal behavior of a subject could be learnt and 

characterized by a model or its norm profile, the intrusions are thus determined when 

the observed behavior is significantly deviated from that model. The fundamental 

problems in anomaly detection lie in how to formulate the normal activities (e.g. how 
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to construct the norm profile) and how to select a suitable similarity measure to 

evaluate any deviations between the observed behavior and the norm profile. 

 

An anomaly detection system often employs pattern recognition techniques to learn 

the norm profiles for normal behavior and known intrusions. Basically, there are three 

major approaches existed in the field of pattern recognition [Chakrabarti and 

Manimaran, 2002]. They are: 

 

 Statistical or decision theoretic approaches which focus on the statistical 

properties of the patterns 

 Syntactic or structural approaches which utilize rules or grammars to describe 

the decision 

 Neural network approaches 

 

The applications of these pattern recognition approaches in anomaly detection can be 

found in the examples such as artificial neural network [Kumer, 1995; Ryan et al., 

1998; Zhang et al., 2001; Sarle, 1994], support vector machine [Mukkamala and Sung, 

2002; Fugate and Gattiker, 2003; ], decision tree [Abbes et al., 2004; Peck and 

Trachier, 2004] and data mining [Lee, 1999]. The above mentioned examples are 

based on the supervised learning techniques. That is, the classifiers or the detectors 

are provided with labeled training intrusion samples in the training stage. Other 

anomaly detection systems are based on the unsupervised learning techniques. That is, 

the classifiers or the detectors are only provided with intrusion data without labels in 

the training stage. Two assmuptions of unsupervised anomaly detection are: i) the 

normal instances vastly outnumbers the abnormal instances; and ii) the abnormal 
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instances are qualitatively different from the normal instances. The applications of 

unsupervised learning techniques in anomaly detection can be seen in the examples 

such as nearest neighbor rules [Lane and Brodley, 1999], clustering [Depren et al., 

2004; Leon et al., 2004; Jung et al., 2002] and unsupervised SVM algorithms [Eskin 

et al., 2002]. Similar to the syntactic or structural approaches in pattern recognition, 

specification based anomaly detection describes the normal behavior of critical 

objects by defining grammars or specifications for them [Uppuluri and Sekar, 2001]. 

Different critical objects in a computer system such as ftpd, telnetd or group of system 

calls will need different specifications respectively. If a critical object behaves in an 

incorrect manner which breaches its specification, an intrusion will be signaled 

[Tseng et al., 2003]. However, it is very time consuming to build different 

specifications for different objects we care about in a system.  

 

Compared with misuse detection techniques, anomaly detection techniques offer 

advantages of: 

 

 detecting intrusions which could not be simply restricted by a rule   

 identifying unknown intrusions [Denning, 1987] 

 

The performance of an anomaly detection system could be evaluated by false alarm 

rate, true detection rate, storage size and detection speed.  

 

2.3 Flooding Attack Detection 
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There are lots of types of flooding attacks in the current Internet. They damage the 

Internet in different ways. For example, a typical DoS attack -- smurf damages the 

network through the following ways: a malicious user at one host crafts one or many 

ICMP echo requests to a broadcast address of an amplification site with a spoofed 

source IP of the target host. Many such amplification hosts will magnify the intensity 

of the malicious packets to consume the bandwidth. An Echo-Chargen attack will 

endlessly consume the bandwidth and CPU cycles through a dead cycle of sending 

request from UDP port 19 and echoing it with UDP port 19. Some Internet worms 

also result in flooding attacks. An example of which is the propagation of 

SQL Slammer happened in January, 2003. The propagation of this worm causes 

various levels of network degradation across the Internet when it compromises lots of 

vulnerable machines [Cert, 2003]. According to different criteria, flooding attacks can 

be grouped into different types. For example, there are disruptive or degrading 

flooding attacks according to the impact; or continuous, fluctuation and increasing 

rated flooding attacks according to attack rate. The detailed taxonomies can be found 

in [Comerford, 2001; Chang, 2002; Mirkovic et al., 2000]. 

 

Flooding attack detection normally employs anomaly detection techniques, since 

the attacker utilizes the legitimate packets to damage the internet resource. We could 

not construct any effective rules in a misuse system to prevent the flooding packets 

but allow normal packets into the network. According to different data sources, there 

are host based intrusion detection systems (HIDS) and network based intrusion 

detection systems (NIDS). An HIDS analyzes the log files and/or the system's 

auditing data to detect the intrusions, which can be exemplified by the work such as 

[Forrest et al., 1996; Lee et al., 1997; Warrender et al.,1999; Wespi et al., 2000; Feng 
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et al., 2004]. In contrast, the data source of an NIDS is the traffic monitored on the 

network segments. The detailed surveys of developments in the NIDS area have 

appeared in the literature [see e.g. Anderson et al., 1995; Javitz and Valdes, 1994; 

Neumann and Porras, 1999]. Basically, the detection of flooding attacks belongs to 

the category of network based intrusion detection.    

 

2.4 Difficulties in Detecting Flooding Attacks 

Detecting an ongoing flooding attack is difficult.  

 

Firstly, the time which could be used to detect and confirm the ongoing DoS (a 

typical category of flooding attacks) is short. For example, among the estimated 4,000 

DoS attacks per week, 90% lasted less than 1 hour and only 2% lasted more than 1 

day [Moore et al., 2001]. This means the system administrator or security expert has 

to ascertain the attack or trace back the attackers in less than 1 hour, and this period 

may also include the time used to detect the DoS and send the possible DoS alerts. 

DoS/DDoS has to be detected on-line for two reasons: one is that it is no use finding 

the DoS/DDoS attacks after the services have been down. The other is that we could 

only trace back the attackers when malicious traffic is there, we could not count on 

storing all the network packets for later analysis, especially when today’s network 

endlessly pursues higher speed and wider bandwidth.  

 

Secondly, as for the victims, rate-limiting, packet filtering, tweaking software 

parameters and equipping itself with more servers are normal defense measures to 

guarantee its service in a way. But all these prevention methods have limitations. For 
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example, rate limiting, on one hand, may also restrict the access speed of legitimate 

users; on the other hand, most flooding attacks could not be filterable, because 

filtering all packets would directly lead to the denial of the specified service. 

Equipping higher speed hardware, extending the server pool and promoting the cache-

hit rate are often employed by the victims when their network or host resource usage 

exceeds normal range. However, the investment on the above mentioned operational 

defense techniques could not be protected when facing the increasing rate and 

fluctuating rate flooding attacks. An increasing rate attack means that the attack 

intensity gradually increases which leads to the victim resource slowly exhausted. A 

fluctuating rate attack means that the attack intensity will be adjusted according to the 

victim’s response [Mirkovic et al., 2000]. In fact, these two types of flooding attacks 

are also very difficult to be detected. At last, how to distinguish DoS/DDoS attacks 

from flash crowds is still an open issue, although [Jung et al., 2002] has already 

proposed a taxonomy to separate flooding attacks from flash events, the separation is 

only based on HTTP protocol and web events. 

 

2.5 Current Formulations of Flooding Attack Detection 

To detect flooding DoS attacks, some detection approaches propose a macroscopic 

formulation. For example, Xiong et al. [Xiong et al., 2001] formulate the problem of 

high concentration of malicious DDoS packets to a victim as a similar hot spot 

problem as observed in multiprocessor systems, where a hot spot is formed when a 

large number of processors simultaneously access shared variables in the same 

memory module. Kong et al. [Kong et al., 2003] give a material flow control model to 

mitigate the flooding DoS attacks.  However, because of the lack of underlying traffic 
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model, these macroscopic formulations can not ensure the applicability of their 

derived results [Xiong et al., 2001].  

 

Besides the high level solutions mentioned above, many other flooding attack 

detection approaches are based on a Bayesian formulation, where the statistics of 

different network features are evaluated. For example, Jung et al. [Jung et al., 2002] 

evaluate various statistics such as the distribution of page access frequency or the 

distribution of client number to distinguish normal HTTP request from flooding DoS 

attacks. Blazek et al. [Blazek et al., 2002] consider different protocol utilization as the 

evaluated statistical variable. Manikopoulos et al. [Manikopoulos and Papavassiliou, 

2002]   regard different frequencies of selected packet attributes such as protocol or 

service in the packet header as evaluated statistical variables. And Ohsita et al. 

[Ohsita et al., 2004] evaluate the statistics of time variation of differentiate flow 

traffic to identify DoS attacks from normal traffic. The approaches mentioned above 

mainly utilize the first-order statistics to distinguish flooding attacks from normal 

traffic. Few of them consider the second-order statistics of the observed subjects in 

their way of detecting flooding attacks. A drawback of the Bayesian formulation 

based detection approaches is that the detection approaches need prior distribution 

assumptions [Chang, 2002; Ye et al., 2002] . If the evaluated statistical variables are 

not distributed as presumed, the detection techniques will yield a high false alarm rate 

[Ye et al., 2002]. 

 

Recent works mainly focus on the sequential change point detection for flooding 

attack. The detection approaches are based on a time series formulation. For example, 

the abrupt change detection approach in [Thottan and Ji, 2003] determines the 
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anomalies by analyzing the abrupt changes in the MIB (Management Information 

Base) variables. The change point detection approach in [Wang et al., 2004] detects 

the SYN-Flooding attacks based on the changed statistics between the number of 

SYN packets and the number of FIN or SYN/ACK packets. The sequential change 

point based detection approaches are effective in making a quick detection of any 

abrupt changes in traffic; however they fail to reveal the meaning of abrupt changes to 

flooding attacks, for example, whether different abrupt changes correspond to 

different network attacks. 

2.5.1 Features in the Current Flooding Detection 

The features used in the detection of flooding attack vary in different models. For 

example, an adaptive sequential method uses the data from multiple layers of network 

protocol as features [Blazek et al., 2002]. The hop-count information is used as 

features in [Jin et al., 2003]. A data mining model makes use of features such as 

service, flag, duration and etc to compute the association rules and frequent episodes 

[Lee, 1999]. A clustering model uses many features such as source IP address, packet 

rate, the distributions of client number and requested files to construct the norm 

profile of network normal traffic [Jung et al., 2002]. Other features can be seen in the 

literature which include packet header content, occurrence probabilities of defined 

events [Manikopoulos and Papavassiliou, 2002], the frequency of different packets 

[Feinstein and Schnackenberg, 2003b], server throughput [Barford et al., 2002], 

traffic ramp-up and spectrum distribution [Hussain et al., 2003; Kuzmanovic and 

Knightly, 2003; Fukunaga, 1990;]. Stolfo et al. even defined some higher-level 

features, which are statistical variables calculated based on the same host, same 

service or destination host [Lincoln Laboratories, 1999]. 
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2.6 Our Approach 

2.6.1 Utilization of Groups of Samples 

Different from the above-mentioned detection models where the evaluated statistical 

variables in the detection model are the first-order statistics of network samples, our 

detection approach utilizes the statistics of groups of samples. Especially, we utilize 

one of the second-order statistics of groups of samples -- the covariance matrix, to 

detect various types of flooding attacks.  

 

  The principal idea comes from our analysis on the initiation of flooding attacks. In 

a typical DoS attack, many slaves send packets to a victim at about the same time that 

last for a period of time under the control of a master. It is clear that the groups of 

samples within that particular period should be labeled as a particular DoS attack 

rather than the normal class. Statistically speaking, the network exhibits the normal 

behavior in most of operation time. Therefore, there are more chances to label groups 

of samples as the normal class rather than any abnormal class. 

 

As we know, the network traffic can be characterized in terms of sequences of 

discrete data with temporal dependency [Thottan and Ji, 2003; Lane and Brodley, 

1999; Jin and Yeung, 2004]. When we segment the observed temporal sequences into 

different and consecutive time fragments or intervals, we will obtain groups of 

samples. Each time interval corresponds to each group of samples. Our main point is 

to label such groups of samples in the detection, which will bring many advantages 
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such as the improvement of detection effectiveness as illustrated below and the 

improvement of discriminative capability to detect multiple known and unknown 

flooding attacks which will be illustrated in Section 4.3.    

2.6.2 Improvement of Detection Effectiveness 

In order to illustrate the improvement of detection effectiveness by utilizing groups of 

samples, we introduce a simple two-class classification problem as follows. 

 

Assume the network samples are i.i.d.. Given two random populations 

( ) ( ) ( )( )2~ , ,  1,2l l lX N lµ σ = , such as ( ) ( )1 2µ µ≤ , which represent two different classes  

-- normal class and abnormal class respectively. The problem is to find which 

population that a group of n samples belong to, if these n samples , 1,2,...,tx t n=  come 

from one population independently.  

 

To solve the above problem, traditional detection approaches normally label a 

group of n samples in the way of sample by sample, while the covariance based 

detection approach proposed in this thesis will utilize the statistical information 

contained in groups of samples to classify such a group of n samples. In this section, 

we use the distance based classifier to illustrate the performance difference between 

the traditional sample-by-sample detection method and our proposed group detection 

method in solving the problem mentioned above. The main aim of the following 

mathematical examples is to illustrate the basic principle of our ideas, hence the 

equations for either the discrete samples or the continuous samples are applicable. 

Concisely, we use the equations for the continuous samples to calculate the 

probability in the illustration.   
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2.6.2.1 Detection by samples 

Normally speaking, a distance based classifier will label a sample y according to 

the following rules: 

( )( ) ( )( )
( )( ) ( )( )
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(2)2 1
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if d y X d y X y X
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The probabilities of classifying a sample into its population correctly will be: 
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where 1p  is the probability that a sample which comes from the population ( )1X  is 

correctly classified into ( )1X . 2p  is the probability that a sample which comes from 

the population ( )2X  is correctly classified into ( )2X . Clearly 1 2p p= . 

The probabilities of classifying a sample into its population incorrectly will be: 
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where 1f  is the probability that a sample which comes from the population ( )1X  is 

wrongly classified into the population ( )2X . 2f  is the probability that a sample which 

comes from the population ( )2X  is wrongly classified into the population ( )1X . Clearly 

1 2f f= . 

In order to obtain the probability of correctly classifying a group of n samples, we 

introduce a random variable kB . Let 1kB =  represent kx  is correctly classified while 

0kB =  represent kx  is wrongly classified ( 1,2,...,k n= ). We define a binomial random 

variable 
1

n

k
k

W B
=

=∑ .  

The detection precision rate that m samples are classified correctly will thus be: 

( ) ( )1 n mm m
nW m C p p −= = −P                                        (2.7) 

where p is the probability of labeling a sample correctly and 0,1,2,...,m n= . 

 

According to Equs. (2.5)-(2.7), we can calculate the detection precision rate of the 

traditional classification approaches. For example, if two populations are normally 

distributed as 

( )

( )

( )

( )

1 2

1 2

0 10
,    

12 18

µ µ

σ σ

= =  
 = =  

                                              (2.8) 

According to Equs. (2.5) and (2.6) (where * 4µ = ) and by looking into the standard 

normal distribution table, we can obtain the probability of correctly classifying a 

sample to be 1 2 0.63p p= = . The probability of wrongly classifying a sample is 

1 2 0.37f f= = . Therefore, the precision rate of correctly classifying a group of n  
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samples will be ( ) 1 0.63n nW n p= = =P . The error rate of incorrectly classifying a 

total of n  samples will be ( ) ( )10 1 0.37n nW p= = − =P . 

Note that  

( )
( ) ( )

1

1 1

0.63
1 0.37 0.63

E W np n
D W np p n

= =
 = − = ×

                           (2.9) 

which explains that approximately 0.63n  samples will be correctly classified while 

others will be incorrectly classified. We can hardly improve the detection precision 

rate even we know that a total of n sequential samples come from the same population. 

 

2.6.2.2 Detection by groups 

The main point of the covariance based detection proposed in this thesis is different 

from that of the traditional detection approaches. Our approach utilizes the 

information contained in group of samples in the classification. To solve the above 

problem, we firstly define a random variable 
1

1 n

t
t

z x
n =

= ∑ , ( ) , 1,2,...,t lx X t n∈ = .  

 

Obviously, ( ) ( ) ( )( )21

1

1 ~ , , 1,2
n

t nl l l
t

Z x N l
n

µ σ
=

= =∑ . Then, we classify a group of samples 

represented by z  according to the following rules: 
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The detection precision rates will thus be:  
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where 1q  is the probability that a group of n samples which come from the population 

( )1X  are correctly classified into ( )1X . 2q  is the probability that a group of n samples 

which come from the population ( )2X  are correctly classified into ( )2X .  

The detection error rates will be: 
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where 1r  represents the probability that a group of n samples which come from the 

population ( )1X  are classified incorrectly into the population ( )2X . 2r  represents the 

probability that a group of n samples which come from the population ( )2X  are 

classified incorrectly into the population ( )1X .  

 

It is clear that the performance is different between a sample-by-sample detection 

method and a group detection method when comparing Equs. (2.5), (2.7) and (2.12). 

For the same example mentioned in (2.8), if 100n = , the precision of a group 

detection method will be ( ) ( )( )1
104 12 21 1

1 2 22
exp 0.9995658q q x dx

π

×

−∞
= = − =∫ while 

precision of a sample-by-sample detection method will be 

( ) 100100 0.63 8.5912e-021W = = =P ; the error rate of a group detection method is 

( ) ( )11
1010

2
1 1

1 2 2 1212 24
exp 0.0004342xr r dx

π

+∞

××

 = = − =  ∫  while the error rate of a sample-
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by-sample detection method is ( ) 1000 0.37W = =P . If 16n = , the precision of a group 

detection method is ( ) ( )( )1
44 12 21 1

1 2 22
exp 0.90824q q x dx

π

×

−∞
= = − =∫  while precision of 

a sample-by-sample detection method is ( ) 1616 0.63W = =P =6.1581e-004. 

2.6.2.3 Remarks 

The comparison results show that the detection by groups achieves a much higher 

detection rate than the traditional detection approaches in solving the above 

mentioned problem. For the traditional detection approach, ( ) 0.63E W n=  determines 

that it can only classify approximately 63 samples correctly from a total of 100 

samples using a sample-by-sample detection method. In contrast, a group detection 

method will correctly classify a total of 100 samples with the probability of over 

99.9%. 

 

By comparing Equs. (2.5), (2.7) and (2.12), we can obtain the relationship between 

a group detection method and a sample-by-sample detection method in terms of the 

probability of classifying a total of n samples correctly: 

( ) ,  if 1q p W n n> > = >P                                     (2.14) 

where q is the probability of classifying a group of n samples correctly using a group 

detection method, p is the probability of classifying a sample ( 1,2,... )tx t n= correctly, 

and ( )W n=P  is the probability of classifying a group of n samples correctly using a 

sample-by-sample detection method.  
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2.6.3 Characteristics 

The covariance matrix, as one of the second-order statistics of groups of samples, is 

directly utilized in our detection approach. As the second-order statistics, a covariance 

matrix holds two types of information: one is the statistical information among 

multiple samples; the other is the correlation information among the observed features. 

The following sections will introduce the covariance based detection in details. 

 

Some algorithms in the literature also take advantage of covariance or the second-

order statistics in the detection. However, the way of utilizing covariance matrix in 

the detection is different between the existing approaches and our approach. For 

example, Mahalanobis distance based classification techniques utilize covariance 

matrix in anomaly detection [Wu and Zhang, 2003; Chang and Chiang, 2002]. But the 

covariance matrix in the Mahalanobis distance is essentially utilized to measure the 

distance between an observed sample and any centers of known classes; therefore, the 

utilization of covariance matrix in such anomaly detection techniques mainly 

embodies the first-order statistical characteristics of different classes. In our detection 

model, the covariance matrix is directly utilized to reveal the characteristics of 

different classes (e.g. normal traffic or various types of flooding attacks) in terms of 

correlations changes among different features during flooding attacks.  

 

Our detection approach has three main characteristics: 

 

 The detection approach models the traffic samples provided by network 

monitoring devices into covariance matrix samples. This modeling process 

enables the detection approach to directly make use of the differences of 
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correlation information among network features of observed samples in the 

detection.  

 The detection approach reveals specific meaning of the second-order statistics to 

different types of flooding attacks. The detection approach not only detects 

various flooding attacks, but further extracts the second-order features for the 

detected flooding attacks -- a useful tool to identify various unknown flooding 

attacks. 

 This detection model overcomes the limitations of prior assumptions of data 

distribution in Bayesian formulations. Since a covariance matrix is constructed 

based on a sequence of samples, the statistical distribution information of the 

population has been embodied in the covariance matrix when a suitable sequence 

length is selected. 

2.7 Summary 

The prevalent and increasing flooding attack incidents show that the detection of 

flooding attacks is still far from perfect. Many different techniques have been utilized 

in the detection of flooding attacks in the literature. However, the problems such as 

what features or patterns can be utilized to build up an effective enough detection 

system for flooding attacks are still the challenges. It is highly demanded for widely 

divergent detection approaches to making more effective detection of flooding attacks 

or exploring the nature of flooding attacks to some extent. 

 

Different from traditional approaches where the first-order statistics of the samples 

is utilized, the detection approach described in this thesis directly utilizes the 

covariance matrix of groups of samples to detect multiple and various flooding attacks. 
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We analyze the reasons why traditional detection approaches fail to improve the 

detection effectiveness and explains that a better detection performance can be 

achieved by utilizing the statistical information contained in groups of network 

samples. The covariance matrix based detection approach described in this thesis 

provides a novel point of view to distinguish different types of flooding attacks and 

the normal traffic -- the correlation differences of sequential samples.   

  

The covariance matrix based detection approach described in this thesis is a kind of 

statistical NIDS approach. Other examples of statistical NIDS techniques can be seen 

in the literature such as change-point detection [Wang et al., 2004], abrupt change 

detection [Thottan and Ji, 2003], sequential based detection [Blazek et al., 2002], 

entropy based detection [Feinstein and Schnackenberg, 2003b] and so on. 
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Chapter 3  

Covariance Feature Space  

We construct a covariance feature space in order to utilize and discover the effect of 

correlation on the flooding attack detection. As a multi-variate random variable, a 

covariance matrix contains the following correlativity information:  

 

 The correlations among multiple features  

 The correlations among multiple sequential samples of equal and fixed length  

 

This chapter presents the problem formulation in details. It firstly briefly introduces 

the covariance matrix concept and describes how to apply this basic statistical concept 

into the anomaly detection of the flooding attacks. It then illustrates the relationship 

between the covariance feature space and original feature space, and describes in 

details the covariance feature space construction process. Finally, it represents the 

problem of the flooding attack detection in the covariance feature space. 

 

3.1 Statistical Covariance Matrix Concept  

When we speak of a data set, we refer to either a sample or a population. If statistical 

inference is our goal, we will wish ultimately to use sample numerical descriptive 

measures to make inferences about the corresponding measures for a population 

[McClave and Sincich, 2000]. Covariance matrix is one of the second-order statistics 

to characterize the linear correlations among random variables. Mathematically, let 
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1 1 2 2( , ), ( , ),..., ( , )n nx y x y x y denote a random sample of two numerical variables of the 

discrete type. The covariance xyσ between two random variables X  and Y  is defined 

as follows. Since we consider the discrete samples in our experiments, we give the 

covariance definitions for discrete samples.   

( ) ( )

1

cov( , ) [ ( ) ( ) ]

1 ( ( ))( ( ))

xy

n

i i
i

X Y E X E X Y E Y

x E x y E y
n

σ

=

= = − ⋅ −

= − −∑
                             (3.1) 

where ( )E X  and ( )E Y  are the expectation values of two random variables X  and Y  

which are defined as: 

1

1

1( )

1( )

n

i
i
n

i
i

E X x
n

E Y y
n

=

=

=

=

∑

∑
                                                        (3.2) 

The covariance matrix between two random variables X  and Y  is defined as: 

xx xy

xy
yx yy

σ σ

σ σ
 

=   
 

∑                                                       (3.3) 

3.2 Covariance Feature Space Construction 

Note that the abnormal packets of flooding attacks are always amassed to a single 

victim within a short period in order to exhaust the resources. The statistical 

properties within this period will mainly reflect the traffic behavioral properties of the 

flooding attacks, which should be different from that of the normal traffic. Therefore, 

we can make use of the statistical properties contained in the temporally sequential 

samples to detect the flooding attacks. In order to exhibit the correlativity of the 

underlying network traffic, we employ the statistical covariance matrices to model the 

sample sequences of equal and fixed length. Each element in a covariance matrix 
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describes the correlation between any two monitored features of the corresponding 

sample sequence. Mathematically, the covariance matrix modeling process can be 

described as follows: 

 

Assume an observation x has p features. It can be represented as a random vector 

1 2( , , , )T
pf f f=x … . Let 1, , nx x  be n observations, where 1 2( , , , )Ti i i

i pf f f=x … is ith 

observed vector. We define a new variable y , which represents the following 

statistics ly  related to p  features of the lth sequence of length n : 

( )1 , ,
Tl l l

nx x=y …                                                      (3.4) 

where 1 2
, , ,( , , , )Tl k l kl l k

k pf f f=x … , nk ≤≤1 . 

 

The definition (3.4) can be represented in details as:  

1 2

1

1 2

,1 ,1 ,1

,2 ,2 ,2

2

, , ,

l l l

p

l l l

pl

l n l n l n

p

f f f
f f f

f f f

 
 
 =
 
  
 

y                                        (3.5) 

where ,l k
uf is the value of uf  in the kth observation during the lth sequence. Parameters 

u , l  and k are integers which satisfy the condition of 1 u p≤ ≤ , 1 l≤ < ∞ , 1 k n≤ ≤ . 

 

We use the covariance matrix lM  to characterize the variable ly  as follows: 

 

1 1 1 2 1

2 1 2 2 2

1 2

, , ,

, , ,

, , ,

l l l l l l
p

l l l l l l
p

l l l l l l
p p p p

f f f f f f

f f f f f fl

f f f f f f

σ σ σ

σ σ σ

σ σ σ

 
 
 

=  
 
  
 

M                                 (3.6) 
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where  ( ) ( ), ,
,

1

1cov( , )l l l l
u v u v

n
l l l k l k

u v u vf f f f
k

f f f f
n

σ µ µ
=

= = − −∑ , ,

1

1( )l
u

n
l l k

u uf
k

E f f
n

µ
=

= = ∑ , u  ( )1 u p≤ ≤  is 

the number of features , k  ( )1 k n≤ ≤ is the number of observations in the lth 

sequence, l  is the sequence number. 

 

In conceptual terms, the modeling process can be regarded as a new covariance 

feature space construction. A random sample sequence of length n  may be viewed as 

n  points of x  in a p-dimensional feature space. The covariance matrix modeling 

process is described as a transformation that maps the temporal n  samples into an 

intermediate point y  in a ( 1) 2p p + -dimensional covariance feature space. Each 

dimension of the covariance feature space gives the coordinate of the point along each 

axis of the space. If p  features 1, , pf f…  are utilized to describe an observation, then 

each covariance matrix will provide the correlation information in ( 1) 2p p +  

measurement (because a covariance matrix is symmetric). Each measurement or each 

dimension of the covariance feature space gives the coordinate of the point by means 

of the correlation between each pair of features. The modeling process is illustrated in 

Fig. 3.1. 

 

Fig. 3.1 Illustration of covariance feature space construction 

( 1) 2p p + -dimensional 
 covariance feature space 

Covariance Feature 
Space Construction

1l
M

p-dimensional  
original feature space 

2l
M
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Basically, a covariance matrix lM  describes the network status during lT  by 

measuring the correlativity among the network features 1, , pf f… . The features 

1, , pf f…  can be directly obtained from the network monitoring devices [Feinstein and 

Schnackenberg, 2003b; Manikopoulos and Papavassiliou, 2002; Blazek et al., 2002]. 

For example, the features can be the packet number every second or the frequencies of 

the different source IP addresses usage and so on, which are directly recorded by the 

statistical model provided in current routers or switches. There are also some special 

features proposed by the experienced network experts. These special features can be 

obtained through a simple pre-processing on the statistical information provided by 

the monitoring devices. The examples of these features are the number of connections 

to the same service or the percentage of connections that have ``SYN'' errors to the 

same host [Lincoln Laboratories, 1999]. 

 

3.3 Relationship between Original and Covariance Feature 

Space 

The process of covariance feature space construction segments the temporal sample 

stream into all non-overlapping sequences of length n . The temporal sample stream is 

provided by the network monitoring devices under the continuous sampling 

procedure. The relationship between the observed temporal sample sequences and 

their corresponding covariance matrices is illustrated in Fig. 3.2. 
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Fig. 3.2 Segmentation of original temporal samples 

 

In the original feature space, a classification problem can be described as follows. 

Given a set of training samples X and the corresponding set of known classes 

1 2{ , , , }cω ω ω… . Let us use the symbol id  to represent the corresponding class of a 

sample ix , where ix  is the input pattern of the ith sample measured by p features 

pff ,,1 … , and id  is the corresponding desired response or target output.  

Mathematically, the training set of pattern recognition system has the form of 

( ){ } 1
,

n
i i i

d
=

x  , as illustrated in Fig. 3.3 (a). An ideal pattern recognition system is to 

compute a classifier that can correctly label as many samples as possible, whether the 

examples are already seen (in training set) or unseen. When presenting a sample e.g. 

1n+x  as the input, the output of pattern recognition system is a 1nd + , which represents 

one of the classes in 1 2{ , , , }cω ω ω…  that n+1x  belongs to. 

 

In conceptual terms, a sample ix  may be viewed as a point in a p-dimensional 

feature space. The recognition is itself described as a transformation that maps the 

point ix  into one of the classes in a c -dimensional decision space, where c  is the 

number of classes to be distinguished, as indicated in Fig. 3.3 (b).  

X temporal 
sample stream 

n samples 

n samples 

n samples 

x1 x2 …  … 

y1  

y2  
 …xnx1x2 

... 

... 

... 

x(l-1)n+1… … 

 …x2n xn+1xn

yl  ... 

... 

...  …xln 
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X f1 f2 … … … fp Desired Output  
x1 f1

1 f2
1 … … … fn

1 d1 
x2 f1

2 f2
2 … … … fn

2 d2 …
      

…
 

…
 

…
      …
 

…
 …

      …
 

…
 xn  f1

n f2
n … … … fn

n dn 
xn+1 f1

n+1 f2
n+1    fn

n+1 ? 
(a) 

 
(b) 

 
Fig. 3.3 Illustration of classification in original feature space 
 

Based on the original sample set X, we will obtain the covariance matrix samples 

as follows. Assume we are given a set of training samples 

{ }1 21,1 1,2 1, 2,1 2,2 2, ,1 ,2 ,, , , , , , , , , , , , ,
Rt t R R R t… … … … …   x x x x x x x x x  and its corresponding label 

set of classes 1 2{ , , , }Rω ω ω… , where { }11,1 1,2 1,, , , t…x x x  belongs to class 1ω , 

{ }22,1 2,2 2, , , , tx x x…  belongs to class 2ω and { },1 ,2 , , , ,
rr r r tx x x…  belongs to class rω , rt is 

the number of training samples for rω  and  1 r R≤ ≤ . Let us use the symbol 

1 2{ , , , }r Rd ω ω ω∈ …  to represent the label of a sample , r ix  (1 )ri t≤ ≤ , where , r ix  

having p features pff ,,1 …  is the ith sample in class rω , and rd  is its desired response 

or the target output. In order to evaluate the correlation differences among features, 

we construct the covariance matrix training set ( ){ } 1
,

T
i i i

d
=

y  based on non-overlapped 

 
Classification 

c-dimensional 
decision space 

p-dimensional 
feature space 

x
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sequences of fixed and equal length n. For each training class  (1 )r r Rω ≤ ≤  , we will 

obtain a set of { },1 ,2 , /, , ,
rr r r t n  

y y y… , where each , r iy  is the covariance matrix 

calculated based on n samples ,1 ,2 , , , ,i i i
r r r nx x x… , i is the sequence number and samples 

,1 ,2 ,, , ,i i i
r r r nx x x…  have the same class label  (1 )rd r R≤ ≤  . We will obtain a total of 

/rt n    covariance matrices for  (1 )r r Rω ≤ ≤ . Therefore, the whole training set in the 

covariance feature space will be 

{ }1 21,1 1,2 2,1 2,2 ,1 ,21, / 2, / , /, , , , , , , , , , , , ,
RR Rt n t n R t n          

y y y y y y y y y… … …… … , where the 

covariance matrices in { }11,1 1,2 1, /, , , t n  
y y y… have the label 1d , the covariance matrices 

in { }22,1 2,2 2, /, , , t n  
y y y…  have the label 2d  and the covariance matrices in 

{ },1 ,2 , /, , ,
rr r r t n  

y y y…  have the label rd , where 1 r R≤ ≤  and 

1 2/ / /Rt n t n t n T+ + + =          … .The aim of classifying multiple intrusions is to compute 

a classifier, such as, 
1 1 1 2 1

( | )
n n n nf f f f f f f ff y σ σ σ σ
−

… that can correctly label as many 

samples as possible. When we present an unknown sample e.g. 

1 1 1 2 1

1 1 1 1
1 ( , , , , )

n n n n

T T T T T
T f f f f f f f fσ σ σ σ

−

+ + + +
+ =y …  as the input, the output of pattern recognition 

system is a 1Td + , which represents the class that 1T +y  belongs to, e.g., either one of 

already known classes provided in the training stage (e.g. normal class or known 

attacks)  or an unknown attack. Fig. 3.4 demonstrates the samples and the covariance 

features used in the covariance feature space.   
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Y 
1 1f f
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1 2f f
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1 1
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 … … … 1 1

p pf f
σ  d1 

y2 2 2
1 1f f

σ
 

2 2
1 3f f

σ  … … … 2 2
p pf f

σ  d2 

…
      

…
 

…
 

…
      …
 

…
 …

      …
 

…
 

yT 1 1
T Tf f

σ  
1 2
T Tf f

σ  … … … T T
p pf f

σ  dT 

yT+1 1 1
1 1
T Tf f

σ + +

 
1 1

1 2
T Tf f

σ + +

 
   1 1T T

p pf f
σ + + ? 

(a) 

 

(b) 
Fig. 3.4 Illustration of the classification in covariance feature space 

 

3.4 Problem Representation 

We take a view of intrusion detection problem as a multi-classification problem in 

pattern recognition.  

 

Formally, pattern recognition is defined as the process whereby a received pattern 

is assigned to one of a prescribed number of classes [Duda et al., 2001]. Let us 

assume that each original sample has p features as 1 2( , , , )T
pf f f=F … , then the 

recognition or classification process in the covariance feature space can be described 

in Fig. 3.5.  

 
Classification

c-dimensional 
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p*(p+1)/2-dimensional 
covariance feature space 

y 
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Fig. 3.5 Pattern recognition in covariance feature space  

 

Since a covariance matrix sample y  represents a sequence of original n  samples, 

it is possible that the presented covariance matrix 1T +y  consists of sequential samples 

from different attacks. Under this kind of mixed attack situation, labeling the class 

that 1T +y  belongs to is more difficult. In fact, this problem relates to the value of 

sequence length n. We assume that the type of a network attack could not be 

determined based on the information provided by only one network packet. Since in a 

typical flooding attack, many packets of this type of attack will come within a period, 

the minimum length of assuring one attack can be found through the experiments or 

experience, which will be served as the value of the sequence length n. 

 

The problem of detecting various flooding attacks in the covariance feature space 

can be posed as follows: 

 

The norm profile of the normal traffic is represented by the average of all the 

covariance matrices constructed based on all the non-overlapped sample sequences in 

the normal class. Given a covariance matrix, the detection approach will determine 

whether the covariance matrix is greatly different from the norm profile by means of 

some ( )Dist i  function. Since each element in the covariance matrix exhibits the 
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correlation between two features, the difference matrix or the result matrix of function 

( )Dist i  will represent the correlation differences between the observed temporal 

sequence samples and normal traffic. If the correlation differences are significant, the 

flooding attacks will be identified. We give a brief illustration of the modeling and 

detection flow in Fig. 3.6. 

 

 

Fig. 3.6  Illustration of the covariance matrix based detection approach 

 

In practice, a network traffic record for each sampling event contains a variety of 

information including the number of packets to the same host, the packet rate, the 

number of connections to the same host, the number of connection that have “SYN” 

errors to the same host, and so on. We can extract and utilize some traffic features 

from the sampled records. Since the main point of our work is to utilize the 

covariance matrix -- a higher order statistics of the network features, to build up a 

more effective detection system for flooding attacks in comparison to the approach 

using the first-order network features, we did not consider the feature selection 

problem. The traffic features we used in our evaluations are the same features as used 

in the existing work [Lee, 1999]. The meaning of these traffic features and the reasons 

n samples  
of x 

( 1) 2p p + - dimensional 
 covariance feature space 
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Covariance Feature 
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why we utilize them are provided in Section 4.4 and Section 5.3.   

 

The network traffic to and from a host machine are captured through a continuous 

sampling process. Each of the samples is characterized by the selected features and n 

sequential samples are characterized by their corresponding covariance matrix. For 

intrusion detection, we will firstly build norm profiles to present a long term of 

normal traffic and known flooding attacks through a supervised training process, and 

then to compare the traffic in the recent past to the long-term norm profiles for any 

significant deviation. The long-term profiles measured by the covariance matrix are 

characterized by the sample means. We can obtain each sample mean for each known 

class from all the covariance matrix samples in the training data. During the on-line 

detection, we define the network activities in the recent past from the ( )thobs n−  packet 

to the current thobs  packet by a covariance matrix obsM . Each element ijσ  in obsM  

represents the linear correlation between if  and jf , measuring the covariance of the 

monitored features if  and jf  in the same time period of these n samples collected. 

The multivariate observation, obsM , thus represents the covariance among various 

monitored features in the recent past.  

 

At the observed sequence, we compare the sequential network traffic represented 

by obsM  with the norm profiles. The detection rules in a multi-classification problem 

can be exemplified as follows:  obsM  is considered as normal, if there is no significant 

deviation between obsM  and the norm profile of the normal traffic under the 

dissimilarity function ( )Dist i . A known attack will be signaled if there is no 

significant deviation between obsM  and any known attack profiles; and an unknown 
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attack will be signaled if significant deviations exist between obsM  and all the known 

profiles.   

 

3.5 Summary  

In this chapter, we describe the process of covariance feature space construction in 

details. We illustrate the relation and difference between the original feature space 

and the covariance feature space. We then represent the flooding attack detection 

problem as a multi-classification problem in the covariance feature space.  

 

A covariance matrix contains both the correlation information among multiple 

features and the correlation information among sample sequence of equal and fixed 

length. With respect to the temporal characteristics of the flooding attacks, we model 

a temporal sample sequence into a covariance matrix. The constructed covariance 

feature space thus enables the detection approach to directly evaluate the effect of 

correlations on the classification. Each dimension of the covariance feature space 

provides a measure of correlation between each pair of monitored features. 

 

    Note that the abnormal packets of flooding attacks are always amassed to a single 

victim at about the same time that last for a period of time in order to exhaust the 

resources. The statistical properties within this period will mainly reflect the traffic 

behavioral properties of the flooding attacks, which should be different from that of 

the normal traffic. Therefore, we can make use of the covariance matrix of sequential 

samples to detect the flooding attacks. The main point here is that the covariance 

matrix of sequential samples in normal network traffic should be different from that 
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of the abnormal traffic. More specifically, the covariance matrix of sequential samples 

can be regarded as a measure to reflect different status of the network traffic, such as 

either normal or abnormal status during the flooding attacks. 
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Chapter 4  

Threshold Based Detection Approach in Covariance Feature 

Space 

This chapter describes the threshold based detection approach in covariance feature 

space, including the detailed detection algorithm and the meaning of the threshold in 

the detection. We also present the discriminative merit of the detection approach in 

comparison to other traditional anomaly detection approaches. 

  

The major idea of the proposed detection approach is that the characteristics of an 

information system could be described by the correlations or covariances among its 

features. In terms of covariance, the normal patterns will be different from the 

abnormal patterns. The abnormal activities will change the covariances among 

features obtained in the normal situations. Therefore, the covariances are expected to 

be sensitive enough to indicate the changes when abnormal traffic happens. We use a 

threshold to constrain the range of covariance changes for each class. If the 

covariance change exceeds the constraint of the threshold of a class, the observed 

covariance sample will not belong to this class.  

 

4.1 Initial Experiments on SYN Flooding Attack Detection 

Initially our work focuses on how to make use of the covariance matrix to detect 

SYN-flooding attack in the covariance feature space. This idea mainly comes from 

the observation on SYN flooding attack [CERT, 2000]. The attackers conduct a SYN 
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flooding attack by continuously creating TCP half-open connections. From the view 

of network traffic, these half-open connections exhibit the unequal packet number 

between the packets with TCP SYN flags and those with TCP FIN flags. If regarding 

the SYN and FIN flags as measurements, the covariance changes of these two 

measurements can be used to signal a SYN flood attack. 

 

  Some experiments are conducted to see whether the changes of covariance matrix 

can be utilized to indicate the SYN flooding attack happens.   

 

4.1.1 Data Description 

We select all the flags in control field of TCP header as features in the covariance 

model. Each flag occupies only 1 bit in the TCP header. As in [Forouzan, 2003], a 

brief description of each bit is given in the following table: 

 

Table 4.1 Description of flags in the control field of TCP header  

Flag Description 
URG The value of urgent pointer field is valid 
ACK The value of acknowledgement field is valid 
PSH Push the data 
RST The connection must be reset 
SYN Synchronize sequence numbers during connection 
FIN Terminate the connection 

 

As we know, in SYN flooding attacks, the numbers of SYN and FIN do not match. 

Our method tries to use the covariance of each pair of the above six flags to detect the 

SYN flooding attacks. The dataset we use are described in Table 4.2. Each of these 

two traces contains an hour's worth of all wide-area traffic between Digital Equipment 

Corporation and the rest of the world. The traces were gathered at Digital's primary 
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Internet access point, which is an Ethernet DMZ network operated by Digital's Palo 

Alto research groups. 

 

Table 4.2 The TCP trace description 

Trace Start Time TCP Packets 

dec-pkt-1 22:00, Wed March 8th, 1995 3.3 million 
dec-pkt-2 02:00, Thu March 9th, 1995 3.9 million 

 

In the simulation, these two traces represent normal traffic. We parse the two traces 

and extract the control field value of each packet in the traces. We select 20 seconds 

as a time interval. Figs. 4.1 (a) and (b) represent the characteristics of different kinds 

of packet number under normal operations. These two figures give a general 

description of two traces in the selected time interval in terms of different packet 

types.  
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(a) dec-pkt-1                                                       (b) dec-pkt-2 

Fig. 4.1 Normal packet number according to different flags in 20 second interval 
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4.1.2 Distance Measure 

We define variable lz  as the distance between two matrices lyM and the mean of 

lyM or ( )
lyE M :  

( )
l ll y yz E= −M M                                                 (4.1) 

where lz  measures the change, or the anomaly. To simplify the problem description, 

the following distance function of two matrices is used: 

2
1 2 , , , 1 , 2

1 ,

( ) , , , 1 ,i j i j i j i j
i j p

a b a b i j p
≤ ≤

− = − ∀ ∈ ∀ ∈ ≤ ≤∑M M M M                          (4.2) 

 

4.1.3 Experimental Results 

According to Equ. (3.6) we calculate all matrices Ms in 20 seconds in the trace dec-

pkt-1 and dec-pkt-2 respectively. Then we find the corresponding lz s defined by Equ. 

(4.1) according to the distance definition given in Equ. (4.2). The results are described 

in Figs. 4.2 (a) and 4.2 (b), which illustrate the distance between the covariance 

matrix and the mean of all covariance matrices under normal situations. 
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(a) dec-pkt-1                                                   (b) dec-pkt-2 

Fig. 4.2 Covariance matrix distance under normal operations 
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The abnormal traffic is simulated the same way as described in [Wang et al., 2002]. In 

a DDoS attack, the severe effect on a victim comes from the aggregate flooding rate, 

rather than from only one single attack source. So the sensitivity needs for attacker-

nearest-router located and victim-nearest-router located DDoS detection are different. 

The attacker-nearest-router located DDoS detection focuses on preventing the output 

of internal malicious traffic to the Internet, which corresponds to the low attack packet 

rate detection. Victim-nearest-router located DDoS detection mainly focuses on 

protecting the victims, which corresponds to the high attack packet rate detection.  To 

attack a protected server, the aggregate flooding packet rate should be larger than 

14000 [Wang et al., 2002]. In order to detect our method’s sensitivity in both aspects, 

we simulate two situations: 500 SYN packets per second to the victim-nearest-router 

located detection, and 35 packets per second to the attacker-nearest-router located 

detection. Each is the minimal attack packet rate in each case.  

 

In order to show the trends of the effects of different attack packet rates on the 

covariance matrices distance between the normal and the abnormal one, we also 

simulate the situation of an attack rate of 80 packets per second. From Fig. 4.3, we 

can see that this covariance matrix distance method performs well in detecting not 

only large flooding DDoS attacks, but also subtle DDoS attacks, even if the attack rate 

is 35 packets every second (Figs. 4.3 (a) and 4.3 (b)) where at least 400 stub networks 

with this attack rate would be needed to make a successful DDoS attack. So the 

sensitivity of this method is obviously high. It will have a 100% detection rate if the 

threshold of distance is set to 0.1. The results showed that under very subtle attacks, 

the method could still detect them even if they exposed very similar behavior to the 
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normal ones. The results also showed the detection accuracy trends when attack rate 

increased. It is clear that increasing the attack rate will greatly enlarge the gap 

between the distance under normal operations (in Fig. 4.2) and that under abnormal 

operations (in Fig. 4.3). 
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(a) dec-pkt-1 
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(b) dec-pkt-2 
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(c) dec-pkt-1 
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(d) dec-pkt-2 
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(e) dec-pkt-1 
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(f) dec-pkt-2 

Fig. 4.3 Sensitivity of covariance matrix distance approach under different attack rates.  

(a)& (b), (c) & (d), and (e) & (f) show the attack rates of 35, 80 and 500 SYN packets 

per second, respectively. 

4.1.4 Discussions 

The simulation results show that this method is highly accurate in detecting malicious 

network traffic in DDoS attacks of different intensities. This method can effectively 

differentiate between normal and flooding attack traffic. Indeed, this method can 

detect even very subtle attacks only slightly different from normal behavior. As we 
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have justified in Section 2.6.2, utilizing the statistical information in groups of 

samples will improve the detection performance a lot, the high detection rates 

achieved in the above experiments inspire us to further study the problem of flooding 

attack detection in covariance feature space.  

 

  In the normal situation, one can find a point c and a constant a  for lz  in Equ. (4.1), 

which satisfy ,lz c a l− < ∀ ∈Ζ . The constant a  is selected as the upper threshold of the 

i.i.d lz c− . So for the observed data gathered during the lth time interval, we calculate 

the corresponding lz , if lz c a− > , the abnormal behavior could be determined.  

 

Therefore, how to define a suitable threshold based detection approach in the 

covariance feature space, in order to make use of the covariance matrix differences 

among the normal and flooding attack traffic? We describe our approach in details in 

the following sections. 

 

4.2 Approach Description 

Suppose that we have samples from R already known classes: 1 2, , , Rω ω ω… . For each 

class (1 )r r Rω ≤ ≤ , its training and testing datasets consist of all the corresponding 

covariance matrices calculated on the sample sequences of equal, fixed length n. For 

instance, we obtain a total of l covariance matrices in the training set of class rω  as 

{ }1 2, ..., l
r r rM M M , where each covariance matrix (1 )i

r i l≤ ≤M  describes correlativity 

among samples in the sequence iT . In order to evaluate the differences between two 
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covariance matrices, we define a dissimilarity function ( )Dist i  which compares two 

different covariance matrices with the form of  

 

( , )Dist A B                                                  (4.3) 

 

The result of ( )Dist i should reflect the covariance difference between matrices A and 

B in a reasonable manner.  

 

The center of training covariance matrices in each class is utilized to construct its 

corresponding profile. Given an observed obsM , the threshold based classifier will 

assign it the class label according to the following classification algorithm: 

 

if ( , ( )) ,         then  

if , ( , ( )) ,   then  

obs obs
r r r

obs obs
r r

Dist E

r Dist E unkown attack

ω δ ω

ω δ

 ≤ ∈


∀ > ∈

M M

M M
      (4.4) 

where r  is the training class label, 1 r R≤ ≤ ,  

( )rE ω  is the expectation of training class rω   

rδ  is the settled threshold for class rω . 

 

 The aim of the threshold based approach is to find a suitable threshold for each 

training class. The determined threshold will provide a reasonable range to cover the 

variance of the covariance changes in the same class as well as to keep the samples 

from other classes outside. If all difference matrices between the observed covariance 

matrix and any known class’ profiles exceed the ranges within which the 

corresponding threshold restricts, an unknown attack will be signaled.  A total of R 
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threshold rδ  1 r R≤ ≤  are required to obtain for R already known 

classes: 1 2, , , Rω ω ω…  provided in the training stage.  

 

The above described detection approach can be implemented in many different 

ways.  We will introduce several implementations in the following chapters.   

 

4.3 Discriminative Advantages 

4.3.1 Capability to Distinguish Two Classes with Same Class Means 

In addition to the performance improvement by utilizing the statistical information in 

groups of samples as discussed in Section 2.6.2, the covariance matrix based detection 

approach also provides an advantage of distinguishing different classes effectively in 

the case where the mean based detection approaches fail. 

 

In the case where the first-order based detection approach fails to distinguish two 

classes with the same mean, the threshold based detection approach provides a new 

detection tool to distinguish unknown attacks without looking for additional first-

order features. We visualize this advantage in Fig. 4.4. The samples from two classes 

are symbolized by squares and crosses respectively. The two classes have the same 

means but different variances.    
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Fig. 4.4 Two non-separable attacks distinguished in the covariance feature space 

 

As shown in Fig. 4.4, the class1 and class 2 are not distinguishable from each other in 

the current two dimensional feature space by employing either the Euclidean distance 

based detection approaches or the Manhalanobis distance based detection approaches. 

In order to differentiate the two classes from each other, we may use two different 

methods. One is to look for new additional features. But what is the favorable feature 

set for the anomaly detection problem is still an open problem. The other method is to 

make use of the second-order statistics of the two classes. Clearly the two classes are 

distinguishable because they have different variances. 

   

 Mathematically, let us consider such a case where two population means are close 

to each other. For example, there are two populations ( ) ( ) ( )( )2~ , , 1, 2l l lX N lµ σ =  with 

( ) ( )1 2 0µ µ= =  and ( ) ( )1 2σ σ≠ . The purpose is to determine which population these n 

samples belong to, if a total of independent variables , 1,2,...,tx t n=  are from one 

population. 
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To solve this problem, we can not utilize the mean based classification approaches. 

Since ( )
( )

( ) ( )
( )

( )

( ) ( )

2 1*
1 2

1 2 1 2

σ σ
µ µ µ

σ σ σ σ
= +

+ +
i i in the determination rules (2.4) is equal to 

( )lµ , the probability of determining any sample either correctly or incorrectly will be 

50%. These results make no sense in classification.  

 

In contrast, the variance/covariance based detection approach succeeds in solving 

such a problem. In details, we define a new variable ( )
( )

2

1

n
t

l
t l

xS
σ=

 
=  

 
 

∑ . Since 

independent sample ( )2~ 0,tx N σ  1,2,...,t n= , ( )lS  will have a ( )2 nχ  distribution 

with its mean ( )( )lE S n=  and its variance ( )( ) 2lD S n= . Let 
( )

( )
( )

2
l

l lY S
n

σ
= , we will 

obtain  

( )( ) ( )
( ) ( )

( )( ) ( )
( )

( ) ( )
( )

2
2

22 2 2
2

2
2

l
l l l

l l l
l l l

E Y E S
n

D Y D S n
n n n

σ
σ

σ σ σ
σ

  
 =   =

   


   
=   =   = ×        

            (4.5) 

The variance of a total of n samples is  

 2

1

1 n

t
t

y x
n =

= ∑                                                   (4.6) 

Clearly ( )2s n yσ=  is a sample from the population ( )2~S nχ . Therefore, the 

distance between y  and the population ( )lX , ( )1, 2l =  will be  

( )( ) ( )( ) ( )( ) ( ) ( )( )2 2, 2l l l l ld y X y E Y D Y y nσ σ= − = −           (4.7) 

Let ( ) ( )

( ) ( )

2 2
1 2*

2 2
1 2

2σ σ
ϑ

σ σ
=

+
, we obtain the following determination rules : 
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( )( ) ( )( )
( )( ) ( )( )

*
(1)1 2

*
(2)1 2

 , , ,

 , , ,

if y d y X d y X y X

if y d y X d y X y X

ϑ

ϑ

≤ ⇔ ≤ ∈

> ⇔ > ∈
                    (4.8) 

Therefore, the precision rates of classifying a group of n samples are 

( )
( )

( )

( ) ( )

( )
( )( )

( ) ( )

2
2

2 2 2 21 2

2

2 22
1

22 2
1 2

2
1*

1 0
2

1*
22

2

1
2

1
2

s n

n

s n

n

n

n

n
n

p y e s ds

p y e s ds

σ

σ σ

σ

σ σ

ϑ

ϑ

− −+

+∞ − −

+


 = ≤ =
 Γ

 = > = Γ

∫

∫

P

P
                       (4.9) 

where 1p  is the probability that a total of n samples from population (1)X  are 

classified correctly into (1)X , 2p  is the probability that a total of n samples from 

population (2)X  are classified correctly into (2)X . 

The classification error rates are  

( )( )

( ) ( )

( )

( )

( ) ( )

2 22
2

22 2
1 2

2
1

2 2
1 2 2 2

2

1
21 1

2

2

1
2 2 0

2

11
2

11
2

s n

n

s n

n

n
n

n

n

f p e s ds

f p e s ds

σ

σ σ

σ

σ σ

+∞ − −

+

+ − −

 = − = Γ



= − =
Γ

∫

∫
                           (4.10) 

where 1f  is the probability that a total of n samples from the population (1)X  are 

classified incorrectly into the population (2)X , 2p  is the probability that a total of n 

samples from the population (2)X  are classified incorrectly into the population (1)X  

Let us give an example. Assume two normally distributed populations as follows, 

( )

( )

( )

( )

1 2

1 2

0 0
        

2 8

µ µ

σ σ

= =  
 = =  

                                       (4.11) 

When 20n = , we can obtain that detection precision rates are 1 0.993p =  and 

2 0.999p = , and the error rates are 1 0.007f =  and 2 0.001f = , respectively. However, 

any mean based classifier will fail since the two populations have the same means.  
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  In the above discussions, we use the presumed parameters such as mean and 

variance in the calculation. These parameters can be estimated in real applications. It 

is no doubt that the probability distributions will be more complex in real applications; 

however, the mentioned examples will help us to understand the benefit of utilizing 

the variance or covariance information in groups of samples to improve the 

effectiveness of the detection.   

 

4.3.2 Capability to Identify Unknown Classes 

In the current anomaly detection systems, Neural Network (NN) based approaches 

and statistical approaches are typically employed. In order to explain the 

discriminative abilities of covariance feature space in identifying unknown attacks, 

we sketch the partition boundaries of the covariance feature space in comparison with 

that of traditional NN based detection approach and statistical detection approach in 

this section.   

 

Basically, NN based approaches are capable of accounting for any functional 

dependency. The network is able to discover the nature of the dependency with no 

need  to prompt and postulate a model [Haykin, 1999]. Consequently, many anomaly 

detection systems employ NN based approaches. In the application of identifying 

anomalies, an NN based classifier normally has many outputs which correspond to 

different attack types respectively. A limitation of NN based detection approaches is 

that during testing, any input to the system will have an output which will fall into one 

of already learned outputs. In other words, given an unknown attack, an NN based 
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classifier may wrongly classify it as one of known attack types identified in the 

training set. This drawback will definitely decrease the discriminative abilities of the 

classifier in the anomaly detection. 

 

A typical feature space partition in NN based approaches is sketched in Figs. 4.5 (a) 

and 4.5 (b). Figs. 4.5 (a) and 4.5 (b) illustrate the drawbacks of NN based approaches 

in identifying anomalies. Let us assume that there are three attack types in the training 

set. After training, the classifier determines the boundaries among the training classes. 

i.e., class 1, class 2 and class 3. After the training procedure is completed, the feature 

space is divided into three parts as shown in Fig. 4.5 (a). However, in the testing stage, 

if samples of a new attack type are provided as the input to the detector, e.g., the 

samples from the unknown class 4 as shown in Fig. 4.5 (b), the detector will wrongly 

determine these samples as one of the training class types, i.e., class 1 in Fig. 4.5 (b). 

 

Statistical approaches model sample data based on their statistical properties. 

Normally the detection approach will make a judgment on the type of the testing 

samples by evaluating the degree of the testing samples falling into the same 

distribution obtained in the training stage [Markou and Singh, 2003a].  

 

Statistical approaches are useful in network anomaly detections because the 

network attack itself is the result of a number of packets. The decision boundaries in 

the statistical anomaly detection approaches divide the feature space into different 

partitions. Each partition corresponds to an attack type. Given some samples of an 

unknown attack, the classifier will label them as one of training classes, even if they 
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do not satisfy any known distribution. Here we present an example of detecting 3 

classes, where two classes are identified in the training set while the other one 

additional unknown class is identified in the test set. All the three classes fall into the 

normal distribution. We sketch the corresponding partition of the feature space in the 

typical statistical detection approaches in Figs 4.5 (c) and 4.5 (d).  

 

As shown in Fig. 4.5 (c), the feature space is divided into two parts because there 

are two classes in the training set. The samples in each part are identified as different 

types. For example, class 1 and class 2 in this example. However, when we are given 

with samples of an unknown attack type during detection, e.g., class 3 in Fig. 4.5 (d), 

they will be wrongly identified as one of already known classes, e.g. class 2 in this 

case. 

 

           

(a)                                (c)                                          (e) 

            

(b)                                          (d)                                           (f) 
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Fig. 4.5 Comparisons of feature space partitions and boundaries. 

 (a) and (b) Feature space partition in NN based approaches;  

(c) and (d) Feature space partition in statistical approaches;  

(e) and (f) Feature space partition in threshold based covariance detection approach 

 

In contrast, the covariance feature space partition is shown in Figs. 4.5 (e) and 4.5 

(f). Figs. 4.5 (e) and 4.5 (f) show that the three already known classes do not occupy 

the whole feature space. Different from the open boundaries in the original feature 

space, the boundaries in the covariance feature space is constrained. Fig. 4.5 (f) shows 

that when given the samples from an unknown class 4, the detector labels them as a 

new type according to their own covariance matrix expectation. 

4.3.3 Discussions 

It has been observed that “most pattern classification algorithms and neural networks 

fail to automatically detecting unknown classes because they are discriminators rather 

than detectors. They often use open decision boundaries, such as hyper-planes, to 

separate targets from each other and fail to decide when a feature set does not 

represent any known class” [Markou and Singh, 2003b]. From the viewpoint of 

feature space, the intrinsic classification properties of these two methodologies result 

in their inability of providing certain space for the unknown attacks. Since the 

decision space determined in the training stage occupies the whole feature space, 

there is no room left in the decision space for unknown attacks to be identified as 

unknown classes.  
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On the contrary, the covariance feature space offers the benefit of identifying the 

unknown attacks because it constrains each attack boundaries with their specific 

statistical meanings in the high dimensional space, as shown in Fig. 4.5. 

 

From Fig. 4.4, one may find that the distribution information of the samples has 

already been contained in the covariance matrix -- the second-order statistics of the 

samples. Therefore, an additional advantage of our detector is that it is independent of 

the assumption of the original sample’s distribution.  

 

In practice, it is reasonable that the threshold based detection approach utilizes the 

covariance matrix calculated from a collection of data in a fixed and equal length. An 

applied on-line detection system has to take the network constraints into consideration. 

This constrains are well known in networking community and have been articulated in 

the classical context of packet switching [Estan and Varghese, 2003]. Capturing per 

packet information or netflow records for each router and transporting it to data 

warehourses in unrealistic [Cormode and Muthukrishnan, 2004]. We only take care of 

traffic within a determined time interval. According to the interval selection method 

presented in [Tan and Xiang, 2001], the time interval could be set as 20 seconds or 2 

seconds (as the time interval used in KDD 1999 intrusion detection contest). We can 

also determine a practical time interval through training, as illustrated in Section 6.4.2. 

 

4.4 Evaluation of Data Acquisition 

Up to now, how to obtain a set of fair and satisfactory dataset to evaluate different 

intrusion detection approaches is still an open problem in the research of network 
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security. The researchers in the field of intrusion detection approach have been faced 

with the following dilemma: On one hand, any detection approach needs to be 

verified; on the other hand, there is no adequate enough intrusion detection 

benchmark built up to now.  

 

Normally, two approaches are utilized to evaluate different anomaly detection 

approaches. One is to utilize the public dataset which can serves as a practical 

benchmark to evaluate different approaches. In the literature, lots of intrusion 

detection approaches are evaluated on the publicly-available MIT/LL dataset, such as 

the detection work in the recent literature provided by [Zhang et al., 2005] and the 

work by [Sarasa et al., 2005]. As we know, many flaws exist in the KDD dataset as 

discussed in [Mahoney and Chan, 200], but to our knowledge the KDD CUP 1999 is a 

public dataset which contains many labeled attack types. We use this dataset in our 

experiments, since we could not find a better public dataset which can serve as a 

benchmark on which to evaluate different IDS methodologies.  

  

The other evaluation approach is through network simulations. However, the 

network traffic analysis is still obstructed by the difficulty of actually identifying 

dependence and estimating its parameters unambiguously (Karagiannis et al., 2004). 

How to model the network traffic is still an open and very difficult problem. Although 

in the last few years it was frequently claimed that the network traffic could be 

modeled as either a long-range dependent (LRD) stationary random process, or an 

asymptotically second-order self-similar process (ASOSS), or a process with both 

LRD and SS properties [Leland et al., 1994; Erramilli et al., 1996], but no model is 

accepted as definitive up to now [Roughan et al., 2000]; what is more, Gubner, J.A. 
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has proved that ASSOS does not imply the LRD; on the other hand, LRD does not 

imply SS either (Gubner, 2005). In other words, “given only the power spectral 

density of a process, it may be difficult to use the proposition to show that the process 

is LRD” (Gubner, 2005). These results make the simulations on network traffic even 

more difficult, e.g. what type of a statistical model could be utilized to simulate the 

network traffic is quite uncertain. The simulation data for the network anomaly 

detection approach is often obtained by simulating the attack traffic into background 

traffic where the real network traffic serves as the background traffic. 

 

4.5 Summary 

Inspired by the initial inspiring experimental results of detecting SYN-flooding attack, 

in this chapter we describe the detailed threshold based detection approach in the 

covariance feature space. The detection approach evaluates the covariance changes to 

distinguish different classes or attacks. Since the covariance matrix of sequential 

samples is utilized in the detection, one of the merits of the approach is its 

effectiveness in distinguishing multiple classes with close or equal centers while any 

traditional classification approach will fail. What’s more, the threshold based 

detection approach provides a constrained rather than an open boundary for each 

known class. Therefore, it enjoys another discriminative merit of distinguishing 

traditional non-separable classes with the same means and identifying the unknown 

classes. 

 

Utilizing the changes of covariance matrices directly in anomaly detection is one of 

our main contributions in this thesis. As we know, it would be more accurate if we 
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could use the pdf (probability density function) or joint pdfs to completely describe 

the normal traffic. However, in practice, it is very difficult to obtain the real pdf of the 

normal network traffic. In the last few years many works claimed that the network 

traffic can be modeled as a long-range dependent (LRD) or self-similar (SS) 

stationary process, where single feature such as byte rates, packet rates or inter-arrival 

times of the frames are considered. But recent evidence shows that the Internet traffic 

cannot be characterized by just a single Hurst parameter in the SS because of its 

extremely non-stationary [Makowski, 2002; Karagiannis et al.,2004; Gubner, 2005]. 

There is a need for more approaches and models to discover its real nature. The 

threshold based detection approach utilizes the covariance matrix changes to detect 

normal and abnormal and distinguish different flooding attacks from one another, 

which also provides a new tool to help discover the patterns of the normal traffic and 

different attacks in terms of multivariate correlations in the sequences of fixed and 

equal length. 

 

  In fact, when we regard a network traffic record as a random vector, each 

dimension of the vector will describe the scale of each observed features in each 

sampling event. The examples of these observed features includes the number of 

packets to the same host, the packet rate, the number of connections to the same host, 

the number of connection that have “SYN” errors to the same host, and so on. They 

could be directly obtained by using of any network monitoring equipments. The 

detection approach described here mainly utilizes the covariance matrix -- one of high 

order numerical characteristics of network vectors to characterize the network traffic. 
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The detection approach described in this chapter is general. It can be implemented 

in different ways. Public dataset and simulation data are two datasets which can be 

practically utilized to evaluate the effectiveness of the detection approach. We will 

introduce several implementations of the threshold based detection approach in the 

following chapter. In this chapter, we use the simulated attacks in the experiments to 

show the effectiveness of the covariance matrix based detection approach. In the next 

chapter, we will utilize the public dataset such as KDD CUP 1999 dataset in our 

experiments to verify the effectiveness of the covariance matrix based detection 

approach in different implementations. 
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Chapter 5  

Intrusion Detection in Covariance Feature Space 

This chapter describes several implementations of the threshold based detection 

approach either in scalar or in matrix. One is the threshold scalar implementation 

which utilizes the Euclidean distance to determine a scalar threshold. The scalar 

threshold evaluates the total covariance difference of each pair of features. The other 

two implementations are threshold matrix implementations which utilize the 

maximum statistics and the theorem of Chebyshev inequality to determine a threshold 

matrix, respectively. Each entry in the threshold matrix evaluates the corresponding 

correlations between each pair of features.  

 

Extensive experiments and comparisons with other detection approach on the same 

datasets are presented in this chapter. The base dataset used in the experiments is the 

public KDD CUP 1999 dataset.  The experiments and comparisons is used to verify 

that  

 whether the covariance can be regarded as a feature to reflect the flooding attack 

patterns 

 the effectiveness of the threshold based approach in covariance feature space  

 

5.1 Performance Indices 
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Before we go into the detailed experiments, let us firstly describes several 

performance indices for evaluating the performance of the classifier and anomaly 

detector. The measures include Precision Rate (PR), Misclassification Rate (MR), 

Total Precision Rate (TPR), Total Misclassification Rate (TMR), Detection Rate (DR) 

and False Alarm Rate (FAR). Their definitions are as follows. 

 

Table 5.1  Notations used in performance indices 

Notation Meaning 
R Number of training classes 
S Number of test classes S R>  

rω  rth class in the training set 1 r R≤ ≤  

rϖ  rth class in the test set 1 r S≤ ≤  

rω  number of i
rM contained in rth class in the training set 

rϖ  number of i
rM  contained in rth class in the test set 

Nϖ  number of normal   in the whole test setiM  

Aϖ  number of abnormal   in the whole test setiM  

r rω →  number of in is detected asi
r r rM ω ω  

s rω →  number of in is detected asj
s s rM ω ω  

N Nϖ →  number of normal   deteced as normal during testiM  

N Aϖ →  number of normal   deteced as abnormal during testiM  

r
PRω  Precision Rate of rth class rω  

r
MRω  Misclassification Rate of rth class rω  

TPR Total Precision Rate of the classifier in the test 
TMR Total Misclassification Rate of the classifier in the test 
DR Detection Rate 
FAR False Alarm Rate 

 

/
r r r rPRω ω ω→=                                                      (5.1) 
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1

( )
 

r

R
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∑                                  (5.2) 
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/N N NDR ϖ ϖ→=                                                      (5.5) 

 

/N A AFAR ϖ ϖ→=                                                     (5.6) 

 

Equs. (5.1) ~ (5.6) are used to evaluate the classifier performance in the testing stage. 

The total precision rate in Equ. (5.3) is a weighted precision rate of each test class, 

and the total classification rate in Equ. (5.4) is a weighted classification rate of each 

training class. These two criteria evaluate the performance of classifier in the sense of 

distinguishing multiple known and unknown classes. The definitions of detection rate 

in Equ. (5.5) and false alarm rate in Equ. (5.6) are widely accepted in the intrusion 

detection field. They evaluate discrimination abilities of the classifier/detector in the 

sense of identifying abnormal classes from the normal class. 

 

In addition, we also employ Receiver Operating Characteristic (ROC) curve to plot 

pairs of false alarm rate and detection rate when using various normal thresholds. 

Since different thresholds lead to different pairs of false alarm rate and detection rate, 

the ROC curve will describe the whole performance of the detector in the test.  
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5.2 Dataset Description 

The dataset we use is KDDCUP 99 dataset which can be found at 

http://kdd.ics.uci.edu/databases/kddcup99/kddcup99.html. It is constructed on the 

basis of the raw data of TCP dump data from 1998 DARPA evaluations [Lincoln 

Laboratories, 1999] for the purpose of network intrusion detector competition. The 

testing data are not labeled, which makes it difficult to evaluate the performance of 

detection techniques. Hence, we use the training data set for both training and testing 

in all the experiments. The detailed samples and sequence length used in the 

experiments will be described in each implementation in Section 5.5, Section 5.6 and 

Section 5.7, respectively.  

 

  The sequence length n controls the number of observations in each covariance 

matrix calculation. In order to discuss the effect of different time interval on the 

detection effectiveness, we use different sequence lengths in different experiments.  

 

5.3 Features Used 

As described in Section 3.2, the features used in the detection are the covariances 

among all p physical features. There are a total of 41 features provided in the 

KDDCUP dataset. A detailed description of these 41 features is given in (Lee, 2000). 

Clearly, different categories of intrusions require different sets of constructed features 

for the detection purposes (Lee, 1999). For example, some features describe the audit 

information in host audit logs, which is mainly used in detecting host based intrusions 

such as User-to-Root (U2R) or Remote-to-Local (R2L) intrusions [Lee, 1999]. The 
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others describe the network connection and traffic information which are called time 

based features [Lee, 1999].  

 

As a conclusion in [Lee, 1999], the time based traffic features are more suitable in 

the detection of DoS and probing attacks which are typical flooding attacks. Therefore, 

we employ all the 9 time based traffic features in our experiments. These 9 time based 

traffic features measure the TCP connection statistics in two seconds, which can be 

statistically calculated on the monitored network traffic using a packet capturing 

program such as tcpdump. They are described in Table 5.2 which is derived from [Lee, 

2000]. In fact, we also did many experiments with different feature groups among the 

41 features and found that we can only use the time based traffic features operating on 

the KDD CUP 99 dataset to achieve a good detection results for the obtained attacks 

described in Section 5.2. This finding is consistent with experimental results of the 

feature selection provided in [Lee, 1999]. 

 

Table 5.2 Traffic features description 

Features Description 

count number of connections to the same host as the current connection 
in the past two seconds 

serror_rate % of connections that have ``SYN'' errors 
rerror_rate % of connections that have ``REJ'' errors 
same_srv_rate % of connections to the same service 
diff_srv_rate % of connections to different services 

srv_count number of connections to the same service as the current 
connection in the past two seconds 

srv_serror_rate % of connections that have ``SYN'' errors 
srv_rerror_rate % of connections that have ``REJ'' errors 
srv_diff_host_rate % of connections to different hosts 
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5.4 Covariance Distributions of Experimental Data 

To validate the covariance differences among the normal traffic and different flooding 

attacks, we plot the covariance values of all samples of different classes in the testing 

dataset. As we know, the covariance feature space in the validations has a dimension 

of 45 where the feature number p equals 9. In order to present the changes of 

covariance on different dimensions clearly, we convert the form of a matrix into a 

multi-dimensional vector with the rules as (1,1) 1⇒ , (1,2) 2⇒ , (1,9) 9⇒ and 

(2,2) 10⇒ …. Since a covariance matrix is symmetric, in the transformation, we only 

consider the elements in the upper triangle matrix. The transformation rule is that any 

coordinates ( , ) 1i j i j p≤ ≤ ≤  in a covariance matrix will correspond to the entry 

( ) ( )* 2 1 / 2i p i p j− + − −  in its corresponding vector. For example, the coordinates (3,4)  

in a covariance matrix will correspond to the entry ( ) ( )3* 2*9 3 1 / 2 9 4 19− + − − =  in the 

corresponding vector. The coordinates (3,5)  in a covariance matrix will correspond to 

the entry 20 in the corresponding vector. The coordinates (9,9)  in a covariance matrix 

will correspond to the last entry 45 in the corresponding vector. Fig. 5.1 demonstrates 

the changes of covariance values of all samples of different classes in the testing 

dataset, from the dimension 19 to the dimension 36. The x-axis represents the entry 

label in the corresponding vector. The y-axis represents the covariance value. Fig. 5.1 

(a) shows the covariance distributions of the normal traffic. Fig. 5.1 (b) shows the 

covariance distributions of the Neptune attack traffic. Fig. 5.1 (c) shows the 

covariance distributions of the Smurf attack traffic. Fig. 5.1 (d) shows the changes of 

covariance distributions of these three different classes. 
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(a) Covariance Distributions of the 

Normal Traffic 

 

(b) Covariance Distributions of the 

Neptune Attack 

 

(c) Covariance Distributions of Smurf 

Attack 

 

(d) Covariance Distributions of Three 

Classes

Fig. 5.1. Covariance distributions of the Normal, Neptune and Smurf traffic. 

 

Figs. 5.1 (a)-(c) show that the covariance distribution on each dimension converges 

stably within a certain range for a particular class. Fig. 5.1 (d) further shows that 

different classes have obvious different covariance distributions. For instance, in Fig. 

5.1 (d), the distribution of the 3 5f fσ  (corresponding to the 20th  label on x-axis) of the 

Neptune attack traffic denoted by plus symbols is clearly different from that of the 

normal traffic denoted by circles. Thus, these results experimentally validate that the 
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difference among covariance matrices can be directly utilized to distinguish different 

flooding attacks from the normal traffic.  

5.5 Euclidean Distance Implementation 

5.5.1 ( )Dist i  Implementation 

We have described the threshold based detection approach in Equ. (4.4) in Chapter 4 

as: 

if ( , ( )) ,         then  

if , ( , ( )) ,   then  

obs obs
r r r

obs obs
r r

Dist E

r Dist E unkown attack

ω δ ω

ω δ

 ≤ ∈


∀ > ∈

M M

M M
 

where r  is the training class label, 1 r R≤ ≤ , ( )rE ω  is the expectation of training 

class rω  and rδ  is the settled threshold for class rω  and obsM  is an observed sample. 

 

We define the dissimilarity function ( )Dist i  in the Euclidean distance 

implementation as follows: 

 

, 1

,  ( ),  1 ,  1 ,

( , ( ))

obs obs r
ij ij r

p
obs obs r

r ij ij
i j

m m E r R i j p

Dist E m m

ω

ω
=

∀ ∈ ∀ ∈ ∀ ≤ ≤ ∀ ≤ ≤

= −∑

M

M
                                (5.7) 

where R is the known class number and p is the monitored feature number.  

 

The result of the function ( )Dist i  in the Euclidean distance implementation is a 

scalar. It evaluates the total absolute covariance difference between the observed 

sample and the profile of each known class. As we know, each element in a 

covariance matrix reflects the correlativity between two features. Under this definition, 

the more greatly the covariance changes, the bigger the dissimilarity between 
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covariance matrices obsM  and ( )rE ω  is.  

5.5.2 Threshold Determination 

  It is no doubt that we have to face a trade-off between the precision rate and 

misclassification rate. In the Euclidean distance implementation, we propose an 

optimal threshold determination algorithm. The main point of this algorithm is to 

restrict the statistics of ( )Dist i  on training samples to achieve the maximum value of 

classification precision rate over misclassification rate, with constrains of keeping the 

classification precision rates greater than 90% if possible. The detailed algorithm is 

depicted in Fig. 5.2. A randomly selected large number can be set as the initial value 

of each rδ . To save the time spent on calculation, we set the initial value of different 

rδ  as the maximum difference between the samples and the mean of 

( )1r r r Rω ∀ ≤ ≤  in this algorithm. The output of the determination algorithm is R 

thresholds. Each corresponds to the preferred threshold for each class. All the 

thresholds construct a vector. We call it threshold vector named T  in this algorithm. 

The related performance terms such as precision rate and misclassification rate used 

in the algorithm are described in Section 5.1.  

 

Threshold Determination Algorithm 
begin initialize 0r ← , threshold vector [ ]←T  

for 1r r← +  

initialize 
1

max( ( , ( )))
l

i
r r ri

Dist M Eδ ω
=

← , training samples i
rω , 0k ←  

Do   1k k← +  

compute r

r

Precision Rate
Misclassification Rater

k
δ

ω

ω

θ ←  

0.005r rδ δ← −  
until Precision Rate 90%

rω
<  
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arg max
r

r

k
r k δ

δ
δ θ←  

[ ] rr δ←T  
until r R=  
Return T 

End 
 

Fig. 5.2 Pseudo code to determine multiple thresholds for multiple training classes 

5.5.3 Experiments 

5.5.3.1 Data description 

In the experiments, only the classes which contain records greater than 200 are 

selected. The main reason of making this selection is that “it is not always possible to 

formulate a classification model to learn the anomaly detector with insufficient 

training data” [Lee, 1999]. Therefore we obtain a total of 14 different intrusion types 

in our experiments, which include one normal class, 6 known intrusion types and 7 

unknown types. We divide all of samples into two datasets, one is for training and the 

other is for testing. A detailed dataset description in our experiments is presented in 

Table 5.3. Note that most of the attacks we obtain are DoS and probing attacks -- two 

typical flooding attacks.  

 

Table 5.3 Multiple intrusions description 

Type Number of training samples  Number of Testing samples  Category
normal 94722 63148 normal
smurf 266929 177952 DoS
back 1981 1320 DoS
neptune 99122 66080 DoS
portsweep 837 557 probing
ipsweep 932 621 probing
satan 1934 1288 probing
apache2 0 794 DoS
mailBomb 0 5000 DoS
Mscan 0 1053 probing
processtable 0 759 DoS
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saint 0 736 probing
snmpgetattack 0 7741 U2R
snmpguess 0 2406 U2R
 

5.5.3.2 Parameter selections 

There are several parameters to be chosen, namely the equal sequence length n  and 

the R  thresholds ( ) 1r r Rδ ≤ ≤ . The parameter n  controls the number of 

observations in each covariance matrix calculation, while the threshold rδ  restricts 

the degree to which two evaluated objects belong to the same class. In our 

experiments, the value of the parameter n  is set to 200. And the threshold rδ  for each 

class is obtained in the training procedure described in section 5.5.2. 

 

5.5.3.3 Experimental results  

The ROC curve by using different normal thresholds is shown in Fig. 5.3. 
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Fig. 5.3 ROC curve in Euclidean distance implementation  
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Fig. 5.3 shows that the detection rate reaches over 96% when the false alarm rate is 

only 4.13%. We can also notice that the detection rate has a linear rather than log-like 

increase with the false alarm rate increasing from 3.8% to 4.13%, which indicates that 

the dataset we used in the experiments are somewhat simple. In fact, besides the effect 

of the dataset, the shape of the ROC curve will also be affected by the threshold 

determination algorithm. The more optimal the threshold determination algorithm is, 

the smoother and better curve the ROC figure will present. In order to optimize the 

detection results. For example, we can use some genetic algorithm to obtain a 

theoretical optimal threshold vector rather than the practical one proposed in this 

implementation. We can also utilize a matrix rather than a quantity scalar as the 

threshold, which will be described in the following sections. The above possible 

optimizations will definitely improve the precision of evaluating the covariance 

differences. There are many things to study a more optimal determination algorithm, 

and the study in this aspect is ongoing. 

 

The statistics of ( , ( ))j
rDist E ωM  reflects the statistical property of correlativity 

changes within each training class (1 )r r Rω ≤ ≤ . Table 5.4 summarizes these 

statistics and shows the preferred threshold vector obtained in the process of threshold 

determination described in Section 5.5.2. 

  

Table 5.4 Statistics of sum of correlativity changes and selected threshold for each 

class 

Statistics normal smurf back neptune portsweep ipsweep satan 
Mean 0.3457 0.0036 0.3143 0.4758 0.5562 0.3314 0.4421 
Stand deviation 0.1885 0.0353 0.0816 0.1857 0.1486 0.0846 0.109 
Maximum 1.3973 0.4612 0.4723 1.5163 0.7217 0.3999 0.6085 
Preferred thresholds 0.8612 0.0393 0.5592 1.0280 0.7721 0.5850 0.6447 
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When using the above preferred thresholds of different training classes obtained 

from training, we obtain the corresponding classification results for each test class, as 

listed in Table 5.5. 

 

Table 5.5 Classification results of distinguishing multiple classes using the preferred 

threshold vector 

 normal smurf back neptune portsweep ipsweep satan New 
intrusion

normal 93.33% 0 0 0 0 0 0 6.67% 
smurf 0 98.88% 0 0 0 0 0 1.12% 
back 33.33% 0 16.67% 0 0 0 0 50% 
neptune 0 0 0 98.48% 0 0 0 1.52% 
portsweep 0 0 0 0 100% 0 0 0 
ipsweep 0 0 0 0 0 33.33% 0 66.67% 
satan 0 0 0 0 0 0 100% 0 
apache2 0 0 0 0 0 0 0 100% 
mailBomb 0 0 0 0 0 0 0 100% 
mscan 0 0 0 0 0 0 0 100% 
processtable 0 0 0 0 0 0 0 100% 
saint 0 0 0 0 0 0 0 100% 
Snmpgetattack 0 23.68% 0 0 0 0 0 76.32% 
snmpguess 0 50% 0 0 0 0 0 50% 

 

The upper part of Table 5.5 shows the detection rate of each known attack during 

testing, while the lower part of Table 5.5 presents the detection rate of the unknown 

attacks. From Table 5.5, we can find that the majority of the known attacks have been 

detected with high precision rates and low misclassification rates. The fact that the 

detection for two attack types such as back and ipsweep could not achieve good 

classification results is mainly due to the lack of their samples provided in the dataset. 

We can also notice that all the unknown flood attacks (belong to DoS and probing 

categories, refer to Table 5.3) have been identified with 100% precision rates. 

 

In order to show the overall performance of Euclidean distance detection used as a 

multi-class classifier, we present the values of total precision rate and total 

misclassification rate in Table 5.6 when different threshold vectors are used. The max 
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threshold vector in Table 5.6 refers to the threshold vector constructed by the 

maximum threshold of each training class: 
1

max( ) max( ( , ( )))
l

i
r r ri

Dist Eδ ω
=

= M . Clearly 

the max threshold reflects the maximum statistics of the correlativity changes between 

the sample sequences and total samples.  

 

Table 5.6 Classification results using the max threshold vector and preferred threshold 

vector 

 Max Threshold Vector Preferred Threshold Vector 
Total Precision Rate 94.984% 96.420% 
Total Misclassification Rate 5.020% 3.590% 

As a detector, the total precision rate and total misclassification rate are two 

important indices to show the performance of the detection. In order to show the 

performance of our approach to detect different intrusions, we calculate the total 

precision rate (according to Equ. (5.3)) and total misclassification rate (according to 

Equ. (5.4)) using the same preferred threshold vector on different set of intrusions: all 

intrusions, known intrusions and unknown intrusions. The results are listed in Table 

5.7.  

 

Table 5.7 Classification results of all the intrusions with preferred threshold vector 

Rate All intrusions Known intrusions Unknown intrusions 
Total Precision Rate 97.18% 98.30% 83.58% 
Total Misclassification Rate 2.67% 1.54% 16.42% 

 

5.5.3.4 Comparisons 

To our knowledge, Lee has achieved the best detection results on the same dataset 

in the contest of intrusion detection [Elkan C., 1999]. In Lee’s work, the DoS and 

probing attacks are detected using time based traffic features, which are the same as 
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what we used in our experiments [Lee, 1999]. Although the total number of samples 

in DoS and probing categories between Lee’s detection and our detection are not 

equal (because we only select those attacks which contains records greater than 200), 

we can still make a brief comparison. Table 5.8 lists a comparison with the winner’s 

results, which is given in [Lee, 1999]. In Table 5.8, the old means the known 

intrusions and the new means the unknown intrusions (refer to Lee, 1999). From 

Table 5.8 we can see that our method has a better detection for the new intrusions. We 

also calculate the total detection rate by a weighted summation of the detection rates 

of the DoS and probing attacks. It shows that our method achieves a higher overall 

detection rate. 

 

Table 5.8 Comparison of the detection rate on the old intrusions and new intrusions 

Lee’s Detection Our Detection Category 
Old New Old New 

DoS 79.90% (223298) 24.30% (6555) 98.33%(245352) 100%(5794) 
probing 97.00% (2377) 96.70% (1789) 83.21%(2466) 100%(1789) 
Total 80.08% 60.50% 98.18% 100% 

Remark: () brackets the total sample number 

 

5.5.4 Discussions 

The sub datasets we selected (explained in Section 5.5.3.1) surely have some bias on 

the results of our detection, but this subset contains almost all of the samples of the 

DoS and probing attacks. So the detection rates of DoS and probing attacks between 

our detection and Lee’s detection are comparable. The comparison results show that 

the proposed method has a high detection rate in detecting multiple known and 

unknown flooding network intrusions. From the viewpoint of the detection of 

flooding intrusions, these detection results also confirm that the second-order statistics, 



CHAPTER 5 INTRUSION DETECTION IN COVARIANCE FEATURE SPACE 

83 

 

especially, the covariance matrix can be directly utilized in anomaly detection for 

detecting multiple known and unknown intrusions. 

 

5.6 Maximum Threshold Matrix Implementation 

5.6.1 ( )Dist i  Implementation 

We define the dissimilarity function ( )Dist i  in the maximum matrix implementation 

as follows: 

 

,  ( ),  1 ,  1 ,

( , ( )),       

obs obs r
ij ij r

obs obs r
ij r ij ij ij

m m E r R i j p

d Dist E d m m

ω

ω

∀ ∈ ∀ ∈ ≤ ≤ ≤ ≤

∀ ∈ = −

M

M
                         (5.8) 

where R is the known class number and p is the monitored feature number.  

 

The result of the function ( )Dist i  is a matrix. Each element presents the absolute 

covariance difference between the corresponding element in the observed sample and 

that in the profile. 

 

Since the result of ( )Dist i  is a matrix, the threshold rδ  will be a matrix 

correspondingly. We can represent the threshold based detection approach in Equ. 

(4.4) in Chapter 4 as follows: 
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where r  is the training class label, 1 r R≤ ≤ , ( )rE ω  is the expectation of one of 

known training classes rω  and rδ  is the settled threshold matrix for class rω . obsM  is 

an observed sample.  

  

Equs. (5.8) and (5.9) mean that for an observed covariance matrix obsM , the 

classifier will classify it to the same label as the average of one of known classes rω , 

if and only if ( , ( )) [0]obs
r r p pDist E ω ×− ≤M δ . For example, obsM  will be considered as 

normal when obsM  is -matrixNδ  nearest to the center of the normal class Nω in all 

( 1) 2p p +  different positions in the difference matrix of obsM and Nω . If we could not 

find any known class to obsM to be -matrixrδ nearest,  obsM  will be determined as an 

unknown attack. 

 

5.6.2 Threshold Determination 

The determination of multiple thresholds for multiple known classes is a complex 

optimization problem. Especially, that the threshold being a matrix as proposed in 

Equs. (5.8) and (5.9) makes its determination more difficult. Here we propose a 

relatively simple but practical threshold determination algorithm. The algorithm 

attempts to set every entry of the threshold matrix as a value which covers all the 

variances of the corresponding covariance changes. Especially, the maximum 

statistics of the covariance changes is utilized as the initial value of each element in 

the threshold matrix. The aim of the threshold matrix determination algorithm is to 

achieve the minimal misclassification rate for each training class. We increase or 

decrease the threshold matrix by multiplying the threshold matrix with different 
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multipliers. Correspondingly, the classification precision rate and misclassification 

rate will change with different product threshold matrices. Generally, we can obtain a 

set of product threshold matrices which can make the misclassification rate achieve 

the minimum.  We select the minimal multiplier from the product set as the preferred 

threshold matrix multiplier. The preferred threshold matrix is the product of the 

preferred threshold matrix and the initial threshold matrix. In order to illustrate the 

threshold matrix determination process, a realization of threshold matrix 

determination for normal class is provided in Fig. 5.4. The threshold matrix 

determination of other attack classes will have the similar process. Because a 

misclassification of any normal sample will signal a false alarm, the false alarm rate is 

used in Fig. 5.4 instead of misclassification rate. 
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Fig. 5.4 A realization of threshold determination algorithm for normal class 

 

5.6.3 Detection Rules 

Compared with the scalar implementation, the threshold matrix implementation will 

have a more precise detection. We propose a rule-like sequential detection procedure 

for its on-line detection. Assume there are R classes in the training stage and we have 

obtained R threshold matrices according to the above threshold determination 

algorithm. We label the training classes as follows. The normal class is labeled as 

class 1ω  and the attack classes are labeled based on the sample numbers they have. 

The more samples the attack class has, the smaller its label is. Therefore, a labeled 

training class sequence will be obtained as 1 2 3, , ,..., Rω ω ω ω . The detection process is 

demonstrated in Fig. 5.5. 

 

 

Algorithm 

Assume Nω  has a total of l covariance matrix training samples 

1

,  

init   max ,   =0.2;

N N
ij N ij N

l
N N N

ij ij ijk

m

m m multiplier

δ ω

δ
=

∀ ∈ ∀ ∈

= −

δ

 

do { 

      *N N multiplier=δ δ   

       for each Nϖ∈ M  

             if ( , ( ); ) [0]N N p pDist E ω ×≠M δ  count=count+1; 

        endfor 

        FAR(False Alarm Rate) = count/ Nϖ  

multiplier=multiplier+0.01; 

} until (FAR is converged or minimum) 
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Fig. 5.5 Detection rules in maximum threshold implementation 

5.6.4 Experiments 

5.6.4.1 Data description 

In the experiments, only the DoS attack classes which contain records greater than 

200 are considered. There are totally 6 types of DoS attacks in our experiments which 

include 3 known DoS attack types and 3 unknown DoS attack types. We use 3/5 

samples as training set and 2/5 samples as testing set for each selected class. The 

training and testing datasets are disjoint. The detailed dataset description in our 

experiments is presented in Table 5.9. 

 

Table 5.9 Data set description 

Type Training samples Testing Samples 
Normal 94722 63148 
Smurf 266929 177952 
Back 1981 1320 
Neptune 99122 66080 
apache2 0 794 
mailBomb 0 5000 
processtable 0 759 

 

obsM∀  

if 1 1( , ( ); ) [0]obs
p pDist E ω ×=M δ , then obs

Nω∈M  

elseif  2 2( , ( ); ) [0]obs
p pDist E ω ×=M δ , then 2

obs ω∈M  

elseif  3 3( , ( ); ) [0]obs
p pDist E ω ×=M δ , then 3

obs ω∈M  

… … 

else obs ∈M unknown attack 
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5.6.4.2 Parameter selections 

In our experiment, the sequence length parameter n  is set to 200 with a sliding 

window of 50, while the preferred threshold rδ  for each known classes is obtained in 

the training procedure described in Fig. 5.4.  

5.6.4.3 Experimental results 

The ROC curve in Fig. 5.6 illustrates the performance of different threshold matrix 

used in detecting the normal class, in terms of different pairs of detection rate and 

false alarm rate.  
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Fig. 5.6 ROC curve in the maximum matrix implementation 

 

Fig. 5.6 shows that the maximum threshold matrix based detection approach 

achieves very high detection rates with very low corresponding false alarm rates. Two 

reasons contribute to this high detection results. One is the dataset itself. The normal 

traffic provided in the dataset is somewhat too simple. The other reason is that the 

threshold utilizes a matrix rather than a scalar to evaluate the covariance changes. 
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Each entry in the threshold matrix evaluates the changes of the covariance of two 

corresponding features. Therefore, if the observed covariance matrix (e.g. the samples 

of the attack class) should not be labeled as the provided class profile (e.g. the profile 

of normal class), it is very easy to happen that the changes of some elements in the 

observed covariance matrix exceed the corresponding element in the threshold matrix, 

which will result in the failure of labeling the observed samples as the label of the 

provided profile. However, we will also notice that each entry of the initial threshold 

matrix is settled as the maximum statistics of the covariance changes, which increase 

the opportunity of labeling the observed sample of covariance matrix as its corrected 

class label. Therefore, the false alarm rate of the normal class or the misclassifications 

rates of the attack classes will be very low while the classification precision rate will 

be very high in the covariance matrix based detection approach.  

 

Table 5.10 shows some pairs of false alarm rate and detection rate in details when 

different multipliers of the initial threshold matrix for normal class are used (refer to 

Fig. 5.4 for detailed threshold determination algorithm for the normal class) 

Table 5.10 Different pairs of false alarm rate and detection rate under different 

threshold matrices of the normal class 

Threshold Multiplier False Alarm Rate Detection Rate 
1.15 0 99.60% 
1.05 0.32% 99.66% 
0.95 2.78% 99.70% 
0.85 7.94% 99.84% 
0.75 10.88% 99.86% 
0.65 16.68%  100.00% 

 

In order to show the performance difference of using different threshold matrices in 

detecting normal class, we list the classification precision rates in detecting testing 

samples of the normal class, under different threshold matrix with different 

multipliers of 1.15 and 0.65 (refer to Table 5.10), respectively. The classification 
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precision results are shown in Table 5.12, where new represents the unknown attack 

class. Each entry in Table 5.11 shows the classification rate of detecting the testing 

samples of normal class as different known classes. For example, the entry of (2,2) in 

Table 5.11 means that the classification rate of detecting the testing samples of the 

normal class as the normal class is 100% under the threshold matrix with multiplier 

1.15.    

 

Table 5.11 Classification precision rates of detecting the testing samples of the normal 

class as known classes and unknown attack 

Threshold Multiplier normal smurf back neptune new  
1.15 100.00% 0 0 0 0 
0.65 83.32% 0 0 0 16.68% 

 

In order to show the overall performance of the covariance based detection 

approach in detecting multiple known and unknown attacks, we list the classification 

results in Table 5.12. Because the threshold matrix determination algorithm proposed 

in Section 5.6.2 is only a practical solution, we only use 1.15 as the threshold 

multiplier for the normal class and simply use the initial threshold matrix as the 

preferred threshold matrix for each known attack class.  

 

Table 5.12 Classification results of distinguishing multiple known and unknown 

classes using the preferred threshold in the threshold determination algorithm 

 normal smurf back neptune New  
normal 100.00% 0 0 0 0 
smurf 0 100.00% 0 0 0 
back 86.96% 0 4.35% 0 8.70% 
neptune 0 0 0 98.86% 1.14% 
apache2 0 0 0 0 100.00% 
mailBomb 0 0 0 0 100.00% 
processtable 0 0 0 0 100.00% 
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Table 5.13 summarizes the total classification precision rates of the results listed in 

Table 5.12, for the different whole dataset of 4 training classes (refer to column 

Training), 7 testing classes (refer to column Testing), 3 known attacks (refer to 

column Known) and 3 unknown attacks (refer to column Unknown), respectively.  

The row of number of samples presents the sample count of the dataset represented by 

the column in terms of the covariance matrix, where the covariance matrix samples 

are obtained under the fixed and equal sequence length 200 with a sliding window 50. 

The total precision rate is calculated as the number of correctly classified samples 

divided by the total samples. 

Table 5.13 Total classification results of distinguish multiple known and unknown 

classes  

 Training Testing Known Unknown 
Number of Samples 9241 6277 4897 121 
Total Precision Rate 99.62% 99.41% 99.24% 100.00% 

 

5.6.5 Discussions 

The experimental results in Section 5.6.4 show that the maximum threshold matrix 

implementation can achieve a high detection rate, high classification precision rate for 

the normal class, known attack and unknown attack classes. These experimental 

results are much better than that of Euclidean distance implementation. In the 

Euclidean distance implementation, the threshold is realized based on a scalar value, 

which evaluates the Euclidean distance of the difference matrix between an observed 

covariance matrix and the profile covariance matrix; while the threshold in the 

maximum threshold matrix implementation is based on a matrix where each entry is 

realized based on the maximum statistics of the covariance changes of two 

corresponding features. Therefore, the detection performance has improved a lot. It is 
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true that the KDD CUP 1999 dataset has some bias on the detection results, because 

the flaws exist and the data is somewhat a little simple. However, the detection results 

verify the effectiveness of employing the covariance matrix in the DoS attack 

detection; particularly, employing a matrix rather than a scalar to evaluate each entry 

of the observed matrix sample will greatly increase the effectiveness of the detection. 

 

5.7 Chebyshev Inequality Based Threshold Matrix 

Implementation 

5.7.1 ( )Dist i  Implementation 

Similar to that defined in the maximum matrix implementation, the dissimilarity 

function ( )( , ) ij p p
Dist d

×
=A B  is defined as the absolute value of the difference matrix 

between two covariance matrices A  and B   

 

, ,ij ij ij ij ija b d a b∀ ∈ ∀ ∈ = −A B                                       (5.10) 

5.7.2 Threshold Determination 

We should find R suitable threshold matrices to implement the threshold based 

detection approach described in Equ. (4.4) in Chapter 4 as : 

if ( , ( )) ,         then  

if , ( , ( )) ,   then  

obs obs
r r r

obs obs
r r

Dist E

r Dist E unkown attack

ω ω

ω

 ≤ ∈


∀ > ∈

M δ M

M δ M
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where r  is the training class label, 1 r R≤ ≤ , ( )rE ω  is the expectation of training 

class rω  and rδ  is the settled threshold matrix for class rω  and obsM  is an observed 

sample. 

 

In order to provide a practical solution to determine a suitable threshold matrix, we 

employ the Chebyshev inequality theorem. The Chebyshev inequality [Hardy et al., 

1988] is a result in probability theory. It gives a lower bound for the probability that a 

random variable with finite variance lies within a certain distance from the variable's 

mean:  

 

Let X  be a random variable with a finite mean ( )E X  and a finite variance ( )D X , 

then for any positive real number ε  

( )( ) ( )
2

D X
P X E X ε

ε
− ≥ ≤                                        (5.11) 

Equivalently,  

( )( ) ( )
2

1
D X

P X E X ε
ε

− < ≥ −                                     (5.12) 

Equ. (5.12) shows the probability that a random variable will assume a value lies 

within a certain distance from the variable's mean is greater than ( )( )21 D X ε−  . 

In our case,  

1 1 1 1 1 2 1 2 1 1

2 1 2 1 2 2 2 2 2 2

1 1 2 2

...

...
cov( )

                      
...

l l l l l l
p p

l l l l l l
p p

l l l l l l
p p p p p p p p

f f f f f f f f f f f f

f f f f f f f f f f f fl

f f f f f f f f f f f f

X

σ σ σ σ σ σ

σ σ σ σ σ σ

σ σ σ σ σ σ

− − − 
 
 − − −

− =  
 
 − − − 
 

M                        (5.13) 

 

In statistical theory, ( ) cov( )lE X=M . Therefore, we have 
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1 1 1 1 1 2 1 2 1 1

2 1 2 1 2 2 2 2 2 2

1 1 2 2

( ) ( ) ... ( )

( ) ( )  ... ( )
cov( )

                      
( ) ( ) ...

l l l l l l l l l l l l
p p

l l l l l l l l l l l l
p p

l l l l l l l l l l
p p p p p p

f f f f f f f f f f f f

f f f f f f f f f f f fl

f f f f f f f f f f

E E E

E E E
X

E E E

σ σ σ σ σ σ

σ σ σ σ σ σ

σ σ σ σ σ

− − −

− − −
− =

− − −

M

( )l l
p pf f

σ

 
 
 
 
 
  
 

               (5.14) 

 

Since we are interested in detecting significant correlation changes which is 

represented by 1 , ,  ( )l l l l
i j i jf f f f

i j p Eσ σ∀ ≤ ≤ − , we only need to set the lower bound for each 

element in the threshold matrix. So for each element in the different matrix 

cov( )l X−M  , according to Chebyshev inequality , we obtain 

 

( ) ( ) 2, ,   ( ) 1 ( )l l l l l l
i j i j i jf f f f f f

i j P E Dσ σ ε σ ε∀ − < ≥ −                             (5.15) 

 

In (9), let 3 ( )l l
i jf f

Dε σ=  and 4 ( )l l
i jf f

Dε σ=  respectively , we can obtain: 

( ) ( ) 1, ,   3 ( ) 1
9l l l l

i j i j i jf f f f f f
i j P Dσ σ σ∀ − < ≥ −                                (5.16) 

( ) ( ) 1, ,  4 ( ) 1
16l l l l

i j i j i jf f f f f f
i j P Dσ σ σ∀ − < ≥ −                               (5.17) 

where 2

1

1( ) ( )l l l l
i j i j i j

s

f f f f f f
l

D
s

σ σ σ
=

= −∑ , s is the total number of sequences of equal length n  

in the training set. 

 

Equ. (5.15) provides a solution to determine the value of every element in the 

threshold matrix subject to the detection probability of normal traffic. For example, if 

the requirement of the probability of accurate detection for normal traffic is (1-1/9), 

the lower bound of the threshold matrix should be set as 3 ( )l l
i jf f

D σ  indicated in Equ. 

(5.16). Similarly, if the requirement of the probability of accurate detection for normal 
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traffic is (1-1/16), the lower bound of the threshold matrix should be set as 4 ( )l l
i jf f

D σ  

indicated in Equ. (5.17).  

 

The Chebyshev Inequality is valid for any stochastic variable regardless of what 

distribution of the variable follows. Therefore, this threshold matrix determination 

process provides a lower bound solution subject to the detection probability 

constraint, regardless of any distribution assumption of the normal traffic. In the 

detection for various flooding attacks, if there exists an element in ( )cov( )l X−M  

which is greater than the corresponding boundary (e.g. 3 ( )l l
i jf f

D σ  or 4 ( )l l
i jf f

D σ  ) 

settled in threshold matrix , we will signal an anomaly. 

 

5.7.3 Detection Rules  

Similar to the maximum threshold matrix detection, we apply the following sequential 

detection rules in the Chebyshev inequality based detection.  Firstly, we order all the 

known classes in the training set based on the sample number. For instance, we obtain 

R ordered classes as 1 2, , , Rω ω ω…  where class 1ω  owns the largest number of samples 

and Rω  owns the smallest. Then the classifier determines the label of a test sample 

according to the following procedure: 
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Fig. 5.7 Detection rules in Chebyshev inequality based detection 

5.7.4 Experiments  

5.7.4.1 Data description 

In the experiments, we use different sequence length n to get different covariance 

matrix samples in order to investigate the effect of different sequence length on the 

detection performance. Besides listing the original samples, we also list different 

covariance matrix samples under different sequence lengths of 10n = (in the column 

Cov_Len1_10), 50n = (in the column Cov_Len2_50) and 150n = (in the column 

Cov_Len3_150) in Table 5.14, respectively.  

 

The samples in the column Cov_Len1_10  and Cov_Len2_50 use the non-

overlapped sequences while the samples in the column Cov_Len1_150 use the 

overlapped sequences by 50 samples once at a time. Let us take the normal class as an 

example. The original sample number of the normal class is 972780. The 3/5 training 

set will contain the original samples 583668 as shown in the column of Original. The 

corresponding covariance matrix number will be 58366 in the training set with 

sequence length 10n = as described in the column of Cov_Len2_10. Similarly, the 

training set with sequence length 50n = will contain 11673 covariance matrices as 

For each covariance matrix sample jM  
      if 1 1 1( , ( )) ,         then  j jDist E ω ω≤ ∈M δ M  

      elseif 2 2 2( , ( )) ,     then  j jDist E ω ω≤ ∈M δ M  

    elseif 3 3 3( , ( )) ,     then  j jDist E ω ω≤ ∈M δ M  
        :         :           : 
        :         :           :            

elseif ( , ( )) ,    then  j j
R R RDist E ω ω≤ ∈M δ M  

else    j New Attack∈M  
end 



CHAPTER 5 INTRUSION DETECTION IN COVARIANCE FEATURE SPACE 

97 

 

described in the column of Cov_Len3_50. If we use sequence length 150 and slip 50 

original samples every time, we will obtain a total of 11671 covariance matrices as 

described in the column of Cov_Len3_150. Totally, the KDD CUP 99 dataset contains 

6 different types of DoS attacks as listed in Table 5.14. The last DoS attack type 

“land” only has 21 samples. Since it is not always possible to formulate a 

classification model to learn the detector with insufficient training data [Lee, 1999], 

we neglect the land type in the experiments. Similarly, we also neglect the “pod” 

attack in the detection when the sequence length is set to 150.  

 

Table 5.14 Multiple DoS attack samples used in the experiments 

Type Total Original Cov_Len1_10 Cov_len2_50 Cov_len3_150
  Train Test Train Test Train Test Train Test 
normal 972780 583668 389112 58366 38911 11673 7782 11671 7780 
neptune 1072017 643211 428806 64321 42880 12864 8576 12862 8574 
smurf 2807886 1684732 1123154 168473 112315 33694 22463 33692 22461
back 2203 1322 881 132 88 26 17 24 15 
pod 264 159 105 15 10 3 2 Null Null 
teardrop 979 588 391 58 39 11 7 9 5 
land 21 Null   Null Null Null Null Null Null Null 
 

5.7.4.2 Parameter selections 

In our experiment, the sequence length parameter n  is set to 10, 50 and 150 with a 

sliding window of 50, respectively.  The preferred threshold rδ  for each known 

classes is determined based on the theorem of Chebyshev inequatlity with respect to 

the detection rate (refer to Section 5.7.2).  

5.7.4.3 Experimental results 

Tables 5.15, 5.16 and 5.17 summarize the detection results of the threshold based 

detection approach, which employs 3 ( )l l
i jf f

D σ  principle of Chebyshev Inequality as 
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described in Equ.(9) on different covariance matrix datasets of Cov_Len2_10, 

Cov_Len2_50 and Cov_Len3_150, respectively. 

 

Table 5.15 Detection results with sequence length n=10 and threshold based on 

3 ( )l l
i jf f

D σ  principle 

 normal neptune smurf back pod teardrop New attack 
normal 32109 87 210 0 0 0 6505 
neptune  8 39717 0 0 0 7 3148 
smurf 0 0 111022 0 0 0 1293 
back 80 0 1 1 0 0 6 
pod 10 0 0 0 0 0 0 
teardrop 9 0 3 0 0 23 4 

 

Table 5.16 Detection results with sequence length n=50 and threshold based on 

3 ( )l l
i jf f

D σ  principle  

 normal neptune smurf back pod teardrop new attack 
normal 6235 0 0 0 0 0 1547 
neptune  0 7611 0 0 0 0 965 
smurf 0 0 21772 0 0 0 691 
back 14 0 0 1 0 0 2 
pod 2 0 0 0 0 0 0 
teardrop 0 0 0 0 0 5 2 

 

Table 5.17 Detection results with sequence length n=150 and threshold based on 

3 ( )l l
i jf f

D σ  principle 

 normal neptune smurf back pod New attack 
normal 6135 0 0 0 0 1645 
neptune  0 7702 0 0 0 872 
smurf 0 0 21773 0 0 688 
back 4 0 0 6 0 5 
teardrop 0 0 0 0 1 4 

 

The results presented in Tables 5.15-5.17 show that the threshold based detector has a 

good performance in detecting multiple attacks. In order to show different 

performance of the threshold based approach as an intrusion detector, we employ 

different performance indices such as detection rate, false positive rate, and false 
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negative rate detector. We also employ the performance indices of classification 

precision rate and classification error rate to show the performance of the threshold 

based approach as a multiple classifier. The results are given in Table 5.18, where the 

column 3D means the threshold matrices are settled based on 3 ( )l l
i jf f

D σ  principle and 

the column 4D means the threshold matrices are settled based on 4 ( )l l
i jf f

D σ  principle. 

 

Table 5.18 Performance comparisons under different thresholds and sequence lengths  

 Cov_Len1_10 Cov_Len2_50 Cov_Len3_150 
 3D 4D 3D 4D 3D 4D 
Detection Rate 98.91% 97.88% 99.95% 99.94% 99.99% 99.95%
Classification Precision Rate 94.91% 95.29% 94.19% 96.87% 91.71% 96.60%
False Positive Rate 17.27% 11.05% 19.88% 9.23% 21.14% 10.33%
False Negative Rate 1.09% 2.12% 0.05% 0.06% 0.01% 0.05% 
Classification Error Rate 5.09% 4.71% 5.81% 3.13% 8.29% 3.40% 

 

5.7.5 Discussions 

The high detection rates and high classification precision rates in Table 5.18 show that 

the threshold based detection approach is effective in distinguishing multiple attacks 

in the covariance feature space. Table 5.18 also shows that classification precision 

rate increases with the increase of the threshold value. Since each element in the 

threshold matrix restricts the range of the covariance changes in the same class, these 

results satisfy the mechanism of the threshold based approach. We also find that with 

the increase of the sequence length, the detection rate and classification precision rate 

also increase whereas false positive rate, false negative rate and classification error 

rate decrease, which indicate that the more samples are used to calculate a covariance 

matrix, the more accurate the multiple classification is in the covariance feature space.  
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5.8 Decision Tree Detection in Covariance Feature Space 

This section describes the results obtained by applying traditional decision tree 

approaches to detect the normal class and five different types of DoS attacks as 

described in the previous section, in order to test the performance of intrusion 

detection in covariance feature space. 

 

5.8.1 Decision Tree Detection 

The decision tree approach presented in this thesis is mainly used for evaluating the 

performance of intrusion detection in the covariance feature space, so its principle and 

theory are only briefly described here. The details of the decision tree theory can be 

found in [Quinlan, 1986]. 

 

Decision tree is a statistical classification approach which encodes a classifier in the 

form of a tree. The aim of the decision tree techniques is to find a tree that can 

correctly assign labels to the elements in the training set. The knowledge represented 

by the tree can be expressed into rules which make the decision tree easy to 

understand and presentable to non-specialists. A typical greedy algorithm to construct 

a decision tree is in a top-down recursive divide-and-conquer manner. At start, all the 

training samples are at the root and attributes (features) are categorical. Then the 

examples are partitioned recursively based on selected attributes. Test attributes are 

selected on the basis of a heuristic or statistical measure. There are many different 

approaches to construct a decision tree. In this section, we utilize the commercial 

software See5 to construct a decision tree to detect intrusions in covariance feature 
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space. The decision tree’s optimizations such as obtaining a small size of the tree and 

compactness of classification rules have already been provided by See5.  

 

A decision sub-tree we obtained in the intrusion detection in the covariance feature 

space is exemplified as follows: 

 

Fig. 5.8 Examples of sub-tree in the covariance feature space 

 

The above decision sub-tree is used in the intrusion detection in the covariance feature 

space with the sequence length set to 0. Since different sequence length corresponds 

to different training set, the constructed decision tree and the classification rules will 

be different with different sequence length. But all the constructed trees have the same 

forms as shown in Fig. 5.8. The number in the bracket is the number of samples 

which have been assigned label of corresponding class. For example, the second line 

in Fig. 5.8 shows that 844 covariance matrices have been assigned as the normal class 

under the rule of “if 7 8
0.0071f fσ ≤ −  and 1 7

5.054f fσ > − , then Normal class ”. 

 

:... 7 8
0.0071f fσ ≤ − : 

:       :... 1 7
5.054f fσ > − : Normal Class (844) 

:       :   1 7
5.054f fσ ≤ − : 

:       :   :... 3 7
0.060028f fσ ≤ − : Teardrop Attack (4) 

:       :       3 7
0.060028f fσ > − : Neptune Attack (7) 

:... 7 8
0.0071f fσ > − : 

:       :... 2 2
100.99f fσ ≤ : Neptune Attack (64177) 

:           2 2
100.99f fσ ≤ : 

:           :... 4 4
0.03223f fσ > : Neptune Attack (7) 

:                4 4
0.03223f fσ ≤ : 
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5.8.2 Experiments 

5.8.2.1 Data 

  The data used in the decision tree detection is the same as that used in the Chebyshev 

inequality based threshold matrix implementation (refer to Section 5.7.4.1), in order 

to make a reasonable comparison.  

5.8.2.2 Experimental results 

The experimental results of employing decision tree in the covariance feature space 

are presented in Tables 5.19, 5.20 and 5.21, respectively.  

 

Table 5.19 Detection results of decision tree with sequence length n=10 

 normal neptune smurf back pod teardrop 
normal 38655 13 231 12 0 0 
neptune  20 42860 0 0 0 0 
smurf 0 0 112315 0 0 0 
back 15 0 1 72 0 0 
pod 8 0 0 0 2 0 
teardrop 0 0 6 0 0 33 

 

Table 5.20 Detection results of decision tree with sequence length n=50 

 normal neptune smurf back pod teardrop 
normal 7782 0 0 0 0 0 
neptune  0 8576 0 0 0 0 
smurf 0 0 22463 0 0 0 
back 0 0 0 17 0 0 
pod 2 0 0 0 0 0 
teardrop 0 0 7 0 0 0 

 

Table 5.21 Detection results of decision tree with sequence length n=150  

 normal neptune smurf back pod 
normal 7780 0 0 0 0 
neptune  0 8574 0 0 0 
smurf 0 0 22461 0 0 
back 0 0 0 15 0 
teardrop 0 0 5 0 0 
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In order to reflect the performance differences of the decision tree approach with 

different sequence lengths, we compare the performance of the decision tree approach 

with different sequence lengths as described in Table 5.22.  

 

Table 5.22 Performance comparisons under different sequence lengths 

 Cov_Len1_10 Cov_Len2_50 Cov_Len3_150 
Detection Rate 99.97% 99.97% 99.98% 
Classification Precision Rate 99.84% 99.98% 99.99% 
False Positive Rate 0.66% 0.00% 0.00% 
False Negative Rate 0.03% 0.01% 0.00% 
Classification Error Rate 0.16% 0.02% 0.01% 

 

5.8.3 Discussions 

Table 5.22 shows that the decision tree approach achieves a very high detection rate 

and very low false positive and false negative rate in detecting multiple intrusions in 

covariance feature space.  It is also shown that the detection rate and classification 

precision rate increase with the increase of the sequence length whereas the false 

positive rate, false negative rate and classification error rate decrease with the increase 

of the sequence length. The above results also indicate that the more samples are used 

to calculate a covariance matrix, the more accurate the multiple classification is for 

the decision tree classifier in the covariance feature space. 

 

5.9 Experimental Comparisons  
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5.9.1 Detection Comparisons between Original and Covariance 

Feature Space 

As illustrated in Chapter 3, the utilization of covariance matrix in the classification 

can be regarded as a new feature space construction -- the covariance feature space. 

The original features 1 2, , , pf f f  form an original feature space with p dimensions, 

and the covariance features 1 1 1 2
, , ,

p pf f f f f fσ σ σ  form a covariance feature space with 

( 1) / 2p p× +  dimensions. Note that the abnormal packets of flooding attacks are always 

amassed to a single victim within a short period in order to exhaust the resources. The 

covariance matrix of sequential samples within this period thus mainly reflects the 

traffic behavioral properties of the flooding attacks. Therefore, we can utilize the 

covariance matrix of sequential samples to detect the flooding attacks.  

 

We have given mathematical proofs in Section 2.6.2 and Section 4.3.1 to validate 

the effectiveness improvements of utilizing covariance matrix in groups of samples in 

the detection in comparison to the traditional detection approaches in the original 

feature space. In this section, we will do some comparisons experimentally to show 

the different performance achieved by using the same detection approach in the 

original and covariance feature space respectively.   

    

Many traditional classification approaches can be applied in the covariance feature 

space to detect flooding attacks, such as SVM, MLP and decision tree approaches. 

The experimental results show that our proposed threshold based implementations of 

the detection approach is somewhat simple. In order to demonstrate the performance 

improvements in the covariance feature space over original feature space, we employ 
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two decision tree tools to show the performance difference. One is a fuzzy decision 

tree tool which uses the Min-Ambiguity algorithm. It is developed by our decision 

tree team in HeBei university, China. The other is a commercial decision tree tool 

called See5. Since the main aim of these comparison experiments is to show the 

performance difference between the original and covariance feature space, the 

implementation details of both decision tree tools are neglected in this thesis. Our 

fuzzy decision tree tool can only handle a dataset in a small size, hence we randomly 

selected a total of 21470 samples to construct the datasets used in the comparison. All 

the samples come from 7 known classes described in the upper part of Table 5.3, 

because decision tree can not identify the unknown samples. We use a total of 11684 

samples as training set and a total of 9786 samples as testing set. Both the training and 

testing datasets contain samples from 7 classes and they are disjoint.  

 

In order to investigate the effect of different sequence lengths on the detection 

performance, we use different sequence lengths to obtain the samples in the 

covariance feature space. The detection results achieved by the fuzzy detection tree 

are listed in the rows with FuzzyDT, while the detection results achieved by the See5 

are listed in the rows with See5. For example, the row FuzzyDT_Original lists the 

detection results achieved by the fuzzy decision tree in the original feature space. The 

rows FuzzyDT_Cov_Len10, FuzzyDT_Cov_Len50 and FuzzyDT_Cov_Len100 list the 

detection results achieved by the fuzzy decision tree in the covariance feature space 

with different sequence lengths of 10n = , 50n =  and 100n =  in Table 5.23, 

respectively. Fuzzy decision tree and See5 use the same training and testing datasets.   

 

 



CHAPTER 5 INTRUSION DETECTION IN COVARIANCE FEATURE SPACE 

106 

 

Table 5.23 Performance comparison between original feature space and covariance 

feature space 

Category Rule 
Number 

Training 
Precision 

Testing 
Precision 

See5_Original 40 90.4% 90% 
See5_Cov_Len10 18 99.1% 97.1% 
See5_Cov_Len50 7 100% 99% 
See5_Cov_Len100 7 100% 93.7% 
FuzzyDT_Original 78 78.6% 81.1% 
FuzzyDT_Cov_Len10 32 63.2% 64.4% 
FuzzyDT_Cov_Len50 58 83.5% 82.0% 
FuzzyDT_Cov_Len100 63 89.2% 87.5% 

 

The experimental results in Table 5.23 show that employing the covariance features 

in the detection will improve the detection performance and decrease the problem 

complexity as well. For example, the tree size and rule number in the decision tree 

classification are decreased a lot in the covariance feature space in comparison to the 

original feature space. Table 5.23 also shows that the commercial software See5 

achieves a higher performance than our developed fuzzy decision tree tool, which 

mainly because our fuzzy decision tree is simply designed for the purpose of  research.   

5.9.2 Detection Comparisons in the Covariance Feature Space 

In order to investigate the performance of different detectors in detecting different 

types of attacks in the covariance feature space, we employ two statistical pattern 

recognition approaches. One is a practical (heuristic) threshold based detection 

approach based on Chebyshev inequality where the classification boundaries are 

determined by the corresponding threshold matrices, while the other is the traditional 

decision tree approach. The reasons why we compare the performance of these two 

approaches are that i) both are typical supervised statistical pattern recognition 

approaches and ii) the classification boundaries in both approaches have specific 



CHAPTER 5 INTRUSION DETECTION IN COVARIANCE FEATURE SPACE 

107 

 

meanings, they measures the covariance differences on each dimension of the 

covariance feature space either by a threshold or by a rule. 

We compare the experimental results of the threshold based approach and the 

decision tree approach using the same sequence length n=150 in Table 5.24, where 

the threshold matrices are settled based on 
2 1

4 ( )l lf f
D σ  principle. 

Table 5.24 Performance comparisons of different detection approaches using the same 

sequence length  

 Threshold Decision Tree 
Detection Rate 99.95% 99.98% 
Classification Precision Rate 96.60% 99.99% 
False Positive Rate 10.33% 0.00% 
False Negative Rate 0.05% 0.00% 
Classification Error Rate 3.40% 0.01% 

 

Table 5.24 shows that the decision tree results are either better than or comparable to 

the threshold based results in detecting multiple intrusions in the covariance feature 

space, since both approaches achieve a very high detection rate and classification 

precision rate. However, the decision tree approach achieves a lower false positive 

rate and a lower false negative rate. The reasons that the decision tree is better than 

the threshold based approach are due to: 

 

 The commercial software See5 provides an optimal process for constructing the 

decision tree, whereas the threshold based approach only provides a heuristic 

threshold determination algorithm 

 The KDDCUP dataset is constructed by means of data mining approaches [Lee, 

1999], which is more suitable for a decision tree approach.  

 

   As an intrusion detector, the capability to identify the unknown attacks is also very 

important. Decision tree can achieve a high detection rate for the known classes, but it 
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has a 0% detection rate for the unknown classes. In order to demonstrate the 

performance of the threshold based approach in identifying the unknown attacks, we 

simulate the unknown attacks through a leave-one-out approach. Let us take the 

Neptune attack as an example. In a leave-one-out detection experiment, we delete all 

the samples of Neptune attack in the training set but still keep the samples of Neptune 

attack in the testing set. That is, the 3/5 samples which are originally used in the 

training set as described in Table 5.25 are deleted while the rest 2/5 samples in the 

testing set are still kept. Therefore, Neptune attack will be served as an unknown 

attack in the testing stage because the detector will not get any information of 

Neptune attack in the training stage. Table 5.25 summarizes the detection results of 

threshold based approach in identifying unknown attacks where the sequence length is 

set to 150. The first column indicates the unknown class which is not included in the 

training set but appears in the testing set.  

 

Table 5.25 Detection results of threshold based approach in identifying unknown 

attack 

New attack  Detection Rate of detecting  an unknown attack as an 
unknown attack  

 3 ( )l l
i jf f

D σ  principle 4 ( )l l
i jf f

D σ  principle 

Neptune (8574)* 100% 100% 
Smurf (22461) 100% 100% 
Back (15) 73.33% 6.67% 
Teardrop (5) 100% 100% 

           *the number in the bracket is the sample number of the detected class. 

 

Table 5.25 shows that the threshold based approach achieves a very high detection 

rate in detecting the unknown attacks, especially in detecting the unknown attacks 

which contains large samples such as Neptune and Smurf.  
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5.10 Summary 

Three different implementations of the threshold based detection approach are 

described in this chapter. The first introduced implementation is based on Euclidean 

distance, where the threshold is a scalar which constrains the total absolute value of 

covariance matrix changes. The second is based on the maximum statistics where the 

threshold is a matrix. Each element in the threshold is simply determined by the 

maximum statistics of the covariance changes of the corresponding elements. The 

third is based on theorem of Chebyshev inequality. Each element in the threshold 

matrix provided a practical range of covariance changes with respect to the detection 

precision.  

 

   Extensive experiments have been made in each implementation. Lots of 

performance comparisons on the same datasets have been discussed, such as the 

performance comparison between Euclidean distance implementation and the best 

detection on the same dataset published so far, the comparison among different 

sequence lengths in the threshold matrix implementations, the comparison between 

the original and covariance feature space and the comparison between the threshold 

matrix implementations and the traditional statistical decision tree approach on the 

same datasets in the covariance feature space. Extensive experiments and 

comparisons on the same datasets verify that:  

 Covariance matrix can be served as a new pattern in the detection of flooding 

attacks. Extensive experimental results show that different flooding attacks own 

different covariance patterns. The change of the covariance can be utilized 

directly to distinguish normal and different type of flooding attacks.  
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 The experimental detection results between original and covariance feature space 

show that utilizing the covariance matrix in the detection of flooding attacks can 

achieve higher performance over traditional approaches. 

 The proposed covariance matrix based detection approach is general. It can be 

implemented in different ways. Among all the introduced implementations, the 

threshold matrix based implementation can achieve a higher detection rate and 

lower false alarm rate in detecting multiple known and various unknown 

flooding attacks in the covariance feature space. 

 

However, the covariance matrix based detection has limitations. Since the 

covariance matrix of a sample sequence mainly embody the properties of the samples 

within that period, the covariance matrix based detection is suitable to detect the 

attacks with the characteristics of aiming to consume the network bandwidth or 

computer resources, such as typical DoS attacks or the flooding probe attacks. In such 

attacks, the malicious packets will amassed to the victim within a period. Therefore, 

we can label the sequential samples within that period as attacks. However, if a 

network attack is carried out by sending only one packet, or sending one packet once 

at a time, the covariance matrix based detection can not achieve good results. 
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Chapter 6  

Capturing Patterns for Unknown Flooding Attacks 

Finding some effective methodologies to detect the unknown attacks is a long existing 

open problem in the field of network intrusion detection. In the previous chapters, we 

described the effectiveness of the threshold based detection approach in distinguishing 

multiple known and unknown flooding attacks in the covariance feature space. In this 

chapter, we will further explore the detection results to extracting the covariance 

features for the unknown flooding attacks, which is another advantage of the 

covariance matrix based detection approach enjoys. We develop a new multi-

dimensional measure -- 0-1 matrix, to help to reveal the patterns of the unknown 

attacks.  

 

  This chapter describes what the concept of 0-1 matrix is and how to utilize it to 

represent the detection results in order to capture the patterns for the unknown 

flooding attacks. The advantages of utilizing 0-1 matrix and the meanings of each 

element in the 0-1 result matrix are also explained in details.  To validate the claims, 

some experiments are made. We also demonstrate how to settle a reasonable sequence 

length through training. 

 

6.1 0-1 Matrix 

An unknown attack refers to the attack that owns different patterns from the normal 

behavior but we could not obtain any prior information about it in the training stage. 

As a conclusion in Chapter 5, different flooding attacks own different covariance 
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patterns and the covariance matrix can be served as a feature in the detection of 

flooding attacks. A following question will be what are the covariance patterns for an 

unknown flooding attack?  

 

  In anomaly detection, an attack will be determined when the observed behavior 

significantly deviates from the norm profile of normal traffic. Whether some tools can 

be helpful to discover the significant deviations of the unknown attacks from the 

normal traffic in terms of the covariance changes? If it does, the significant 

covariance deviations from the norm profile of normal traffic can thus be served as 

the second-order features to characterize the detected unknown attacks.  

 

  As an answer to the above questions, we develop a new multi-dimensional measure 

called 0-1 matrix to effectively exhibit the significant difference between the detected 

attack and the normal traffic. Its definition is as follows.  

 

  We use the symbol N  to denote the norm profile of normal traffic. The dissimilarity 

function ( , )obsDist M N  represents the covariance difference between an observed 

covariance matrix obsM  and N . The detection approach compare the ( , )obsDist M N with 

the normal threshold Nδ . Concisely, we represent the comparison results as 

( , ; )obs
NDist M N δ  .  Then we define the following 0-1 matrix as the detection result. 

 

( )( , ; )

1
, ,

0

ij

ij

ij

obs
N ij p p

obs
ij ijobs obs

ij ij N ij obs
ij ij

Dist d

if m n
m n d

if m n

δ
δ

δ

×
=

 − ≥∀ ∈ ∀ ∈ ∀ ∈ = 
− <



M N δ

M N δ
                     (6.1) 
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where Nδ  is the threshold matrix of the normal traffic. Each element ijδ  in Nδ  

restricts the range within which the element ij

obsm  in obsM  can be different from ijn  in 

N . 

 

The covariance feature space has a total of ( 1) / 2p p× +  dimensions. The 

significant difference from the norm profile of normal traffic will possibly appear on 

each dimension. Therefore, the 0-1 matrix concept is suitable in the detection which 

uses a matrix rather than a scalar as the threshold in the detection.  

 

In general, we can represent the threshold matrix based detection approach in the 

following expression instead of that in Equ. (4.4).  

 

( , ( ); ) [0] ,            

, ( , ( ); ) [0] ,    

obs obs
r r p p r

obs obs
r r p p

if Dist E

if r Dist E unkown class

ω ω

ω

×

×

 = ∈


∀ ≠ ∈

M δ M

M δ M
                    (6.2) 

where ( )rE ω   is the mean of class rω  and  rδ  is the settled threshold matrix of class 

rω ,1 r R≤ ≤ . 

 

6.2 Meaning of 0-1 Result Matrix 

The result of function ( , ; )obs
NDist M N δ  in Equ. (6.1) is a matrix whose elements are 

either 0s or 1s. It can represent a total of [ ]( 1) 22 p p+  different dissimilarity results. If two 

0-1 matrices have different number of 1s, they are different. If two 0-1 matrices have 

the same number of 1s, but the 1s appear at different positions (the coordinates of 

rows and columns), they should be considered different too. For example, if 



CHAPTER 6 CAPTURING PATTERNS FOR UNKNOWN FLOODING ATTACKS  

114 

 

1
1    0

( , ; )
0    0

obsDist
 

=  
 

M N T  and 2
0    1

( , ; )
0    0

obsDist
 

=  
 

M N T , we can draw two conclusions: i) 

both 1
obsM  and 2

obsM  are significantly different from norm profile N , which means 

that both 1
obsM  and 2

obsM  are detected as attacks; and ii) 1
obsM  is not equal to 2

obsM  with 

different positions of value 1 in the dissimilarity result, which means 1
obsM  and 

2
obsM come from different types of attacks. That obsM  belonging to the normal class is 

true if and only if ( , ; ) [0]obs
N p pDist ×=M N δ .  

 

By developing the 0-1 result matrix to exhibit the difference between the observed 

covariance matrix and norm profiles, the merit of our detection approach is revealed. 

That is, the detection approach can not only detect the unknown attacks, but further 

extracts the patterns of the unknown attacks at the same time. Note that in the 0-1 

result matrix, the positions with value 1s exactly correspond to correlations which are 

significantly different from the norm profile of the normal traffic. Therefore, these 

positions with value 1s in the result matrix can serve as the second-order features to 

mark the detected flooding attack. 

 

6.3 Detection Result Specification 

In order to manifest the characteristics of the detection approach to capturing the 

patterns of unknown flooding attacks that are detected, we employ two indices to 

indicate the effectiveness of the detection approach. One is the detection rate to 

present the detection accuracy for the normal class and different types of flooding 

attacks. The other is the average detection result matrix to present the second-order 

features for the detected flooding attacks. 
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6.3.1 Detection Rate   

The detection rate of a class is defined as the probability of correctly detecting the 

testing samples in the class. For example, if the detection approach can accurately 

detect m  covariance matrices as the normal class from a total of n covariance 

matrices in the normal class, the detection rate will be ( ) 100%m n × . This result 

indicates that we will have ( ) 100%m n ×  faith to believe that the approach can detect 

the normal class accurately. Similarly, the detection rate of a flooding attack will also 

indicate how much faith can be placed on the conclusion that the detection approach 

can accurately detect it. 

 

6.3.2 Average Detection Result Matrix  

For each obsM  in the testing dataset, we will obtain a 0-1 dissimilarity result matrix 

under the function of ( , ; )obs
NDist M N δ . In order to reflect detection result statistically, 

we sum up all the 0-1 result matrices in detecting all samples of a particular class, and 

use the average sum to represent the detection results. The average detection result 

matrix is defined as: 

 

( ) 11 ( , ; )obss
l Ns Dist=∑ M N δ                                    (6.3) 

where s  is the total number of sample sequence in a particular class.  
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Clearly, the value of each element in the average detection result matrix is between 

0 and 1. Any non-zero element in the average detection result matrix reports the 

statistical probability of the corresponding correlations of the detected attack changed 

significantly in comparison with the norm profile. The larger a non-zero element is, 

the more faithful we are willing to draw a conclusion that this position will mark the 

second-order statistical features for the detected flooding attack. The positions with 

value 1s report that we have 100% confidence to believe that the correlations at these 

positions will always significantly deviate from the norm profile during detection. 

 

6.4 Experiments 

This section describes the experiments of applying 0-1 matrix to extract the patterns 

for the unknown flooding attacks by using the Chebyshev inequality based detection 

on the subset of KDD CUP 1999 dataset.  

 

The aim of the case studies in this section is to demonstrate the effectiveness of our 

detection approach in two respects of: 1) detecting the unknown flooding attacks, 2) 

extracting the second-order features for the detected flooding attacks.  

 

Similar to most anomaly detection approaches, the basic principles of our detection 

approach are to build a norm profile firstly and then to determine the attack when any 

significant deviation from the norm profile happens. In the first stage, we will obtain a 

detector through a supervised training process. The detector will be only provided 

with the samples of the normal class in the training stage. We use the sample centre of 

the normal traffic data and a boundary that constrains the range of all covariance 
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matrix samples deviate from their centre to build a norm profile for the normal traffic. 

In the second stage, we utilize the detector obtained from training to label the 

unknown samples -- the testing samples which do not appear in the training stage. 

Since no samples from attack class are provided in the training dataset, if the detector 

can detect the attack samples in the testing dataset as attack correctly, the 

effectiveness of our approach in detecting the unknown attacks will be validated. 

 

We will also illustrate how to utilize the 0-1 result matrix to extract the second-

order statistics for the detected attacks. As discussed early, we will assign such values 

as either 1s or 0s to different positions in the detection result matrix in order to 

magnify the significant deviation of the observed sample from the norm profile. The 

positions assigned with the value 1s in the result matrix represent the significant 

deviations of the corresponding covariances. The positions assigned with the value 0s 

represent no significant deviations. In the case studies, we find that the 1’s positions 

in the result matrix are stable in the detection of the testing samples of the same class. 

Therefore, we extract the covariance feature set which stably exhibit the significant 

deviations of the detected attack from the normal traffic as the second-order features 

to mark the detected flooding attack. We will use the average result matrix as one of 

performance indices to present the results of such feature extraction. 

 

6.4.1 Data 

We use the flooding attack samples from the whole KDD CUP dataset as the original 

samples in the experiments. In spite of other attack types, Neptune and Smurf attacks 

are the only flooding DDoS attacks labeled in the whole training set. Therefore, we 
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extract all records with label of Normal, Neptune and Smurf to form the dataset used 

in our study. The training set only includes the Normal records. The testing set 

includes all records of Normal, Neptune and Smurf classes. The descriptions of the 

datasets used in our case studies are presented in Table 6.1. 

 

Table 6.1 Dataset description 

Training Set Testing Set Dataset 
Normal Normal Neptune Smurf 

Number of Records 972780 972780 1072017 2807886 

Number of Corresponding 
Covariance Matrix* 6485 6485 7146 18719 

*sequence length is selected as 150 as discussed in Section 6.4.2 

 

The features used in the experiments are the same as described in Section 5.3. There 

are 9 features numbered from 1 to 9 as count, srv_count, serror_rate, srv_serror_rate, 

rerror_rate, srv_serror_rate, same_srv_rate, diff_srv_rate and srv_diff_host_rate.   

6.4.2 Parameter Selections 

Two parameters should be settled. They are the sequence length n  and the threshold 

matrix Nδ  for the norm profile of normal traffic.   

 

In order to select a suitable sequence length n , we use the statistics of maximum 

value in the difference matrix to evaluate the difference between covariance matrix 

jM  and N . Assume in the training stage, we obtain a total of s covariance matrix for 

the normal class. The maximum value in the different matrix is denoted as 

max( ) , 
uv uv

obs j jd d∀ ∈ −M N , where jM  is the covariance matrix of the jth sample sequence, 

and N  is the covariance matrix of the normal population. For a certain length n  , we 
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can obtain a sequence of maximum value 1: max( ) , ,max( )  
uv uv

sH d d… , where each 

max( )  
uv

jd represents the maximum element in the different matrix ( )j −M N .  The 

relationship between ( )j −M N  and n  can be reflected by the mean and standard 

deviation of sequence H . The mean of H versus sequence length n  is shown in Fig. 

6.1, where x-axis is the sequence length n  and y-axis is the value of  

( ) ( )
1

1 max( )  ,  
uv uv

s
j l j

i
s d d

=
∑  ∀ ∈ −  M N . The standard deviation of H versus sequence length 

n  is shown in Fig. 6.2, where x-axis is the sequence length n  and y-axis is the value 

of ( )std max( )   ,  
uv uv

j l jd d  ∀ ∈ −  M N . 

 

Fig. 6.1 Mean of H  versus sequence length n  

 

Fig. 6.2  Standard deviation of H  versus sequence length n  
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From Figs. 6.1 and 6.2, we can find that the larger the sequence length n is, the less 

of the difference between the covariance matrix of a sample sequence and the 

covariance matrix of the population is. The sequence length n is a feature dependent 

parameter based on the training set. A suitable n can be selected as a relatively stable 

value. In the evaluations, we select n as 150, where the corresponding mean and 

standard deviation of H is 0.3299 and 0.2432 respectively. At this point, ( )E H∆ levels 

out at 0.0016 and ( )std H∆  levels out at 5.9511e-004. 

 

In order to set a practical threshold rδ  for each class rω 1 r R≤ ≤ , we employ a 

more practical threshold matrix based detection implementation -- the Chebyshev 

Inequality based threshold matrix detection. According to the threshold determination 

algorithm discussed in Section 5.7.2, we use two different threshold matrix to 

evaluate the performance of our detection approach in the validations: One is set to  

3D(M) ; and the other is set to 4D(M) . The definition of D(M)  is given in Equ. (6.4) 

where each element can be obtained in the training stage.  

 

1 1 1 2 1

2 1 2 2 2

1 2

( ) ( ) ... ( )
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l l l l l l
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l l l l l l
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D(M)                                   (6.4) 

 

Theoretically, we can at least obtain the following detection probability in detecting 

the normal traffic:  
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9
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where jM  is the covariance matrix of the jth sample sequence of length 150, and N is 

the mean of covariance matrix of the normal population. 

 

6.4.3 Experimental Results 

6.4.3.1 Detection Rate 

 

Table 6.2 summarizes the detection rates under different threshold matrices.  

 

Table 6.2 Detection rate on the testing dataset 

Detection Rate Threshold Matrix  
Normal Neptune Smurf 

3 ( )D M  75.77% 100% 100% 
4 ( )D M  93.63% 100% 100% 

 

Table 6.2 shows that the experimental detection rate for the normal class is lower than 

the theoretical values of 88.89% under the threshold matrix of 3D(M) , while it is 

nearly equal to the theoretical values of 93.75% under the threshold matrix of 4D(M) . 

The 100% detection rates for the Neptune and Smurf attacks in Table 6.2 also 

validates that the flooding attacks is significantly different from the normal class in 

terms of the correlations among monitored features. 

 

  For a given test, different threshold matrices will lead to different pairs of false 

alarm rate and detection rate. Normally, the bigger the threshold is, the lower the false 

alarm rate should be. In order to show the trends that the pairs of false alarm rate and 

detection rate changes when the threshold matrix gets bigger, we use different 
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multipliers to get different threshold matrices. Table 6.3 shows some pairs of false 

alarm rate and detection rates under different threshold matrices of different 

multipliers by D(M) .  

 

Table 6.3 False alarm and detection rates on the testing dataset. 

Detection Rate Threshold Matrix False Alarm Rate 
Neptune Smurf 

3.0D(M)  24.23% 100.00% 100.00% 
3.5D(M)  15.64% 100.00% 100.00% 
4.0D(M)  6.37% 100.00% 100.00% 
4.5D(M)  4.18% 100.00% 100.00% 
5.0D(M)  3.15% 100.00% 100.00% 

 

Table 6.3 shows that the covariance matrix based detection approach achieves very 

high detection rates and low false alarm rates on the experimental data. The 100% 

detection rates also show the high sensitivity of our detection model in the detection 

of flooding attacks, which will be attributed to the utilization of a matrix rather than a 

scalar as the threshold to evaluate the covariance changes. Since each entry in the 

threshold matrix evaluates the changes of the covariance of two corresponding 

features, it is likely to happen that the changes of some elements in the observed 

covariance matrix exceed the corresponding element in the threshold matrix. 

 

6.4.3.2 Second-order Features of Detected Flooding Attacks 

 

We use a binary image to virtually represent the average detection result matrix for 

each attack. In order to demonstrate how the average detection result matrix is 

represented by a binary image, the average detection result matrix for Neptune attack 

is selected as an example. In detecting Neptune attack, we obtain the following 

average detection result matrix according to Equ. (6.3), where the threshold matrix is 



CHAPTER 6 CAPTURING PATTERNS FOR UNKNOWN FLOODING ATTACKS  

123 

 

settled as 3D(M) . Note the symmetry of covariance matrix, only the upper triangle 

matrix is presented in Fig. 6.3.  

 

1.0000    0    0.9023    0.9780    0.8342    0.7999    0.9999    0.8753    0.0146
        0     0    0.7294    0.7785    0.2308    0.2362         0             0            0
        0     0    1.0000    1.0000    1.0000    1.0000    0.2757   0.2653    0.0003
        0     0         0        1.0000    1.0000    1.0000    0.7067    0.0662    0.0014
        0     0         0             0        0.9948    0.9948    0.5847    0.0098         0
        0     0         0             0             0        0.9948    0.4741    0.0017         0
        0     0         0             0             0            0        0.0011    0.0041    0.0010
        0     0         0             0             0             0             0             0        0.0004
        0     0         0             0             0             0             0            0        1.0000

 
 
 
 
 
 
 
 
 
 
 
 
 
    

Fig. 6.3 Average detection result matrix in detecting Neptune attack 

 

As we know, each non-zero element in the average detection result matrix presents 

the confidence with that we can draw a conclusion that this position marks the 

second-order statistical feature for the detected flooding attack. Therefore, the value 

0.9023 at position (1,3)  in Fig. 6.3 indicates that we have 90.23% confidence to 

believe that the covariance between feature 1 and feature 3 changes significantly in 

the Neptune attack in comparison with the norm profile in the detection. The 

maximum value 1 at position (3,5)  in Fig. 6.3 indicates that we have 100% confidence 

to believe that the covariance between feature 3 and feature 5 is significantly different 

from the norm profile in the detection. More definitely, that the element at (3,5)  in the 

average result matrix is equal to 1 enable us to draw a conclusion that the covariance 

between feature 3 and feature 5 will always significantly deviate from the norm 

profile in the detection of Neptune attack. The appearance of 1s in the average result 

matrix also indicates the stabilities of these positions in the detection. That is, for each 

testing sample from a particular class, the value of element at those positions in the 0-
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1 detection result matrix will equal 1. Therefore, we can utilize the non-diagonal 

positions of (3,4), (3,5), (3,6), (4,5), (4,6)  and diagonal positions of (1,1), (3,3), (4,4), (9,9) to 

indicate the corresponding second-order features for Neptune attack. A non-diagonal 

element with value 1 indicates that the covariance between the first-order features has 

significantly changed, while any diagonal element with value 1 indicates that the 

variance of the first-order feature itself changes greatly. For example, that the element 

at (1,1)  equals 1 in Fig. 6.3 means the variance of feature count (the number of 

connections to the same host as the current connection in the past two seconds) 

changes greatly in Neptune attack in comparison with the norm profile. Similarly, that 

the element at (3,5)  in Fig. 6.3 equals 1 means the covariance between feature 

serror_rate (the % of connections that have “SYN” errors to the same host) and 

feature rerror_rate (the % of connections that have “REJ” errors to the same host) 

changes greatly in Neptune attack.  

 

To virtually present the second-order features, we use a simple binary image to 

represent an average detection result matrix. The elements with value 1s in the 

average detection result matrix are drawn in gray color, while other elements are in 

white color. Therefore, the average detection result matrix of Neptune attack in Fig. 

6.3 will be represented as the image in Fig. 6.4 (a), where the gray color squares in the 

image exhibit the extracted second-order features for Neptune attack with 100% 

confidence during detection.  

 

Figs. 6.4 and 6.5 present the results of extracted second-order features for different 

attacks under different threshold matrices in our case studies respectively.
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(a) 

 

(b)

 

Fig. 6.4 The second-order features extracted for Neptune attack.  

(a) 3D(M)  as threshold matrix; (b) 4D(M)  as threshold matrix 

 

(a) 

 

(b) 

 

Fig. 6.5 The second-order features extracted for Smurf attack.  

(a) 3D(M)  as threshold matrix; (b) 4D(M)  as threshold matrix 

 

A summary of the second-order features extracted for Neptune and Smurf Attack 

under different threshold matrices is given in Table 6.4. 
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Table 6.4 Lists of the second-order features of Neptune and Smurf attacks  

Positions with value 1 in the detection result matrix Threshold Matrix 
Detecting Neptune Attack Detecting Smurf Attack 

3D(M)  (1,1),(3,3),(4,4),(9,9) 
(3,4),(3,5),(3,6),(4,5),(4,6) (5,5),(6,6),(9,9); (5,6) 

4D(M)  (1,1),(3,3),(4,4) 
(3,4),(3,5),(3,6),(4,5),(4,6) (9,9) 

 

Table 6.4 shows the set of second-order features for different attacks under different 

threshold matrix. For example, when the threshold matrix is selected as 4D(M) , the 

second-order features of Neptune attack are the variances of feature number 1 

(concisely feature1), feature3 and feature4, and the covariance between feature pairs 

of (3,4),(3,5),(3,6),(4,5),(4,6). Similarly, a set of second-order features of Smurf attack 

is the variance of feature9. That is, the variance of feature9 has changed greatly 

during Smurf attack when compared with the normal class. The corresponding 

detection rate for the normal class is 93.63% in experiments (Table 6.2) and 93.75% 

in statistical theory Equ. (6.5), while corresponding detection rates for both attacks are 

100% under the 4D(M)  as threshold matrix.  

 

For the same column in Table 6.4, the number of positions with value 1s decreases 

as the threshold matrix increases, which is consistent with the threshold detection 

principle: more points will be classified as normal when the classification boundary 

becomes wider. 

 

6.5 Discussions 

Figs. 6.4 and 6.5 show that we can obtain a stable second-order feature set for the 

detected attacks.  In the average 0-1 result matrix, the elements with value 1 indicate 
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that we have 100% confidence to draw a conclusion that the detection approach can 

detect the significant changes of the observed matrix from the norm profile of normal 

traffic.  

 

Since no attack information is provided in the training set, the experimental results 

demonstrate the effectiveness of our detection approach in two aspects of:  

 

 detecting the unknown flooding attacks with high detection rate  

 extracting the second-order features to mark the unknown flooding attacks 

 

6.6 Summary 

This chapter describes another characteristic of the threshold matrix based detection 

approach in the covariance feature space -- its ability to capture the patterns for the 

unknown flooding attacks. It introduces a new multiple dimensional distance measure 

called 0-1 matrix and demonstrates the 0-1 matrix effectiveness to exhibit the 

covariance features for the unknown attack.  

 

As described in previous chapters, we utilize the changes of covariance matrix of 

network sequential samples to determine the change of network status. For example, 

when a flooding attack happen, the observed covariance matrix in the detection model 

will significantly change from the norm profile of normal traffic, which shows the 

status of network is changed from the normal to the abnormal status. As a conclusion 

in Chapter 5, different flooding attacks own different covariance patterns and the 

covariance matrix can be served as a feature in the detection of flooding attacks. In 
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order to quantify the degree of the difference between two evaluated covariance 

matrices, we develop a multi-dimensional measure called 0-1 matrix for 

classifications. We compare the observed covariance matrix with the norm profile of 

the normal traffic. The comparison result is a 0-1 matrix whose elements are either 0s 

or 1s. 

 

A 0-1 matrix can represent a total of [ ]( 1) 22 p p+  different dissimilarity results, where 

p is an integer and represents the number of original network features. The meaning 

of a zero result matrix in the detection is totally different from that of a non-zero 

result matrix. For example, when we regard the normal network traffic as the norm 

profile, a zero result matrix will mean the current status of network is normal, while a 

non-zero result matrix will mean the current status of network is abnormal because of 

the happening of a flooding attack. What is more, different positions of 1s in the result 

matrix will mean the happening of different type of flooding attacks. If two 0-1 

matrices have different number of 1s, they are different. If two 0-1 matrices have the 

same number of 1s, but the 1s appear at different coordinates, they should be 

considered different too.  

 

Therefore, a 0-1 result matrix has specific physical meanings. On one hand, it can 

determine the happening of a flooding attack through a non-zero matrix. The positions 

of 1s in a non-zero matrix show that the covariance values at these positions are 

significant different from that of the norm profile with the constraint of the threshold 

matrix in the detection. On the other hand, it can further identify the type of any 

flooding attacks that are detected. Different quantities and positions of 1s in the result 

0-1 matrix indicate different types of flooding attacks. Hence, the result 0-1 matrix 
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serves as the second-order features to mark the detected flooding attack. When an 

unknown flooding attack happens, we will obtain a new 0-1 result matrix in the 

detection. This 0-1 result matrix should be different from any other 0-1 result matrices 

obtained in the detection of known flooding attacks. 

 

We employ the Chebyshev inequality based threshold matrix detection in the 

experiments. A reasonable sequence length n is determined through training. The 

experimental results show that the threshold matrix based detection approach in the 

covariance feature space can not only detect different flooding attack types, but also 

differentiate attacks from one another without any prior knowledge of them. We 

further illustrate the covariance feature sets that the detection approach captured for 

the unknown flooding attacks based on the average detection result matrix. 
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Chapter 7 

Real-time Flooding Attack Detection in Covariance Feature 

Space: Practical Issues and Initial Results 

This chapter discusses some key issues involved in applying the threshold based 

detection approach in the covariance feature space in the on-line flooding attack 

detection. We discuss the role and placement of our developed detector and provide 

our current solutions to the sequence length settlement. The problem of blended attack 

in single detection window is analyzed. The time consumption of the covariance 

matrix based detection approach is illustrated. We also give proofs to verify that the 

developed detection approach can still work in the situation where an attack linearly 

changes all the monitored features in this chapter.   

 

7.1 Role and Placement of the Detector 

The features that we used in our validation are all network based features, rather 

than the host based features. Therefore, as what has been done in most NIDSs 

(Network Intrusion Detection Systems), it is possible that our network anomaly 

detector works in a bypass monitoring mode. The covariance matrix based detector 

described in this thesis can be used to protect any server in a local network. In order to 

capture the traffic of a victim inside a local network and detect flooding attacks, the 

detector should be installed in the same local network where the victim located. In a 

100/10M local/stub network, the network connection statistics of the victim can be 
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captured and calculated by utilizing some on-line traffic capturing software such as 

Sniffer or TCPDUMP, under the settled sequential sampling rules such as making a 

statistical calculation once collecting a fixed number of packets. However, in a over 

1000M/G core network, when the bandwidth is near saturation, the software such as 

TCPDUMP has to drop packets at a very high rate. In this circumstance, we should 

make use of high performance capturing hardware such as NP for packet capturing 

and state analysis.  

 

In order to decrease the traffic volume that the detector machine needs to analyze, 

we suggest linking the detector machine with a mirror interface of the router that 

classifies and forwards the traffic to the victim. By setting up the mirror rules, the 

detector machine can only receive the network traffic of the monitored host rather 

than the whole traffic of the local network. We can even utilize the existing network 

statistical monitoring system running on the routers to forward the statistics of the 

sequential samples to the detection system by building up special capturing rules. For 

example, the detector can receive the needed statistical samples from the commercial 

product Netflow running on Cisco routers directly.  

 

With the development of large-scale packet classifying techniques [Lakshman and 

Stiliadis, 1998], the network based detector’s capability to withstand any flooding 

attacks will mainly depend on the ability of a stub router to classify and forward 

packets [Wang et al., 2004]. When a flooding attack happens, the arrival time 

between the adjacent anonymous packets is very short. However, at one particular 

time, there will be at most one packet transported on the communication channel, 

since almost all local networks are broadcast network based on multi-access channel 
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with CSMA/CD (Carrier Sense Multiple Access with Collision Detection) protocol on 

the medium access control sub-layer. Under the condition that the router can forward 

the packet properly, the passively sequential sampling of the victim traffic will work, 

even when the request cannot be accepted by the victim machine. 

7.2 Sequence Length Settlement 

One open problem in an on-line detection system is how to decide a suitable time 

interval. That is, what is a suitable sequence length to obtain a covariance matrix 

sample in the covariance feature space for the detection?  In the literature, some work 

proposes that the best detector-window length is the one which result in at least one 

anomaly being detected in each intrusive trace [Hofmeyr et al., 1998]. However, how 

to settle the best detector-window length is still not theoretically solved. Normally, the 

experimental determination approach is employed. 

 

  More concisely, the problem of sequence length determination in the covariance 

feature space means how many the monitored packets will be enough to embody the 

covariance characteristics of the network traffic. Lots of experiments in the previous 

chapters have shown that the covariance characteristics among normal traffic and 

different flooding attacks are different with different sequence lengths. Therefore, it is 

possible to determine a practical sequence length a prior based only on the normal 

traffic data.  

 

  A practical way to settle the sequence length is to extract different sequence length 

data from our collected normal traffic trace and compare the average covariance 

matrix difference between the sequential data and the whole data set. The longer the 
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sequence length is, the less the covariance difference is. Clearly, if we use the whole 

trace length as the sequence length, the covariance matrix difference will be zero. 

Among all sequential data with different length, we can determine such a sequence 

length where the average difference between the sequential data and the whole trace 

levels off relatively within a small range. Since the sequential data with such a length 

can embody the statistical covariance characteristics of whole trace with a little gap, it 

can be settled as a practical sequence length in constructing the covariance feature 

space. The experiments in Section 6.4.2 demonstrate such a case.  

   

7.3 Blended Attack Problem 

The samples from two flooding attacks are possibly blended within one time 

interval during on-line detection. In the covariance feature space, this 

phenomenon could be described as follows:  

  

( ) ( )

1 1 1 2

1 1 1 1

1 1 1 2
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 samplings  samplings
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                                  (7.1) 

 

Introducing the notations 
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We obtain 
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Equ. (7.3) shows that under the condition of ( )1 2n n n+ = , l
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then  

[1] [2]1 2

1 2 1 2

n n
n n n n

µ µ µ= +
+ + .                                             (7.5) 

 

Equ. (7.5) means that when the attack is changing from one type to another, the 

mathematical expectation of attack is also correspondingly changing from the 

mathematical expectation of one attack type to that of another attack type. 
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We further obtain 

( )( )[1] [2] [1] [2] [1] [2]1 2 1 2
, , ,

1 2 1 2 1 2 1 2
l l l l l l l l l l

u v u v u v u u v vf f f f f f f f f f

n n n n
n n n n n n n n

σ σ σ µ µ µ µ= + + − −
+ + + +         (7.6) 

 

In order to simplify problem discussion, we can only consider two special cases of  

either [1] [2]
l l

u uf f
µ µ=  or [1] [2]

l l
v vf f

µ µ= , then  Equ. (7.6) will be transformed to 

 

[1] [2]1 2
, , ,

1 2 1 2
l l l l l l

u v u v u vf f f f f f

n n
n n n n

σ σ σ= +
+ +                                        (7.7) 

 

Therefore, under the condition of ( )1 2n n n+ = , ,l l
u vf f

σ  is just  located on the line decided 

by [1]
,l l

u vf f
σ  and [2]

,l l
u vf f

σ . And the distance proportion between ,l l
u vf f

σ  and two endpoints is 

1 2:n n . So when 1n  is increased from 0 to n , ,l l
u vf f

σ correspondingly changes from [1]
,l l

u vf f
σ  

to [2]
,l l

u vf f
σ .  Equ. (7.7) means that covariance of blended attack in a detection window 

correspondingly changs from the covariance of one type to that of another type as the 

attack is changing from one type to another during on-line detection. 

 

With the condition of [1] [2]
l l

u uf f
µ µ= ， 1 2, , ...,=u p , we further obtain from Equ. (7.7) 

  

[1] [2]1 2

1 2 1 2

n n
n +n n +n

= +M M M                                            (7.8) 

where 
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Equ. (7.9) means the covariance matrix of attack is also correspondingly changing 

from the covariance matrix of one attack type to that of another type with attacks 

changing from one type to another. The trace of the gradational changing from one 

type to another type, is exactly the line links these two attack vectors in the covariance 

feature space.  

 

When [1] [2]
l l

u uf f
µ µ≠ and [1] [2]

l l
v vf f

µ µ≠ , the mathematical expectations alone could be used to 

identify the attack changing from one type to another. The analysis procedure and 

conclusion are very similar to the special case talked above.   

 

7.4 Detection Time 

Besides the detection accuracy, another important factor to exhibit the effectiveness of 

the detection is the detection delay. It is very easy to collect enough number of 

network packets under the current Internet transmission speed. For example, 
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approximately 1000 packets will be received during a period of 2 seconds in a 10M 

Ethernet (with a maximum of 1500 bytes per packet).  In the covariance matrix based 

detection approach, the detection delay depends on the time of sampling interval and 

the time spent on covariance feature space construction.  

 

In the process of covariance feature space construction, the complexity of 

calculating a covariance matrix is 2( )O np  where n is the number of original samples 

and p is the number of monitored features. Normally, n has a scale of 210  and p at 

most has a scale of 10. Therefore, at most 410 calculations are needed, which will only 

take about no more than 10 sµ  for a common Pentium CPU.  

 

   As for the sampling time, to obtain a sequence of n samples will take snt  if a single 

sampling interval is st . An improvement to shorten the sampling time is to utilize 

continuously sliding sequences instead of non-overlapped sequences in the covariance 

matrix calculation. If the sequence of length n is obtained by sliding  ( )m m n<<  

samples once at a time, the sampling time for an accurate detection will be in the 

range of [ , ]s smt nt .  The current network sampling techniques make the st  to be as 

short as 510−  second. Therefore, the sampling time will have a scale of 310− second.  

 

Compared with the time that human user’s patience can last (e.g. 8 seconds) [Xu and 

Lee, 2003] , the total detection time involved in a single detection is very short (e.g. 

several milliseconds). We can thus further utilize the statistical knowledge to make a 

more reliable decision on whether the attack has happened or not after obtaining 

thousands of detection results.   
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  The comparison of the detection time of our approach with the existing methods 

will be our future work. 

    

7.5 Problem of Linearly Changed Attack Detection 

Since the detection approach we developed mainly utilizes the covariance changes in 

the detection, one challenge would be that the detection approach will not work under 

the situation where an attack linearly changes all the monitored features.  

 

We can analyze this challenge as follow. Let xM  denote the covariance matrix 

constructed from the normal samples 1 2( , , , )T
pf f f=x … . Let zM  denote the covariance 

matrix constructed from the linearly changed attack samples 

1 21 1 2 2( , , , )T
pp pa b f a b f a b f= + + +z … . Essentially, the challenge can be restated as: the 

detection approach which mainly utilizes the differences among covariance matrices 

will not work since the statement x z=M M  is true.  

 

In fact, the statement x z=M M  will be true, if and only if ( ) ( )cov cov, ,i j i j i jf f f fb b= , 

where i and j are integers which satisfy , ,  1 ,i j i j p∀ ∀ ≤ ≤ . Obviously, we can obtain 

1,   1, 2,...,i ib b i p= = . Thus, 1,   1, 2,...,ib i p= ± = . Since ( ), ,  cov , 0i ji j f f∃ ∃ ≠ , we will obtain 

1i jb b = . Therefore, in order to satisfy x zM M= , we must have either 1ib =  or 1ib = − , 

i∀ . In practice, it hardly happens that all the p features will have and only have the 

shift transformation. Thus, it is impossible to satisfy that , 1ii b∀ = − , neither does that 

, 1ii b∀ = . Therefore, the covariance matrix will also change in the situation where a 

flooding attack linearly changes all the monitored features. The covariance matrix 
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based anomaly detection model we developed will still work to detect such kind of 

attacks. 

7.6 Summary 

This chapter discusses some key issues in the deployment of the covariance matrix 

modeling and threshold based detection approach in on-line detection of flooding 

attacks. We describe in details the role and placement of the detector. We also present 

the difficulties in determining a suitable sequence length definitely for an intrusion 

detection approach in the literature and report our currently experimental 

determination ways.   

 

An inevitable problem of blended attack in a single detection window is also 

discussed. We prove that in the covariance feature space, the point of covariance 

matrix of the blended attack will proportionally locate in the line which connects the 

point of covariance matrix of one attack type and the point of another attack type. The 

proportion equals the ratio of the number of one attack samples to the number of 

another attack samples. These results will help us seek ways to detect the blended 

attack in the covariance feature space.    

 

We also discuss the detection time consumption in the on-line detection. The time 

used in one single detection process is nearly negligible in comparison to the time that 

a human user can tolerate. Obtaining enough detection results before deciding the 

flooding attack happens will be thus reasonable for further work. 

 



CHAPTER 7 REAL-TIME FLOODING ATTACK DETECTION IN COVARIANCE FEATURE SPACE: 
PRACTICAL ISSUES AND INITIAL RESULTS 

140 

 

As a statistical anomaly detection approach, the covariance matrix based detection 

approach will inevitably face a challenge: if an attack linearly change all the features, 

the approach may not work. We prove that the covariance matrix will also change in 

such a situation where a flooding attack linearly changes all the features. Therefore, 

the covariance matrix based detection model can still work in detecting such kind of 

attacks. 
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Chapter 8  

Conclusions and Future Work 

This chapter draws a conclusion, recaps the contributions of the thesis and outlines the 

future work.  

8.1 Conclusion 

In this thesis, the problems of whether the covariance matrix can be utilized in the 

detection and how to directly utilize the changes of covariance matrix to construct an 

effective anomaly detection system for various flooding attacks have been studied. 

We regard the problem of detecting multiple and various flooding attacks as a multi-

classification problem in the constructed covariance feature space and develop a 

general threshold based detection approach. The described detection approach can not 

only distinguish multiple flooding attacks effectively, but also identify covariance 

patterns of unknown flooding attacks that are detected.  

 

  We initially analyze the correlativity changes of monitored network features during 

the flooding attacks. We further give proofs to show that the detection approach 

which utilizes the statistical information contained in groups of samples will be more 

effective in the detection of flooding attacks than the traditional approaches which 

only utilize the information of a single sample. To make use of the correlativity 

changes, we firstly construct a covariance feature space as described in Chapter 3. In 

conceptual terms, the process of covariance feature space construction formulates a 
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sequence of original samples provided by the passive monitoring devices into a point 

in the covariance feature space.  A covariance matrix contains both the correlation 

information among multiple features and the correlation information among sample 

sequence of equal and fixed length. The constructed covariance feature space thus 

enables directly evaluating the effect of correlations on the classification. Each 

dimension of the covariance feature space provides a measure of correlation between 

each pair of monitored original features. 

 

  We then develop a general threshold based detection approach based on the initial 

inspiring experimental results of detecting SYN-flooding attack. The detection 

approach evaluates the utilization of covariance changes in distinguishing different 

flooding attacks. Chapter 4 describes the detection approach in details. The threshold 

based detection approach utilizes the covariance matrix directly in the detection; 

therefore, it enjoys the discriminative merit of distinguishing traditional non-separable 

classes with the same mean where any traditional detection approach will fail. Since 

the detection approach provides a constrained rather than an open boundary for each 

known class in comparison to other traditional detection approaches, it also provides 

the advantage of identifying the unknown classes.  

 

  We then describe three different implementations of the threshold based detection 

approach either in scalar or in matrix implementations in Chapter 5. The threshold 

scalar implementation utilizes the Euclidean distance to determine a scalar threshold, 

while the threshold matrix implementations utilize either the maximum statistics or 

the theorem of Chebyshev inequality to determine a threshold matrix respectively. 

Extensive experiments and comparisons with other detection approaches on the same 
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datasets verify that i) different flooding attacks own different covariance patterns, ii) 

the significant change of the covariance can be utilized to distinguish normal and 

different type of flooding attacks, iii) the detection of various flooding attacks in the 

covariance feature space is more effective than that in the original feature space and iv) 

the threshold based detection approach is effective in detecting multiple known and 

various unknown flooding attacks in the covariance feature space. 

 

We then describe another characteristic of the threshold matrix based detection 

approach in the covariance feature space -- its ability to capture the patterns for the 

unknown flooding attacks in Chapter 6. We develop a new multiple dimensional 

distance measure called 0-1 matrix. The appearance of 1 in the result 0-1 matrix 

indicates that the observed covariance matrix is significantly different from the norm 

profile of normal traffic with the constraint of the corresponding element in the 

threshold matrix. Different quantities and positions of 1s in the result 0-1 matrix 

indicate different types of flooding attacks. Hence, the result 0-1 matrix serves as the 

second-order features to mark the detected flooding attack. We demonstrate the 

effectiveness of the 0-1 matrix in exhibiting the covariance features for the unknown 

attack through lots of experiments.  

 

We finally discuss some key issues in the deployment of the covariance matrix 

modeling and threshold based detection approach in the real-time detection of 

flooding attacks in Chapter 7.  We discuss the role and placement of our developed 

detector and describe our current solutions to the sequence length settlement. We 

analyze the problem of blended attack in single detection window and report our 

initial results on this problem. We analyze the time consumption of the covariance 



CHAPTER 8 CONCLUSIONS AND FUTURE WORK 

144 

 

matrix based detection approach in the on-line detection. We also give proofs to 

verify that the developed detection approach can still work in the situation where an 

attack linearly changes all the monitored features. 

 

We recap the thesis contributions as follows:  

 

 New effective detection approach in pattern recognition to directly utilizing the 

correlation information  

 Threshold based approach to a multi-classification problem in the covariance 

feature space 

 Techniques for automatically capturing patterns for the unknown attacks 

 Techniques for an effective and on-line Internet anomaly detection.  

 

In summary, in this thesis we develop a covariance matrix based detection 

approach and apply it to the problem of network flooding attack detection. The 

proposed detection approach directly utilizes the covariance matrix of groups of 

samples, which considerably improves the detection effectiveness. We also develop a 

multi-dimensional measure -- 0-1 matrix to effectively evaluate the quantities and 

directions of the differences among different classes in terms of the covariance 

changes.  

 

The detection approach, which utilizes the high-order numerical characteristics of 

group samples and applies a multi-dimensional measure to evaluate the difference and 

exhibit the detection results, is a contribution to solving a multi-classification problem 

in pattern recognition. In its application to the network flooding attack detection, the 
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detection approach can be regarded as a new tool to effectively detect various 

flooding attacks. It also provides a solution to solve the problem of unknown attack 

detection in the field of network intrusion detection. We believe that the approach 

proposed in this thesis will have wide applications in the pattern recognition, signal 

detection or the high-order feature extractions. 

 

8.2 Future Work 

The detection model we developed has a number of weaknesses. We are investigating 

some possible modifications that may rectify the weaknesses and improve the 

performance of the detection model. There are several possible future research areas: 

 

 Improving the effectiveness of detection 

The detection accuracy is a major requirement for an on-line detection system. Can 

we improve the detection accuracy more? How to further utilize the statistical 

knowledge to make a more reliable decision on whether an attack has happened or not 

will be one of future research directions. A possible method to this problem is to 

signal an attack after obtaining statistically enough anomaly detection results.  

 

 Online training 

 In our work, we utilize the off-line normal traffic data provided by either the 

passively monitoring software or public datasets to obtain the norm profile. The 

obtained profile is somewhat simple and will not be responsive enough to adapt to the 

rapidly evolving network traffic. Thus, an online training extension to our present 

model can greatly reduce the impact of traffic behavioral changes. 
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 Feature set engineering 

The features used in our evaluations are the network connection based features 

provided by the public dataset (see Section 5.3). The detection model needs to keep 

the connection status, which limits itself to the stub networks. There are many other 

network feature sets available and could be utilized to dramatically improve the 

detection performance. We suggest to utilize the stateless network features, such as 

the TCP flags [see Section 4.1], MIB variables [Qin et al., 2001], which will enable 

the detection model to be settled into any core network. Furthermore, the application 

of different feature sets to our detection model will help to understand the nature of 

network traffic from the view of the second statistics flexibly. However, what is the 

favorable enough feature set to characterize the network traffic is still under 

investigation.  

 

 Alternative dissimilarity measures 

The covariance matrix based detection approach described in this thesis is general. It 

can be implemented as either a scalar measure or a multi-dimensional matrix measure. 

We have introduced several different implementations in this thesis. However, all the 

exemplified threshold implementations in this thesis are still relatively coarse. For 

example, the Chebyshev Inequality based threshold determinations can provide the 

best performance; however, it evaluates all the dimensions of the difference 

covariance matrix equally. Using a different measure such as assigning different 

weights to different dimensions and including a priori domain knowledge, will 

improve the performance at the cost of decreasing generality of the approach. 
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 Integrating with misuse detection system 

We believe that it will be beneficial to extract some detection rules from the results of 

our work and incorporate them into a misuse detection system. The flooding attacks 

often employ the normal traffic packets to damage the Internet resource.  We could 

not simply add a rule into the misuse system to prevent all the normal packets. 

However, we can utilize the results of the covariance matrix based classifier to 

produce the rules based on the second-order statistics of the network traffic. The rules 

will be in the form of “if i jf fσ α≥ and m nf fσ β≥  , then signal attackA”, where the 

α and β are the elements in the threshold matrix of the normal traffic. To investigate 

how to integrate the misuse detection system or the firewall system to make an 

effective detection will be helpful in the security prevention.  

 

 Benchmark for intrusion detection evaluation 

We lack a relatively adequate public dataset for the intrusion detection evaluations up 

to now. Different intrusion detection approaches utilize different features and 

different private datasets in their validations, which makes a fair and reasonable 

comparison more difficult. Normally, the simulations with the operational normal 

network traffic as the background traffic are utilized in the evaluations, as described 

in Section 4.1. However, how faithfully can we believe the simulation results? Since 

the statistical distributions of normal network traffic and various attacks could not be 

known exactly up to now because of the evolving nature of the network and various 

intrusions. How to construct an acceptable or reasonable benchmark for intrusion 

detection evaluations is highly demanded.  

 

 Modeling and measuring normal network traffic 
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The network traffic analysis is still obstructed by the difficulty of actually estimating 

its parameters and identifying dependence of different parameters unambiguously. It 

would be more accurate if we could use the pdf (probability density function) or joint 

pdfs to completely describe the normal traffic. However, in practice, it is very difficult 

to obtain the real pdf of the normal network traffic. There is a need for more 

approaches and models to discover its real nature. In this thesis, we utilize the 

covariance matrix – one of numerical characteristics to characterize different status of 

network traffic (such as normal or abnormal with flooding attacks). It helps to 

discover the patterns of the normal traffic and different attacks in terms of 

multivariate correlations in the sequences of fixed and equal length. However, 

whether the covariance matrix can be utilized to detect other network attacks rather 

than flooding attacks is still unknown. It is no doubt that any little progress on 

measuring the normal network traffic will definitely improve the developments in the 

network intrusion detection. The work on the normal network traffic modeling will 

possibly add new tools to discover the nature of current attacks. 

 

 Integrating multi-dimensional measure for classifications with traditional 

detection approaches 

We develop a multi-dimensional measure -- 0-1 matrix to evaluate both quantities and 

positions of the difference between two objects we are interested in studying.  A 0-1 

result matrix has specific physical meanings. On one hand, it can determine the 

happening of a flooding attack through a non-zero matrix. The positions of 1s in a 

non-zero matrix show that the covariance values at these positions are significantly 

different from that of the norm profile with the constraint of the threshold matrix in 
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the detection. On the other hand, it can further identify the type of any flooding 

attacks that are detected. Different quantities and positions of 1s in the result 0-1 

matrix indicate different types of flooding attacks. Hence, the result 0-1 matrix serves 

as the second-order features to mark the detected flooding attack. It is worth further 

exploring how to integrate a multi-dimensional measure for classifications to 

traditional classification approaches such as SVM (Support Vector Machine), MLP 

(Multi-Layer Perceptron) in order to give their detection results specific physical 

meanings. 

 

 



BIBLIOGRAPHY  

150 

 

Bibliography 

[Abbes et al., 2004] T. Abbes, A. Bouhoula, and M. Rusinowitch. “Protocol analysis 

in intrusion detection using decision tree,” Information Technology: Coding and 

Computing, vol. 1, pp. 404-408, Apr. 2004. 

[Abry and Veitch, 1998] P. Abry, and D. Veitch. “Wavelet analysis of long-range-

dependent traffic,” IEEE Transactions on Information Theory, vol. 44,  no. 1,  pp. 2-

15, Jan. 1998. 

[Andersen and Nielsen, 1998] A. T. Andersen, and B. F. Nielsen. “A markovian 

approach for modeling packet traffic with long-range dependence,” Journal on 

Selected Areas in Communications, vol. 16,  no. 5,  pp. 719-732 , June 1998. 

[Anderson et al., 1995] D. Anderson, T. Frivold, and A. Valdes. “Next-generation 

intrusion detection expert system (NIDES): a summary,” Technical Report, SRI-

CSL-97-07, Menlo Park, Calif.: SRI Int'l, 1995. 

[Axelsson, 2000] S. Axelsson. “The base-rate fallacy and the difficulty of intrusion 

detection,” ACM Transactions on Information and System Security, vol. 3, no. 3, pp. 

186-205, Aug. 2000. 

[Barford et al., 2002] P. Barford, J. Kline, D. Plonka, and A. Ron. “A signal analysis 

of network traffic anomalies,” Workshop of SIGCOMM on Internet Measurement, 

Marseilles, France, pp. 71-82, Nov. 2002. 

[Blazek et al., 2002] R. B. Blazek, H. Kim, B. Rozovskii, and A. Tartakovsky, “A 

novel approach to detection of Denial-of-Service attacks via adaptive sequential and 

batch-sequential change-point detection methods,” Workshop on Statistical and 



BIBLIOGRAPHY  

151 

 

Machine Learning Techniques in Computer Intrusion Detection, pp. 220-226, June 

2002. 

[Cert, 2003] Cert. “Ongoing exploitation of systems running Microsoft SQL server,” 

http://www.cert.org/current/archive/2003/02/28/archive.html 

[Chakrabarti and Manimaran, 2002] A. Chakrabarti, and G. Manimaran. “Internet 

infrastructure security: a taxonomy,” IEEE Network, vol. 16, no. 6, pp. 13-21, Nov.-

Dec. 2002. 

[Chang, 2002] R. K. C. Chang. “Defending against flooding based distributed Denial-

of-Service attacks: a tutorial,” IEEE Communications Magazine, vol. 40, no. 10, pp. 

42-51, Oct. 2002. 

[Chang and Chiang, 2002] C. Chang, and S. Chiang. “Anomaly detection and 

classification for hyperspectral imagery,” IEEE Transactions on Geoscience and 

Remote Sensing, vol. 40, no. 6, pp. 1314-1325, June 2002. 

[Cheung et al., 2003] S. Cheung, U. Lindqvist, and M. W. Fong. “Modeling multistep 

cyber attacks for scenario recognition,” Proceedings of the Third DARPA Information 

Survivability Conference and Exposition (DISCEX III), Washington, DC., pp. 284-

292, Apr. 2003. 

[Conte et al., 2002] E. Conte, A. D. Maio and G. Ricci. “Recursive estimation of the 

covariance matrix of a compound-Gaussian process and its application to adaptive 

CFAR detection,” IEEE Transactions on Signal Processing, vol. 50, no. 8, Aug. 2002. 

[Cormode and Muthukrishnan, 2004] G. Cormode and S. Muthukrishnan. “What’s 

new: finding significant differences in network data streams,” IEEE/ACM 

Transactions on Networking (TON), vol. 13, no. 6, pp. 1219-1232, Dec. 2005. 

[Comerford, 2001] R. Comerford. “No longer in denial,” IEEE Spectrum, vol. 38, no. 

1, pp. 59-61, Jan. 2001. 



BIBLIOGRAPHY  

152 

 

[DARPA, 1999] DARPA. “Intrusion detection evaluation documentation,” 

http://www.ll.mit.edu/IST/ideval/docs/docs_ index.html, 1999. 

[Denning, 1987] D. E. Denning. “An intrusion-detection model,” IEEE Transactions 

on  Software Engineering, vol. 13, no. 2, pp. 222-232, 1987. 

[Depren et al., 2004] M. O. Depren, M. Topallar, E. Anarim, and K. Ciliz. “Network-

based anomaly intrusion detection system using SOMs,” Proceedings of IEEE 12th 

Signal Processing and Communications Applications Conference, pp. 76-79, Apr. 

2004. 

[Duda et al., 2001] R. O. Duda, P. E. Hart, and D. G. Stork. Pattern Classification, 

Second Edition, John Wiley & Sons, Inc. 2001. 

[Erramilli et al., 1996] A. Erramilli, O. Narayan, and W. Willinger. “Experimental 

queueing analysis with long-range dependent packet traffic,” IEEE/ACM 

Transactions on Networking, vol. 4, no. 2, pp. 209-223, Apr. 1996. 

[Eskin et al., 2002] E. Eskin, A. Arnold, M. Prerau, L. Portnoy, and S. Stolfo. “A 

geometric framework for unsupervised anomaly detection,” In the book of 

Applications of Data Mining Computer Security, Kluwer Academic Publishers, 2002. 

[Esponda et al., 2004] F. Esponda, S. Forrest, and P. Helman. “A formal framework 

for positive and negative detection schemes,” IEEE Transactions on System, Man and 

Cybernetics-Part B: Cybernetics, vol. 34, no. 1, Feb. 2004. 

[Estan and Varghese, 2003] C. Estan, and G.Varghese. “Data streaming in computer 

networks,” Workshop on Management and processing of Data Streams, 2003. 

[Estan et al., 2003] C. Estan, S. Savage, and G. Varghese. “Automatically inferring 

patterns of resource consumption in network traffic,” Proceedings of SIGCOMM’03, 

Genmany, pp. 137-148, Aug. 2003. 



BIBLIOGRAPHY  

153 

 

[Feinstein and Schnackenberg, 2003a] L. Feinstein, and D. Schnackenberg. “DDoS 

tolerant network,” Proceedings of the DARPA Information Survivability Conference 

and Expostion(DISCEX’03), pp. 73-75, Apr. 2003. 

[Feinstein and Schnackenberg, 2003b] L. Feinstein, and D. Schnackenberg. 

“Statistical approaches to DDoS attack detection and response,” Proceedings of the 

DARPA Information Survivability Conference and Expostion (DISCEX’03), vol. 1, pp. 

303-314, Apr. 2003. 

[Feng et al., 2004] L. Feng, X. Guan, S. Guo, Y. Gao, and P. Liu. “Predicting the 

intrusion intentions by observing system call sequences,” Computer & Security, vol. 

23, no. 5, pp. 241-252, 2004. 

[Forrest et al., 1996] S. Forrest, S. A. Hofmeyr, A. Somayaji, and T. A. Longstaff. “A 

sense of self for unix processes,” Proceedings of the 1996 IEEE Symposium on 

Research in Security and Privacy, pp.120-128, 1996. 

[Fugate and Gattiker, 2003] M. Fugate, and J. R. Gattiker, “Computer intrusion 

detection with classification and anomaly detection using SVMs,” International 

Journal of Pattern Recognition and Artificial Intelligence, vol. 17, no. 3, pp. 441-458, 

2003. 

[Fukunaga, 1990] K. Fukunaga. Introduction to Statistical Pattern Recognition, 

second edition, Academic Press. Prof., Inc., San Diego, CA, 1990. 

[Gordon et al., 2004] L. A. Gordon, M. P. Loeb, W. Lucyshyn, and R. Richardson. 

“2004 CSI/FBI computer crime and security survey,” The Computer Security Institute 

(CSI), 2004. 

[Gordon et al., 2005] L. A. Gordon, M. P. Loeb, W. Lucyshyn and R. Richardson. 

“2005 CSI/FBI computer crime and security survey,” The Computer Security Institute 

(CSI), 2004. 



BIBLIOGRAPHY  

154 

 

[Grossglauser and Bolot, 1999] M. Grossglauser, J. C. Bolot. “On the relevance of 

long-range dependence in network traffic,” IEEE/ACM Transactions on Networking, 

vol. 7, no. 5, pp. 629-640, Oct. 1999. 

[Gubner, 2005] J. A. Gubner. “Theorems and fallacies in the theory of long-range-

dependent Processes,” IEEE Transactions on Information Theory, vol. 51,  no. 3,  pp. 

1234-1239, 2005. 

[Hardy et al., 1988] G. H. Hardy, J. E. Littlewood, and G. Pólya. Chebychef’s 

Inequality, Second Edition. Cambridge, England: Cambridge University Press, chap. 

2.17 and chap. 5.8, pp.43-45 and pp. 123, 1988. 

[Haykin, 1999] S. Haykin. Neural Networks: A Comprehensive Foundation, Second 

Edition, Upper Saddle River, N.J., Prentice Hall, 1999. 

[Heady et al.，1990] R. Heady, G. Luger, A. Maocabe, and M. Servilla, “The 

architecture of a network level intrusion detection system,” Technical Report, 

Department of computer Science, University of New Mexico, Aug. 1990. 

[Hofmeyr et al., 1998] S. A. Hofmeyr, S. Forrest, and A. Somayaji. “Intrusion 

detection using sequences of system class,” Journal of Computer Security, vol. 6, no. 

3, pp. 151-180, 1998. 

[Hussain et al., 2003] A. Hussain, J. Heidemann, and C. Papadopoulos. “A framework 

for classifying Denial of Service attacks,” Proceedings of SIGCOMM’03, Karlsruhe, 

Germany, pp. 99-110, Aug. 2003. 

[Javitz and Valdes, 1994] H. S. Javitz, and A. Valdes. “The NIDES statistical 

component description of justification,” Technical Report, A010, Menlo Park,Calif.: 

SRI Int'l. 



BIBLIOGRAPHY  

155 

 

[Jin et al., 2003] C. Jin, H. Wang, K. G. Shin. “Hop-count filtering: an effective 

defense against spoofed traffic,” ACM Conference on Computer and Communications 

Security (CCS’2003), pp. 30-41, Oct. 2003. 

[Jin and Yeung, 2004] S. Jin, and D. Yeung. “A covariance analysis model for DDoS 

attack detection,” Proceedings of  IEEE International Conference on Communications 

(ICC 2004), vol. 4, pp. 20-24, June 2004. 

[Jung et al., 2002] J. Jung, B. Krishnamurthy, and M. Rabinovich. “Flash crowds and 

Denial of Service attacks: characterization and implications for CDNs and web sites,” 

Proceedings of the Eleventh International World Wide Web Conference, pp. 252-262, 

May 2002. 

[Karagiannis et al., 2004 ] T. Karagiannis, M. Molle, and  M. Faloutsos. ”Long-range 

dependence ten years of Internet traffic modelling,” IEEE Internet Computing, vol. 

8, no. 5, pp. 57-64, 2004. 

[Kay, 2005] J. Kay. “Low volume viruses: new tools for criminals,” Network Security, 

vol. 6, pp. 16-18, 2005. 

[Kong et al., 2003] J. Kong, M. Mirza, J. Shu, C. Yoedhana, M. Gerla, and S. Lu. 

“Random flow network modeling and simulations for DDoS attack mitigation,” 

Proceedings of  IEEE International Conference on Communications (ICC 2003),  vol. 

1, pp. 487-491, May 2003. 

[Kumer, 1995] S. Kumer. “Classification and detection of computer intrusions,” 

Thesis for the Doctor, Purdue University, Aug. 1995. 

[Kuzmanovic and Knightly, 2003] A. Kuzmanovic, and E.W. Knightly. “Low-rate 

TCP-targeted Denial of Service attacks,” Proceedings of SIGCOMM’03, Karlsruhe, 

Germany, pp. 75-86, Aug. 2003. 



BIBLIOGRAPHY  

156 

 

[Lakshman and Stiliadis, 1998] T. V. Lakshman, and D. Stiliadis. “High speed policy-

based packet forwarding using efficient multi-dimensional range matching,” 

Proceedings of ACM SIGCOMM, pp. 203-214, Sept. 1998. 

[Lane and Brodley, 1999] T. Lane, and C. E. Brodley. “Temporal sequence learning 

and data reduction for anomaly detection,” ACM Transactions on Information and 

System Security, vol. 2, no. 3, pp. 295-331, Aug. 1999. 

[Lee et al., 1997] W. Lee, S. Stolfo, and P. Chan. “Learning patterns from unix 

process execution traces for intrusion detection,” AAAI Workshop: AI Approaches to 

Fraud Detection and Risk Management, pp. 50-56, 1997. 

[Lee, 1999] W. Lee. “A data mining framework for constructing features and models 

for intrusion detection systems,” Thesis for the Doctor, Columbia University, 1999. 

[Lee and Stolfo, 2000] W. Lee, and S. Stolfo, “A framework for constructing features 

and models for intrusion detection systems,” ACM Transactions on Information and 

System Security, vol. 3, no. 4, pp. 227-261, Nov. 2000. 

[Leland et al., 1994] W. E. Leland, M. S. Taqqu, W. Willinger, and D. V. Wilson. 

“On the self-similar nature of Ethernet traffic (extended version),” IEEE/ACM 

Transactions on Networking, vol. 2, no. 1,  pp. 1-15, Feb. 1994. 

[Leon et al., 2004] E. Leon, O. Nasraoui and J. Gomez. “Anomaly detection based on 

unsupervised niche clustering with application to network intrusion detection,” 

Evolutionary Computation 2004(CEC2004), vol. 1, pp. 502-508, June 2004. 

[Lincoln Laboratories, 1999] Lincoln Laboratories. 1999 DARPA Intrusion Detection 

Evaluation. http://www.ll.mit.edu/IST/ideval/index.html. 

[Longhurst, 2002] M. Longhurst. “Detection or Prevention?” Cover Story, SC 

Magazine, http://www.scmagazine.com/scmagazine/2002_09/cover/cover.html, Sept. 

2002. 



BIBLIOGRAPHY  

157 

 

[Lunt et al., 1989] T. Lunt, R. Jaganthan, R. Lee, A. Whitehurst, and S. Listgarten. 

“Knowledge-based intrusion detection,” Proccedings of the 1989 AI Systems in 

Government Conference, Mar. 1989. 

[Mahoney and Chan, 2003] M. V. Mahoney, and P. K. Chan. “An analysis of the 

1999 DARPA/Lincoln laboratory evaluation data for network anomaly detection,” 

Proceedings of Recent Advances in Intrusion Detection (RAID) 2003, LNCS 2820, pp. 

220-237, 2003. 

[Makowski, 2002] A. M. Makowski. “Long-range dependence does not necessarily 

imply non-exponential tails,” IEEE Communications Letters, vol. 6, no.12, pp. 550-

552, 2002. 

[Manikopoulos and Papavassiliou, 2002] C. Manikopoulos, and S. Papavassiliou. 

“Network intrusion and fault detection: a statistical anomaly approach,” IEEE 

Communications Magazine, vol. 40, no. 10, pp. 76-82, May 2002. 

[Markou and Singh, 2003a] M. Markou, and S. Singh. “Novelty detection: a review --

part 1: statistical approaches,” Signal processing, vol. 83, pp. 2499-2521, 2003. 

[Markou and Singh, 2003b] M. Markou, and S. Singh. “Novelty detection: a review --

part 2: neural network based approaches,” Signal processing, vol. 83, pp. 2499-2521, 

2003. 

[McClave and Sincich, 2000] J. T. McClave, and T. Sincich. Statistics, Eighth Edition, 

Prentice Hall, 2000. 

[Mirkovic et al., 2000] J. Mirkovic, J. Martin, and P. Reiher. “A taxonomy of DDoS 

attacks and DDoS defense mechanisms,” UCLA CSD Technical Report, CSD-TR-

020018, Nov. 2000. 



BIBLIOGRAPHY  

158 

 

[Moore et al., 2001] D. Moore, G. M. Voelker, and S. Savage, “Inferring internet 

Denial of Service activity,” Proceedings of USENIX Security Symposia, pp. 9-22, Aug. 

2001. 

[Morin and Debar, 2003] B. Morin, and H. Debar. “Correlation of intrusion symptoms: 

an application of chronicles,” Proceedings of Recent Advance in Intrusion Detection 

(RAID), Springer-Verlag Berlin Heigelberg, pp. 97-112, 2003. 

[Mukkamala and Sung, 2002] S. Mukkamala, and A. H. Sung. “Feature ranking and 

selection for intrusion detection using support vector machines,” Workshop on 

Statistical and Machine Learning Techniques in Computer Intrusion Detection, pp. 

503-509, June 2002. 

[Neumann and Porras, 1999] P. Neumann, and P. Porras. ”Experience with 

EMERALD to date,” Proceedings of First USENIX Workshop Intrusion Detection 

and Network Monitoring, pp. 73-80, 1999. 

[Ohsita et al., 2004] Y. Ohsita, S. Ata, and M. Murata. “Detecting distributed Denial-

of-Service attacks by analyzing TCP SYN packets statistically,” Proceedings of 

GLOBECOM, vol. 4, pp. 2043-2049, Nov.-Dec. 2004. 

[Peck and Trachier, 2004] L. Peck, and G. Trachier. “Security technology decision 

tree tool,” Proceedings of the 38th Annual 2004 International Carnahan Conference 

on Security Technology, pp. 91-98, Oct. 2004. 

[Porras and Kemmerer, 1992] P. A. Porras, and R. A. Kemmerer. “Penetration state 

transition analysis: a rule-based intrusion detection approach,” Proceedings of the 

Eighth Annual Computer Security Applications Conference, pp. 181-199, Dec. 1992 

[Qin and Lee, 2003] X. Qin, and W. Lee. “Statistical causality analysis of INFOSEC 

alert data,” Recent Advance in Intrusion Detection (RAID). Springer-Verlag Berlin, 

Heigelberg, pp. 73-93, 2003. 



BIBLIOGRAPHY  

159 

 

[Qin et al., 2001] X. Qin, W. Lee, L. Lewis, and J. B. D. Cabrera. “Using MIB II 

variables for network anomaly detection -- a feasibility study,” ACM Workshop on 

Data Mining for Security Applications, Philadelphia, PA, Nov. 2001. 

[Quinlan, 1986] J. R. Quinlan. “Induction of Decision Trees,” Machine Learning, pp.  

81-106, 1986. 

[Roughan et al., 2000] R. Roughan, D. Veitch, and P. Abry. “Real-time estimation of 

the parameters of long-range dependence,” IEEE/ACM Transactions on Networking, 

vol. 8, no. 4, pp. 467-478, Aug. 2000. 

[Ryan et al., 1998] J. Ryan, M. J. Lin, and R. Miikkulainen. “Intrusion detection with 

neural networks,” Advances in Neural Information Processing, MIT Press, 1998. 

[Sarle, 1994] W. S. Sarle. “Neural networks and statistical models,” Proceedings of 

19th Annual SAS User Group Internet Conference, pp. 1538-1550, Apr. 1994. 

[Sarasa et al., 2005] S. T. Sarasa, Q. A. Zhu, and J. Huff. “Hieraicihcal kohonenen net 

for anomaly detection in network security,” IEEE Transactions on System, Man, and 

Cybernetics -- Part B: Cybernetics, vol. 35, no. 2, pp. 302-312, 2005. 

[Schwartan, 2003] W. Schwartan. “Another case of security by Denial,” Network 

World Fusion,” http://www.nwfusion.com/columnists/2003/1208schwartau.html, Aug. 

2003. 

[Sebring et al., 1998] M. M. Sebring, E. Shellhouse, M. Hanna, and R. Whitehurst. 

“Expert systems in intrusion detection: a case study,” Proceeding of the 11th National 

Computer Security Conference, pp. 74-81, Oct. 1998. 

[Smaha, 1988] S. E. Smaha. “Haystack: an intrusion detection system,” Proceedings 

of the Fourth Aerospace computer Security applications conference, pp. 37-44, 

Tracor Applied Science Inc., Austin, Texas, Dec. 1988. 



BIBLIOGRAPHY  

160 

 

[Snort, 1998] Snort. The Open Source Network Intrusion Detection System. 

http://www.snort.org/. 

[Tan and Xiang, 2001] K. M. C. Tan, and D. Xiang. “Information-theoretic measures 

for anomaly detection,” Proceedings of IEEE Symposia Security and Privacy, 

Oakland, CA, pp. 130-143, May 2001. 

[Thottan and Ji, 2003] M. Thottan, and C. Ji. “Anomaly detection in IP Networks,” 

IEEE Transactions on Signal Processing, vol. 51, no. 8, pp. 2191-2204, Aug. 2003. 

[Tseng et al., 2003] C. Tseng, P. Balasubramanyam, and C. Ko. “A specification-

based intrusion detection system for AODV,” Proceedings of the first ACM Workshop 

Security of Ad Hoc and Sensor Networks Fairfax, Virginia, pp. 125-134, 2003.  

[Tuck et al., 2004] N. Tuck, T. Sherwood, B. Calder, and F. Varghese. “Deterministic 

memory-efficient string matching algorithms for intrusion detection,” Proceedings of 

INFOCOM 2004. HongKong, China, pp. 333-340, Mar. 2004. 

[Uppuluri and Sekar, 2001] P. Uppuluri, and R. Sekar. ”Experiences with 

specification-based intrusion Detection,” Proceedings of Recent Advances in 

Intrusion Detection (RAID), pp. 172-192, Oct. 2001. 

[Wang et al., 2002] H. Wang, D. Zhang, K. G. Shin, “Detecting SYN Flooding 

Attacks,” The Twenty-First Annual Joint Conference of IEEE Computer and 

Communications Societies, INFOCOM, vol. 3, pp. 1530-1539, June 2002. 

[Wang et al., 2004] H. Wang, D. Zhang, and K.G. Shin, “Change-point monitoring 

for the detection of DoS attacks,” IEEE Transactions on Dependable and Secure 

Computing, vol. 1, no. 4, pp. 193-208, Oct.-Dec. 2004. 

[Warrender et al.,1999] C. Warrender, S. Forrest, and B. Pearlmutter. “Detecting 

intrusions using system calls: alternative data models,” Proceedings of 1999 IEEE 

Symposium on Security and Privacy, pp.133-145, 1999. 



BIBLIOGRAPHY  

161 

 

[Wespi et al., 2000] A. Wespi, M. Dacier, and H. Debar. “Intrusion detection using 

variable-length audit trail patterns,” Proceedings of the Third International Workshop 

on the Recent Advances in Intrusion Detection (RAID), no. 1907, pp. 110-129, 2000.   

[Wu and Zhang, 2003] N. Wu, and J. Zhang. “Factor analysis based anomaly 

detection,” Proceedings of IEEE Information Assurance Workshop, pp. 108-115, June 

2003. 

[Xiong et al., 2001] Y. Xiong, S. Liu, and P. Sun. “On the defense of the distributed 

Denial of Service attacks: an on-off feedback control approach,” IEEE Transactions 

on System, Man and Cybernetics -- Part A: System and Humans, vol. 31, no. 4, pp. 

282-293, July 2001. 

[Xu, 2001] J. Xu. “Sustaining availability of web services under severe Denial of 

Service attacks,” Technical Report, Georgia Institute of Technology, May 2001. 

[Xu and Lee, 2003] J. Xu, and W. Lee. “Sustaining availability of web services under 

distributed Denial of Service attacks,” IEEE Transactions on Computers, vol. 52, no. 

2, pp. 195-208, Feb. 2003. 

[Yang and Wang, 2002] Z. Yang, and X. Wang. “Blind turbo multiuser detection for 

long-code multipath CDMA,” IEEE Transactions on Communications, vol. 50, no. 1, 

pp. 112-125, Jan. 2002. 

[Ye et al., 2002] N. Ye, S. M. Emran, Q. Chen, and S. Vilbert, “Multivariate 

statistical analysis of audit trails for host-based intrusion detection,” IEEE 

Transactions on Computers, vol.51, no. 7,  pp. 810-820, July 2002. 

[Yeung and Ding, 2003] D.Y. Yeung and Y. Ding. “Host-based intrusion detection 

using dynamic and static behavioral models,” Pattern Recognition, vol. 36, pp. 229-

243, 2003. 



BIBLIOGRAPHY  

162 

 

[Zhang et al., 2001] Z. Zhang, J. Li, C. N. Manikopoulos, J. Jorgenson, and J. Ucles. 

“HIDE: a hierarchical network intrusion detection system using statistical 

preprocessing and neural network classification,” Proceedings of the 2001 IEEE 

Workshop on Information Assurance and Security, United States Military Academy, 

West Point, NY, pp. 85-90, June 2001. 

[Zhang et al., 2005] C. Zhang, J. Jiang, and M. Kamel.  ”Intrusion detection using 

hierarchical neural networks,” Pattern Recognition Letters, vol. 26, no. 6, pp. 779-791, 

May 2005. 


	theses_copyright_undertaking
	b20696693



