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Abstract

Radio-Frequency Identification (RFID) technology has stimulated many innova-
tive applications in, for example, supply chain management, health care, mobile pay-
ment, ticketing, and target tracking. To support these applications, various protocols
are necessary for monitoring RFID systems. A recent trend in monitoring protocol
design, triggered by the explosion of RFID technology over the last few years, is
toward efficient monitoring in large RFID systems. Established efforts for efficient
monitoring protocols lie primarily in cardinality estimation, missing-tag detection,

and sensed-information collection.

In the thesis, we concentrate on designing efficient protocols for two other moni-
toring operations, namely misplaced-tag pinpointing and replication attack detection
in large RFID systems. We strive for efficiency gains in the protocol design toward
making the most of bits. The fewer bits an RFID protocol requires readers and tags

to transmit, the more efficiency it promises to large RFID systems.

The major contributions of the thesis to efficient monitoring of large RFID sys-
tems are threefold. First, we propose efficient misplaced-tag pinpointing protocols.
Misplacement errors fail optimal inventory placement and thus significantly decrease

profit. The existing misplaced-tag pinpointing solution needs to collect a large amount



of data from tags. It suffers from time inefficiency and energy inefficiency as well if ac-
tive tags are in use. The proposed protocols gain time efficiency and energy efficiency
by leveraging reader-related data instead of tag-related data and requiring only a
fraction of tags to respond. Second, we propose efficient and privacy-preserving repli-
cation attack detection protocols. Replication attacks threaten RFID applications
but are hard to prevent. Existing detection protocols are limited in efficiency and
privacy mainly due to the transmission of tag IDs. The proposed protocols leverage
the broadcast nature and collisions, preserving privacy by avoiding ID transmission.
They also integrate lightweight operations to save unnecessary execution time and
tag responses, and therefore harvest promising gains in both time efficiency and en-
ergy efficiency. Third, considering that tag IDs should be protected to enable and
secure privacy-sensitive applications in anonymous RFID systems, we further pro-
pose a replication attack detection protocol without requiring tag IDs as a priori.
More specifically, the anonymity requires that readers cannot query tag IDs from
tags or backend servers. The proposed protocol leverages unreconciled collisions to
uncover replication attacks. An unreconciled collision is probably due to responses
from multiple tags with the same ID, exactly the evidence of replication attacks.
Both theoretical analysis and simulation experiments demonstrate that the proposed
protocol can detect replication attacks in anonymous RFID systems fairly fast with
required accuracy. In summary, we hope that together with established efficient pro-
tocols the proposals in the thesis can greatly benefit various monitoring operations

in large RFID systems.
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Chapter 1

Introduction

1.1 RFID Explosion

Radio-Frequency Identification (RFID) technology has stimulated innovative ap-
plications in various fields, such as supply chain management [Delen et al., 2007, Koh
et al., 2003], health care [Janz et al., 2005], ticketing [web, d], mobile payment [web,
g], and target tracking [web, h, Zhang et al., 2007, 2010]. To support these appli-
cations, researchers dedicate significant efforts to key system monitoring operations.
Such monitoring operations include, for example, tag identification [Lee et al., 2005,
Myung et al., 2007, Qian et al., 2010, Zanetti et al., 2010a], cardinality estimation
[Kodialam and Nandagopal, 2006, Li et al., 2010b, Qian et al., 2011, Shahzad and
Liu, 2012], finding popular categories [Sheng et al., 2008], missing-tag detection and
identification [Li et al., 2010a, Luo et al., 2012, Tan et al., 2008b, Zhang et al., 2011b],
and information collection [Chen et al., 2011, Qiao et al., 2011, Yue et al., 2012]. All
the efforts dedicated to RFID application invention and monitoring bring an unprece-
dented explosion of RFID technology over the last few years—already 1.3 billion tags

were in the market in 2005, and even 33 billion were expected in 2010 [web, c].

1



1.2 Efficiency, Efficiency, Efficiency for Large RFID
Systems

Although “Accuracy, Accuracy, Accuracy”, the desired spirit of journalism |[web,
f], maybe the best analogy to the purpose of RFID monitoring protocols with en-
durable complexity and cost, “Efficiency, Efficiency, Efficiency” must be of primary
concern for monitoring protocols in large RFID systems. When an RFID system ac-
commodates up to, for example, hundreds of thousands of tagged objects, it becomes
obviously inefficient or even unrealistic to obtain interested system statuses always
through identifying all tags. Sometimes it may be necessary to trade a limited amount

of accuracy for a leap in efficiency.

1.2.1 Efficiency Metrics

Two mostly adopted metrics for evaluating RFID monitoring protocols’ time effi-
ciency and energy efficiency are the execution time and the number of tag responses,
respectively [Qiao et al., 2011].

First, time efficiency—measured by protocol execution time—is highly important
for an RFID monitoring protocol to be scalable as RFID systems grow large. Time ef-
ficiency is a primary concern for almost all prior RFID work, such as tag identification
[Lee et al., 2005, Liu et al., 2012, Myung et al., 2007, Qian et al., 2010, Zanetti et al.,
2010a], cardinality estimation [Kodialam and Nandagopal, 2006, Li et al., 2010b, Qian
et al., 2011, Shahzad and Liu, 2012, Xiao et al., 2013], and missing-tag detection and
identification [Li et al., 2010a, Tan et al., 2008b, Zhang et al., 2011b].

Second, energy efficiency is measured by the number of tag responses during pro-

tocol execution. An energy-efficient RFID monitoring protocol is essential in an RFID



system accommodating many active tags. Active tags can significantly impulse the
growth of RFID applications because of their ability of initiating communication
and their hundreds-of-feet communication radius, which is much longer than that
of passive tags. However, active tags depend on self-carried batteries to enable any
operation. Thus, enjoying the improved system performance brought by active tags,
we should make the energy cost as low as possible by controlling the number of tag

responses [Li et al., 2010b, Luo et al., 2012, Qiao et al., 2011].

1.2.2 Established Efforts

Tag cardinality estimation [Kodialam and Nandagopal, 2006] brings about the
first leap in efficient monitoring protocols for large RFID systems. Instead of count-
ing tags through reading all their IDs, Kodialam and Nandagopal propose quickly
estimating the number of tags up to a desired level of accuracy. The proposal re-
quires tag responses much shorter than tag IDs and leverages the distribution of the
number of tag responses in some time slots. For a given estimation accuracy, the
proposal can execute cardinality estimation of any-sized tag sets almost in constant
time [Kodialam and Nandagopal, 2006]. Compared with tag identification that has
linear time complexity with respect to the number of tags, the proposal promises far
more time efficiency to large RFID systems. Qian et al. then propose fast cardinality
estimation protocols for RFID systems with multiple readers covering all tags [Qian
et al., 2008, 2011]. More recently, Li et al. investigate energy-efficient cardinality es-
timation protocols for RFID systems with active tags [Li et al., 2010b]; the proposed
protocols save energy by requiring only a subset of tags to send responses.

Missing-tag detection [Tan et al., 2008b] is another important monitoring opera-

tion that desires efficiency in large RFID systems. A straightforward way to detect



missing tags is first reading all tag IDs and then comparing them against the recorded
ones. Since collecting all tag IDs in large RFID systems is inefficient, Tan et al. pro-
pose trading detection accuracy for time efficiency [Tan et al., 2008b]. The proposal
requires tags to respond in a number of time slots and leverages the fact that, when a
time slot supposed to be occupied by tag responses becomes empty, some tag(s) must
be missing. The follow-up studies lie in improving energy efficiency by not requiring
all active tags to respond [Luo et al., 2012] and improving accuracy by identifying all
missing tags [Li et al., 2010a, Zhang et al., 2011b].

More recently, information collection in sensor-augmented RFID systems becomes
a new spot where efficient protocols start shining [Chen et al., 2011]. Chen et al.
propose a multi-hashing scheme to collect sensed data from all tags without trans-
mitting tag IDs [Chen et al., 2011]. The elimination of ID transmission is critical for
guaranteeing time efficiency. Qiao et al. then extend the multi-hashing scheme to
applications that collect sensed information from only a subset of tags [Qiao et al.,
2011], while Yue et al. dedicate efforts to efficient information collection in large

RFID systems with multiple readers [Yue et al., 2012].

1.3 Thesis Contributions

In the thesis, we concentrate on seeking efficient solutions of two other important
monitoring operations for large RFID systems, namely misplaced-tag pinpointing and
replication attack detection. We hope that together with established efficient protocols
the proposals in the thesis can greatly benefit various monitoring operations in large
RFID systems. We next provide an overview of the proposed protocols in the thesis

and highlight their major contributions.



1.3.1 Efficient Misplaced-tag Pinpointing

Of great importance to RFID applications in production economics is misplaced-
tag pinpointing (MTP), because misplacement errors fail optimal inventory placement
and thus significantly decrease profit. Optimal placement can increase profit by up
to 8.1% [Bishop, 2003]. Such an increase would yield $1.1 billion more profit for Wal-
Mart, the world’s largest retailer [Ferreira Chaves et al., 2010]. The existing MTP
solution [Ferreira Chaves et al., 2010], originally proposed from a data-processing
perspective, collects and processes a large amount of data. It suffers from time-
inefficiency (and energy-inefficiency as well if active tags are in use). The problem
of finding efficient solutions for the MTP problem from the communication protocol

design perspective has never been investigated before.

In Chapter 2, we propose a series of protocols toward efficient MTP solutions
in large RFID systems. The proposed protocols detect misplaced tags using reader
positions instead of tag positions to guarantee the efficiency and scalability as system
scale grows, because RFID readers are much fewer than tags. Considering applications
that employ active tags, we further propose a solution requiring responses from only
a subset of tags in favor of energy saving. We also design a distributed protocol
that enables each reader to independently detect misplaced tags. We then investigate
how to apply the proposed protocols in scenarios with tag mobility. To evaluate
the proposed protocols, we analyze their optimal performances to demonstrate their
efficiency potential and also conduct extensive simulation experiments. The results
show that the proposed protocols can significantly increase the time efficiency and
the energy efficiency by over 70% on average when compared with the best existing

work [Ferreira Chaves et al., 2010].



1.3.2 Efficient Replication Attack Detection

Replication attacks threaten RFID applications but are hard to prevent. Launch-
ing a replication attack, an attacker compromises genuine tags and produces their
replicas, namely replicated tags. Since replicated tags carry copies of compromised
genuine tags’ data (e.g., IDs and keys), they behave exactly the same as genuine
tags and therefore threaten RFID applications that use the genuineness of tags to
validate the authenticity of tagged objects [Bolotnyy and Robins, 2007, Lehtonen
et al., 2009b]. For example, attached with replicated tags, products in RFID-enabled
supply chains cause financial losses [Koh et al., 2003], healthcare facilities in RFID-
aided hospitals jeopardize personal safety [Janz et al., 2005], while RFID-incorporated
passport cards may even threaten national security [Koscher et al., 2009]. Existing
replication attack detection protocols require intact knowledge of tag IDs and thus
are limited in accuracy, efficiency, or even privacy [Koh et al., 2003, Lehtonen et al.,

2009a,b, Mirowski and Hartnett, 2007, Zanetti et al., 2010b].

In Chapter 3, we propose a series of protocols toward efficient and privacy-
preserving replication attack detection with guaranteed accuracy in large-scale RFID
systems. The proposed protocols do not resort to complex cryptography techniques,
inefficient tag-wise scanning, or privacy-unaware transmission of tag IDs. Instead, our
protocols leverage the broadcast nature and collisions to detect replication attacks,
being affordable to off-the-shelf low-cost tags. Toward efficient detection of replica-
tion attacks for large-scale RFID systems, we propose introducing two light-weight
operations, vector broadcast and slot index recalculation. Armed with these two
operations, our protocols can avoid unnecessary execution time and tag responses,

and thus harvest significant gains in both time efficiency and energy efficiency. We



evaluate the performance of the proposed protocols through theoretical analysis and
extensive simulations. The results show that, when the confidence level is 0.99 and the
tolerance ratio of compromised tags is 0.001, our best protocol outperforms the state-
of-the-art tag-wise scanning based protocol in time efficiency and energy efficiency by

98.5% and 72.8% on average, respectively.

In Chapter 4, we extend replication attack detection to anonymous RFID systems
without tag IDs as a priori. In anonymous RFID systems, tag IDs should be pro-
tected to enable and secure privacy-sensitive applications. To this end, we leverage
unreconciled collisions to uncover replication attacks. An unreconciled collision is
probably due to responses from multiple tags with the same ID, exactly the evidence
of replication attacks. This insight inspires GREAT, our pioneer protocol for repli-
cation attack detection in anonymous RFID systems. We evaluate the performance
of GREAT through theoretical analysis and extensive simulations. The results show
that GREAT can detect replication attacks in anonymous RFID systems fairly fast
with required accuracy. For example, when only six out of 50,000 tags are replicated,
GREAT can detect the replication attack in 75.5 seconds with probability at least

0.99.

1.4 Thesis Outline

The rest of the thesis is organized as follows. Chapter 2 proposes protocols toward
efficient MTP solutions in large RFID systems. The proposed protocols can work in
a distributed fashion while being robust against tag mobility. Chapter 3 proposes

protocols toward efficient and privacy-preserving replication attack detection with



guaranteed accuracy in large RFID systems. The proposed protocols gain time effi-
ciency and energy efficiency through getting rid of complex cryptography techniques,
inefficient tag-wise scanning, and privacy-unaware transmission of tag IDs. Chapter 4
takes the first step toward replication attack detection in anonymous RFID systems
without requiring tag IDs as a priori and proposes a pioneer protocol. The proposed
protocol leverages unreconciled collisions to uncover replication attacks with guaran-
teed accuracy. Finally, Chapter 5 concludes the thesis and indicates future work.

The primary research outputs emerged from the thesis are as follows:

e Kai Bu, Xuan Liu, Jiaqing Luo, Bin Xiao, and Guiyi Wei, Unreconciled Colli-
sions Uncover Cloning Attacks in Anonymous RFID Systems, IEEE Transac-
tions on Information Forensics and Security (TIFS), vol. 8, no. 3, pp. 429-439,
2013.

e Kai Bu, Bin Xiao, Qingjun Xiao, and Shigang Chen, Efficient Misplaced-Tag
Pinpointing in Large RFID Systems, IEEE Transactions on Parallel and Dis-
tributed Systems (TPDS), vol. 23, no. 11, pp. 2094-2106, 2012.

e Kai Bu, Xuan Liu, and Bin Xiao, [Poster/Short Paper] Fast Cloned-Tag Identifi-
cation Protocols for Large-Scale RFID Systems, in Proc. of the 20th IEEE/ACM
International Workshop on Quality of Service (IWQoS), Coimbra, Portugal,

June 4-5, 2012, pp. 1-4.

e Kai Bu, Bin Xiao, Qingjun Xiao, and Shigang Chen, Efficient Pinpointing of
Misplaced Tags in Large RFID Systems, in Proc. of the §th Annual IEEE Com-
munications Society Conference on Sensor, Mesh and Ad Hoc Communications

and Networks (SECON), Salt Lake City, Utah, USA, June 27-30, 2011, pp.



287-295.

e Kai Bu, Qingjun Xiao, Xuan Liu, and Bin Xiao, Efficient and Privacy-Preserving
Detection of Replication Attacks in Large RFID Systems, under review in /[EEE

Transactions on Parallel and Distributed Systems (TPDS).

e Kai Bu, Xuan Liu, and Bin Xiao, Approaching the Time Lower Bound on
Cloned-Tag Identification for Large RFID Systems, under review in Ad Hoc

Networks.
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Chapter 2

Efficient Pinpointing of Misplaced
Tags in Large RFID Systems

Radio-Frequency Identification (RFID) technology brings many innovative ap-
plications. Of great importance to RFID applications in production economics is
misplaced-tag pinpointing (MTP), because misplacement errors fail optimal inven-
tory placement and thus significantly decrease profit. The existing MTP solution
[Ferreira Chaves et al., 2010], originally proposed from a data-processing perspective,
collects and processes a large amount of data. It suffers from time-inefficiency (and
energy-inefficiency as well if active tags are in use). The problem of finding efficient
solutions for the MTP problem from the communication protocol design perspective
has never been investigated before. In this chapter, we propose a series of protocols
toward efficient MTP solutions in large RFID systems. The proposed protocols de-
tect misplaced tags using reader positions instead of tag positions to guarantee the
efficiency and scalability as system scale grows, because RFID readers are much fewer
than tags. Considering applications that employ active tags, we further propose a
solution requiring responses from only a subset of tags in favor of energy saving. We

also design a distributed protocol that enables each reader to independently detect

11
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misplaced tags. We then investigate how to apply the proposed protocols in scenar-
ios with tag mobility. To evaluate the proposed protocols, we analyze their optimal
performances to demonstrate their efficiency potential and also conduct extensive
simulation experiments. The results show that the proposed protocols can signifi-
cantly increase the time efficiency and the energy efficiency by over 70% on average

when compared with the best existing work.

2.1 Overview

Radio-Frequency Identification (RFID) technology stimulates innovative applica-
tions in various fields, such as supply chain management [Delen et al., 2007] and
target tracking [Zhang et al., 2007, 2010]. To support these applications, researchers
dedicate significant effort to addressing important problems in RFID systems. Such
problems include tag identification [Lee et al., 2005, Myung et al., 2007, Qian et al.,
2010, Zanetti et al., 2010a], cardinality estimation [Kodialam and Nandagopal, 2006,
Li et al., 2010b, Qian et al., 2011], finding popular categories [Sheng et al., 2008],
missing-tag detection and identification [Li et al., 2010a, Tan et al., 2008b, Zhang
et al., 2011b], and misplaced-tag pinpointing [Ferreira Chaves et al., 2010]. In this
chapter, we concentrate on one of these important problems, Misplaced-Tag Pinpoint-
ing (MTP) in large RFID systems.

The MTP problem aims to detect and pinpoint tags attached to misplaced inven-
tory items in a large warehouse, retailing store, wharf, or airport. The misplacement
error is a notorious foe against optimal inventory placement. Optimal placement can
increase profit by up to 8.1% [Bishop, 2003]. Such an increase would yield $1.1 billion

more profit for Wal-Mart, the world’s largest retailer [Ferreira Chaves et al., 2010].
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Misplacement errors, however, hinder us from enjoying this benefit. The statistics
in [Raman et al., 2001] show that on average consumers of a leading retailer cannot
find 16% of inventory items in the stores because those items are misplaced. Further-
more, Hong Kong International Airport, one of the largest airports in the world, loses
more than $20 million annually to relocate misplaced and mis-transported bags [Qian
et al., 2010]. Countermeasures against misplacement errors, therefore, represent one
of the primary concerns in production economics. Rekik et al.suggest that the RFID
technology can be adopted to reduce inventory misplacement errors [Rekik et al.,
2008]. One significant application is thus to pinpoint misplaced tags and in return to

pinpoint their tagged misplaced inventory items for the purpose of replacement.

The recent solution for MTP is a database-oriented method called RFID Planogram
Compliance Verification (RPCV) [Ferreira Chaves et al., 2010]. In RPCV, one reader
controls many antennas, each of which is located at one position. RPCV requires
inventory items to be placed exactly following a layout plan and uses tag vectors
to represent tags attached to inventory items. A tag vector includes the number of
readings by the right antenna (i.e., whose corresponding position covers where the
tagged item should be placed) and by wrong ones. RPCV finds misplaced tags by
processing and classifying all tag vectors. The design of RPCV primarily focuses on
computational efficiency (i.e., how fast tag vectors can be processed by the server to
find misplaced tags), whereas it is not concerned with communication efficiency (i.e.,
how fast the information from tags can be collected in order to construct tag vectors
and how much energy the tags have to spend in the collection process). In fact,
information collection from all tags in a large RFID system is very time-consuming

[Chen et al., 2011, Qian et al., 2010]. Time efficiency may outweigh computational
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efficiency. In addition, when battery-powered active tags are used, energy efficiency
becomes important. RPCV requires each tag to respond dozens of times for finding
misplaced items whereas too many tag responses cost active tags a lot of energy [Li
et al., 2010b, Qiao et al., 2011]. Another limitation of RPCV is its dependence on
layout plans. Practically, it is laborious and challenging to place inventory items

exactly in accordance with layout plans.

Unlike RPCV’s focus on data processing, this chapter studies the MTP problem
from a new angle—the communication protocol design perspective. Particularly, we
design efficient communication protocols that collect information from tags to readers
for detecting and pinpointing misplaced tags. In order to achieve time efficiency and
energy efficiency, we have to abandon the basic approaches in RPCV [Ferreira Chaves
et al., 2010], including its underlying tag vectors, and replace them with reader vec-
tors, which take much less time to collect. To save energy, we randomly select only
a subset of tags to respond each time when reader vectors are constructed, which
compares favorably with RPCV where every tag has to transmit many times. Our
protocols do not require tagged items to be placed strictly based on a pre-determined
layout plan. To make it more efficient and robust, we further propose a distributed
solution that enables each reader to independently detect misplaced tags. We also

discuss how to handle scenarios with tag mobility.

In summary, this chapter makes the following contributions to efficient MTP so-

lution in large RFID systems.

e Investigate Basic MTP protocols (B-MTP) based on tag-wise positioning and
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propose a heuristic reader activation method to accelerate MTP protocols. B-
MTP collects less information for tag positioning than RPCV collects for form-
ing tag vectors. Yet the performance analysis of B-MTP demonstrates its inef-

ficiency and unscalability in large RFID systems.

e Propose a Time-efficient MTP protocol (T-MTP) through eliminating tag-wise
positioning. T-MTP detects misplaced tags using reader vectors instead of tag
vectors. Only misplaced tags need to be located. The performance analysis
demonstrates that T-MTP also has better energy efficiency in comparison with

B-MTP.

e Propose an Energy-Time-efficient MTP protocol (ET-MTP) to further enhance

energy efficiency of T-MTP by requiring only a subset of tags to send responses.

e Validate the performance of proposed protocols through extensive analysis and
simulation. The results show that the proposed protocols can significantly out-
perform RPCV [Ferreira Chaves et al., 2010] for improving time efficiency and

energy efficiency by over 70% on average.

e Propose a Distributed MTP protocol (D-MTP), a distributed protocol that
enables each reader to independently detect misplaced tags within its coverage.
Our analysis shows that D-MTP is more time-efficient than T-MTP and more

energy-efficient than ET-MTP in some cases.

e Investigate how to distinguish mobile tags from misplaced tags using multi-

round misplaced-tag detection results.

The rest of this chapter is organized as follows. Section 2.2 defines the problem
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and the system. Section 2.3 discusses B-MTP and indicates its limitations through
performance analysis. Section 2.4 and Section 2.5 present T-MTP and ET-MTP
toward high time efficiency and high energy efficiency, respectively. Section 2.6 reports
the simulation results. Section 2.7 discusses D-MTP, a distributed MTP protocol that
enables each reader to independently detect misplaced tags. Section 2.8 discusses
tag mobility and channel reliability. Finally, Section 2.9 concludes the chapter and

indicates the future work.

2.2 System Model

2.2.1 Problem Overview

Consider a large RFID system that consists of a set of readers R = {ry,...,ri,...,rm}
and a set of tags T = {t1,...,t;,...,t,}. The readers are deployed at known positions
to provide position reference for positioning tags [Wang et al., 2007]. We also call
them reference readers. The tags could be either passive or active according to specific
system requirements. Each tag has a unique ID and attaches to an inventory item.
(Hereafter in this chapter, we use terms inventory item and tag interchangeably.) Pre-
defined bit positions on the ID of each tag specify various kinds of information about
the inventory item [web, a]. In particular, one section of the tag ID, called category
ID, specifies the category of the inventory item attached with the tag [web, a, Sheng
et al., 2008]. The set of distinct category IDs is denoted as C' = {¢1, ..., ¢k, ..., Cu}.
Inventory items are placed by categories—a category of inventory items should be
properly placed together in a certain area. But we do not require inventory place-
ment to strictly follow any layout plan, which, however, is a necessary assumption for

RPCV [Ferreira Chaves et al., 2010].
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In such an RFID system, we formulate the MTP problem as follows. We denote
by Aj the area where tags in the category of ¢, are placed. If a tag of category ci
locates away from A, we regard it as misplaced.! The MTP problem is to pinpoint
misplaced tags. Once misplaced tags are pinpointed, one can directly walk toward or
use navigation methods (e.g., [Matic et al., 2010]) to approach them for replacement.
We observe that in practice, although some tags could be misplaced, a majority of tags
in each category are still properly placed. This observation provides valuable hints on

detecting misplaced tags without using tag positions (Sections 2.4, 2.5, 2.7, and 2.8.1).

2.2.2 Assumptions and Justifications

In this chapter, we concentrate on scenarios not that complicated but general
enough to acquire insights for efficient MTP solutions. Several reasonable assumptions
we make are as follows.

We assume that an inventory item list in accordance with all present items is
maintained on a backend server that executes the MTP protocol and communicates
with the readers. The list is updated whenever new items move into the system
or existing items move out. Considering that tags may be stolen by misbehaving
workers or customers, we can adopt missing-tag detection and identification methods
[Li et al., 2010a, Tan et al., 2008b, Zhang et al., 2011b] to timely detect and identify
the missing tags. The records corresponding to identified missing tags should be
immediately deleted from the list.

To locate tags, we assume that the representative RFID positioning scheme in

[Wang et al., 2007] is adopted. In this scheme, a reader has a set of transmission

!The exact location of Ay, is not pre-determined based on a layout plan. Instead, it is simply
where the tags in ¢, happen to be. If most tags in ¢; are there while one tag is moved to another
location, then that tag is misplaced (away from others in the same category).
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power levels [web, e]. The communication radius corresponding to a power level can
be obtained by a set of reference tags deployed at known positions [Wang et al., 2007]
or an RF site survey using a positioning device and radio signal strength measurement
device [Zhou et al., 2007]. Without loss of generality, we consider scenarios where
readers are deployed on the ceiling of the system, so that communications with tags
are relatively free of obstacle. To locate a tag, we need its distance measurements
to at least h > 3 reference readers. Note that theoretically it requires distance mea-
surements to at least four reference readers to locate a tag in 3D space [Hendrickson,
1992]. Combining the implicit constraint that a tag cannot locate higher than the
height of the system, h = 3 however is the least requirement for the basic positioning

scenario in [Wang et al., 2007].

For now, we consider only scenarios where readers follow sequential reading and
tags keep stationary. First, it surely will be more complicated when multiple readers
read tags in parallel, because of the reader-reader collision problem [Zhou et al., 2007].
The reader-reader collision problem occurs when two readers covering common tags
are active to read the tags at the same time. Query messages from the two readers
will collide and thus the tags will not send any response. Therefore the reader-reader
collision problem may mislead detection of misplaced tags. Although simultaneously
activating readers with disjoint covering regions can avoid the reader-reader collision
problem [Zhou et al., 2007], it is still very challenging to achieve this with readers
frequently adjusting transmission power levels for tag positioning [Wang et al., 2007].
But we can easily apply our MTP protocols to parallel reading scenarios once a more
sophisticated reader scheduling protocol is available. We will discuss time efficiency

gains by parallel reading in Section 2.6.4.
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Second, when mobile tags exist, being away from the supposed area cannot verify
a misplaced tag. We need to further verify whether the tag is carried by moving
machines or wandering customers. To sidestep this problem, we first investigate
efficient MTP protocols with all tags being stationary (Sections 2.3, 2.4, 2.5, 2.6,
and 2.7) and then discuss how we can apply them to scenarios with mobile tags

(Section 2.8.1).

2.2.3 Performance Metrics

We consider two performance metrics, the execution time and the number of tag
responses, for evaluating MTP protocols’ time efficiency and energy efficiency, respec-
tively.

First, time efficiency—measured based on protocol execution time—is highly im-
portant for an MTP protocol to be scalable as RFID systems grow large. Time
efficiency is a primary concern for almost all prior RFID work, such as tag identifi-
cation [Lee et al., 2005, Myung et al., 2007, Qian et al., 2010, Zanetti et al., 2010a],
cardinality estimation [Kodialam and Nandagopal, 2006, Li et al., 2010b, Qian et al.,
2011], and missing-tag detection and identification [Li et al., 2010a, Tan et al., 2008b,
Zhang et al., 2011b].

Second, energy efficiency is measured by the number of tag responses during proto-
col execution. An energy-efficient MTP protocol is essential in an RFID system with
many active tags. Active tags can significantly impulse the growth of RFID applica-
tions because of their ability of initiating communication and their hundreds-of-feet
communication radius, which is much longer than that of passive tags. However,
active tags depend on self-carried batteries to enable any operation. Thus, enjoying

the improved system performance brought by active tags, we should make the energy
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cost as low as possible by controlling the number of tag responses [Li et al., 2010b,

Qiao et al., 2011].

2.3 Preliminary and Basic MTP Protocols

This section discusses B-MTP based on tag-wise positioning, which locates each
tag. We analyze its performance and limitations, indicating the demand for more

efficient MTP protocols in large RFID systems.

2.3.1 B-MTP Design

Intuitively, if all tags have been located, it is straightforward to determine whether
any and where tags are misplaced. Using position estimations of tags in the category
of ¢, we can easily bound the area A;. Any tags in the category of ¢, but out of A
are therefore misplaced ones and should be replaced.

Based on the above intuition, we investigate two B-MTP designs, Individual Po-
sitioning based B-MTP (IPB-MTP) and Collision Arbitration based B-MTP (CAB-

MTP). They differ from each other in tag-wise positioning process.
IPB-MTP Design

IPB-MTP locates tags in n rounds, each of which is dedicated to locating one
of n tags. In each round, readers are sequentially activated to broadcast a query
message containing a tag ID (recorded in the inventory item list) and wait for the
tag’s response. Receiving a tag response indicates that the tag is within the reader’s
covering region corresponding to current transmission power level. The round for a
tag ends when h readers are identified to cover the tag and each of the h readers has

determined the minimum transmission power level [,,;, for it to cover the tag. Recall
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that h is the number of reference readers it needs to locate a tag. The communication
radius corresponding to l,,, for a reader r; covering a tag t; is regarded as the distance
measurement d;; between r; and ¢; [Wang et al., 2007]. Let (z,;, Yy, zr;) denote the
known position of a reference reader r;, (4, ysj, 2;) the position estimation of a tag
tj, and H the height of the system. The representative RFID positioning scheme in
[Wang et al., 2007] estimates the position of ¢; as follows:

b .

_ dii — dy;
(@4, Yj, 2¢j) = argmin Z(f—

3 )2
d )
(@e5,y¢5,25) —1

ij
subject to z; < H; (2.1)

dij = \/(»Tm - xtj)Z + (ym' - ytj>2 + (Zm' — th)Q-

Its best performance can limit the position error to less than 5% of the longest edge
of the system [Wang et al., 2007].

To speed up MTP protocols, we can activate readers in an optimized order rather
than always following the ordering defined in the set R. The heuristic stems from the
truth that if a reader r; covers a tag ¢; (i.e., 7; and t; can communicate with each

other), then
e readers near to r; are more likely to cover ¢; than those far from r;;

e it is usually faster to find the readers that cover tags in the same category with

t; when starting from readers near to r; than starting from those far from r;.

Hence, after we find a reader r; that covers a tag t;, we activate the remaining readers
in ascending order of their distances to r;. In a subsequent round for another tag t;
that belongs to the same category of ¢;, we will activate r; first and then activate

other readers in the ascending order of their distances to ;.
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CAB-MTP Design

There are different ways to collect information about which readers cover which
tags. In IPB-MTP, we iterate through tags. For each tag, readers take turn to
broadcast the tag ID to see if they cover the tag. Alternatively, we can iterate
through readers. For each reader, it performs a tag-identification protocol [Lee et al.,
2005, Myung et al., 2007, Qian et al., 2010, Zanetti et al., 2010a] to identify the IDs
of the tags within its coverage. This leads to our second protocol, CAB-MTP, which
differs from IPB-MTP only in its way of collecting information about which readers

cover each tag. The rest of the protocol is the same.

There are two types of tag-identification protocols, based on slotted Aloha [Lee
et al., 2005, Roberts, 1975, Sheng et al., 2010] and tree traversal [Myung et al., 2007,
Namboodiri and Gao, 2007], respectively. We design CAB-MTP using slotted Aloha
because it can yield higher efficiency in large systems than can Tree-traversal [Qian
et al., 2010]. We hereby briefly review the basics of slotted Aloha based collision
arbitration protocols to keep the chapter self-contained and refer interested readers
to [Lee et al., 2005, Roberts, 1975, Sheng et al., 2010] for more details. Using slotted
Aloha, the reader sends a query frame with a certain number of time slots (frame
size) and each tag picks up a random time slot to respond. A time slot chosen by
no tag, only one tag, or multiple tags is usually called an empty slot, a singleton
slot, or a collision slot, respectively [Kodialam and Nandagopal, 2006]. The reader
can correctly receive the tag response only in a singleton slot; the reader has to

continuously send new frames with adjusted frame size until no collision occurs.
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2.3.2 Performance Analysis and Limitations

We first derive a performance lower bound for B-MTP and then analyze the op-
timal performances of IPB-MTP and CAB-MTP to indicate how close they can ap-

proach the lower bound.

Remark 2.1. A lower bound on the number of tag responses Ng_pyrp and the exe-
cution time Tg_prp for B-MTP to pinpoint misplaced tags is as follows:

Np_yrp = hn,

T yTp = hntq,

where t;q denotes the transmission time of the tag ID.

We derive Remark 2.1 as follows. Because B-MTP requires each tag to respond
to at least h reference readers for tag positioning, the total number of tag responses
for locating all tags is at least hn. Corresponding to each tag response, the tag ID
should be contained either in the query message by IPB-MTP or in the response
by CAB-MTP. Then the execution time costed by each tag response is at least t;4.
Therefore, the total execution time of B-MTP is at least hnt,.

The lower bound in Remark 2.1, however, is hardly achievable, mostly due to two
reasons. First, besides transmission of the tag ID, transmission of the tag response
when using IPB-MTP or the query message when using CAB-MTP takes additional
time, even though such additional time is very small when compared with ;4. (We
omit this additional time cost in the analysis.) Second, it also incurs additional
overhead when reference readers further communicate with the to-be-located tag to
determine I,,;,.

We will analyze the optimal performances of IPB-MTP and CAB-MTP by Re-
mark 2.2 and Remark 2.3, respectively, indicating how close they can approach the

lower bound.
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Remark 2.2. The optimal number of tag responses Nipp_yrp and the optimal exe-
cution time Trpg_nrp for IPB-MTP to pinpoint misplaced tags are as follows:

Nrpp—mrp = hn,

Trpp—mrp = 2hntyg.

We derive Remark 2.2 as follows. Suppose that r; successfully receives ¢;’s response
at transmission power level l;¢,,,. The best case for r; to determine l,,,;, is when liep,y,
happens to be l,,;,. In this case, ¢; cannot hear r; when r; sends a query message at
transmission power one level lower than /,,;,. Then ¢; will not send any response. As
each reference reader covering a to-be-located tag needs to initiate at least one more
query message containing the tag ID to determine [,,;,, it is straightforward that at
least hnt;; more time is needed. Thus the optimal execution time of IPB-MTP is
2hnt;y. The optimal number of tag responses can reach hn as no tag response is

induced by l,,;, determination in the best case.

Remark 2.3. The optimal number of tag responses Noap_yrp and the optimal ex-
ecution time Toap_yrp for CAB-MTP to pinpoint misplaced tags are as follows:

Ncap—mrp = ehn,
Teap—mrp = (e + 1)hntq.

We derive Remark 2.3 as follows. CAB-MTP using slotted Aloha achieves the
best performance when each tag is covered by at least h readers, each of which reads
the tag at transmission power level [,,;,. Let n,; denote the number of tags covered
by a reader r;. Because the highest efficiency of slotted Aloha is % (i.e., optimally %
of the tags can be identified within one query frame, where e is the natural constant)

[Chen et al., 2011, Qian et al., 2010], it takes r; at least en,;t;; time to identify n,;
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Fig. 2.1: Performance comparison of B-MTP, IPB-MTP, and CAB-MTP.

tags. Then the optimal execution time is derived by

(Z enpitia) + hnt,g > ehnt;qg + hnt;q
i—1

The first line uses Zzl ny; > hn, which is deduced from the condition that each
tag is covered by at least h readers. Furthermore, because all unread tags should
respond to the query message and optimally 1 — % of them will continue to respond
to the following query message, we can derive the optimal number of tag responses

as follows:
= 1 1.,
i=1

m
~ E en,; > ehn.
i=1

The second derivation again uses Z;Zl n.; > hn.
Figure 2.1 summarizes the performance of B-MTP designs in Remarks 2.1, 2.2, and 2.3,

under the basic scenario where h = 3. IPB-MTP outperforms CAB-MTP because its
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optimal performance (especially the optimal number of tag responses) is closer to the
lower bound. A major limitation of B-MTP designs is that their best performances
are linear with respect to the system size (i.e., the number of tags in an RFID sys-
tem). This limitation not only hinders protocol efficiency but also decreases protocol
scalability for large RFID systems. Next we will present two more efficient MTP

protocols toward increasing time efficiency and energy efficiency, respectively.

2.4 T-MTP: Time-efficient Misplaced-Tag Pinpoint-
ing Protocol

This section presents T-MTP and analyzes its performance and limitations. T-
MTP enhances time efficiency trough eliminating tag-wise positioning for detecting

misplaced tags. Only misplaced tags need to be located for replacement.

2.4.1 Motivation

Reader positions rather than tag positions can also be used to detect misplaced
tags. Figure 2.2 illustrates the intuition under a scenario with uniformly deployed
readers. After all readers read tags in a category, two separate clusters of readers
covering tags in the category are formed. Obviously the majority of this category of
tags are covered by readers in the left cluster, which has a much larger cluster size
(i.e., the number of included readers) than does the right one. The tag covered by
readers in the right smaller cluster is therefore detected as misplaced tags and needs
to be located for replacement.

If the category is compactly stored in a small place, only a few nearby readers

cover it. They will form a small cluster that is similar to the one for a single misplaced
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Fig. 2.2: Misplaced-tag detection using reader clusters. The tag covered by readers
in the right smaller cluster is misplaced away from those covered by readers in the
left larger cluster.
tag. In this case, we can easily detect misplaced tags by estimating the number of
tags under either reader cluster. But in a large RFID system a category of tags
usually spreads in a large area covered by many readers. Such RFID systems are of
our interest in this chapter.

Since tag-wise tag positioning is a major factor limiting the efficiency of B-MTP,
we believe that, through eliminating tag-wise positioning, T-MTP can yield promising

efficiency gains. Next we will detail the design of T-MTP using the above idea.

2.4.2 T-MTP Design

T-MTP is expected to enhance time efficiency in two respects. First, adopting
the aforementioned idea, one time slot is enough for a reader to determine whether
it covers any tags. This is because we can ensure that no tag or at least one tag is

covered when the only time slot is empty or not. Second, because we no longer require
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tag-wise positioning, tag IDs are unnecessary to be included in responses. Indices for
distinguishing misplaced tags in the same category could be used if more than one
misplaced tags exist. For tag positioning, we need to further distinguish singleton
slots from collision slots for determining the number of misplaced tags. In the Philips
[-Code system [web, b|, 10 bits, which is much shorter than the length of tag ID
(usually 96 bits [web, a]), is enough to verify a collision [Kodialam and Nandagopal,
2006].
T-MTP efficiently addresses the MTP problem in two stages, Time-efficient Misplaced-

Tag Detection (7-MTD) and Pinpointing Information Collection (PIC).

Stage I: T-MTD

To detect misplaced tags in a category ci, T-MTD sequentially activates each
reader for one time slot to determine whether it covers tags of category ¢, with all
readers using a same transmission power level. Specifically, a reader r; first broadcasts
a query message containing ¢, and waits for tag responses. Upon receiving the query
message, tags with ¢, as the category ID respond by transmitting a 10-bit random
bitstring with error-detection (e.g., CRC) embedded. We use 0, 1, or 2 to denote the
slot state of an empty slot, a singleton slot, or a collision slot, respectively. After each

reader being active for one time slot, we form a reader vector V with the element V[i]

defined by
0, if r; receives an empty slot,
Vi] = { 1, if r; receives a singleton slot, (2.2)
2, if r; receives a collision slot.

Based on the reader vector V', T-MTD detects misplaced tags through construct-

ing reader clusters. A reader cluster consists of readers with V[i] # 0 surrounded by
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@ Reference Reader with V[i] =1 or 2
O Reference Reader with V[i] =0 (O Reader Cluster

Fig. 2.3: Reader cluster construction using the reader vector V.

readers with V[i] = 0. Figure 2.3 illustrates reader cluster construction. The num-
ber of readers in a reader cluster indicates the cluster size. Intuitively, the largest
reader cluster covers properly placed tags because a majority of tags in a category
are supposed to be placed in the right area (Section 2.2.1). Tags covered by readers
in other smaller reader clusters are separated away from the right area and therefore

are detected as misplaced ones.

Stage II: PIC

PIC further activates readers to collect enough information for positioning mis-
placed tags, which are detected in stage I. By Equation 2.1, the to-be-collected infor-
mation is distance measurements between each misplaced tag and at least h reference
readers. The active reference reader broadcasts a query message containing category
ID ¢, by gradually tuning the transmission power level until it determines /,,,;,,. (Note
that we simply use category ID ¢, without collecting specific tag ID because the pri-
mary goal of MTP is to find where misplaced tags of a certain category locate rather

than to differentiate misplaced tags in the same category.) The communication radius
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corresponding to l,,;, is used as the distance measurement. Whether a reader covers
one or multiple misplaced tags can be determined using the slot states of singleton
or collision, respectively. PIC may further activate readers out of the smaller clusters
to get enough distance measurements. We still prefer the aforementioned heuristic

reader activation method (Section 2.3.1) for accelerating PIC.

2.4.3 Discussion of Misplaced-Tag Detection Accuracy

T-MTD has no false positives but false negatives. T-MTD is false positive free
because some misplaced tags must exist if multiple reader clusters exist. Other-
wise, if only one reader cluster is constructed, T-MTD reports no misplaced tags.
T-MTD, however, may return false negatives if misplaced tags are not far away from
the supposed area beyond a distance threshold. Specifically, we deduce that the dis-
tance threshold is 2d,., where d, represents the distance interval of uniformly deployed
readers. Let min |(z4j, Yi;) — (@kis Yri)| ((Tris Yki) € Ax.XY') represent the distance be-
tween a misplaced tag ¢; and its supposed area Ay, where A;.XY is a set containing
all (z,y) coordinates of positions within A;. T-MTD may fail to detect misplaced

tags satisfying the following constraint:

. j 1) iy Yki < 2d7.
(fki7yg§leri1k.xy|(x”’ytﬂ) (Tris Yri)| <

2.4.4 Performance Analysis and Limitations

Remark 2.4. The optimal number of tag responses Nr_prp and the optimal execu-
tion time Tr_prp for T-MTP to pinpoint misplaced tags are as follows:

NT—MTP = (Oé(h — 1) + 1)71,
TTfMTP = (um -+ ahn) (tcid + thb),

where t.;q denotes the transmission time of the category ID, tig, the transmission time
of a 10-bit bitstring, and « the ratio of the number of misplaced tags to the number

of tags.
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Fig. 2.4: Performance comparison of B-MTP and T-MTP.

We derive Remark 2.4 as follows. Because T-MTD does not need tag-wise posi-

tioning, the optimal case is when both the following conditions are satisfied:
e cach tag is exactly covered by only one reader;

e for a misplaced tag t;, given current transmission power level l,,;, for readers
that cover t;, transmission power one level higher than [,,;, is enough for to-be-

activated readers to cover t;.

In the optimal case, PIC induces at least h(t.q+t105) time cost and h—1 tag responses
for collecting enough information to locate t;. Combining um(t.q + tios) time cost
and n tag responses for T-MTD to form the reader vector V', we therefore derive
Nr_yrp and Tr_prp in Remark 2.4.

Figure 2.4 plots the optimal performance of T-MTP under the scenario where
m = 50, u = 1000, h = 3, and a = 0.05, 0.10, 0.15, compared with that of B-
MTP. In large RFID systems, it is ordinary that the number of tags in a category
is more than the number of readers. Thus Figure 2.4 only shows curves subject to

n > um. The length of the category ID is determined by log,[u| = 10 bits. Suppose
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that 96-bit tag ID is in use. The transmission time t.;4 and t1q;, can be approximately

104

o6 tid, respectively. As shown in Figure 2.4(b), compared with

represented by %tid and
B-MTP, T-MTP not only significantly decreases the execution time but also exhibits
a much better scalability because Tr_y7p increases slightly as the system scale grows.
Furthermore, T-MTP also outperforms B-MTP in higher energy efficiency because of
fewer tag responses as shown in Figure 2.4(a).

Although T-MTP decreases the number of tag responses than B-MTP by a factor

of
hn — (a(h — 1)+ 1)n
hn

1
—(1-a)(1-3),

T-MTP still causes a certain amount of unnecessary tag responses. The reason for this
limitation is that whenever a reader reads a category of tags, all tags in this category
and within the reader’s coverage will respond upon receiving the query message. Two
or more tag responses, however, make no difference to distinguish a collision slot. We

will present a more energy-efficient MTP protocol against this limitation.

2.5 ET-MTP: Energy-Time-efficient Misplaced-Tag
Pinpointing Protocol

This section presents ET-MTP, which further enhances the energy efficiency while
inheriting the time efficiency of T-MTP. We first discuss the basic idea of energy cost

reduction and then detail protocol design and performance analysis.

2.5.1 Motivation

If a reader covering n’ tags broadcasts a query message and each tag responds with

probability p, we can expect pn’ tag responses [Li et al., 2010b]. Figure 2.5 illustrates
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Reference Reader

Fig. 2.5: One tag response expected with 27 tags responding with probability p = %

an example scenario where n’ = 27 and p = % The reader is therefore likely to
receive only one tag response (n'p = 27 X 2% = 1). Similarly, when a reader receives a
tag response, we can expect % tags being covered. Thus, it is natural to conceive that
readers covering the majority of properly placed tags in a category can still receive

tag responses even if not all tags respond. The energy cost can be therefore reduced

if we design an MTP protocol accordingly.

2.5.2 ET-MTP Design

ET-MTP efficiently addresses the MTP problem in two stages, Energy-Time-
efficient MTD (ET-MTD) and PIC. Compared with T-MTD, ET-MTD forms the
reader vector V' more energy-efficiently. Reader cluster construction, misplaced-tag
detection, and PIC follow the same processes as that of T-MTP. Next we only expa-
tiate on how ET-MTD forms the reader vector V for the purpose of conciseness.

ET-MTD forms the reader vector V' through two substeps, in which ET-MTD
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forms reader vectors V; and V5, respectively. In the first substep, readers are se-
quentially activated to broadcast a query message comprising a category ID ¢, and
a probability value pi. Upon receiving the query message, tags in the category of ¢

send a response with probability p,. We define py € (0,1) to be

1

where nj denotes the maximum number of category-c; inventory items that can be
covered by a reader with transmission power level [. We estimate nj by n) = (%ﬂ,
where V; represents the volume of a reader’s covering region at transmission power
level [ and V), represents the volume of an inventory item of category c;. It is easy
to estimate V; and Vj using the communication radius corresponding to [ and the
dimension information of inventory items, respectively. In the first substep, we only

need 1-bit tag response to confirm a tag’s presence. Regarding time slots in which a

reader receives responses as non-empty slots, we form V) as

) 0, if r; receives an empty slot,
Vilil =

1, if r; receives a non-empty slot.

Since we form V) with tags responding with probability px, chances are that some
readers with Vj[i] = 0 cover tags in the category of ¢; but receive no tag response.
To avoid this issue, we further introduce the second substep.

In the second substep, ET-MTD forms the reader vector V5 through activating
readers with V;[i] = 0. Each active reader sends a query message comprising only cy.
Tags in the category of ¢, must respond to the query message upon receiving it. A
10-bit random bitstring is sent as tag response for the purpose of distinguishing the

slot state. Activating each reader with V; = 0 for one time slot, we form the reader



35

vector V5 as

: 0, if Vili] # 0,
Vali] = . N
0,1,or 2, by Equation 2.2 if V;[i] = 0.

Finally, ET-MTD forms the reader vector V' by V[i] = Vi[i] + V5[i]—the same
reader vector as T-MTD forms by Equation 2.2. Using V', ET-MTP constructs reader
clusters, detects misplaced tags, and conducts PIC for positioning misplaced tags
exactly the same with T-MTP. The detection accuracy of ET-MTD is also similar to

that of T-MTD, as discussed in Section 2.4.3.

2.5.3 Discussion of Energy Cost Reduction

We consider the scenario that a reader r; covers n) tags and informs each tag to
respond with probability pi. The number of tag responses follows a binomial distri-
bution when forming V;[i]. When all or no tags respond, ET-MTP yields no energy
cost reduction. If no tag responds when forming V;[i], all tags will be enforced to
respond when forming V5[i]. In this case ET-MTP degenerates into T-MTP. Other-
wise, ET-MTP reduces energy cost through decreasing the number of tag responses.
Specifically, we conclude the probability of reducing k' tag responses, denoted as

Pr(k" | pg,ny), as follows:

Pr(k"| pr,ny) =

n, nj —k' o
<7’L;€ _k k,)pkk (1 —pk)k JIf0O< K < n;

Substituting py by Equation 2.3, we derive Pr(k’ | n}.), the probability of ET-MTP
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reducing k' tag responses given n) tags covered, as follows:

Pr(k" | ny) =
1 1, )
-+ (1= =)™, if k' =0,
n’ "k ng
ny, 1 1.,
/ / ]- - k 3 f 0 < k/ < ! .
(n; - k) ) o

Basically, it is highly probable to reduce nj —1 tag responses. This is because n;p; =1
(by Equation 2.3) tag response has the highest probability given that the number of
tag responses follows a binomial distribution.

Another common approach to conserving energy for active tags is sleep scheduling
[Chlamtac et al., 1999, Jeong and Jeon, 2006]. Sleep scheduling aims to switch wireless
nodes between sleep mode and active mode such that a wireless node keeps in sleep
mode as often as possible. The rationale of sleep scheduling is that being active and
listening to (or receiving) queries from readers consume energy, while such energy
consumption can be conserved if a wireless node switches to sleep mode. However, it
is quite challenging to determine the optimal length of sleep period that can minimize
energy consumption yet cannot indulge any sleeping wireless node in application
performance deterioration [Chlamtac et al., 1999, Jeong and Jeon, 2006]. In, for
example, the MTP problem of our concern, it is hard for an MTP protocol to quickly
detect misplaced tags that are in the sleep mode.

We choose to detect misplaced tags with all tags in active mode and conserve
energy of active tags in two ways. First, we build ET-MTP on top of T-MTP, which
is more time-efficient than B-MTP. Through reducing the execution time, we shorten
the time for each tag to listen to (or receive) queries from readers; such shortened time

in return reduces energy consumption of active tags. Second, we design ET-MTP in



37

such a way that it enforces only a subset of tags to respond. Since it is well known that
transmitting packets costs wireless nodes more energy than listening to (or receiving)
queries, we can harvest a significant energy efficiency gain by suppressing a large

number of packets, namely tag responses [Li et al., 2010b, Qiao et al., 2011].

2.5.4 Performance Analysis and Limitations

Remark 2.5. The optimal number of tag responses Ngr_yrp and the optimal exe-
cution time Tgp_pyrp for ET-MTP to pinpoint misplaced tags are as follows:

Ner—yrp = Zpknk + ahn,
k=1

Ter—mrp = ((Z B +uw)m + ahn)tq +
k=1

(Z Brm + ahn)tigy + um(t, + tip),
k=1

where ny represents the number of tags in the category of cp, B the percentage of
readers with Vi[i] = 0 corresponding to the category of c, t, the transmission time of
i, and ty, the transmission time of 1-bit tag response.

We derive Remark 2.5 as follows. First, to form Vj, the category ID and the
probability value are contained in the query message and 1-bit tag response is used.
Thus forming V; for all u categories costs um(teq+t,+t1,) time and at least >, prny
tag responses. Second, to form V3, only readers with Vj[i{] = 0 broadcast query
messages containing the category ID and wait for 10-bit tag responses. Thus forming
Va for all u categories induces >, Bxm(teiq + tiop) time cost and at least an tag
responses. Finally, PIC costs at least ahn(t.;q+t105) time and a(h—1)n tag responses,
as we discussed in the analysis of Remark 2.4 (Section 2.4.4). Therefore, we can derive
Ngr_yrp and Tgr_yrp claimed in Remark 2.5 through combining related cost in

the above three parts.
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Fig. 2.6: Performance comparison of B-MTP, T-MTP, and ET-MTP.

Figure 2.6 plots the optimal performances of B-MTP, T-MTP, and ET-MTP under
the scenario where m = 50, kK = 1000, h = 3, a = 0.15, 96-bit tag ID, and 7-bit py.
The transmission time ¢, and t;, are approximately estimated by 9—76tid and %tid,
respectively. Suppose that a reader can cover at least 100 tags. Then p, = i <
0.01. For simplicity, we use p; = 0.01 and > ,_, pgng = 0.01>,_, ny = 0.01n for
Negr—_yvrp, and use u instead of Zzzlﬁk < u for Tgr_pyrp. As we expected, ET-
MTP induces fewer tag responses than does T-MTP as shown in Figure 2.6(a). A

limitation of ET-MTP is that two rounds of reader activation for forming the reader

vector V' takes more time than does T-MTP, as shown in Figure 2.6(b).

In summary, it depends on which of time efficiency and energy efficiency is more
significant when we choose between T-MTP and ET-MTP. If timely MTP is desired,
we prefer T-MTP. If active tags are used and energy saving is desired, we prefer ET-
TMP that yields higher energy efficiency than does T-MTP with competitive time
efficiency. A hybrid protocol design by adaptively switching between them toward

the optimal performance is also worthy of consideration.
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2.6 Simulation Evaluation

This section evaluates the efficiency of B-MTP, T-MTP, and ET-MTP by simu-
lations. We compare our protocols with the-state-of-the-art RPCV [Ferreira Chaves
et al., 2010]. We use two performance metrics, the execution time and the num-
ber of tag responses (Section 2.2.3), to evaluate time efficiency and energy efficiency,

respectively. We average the results over 100 trials.

2.6.1 Environment Configuration

We simulate the system as follows. The number of readers and the number of
tag categories are m = 50 and u = 1000, respectively. The number of tags n varies
from 50000 to 100000 with = per category. The readers are deployed in grid on the
ceiling of the simulated system. The number of reference readers for tag positioning
by Equation 2.1 is set to h = 3. Each reader has 38 tunable transmission power levels
as the representative RFID positioning scheme in [Wang et al., 2007]. Each tag has a
96-bit unique ID. The transmission time of the tag ID (i.e., t;4), is used as time unit.
The transmission time of s bits is estimated by oglia- The transmission time of the
category ID is therefore t.;q = %tid = %tid- Following the system configuration of
RPCV, all inventory items are with the same volume. In this case, each reader covers
on average 1000 < = < 2000 tags and 12 bits is enough to express the probability

pr = 7 by Equation 2.3. Thus the transmission time of p;, can be estimated by %tid.

2.6.2 Comparison Other: RPCV

In RPCV simulation [Ferreira Chaves et al., 2010], each tag needs to be identified

dozens of times for RPCV to find misplaced tags. To conduct an objective comparison,
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Fig. 2.7: Analytical performance comparison of RPCV, B-MTP, T-MTP, and ET-
MTP.

we consider RPCV with each tag being identified 10 times. Both RPCV and our
protocols sequentially activate readers to collect information in the simulation. Thus,
we can derive a lower bound on the number of tag responses and the execution time

of RPCV, denoted as Nrpcy and Trpcoy, respectively, as the following:
NRPCV = 107’L, TRPC’V = 107’Ltid. (24)

We hereby compare analyzed optimal performances of RPCV and our protocols
in Figure 2.7 to indicate their efficiency potential. Both time cost and energy cost
corresponding to the lower bound of RPCV are far beyond that of our protocols.
Thus, we directly use the lower bound in Equation 2.4 for comparisons. Similarly,
we use the lower bound of B-MTP in Remark 2.1 for the comparison, for B-MTP is

neither a wise choice for an efficient MTP solution.

2.6.3 Time Efficiency and Energy Efficiency

We evaluate the performance of proposed protocols with varying number of tags

n and misplacement ratio «. In each scenario, we randomly pick an tags and then
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Fig. 2.8: Performance comparison of RPCV, B-MTP, T-MTP, and ET-MTP with
varying tag number n and misplacement ratio a.

randomly place them away from the area where they are supposed to be. These
tags are therefore the misplaced tags to be pinpointed. Note that we deliberately
distribute misplaced tags distant further than the threshold (i.e., 2d,, see Section
2.4.3) to avoid false negatives, because we are interested primarily in time efficiency

and energy efficiency in this chapter.

Figure 2.8 reports the results under various scenarios in comparison with RPCV.

As we expected, all our protocols, namely B-MTP, T-MTP, and ET-MTP, outperform
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Fig. 2.9: Analytical performance comparison of sequential and parallel reading.

RPCYV in both time-efficiency and energy efficiency. Among our protocols, T-MTP
yields the highest time efficiency while ET-MTP yields the highest energy efficiency.
Both T-MTP and ET-MTP are more time-efficient and energy-efficient than B-MTP.
When o = 0.05 as shown in Figure 2.8(a)-(b), compared with RPCV, T-MTP can
averagely increase the time efficiency by up to 93%, and ET-MTP can averagely
increase the energy efficiency by up to 95%. When o = 0.15, the time efficiency
improvement and the energy efficiency improvement can still be as much as 90%
(Figure 2.8(f)) and 91% (Figure 2.8(e)), respectively.

In summary, our efficient MTP protocols, say T-MTP and ET-MTP, can increase
both time efficiency and energy efficiency by over 70%, when compared with RPCV
[Ferreira Chaves et al., 2010]. This is because T-MTP and ET-MTP are more efficient
than B-MTP, which requires 70% lower time and energy cost in the simulation (by
Remark 2.1 and Equation 2.4).

2.6.4 Further Discussion of Parallel Reading

We have evaluated protocol efficiency with readers following sequential reading. It

is not hard to infer that time efficiency will be further improved if we allow multiple



43

readers reading in parallel while the number of tag responses will not be affected
too much. Without considering the reader collision problem [Zhou et al., 2007], time
lower bounds for m readers collecting n tag IDs with sequential and parallel reading
are nt;q and %d, respectively. Figure 2.9 plots the lower bound with varying m and
n. Parallel reading provides a promising chance of time efficiency improvement as

shown in Figure 2.9.

2.7 D-MTP: Distributed Misplaced-Tag Pinpoint-
ing Protocol

This section proposes D-MTP, a distributed protocol that enables each reader
to independently detect misplaced tags. Our analysis shows that D-MTP is more
time-efficient than T-MTP and even more energy-efficient than ET-MTP in some

cases.

2.7.1 Motivation and Main Idea

Although T-MTP and ET-MTP activate each reader to query all categories of
tags, we observe that not all readers cover all the categories. This observation is
especially evident in large RFID systems where a single reader can cover only a small
fraction of tags. As for the MTP problem, we even must deliberately make sure that
each reader cover only some, but not all, categories of tags. If each reader would cover
all categories, we would have not been able to leverage reader positions to quickly
detect misplaced tags as we do in T-MTP and ET-MTP.

Motivated by the above observation, we can detect misplaced tags in a more

efficient way. The intuition is that if each reader learns which categories it covers, it
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can simply broadcast those category IDs and inform tags not in those categories to
respond—misplaced tags exist if it receives any response. A desirable side product
of the intuition is distributed misplaced-tag detection—a reader can independently
verify whether any misplaced tags are within its coverage.

We expect D-MTP to be more efficient than T-MTP and ET-MTP in time effi-
ciency and even in energy efficiency. D-MTP is more time-efficient because it requires
each reader to query only categories it covers but T-MTP and ET-MTP require each
reader to query all categories. D-MTP could be more energy efficient because it re-
quires only misplaced tags to respond but T-MTP or ET-MTP in addition require
all or a fraction of properly placed tags to respond, respectively.

Next we will first investigate how D-MTP learns which categories covered by each

reader, and then analyze its performance.

2.7.2 Learning Category Coverage from Tag Monitoring

An RFID system may periodically run various operations to implement important
functions, such as missing-tag detection and identification [Li et al., 2010a, Tan et al.,
2008b, Zhang et al., 2011b], information collection [Chen et al., 2011], and continuous
scanning that monitors a dynamic RFID system with tags frequently moved in or out
[Sheng et al., 2010, Xiao et al., 2011, 2012]. These operations monitor tags in real
time. We can leverage the information from tag monitoring to deduce which categories
covered by each reader. For example, the outputs of continuous scanning are the IDs
of all present tags. Examining the IDs of tags covered by a reader, we can easily
extract their category IDs.

Misplaced-tag detection using tag monitoring statistics may, however, induce both

false negatives and false positives. False negatives arise from tag monitoring statistics
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that contain data of misplaced tags. Since it is hard to guarantee that tag monitor-
ing operations only run when all tags are correctly placed, data of misplaced tags
may contaminate tag monitoring statistics. Using such contaminated tag monitoring
statistics, a reader cannot detect misplaced tags that are already in the statistics,
inducing false negatives. We can mitigate the problem of false negative by filtering
out misplaced tags related data in the statistics. Learning from past detections is
therefore the other way for D-MTP to infer which categories covered by each reader.

False positives arise from obsolete tag monitoring statistics that fail to capture
system update after the statistics is obtained. Possible system update operations
include rearrangement and replenishment. Rearrangement follows new placement
plan and places some categories of tags somewhere else in the system. Replenishment
moves more tags into the system and places them next to where stay their same
categorized peers. In both cases, some tags may intrude communication regions of
readers that do not cover their categories according to the statistics, and therefore
trigger false positives. Although it is not practical to prohibit any system update
after we obtain latest tag monitoring statistics, it is practical for us to be aware of
any system update operation launched ever since. If system update happens between
we obtain the statistics and we run MTP protocols, we have to apply our previously
proposed protocols (e.g., B-MTP, T-MTP, or ET-MTP) to detect misplaced tags,

capturing real-time system status and thus avoiding false positives.

2.7.3 Learning Category Coverage from Past Detections

D-MTP can learn which categories a reader covers from detection results of our
previously proposed protocols (e.g., B-MTP, T-MTP, or ET-MTP). In B-MTP (Sec-

tion 2.3), when a reader has collected all the IDs of tags it covers, it can easily extract
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their category IDs. In T-MTP and ET-MTP (Sections 2.4 and 2.5), when a reader
has queried all categories, it covers the categories that respond to the queries. Let
C; represent the set of categories covered by a reader r;, and M; the set of categories
of detected misplaced tags within r;’s coverage. Then we can derive C;, the set of

categories that r; correctly covers, by
C; = C; — M. (2.5)

After getting the set CA’@ for every reader r; € R, the reader r; can detect misplaced
tags in any categories other than those in C..

We now discuss misplaced-tag detection accuracy of MTP using C; learned from
detection results of B-MTP, T-MTP, or ET-MTP. As we discussed in Section 2.7.2,
false positives will arise from the statistics that fail to capture latest system update.
To avoid them, we still need to verify that no such system update occurs after we
collect C;. Whether we could avoid false negatives due to contaminated statistics in
Section 2.7.2 depends on which of B-MTP, T-MTP, and ET-MTP we use to generate
C;. B-MTP can successfully avoid them because B-MTP uses tag-wise positioning and
induces no false negatives. T-MTP and ET-MTP can eliminate misplaced categories
that they can detect, by Equation 2.5. Since T-MTP and ET-MTP may induce
false negatives, we cannot rule out misplaced categories that they fail to detect. But
compared with tag monitoring statistics, B-MTP, T-MTP, and ET-MTP still try the

best to generate less contaminated statistics that induce fewer false negatives.

2.7.4 Performance Analysis

We analyze time efficiency and energy efficiency of D-MTP compared with that of
T-MTP and ET-MTP. Since among the proposed protocols [Bu et al., 2011], T-MTP
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and ET-MTP are the most time-efficient and the most energy efficient, respectively,
we compare D-MTP’s time efficiency with T-MTP’s and D-MTP’s energy efficiency
with ET-MTP’s. Our analysis is convincing to show that D-MTP is more time-

efficient than T-MTP and has chances of being more energy-efficient than ET-MTP.

We first analyze D-MTP’s time efficiency with respect to the execution time.
Recall that we use D-MTP when we ensure that no system update could induce
false positives. Under the same scenario with a certain amount of misplaced tags,
D-MTP and T-MTP take similar time to locate them. We only need to analyze the
time for D-MTP to detect misplaced tags if any in each category—the same result
as that of T-MTD (Section 2.4.2). We denote the time for D-MTP and T-MTP to
detect misplaced categories as 17, _,;rp and T, ,rp, respectively. We have derived

in Section 2.4.4 that

u

Tr_yrp = Z(tad + t1on) = um(teid + tios)-
k=1 =1

Next we will derive T}, ,,;7p and prove it less than T, p.

The time T7,_,,rp consists of two parts, the time for detecting whether misplaced
categories exist and the time for verifying which categories they are if any. To detect
whether misplace categories exist within a reader r;’s coverage, the reader r; queries
by broadcasting all category IDs in C, (Equation 2.5). Upon receiving the query
message, tags not in the broadcasted categories respond with a 10-bit random string.
The reader r; then determines that it covers no misplaced tag if it receives an empty
slot, one misplaced tag if a singleton slot, or multiple misplaced tags if a collision
slot. Then in the first step, the time for r; to detect the existence of misplaced tags

is therefore |CA'i|tcid + t105- To facilitate the analysis of the time for distinguishing the
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categories of misplaced tags, we introduce p; and define it as follows:

{ 0, if r; receives an empty slot,
pi =

1, if r; receives a non-empty slot.

In the second step, only the readers with p; = 1 continue to determine the exact
categories that misplaced tags belong to. A simple method is that r; queries through
broadcasting one category ID in C' — C; after another. Responses corresponding to
any category ID reveals that some tags in this category are misplaced. For ease of
determining the number of misplaced tags, we still use 10-bit responses. Using this
method, it takes |C' — C’i|(tcid + ti0p) for r; to determine all the misplaced categories
covered by r;.

Combining the time in the above two steps, we therefore have

Th_mrp = Z(|éi|tcid + tiop + pi|C — Cil(teia + tion))
=1

(ICilteia + tiop + |C — Cil (teia + tros))

NE

1

.
I

(IC|(teia + tio) — (ICi] — 1)taop)

I
NE

1

.
I

NE

< > (ICl(teia + tion)) = Tr_prrp-

1

-
I

We then analyze D-MTP’s energy efficiency with respect to the number of tag
responses. Under the same scenario with a certain misplaced tags, D-MTP, T-MTP,
and ET-MTP require similar number of tag responses to locate them. Therefore, sim-
ilar to the analysis of D-MTP’s time efficiency, we only consider N}, ,,;7p, the number
of tag responses for D-MTP to detect misplaced categories. Given the misplacement

ratio «, it is straightforward that

/ —_—
Np_yrp = 2amn,
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because each misplaced tag needs to respond twice—one to the query of existence
of misplaced tags and the other to the query of which are misplaced categories. Let
N} yrp and Npp_yrp denote the number of tag responses for T-TMP and ET-
MTP to detect misplaced categories, respectively. Retrospecting to the performance

analysis of T-MTP (Section 2.4.4) and ET-MTP (Section 2.5.4), we have

!
Np_yirp > 1,
u n u
!
Ngr_mrp = E DR > ooy E Dk
k=1 k=1

Therefore, by solving Nj,_yrp < Npr_yrp a0d N yrp < Npr_yrp, We conclude

that
e if a < 0.5, D-MTP is more energy-efficient than T-MTP;

o if a < ﬁ > w1 Pk, D-MTP is even more energy-efficient than ET-MTP.

2.8 Discussion

2.8.1 Tag Mobility

This section discusses the MTP problem in the presence of tag mobility. If mobile
tags exist, we cannot simply apply the preceding protocols but need to distinguish
misplaced tags from mobile tags, which could be carried by roaming machines or
wandering customers. The intuition is to first track detected misplaced tags for a
while and then analyze their location traces. If a detected misplaced tag hovers
around the same location within a certain time interval, it is likely to be misplaced.
If a detected misplaced tag moves from place to place within the time interval, it is

likely to be mobile.
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One natural approach to obtaining detected misplaced tags’ traces is using multi-
round detection. Using one of the preceding protocols (e.g., B-MTP, T-MTP, ET-
MTP, or D-MTP), we run it several times to obtain location traces of detected mis-
placed tags. Assume that we need = locations to verify whether a detected misplaced
tag is really misplaced or mobile. Let [;(t;) (i € [0,z —1]) denote the (i+1)th location
in a tag t;’s location trace. Then we can distinguish misplaced tags from mobile tags
using the following condition:

S0 1li(ty) = lo(ty)]

T

<0, (2.6)

where |l;(t;) — lo(t;)| is the distance between locations [;(¢;) and ly(¢;), and ¢ is a
threshold that can be set according to localization accuracy. If the condition in
Equation 2.6 is satisfied, ¢; is likely to be stationary and therefore really misplaced.
Otherwise, ¢; is mobile and could be carried by machines or people roaming through
the system.

Certainly tag mobility places a heavy overhead burden on MTP solutions, es-
pecially when many mobile tags move frequently. We therefore do not encourage
pinpointing misplaced tags with mobile tags available unless the necessity outweighs

the cost. More thorough investigation of tag mobility is left for our future work.

2.8.2 Channel Reliability

This section discusses the impacts of channel errors, packet loss on the proposed
protocols, and suggests countermeasures against the potential impacts.

Both channel errors and packet loss may induce false negatives to the proposed
protocols. For B-MTP, false positives due to channel errors occur when (1) queries

from readers to tags are interfered and tags cannot determine whether to respond; and
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(2) tags normally respond but responses from tags to readers are interfered. In both
cases, some tags cannot successfully communicate with readers and thus avoid being
detected if they are misplaced. For T-MTP, ET-MTP, and D-MTP, false negatives
due to channel errors occur only when queries from readers to tags are interfered and
tags cannot determine whether to respond. False negatives induced by packet loss are
easier to infer—if queries from readers to misplaced tags or responses from misplaced
tags to readers lost, we could hardly detect those misplaced tags and thus encounter

false negatives.

To guarantee channel reliability for RFID communication, it is common to use
a transmission power level high enough to drown the background noise. Certainly
higher transmission power causes more energy consumption. Yet, packet loss is more
challenging and may not be addressed by solely using a high transmission power level.
We may have to resort to multi-round detection for guaranteeing detection accuracy
at the cost of reduced time efficiency. When adopting the above countermeasures, the
proposed energy- and time-efficient protocols (e.g., T-MTP, ET-MTP, and D-MTP)
become more favorable than B-MTP and the state-of-the-art RPCV [Ferreira Chaves

et al., 2010].

2.9 Summary

We have studied efficient MTP solutions against misplacement errors, a major
concern in production economics due to their serious impact on profit. Departing
from previous research that collects a large amount of data, this chapter investigates

efficient MTP solutions from the perspective of communication protocol design.
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We propose a series of protocols toward efficient MTP solution in large RFID sys-
tems, even in a distributed manner and robust against tag mobility. T-MTP detects
misplaced tags based on reader vectors instead of tag vectors. It yields significantly
increased time efficiency and energy efficiency, compared with basic solutions based
on tag-wise positioning. ET-MTP caters for the trend of applying more and more
popular active tags with self-equipped batteries. In favor of energy saving, ET-MTP
requires only a fraction of tags to respond. To address the MTP problem in a dis-
tributed manner, D-MTP enables each reader to independently detect misplaced tags.
D-MTP is more time-efficient than T-MTP and even could be more energy-efficient
than ET-MTP. Analysis and experiments validate that the proposed protocols out-
perform the state of the art in both time efficiency and energy efficiency, which are
important to guarantee protocol scalability in large RFID systems. Finally, we further
discuss how to apply the proposed protocols in scenarios with mobile tags.

Our future work lies in the following three directions. First, we now only con-
sider sequential reading. As we discussed in Section 2.6.4, parallel reading can yield
higher time efficiency than can sequential reading. A promising topic is thus to adjust
existing multi-reader scheduling protocols (e.g., in [Zhou et al., 2007]) to the MTP
problem or even to design a new scheduling method that fits in better. Second, the
positioning accuracy of the scheme in [Wang et al., 2007] may not satisfy requirements
of certain applications. Inspired by the proliferation of sensor network localization
[Bu et al., 2012b, Liu et al., 2010], we could borrow some ideas therein to improve tag
positioning accuracy. Third, although evaluating research on large-scale RFID sys-
tems depends primarily on simulation nowadays, we urge our future work to evaluate

and refine the proposed protocols in real RFID systems.



Chapter 3

Efficient and Privacy-Preserving
Detection of Replication Attacks in
Large RFID Systems

Replication attacks threaten Radio-Frequency Identification (RFID) applications
and are hard to prevent. Existing replication attack detection protocols are lim-
ited in accuracy, efficiency, or even privacy. In this chapter, we propose a series of
protocols toward efficient and privacy-preserving replication attack detection with
guaranteed accuracy in large-scale RFID systems. The proposed protocols do not
resort to complex cryptography techniques, inefficient tag-wise scanning, or privacy-
unaware transmission of tag IDs. Instead, our protocols leverage the broadcast nature
and collisions to detect replication attacks, being affordable to off-the-shelf low-cost
tags. Toward efficient detection of replication attacks for large-scale RFID systems,
we propose introducing two light-weight operations, vector broadcast and slot index
recalculation. Armed with these two operations, our protocols can avoid unnecessary
execution time and tag responses, and thus harvest significant gains in both time effi-
ciency and energy efficiency. We evaluate the performance of the proposed protocols

through theoretical analysis and extensive simulations. The results show that, when

93
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the confidence level is 0.99 and the tolerance ratio of compromised tags is 0.001, our
best protocol outperforms the state-of-the-art tag-wise scanning based protocol in

time efficiency and energy efficiency by 98.5% and 72.8% on average, respectively.

3.1 Overview

Radio Frequency Identification (RFID) systems are vulnerable to various security
attacks, mostly due to the hardware constraints of low-cost tags and the broad-
cast nature of wireless communication [Huang and Kapoor, 2009, Juels, 2006, Weis
et al., 2004]. The replication attack, also known as cloning attack, is one of the most
challenging security threats to RFID applications [Juels, 2006, Weis et al., 2004].
Launching a replication attack, an attacker compromises genuine tags and produces
their replicas, namely replicated tags. Since replicated tags carry copies of compro-
mised genuine tags’ data (e.g., IDs and keys), they behave exactly the same as genuine
tags and therefore threaten RFID applications that use the genuineness of tags to val-
idate the authenticity of tagged objects [Bolotnyy and Robins, 2007, Lehtonen et al.,
2009b]. For example, attached with replicated tags, products in RFID-enabled supply
chains cause financial losses [Koh et al., 2003], healthcare facilities in RFID-aided hos-
pitals jeopardize personal safety [Janz et al., 2005], while RFID-incorporated passport
cards may even threaten national security [Koscher et al., 2009].

Replication attacks in RFID systems are, however, hard to prevent. Existing
replication attack prevention approaches [Abawajy, 2009, Bolotnyy and Robins, 2007,
Devadas et al., 2008, Dimitriou, 2006] use complex cryptography and encryption tech-
niques, require additional hardware resources and key management strategies, and

therefore are not affordable to most off-the-shelf low-cost tags [Lehtonen et al., 2009b,
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Sarma, 2006, Spiekermann and Evdokimov, 2009]. Moreover, no prevention approach
claims to completely defeat replication attacks yet [Lehtonen et al., 2009b]. Even if a
break-through prevention approach arrives in the near future, it is not practical either
to replace off-the-shelf tags with new tags or to recall them for upgrade—already 1.3
billion tags were in the market in 2005, and even 33 billion were expected in 2010

[web, cl.

A few countermeasures against replication attacks turn to detecting them in RFID
systems, focusing on two complementary application scenarios. In the first application
scenario, tagged objects are distributed across multiple RFID systems. Existing de-
tection protocols focusing on this scenario aim to secure RFID-enabled supply chains
using tag traces [Koh et al., 2003, Lehtonen et al., 2009a, Mirowski and Hartnett,
2007, Zanetti et al., 2010b]. A tag trace comprises tag related data (e.g., ID, owner-
ship, and location) distributed among supply chain partners [Zanetti et al., 2010b].
Redundant data corresponding to tag IDs help reveal replication attacks: When, for
example, a tag with a certain ID simultaneously shows up at different places, the ID
associates with replicated tags [Koh et al., 2003]. However, the detection accuracy of
tag trace based protocols is hard to guarantee due to incomplete tag traces [Lehtonen
et al., 2009al; this issue becomes more challenging when some partners refuse to share

the owned data due to business concerns [Zanetti et al., 2010b].

In the second application scenario, tagged objects are confined in the same RFID
system. A recent detection protocol focusing on this scenario leverages tags’ rewritable
memory [Lehtonen et al., 2009b]. In this protocol, the reader writes a new random
number on a tag’s memory each time it scans the tag. A map of tag IDs and cor-

responding random numbers is maintained on a backend server. The reader then
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detects the replication attack whenever any pair of the ID and random number is not
identical with that in the map. Unlike tag trace based detection protocols [Koh et al.,
2003, Lehtonen et al., 2009a, Mirowski and Hartnett, 2007, Zanetti et al., 2010b], the
protocol in [Lehtonen et al., 2009b] can guarantee the detection accuracy. However,
this protocol requires tag-wise scanning, which is known to be impractical and ineffi-
cient for a large-scale RFID system accommodating tens of thousands of tags [Chen
et al., 2011, Kodialam and Nandagopal, 2006, Qian et al., 2010, Qiao et al., 2011,
Zheng and Li, 2011]. Moreover, this protocol requires the transmission of tag IDs and
thus may induce privacy leakage for applications that cast privacy-sensitive informa-
tion into tag IDs [Han et al., 2010, Kodialam et al., 2007, Zhang et al., 2011a]. Even
though the next generation of tags are expected to afford complex cryptographic op-
erations for privacy protection, we have to face a new dilemma between the privacy

and the efficiency in large-scale RFID systems [Lu et al., 2010].

In this chapter, we seek to efficiently detect replication attacks with guaranteed ac-
curacy for applications that confine tagged objects in a large-scale RFID system. Con-
sider, for example, RFID-based entrance control systems in widespread use [Finken-
zeller et al., 2010]. For a private meeting or gathering that requires the credibility of
each attendee, such systems alone cannot fully guarantee that an attendee is trustable
as the attendee may hold a card embedded with a replicated tag. In this case, we need
protocols that can quickly and accurately detect the existence of replicated tags, yet
without leaking attendees’ personal information probably casted into tag IDs. Fur-
thermore, such protocols may benefit also applications that distribute tagged objects

across multiple RFID systems. Imagine an RFID-enabled supply chain as a network,
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and genuine tags, replicated tags as normal traffic, attack traffic, respectively. Bor-
rowing the idea of filtering attack traffic at the source [Mirkovic et al., 2002], if we
could locate the source of replicated tags in a supply chain [Koh et al., 2003], we can
detect and reject replicated tags before they flood the market.

Toward efficient, accurate, and privacy-preserving detection of replication attacks,
we propose a series of protocols that can secure applications confining tagged objects
in a large-scale RFID system. Without resorting to complex cryptography techniques,
inefficient tag-wise scanning, and privacy-unaware transmission of tag IDs, the pro-
posed protocols achieve the goal through benefiting from three major novelties. First,
we take advantage of broadcast and collisions for replication attack detection. A col-
lision occurs when multiple tags respond to the reader simultaneously. Intuitively,
when we specify only one tag with a certain ID to respond, there must exist replicas
of the tag if a collision occurs. Second, we eliminate the need for the transmission of
tag IDs. This elimination not only preserves identity privacy but also increases time
efficiency. Third, we further enhance time and energy efficiency by requiring only
particular tags to respond in consecutive time slots. The intuition is that only when
multiple responses are received while only one is expected we can detect replication
attacks, whereas other scenarios (e.g., zero or multiple responses are expected) bring
no benefit but waste of time and energy.

We highlight the contributions of this chapter to replication attack detection for

large-scale RFID systems as follows.

e Detect replication attacks with guaranteed accuracy. We formulate the problem
as detecting the replication attack with a probability greater than or equal to a

confidence level when the ratio of compromised tags is larger than a tolerance
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level. The confidence and tolerance level can be conveniently adjusted according

to system requirements.

Leverage broadcast and collisions for replication attack detection. We accord-
ingly propose a sampling-based protocol called BASIC (Section 3.3) and demon-
strate its performance limitations to indicate the demand of privacy-preserving

yet more efficient protocols.

Propose a privacy-preserving protocol called RADar (Section 3.4) that elimi-
nates the transmission of tag IDs. The primary idea is that the reader and
tags perform the same hash operation on tag IDs to get expected and actual
distribution of the number of responses. RADar detects the replication attack

through comparing the distributions.

Propose an efficient and privacy-preserving protocol called ET-RADar (Sec-
tion 3.5) that can save unnecessary execution time and tag responses, yielding
much higher time efficiency and energy efficiency than do BASIC and RADar.
ET-RADar enforces tags choosing only expected singleton slots to respond con-
secutively by introducing two lightweight operations, namely vector broadcast

and slot index recalculation.

Further introduce a protocol adaptation to improve the efficiency of RADar and
ET-RADar (Section 3.7.3). Simulation results show that, without leaking tag
IDs, our best protocol averagely yields 98.5% higher time efficiency and 72.8%
higher energy efficiency than does the state-of-the-art tag-wise scanning based

protocol.
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The rest of the chapter is organized as follows. Section 3.2 defines the problem and
system. Section 3.3 presents a sampling-based protocol and analyzes its limitations
in efficiency and privacy. Sections 3.4 and 3.5 present a privacy-preserving protocol
and its efficient version, respectively. Section 3.6 discusses potential concerns, coun-
termeasures and summarizes the proposed protocols. Section 3.7 reports simulation

results. Finally, Section 3.8 concludes the chapter and indicates future work.

3.2 Problem Statement

In this section, we first provide an overview of the replication attack detection

problem. We then discuss performance metrics for evaluation.

3.2.1 Problem Formulation

Consider an RFID system that consists of a backend server, some reader(s), a large
number of tags each attached to an object [Lehtonen et al., 2009b]. The genuineness
of tags are used to validate the authenticity of tagged objects. Without replication
attacks, each tag has a unique ID. Tag IDs are stored on the server; readers commu-
nicate with the server via a secure link and have granted access to tag IDs [Lehtonen
et al., 2009b]. Without loss of generality, we regard the backend server and readers
as a whole and call it the “reader”. When multiple readers are synchronized, we can
logically treat them as one [Li et al., 2010a, Zheng and Li, 2011]. We are concerned
with the replication attack through which an attacker compromises genuine tags, ob-
tains all valid information of them (e.g., IDs and keys), and uses their replicas to
impersonate genuine tags. We denote the confidence level and the tolerance ratio of

compromised tags by a and A\, respectively, where 0 < a, A\ < 1. The problem is to
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detect the replication attack with a probability of at least v when compromised tags
are more than An, where n denotes the number of genuine tags.

The insensitivity to the number of replicas per compromised tag is a primary virtue
of the above problem formulation. By insensitivity we mean that detection protocols
based on our problem formulation can detect replication attacks with a required
probability regardless of how many replicas of a compromised tag are produced. Let
us clarify why this insensitivity matters through playing an interesting game. In the
game, we are required to find two people resembling each other facially, in a crowd
including multiple births. It is not hard to infer that the hardest scenario is when
there are only twins hiding in the crowd. Triplets, or even quadruplets certainly
make the game easier and easier. Coming back to the replication attack detection
problem, a sophisticated attacker must know the game better than we do. To avoid
the exposure, the attacker will try to compromise as many tags as possible, but
produces a limited number of replicas using each compromised tag. Fortunately, the
problem formulation we adopt is sensitive to exactly the ratio of compromised tags,
regardless of how many replicas per compromised tag.

For now, we assume an error-free channel to ease understanding of our protocol
designs. After delivering the design details, we will discuss the impact of channel

errors on detection accuracy and suggest countermeasures in Section 3.6.1.

3.2.2 Performance Metrics

We evaluate detection accuracy and efficiency of the proposed protocols. The
metric for evaluating detection accuracy is the detection probability. Time efficiency
and energy efficiency are another two most important criteria for evaluating RFID

protocols. Typical metrics for evaluating time efficiency and energy efficiency are the
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execution time and the number of tag responses, respectively. We further introduce
the concepts of time utility and energy utility to quantify the protocol efficiency in

Section 3.3.2.

e The execution time shows time efficiency, which is highly desired for a protocol
to detect the replication attack as fast as possible and to be scalable as the
system scale increases. Most RFID protocols, ranging from traditional tag-
cardinality estimation [Kodialam and Nandagopal, 2006, Qian et al., 2011] to
recent missing-tag identification [Li et al., 2010a, Zhang et al., 2011b], consider

time efficiency as a primary concern.

e The number of tag responses indicates energy efficiency, which is important
when active tags are used. Active tags can significantly impulse the growth
of RFID applications because of their ability of initiating communication and
hundreds-of-feet communication radius, which is much longer than that of pas-
sive tags. However, active tags depend on self-equipped batteries to enable any
operation. Thus, during enjoying the improved system performance brought
by active tags, the energy cost should be as low as possible by controlling the
number of tag responses. A few energy-efficient proposals for some other prob-
lems in RFID systems accommodating active tags are, for example, tag polling
[Qiao et al., 2011], misplaced-tag pinpointing [Bu et al., 2011, 2012a], and car-
dinality estimation [Li et al., 2010b]. In [Bu et al., 2011] and [Bu et al., 2012a],
we trade time efficiency for energy efficiency by introducing a probabilistic re-
sponse technique. In this chapter, however, we will propose techniques that
can simultaneously gain energy efficiency and time efficiency (Section 3.5 and

Section 3.7.3).



62

e Time utility and energy utility measure the ratio of useful cost to total cost
(Section 3.3.2). Low cost together with high utility is our goal of an efficient
protocol. If most of the cost cannot benefit replication attack detection, even if

the cost is low, there is still a need for efficiency improvement.

3.3 BASIC: Sampling-based Replication Attack De-
tection Protocol

In this section, we present a sampling-BASed repllCation attack detection protocol
(BASIC) and analyze its performance and limitations. We consider BASIC as a

baseline for evaluating the proposed protocols (Section 3.7).

3.3.1 BASIC Design

The primary idea of BASIC is that replicated tags must exist if the reader receives
multiple responses for confirming the presence of a certain tag. Generally, multiple
responses cause a collision and the reader cannot correctly receive the responses.
BASIC, however, can leverage a collision, which is exactly the evidence of multiple
responses.

Leveraging the broadcast nature and collisions, we design BASIC as follows. BA-
SIC samples tag IDs one after another without replacement. After sampling an 1D,
the reader broadcasts a query message containing the sampled ID and waits for tag re-
sponses. Upon receiving the query message, tags with the contained ID respond to the
reader. In the Philips I-CODE system [web, b], a 10-bit string with error-detection
(e.g., CRC) embedded is enough to verify a collision [Kodialam and Nandagopal,

2006]. If a collision occurs, the reader successfully detects the replication attack.
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Otherwise, the reader ensures that the sampled ID associates with no replicated tag
and continues by sampling another ID. Next we will analyze the maximum number

of tag IDs to sample for satisfying the confidence level a.

3.3.2 Analysis

Let Pg(n,z, k) denote the probability of BASIC detecting the replication attack
by sampling no more than k£ IDs, when the ratio of compromised tags is . Because
the execution time is proportional to k, we formulate the problem as

minimize k

(3.1)
subject to Vx > A\, Pg(n,z, k) > a.

Theorem 3.1. Given n, x, and k,

k
Py(n. . k) = 1-J[=p), if 1<k < (1—2)n,

i=1

1, if (1—2)n <k <n,

n
n—i+1"

where p; =

Proof: We first derive the probability of BASIC failing to detect the replication
attack, denoted as Py(n, z, k). BASIC fails to detect replicas if there is no replicated
ID contained in the k& samples. Given xn replicated IDs and (1 — x)n nonreplicated
IDs, there must be at least one replicated ID among more than (1 — x)n samples.

Therefore,

Py(n,x, k) =0, (1 —2)n <k <n).

For 1 <k < (1 —x)n, BASIC fails to detect the replication attack if all k£ samples



64

are nonreplicated IDs. Thus,

k .
(1—xz)n—i+1

rn

:ﬁ(l—n_—m), (1<k<(l-2x)n).

@
I
—

By the basic probability knowledge, we then have
Pg(n,z,k) =1— Pg(n,z, k)
k
1-J[0=p), if 1<k < (1—2)n,

i=1
1, if (1—x)n<k<n,

where p; = =5 |

Theorem 3.2. If we set
1
PB(”a)‘+_7k) Z «,
n

BASIC can satisfy the accuracy constraint in Formula 3.1.

Proof: By Theorem 3.1, Pg(n,x,k) is a monotonically increasing function of z.
(The intuition behind this monotonicity is that more compromised tags yield higher
probability of being detected.) The first possible value for x > Ais x = A+ %, because
An + 1 compromised tags correspond to the minimum number beyond tolerance (i.e.
An). If we set Pg(n, A+ =, k) > «, we can therefore guarantee Pg(n,z,k) > a for
x > A according to its monotonicity. |

By Theorem 3.2, the maximum number k,,,, of tag IDs to sample toward the

objective of minimizing the execution time, is as the following:
. 1
Emar = min{k | Pg(n, A\ + —, k) > a}. (3.2)
n

Given k.. by Equation 3.2, we derive the time and energy cost of BASIC as

follows. Let t;4 and t. denote the transmission time of a tag ID and a 10-bit string
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for verifying a collision, respectively. BASIC takes t;4 + t. execution time and one
response from a genuine tag per sampling operation. We do not consider energy
cost by responses from replicas. Therefore, the execution time and the number of

responses of BASIC, denoted as Tg and Ng, respectively, are

TB S kmax(tid + tc)v NB S kma:c-

To further quantify time efficiency and energy efficiency, we define time utility and

energy utility as follows.

Definition 3.1. Time (or energy) utility, denoted as U; (or U.), is the ratio of time
(or responses) that is (or are) useful for replication attack detection to total time (or
responses).

Remark 3.1. BASIC can achieve Uy, =1 and U, = 1.

Remark 3.1 is relatively straightforward, because each time BASIC samples an
ID it can use the response(s) for replicas detection. BASIC detects replicas with the

sampled ID if a collision occurs. Thus, all &' (< k,,q,) samples can benefit BASIC,

K (tigtte)

k/
K/ (tig+te) e

k/

yielding U; = = 1. Likewise, we can derive U, = 1 because there is only

one response from a genuine tag per sampling operation.

3.3.3 Limitations

We now discuss BASIC’s limitations in privacy and efficiency. First, BASIC has
an inherent defect in security because of privacy leakage. BASIC needs to broadcast
sampled IDs, which should be protected for applications that cast privacy-sensitive
information into tag IDs [Han et al., 2010, Kodialam et al., 2007, Zhang et al., 2011a].
The attacker may overhear those broadcast IDs. The overheard IDs may also reveal

some other sensitive information such as location, which can be deferred by where IDs
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are overheard. As the goal of replication attack detection protocols is to secure RFID
systems, it is not wise enough to induce additional security risks. Moreover, BASIC
is limited in time efficiency because of the transmission of tag IDs. ID transmission is
known to be time-consuming especially in large-scale RFID systems [Bu et al., 2011,
2012a, Chen et al., 2011, Kodialam and Nandagopal, 2006].

These limitations naturally raise the question of whether it is possible to design a
privacy-preserving yet more efficient protocol. Another two protocols to be proposed

shortly can definitely answer the question.

3.4 RADar: Privacy-Preserving Replication At-
tack Detection Protocol

In this section, we propose a privacy-preserving Replication Attack Detection
protocol (RADar). We first provide an overview of RADar and then discuss the

design details. Theoretical analysis and limitations will be presented as well.

3.4.1 Overview of RADar

RADar preserves identity privacy through excluding the transmission of tag IDs
from the entire replication attack detection process. Tag IDs are contained neither in
query messages nor tag responses. Specifically, tags are deterministically assigned to
respond at a certain time according to their IDs. RADar detects the replication attack
once multiple responses are received while only one is expected. Two categories of
RFID protocols that can support RADar are slotted Aloha [Roberts, 1975] and Tree-
traversal [Hush and Wood, 1998, Myung et al., 2007]. Because slotted Aloha is more

efficient than Tree-traversal in large-scale RFID systems [Qian et al., 2010], we adopt
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Fig. 3.1: Replication attack detection by RADar. T; denotes a set containing all tags
(a genuine tag and replicas if any) with I D;. Dashed arrow-shaped lines indicate that
one or more IDs (or Tags) are hashed to a time slot.

slotted Aloha to design RADar. In slotted Aloha, the reader sends a query message
containing the number f of time slots (frame size) and a random seed r. Each tag
picks up a time slot with index h(/D,r)modf to respond, where h is a hash function
implemented on off-the-shelf tags. A time slot chosen by no tag, only one tag, or
multiple tags is called an empty slot, a singleton slot, or a collision slot, respectively
[Kodialam and Nandagopal, 2006]. Empty, singleton, and collision are called slot

states.

Through verifying the slot states, RADar detects the replication attack if an ez-
pected singleton slot (i.e., a slot that is supposed to be singleton) turns out to be a
collision slot. Because the transmission of tag IDs is not necessary, the time cost of

RADar per time slot is only t,-dtitc ~ 0.09 [web, b] times that of BASIC, promising us

a chance of significant time efficiency gains.
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3.4.2 RADar Design

The preceding insight forms the basis for RADar. Figure 3.1 illustrates the sketch
of RADar design. RADar detects replication attacks by comparing two vectors, the
expectation vector V, and the response vector V,.. Given f and r, we form V, according
to the number of tag IDs expectantly hashed to each time slot; we form V, according
to the number of tag responses actually received in each time slot. Then through
comparing V. and V, element-wisely, RADar catches the replication attack as soon as
any mismatching is found.

It is, however, challenging to determine the exact number of responses in a collision
slot. Alternatively we form V, and V,. as follows. The only useful scenario for RADar
detecting the replication attack is when an expected singleton slot becomes a collision
one. Two responses in a time slot are enough to cause a collision. Two or more
responses make no difference if we are interested in the slot state of collision only.

Therefore, given f, r, and known IDs, we define V, and V, to be

(

0, if {I/D | h(ID,r)modf =i}| =0,
Velil = § 1, if {ID | h(ID,r)modf = i}| =1, (3.3)
if {ID | h(ID,r)modf =i}| > 2.

N

if slot ¢ is an empty slot,

if slot 7 is a singleton slot,

=
=
I
N = O

if slot 7 is a collision slot.

Both V. and V, are f in length and 2f bits in size.
RADar then compares V, and V. element-wisely and detects the replication attack
if

Jdi e [va - 1]7 ‘/e[z] 7é ‘/;”[/L]
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Following the intrinsic property of probabilistic methods, RADar leads to no false
positives but false negatives. We explain this by walking through scenarios when
RADar can detect the replication attack and when it cannot. Taking I Dj in Figure 3.1
for instance, it is hashed to the 4th time slot, which is chosen by no other IDs. Thus,
V.[3] = 1. There are replicas with /D5 and thus the set T5 contains more than one
tags. Multiple responses from tags in T5 will lead a collision to the 4th time slot.
Therefore, V,.[3] = 2 # V,[3]. RADar then successfully detects the replication attack
that does exist, yielding no false positives. However, RADar cannot detect replicas
with IDs that are originally hashed to slots with V,[i] = 2. For example, ID,,_; in
Figure 3.1 is hashed to the (f — 3)th time slot, which is also chosen by some other
IDs (e.g., ID,). Thus, V.[f — 4] = 2. Although the set T,,_; contains one or more
replicas with ID,,_;, RADar cannot detect them because V,[f — 4] =2 = V_[f — 4].
Apparently, false negatives occur only when no replica has the tag ID with V_[i] = 1.
We can control the rate of false negatives through adjusting the confidence level «,

that is, the higher o we set the fewer false negatives we will encounter.

3.4.3 Analysis

Let Pgr(n,x, f) denote the probability of RADar detecting the replication attack
with frame size f, when the ratio of compromised tags is x. Because the execution

time is proportional to f, we formulate the problem as

minimize f
(3.4)
subject to Vo > A, Pgr(n,z, f) > «.
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Theorem 3.3. Given n, x, and f,

Pr(n,z, f) ~
f
-3 () Gew - pra-Few a3

Proof: Given n tag IDs, and an f-slotted query frame, we denote by Pr(n, f) the
probability of a slot with V,[i] = 1. Because V. corresponds to the distribution of
IDs rather than tag responses, Pr(n, f) is equal to the probability of any slot being

singleton when there are no replicas. Therefore,

Pr(n, f) = (T)%u _ %)n—l ~ ?exp (-?). (3.5)

Given f time slots, the number of slots with V,[i] = 1, denoted as Ny (€ [0, f]),
follows a binomial distribution. Thus, we define the probability of j slots with V_[i] =

1 to be

Pr(Ny = | nf) = (f) Pr(n, (1 - Pr(n, ).

As we discussed in Section 3.4.2, RADar can successfully detect the replication
attack if at least one ID of compromised tags is hashed to a slot with V_[i] = 1.

Therefore, we have
PR(na xz, f)

. |
1 _Zopruvl —j|mHa- %)m

f .
=1-2 (f)PT(n, FY (L= Pr(n, £))f(1 - Ly,
= \J f
Substituting Pr(n, f) from Equation 3.5, we derive Pgr(n,z, f) and therefore prove

Theorem 3.3. |
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Theorem 3.4. If we set
1
PR(nv)‘+_7f) 2 «,
n

RADar can satisfy the accuracy constraint in Formula 3.4. The optimal frame size
fopt toward the objective of minimizing the evecution time is

fopt = min{f | Pr(n,\ + %, f) > al. (3.6)

Proof: The proof of Theorem 3.4 is essentially the same as that of Theorem 3.2
(Section 3.3.2). We hereby simply skip the repetition for the sake of conciseness. W
Given f,,+ by Equation 3.6, we derive the execution time 7% and the number Np
of responses for RADar. Omitting the tiny transmission time of f,, and r in the

query message, we define Tr and Ny as

TR = fopttca NR =n.

Remark 3.2. Given n, f,, and Ny, RADar can achieve U, = ff—; and U, = %

We derive Remark 3.2 as follows. Recall that N; represents the number of slots
with V,[i] = 1. First, because only slots with V,[i] = 1 are useful for replication
attack detection, it is obvious that all N; slots out of f,, slots can benefit RADar.
Thus, the time utility of RADar is U; = fjj_;t Second, in each of these Ny slots, there
is only one response from a genuine tag. All tags, however, respond to the query

message, yielding totally n responses from genuine tags. Therefore, the energy utility

of RADar is U, = %

3.4.4 Limitations

Although RADar is privacy-preserving and yields faster detection than does BA-

SIC, it is still limited in time efficiency and energy efficiency. By Remark 3.2, the time
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utility of RADar is U; = ff—; Because N is the number of slots with V,[i] = 1, ij;t
corresponds to the ratio of singleton slots without considering replicas. The optimal
ratio of singleton slots using slotted Aloha is only 36.8% [Chen et al., 2011]. Slots
with V,[i] = 0, 2 count most time slots of a query frame yet cannot benefit replication
attack detection. Furthermore, the optimal f for satisfying the confidence level a
is less than n by Theorem 3.4. Thus, the energy utility U, = % < f]:[—;t < 36.8%;
such indicates that energy inefficiency is even worse than time inefficiency. Solutions

against these inefficiencies are highly desired, considering that larger and larger RFID

systems have been applied [web, c|.

3.5 ET-RADar: Energy- and Time-efficient RADar

In this section, we propose Energy- and Time-efficient RADar (ET-RADar). We
first provide an overview of ET-RADar. We then expatiate on the protocol design

and performance analysis.

3.5.1 Overview of ET-RADar

The primary idea of ET-RADar is to bypass all time slots that are not useful for
RADar detecting the replication attack. So the execution time and tag responses
induced by those bypassed slots can be saved. Because useful slots (i.e., slots with
Ve[i] = 1) are still reserved, ET-RADar enjoys the same detection accuracy as that
of RADar. In summary, ET-RADar is expected to yield faster detection and lower
energy cost, without sacrificing the privacy and detection accuracy, when compared

with RADar.
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Current slotted Aloha, however, cannot directly support ET-RADar. As we dis-
cussed in Section 3.4.1, upon receiving a query message containing f and r, a tag
determines to respond in a time slot with index h(ID,r)modf. There will be empty,
singleton, and collision slots, even though only expected singleton slots (i.e., slots with
V.[i] = 1) are useful for replication attack detection. Because the reader is aware of
the tag IDs mapped to expected singleton slots, it could just simply broadcast one of
these IDs at a time and verify whether one or more responses will be received. Clearly,
this intuitive solution degenerates to BASIC, reinducing time-consuming transmission

of tag IDs as well as the privacy leakage issue.

We propose introducing two lightweight operations, vector broadcast and slot index
recalculation, to adapt slotted Aloha to the ET-RADar design. Specifically, the reader
broadcasts a vector to inform tags to respond if they are hashed to expected singleton
slots or to keep silent otherwise. Then the tags informed to respond recalculate slot
indices and respond in consecutive slots. By the first operation, ET-RADar saves
energy through preventing unnecessary tag responses. By the second operation, ET-
RADar reduces the execution time through leaving out empty slots. Therefore, we
expect ET-RADar to outperform RADar in both energy efficiency and time efficiency.

Next we will present the design details.

3.5.2 ET-RADar Design

We illustrate by Figure 3.2 the portrait of ET-RADar design. Note that the
illustrated scenario is the same as that illustrated in Figure 3.1. There are replicas

with I D5 and ID,,_; among listed IDs. We deliberately repeat the example scenario
for ease of comparison of ET-RADar and RADar.
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Fig. 3.2: Replication attack detection by ET-RADar. ET-RADar detects the repli-
cation attack once any Vi, [i] =1 (e.g., Vi.[1] as illustrated).

Replication Attacks !!!!

As shown in Figure 3.2, we first determine the optimal frame size f,,; by Equa-
tion 3.6, generate a random seed r, and form the expectation vector V, by Equa-

tion 3.3. We further form a simplified expectation vector, denoted as V., as follows:

Vo] {o, Vel 1
1, if V,[i] = 1.

The vector Vi is fop in length and f,,; bits in size.

The reader then broadcasts a query message comprising fop, 7, and V.. Recall
that RADar informs tags of only f,,; and . Upon receiving the query message, a tag
first determines the slot index by i = h(ID,r)modf,,. The tag, however, does not
simply wait to respond in slot i. It further looks up the value of Vi [i]. If Vi [i] = 1,
the tag decides to respond normally. Otherwise, the tag keeps silent. Following this
process, ET-RADar avoids unnecessary tag responses and thus saves the energy.

Furthermore, because all slots with Vi.[i] = 0 are ensured to be empty and are
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not expected to provide any valuable information, we recalculate the slot index of a
slot with Vi.[i] = 1 to i’ = Zj’:o Vselj] — 1. Through recalculating slot indices, all
tags informed to respond will send responses in consecutive time slots. The responses
are not interrupted by empty slots. Apparently, ET-RADar successfully skips all
unnecessary tag responses and time slots by now. ET-RADar therefore yields higher
energy efficiency and time efficiency than does RADar.

Receiving all responses, the reader forms a simplified response vector, denoted as

Ve, as follows:
, 0, if slot 7 is a singleton slot,
Ver [2] =

1, if slot ¢ is a collision slot.

The vector V, is NV in length and Ny bits in size.
ET-RADar then checks the vector Vi, element-wisely and detects the replication
attack if

Ji € [0, N, — 1], Vi[i] = 1.

ET-RADar guarantees the same detection accuracy as that of RADar, yielding no
false positives but false negatives. As shown in Figure 3.2, ET-RADar can successfully
detect replicas with I D5 but fails to detect those with I D,,_;. False negatives occur
only when there are replicas but all the replicas are hashed to slots with Vi.[i] = 0
(e.g., tags in the set T, in Figure 3.2). Yet, we can control the rate of false negatives

through adjusting the confidence level a.

3.5.3 Analysis

ET-RADar adopts Formula 3.4, Theorem 3.3, and Theorem 3.4 to formulate the
problem, to guarantee the detection probability, and to determine the optimal frame

size fopt, Tespectively. We next primarily concentrate on the analysis of efficiency
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gains brought by ET-RADar.

Given the optimal frame size f,,; by Equation 3.6, ET-RADar takes N; time
slots and induces N; responses from genuine tags. The only extra time paid for
upgrading RADar to ET-RADar is the transmission time of the f,,-bit vector V..
Let t, represent the transmission time of a single bit. We conclude the performance of
ET-RADar by Remark 3.3, Remark 3.4, and Remark 3.5. We omit the proof because

they are easily digestible given the preceding interpretation and analysis.

Remark 3.3. The ezecution time and the number of responses of ET-RADar, denoted
as Ty and Ng, respectively, are given as follows:

Tp = Nite + fopts, Ng = Ni.

Remark 3.4. ET-RADar reduces the execution time of RADar by
TR - TE _ fopttc - (Nltc + foptts)

TR fopttc
t. — (Nyt A fopt
_ fopt c ( 1te +0 fopt c) as ts = 0.1t,
fopttc
N
= 0.9 - = > 53.2%,
opt

and reduces the energy cost of RADar by
NR — NE n — N1
NR n

N
—1- 1 >63.2%.
'

Remark 3.5. ET-RADar can achieve U, = #ﬁw ~1and U, = % =1.

3.6 Discussion

In this section, we first discuss potential concerns (e.g., channel errors, manip-
ulative attackers) and suggest countermeasures. We then summarize the proposed

protocols.
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3.6.1 Channel Errors

We now discuss the impact of channel errors on the proposed protocols and cope
with it if any, although many RFID protocols presume an error-free channel and may
not directly apply to an imperfect channel.

Channel errors can cause no false negatives but false positives. The proposed
protocols detect the replication attack when the reader receives multiple responses
while only one is expected. Superimposing noise on multiple responses guarantees
that the reader still can verify a collision. Therefore, channel errors cannot cause any
false negatives to the proposed protocols. However, a false positive occurs when there
is no replication attack but noise together with a single response makes a collision.
Using a certain high transmission power level to suppress the noise can avoid false
positives caused by channel errors. This solution certainly puts a higher energy cost
on active tags than protocols do in an error-free channel. In this case, ET-RADar is
particularly more favorable than RADar, because ET-RADar avoids all unnecessary

tag responses but RADar requires all tags to respond.

3.6.2 Tag Distribution

Both existing and the proposed protocols require the co-appearance of genuine
and replicated tags to successfully detect the replication attack. Two complemen-
tary replication attack detection scenarios are thus with tags residing in the same
RFID system or distributing across multiple RFID systems. The tag-wise scanning
based protocol [Lehtonen et al., 2009b] and the proposed protocols (Sections 3.3-3.5)
concentrate on the scenario where tags reside in the same RFID system. A concern

naturally arises that tags may not be fully covered by the communication range of
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only one reader. Multiple readers are thus necessary to guarantee full coverage for
some large RFID systems. When multiple readers are well synchronized [Leong et al.,
2006], they can be logically treated as one [Li et al., 2010a, Qiao et al., 2011, Zheng
and Li, 2011]. In the case of tags distributing across multiple RFID systems, we
turn to tag trace based protocols [Koh et al., 2003, Lehtonen et al., 2009a, Mirowski
and Hartnett, 2007, Zanetti et al., 2010b] for replication attack detection. Each par-
ticipating system may also deploy multiple readers to communicate with all present
tags. As discussed in Section 3.1, if we could locate the source of replicated tags in,
for example, a supply chain [Koh et al., 2003], we can use the proposed protocols to

detect and reject replicated tags before they flood other RFID systems.

Another potential concern is that some tags may be deliberately hid at the time
of detection. If this concern occurs and violates the co-appearance of genuine and
replicated tags, both existing protocols and the proposed protocols fail to detect the
replication attack. In this case, we have to resort to certain authority or organization
for regulating an honest and full exposure of tagged objects at the time of detection.
Such a regulation in, for example, a supply chain may issue proofs to tagged objects
that pass the detection and thus prohibit the sale of those hid from the detection.
Overall, we believe that armed with an accurate, efficient (or even privacy-preserving)
replication attack detection protocol, regulations established by certain authority and

organization will prevail over replication attacks in RFID applications.

3.6.3 Sophisticated Replicated Tags

Since both existing and the proposed protocols require the co-appearance of gen-

uine and replicated tags to successfully detect the replication attack (Section 3.6.2),
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sophisticated replicated tags may destroy the evidence of appearance through abnor-
mal responses. Therefore, we should consider the cases when replicated tags emit
extra responses and when they deliberately keep silent.

Sophisticated replicated tags emitting extra responses cannot decrease the accu-
racy of any proposed protocols and can even increase it. First, in BASIC (Section 3.3),
when the reader broadcasts an ID that corresponds to some replicas, the reader will
receive multiple responses and successfully detect the replication attack, whether or
not any replicated tags deliberately emit additional responses. Second, in RADar
(Section 3.4) and ET-RADar (Section 3.5), if a replicated tag emits extra responses
in the time slot it chooses, certainly this will not affect detection accuracy. If a repli-
cated tag deliberately emits extra responses in other time slots at least one of which
is an expected singleton slot, it leads to the detection of the replication attack and
thus actually helps increase detection accuracy.

Sophisticated replicated tags deliberately keeping silent, if succeeded, will avoid
the exposure of replicated tags and induce false negatives. Being pessimistic, probably
no detection protocol would catch replicated tags that do not send any responses. But
being optimistic yet realistic, we can crack this issue based on the simplicity of low-

cost tags and the very purpose of replication attacks as follows.

e The design of tag chips is not as complicated as that of sensors or of other
more functional wireless devices [Finkenzeller et al., 2010]. Therefore, protocols
for monitoring operations in RFID systems should also be simple enough to be
affordable. The simplicity of tags and protocols leads to the similarity among
various protocols. Some protocols may even be adaptable to other monitoring

operations. For example, the tag-wise scanning based protocol [Lehtonen et al.,
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2009b] and the proposed protocols for replication attack detection can easily
identify tags or collect information by respectively querying tag IDs or stored
information. This makes replicated tags hard to decide which query messages
they can reply to participate monitoring operations and which ones they should

not reply to avoid the exposure.

The very purpose of replication attacks is using replicated tags to impersonate
genuine tags during system monitoring operations. If replicated tags choose to
keep silent, they cannot participate in monitoring operations and consequently
fail the replication attack. For example, when the reader identifies tags attached
to newly purchased products and registers them in the database, the reader can
regard those tags that send no responses as invalid tags. The quality of products
attached with invalid tags is highly suspicious and those products should not
be on the shelf. In this case, replicated tags are rejected even before we run

detection protocols.

3.6.4 Sophisticated Attackers

Sophisticated attackers may further challenge replication attack detection proto-

cols as well as protocols for other system monitoring operations. First, a sophisticated

attacker aware of the detection strategy may manipulate replicated tags via wireless

communication and control their responses to prevent them from being detected (Sec-

tion 6.3). Second, in a more general way, a sophisticated attacker may simply jam the

communication between the reader and tags (with or without replicas included) to

paralyze various system monitoring operations. Affected tags thus, for example, may

not be identified or registered [Qian et al., 2010], may be mis-regarded as missing [Li
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et al., 2010a], or may be unable to report stored information [Chen et al., 2011]. In
all cases, affected tags are essentially revoked from the RFID system, although they

do appear.

We have to admit that coping with such sophisticated attackers from the protocol
design’s point of view is very challenging. Fortunately, this challenging issue has
been addressed by a recent pioneer physical layer solution called shield [Gollakota
et al., 2011]. In short, the shield can detect and jam any signals from unauthorized
readers (e.g., the aforementioned sophisticated attackers we concern) to tags without
interfering the communication between authorized readers and tags. We believe that
it is worth adopting the shield to combat sophisticated attackers whenever they may
place serious impacts on an RFID system. Finally, we would like to refer the interested
reader to [Gollakota et al., 2011] for more exciting details of the shield, yet this topic

is beyond the scope of replication attack detection protocol design.

3.6.5 Distinguishing Genuine Tags from Replicas

As with any study on replication attack detection [Koh et al., 2003, Lehtonen
et al., 2009a,b, Mirowski and Hartnett, 2007, Zanetti et al., 2010b], the proposed
protocols cannot directly distinguish genuine tags from replicated tags. Since repli-
cated tags copy all valid information of compromised genuine tags, they can pass any
authentication as genuine tags can. Therefore, it is hard to distinguish a genuine tag
from its replicated peers among multiple tags with the same ID. Against this issue,
we have to resort to the physical architecture of tag hardware [Bolotnyy and Robins,

2007] or the authentication of tagged objects.
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Table 3.1: Performance Comparison of BASIC, RADar, and ET-RADar

Performance BASIC RADar ET-RADar
ID transmission Yes No No
Privacy-preserving No Yes Yes
Execution time < kmaz(tia +te);  foptte Nite+ fopits
Number of responses < k0 n Ny

Time utility 1 JZ—; <36.8%; =1

Energy utility 1 % <36.8% 1

Denotations: ke, denotes the maximum k by Equation 3.2, and f,,; denotes the
optimal f by Equation 3.6. N; represents the number of time slots with V,[i] = 1 (by
Equation 3.3) among f,,; time slots; N; < 0.368 f,,¢ [Chen et al., 2011].

Notes: The tag-wise scanning based protocol in [Lehtonen et al., 2009b] requires the
transmission of tag IDs and additional random numbers and thus may induce privacy
leakage. The tag trace based protocols in [Koh et al., 2003, Lehtonen et al., 2009a,
Mirowski and Hartnett, 2007], and [Zanetti et al., 2010b] concern another comple-
mentary scenario with tagged objects distributed across multiple places. All these
protocols constitute two categories of replication attack detection for two comple-
mentary RFID application scenarios. The performance comparison of the tag-wise
scanning based protocol and the proposed protocols is discussed in Section 3.7.4.

3.6.6 A First Comparison of Protocol Designs

In the preceding sections, we deliver protocol designs and performance analysis,
and discuss potential concerns and countermeasures. We now summarize the proposed
protocols by a simple comparison in Table 3.1, providing the big picture before we
report detailed simulation results.

Table 3.1 summarizes the analysis results. If we prioritize the proposed protocols
in descending order of the privacy and efficiency, the expected sequence is ET-RADar
> RADar > BASIC. The baseline protocol BASIC, which needs the transmission of
tag IDs, suffers from privacy leakage and time inefficiency, although its time utility

and energy utility both achieve 1. RADar eliminates the transmission of tag IDs
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and thus it is privacy-preserving and is more time-efficient than BASIC. Because
privacy-preserving protocols are important to secure some RFID applications, we
prefer RADar to BASIC, although RADar requires all tags to respond. ET-RADar
significantly enhances the efficiency through avoiding all unnecessary execution time
and tag responses, without sacrificing the accuracy and privacy. ET-RADar is ex-
pected to be superior to both BASIC and RADar. In the next section, we will evaluate

the performance of the proposed protocols through extensive simulations.

3.7 Performance Evaluation

In this section, we evaluate the accuracy and efficiency of the proposed protocols
by simulations. We further propose enhanced versions of RADar and ET-RADar,
and evaluate efficiency gains brought by them. We compare our protocols against
the state-of-the-art tag-wise scanning based protocol in [Lehtonen et al., 2009b]. The
comparison results (Section 3.7.4) show that our best protocol averagely yields 98.5%
higher time efficiency and 72.8 higher energy efficiency than does the tag-wise scan-
ning based protocol. We, however, do not compare our protocols with tag trace based
detection protocols [Koh et al., 2003, Lehtonen et al., 2009a, Mirowski and Hartnett,
2007, Zanetti et al., 2010b] because they cannot apply to scenarios confining tagged
objects in the same RFID system as concerned in [Lehtonen et al., 2009b] and this

chapter.

3.7.1 Environment Configuration

We simulate the system as follows. The reader communicates with tags with a

power level high enough to drown the background noise. The number of genuine tags
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n varies from 5,000 to 50,000. The tag ID is 96 bits long [web, a]. Given the confidence

level o and the tolerance ratio of compromised tags

A, we randomly choose An + 1

tags for the attacker producing replicas, which behave exactly the same as genuine

tags. We run BASIC, RADar, and ET-RADar to detect the replication attack. A

10-bit response is used for verifying a collision [web, b]. We set the transmission time

of a single bit to t; = 25 ps [web, b]. This value may vary for different hardware,

but does not affect the performance evaluation because we are interested more in the

percentage of reduction in the execution time than we are interested in the execution

time itself. As we discussed in Section 3.2.2, the performance metrics include the

detection probability, the execution time, the number of responses from genuine tags,

the time utility, and the energy utility.
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3.7.2 Accuracy and Efficiency

Figure 3.3 and Figure 3.4 report the results under two scenarios with av = 0.98, 0.99
for either and A = 0.001 for both. Figure 3.3(a) shows that all protocols can satisfy
the confidence level o with average detection probability 0.985. As we have expected,
Figure 3.3(b)-(e) demonstrate that ET-RADar is more efficient than both BASIC and
RADar. In Figure 3.3(b), ET-RADar decreases the execution time of BASIC and of
RADar by 97.0% and 85.5% on average, respectively. When n = 50,000, for example,
ET-RADar averagely takes 0.18 seconds, while BASIC and RADar averagely take
7.97 seconds and 2.94 seconds, respectively. In Figure 3.3(c), RADar requires all tags
to respond, whereas BASIC and ET-RADar require a portion of them to respond.
Specifically, ET-RADar induces 68.3% and 94.2% fewer responses than do BASIC and
RADar, respectively. In Figure 3.3(d)-(e), both of BASIC and ET-RADar approach
100% cost utility, while RADar achieves the time utility and the energy utility of only

14.3% and 5.8% on average, respectively.

When a = 0.99, as shown in Figure 3.4, all the proposed protocols require higher
cost to satisfy the detection accuracy than they do when o = 0.98. In summary,
the proposed protocols detect replication attacks with average probability 0.992 (Fig-
ure 3.4(a)); ET-RADar outperforms the baseline protocol BASIC in time efficiency
and energy efficiency by 96.9% (Figure 3.4(b)) and 68.0% (Figure 3.4(c)) on average,
respectively. We conduct more simulations and the results are consistent.

A surprisingly interesting property of ET-RADar revealed by the results is that,
given a and A\, ET-RADar takes less time and energy as n grows (Figure 3.3(b)-(c)
and Figure 3.4(b)-(c)). By Remark 3.3, the cost of ET-RADar is proportional to

Ny, which represents the number of expected singleton slots. ET-RADar can detect
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Fig. 3.5: Replication attack detection by (a) RADar-IT and (b) ET-RADar-II, which
are enhanced versions of RADar (Figure 3.1) and ET-RADar (Figure 3.2), respec-
tively. RADar-II and ET-RADar-II detect replicas right after each time slot, and
terminate when they detect the first replicated ID.

the replication attack if at least one replica responds in an expected singleton slot.
Intuitively, the number of replicated IDs An + 1 increases as n increases. Therefore,
a smaller N; could keep the probability of at least one of the N; slots being chosen
by a replica. A more comprehensive explanation is as follows. Given f,, and Ny,

the probability of ET-RADar detecting the replication attack is 1 — (1 — f]j—;)’\”“,
N

fopt

< 1. When An + 1 increases, 1 — 2L should also increase to keep

where 0 < 7
opt

(1— %)’\”H constant for satisfying the confidence level a. Therefore, % decreases
op op

with decreasing N; and increasing f,,; as n grows in the simulations.

3.7.3 Enhanced Versions of RADar and ET-RADar

The results reported in Section 3.7.2 demonstrate remarkable efficiency enhance-
ment of ET-RADar over that of BASIC and RADar. Better news here to report is
that a simple protocol adaptation can push its efficiency one more step toward the
limit. Figure 3.5 illustrates the protocol adaptation with applying it to RADar and
ET-RADar, under the scenarios shown in Figure 3.1 and Figure 3.2, respectively. The

adapted protocols, namely RADar-II and ET-RADar-1I, detect replication attacks
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Fig. 3.6: Performance comparison of BASIC, ET-RADar, and ET-RADar-II with
a=0.99, A = 0.001, and n varying from 5,000 to 50,000.

per time slot and terminate after detecting the first replicated ID, rather than al-
ways wait for the entire frame. Therefore, they can further enhance time and energy
efficiency without sacrificing detection accuracy.

For the ease of comparison, we report by Figure 3.6 the performance statistics of
only BASIC, ET-RADar, and ET-RADar-II with o = 0.99 and A = 0.001. Omitting
RADar and RADar-II, which are inferior to ET-RADar and ET-RADar-II, respec-
tively, we are interested in the efficiency gap between our best protocol ET-RADar-11
and the baseline protocol BASIC. ET-RADar-II averagely increases the efficiency of
ET-RADar by 15.1%, yielding 97.4% higher time efficiency (Figure 3.6(a)) and 72.8%

higher energy efficiency (Figure 3.6(b)) on average than does BASIC.

3.7.4 Comparison with Tag-wise Scanning

Finally, we compare the proposed protocols against the state-of-the-art tag-wise
scanning based protocol (TWS) in [Lehtonen et al., 2009b]. We have reviewed the
basic of TWS in (the fourth paragraph of) Section 3.1; we thus omit the repetition
here. When implementing TWS, we use 32-bit random numbers as the authors do in

experiments [Lehtonen et al., 2009b]. Other parameters follow the configuration in
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Section 3.7.1. The performance metrics for comparison are the execution time and the

number of tag responses, indicating time efficiency and energy efficiency, respectively.

Since ET-RADar-I1I is with the best performance among the proposed protocols
(Section 3.7.3), we report by Figure 3.7 the performance statistics of only TWS and
ET-RADar-II with o = 0.99 and A = 0.001. As we expect, ET-RADar-II outperforms
TWS in both time efficiency (Figure 3.7(a)) and energy efficiency (Figure 3.7(b)).
First, the superiority of ET-RADar-II over TWS in time efficiency is primarily at-
tributed to the elimination of ID transmission. Recall that TWS transmits not only
tag IDs but also additional random numbers (Section 3.1). Moreover, the elimination
of ID transmission can preserve privacy for RFID applications that cast privacy-
sensitive information into tag IDs [Han et al., 2010, Kodialam et al., 2007, Zhang
et al., 2011a]. Second, the superiority of ET-RADar-IT over TWS in energy efficiency
can be explained by the similarity between TWS and BASIC. Both of TWS and
BASIC are essentially based on sampling—TWS randomly chooses tags with certain
IDs to scan while BASIC randomly chooses tag IDs to query tags with the chosen
IDs. Therefore, ET-RADar-II outperforms TWS in energy efficiency in a comparable

extent as it outperforms BASIC (Section 3.7.3).

In summary, ET-RADar-I1 averagely yields 98.5% higher time efficiency (Fig-
ure 3.7(a)) and 72.8% higher energy efficiency (Figure 3.7(b)) than does TWS.

3.8 Summary

The replication attack poses a significant threat to RFID applications but is hard

to prevent. Motivated by limitations of existing replication attack detection protocols
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Fig. 3.7: Performance comparison of the state-of-the-art TWS and the proposed ET-
RADar-IT with o = 0.99, A = 0.001, and n varying from 5,000 to 50,000.

in accuracy, efficiency, or even privacy, this chapter studies efficient and privacy-
preserving replication attack detection with guaranteed accuracy for large-scale RFID
systems. To address time inefficiency and privacy leakage, the twin hobgoblins of the
transmission of tag IDs, we leverage broadcast and collisions to detect the replication
attack. We propose introducing lightweight operations to save unnecessary execution
time and tag responses, and therefore harvest promising gains in both time efficiency
and energy efficiency. Both theoretical analysis and simulation results demonstrate
the accuracy and efficiency of the proposed protocols. For future work, how to identify
all the replicated tags is worthy of consideration. Energy-efficient protocols in favor

of the readers (e.g., the proposal in [Xu et al., 2010]) are also of interest.
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Chapter 4

Efficient Detection of Replication
Attacks in Large Anonymous
RFID Systems

Replication attacks threaten Radio-Frequency Identification (RFID) applications
but are hard to prevent. Existing replication attack detection methods are enslaved
to the knowledge of tag identifiers (IDs). Tag IDs, however, should be protected
to enable and secure privacy-sensitive applications in anonymous RFID systems. In
a first step, this chapter tackles replication attack detection in anonymous RFID
systems without requiring tag IDs as a priori. To this end, we leverage unreconciled
collisions to uncover replication attacks. An unreconciled collision is probably due to
responses from multiple tags with the same ID, exactly the evidence of replication
attacks. This insight inspires GREAT, our pioneer protocol for replication attack
detection in anonymous RFID systems. We evaluate the performance of GREAT
through theoretical analysis and extensive simulations. The results show that GREAT
can detect replication attacks in anonymous RFID systems fairly fast with required

accuracy.
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4.1 Overview

Replication attacks threaten Radio-Frequency Identification (RFID) applications
but existing replication attack detection methods are enslaved to the knowledge of
tag identifiers (IDs). In a replication attack, an attacker compromises genuine tags
and produces their replicas (replicated tags) [Juels, 2006]. Holding replicated infor-
mation of compromised tags, replicated tags behave exactly the same as genuine tags
[Juels, 2006]. Replication attacks thus threaten many RFID applications that use
the genuineness of tags to validate the quality or authenticity of tagged objects. For
example, carrying replicated tags, products in an RFID-enabled supply chain lead
to financial losses [Delen et al., 2007], healthcare facilities in RFID-aided hospitals
jeopardize personal safety [Janz et al., 2005], while RFID-incorporated passport cards
even threaten national security [Koscher et al., 2009]. Existing replication attack de-
tection methods leverage data redundancy corresponding to tag IDs. Since normally
a tag has a unique ID [web, a,b], if an ID associates simultaneously with different val-
ues of a certain attribute (e.g., tag location [Koh et al., 2003, Lehtonen et al., 2009a,
Mirowski and Hartnett, 2007, Zanetti et al., 2010b] or synchronized secret [Lehtonen

et al., 2009b]), the ID relates to multiple tags and reveals a replication attack.

In a first step, this chapter tackles replication attack detection in anonymous
RFID systems without requiring tag IDs as a priori. More specifically, the anonymity
requires that readers cannot query tag IDs from tags or backend servers. Anonymous
RFID systems enable privacy-sensitive applications [Kodialam et al., 2007, Vahedi
et al., 2011]. In such applications, communicating tag IDs either between backend
servers and readers or between readers and tags risks leakage of tag IDs, which are

private information or can be easily used to infer other private information [Kodialam
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et al., 2007]. Private information of concern is, for example, trade secrets in RFID-
enabled supply chains [Zanetti et al., 2010b], personal privacy in RFID-incorporated
passports or driver licenses [Koscher et al., 2009], and military strength in RFID-
enabled weapon tracking systems [Dean, 2006, Harris, 2008]. Requiring the awareness
of tag IDs, existing replication attack detection methods are therefore not applicable

in anonymous RFID systems.

Forget about seemingly better intuitions. Before we introduce our method
to replication attack detection in anonymous RFID systems, let us first walk through

some intuitive approaches and shake off the reverie in which they seem to be better.

Prevention? Only if we could. Of course, if we could prevent tags from being repli-
cated, we would not bother to detect replication attacks at all. A disappointing fact is,
however, that no prevention scheme claims to completely defeat replication attacks
yet [Lehtonen et al., 2009b]. Most existing prevention protocols use cryptography
and encryption to make tags hard to replicate [Abawajy, 2009, Devadas et al., 2008,
Dimitriou, 2006]. Apart from possible failures [Lehtonen et al., 2009b], they require
additional hardware resources and key management strategies [Spiekermann and Ev-
dokimov, 2009], which are hardly affordable to low-cost tags that cannot support any
operation beyond hashes [Sarma, 2006]. A more promising prevention scheme resorts
to unclonable physical architecture of tags [Bolotnyy and Robins, 2007]. However,
even if tags armed with cloning-resistant architectures arrive in the near future, it
is still not practical either to replace off-the-shelf tags with cloning-resistant tags or
to recall them for upgrade—already 1.3 billion tags were in the market in 2005, and
even 33 billion were expected in 2010 [web, c|. All the preceding concerns raised by

replication attack prevention necessitate replication attack detection.
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Authentication? No. Since replicated tags are not genuine tags after all, some may
resort to tag authentication. Authentication is a sharp weapon against counterfeit
tags that carry valid IDs but forged keys [Juels, 2006, Lakafosis et al., 2011, Tan et al.,
2008a]. Different from counterfeit tags, replicated tags hold not only valid IDs but
also valid keys. Replicated tags, therefore, can pass authentication as can genuine

tags.

Tag cardinality estimation? No. Since replication attacks make the number of
tags (tag cardinality) exceed the number of IDs (ID cardinality), some may suggest
first estimating tag cardinality and then leveraging the difference between those two
cardinalities. If the difference exceeds a certain threshold, chances are that replicated
tags exist. But adopting the suggestion faces two major hindrances, the privacy of
ID cardinality and the accuracy of tag cardinality estimation. First, ID cardinality is
probably as privacy-sensitive as tag IDs in anonymous RFID systems. Consider, for
example, a military anonymous RFID system that tracks weapons such as firearms
and shells [Dean, 2006, Harris, 2008]. In such a system, tag IDs may reveal cate-
gories and models of tagged weapons, and ID cardinality indicates exactly how many
weapons therein. To avoid exposing military strength through tag IDs and ID cardi-

nality, both of them should be protected in the considered system.

Second, even if ID cardinality is known, we still cannot simply rely on the difference
between it and tag cardinality estimation. Considering inaccuracy of tag cardinality
estimation protocols, we sometimes cannot determine that the difference is due to
replication attacks or tag cardinality estimation error. Even worse, when replicated
tags exist, tag cardinality estimation protocols may encounter large estimation errors

[Kodialam and Nandagopal, 2006, Qian et al., 2008, Shah-Mansouri and Wong, 2011,
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Zheng et al., 2011]. They estimate tag cardinality using the distribution of the number
of tag responses in a frame of time slots. But this distribution is likely to be disturbed
by responses from replicated tags and thus to induce a large estimation error.

Our approach and contributions. We propose leveraging unreconciled colli-
sions for replication attack detection in anonymous RFID systems. An unreconciled
collision cannot be reconciled through arbitrating channel access among tags whose
responses cause the collision. The motivation for leveraging unreconciled collisions
lies in how RFID tags compete for channel access. In an RFID system, tags decide
when to respond according to the value of their IDs [web, a,b]. In other words, mul-
tiple tags with the same ID simultaneously respond to a query message and thus
induce an unreconciled collision. Since multiple tags having the same ID is exactly
the evidence of replication attacks, we can leverage unreconciled collisions to uncover
replication attacks yet not require the knowledge of tag IDs.

Taking the first step toward replication attack detection in anonymous RFID

systems, the chapter makes the following contributions:

e Leverage unreconciled collisions to uncover replication attacks without requiring
tag IDs as a priori. This countermeasure against replication attacks can enable

and secure privacy-sensitive applications in anonymous RFID systems.

e Propose GREAT, a pioneer protocol leveraging unreconciled collisions for repli-

cation attack detection in anonymous RFID systems.

e Analyze theoretically GREAT’s detection accuracy and execution time. The
analysis results can guide protocol configuration for satisfying required detection

accuracy.
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e Validate the performance of GREAT through extensive simulations. The results
show that GREAT can detect replication attacks in anonymous RFID systems
fairly fast with required accuracy. When, for example, six replicated IDs hide
among up to 50,000 tag IDs, GREAT can detect the replication attack in only

75.5 seconds with probability at least 0.99.

The rest of this chapter is organized as follows. Section 4.2 defines the problem
of replication attack detection in anonymous RFID systems. Section 4.3 provides an
overview of our method. Section 4.4 presents protocol design and theoretical analysis.
Section 4.5 reports simulation results. Finally, Section 4.6 concludes the chapter and

indicates future work.

4.2 System and Problem

We consider an anonymous RFID system that consists of a reader and many
tags. The reader can communicate with all tags. Normally a tag attached to an
object has a unique ID. Tag IDs may directly reveal private information of tagged
objects or indirectly link to such information stored on a backend server. To satisfy
privacy-sensitive applications, the anonymous RFID system should strictly control
granting the reader access to the server and transmitting tag IDs (encrypted or not)
between the reader and tags. We are concerned with replication attacks in which an
attacker replicates genuine tags and attaches replicated tags to objects with ques-
tionable authenticity [Juels, 2006]. Using only the genuineness of tags to validate the
authenticity of tagged objects, we cannot distinguish objects attached with genuine
tags from objects attached with replicated tags. The problem is therefore to detect

whether replicated tags exist in an anonymous RFID system. An implicit constraint
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we would like to emphasize here is that, to participate in system operations, all tags
reside in the communication region of the reader. This applies to also replicated tags

if any; otherwise, they may fail the replication attack.

We formulate the problem using a probabilistic model: If the number of replicated
IDs exceeds a given tolerance number, detect the replication attack with a probability
no less than a given detection accuracy. A replicated ID corresponds to a genuine
tag and some replicated tag(s). Both tolerance number and detection accuracy are
set according to application requirements. By the intrinsic property of probabilistic
methods, a higher tolerance number and a lower detection accuracy yield faster detec-
tion with less certainty. With detection accuracy and tolerance number set to 1 and
0, respectively, the problem is specialized to deterministic detection of the replication

attack.

We do not assume the knowledge of tag IDs or of their cardinality. As we discussed,
both tag IDs and their cardinality may induce privacy leakage. To best support
privacy-sensitive RFID applications, we do not allow our replication attack detection
method to collect tag IDs or to gain access to them on the backend server. We
assume that the reader and tags communicate using a power level high enough to
drown background noise; error correction coding against channel errors [Tran et al.,
2009] is beyond the scope of this chapter. (As we will show at the end of Section 4.4.3,
channel errors may induce false positives to replication attack detection. A feasible
countermeasure against false positives is also investigated therein.) We consider a
general scenario where a reader can communicate with all tags in an anonymous
RFID system using a single channel [Chen et al., 2011, Kodialam and Nandagopal,

2006, Lehtonen et al., 2009b]. Adaptation of our replication attack detection method
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to scenarios with multiple readers, multiple channels, or multiple subsystems for

accommodating all tags is left for future work.

4.3 Methodology Overview

In this section, we provide an overview of replication attack detection using un-
reconciled collisions in anonymous RFID systems. We first discuss the motivation
of unreconciled collisions by lessons from replication attack detection in identifiable
RFID systems. We then discuss how to explore unreconciled collisions for uncovering

replication attacks in anonymous RFID systems.

4.3.1 Lessons from Identifiable RFID Systems

We start exploring the methodology by a warmup of replication attack detection
in identifiable RFID systems. Figure 4.1(a) illustrates a replication attack instance
with ten tags including five genuine tags (i.e., icons with symbol 7) and five replicated
tags (i.e., icons with question mark). For ease of presentation, we assign tag IDs 1
through 5. (But we do not assume that, given n genuine tags, tag IDs simply range
from 1 to n.) Replicated IDs 1, 2, and 4 correspond to two, one, and two repli-
cated tags, respectively. We will discuss two ideas of detecting the replication attack,
through identification and through polling. To visualize the ideas, we transform the
replication attack detection problem into the ball drawing game [Owen, 1999] as in

Figures 4.1(b) and (c).
Detection through identification

The intuition is that we can identify tags and detect the replication attack if a

tag has the same ID as that of an identified tag. Figure 4.1(b) models this intuition
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(c) Each tag ID is mapped to a ball. A ball is colored according to
the number of tags with the ID mapped to the ball. Detecting
replicated tags is transformed into the problem of drawing a ball
not in type 1 color.

Fig. 4.1: Replication attack detection in identifiable RFID systems modeled by the
ball drawing game.

by the ball drawing game, in which we map each tag to a ball and assign a unique
color to balls mapped from tags with the same ID. The goal is to draw two balls in
the same color without replacement. Observing Figure 4.1(b), we can infer that it is
more likely to achieve the goal when many balls are in the same color than to achieve
it when otherwise. However, since it is not practical to identify tags in anonymous
RFID systems [Kodialam et al., 2007, Vahedi et al., 2011], we in this game can hardly

find any clues to detecting anonymous replicated tags.
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Detection through polling

The intuition is that, if we know tag IDs in advance, we can verify whether one
or more tags correspond to the same ID through polling. Figure 4.1(c) models a
straightforward implementation of the intuition by the ball drawing game, in which
we map each ID to a ball and assign type ¢ color to the ball whose associated 1D
corresponds to ¢ tags (we call this initial coloring). The goal is therefore to draw
a ball not in type 1 color without replacement. Initial coloring, however, faces a
dilemma: It requires in advance the number of replicated tags corresponding to each
ID while those numbers are yet to obtain. Fortunately, we can escape from the
dilemma by leveraging wireless broadcast. As each ID is mapped to a ball, drawing
a ball is identical to a reader broadcasting a query message containing the ball’s
associated ID. Upon receiving the query message, a tag responds to the reader if its
ID is identical to the contained one. The reader then verifies whether one or more
tags respond if it receives an intact response or a collided one, respectively. The
latter case reveals that multiple tags have the same ID and thus the reader detects
the replication attack. We thus refine initial coloring to simplified coloring with only
two types of colors in Figure 4.1(c)—Type 1 color for an ID corresponding to only
one tag and type 2 color for an ID corresponding to multiple tags. The goal is still to
draw a ball not in type 1 color without replacement; we can achieve it by leveraging

wireless broadcast and response states (i.e., collision or non-collision).

So what can we learn from polling-based replication attack detection? Being op-
timistic, we could expect tag information (e.g., IDs and keys stored on a backend
server) to be known also in an anonymous RFID system. Then we can simply apply

polling-based detection. A likely modification is encrypting the broadcast IDs, which



101

are usually protected in anonymous systems. But being realistic, we have to prepare
for no access to registered tag information. This concern is necessary because any
granted access to them risks potential privacy leakage [Kodialam et al., 2007]. Such
privacy leakage occurs when, for example, encrypted IDs are eavesdropped and de-
crypted [Juels, 2006], or the detection protocol is manipulated [Kothari et al., 2011].
The challenge is therefore to detect replication attacks among anonymous tags with-
out knowing their IDs. Borrowing ideas from polling-based detection, if we could
verify that whether a collision is caused by responses from tags with the same ID
even if the ID is unknown, we can still detect replication attacks. We will shortly il-

lustrate this idea and how we leverage it for replication attack detection in anonymous

RFID systems.

4.3.2 Unreconciled Collisions in Anonymous RFID Systems

To implement the preceding idea, we expect tags to decide when to respond accord-
ing to their IDs such that tags with the same ID always simultaneously respond. Tags
with different IDs could, however, respond either simultaneously or asynchronously.
If tags with different IDs respond simultaneously and cause a collision, we are likely
to reconcile the collision by further arbitrating access to the channel among them.
On the other hand, if a collision is due to responses from tags with the same ID, it is
hard to reconcile. We refer to a collision that cannot be reconciled through arbitrating
channel access among tags whose responses cause the collision as an unreconciled col-
lision. Intuitively, an unreconciled collision is probably caused by a genuine tag and
its replicated peer(s), that is, multiple tags with the same ID. Unreconciled collisions,
therefore, enable us to uncover replication attacks in anonymous RFID systems.

Making tags decide when to respond according to their IDs, we do not have to
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know the IDs in advance. Take, for example, a simple injection from a tag’s ID to the
index of the time slot in which the tag responds. Surely this straightforward injection
is not desirable due to privacy leakage. Overhearing whether there is any response in
each time slot, an attacker can easily infer tag IDs. Moreover, the injection method
may take an unacceptable long time. Consider a general system configuration with
96-bit IDs, a 10-bit string with CRC embedded for verifying a collision, and 25 ps for
transmitting a single bit [web, a,b]. Under such configuration, the injection method

takes about

25 x 10 x 2%

> 0.6 x 10 x 10°
105 x 3600 x 24 x 365 x 107 x 107 (year),

which is over 0.6 billion billion years, taking as if forever!

Collision arbitration protocols are well-investigated for arbitrating channel access
among tags [Capetanakis, 1979, Roberts, 1975]. Such protocols are initially used to
improve time efficiency of tag identification, which collects tag IDs without them
being known in advance. Now we wonder that collision arbitration protocols may
adapt to replication attack detection in anonymous RFID systems. To answer this
conjecture, we will continue to review collision arbitration protocols and discuss which

of them is of our interest.

4.3.3 Choice of Collision Arbitration Protocol

We briefly review two typical categories of collision arbitration protocols, framed
Aloha [Roberts, 1975] and tree traversal [Capetanakis, 1979]. In framed Aloha, a
reader creates a query frame with a number of time slots. The number of time slots
within a query frame is usually called frame size. The reader then broadcasts the

frame size and also a random seed. Using a hash function of the frame size, the
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random seed, and its ID, a tag decides the index of the time slot in which it sends a
response. A time slot chosen by no tag, only one tag, or multiple tags is known as
an empty slot, a singleton slot, or a collision slot [Kodialam and Nandagopal, 2006].
Only in singleton slots can a reader correctly receive tag responses. In tree traversal,
to collect [-bit tag IDs, a reader first creates a binary tree of height [ and with each
[-bit string mapped to a leaf. The reader then collects tag IDs through traversing the
binary tree in a depth-first order. Specifically, the reader broadcasts the bit string
corresponding to the current tree node; tags respond if their IDs are prefixed with
the bit string. If no collision occurs, the reader can correctly receive the response.
Otherwise, the reader continues to collect tag IDs by broadcasting the bit string of
the current tree node’s child. (More details about framed Aloha and tree traversal
can be found in, for example, [Capetanakis, 1979, Hush and Wood, 1998, Lee et al.,

2005, Roberts, 1975].)

Adapting collision arbitration protocols to replication attack detection in anony-
mous RFID systems, we choose framed Aloha over tree traversal. The reason for this
choice is that tree traversal is susceptible to leaking a section of a tag ID or even an
entire one. Overhearing the string s broadcast by a reader, an attacker can easily
infer that at least one tag ID is prefixed with s after it overhears any response. Con-
sider again the aforementioned RFID-enabled weapon tracking system [Dean, 2006,
Harris, 2008]. A section of the tag ID, say s, may reveal weapon information (e.g.,
category and model) and thus expose military strength. When s is of length [ — 1,
the attacker can even infer that either sO or s1 must be a tag ID if there is only one
response, or both if a collision occurs. Such leakages are, of course, against the pur-

pose of privacy-sensitive applications in anonymous RFID systems [Kodialam et al.,
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Fig. 4.2: An example of unreconciled collision caused by responses from two tags with
the same ID id4 (i.e., a genuine tag and its replicated peer).

2007, Vahedi et al., 2011]. In framed Aloha, the attacker, however, can hardly infer
a tag’s ID using the hash result, that is, the index of the time slot in which the tag

responds [Broder and Mitzenmacher, 2004].

4.3.4 Illustrative Example of Unreconciled Collisions

Having walked through the basics of unreconciled collisions and the choice of
collision arbitration protocols for exploring unreconciled collisions, we now provide the
big picture of how unreconciled collisions uncover replication attacks in anonymous
RFID systems. Figure 4.2 illustrates a sample of six tags with IDs id1 through id5,
among which id4 associates with two tags (i.e., a genuine tag and its replicated peer).
For better illustration of unreconciled collisions, we deliberately make the ID of each
tag explicit. In the first frame with frame size f and random seed r, a tag responds
in a time slot with index decided by hash function h(f, r, ID). Tags with idl and
1db respond in two distinct singleton slots, while tags with id2 and id3 respond in the
first collision slot and tags with ¢d4 in the second collision slot. To reconcile the first
collision, we let tags that responded in this slot (i.e., tags with id2 and id3) respond
in the second frame with frame size f1 and random seed r1. We successfully reconcile

the first collision because no collision occurs in the second frame. It is, however, not
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hard to imagine that the second collision is unreconciled: Tags with the same ID id4
will still choose the same time slot to respond in the third frame with frame size f2
and random seed 72, causing a collision again.

But, of course, scenarios in anonymous RFID systems are a different story from
the example in Figure 4.2—as we discussed, we are not aware of the IDs of anonymous
tags in advance. Without knowing tag IDs, we can ensure only that a successfully
reconciled collision is due to responses from genuine tags, whereas we cannot ensure
that an unreconciled collision is due to responses from multiple tags with the same ID.
So the challenge is to infer the probability of an unreconciled collision being caused
by responses from multiple tags with the same ID, the very evidence of a replication
attack. We next delve into leveraging unreconciled collisions to detect replication

attacks with high probability in anonymous RFID systems.

4.4 GREAT: Greedy Collision-Slot—Reframing De-
tection Protocol

In this section, we propose the Greedy collision-slot—REfrAming deTection pro-
tocol (GREAT) against replication attacks in anonymous RFID systems. GREAT
reframes collision slots to find unreconciled collisions and thus to detect replication at-
tacks. We will also theoretically analyze GREAT’s detection accuracy and execution

time.

4.4.1 GREAT Design

GREAT detects a replication attack in an anonymous RFID system if an unrecon-

ciled collision occurs. To find an unreconciled collision, GREAT reconciles collisions
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in a greedy manner: After reconciling a collision, if both some singleton slot(s) and
some collision slot(s) show up, GREAT continues to reconcile the newly shown colli-
sion(s). GREAT reconciles collisions through collision slot reframing, an adaptation
of framed Aloha. As will be detailed shortly, to reframe a collision slot, GREAT
requires tags chose the slot to further respond in a new frame, as in Figure 4.2. In
the new frame, if only one slot is collision and the others are empty, GREAT finds

an unreconciled collision and therefore detects a replication attack.

During collision slot reframing, a challenge arises in a new frame when the first
non-empty slot is collision: How can we decide whether or not to reframe the colli-
sion slot? We should reframe the collision slot if it is followed by some non-empty
slot(s) (i.e., singleton or collision slot). We need not reframe the collision slot if it is
followed by only some empty slot(s) or by no slot, because in both cases the collision
slot exposes an unreconciled collision. To address the challenge, we quickly deter-
mine the number of non-empty slots in the new frame using 1-bit responses. If the
new frame contains only one non-empty slot, it will contain only one collision slot
under 10-bit responses, exactly the condition for an unreconciled collision. If the new
frame contains multiple non-empty slots, we decide to reframe the collision slot under

concern.

We now detail the GREAT design. The reader first broadcasts a query message
containing the frame size f and a random seed r. Upon receiving the query message,
a tag responds in the time slot with index A(f,r, ID). The hash function A(-) im-
plemented on tags enables a tag to choose in which time slot to respond uniformly at
random [web, a,b, Kodialam and Nandagopal, 2006]. The response is a 10-bit string

with CRC embedded for the reader to verify collisions [web, b]. After verifying an



107

S: Singleton
C: Collision X X X

X: Discarded (1L, r1, ID) \ - h(f3, r3, ID)
1-bit 9 y 1-bit
Time Slots [ N N X ] [ N N X

N: Non-empty

Anonymous Q O Q O
Tags
h(f,r,ID) ™~ g Q\. _—
Time Slots! O°bit 1 —
C C

h(A1, 71, ID) ““‘f“‘lz(f3,4r3, D)
10-bit \i V | v 10-bit

Time Slots [ S C L S C X }
h(f2, r2, ID) h(f4, r4, ID)
1-bit V 1-bit

Time Slots [ N N X ] [ N l

h(fZ,'rZ, D) Unreconciled Collision
10-bit \i ¥
END
Time Slots [ N S Cloning Attack Detected

Fig. 4.3: GREAT execution instance for replication attack detection in an anonymous
RFID system.

empty slot or a singleton slot, the reader issues a slot end command to trigger the
next time slot. After verifying a collision slot, instead of issuing a slot end command,
the reader reframes the collision slot with a new frame size f, (reframing size) and
a new random seed 7., requiring 1-bit responses for quickly counting the number of
non-empty slots. If the new frame contains only one non-empty slot, GREAT finds an
unreconciled collision, detects a replication attack, and terminates. Otherwise, once
the reader verifies the second non-empty slot, it reframes the collision slot again with
fr and r,, requiring 10-bit responses. Then the reader greedily reframes a collision slot
whenever it verifies one. After verifying all non-empty slots (and reframing collision
slots if any) in an f,-slotted frame, the reader traces back to the collision slot it just

frames, and issues a slot end command to trigger the following time slot.

For ease of understanding the GREAT design, Figure 4.3 illustrates a GREAT

execution instance. After verifying the first collision slot in the f-slotted frame, the
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reader reframes it with f, = f1 and r, = r1, requiring 1-bit responses. After verifying
the second non-empty slot in the fl-slotted frame, the reader again reframes the
collision slot with f1 and 71, but requiring 10-bit responses. Using another frame
with f, = f2 and r, = r2 to successfully reconcile the collision, the reader traces
back to the first collision slot in the f-slotted frame, issues a slot end command, and
continues to verify remaining slots. Similarly, the reader reframes the second collision
slot in the f-slotted frame with f. = f3 and r, = r3 and reframes the first collision
slot in the f3-slotted frame with f, = f4 and r, = r4. Since only one non-empty slot
shows up in the f4-slotted frame, GREAT finds an unreconciled collision and detects

the replication attack.

4.4.2 False Negative Rate

We analyze the maximum number s,,,, of slots in the f-slotted frame that GREAT
needs to verify (and to reframe if any collision slot) to satisfy a false negative rate .
Note that in what follows, the analysis reckons hash values of tag IDs as following
a uniform distribution, as considered in established literature (e.g., references [Chen
et al., 2011, Kodialam and Nandagopal, 2006, Kodialam et al., 2007, Qian et al., 2008,
Shahzad and Liu, 2012, Zheng et al., 2011], to name a few). More specifically, a tag
ID has the same probability of being hashed into each time slot in a frame.

Lemma 4.1. Given the frame size f, the tolerance number m of replicated IDs, when
GREAT verifies up to s slots in the f-slotted frame, the false negative rate Pp,(f, m, s)
15 upper bounded as the following:

s

an(f7m73) < (1_ f

ymrL (4.1)

Proof: Since GREAT detects replication attacks through greedy collision-slot re-

framing, GREAT can find an unreconciled collision and detect the replication attack
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if at least one replicated tag responds in the s slots. A false negative thus occurs
when all replicated tags respond in the last f — s slots. Let m’, where m’ > m, denote

the number of replicated IDs. The false negative rate Py, (f,m,s) can be defined as

an(fam’s):(

(4.2)

Given certain f and s, Py, (f,m,s) in Equation 4.2 is a monotonically decreasing

function of m/. Because m’ = m + 1 is the first integer that satisfies m’ > m, we have

an(fvm7s):(1__)m < (1_

using the monotonicity of P, (f,m, s). |

Theorem 4.1. Given the frame size f, the tolerance number m of replicated IDs,
the mazimum number Syq. of slots in the f-slotted frame GREAT wverifies to satisfy
a false negative a is as the following:

Smazx = |—(1 - aﬁ)f-l :

Proof: By Equation 4.2, the false negative rate Pp,(f, m,s) is a monotonically
decreasing function of s. To minimize the execution time, GREAT should terminate

right after it verifies the sth slot where P, (f,m,s) < «, that is,
Smax = min{s | P (f,m,s) < a}. (4.3)

By Lemma 4.1, P, (f, m, s) is upper bounded. To satisfy Py, (f,m,s) < «, we must
satisfy that the upper bound of P, (f,m,s) is less than or equal to a. By plugging

the upper bound in Formula 4.1 into Equation 4.3, we thus have

f)erl S a}

f

=min{s | s > (1 —aﬁ“)f}

Smax = min{s | (1 —

= [(1 — am+)f]. ]
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4.4.3 False Positive Rate

We now analyze the minimum reframing size f,n;, that GREAT uses for collision

slot reframing to satisfy a false positive rate [.

Lemma 4.2. Given an unreconciled collision reframed by GREAT with an f,-slotted
frame, the false positive rate Py (f,) is upper bounded as the following:

Pyp(fr) < (4.4)

< f2

Proof: Let n. denote the number of the IDs of tags that cause the unreconciled
collision. When n. = 1, the unreconciled collision is due to responses from a genuine
tag and its replicated peer(s), inducing no false positives. A false positive, however,

occurs when n. > 2 and all n. IDs fall into the same slot in the f,-slotted frame. The

false positive rate P, (f;) thus can be defined as

fr—1

Pl = 2 7 T )

Given a certain f;, P, (f;) in Equation 4.5 is a monotonically decreasing function

of n.. Because n. = 2 is the first integer that satisfies n. > 2, we have

11
fre =3

using the monotonicity of Py, (f;). [ |

pr(fr) =

Theorem 4.2. Given an unreconciled collision, the minimum reframing size frmin
for GREAT to satisfy a false positive rate 3 is as the following:

frmin = [/Bii—l .
Proof: By Equation 4.5, the false positive rate Pp,(f;) is a monotonically decreas-

ing function of f.. To minimize the time for reframing a collision slot, GREAT should

set the minimum f, that satisfies P, (f;) < 3, that is,

frmin = min{fr | pr(fr) S ﬁ} (46)
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By Lemma 4.2, Py, (f;) is upper bounded. To satisfy Pp,(f;) < 3, we must satisfy
that the upper bound of Pp,(f;) is less than or equal to 8. By plugging the upper

bound in Formula 4.4 into Equation 4.6, we thus have

frmin - min{fr | % S ﬁ}

= min{f, | f, > 472}

Corollary 4.1. Given an unreconciled collision reframed by GREAT with an f,-
slotted frame, f! . = 2 is the minimum f, to satisfy that the probability of a replica-

tion attack is greater than the probability of a false positive.
Proof: Given the false positive rate Py, (f;), the probability that the unreconciled
collision is due to a replication attack is 1 — Py, (f;). By Lemma 4.2, Py, (f;) is upper

bounded. 1 — Py, (f;) is, therefore, lower bounded. To guarantee that (1 — Py,(f;)) >

Pio(fr), we derive f] .. as follows:
fimin = min{f; | min(1 — Py(fr)) > max(Pp ()}
= min{f, | 1—fir2>fir2

= min{f; | f > V2}
|

Post-detection operzti%).ns7 such as replicated-tag identification, can eliminate false
positives. Following replication attack detection, replicated-tag identification aims to
identify all replicated IDs and thus to identify replicated tags with certainty. Toward
certainty, replicated-tag identification must be granted an access to tag IDs and keys.
Based on the accessed tag information, a straightforward replicated-tag identification

is through polling, as we discussed in Section 4.3.1. To avoid privacy leakage and

time inefficiency by transmitting encrypted IDs during polling, a better method is
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to adapt GREAT. Given accessed IDs, GREAT can pre-hash the IDs and ensure in
advance exactly which IDs are in which slots. During tags respond to the reader, if a
collision occurs in a slot into which only one ID is pre-hashed, the ID must correspond
to some replicated tag(s). Thus we can identify all replicated tags within a number
of iterations, and in return, eliminate false positives if any. It is worth mentioning
also that the above adaptation of GREAT is analogous to the information collection
problem [Chen et al., 2011] that collects data from tags of which the IDs are known
a priori. The data for GREAT to collect from a tag are just a random bitstring long
enough for detecting a collision. For interested readers wondering whether verifying
a number of tag IDs is time-consuming, the approximate execution time if leveraging
the proposal in [Chen et al., 2011] is about 1.6 times the lower bound—1.6nt., where
n represents the ID cardinality and ¢, denotes the time to detect a collision slot. Note
that the above discussed replicated-tag identification can also combat false positives
due to channel errors or noises. Such false positives occur when channel errors or

noises turn an intact response in a singleton slot into a collided one.

4.4.4 Detection Accuracy

We now analyze the detection accuracy measured by the probability of detecting

an existing replication attack.

Theorem 4.3. Given an f-slotted frame and the tolerance number m of replicated
IDs, when GREAT detects an existing replication attack by verifying the first s slots

and reframing collision slots with the reframing size f,, the detection accuracy Py(f,m, s, f,)
15 lower bounded as the following:

S

Pd(f,m,s,fT) Z 1-— (1 — f

)"+ Py(fome s, ), (4.7)

where 0 < Py(f,m.s, f;) < (1= 5" 5.
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Proof: GREAT can detect an existing replication attack in two cases. First, if at
least one replicated ID corresponds to responses in the first s slots, GREAT can find
an unreconciled collision and detect the replication attack. The first case, therefore,
occurs when no false negative occurs. Second, if no replicated ID corresponds to
responses in the first s slots, GREAT can also find an unreconciled collision due to a
false positive and thus detect the replication attack. Combining detection probabili-

ties in these two cases, we have

Pd(famvsafr) = (1 - an(f7m7 S)) -1 +an(f7m78)'pr(fr)'

Pi(f,m,s) and Py (f;) as in Lemma 4.1 and Lemma 4.2, respectively, are both

upper bounded. Using the upper bounds therein, we can derive that

1— Pu(fim,s)>1—(1— ?)mﬂ,
Pao(fm, s)- Po(f) < (1 - ;)mfi

Let Pi(f,m, s, f;) = Pw(f,m,s)- Py(f:). Plugging the above two inequalities into
the expression of Py(f, m,s, f;), we derive Formula 4.7 and prove Theorem 4.3. W

To satisfy required false negative rate o and false positive rate (3, from Theorem 4.3

follows easily Corollary 4.2.

Corollary 4.2. Given an f-slotted frame and the tolerance number m of replicated
IDs, when GREAT detects an existing replication attack by verifying the first s,q. Slots
and reframing collision slots with the reframing size frmin to satisfy a false negative
rate « and a false positive rate (3, the detection accuracy Py(f, m, Smazs frmin) 18 lower
bounded as

Pd(fam7 Smazs frmm) 2 l—a+ f(a’ﬁ>7

where 0 < f(a, B) < af.
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4.4.5 Execution Time

As we will show, the expected execution time of GREAT is upper bounded by
a function of ID cardinality n. Although GREAT does not require n to be known,
system managers or whoever adopt GREAT and know the value of n can benefit
from the expected execution time upper bound. A possible benefit is, for example, to
facilitate scheduling multiple tag monitoring operations [Bu et al., 2011, 2012a, Chen

et al., 2011, Xiao et al., 2012].

Theorem 4.4. Given the ID cardinality n, the frame size f, the number of slots s in
the f-slotted frame GREAT wverifies, and the reframing size f,, the expected execution
time of GREAT E[T(n, f,s, [)] is upper bounded as

nsfy nsfy
Fry o (1o
f f
where t. denotes the time to detect an empty slot, and t. denotes the time to detect a
collision slot.

E[T(n, f,s, )] <

+ s)t.,

Proof: When GREAT verifies only the first s slots in the f-slotted frame, we
expect ?n IDs in s slots. To detect replicated IDs among these ?n IDs, GREAT
takes the maximum execution time when it verifies all %n IDs, in two cases. The first
case is when there is no replicated ID among the ?n ones. The second case is when
there is only one replicated ID among the ?n IDs but the replicated ID is the ?nth
one for GREAT to verify.

The proof turns to finding the maximum time for GREAT to verify all ?n IDs. By
the GREAT design (Section 4.4.1), GREAT normally ends empty and singleton slots,
and further reframes collision slots. The maximum number of collision slots to reframe
thus yields the maximum execution time. For ?n IDs to yield the maximum number
of collision slots, there should be no singleton slot among the s ones. The proof turns

to making IDs in each collision slot to yield the maximum number of collision slots
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to reframe. Let s. denote the number of collision slots in the s ones. Given n; IDs
in a collision slot, where 0 < 7 < s, — 1 and Zj.cz‘ol n; = ?n, the maximum time for
reconciling it occurs when there are only two non-empty slots under 1-bit responses
and there are one singleton slot and one collision slot with n; — 1 IDs under 10-bit
responses. The same scenario applies to reframing the collision slot with n; — 1 IDs,
that is, there are two non-empty slots under 1-bit responses and there are one single
slot and one collision slot with (n; — 1) — 1 IDs under 10-bit responses. Following

this recursion, we conclude that it maximally takes n;(t. + t.) to reconcile a collision

caused by n; IDs. Combining st. taken by s slots, we have
Sc—1

E[T(n, f, s, f:)] < ste+ Y njfulte +to)
7=0

= st. + %‘Lfr(te +to)

nsf; nsf,
_nshy s

f f
From Theorems 4.1, 4.2, and 4.4 follows easily the following Corollary 4.3.

+ s)te. -

Corollary 4.3. Given the ID cardinality n, the tolerance number m of replicated
IDs, and the frame size f, to satisfy a false negative rate o and a false positive rate
B, the expected execution time of GREAT E[T(n, f,m,«, 3)] is upper bounded as the

following:

nsmazfrmin nsmamfrmm

f f

where Sy = [(1 — ozm#ﬂ)ﬂ, Frmin = W—%L t. denotes the time to detect an empty
slot, and t. denotes the time to detect a singleton or a collision slot.

E[T(n, f, m, o, 6)] S te + ( + Smax)tca

4.4.6 Limitation: Generating Tag Profiles

A potential limitation of GREAT is that several runs of GREAT with a tag may
generate the tags’s profile. Specifically, a tag profile consists of a series of vectors

comprising frame size f;, random seed 7;, and slot index h(f;, r;, ID) corresponding
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to the ith run. Tag profiles may be exploited to track certain behaviors of tagged
objects. The reader can thus leverage tag profiles to monitor tags of interest without
using exact tag IDs. If, however, manipulated by malicious readers, tag profiles may
indirectly reveal some sensitive information of tagged objects (e.g., locations inferred
from where tag profiles are extracted). Against this challenging issue, we can resort to
a pioneer proposal in [Gollakota et al., 2011]. For conciseness, we (1) emphasize here
the primary finding that the proposal in [Gollakota et al., 2011] can detect and jam
signals from unauthorized readers without interfering the communication between
reliable readers and tags, and (2) refer interested readers to [Gollakota et al., 2011]

for more advanced details.

4.5 Performance Evaluation

In this section, we evaluate the performance of GREAT through simulations. Since
GREAT is, to the best of our knowledge, the first protocol for replication attack
detection in anonymous RFID systems, we conduct simulations with no comparison
other. Simulation results show that GREAT can detect replication attacks in an
anonymous RFID system fairly fast with required accuracy. When, for example, six
replicated IDs hide among 50,000 tag IDs, GREAT can detect the replication attack

in only 75.5 seconds with probability at least 0.99.

4.5.1 Environment Configuration

We simulate the anonymous RFID system defined in Section 4.2: An RFID reader
and many tags, including genuine tags and replicated tags, communicate via a single

channel, using a power level high enough to drown background noise [Chen et al.,
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2011, Kodialam and Nandagopal, 2006, Lehtonen et al., 2009b]. This scenario is
not that complex but general enough for us to acquire insights for replication at-
tack detection in anonymous RFID systems and to validate the proposed detection
protocol. Scenarios of our future interest are, for example, with channel errors, mul-
tiple readers, multiple channels, or multiple subsystems for accommodating all tags
[Mohsenian-Rad et al., 2010, Tran et al., 2009].

The primary performance metric is the execution time of GREAT for satisfying
required detection accuracy. Slot timings are set according to the Philips I-CODE
specification [web, b]: A reader requires t, = 0.4 ms to detect an empty slot or a non-
empty slot, and t. = 0.8 ms to detect a singleton slot or a collision slot. Detection
accuracy, by Corollary 4.2, is lower bounded by a function of false negative rate «
and false positive rate 5, 1 — a + f(a, ), where 0 < f(a, 8) < af. Therefore, given
required false negative rate a, GREAT is expected to detect the replication attack
with accuracy no less than 1 — «. The maximum number s, of slots in an f-slotted
frame to verify for satisfying a and the minimum reframing size f.,i, to reframe
collision slots for satisfying ( are determined by Theorem 4.1 and Theorem 4.2,
respectively. As shown in Figure 4.4(a), smax is equal to f for @ = 0 and decreases
with both v and tolerance number m of replicated IDs for 0 < a < 1. Figure 4.4(b)

plots frmin With varying 3; fimin = 32 is enough for GREAT to satisfy 5 = 0.001.

4.5.2 Varying Frame Size f

We first investigate the impact of frame size f on the execution time of GREAT.
Figure 4.5(a) shows the results under scenarios with false negative rate a = 0, false
positive rate § = 0.001, m+1 = 1 replicated IDs, and ID cardinality n = 1,000, 1,500,

and 2,000. An interesting finding is that, given a certain n, the execution time of
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Fig. 4.4: Parameter setting. (a) The maximum number s, of slots in an f-slotted
frame to verify for satisfying tolerance number m of replicated IDs and false negative
rate . (b) The minimum reframing size fini, to reframe collision slots for satisfying
false positive rate [.

GREAT is not a monotonically increasing function of f. As f increases, the execution
time first decreases and then increases, approaching the minimum at f ~ 6n. Such
variation of the execution time is essentially related to the variation of the numbers of
empty, singleton, and collision slots. Intuitively, as f increases, the number of empty
slots increases, the number of singleton slots increases up to n — (m +1) = n — 1,
while the number of collision slots decreases down to m + 1 = 1. By the GREAT
design (Section 4.4.1), collision slot reframing makes a collision slot take more time
than does an empty or a single slot. The execution time of GREAT thus decreases if

the time reduction by collision slots exceeds the time increase by empty and singleton

slots, and increases otherwise.

4.5.3 Varying Tolerance Number m of Replicated IDs

We now investigate the impact of tolerance number m of replicated IDs on the
execution time of GREAT. Figure 4.5(b) shows the results under scenarios with false

negative rate a = 0.001, false positive rate § = 0.001, ID cardinality n = 2,000, and
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Fig. 4.5: Execution time of GREAT with varying frame size f under given ID car-
dinality n, tolerance number m of replicated IDs, false negative rate «, and false
positive rate (.

m—+ 1 =2, 6, and 11 replicated IDs. An obvious observation on the results is that,
when m > 0, the execution time varies following the same trend as when m = 0
(Figure 4.5(a)) with varying f. As f increases, the execution time first decreases
and then increases, approaching the minimum at f &~ 6n. Another observation on
the results is that a higher m yields faster detection. The execution time of GREAT
depends on how many slots among f ones to verify. By Theorem 4.1, given certain «
and f, the maximum number of slots to verify is syax = [(1 — aﬁ) f] and decreases

with m; so the execution time decreases with m.

4.5.4 Varying ID Cardinality n

We further evaluate the execution time of GREAT in larger anonymous RFID
systems with ID cardinality n = 5,000 to 50, 000. For ease of presentation, we report
the results under scenarios only when frame size f = 6n in Tables 4.1 and 4.2.
Table 4.1 reports the execution time with false negative rate a = 0.001, false positive

rate 3 = 0.001 and varying tolerance number m of replicated IDs. Given a certain m,
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Table 4.1: Execution Time of GREAT with varying ID cardinality n, varying tolerance
number m of replicated IDs, frame size f = 6n, false negative rate a = 0.001, and
false positive rate g = 0.001

Execution Time in Seconds

m=2|m=4|m=6|m=8|m=10

5,000 12.6 10.5 8.8 7.5 6.5
10,000 25.3 21.0 17.6 15.1 13.1
15,000 38.0 31.6 26.5 22.6 19.7
20,000 50.7 42.2 35.3 30.2 26.2
25,000 63.3 52.7 44.1 37.7 32.8
30,000 76.0 63.3 53.0 45.3 39.4
35,000 88.7 73.8 61.8 52.8 45.9
40,000 | 101.4 84.3 70.6 60.3 52.5
45,000 | 114.0 94.9 79.5 67.9 59.1
50,000 | 126.8 | 105.4 88.3 75.4 65.6

n

the execution time increases with n; given a certain n, the execution time decreases
with m. Table 4.2 reports the execution time with § = 0.001, m = 5, and varying a.
Given a certain «, the execution time increases with n; given a certain n, the execution
time decreases with . In summary, (1) given certain o and m, the execution time

increases with n; and (2) given a certain n, higher « and m yield faster detection.

4.6 Summary

We have studied replication attack detection in anonymous RFID systems. To
enable and secure privacy-sensitive applications in anonymous RFID systems, we
cannot simply turn to existing replication attack detection protocols that require the
knowledge of tag IDs. We therefore tackle replication attack detection in anonymous
RFID systems without requiring tag IDs as a priori and propose a pioneer protocol.

The proposed protocol leverages unreconciled collisions to uncover replication attacks.
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Table 4.2: Execution Time of GREAT with varying ID cardinality n, tolerance num-
ber m = 5 of replicated IDs, frame size f = 6n, varying false negative rate «, and
false positive rate g = 0.001

n Execution Time in Seconds

a=20.002 | «=0.003 | a=0.005 | a=0.010

5,000 9.0 8.7 8.2 7.5
10,000 18.1 17.4 16.5 15.1
15,000 27.3 26.2 24.7 22.6
20,000 36.3 34.9 33.0 30.2
25,000 45.4 43.7 41.3 37.7
30,000 54.5 52.4 49.5 45.3
35,000 63.6 61.1 57.8 52.8
40,000 72.7 69.9 66.0 60.3
45,000 81.7 78.6 74.3 67.9
50,000 90.8 87.3 82.6 75.5

Simulation results show that the proposed protocol can detect replication attacks in
anonymous RFID systems fairly fast with required accuracy. Future work lies in
error correction coding against channel errors [Tran et al., 2009] and adaptation of
the proposed protocol to multi-reader, multi-channel, or multi-subsystem scenarios
[Mohsenian-Rad et al., 2010]. Of conceivable challenge is the adaptation to multi-
reader scenarios. As when multiple readers are necessary for monitoring tags, it
is possible that no reader covers some replicated tag(s) and corresponding genuine
tag(s) in its communication region. If this is the case, readers may hardly find any
reconciled collision and therefore the proposed protocol fails to detect replication
attacks. Further efforts are thus dedicated primarily to replication attack detection

in multi-reader anonymous RFID systems.
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Chapter 5

Conclusion and Future Work

5.1 Conclusions

In the thesis, we have proposed a series of efficient protocols for two important
monitoring operations in large-scale RFID systems, namely misplaced-tag pinpointing
in Chapter 2 and replication attack detection in Chapter 3 and Chapter 4. We design
the proposed protocols with making the most of bits in mind. The fewer bits an
RFID protocol requires readers and tags to transmit, the more efficiency it promises
to large RFID systems.

We first propose a series of protocols toward efficient misplaced-tag pinpointing in
large RFID systems. The proposed protocols detect misplaced tags based on reader
vectors instead of tag vectors. In favor of energy saving for active tags, the proposed
protocols can detect misplaced tags by requiring only a subset of tags to respond.
We also extend the proposed protocols to scenarios with distributed execution and
tag mobility. Both analysis and simulation results show that the proposed protocols
yield significantly increased time efficiency and energy efficiency compared with basic
solutions based on tag-wise positioning.

We then study efficient and privacy-preserving replication attack detection with
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guaranteed accuracy for large RFID systems. We propose detection protocols with-
out resorting to complex cryptography techniques, inefficient tag-wise scanning, or
privacy-unaware transmission of tag IDs. The proposed protocols leverage the broad-
cast nature and collisions, being affordable to off-the-shelf low-cost tags. We fur-
ther introduce lightweight operations to save unnecessary execution time and tag
responses, and therefore harvest promising gains in both time efficiency and energy
efficiency.

Considering that tag IDs should be protected to enable and secure privacy-sensitive
applications in anonymous RFID systems, we also tackle replication attack detection
without requiring tag IDs as a priori. We leverage unreconciled collisions to uncover
replication attacks. An unreconciled collision is probably due to responses from mul-
tiple tags with the same ID, the very evidence of replication attacks. We accordingly
propose a pioneer protocol for replication attack detection in anonymous RFID sys-
tems. We evaluate the performance of the proposed protocol through theoretical
analysis and extensive simulations. The results show that the proposed protocol can
detect replication attacks in anonymous RFID systems fairly fast with guaranteed

accuracy.

5.2 Future Work

Future work lies in the following four directions. First, the positioning accuracy
of the scheme in [Wang et al., 2007] may not satisfy requirements of certain applica-
tions. Inspired by the proliferation of sensor network localization [Bu et al., 2012b,
Liu et al., 2010, Xiao et al., 2010], we could borrow some ideas therein to improve

tag positioning accuracy. Second, of conceivable challenge is adapting the proposed
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replication attack detection protocol for anonymous RFID systems to multi-reader
scenarios. As when multiple readers monitor tags, it is possible that no reader cov-
ers some replicated tag(s) and corresponding genuine tag(s) in its communication
region. If this is the case, readers may hardly find any reconciled collision and there-
fore the proposed protocol fails to detect replication attacks. Further efforts are thus
dedicated primarily to replication attack detection in multi-reader anonymous RFID
systems. Third, although evaluating research on large-scale RFID systems depends
primarily on simulation nowadays, we urge our future work to evaluate and refine the
proposed protocols in real RFID systems. Fourth, energy-efficient protocols in favor

of the readers (e.g., the proposal in [Xu et al., 2010]) are also of interest.
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