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Abstract

The physical world will be saturated by networked devices with sensing and actuating
capabilities. This trend will generate profound impacts on our way of monitoring and con-
trolling the physical world, and meanwhile bring us towards a cyber-physical convergence
era. Along this trend, a new type of systems, named Cyber-Physical Systems (CPS), is de-
veloped by taking into consideration the cyber and physical world interactions. CPS refer
to the integrated systems with both cyber and physical aspects, and their applications have
been envisioned to generate grand societal and economic impacts. In this dissertation, we
study the requirements and fundamental problems in CPS design. More specifically, we
address the issue of how devices in distributed CPS coordinate their activities in order to
achieve different goals in CPS applications. Examples of the coordination goals include co-
operation of devices for verifying and maintaining desired system properties, and adapting
to external situations, etc. Traditional methods of dealing with coordination have become
insufficient in the CPS scenarios due to CPS’ special characteristics, such as tight coupling
of cyber and physical components, and safety/time critical nature. Moreover, the internal
and external environments of CPS are intrinsically associated with diverse uncertainties,
such as variation of network conditions, unpredictable user interactions, etc. Those uncer-

tainties further complicate the coordination. This dissertation actually has made original



contributions in developing solutions to the above coordination problems.

First, we study how CPS devices coordinate to verify the system’s properties, like safety.
Our study is conducted in a context of Medical Cyber-Physical Systems (MCPS), which are
a typical CPS application in hospital and aim to coordinate networked medical devices for
safer delivery of medical care to patients (i.e., a physical component). In medical domain,
formal verification is a highly desirable procedure for eliminating design defects and increas-
ing software quality. The combination of control, networking and patient in MCPS requires
a joint modelling of the dynamics about the cyber and physical components, resulting in a
hybrid system model. However, obtaining a tractable model for patient is difficult due to
the uncertainties about patient’s response to medical treatments (e.g., medication infusion).
As a result, the overall verification is hindered. To solve this problem, our approach is to
transform the traditional offline verification to an online version, in which MCPS devices co-
ordinate at runtime to periodically generate a hybrid system model describing the system’s
behavior in the future short-term. Then, formal verification, specifically model checking,
can be conducted over the online model. The rational under our approach is the fact that
patient’s physiological dynamics turns to be predictable in the near future and thus can be
readily modelled. Furthermore, we propose to build the online verification procedure as a
real-time task for continuous fault prediction and risk prevention. Once the online verifi-
cation results indicate a violation of the desired properties, the devices coordinate to enter
a fall-back plan, thus circumventing the potential risks. The feasibility and effectiveness of

our approach have been validated in a concrete medical case, named Airway-laser Surgery.

Second, we study how CPS devices coordinate to maintain a crucial system property,

i.e., safety. The definition of safety varies in different application contexts. We restrict
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our study to MCPS where safety refers to freedom of medical accidents. To maintain this
property, medical devices must communicate with each other, and act appropriately and
promptly. However, one challenge that hinders the fulfillment of the safety property is
network wuncertainties, such as message loss and varied transmission delay. This problem
arises especially when wireless technologies are adopted for inter-connecting medical de-
vices. Existing coordination mechanisms in MCPS for dealing with network uncertainties
are time-triggered and consequently can not give prompt response to surgeon’s request-
s. The mechanism we proposed is event-triggered, and thus coordination can be initiated
whenever needed. Besides, in order to tolerate network uncertainties, we introduce a cen-
tral entity, called supervisor, to oversee the states of patient and each medical device, and
then coordinate the current and future operations for each medical device. We designed
the interaction mechanism for the supervisor and medical devices, as well as the coordi-
nation algorithm for the supervisor. In the algorithm, we take into account the special
requirements from medical domain, and prove that the planned operations are always safe
to be adopted by medical devices when network problems occur. Trace-driven simulation
has demonstrated the advantages of our scheme in many aspects, such as clinical efficiency

and response delay, compared to the existing approaches.

Third, we investigate the problem of coordinating CPS devices to enable adaptation
to external situations, like user status and environmental changes. Increasing the system’s
awareness to the external situations has many benefits, e.g., createing autonomous and
intelligent CPS applications, and better serving users. Again, we choose MCPS as the
investigation scenario, and propose to make MCPS particularly adaptive to user’s status,

because the safety and quality of medical care highly depend on user’s participation and
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operation. Specifically, we treat user errors, emerging when users are operating medical
devices, as contexts to MCPS, and build a context infrastructure to infer the user errors.
With recognition of these errors, devices in MCPS then can coordinate appropriately to
prevent the potential risks of those errors. However, it has been well acknowledged that
the contexts we obtain are subject to uncertainty. Existing work to handle context uncer-
tainty mainly focuses on modeling, inference, and mitigation of uncertainty. The adverse
consequences of uncertainty, especially on patient safety, are neglected. Our solution to
addressing this issue is two-fold. First, it is necessary to improve the quality of the detected
contexts by appropriate approaches. Second, we modify the “context-action” adaptation
style in the traditional context-aware systems to a “context-assessment-action” style, where
the “assessment” step evaluates the safety of each context-triggered action based on solid
medical knowledge. An action is allowed to be executed only if its execution is ascertained
to be safe. Following this principle, we have developed a context-aware MCPS for a partic-
ular medial case, named Patient-Controlled Analgesia (PCA). Evaluation results about the
system have shown that our system can prevent 95% more adverse events compared to the

state-of-the-art context-insensitive PCA systems.
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Chapter 1

Introduction

In this dissertation, we mainly investigate the coordination problem in Cyber-Physical
Systems (CPS). This chapter gives an overview about CPS, the coordination problem, as
well as the dissertation’s contributions. Section 1.1 serves as the background for understand-
ing CPS and their characteristics. In Section 1.2, we describe the CPS coordination problem
in detail, and point out why this problem is different from the one studied in traditional
distributed systems. Then, a 3D framework is developed in Section 1.3 for identifying the
specific research problems to be investigated in this dissertation. Section 1.4 summarizes
this dissertation’s contributions. Finally, we outline the organization of the dissertation in

Section 1.5.
1.1 Cyber-Physical Systems (CPS)

Human live in the physical world, and most of the time can only directly interact with
the physical world around them. However, this situation will be changed in the near future.
Thanks to the rapid advancement of technologies, the physical environment will be satu-
rated by various types of objects with sensing, actuation, computing and communication

capabilities. Those objects can be harnessed to connect human with the physical world, and
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this will hold tremendous promise to broaden human’s interaction with the physical environ-
ment in both time and space dimensions. For example, green buildings will become possible
if we can remotely monitor the lighting and temperature conditions by sensors embedded in
the building, and correspondingly control the appliances to save energy [SGLW08]. We can
even imagine that one day green buildings with zero energy consumption can be achieved
by recycling the emitted energy. However, such systems are very complex as they involve
both cyber components (e.g., communication and computation) and physical components
(e.g., physical variables like temperature). The interplay of cyber and physical components

poses a lot of challenges in designing and optimizing such systems.

This emerging type of system is called Cyber-Physical Systems (CPS). As defined
in [RLSS10], Cyber-Physical Systems are physical and engineered systems whose opera-
tions are monitored, coordinated, and controlled and integrated by a computing and com-
munication core. So far, CPS have found a wide range of applications in areas, such as
environmental monitoring and control, healthcare, transportation, aerospace, electric pow-
er grid, etc. In the future, CPS will play a more and more important role in our lives,
as human’s interactions with the physical world become pervasive. Just like the Internet
changes people’s way of communicating with each other and sharing information, CPS have
been believed to revolutionize the way that human interact with the physical world, and

meanwhile they will bring significant societal and economic impacts.

The uniqueness of CPS lies in that it involves both the cyber and physical compo-
nents, and more importantly, these components are tightly coupled. An overview of CPS
is depicted in Fig. 1.1. Users of the CPS are able to interact with the physical world

through the cyber world. In the cyber world, sensors, actuators, controllers and various
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Computing Uncontrolled :

Resources Physical H

Variable E

— — s
- | - Controlled :

User : Process :
Cyber World : Physical World

Fig. 1.1: Overview of a Cyber-Physical System.

computing resources are connected through the network. Relying on network allows the
devices to be geographically distributed in different places and embedded in the physical
environment. It will greatly extend human’s awareness and control over remote physical
environment. Furthermore, wireless technologies can be adopted for inter-device communi-
cation, thus bringing great freedom for device mobility and enabling seamless integration

of human-physical world interaction into people’s lives.

As shown in Fig. 1.1, the physical world consists of certain controlled processes and var-
ious uncontrolled physical variables. The former are named according to the conventions in
control theory [GK09], and basically refer to the entities that are monitored and controlled
by the system, such as the room temperature in the previous green building application.
The latter are physical entities not under the system’s control; instead, they form an ex-
ternal physical environment of the CPS. For example, in the green building application,
the humidity of the room environment is an uncontrolled physical variable which, howev-
er, could affect the functioning of the CPS devices, e.g., the measurement of temperature

Sensors.
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1.1.1 Characteristics

In fact, CPS are a natural evolution from traditional distributed systems, control sys-
tems, and real-time embedded systems. So CPS actually share a lot of common features
with those systems. However, CPS are more than any single of them, because CPS are
basically a confluence of these systems [RLSS10]. Listed as follows are some prominent

characteristics of CPS.

¢ Combination of continuous and discrete dynamics. In CPS, the controlled
process basically follows certain physical laws to change (i.e., continuous dynamics),
whereas the cyber components (e.g., computation and networking) exhibit discrete
dynamics. In other words, CPS are composed systems with both continuous and

discrete natures. Such systems are also referred to as hybrid systems [Tab09].

e Real-time requirements. Timeliness is a great concern in a wide range of CP-
S applications. Missing deadline of performing certain tasks is unacceptable. One
example is in Medical Cyber-Physical Systems [L.S10]: suppose the activation of a
lift-supporting medical device (e.g., ventilator that sustains patient’s respiration) is

delayed, serious medical accidents can be caused.

e Safety-/Life-critical. Applications of CPS can be found in many safety-/life-critical
environments, such as medical care, transportation, and aerospace. Hence, robustness
and reliability are desirable or even indispensable features to those CPS. In addition,
the safety-/life- nature also gives rise to a stringent requirement on the quality of
those CPS. Examples can be found in areas like avionics and medical care. Prior to

being adopted for real use, it is obligatory for a CPS system to go through rigorous
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quality examination by the government authorities.

1.1.2 CPS Example: Medical Cyber-Physical Systems (MCPS)

A typical sort of CPS, called Medical Cyber-Physical System (MCPS) [LS10], will be
briefly introduced in the following to enhance readers’ understanding about CPS. Also, in
this dissertation we will extensively use MCPS applications as examples to study various
research problems in CPS coordination. A comprehensive review of MCPS will be given in

Section 2.1.

Medical procedure are usually very complex, and involve many different medical de-
vices. MCPS have been proposed in the medical domain for integrating and coordinating
medical devices to reduce medical accidents. In such systems, patient is a physical process
of our central concern. Patient’s physiological parameters (e.g., blood pressure) are physi-
cal variables to be controlled by the system and may follow sophisticated ways to change.
Medical sensors and actuators are connected through network, and their activities are co-
ordinated with the objective of maintaining the physiological variables within safe ranges

and meanwhile avoiding various hazardous accidents, such as surgical fire.

MCPS are safety-critical and time-critical. Undoubtedly, patient safety can not be sac-
rificed in any circumstances. Delayed or improper control of medical devices is likely to
cause serious consequences to patient, and thus has to be prevented. Furthermore, MCP-
S should be robust to many unexpected situations. For example, it has to be resilient to
network/device failures and various human operation errors. Even if misoperations are con-

ducted by medical professionals, it is MCPS’s responsibility to avert the potential harms to
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patient. Also, to become available in the market, MCPS have to go through rigorous exam-

ination by regulatory agencies, like Food and Drug Administration (FDA) in US [L06].

1.2 Coordination in CPS

Now let us discuss a fundamental problem in CPS, i.e., coordination. A CPS device
can be a sensor, actuator, controller, or any cyber world entity participating in the system.
In general, those devices are distributed in different places, and communicate with each
other through network; they are loosely coupled, may not share a global clock, and can
fail independently. To compose as a whole and further perform complex tasks, individual
devices need to be coordinated. To be specific, coordination in CPS refers to coordinating
the activities of individual devices to achieve certain goals. A typical example of coordina-
tion goal is to maintain certain desired properties for the system, e.g., in MCPS patient’s
physiological parameters should always remain within clinically safe ranges.

On one hand, goals of coordination may vary depending on the application contexts.
For example, the primary goal of coordinating medical devices in medical environment is
to prevent the occurrence of medical accidents. But in train control CPS applications,
coordination of railway equipment aims at guaranteeing the freedom of train collision and
derailment. On the other hand, in terms of the mode of coordination, CPS devices can
be either controlled by a central entity, or able to coordinate their own behaviors and
collectively perform complex tasks. For example, in MCPS, a group of medical devices
can be coordinated by a central controller (called supervisor) to maintain the stability
of patient’s physiological parameters and avoid medical accidents [AT10]. Whereas, in the

military application, unmanned aerial vehicles (UAVs) can autonomously communicate with
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their neighbors and adjust their own coordinates to maintain certain tactical topology.

1.2.1 Comparison to Traditional Distributed Systems

In fact, the term of “coordination” has been widely used in traditional distributed sys-
tems [CT11]. In this realm, people are interested in a number of different coordination prob-
lems, such as global snapshot recording, termination detection, mutual exclusion, reaching
consensus, etc. Actually, each of these coordination problems has received tremendous
research efforts from the academia and industry during the past decades.

Coordination problem in CPS faces some common challenges as the one in traditional
distributed systems, such as, no perfect system-wide clock synchronization, asynchronous
communications, etc [KS11]. However, it also differs in many ways from the latter one, and
hence demands a new approach to studying it. The following summarizes some distinctive

features of CPS coordination in comparison with the traditional distributed systems.

e Real-time constraints. Traditional distributed systems usually do not consider real-
time constraints. For example, in the case of mutual exclusion, the primary concern
is that at most one process is allowed to access the critical section at any time [Sin93].
But one process can wait for a long time to get access permission. In contrast, CPS
are usually real-time systems, which means that missing the deadline of performing
certain actions will result in failure of coordination. As a result, lack of global clock

among distributed devices becomes a more serious issue in CPS coordination.

e Special concern on physical components. Physical processes are an integral
part of a CPS; their dynamics are usually governed by physical laws and subject to

environmental noises [SGLWO08]. Sometimes the central concern of CPS coordination
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is on the controlled processes, rather than communication, computation or system
users. In other words, the main goal of coordination in CPS is to control the physical
processes properly, e.g., maintain patient’s physiological parameters within safe ranges
in MCPS. However, such goal commonly does not fall in the interests of coordination in
traditional distributed systems. That is why the mechanism of closed-loop control has
been intensively used in CPS for maintaining the stability of physical processes. Also,
it is worthwhile to mention that change of the physical processes (e.g., temperature
change) is continuous and generally much slower than cyber world computations. So,
some coordination problems extensively studied in traditional distributed systems, like
checkpoint and rollback recovery, become less important in CPS, because the CPS
contains continuous aspect and can not instantly jump to the previous checkpoint
state. In some extreme cases, a CPS is even unable to rollback to the previous
state [T*13]. Consider an example in MCPS scenarios: after opening a patient’s
chest during a surgery, it is impossible to undo the surgical procedures and make

patient return to previous state.

Interplay of cyber and physical components. Coordination of CPS devices
(cyber components) can not be isolated from the physical components; the cyber
and physical components frequently interact with each other. Hence, separation of
the physical components from the coordination mechanism design is likely to cause
failure of the system or performance degradation. One example is in a CPS involving a
cardiac pacemaker and patient’s heart [JPM11]. Coordination of the sensor, actuator

and controller inside the pacemaker is triggered by the activity of patient’s heart,
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Fig. 1.2: Two views on designing device coordination in CPS.

and in turn tries to adjust the heart’s behavior so as to maintain an adequate heart
rate for the patient. In this sense, it is necessary to jointly consider the cyber and
physical components in the design of coordination mechanisms for CPS. Obviously,

in traditional distributed systems, generally there is no need to do so.

1.2.2 Two Different Views of Designing CPS Coordination

In the following, we will introduce two different views of designing coordination mech-
anism: traditional view and holistic view. As shown in Fig. 1.2, the traditional view of
designing coordination mechanism respects the tight coupling of cyber and physical compo-
nents in CPS. For example, physical processes, sensors, controllers, and actuators can form

a distributed and closed-loop system. But human (user) factors and the system’s external
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physical environment are neglected. Most of existing work on CPS coordination actually
falls in this category. However, given the randomness of user’s inputs and operations in
reality and the complicated impact of external physical environment on the CPS, it is a

formidable problem to design robust and safety-assured CPS.

In our opinion, consideration of the human and external environment aspects in the
device coordination design would be a prudent choice because of the following reasons. First,
users typically rely on manual operations to interact with CPS, which are unfortunately
error-prone. Understanding the users’ status (e.g., identity and behavior) can be helpful
to recognize the erroneous operations and prevent the resulting harms, especially in safety-
critical environments. As a consequence, the safety and smartness of the system can be
improved. Second, the correct functioning of a CPS device may depend on its knowledge
about the contextual information, e.g., the ambient environment situations. Among the
numerous examples, listed as follows are two in medical domain. i) Patient’s mean arterial
pressure (MAP) is an important physiological parameter and should be monitored in many
medical cases. The reading of MAP actually relies on the relative position between the MAP
sensor and the patient [LS10]. So an accurate MAP reading can be obtained only if this
relative position is known to the MAP sensor. ii) Pacemakers are implantable devices for
patients with heart diseases. In order to provide sufficient blood supply to patient’s body, it
is very important for a pacemaker to understand the current activity of the patient. If the
patient is doing exercise, obviously higher heart beat rate should be maintained, in contrast

with the case of sleeping.

Having recognized the above reasons, we thus propose a holistic approach of designing

10
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device coordination mechanism, where user factors and the external environment are re-
garded as contextual information to the CPS (see Fig. 1.2). Empowering the CPS with
adaption capabilities to these contexts has the potential to improve the system’s safety and
robustness, enable autonomous CPS operation, as well as provide customization for users.
For this purpose, device coordination in the holistic view needs to incorporate the devices
in the traditional view, as well as the devices for supporting context acquisition and reason-
ing. However, new problems will arise while enabling context-awareness for CPS. We will

elaborate this issue later in Section 1.3.

1.3 Motivation of the Dissertation

Now that we have understood the special characteristics of CPS coordination and the
necessity of studying this problem, in this section we will propose a 3D framework (shown
in Fig. 1.3) to illustrate the specific research problems to be solved in this dissertation.

The proposed 3D framework has three axes named Coordination Goal, Application, and
Uncertainty, respectively. First of all, Coordination Goal axis specifies the goals to be
achieved by a coordination task. Some examples of coordination goals include cooperation
of CPS devices for verifying and maintaining certain system properties, and adapting to
external situations. To be concrete, the following explains the goal of maintaining system
properties. In practice, there exist many properties preferred by the CPS, such as safety,
liveness, fairness, etc. Violation of those properties may result in serious consequences. For
example, electrical power grid CPS application has a stringent safety requirement, called
free of blackout [RLSS10]. If such safety property can not be preserved, huge amount of

economic loss can be caused. As a matter of fact, maintaining certain system properties is
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Fig. 1.3: A 3D framework for the research of CPS coordination in the dissertation.

crucial to the success of many CPS applications.

The second axis, i.e., Application, then embodies the specific application domain for a
coordination task. So far, CPS has found applications in a wide range of domains, such as
medical care, electrical power grid, transportation, aerospace, etc. Certainly, each domain
will pose special requirements, and one coordination goal may have distinct interpretations
in different application domains. For example, maintaining safety property would refer to
free of blackout in the electrical power grid application, whereas its meaning will change to
avoidance of medical accidents in the medical care application. In this sense, a coordination
goal is constrained by the specific CPS applications. In other words, a coordination goal

can be well and unambiguously defined only within a concrete and meaningful application
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environment.

The last axis, i.e., Uncertainty, points out various uncertainties which can hinder the
fulfillment of the coordination goals. The uncertainties can stem from either the internal
CPS entities (e.g., CPS device, network and the controlled process), or the external entities
(e.g., user and uncontrolled physical process). The existence of those uncertainties are so
pervasive due to the harsh environment where CPS applications are situated. In real world,
there exist many unexpected problems coming out, which actually impede the robustness
and reliability of CPS applications. In many cases, uncertainties are recognized as a big

challenge to CPS research [SGLWO08].

From the 3D framework, we can find that by combining the choices from these three
dimensions, it is likely to yield a meaningful research problem in the form of Coordination
Goal-Application- Uncertainty. This observation actually has guided us to identify the fol-

lowing research problems which serve as the motivation of our research in this dissertation.

e Problem 1: Verify System Property-Medical Care-Patient Uncertainty. In
the area of medical care, formal verification is a highly recommended procedure by
regulatory agencies to examine the correctness of a medical device/system design. For
MCPS, it could help to check whether the designed device coordination mechanism
satisfies certain desired properties, like safety [LT06]. The tight coupling of cyber and
physical components in MCPS requires us to model the dynamics of both computa-
tion/communication and the controlled process (i.e., patient) as a whole, and construct
a combined model (i.e., hybrid system model) [Tab09]. Then, we should conduct ver-

ification over the hybrid system model. However, it is not uncommon that there is
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no available model that can characterize the patient’s response to medical treatments
(e.g., inject a dose of medication), or the model is too complex (e.g., multi-parametric
and non-linear) to be supported by the existing hybrid systems verification tools, such
as HyTech [HHWT97] and PHAVer [Fre05]. This is mainly because of the complicated
bio-chemical reactions happening in patient’s body and our insufficient knowledge on
pharmacodynamics. The dynamics of patient’s body exhibits great uncertainty and
high variability among different patients, which eventually prohibits the traditional
offline verification. However, it has been found that modeling of patient’s dynamics
turns to be tractable if it is restricted within a short period of time. In fact, patien-
t’s physiological variables commonly change smoothly and regularly in a short time
span [L1t12b]. This thus gives rise to an opportunity for coordinating the MCPS
devices to build an online short period model for the patient, and then conducting
formal verification based on the online model. But how to coordinate the devices to
enable online verification and further respond appropriately to the verification results

is a new problem that needs to be studied.

Problem 2: Maintain System Property-Medical Care-Network Uncertain-
ty. In medical environment, maintaining patient safety is a crucial concern. However,
this goal is not easy to achieve because the network for connecting the MCPS devices
may encounter various uncertainties, such as message loss and varied transmission
delay. The main reasons for network uncertainty are two-fold. First, wireless tech-
nologies have been gaining increasing adoption by medical devices because of the

advantages, like easing system deployment and posing less restriction on people’s
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movement [KSMT10]. However, wireless communication is intrinsically unreliable;
there exist a variety of factors, like multi-path effect and self-fading, which can cause
message loss. Second, even if wired connection is used by MCPS devices, people can
occasionally trip over the wires, resulting in disconnection [Hof07]. Unfortunately,
those network uncertainties can have serious impacts on MCPS because of MCPS’s
stringent safety requirements. Suppose a ‘start’ signal from the controller gets lost
in transit and never activates the ventilator for oxygen supply, patient may suffer
irreversible organ damage. In this case, it is highly desirable to design a device coor-
dination mechanism which can preserve patient safety even in the presence of network

uncertainties.

e Problem 3: Adapt to External Situations-Medical Care-Context Uncer-
tainty. In the holistic view of designing coordination mechanism (see Fig. 1.2), we
have explained the importance of adaptation to external situations related to users
and environment. However, the contexts obtained by the CPS are likely to be un-
certain. Such context uncertainty problem has been well recognized by the Pervasive
Computing research community [RAMCO04a]. In real world, physical sensors for ac-
quiring contexts are subject to noise and failure, and the reasoning techniques for
determining the high-level contexts may not be perfect. As a result, a context can be
uncertain in many aspects, such as accuracy, confidence level, ambiguity, etc [BT10].
Adaptation to uncertain contexts may result in execution of unnecessary or even risky
actions, which is definitely unacceptable in the safety-critical MCPS applications. For

example, stopping a life-supporting medical device because of a context which does
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not hold in reality (i.e., false positive) may be detrimental to patient’s life. There-
fore, while we enable context-awareness for MCPS to increase the system’s smartness
and autonomous capabilities, it is also necessary to overcome the context uncertainty

problem and meet the safety requirements.

1.4 Contributions of the Dissertation

The contributions of this dissertation mainly lie in the novel device coordination mech-
anisms that we have proposed to overcome various uncertainties emerging from the CPS
applications. To be specific, we have systematically studied the research problems identi-
fied in the previous section. The following summarizes our contributions in solving these
research problems, respectively.

First, with respect to Problem 1, we choose model checking as the formal verification
method, and endeavor to enable hybrid systems model checking for the MCPS even if the
patient model is not available or too complicated. Our proposed approach is to transform the
traditional offline hybrid systems model checking into online version. This is motivated by
the observation that patient’s physiological state can be very predictable in the near future,
and thus can be readily modeled. To be specific, MCPS devices can periodically coordinate
to generate the overall system model for the coming short period of time, and then model
checking the system’s behavior. A MCPS is permitted to continue running under current
configuration only if the online model checking result proves the future system execution is
safe; otherwise, the system is forced to switch to a fall-back plan. All the MCPS devices
follow this rule to coordinate their behaviors, thus avoiding any possible harms to patient.

Furthermore, we also propose several system co-design patterns by joint consideration of
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the real-time requirement and the decidability of online model checking. These patterns
provide useful guidelines for building MCPS that can take online model checking as an
effective procedure for continuous fault prediction and risk prevention. In addition, we
further discuss the effectiveness of our approach under situations where communications
are not reliable and online modeling of patient’s dynamics is not accurate. We believe
our approach finds a new direction for overcoming the difficulty of patient uncertainty,
and model checking MCPS. Experimental results based on a concrete medical case, named

Airway-laser Surgery, have validated the feasibility of our approach under diverse settings.

Second, we have designed a new device coordination mechanism for MCPS to solve
Problem 2. Existing mechanisms with capabilities of tolerating network uncertainties in M-
CPS, like [KSM'10], are time-triggered and depend on periodic message exchange between
MCPS devices. In other words, coordination is initiated periodically, and consequently
can not respond to surgeon’s request promptly. This issue leads the solution to be inap-
plicable in many delay-sensitive medical procedures. To deal with this issue, we opt for
an event-triggered approach, that is, whenever needed, the coordination task will be start-
ed immediately. Our mechanism runs based on a centralized architecture defined by the
Integrated Clinical Environment (ICE) standard [AST09]. In the architecture, a central
controller, called supervisor, is responsible for overseeing the states of each medical device
and makes decision to coordinate their behaviors to avoid medical accidents. To deal with
network uncertainties, we empower the supervisor with the capabilities of planning the fu-
ture operations for each medical device, instead of making control decision for the current
time point. The planned operations are determined based on the worst-case prediction of

patient’s state in the near future. Therefore, as long as the supervisor has validated the
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safety property for the planned operations, each medical device is able to run safely by
consuming the decisions from the planned operations when communication problems occur.
We choose this planning-based method because patient’s state changes constantly; we can
not retransmit the lost messages for many times until success, or restore to the past system
states (e.g., by checkpoint) [T 13]. In fact, this planning-based approach works in a manner
similar to Model Predictive Control (MPC) in the industry control domain [Cam04], where
control signal is periodically generated only for the coming short period of time based on
the estimation of plant’s future state. Nevertheless, MPC is not designed for tolerating
network uncertainties and does not consider user’s interactions, i.e., in MCPS, users like
surgeon can request to use the medical devices for surgical purposes and change medical
devices’ states. At last, we further tune the proposed mechanism to allow it workable in
the environments without perfect clock synchronization. Through trace-driven simulations,
we have shown that our mechanism outperforms the state-of-the-art approach [KSM*10]

in many aspects, such as clinical efficiency, response delay, and communication cost.

Third, we have extended the application of context-awareness concept to the safety-
critical environment, e.g., MCPS. To date, very few existing works on device coordination
in MCPS take user or environment related contexts into consideration. On the contrary, our
research not only utilizes those contexts to improve patient safety and user’s experience, but
also can tame context uncertainty (Problem 3). Context uncertainty is a well acknowledged
issue and inevitable in the real world. Existing works on context uncertainty mainly focus
on modeling, inference, and mitigation of uncertainty [B*10][DMO05][XC05]. They do not
consider the impact of context uncertainty, especially on patient in the medical settings. To

protect patient in the case of utilizing uncertain contexts, first we allow the MCPS devices
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to coordinate to reduce the degree of context’s uncertainty by methods, like multi-modal
sensing [RMJ*11], depending on the specific aspects of uncertainty associated with the
contexts. Then, we carefully design the adaptation rules regarding each context, so that
the context-triggered actions permitted to be executed are always free of harm. To be
specific, we propose a novel adaptation style, named “context-assessment-action”, where an
“assessment” step is intentionally added to filter out all the risky context-triggered actions.
In this way, we can minimize the adverse impacts of context uncertainty on patient safety. In
addition, we have built a prototype context-aware system for a specific medical procedure,
named Patient-Controlled Analgesia (PCA), and deployed it in a ward-like environment.
Evaluation results about the system demonstrate that our approach can achieve significant
safety improvement while capable of suppressing the rate of false context detection under

very low level.

1.5 Organization of the Dissertation

The structure of the dissertation is organized as follows. Chapter 1 is the introduction
of this dissertation, where we give an overview of CPS and the coordination problem, as
well as a summary of our contributions to the community.

Chapter 2 gives some further background knowledge and reviews the existing literature
related to our research. As we extensively use MCPS as a CPS application to study various
coordination problems, it necessitates a detailed review of MCPS. So we will present a
comprehensive description about the Integrated Clinical Environment (ICE) standard for
MCPS, and illustrate the standard by two medical examples, i.e., Airway-laser MCPS and

Patient-Controlled Analgesia MCPS. Note that these two examples will also serve as case
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studies for evaluating our proposed approaches in the following chapters. Besides, this
chapter also studies the related work in three specific topics: model checking, tackling
network uncertainties, and handling context uncertainties.

In Chapter 3, we endeavor to enable model checking for MCPS in the case of no tractable
model for the patient. We investigate how to coordinate medical devices to build the on-
line system model, and furthermore propose several system co-design patterns that jointly
consider the decidability of online hybrid systems model checking and the real-time re-
quirement. This co-design approach has been evaluated in a concrete medical case, i.e.,
Airway-laser MCPS. The content of Chapter 3 is published (or to be published) in the

following IEEE/ACM papers:

e Copyright © 2012 IEEE. Reprinted, with permission, from Tao Li, Feng Tan, Qiz-
in Wang, Lei Bu, Jiannong Cao and Xue Liu, “From Offline toward Real-Time: A
Hybrid Systems Model Checking and CPS Co-Design Approach for Medical Device
Plug-and-Play (MDPnP),” The 3rd International Conference on Cyber-Physical Sys-

tems (ICCPS), pp.13-22, Beijing, China, April 17-19, 2012.

e Copyright (©) 2012 held by Tao Li, Feng Tan, Qizin Wang, Lei Bu, Jiannong Cao

and Xue Liu. Publication Rights Licensed to ACM.

e Copyright © 2014 IEEE. Reprinted, with permission, from Tao Li, Feng Tan, Qiz-
in Wang, Lei Bu, Jiannong Cao and Xue Liu, “From Offline toward Real-Time: A
Hybrid Systems Model Checking and CPS Co-Design Approach for Medical Device
Plug-and-Play Collaborations,” IEEE Transactions on Parallel and Distributed Sys-

tems (TPDS), vol. 25, no. 3, February, 2014.
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In Chapter 4, we introduce the planning-based approach to solve the network uncer-
tainty problems in MCPS. Closed-loop control and safety interlock are two standardized
mechanisms for coordinating medical devices to protect patient from potential harms. We
will show how these two mechanisms still work even in the presence of network uncertainties.
Again, we will demonstrate the effectiveness and efficiency our approach in the Airway-laser

MCPS. The content of Chapter 4 is published in the following IEEE paper:

e Copyright (©) 2013 IEEE. Reprinted, with permission, from Tao Li and Jiannong Cao,
“Reliable Closed-loop Control in Medical Cyber-Physical Systems over Wireless Ad-
hoc Networks,” The 22nd International Conference on Computer Communications

and Networks (ICCCN), Nassau, Bahamas, July, 2013.

Chapter 5 aims at handling the context uncertainty problem when building context-
aware MCPS. We analyze the severity of context uncertainty in the medical scenarios, and
then propose an approach to taking advantage of contexts while preventing the negative con-
sequences caused by context uncertainty. In addition, we develop a context-aware MCPS for
Patient-Controlled Analgesia, and conduct extensive experiments to prove the effectiveness
and advantages of our approach.

Finally, Chapter 6 concludes the dissertation with a summary of our research work, and

points out some future research directions.
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Chapter 2

Background and Literature Review

We start this chapter with some background knowledge about MCPS and two real-
world MCPS applications. The background knowledge will assist the readers to gain a
deeper understanding about the characteristics of Cyber-Physical Systems (CPS). Also,
these MCPS applications will serve as case studies for our research in the following chapters.
Following the background, we will review the existing literature related to the three problems
(Problem 1, 2 and 3 in Section 1.3) we are going to study in this dissertation, respectively.
Specifically, Section 2.2 introduces existing work on model checking and its applications
in discrete and hybrid systems; Section 2.3 introduces the existing work on dealing with
network uncertainties in the application context of physical process control; Section 2.4

presents the existing work on context uncertainty modeling, reasoning and resolution.
2.1 MCPS Standard and Applications

As a typical type of CPS, MCPS have many unique features. Recall that in Section 1.1.2
we give a concise description about MCPS. In the following, we will look into the details
about MCPS, including their emergence, standardization, and some real application exam-

ples.
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2.1.1 Integrated Clinical Environment (ICE) Standard

During the past years, the large number of medical accidents have attracted tremendous
attentions from the society and regulatory departments. As stated in a well-known report,
entitled “To Err is Human” [KCDOO0], it is estimated that at least 44,000 Americans die
in hospital each year as a result of medical errors, most of which actually are preventable.
This estimated number of preventable death can be even higher than 98,000, as stated
in an MIT Technology Review article [Gri08]. Undoubtedly, there is an urgent need for
improving healthcare safety. One of the leading roles in this direction is the Medical De-
vice Plug-and-Play (MDPnP) Interoperability program [Med04]. Since its establishment
in 2004, the program has been continuously promoting the interoperability among diverse
medical devices, thus creating possibilities for building patient-centric Integrated Clinical
Environment (ICE). Basically, the concept of ICE is proposed to create medical system-
s which integrate interoperable medical devices and other equipment for the care of high

acuity patients [AST09].

One clinical benefit of creating ICE is that automatic control/coordination of medical
devices can be implemented to improve the efficiency of clinical workflow and the system’s
ability of resisting human errors. Meanwhile, the integration and coordination of medical
devices combined with patient physiologic dynamics have generated a new type of system,
called Medical Cyber-Physical System (MCPS) [LS10]. Such system is a typical CPS, as
it involves both cyber components (e.g., embedded medical device software and network)
and physical components (e.g., patient’s body). To facilitate medical device integration and

coordination, MDPnP Interoperability program has developed an ICE architecture, which
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Fig. 2.1: Integrated Clinical Environment (ICE) architecture and some main functional
components.

specifies the components in an ICE and the functional role of each component. In year
2009, this architecture was published as an ASTM standard [AST09]. So in the rest of this

dissertation, all the MCPS discussed will be compliant with this standard.

Fig. 2.1 shows a diagram about the ICE architecture. Several major functional com-
ponents in ICE are medical device, supervisor, and network controller. Medical devices are
physically connected with patient for diagnosis or therapeutic purposes. Generally, medical
devices can be categorized into two groups: monitoring devices and delivery devices [L*12a].
The first group, such as heart rate and blood pressure sensors, monitors patient’s physio-
logical state. The second group, such as infusion pump and laser scalpel, delivers therapy
to patients and is capable of changing patient’s state. Supervisor is an entity providing
application logic for the ICE, such as clinical decision support and mechanisms for coordi-

nating the medical devices. Supervisor and medical devices are connected through network;
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the network controller component provides communication support for the aforementioned
ICE devices. In addition to various equipment, there are two human roles related to the
ICE architecture. The first role is patient who is the recipient of the medical treatment;

the second is human operator who can configure and operate the ICE devices.

Another feature of the ICE architecture is its ability to support the implementation of
closed-loop control and safety interlock, which are two effective coordination mechanisms in
reducing medical accidents (documented in [AST09]). Even though these two mechanisms
are not formally described, the published ICE standard has illustrated them by several real
medical cases (see annex of reference [AST09]). In the following, we will introduce two
real-world cases to help readers understand how closed-loop control and safety interlock

mechanisms work.

2.1.2 Patient-Controlled Analgesia MCPS

The first medical case we introduce is Patient-Controlled Analgesia (PCA). Patients
may experience severe pain in many situations, e.g., after receiving a surgery, and thus need
pain relief. PCA is designed to enable patients to self-administer the delivery of analgesic
drugs, thus giving them a sense of self-controlling the pain level. The cornerstone medical
device in PCA is PCA infusion pump (or PCA pump for short), which is a sophisticated
microprocessor-controlled infusion pump. Each PCA pump provides a bolus button. By
pressing the button once, patients are able to request a dose of medication (interchangeable
with drug in this dissertation) called bolus dose delivered into the body intravenously for
pain relief. However, the term “PCA” is not limited to a single medical device. Rather, it

generally refers to a medical process which involves a number of people, including prescriber,
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pharmacist, nurse, and patient, etc [D’A08]. Prescriber orders the appropriate drug (often
opioids) and PCA pump settings involving a number of pump programmable parameters,
e.g., drug concentration, lockout and dose limit, etc. Finally, according to prescriber’s
instructions, nurse then picks up drug syringes/bags from pharmacist and configures the

PCA pump for patient use. The following shows an example of prescriber’s order:

1. Drug: morphine

2. Drug concentration: 1.0 mg/mL

3. Background infusion: 1.0 mg/h

4. Bolus dose: 1.0 mg

5. Lockout interval: 6.0 minutes

6. Dose limit: 10.0 mg in 1 hour.

Parameter 1 and 2 indicate the drug type and concentration, respectively. Drugs of
standard concentrations are commonly available as prefilled syringes/bags. Nurses are re-
sponsible for loading the syringes/bags on the PCA pump. Parameter 3-6 are typical
programmable variables in PCA pump. Background infusion indicates the continuous drug
delivery regardless of patient’s request of bolus dose. In addition to background infusion,
patients can request more drugs by pressing the bolus button on the PCA pump. Lock-
out interval is a time period within which a patient can receive at most one bolus dose.
Therefore, only one dose will be delivered in the lockout interval even if he/she presses the
button more than once. Dose limit specifies the maximum amount of medication a patient

can receive during a specific interval, i.e., dose limit interval. In the example above, at
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most 10.0 mg can be injected to a patient within 1 hour. The main purpose of the above
parameter setting is that only limited amount of drugs are allowed to be injected into a

patient’s body within a certain time, thus reducing the possibility of overdose [Gra05].
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Fig. 2.2: Closed-loop control-based MCPS for Patient-Controlled Analgesia.

Change in respiratory status (e.g., decrease of respiratory rate) is a leading indicator of
adverse patient response to PCA drugs. The major PCA safety issue is overdose (excessive
drug delivery) which can lead to a fatal complication, i.e., respiratory depression. If the
PCA pump is set properly, overdose problem can be effectively prevented. However, there
exists drastic variability of patient’s response to opioids. Patient characteristics, e.g., age,
gender, weight, psychological state, opioid consumption history, concurrent diseases, can
affect drug effect. To date, there has been no reliable method of determining how much
opioid a patient will require for analgesia [Mac01]. Although with lockout and hourly limit
configuration, overdose may still happen before the preset limit is reached. Furthermore,
there exist many human errors during the PCA process that can induce overdose, such as

drug misuse, misprogramming, PCA-by-Proxy, etc [Coh05]. Statistics from MEDMARX
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and MAUDE databases have shown that the annual error rates were estimated as 407
PCA-related errors per 10,000 people within US [MT09], and so far, US Food and Drug

Administration (FDA) has received numerous adverse reports about PCA [US 10].

To combat the above safety issues, University of Pennsylvania has developed a closed-
loop control based PCA system (shown in Fig. 2.2) [AT10][KAL"10]. In this paper, we call
such system a PCA-MCPS. At present, such system is still in the demonstration phase and
far from wide-spread adoption. The system interconnects a PCA pump, a supervisor, and a
pulse oximeter which continuously monitors patient’s blood oxygen saturation (SpO2) as an
indicator of patient’s response to analgesic drug. Based on the feedback of patient’s SpO2,
the supervisor is able to automatically stop the PCA pump when patient’s SpO2 falls
below certain threshold, thus preventing the risk of further drug delivery. By forming a
physiological closed-loop control, there exist a great opportunity of enhancing PCA safety.
In addition to PCA, successful closed-loop control based MCPS can be found in other

medical applications like pacemaker [JPM11] and insulin delivery [Hov06] [KCMFL13].

2.1.3 Airway-laser MCPS

The second medical case to be introduced is Airway-laser Surgery. An Airway-laser
MCPS (see Fig. 2.3) tailored for the surgery involves following entities: surgeon, patient,
Oy sensor, pulse oximeter, ventilator, and supervisor [LT12b]. The application context is
as follows. In the surgery, due to general anesthesia, the patient is paralyzed, hence has
to depend on the ventilator to breathe. The surgeon requests the laser scalpel to emit
laser so as to cut patient’s trachea. When the laser scalpel is to emit laser, the oxygen

concentration inside the trachea (measured by Oz sensor) must be lower than a threshold,
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Fig. 2.3: MCPS for Airway-laser Surgery.

ie., ©p, = 30%. Otherwise, the laser may trigger surgical fire, which can seriously burn
the patient. Therefore, before the laser scalpel is allowed to emit laser, the ventilator must
have blocked the oxygen flow for a while. On the other hand, the ventilator can neither
block oxygen flow for too long, or the patient will suffocate due to too low blood oxygen
level (SpO2), e.g., below threshold ©g,0, = 90%. To avoid both patient suffocation and

surgical fire, basically the MCPS involves following two coordination mechanisms.

e Closed-loop control: Supervisor, ventilator, and pulse oximeter form a closed control
loop so as to maintain patient’s SpO, within a safe range. Once patient’s SpO,
measured by pulse oximeter is detected to be low (i.e., less than 90%), supervisor

should activate ventilator to resume oxygen supply.

e Safety interlock: There are interlocks between laser scalpel and ventilator, as well as
between laser scalpel and O2 sensor. It is forbidden that laser scalpel is emitting and

ventilator is supplying oxygen simultaneously. Meanwhile, it is also forbidden that
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laser is emitting and O concentration is above 30% at the same time. Otherwise,

surgical fire is likely to be triggered.

The challenge in such system lies in that closed-loop control and safety interlock are
not independent. For example, if supervisor intends to activate ventilator because of the
feedback about low SpOs, it has to guarantee laser emitting has already been stopped in
order to respect the interlock requirement between laser scalpel and ventilator. The inter-
leaving between closed-loop control and safety interlock obviously complicates the device

coordination mechanism design.

2.2 Existing Work on Model Checking and Its Applications

The safety-critical nature of many CPS applications (e.g., MCPS) necessitates formal
verification to uphold our confidence on the designed coordination mechanisms. As a main-
stream approach of formal verification, model checking will be introduced in this section.

Moreover, we will review the existing approaches of carrying out model checking.

Let me start with the introduction about model checking. Model checking is a formal
verification technique which can automatically (i.e., without user supervision) check the
correctness of a system’s design. It allows early detection of defects existing in the soft-
ware/hardware system design, and thus avoids the high cost incurred when the detection
of those defects are delayed to the testing or deployment phases. Basically, model check-
ing relies on a model that describes the system’s behavior in a mathematical manner, and
formalizes the property to be checked by the specification languages (e.g., temporal logics).

Then, it explores all states of the system model to check whether the given property is
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satisfied or not [BKO08]. This exhaustive search is necessary to rigorously analyze the sys-
tem’s conformance to the defined property. Some common properties of people’s interest
include safety, functional correctness, liveness, reachability, etc. In the past decades, due
to the improvement of the underlying algorithms and hardware, model checking nowadays
has been applicable in a wide range of realistic applications and adopted by many organi-
zations, such as FAA (Federal Aviation Authority) and NASA (National Aeronautics and

Space Administration) [HP0O0].

In principle, model checking is just a technique, and thus can be implemented by different
algorithms and applied in diverse scenarios. In this section, our literature review will only
discuss the existing approaches on the usage of model checking. Since we have proposed a
novel online hybrid systems model checking solution to solve Problem 1 (see Section 1.3),
we categorize those existing approaches by two dimensions (i.e., offline/online, and discrete

system/hybrid system), and study them in comparison with our approach in [L12b].

Traditionally, model checking is applied in an offline manner, that is, construction of
the system model and the verification are conducted during the system design phase. On
the contrary, online model checking refers to the model checking process that is conducted
at runtime when the system is running. In addition, depending on the dynamics of the
system to be checked, model checking can be applied for discrete systems or hybrid sys-
tems. The former refer to the systems with a countable number of states, whereas the
latter can involve both discrete and continuous dynamics, and thus have infinite number
of states [Lyg04]. Examples of discrete systems include circuit designs and communication

protocols, which were the applications of model checking in the first place [CGP00]. Hybrid
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Table 2.1: Categorization of existing approaches in applying model checking

Offline Online
. R [SRA04] [EKS06] [QT09]
Discrete System [BCL94] [Hol90] [HKMP02]
. [LPY97] [BT96] [Alu99] [ST09] [LNKM11]
Hybrid System [A*10] [PMS*12] [LMNO7] [L*12b]

system examples can be found in many scenarios, like medical and manufacturing environ-
ments, where continuous physical variables are controlled by computerized systems. The
interaction between discrete and continuous dynamics makes hybrid systems more difficult
to be formally verified. In the following, we will describe the related work one by one from

a comparative perspective. The categorization for each work can be found in Tab. 2.1.

2.2.1 Offline Model Checking

First of all, since the emergence of model checking, there have been numerous cases of
successful applications. However, most of the applications have been conducted in an offline
manner. An exhaustive enumeration of them is difficult and not necessary in this disser-
tation. We refer the interested readers to some notable examples listed in [BKO08]. Here,
in Tab. 2.1, we list several typical applications of model checking for discrete systems, e.g.,
circuit designs [BCLT94], communication protocols [Hol90], as well as for hybrid systems,
e.g., real-time systems [BT96] [LPY97] [Alu99]. Our special attention has been given to the
applications in MCPS which is the focus of our research. MCPS is a typical hybrid system
involving continuous patient’s physiologic dynamics and discrete dynamics about network
and embedded medical device software. In [AT10], the authors have proposed a method for
model checking MCPS with patient in the control loop. They construct a timed-automata

based model for the MCPS based on UPPAAL tool [LPY97] and verify the system’s safety
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properties. As a follow-up, Miroslav Pajic et al. [PMS™12] improve the work in [AT10] with
additional consideration of parametric uncertainty in patient’s model, as well as derive some

theoretical results for obtaining the correct timing parameters in UPPAAL verification.

2.2.2 Online Model Checking

Now let us switch our focus to the online model checking approaches. Our proposed
method in [L712Db] is different from the well-known runtime verification [F*02]. Runtime
verification aims to discover latent bugs of programs by logging and analyzing the programs’
execution traces under varied inputs/configurations. It is not for predicting/preventing
faults before they ever happen; whilst our approach is. For many medical CPS systems, the
cost /consequence of possible faults in test runs is high or even unbearable. This necessitates

our approach of predicting and preventing faults before they ever happen.

Sen et al. [SRA04] propose an online safety analysis method for multithreaded programs.
However, this work only focuses on how to infer other potential executions that can take
place in the past. Our work tries to predict the future state of patient based on recent
observations. Easwaran et al. [EKS06], Qi et al. [QT09], and Harel et al. [HKMP02] also
propose to bring model checking online. But they are still focusing on discrete systems

model checking, rather than hybrid systems model checking that our work is about.

Sauter et al. [ST09] propose a lightweight hybrid system model checking method, which
uses ordinary differential equations (ODE) to predict temporal logic properties. However, in
MCPS it is not uncommon to be lack of differential equations governing patient’s dynamics,
i.e., patient’s model. Li et al. [LNKM11] propose an online model checking approach

aiming at automatically estimating parameters in simulation models, which are often used
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Table 2.2: Categorization of related work on handling network uncertainties

Message Delay &
Message Delay Message Loss
NCS [BPZ00] [MAO04] [ZSCHO5] [XT06] [AS03] [ZYOT]
[LYO05] [L+07] [YHLO5]
[AT10] [KSYS10a]
CPS [KKHT08] [GSC11] [KSM*10] [PMS*12]
[LC13] [LT13]

for biological purpose to understand complex regulatory mechanisms in cell. Larsen et
al. [LMNO7] propose an online model-based testing tool for real-time systems, UPPAAL
TRON. The tool is based on UPPAAL engine [LPY97] and models real-time systems as
timed automata, whereas our online model checking of MCPS focuses on more general

hybrid systems.

2.3 Existing Work on Process Control with Network Uncer-
tainties

Communication infrastructure has been becoming ubiquitous, and there have been more
and more devices emerging with networking capabilities. From spatial point of view, the
communication network has greatly broadened our interaction with people and the phys-
ical world. However, the network itself has intrinsic uncertainties. For example, wireless
communications are not stable; network congestion is common in the Internet; messages in
the network can be tampered by attackers. Faced with these problems, design of advanced
mechanisms that can tolerate the problems is important, especially in the safety-critical
environments.

In this section, we will review the existing work related to handling network uncertainties

in physical process control. Here, network uncertainties include various problems, e.g.,
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jitter, transmission delay and message loss, which a communication network can exhibit
during message transmission. Since our work on handling network uncertainty focuses on
MCPS (see Problem 2 in Section 1.3), in this section we will pay special attention to the
existing work in the following two areas, i.e., Networked Control Systems (NCS) and Cyber-
Physical Systems (CPS), because of the closeness to MCPS. The existing work discussed in

the following has been classified and shown in Tab. 2.2.

2.3.1 Literature in Networked Control Systems

Controller
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Fig. 2.4: Network Controlled Systems.

NCS are control systems where sensors, actuators and controllers are spatially distribut-
ed and communicate through a shared bandwidth-limited network (see Fig. 2.4) [HT07]. In
a NCS, control loops are closed through a network which is also shared by other nodes
outside the control system [GC10]. Message delay and loss are the most common problems
when devices communicate over a shared bandwidth-limited network. They can result in
system instability or performance degradation. So far, most of existing literature on NCS
have been focused on the impacts of message delay and loss on the control system, or en-

deavored to countermeasure the adverse impacts by sophisticated controller design [Yan06].
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As shown in Tab. 2.2, we have categorized the existing work based on their assumptions
about the network conditions, i.e., some only consider message delay, while others consider

both message delay and loss.

First of all, many authors assume that the varying message delay is bounded (e.g., less
than a sampling period) [BPZ00] [MAO04], or driven by a stochastic process (e.g., Markov
chain) [ZSCHO05] [LY05] [L*07], and then study how to compensate for the delay in the
controller design. In addition to message delay, some studies also take message loss into ac-
count, such as [YHLO5] [XT06] [AS03] [ZY07], to investigate the system’s stability. Similarly
to message delay, packet loss can also be characterized by different models, e.g., stochastic
model or deterministic model. A more comprehensive survey of the state-of-the-art on NCS

can be found in [HT07] and [GC10].

From the above literature review on NCS, it is easy to be concluded that in the NCS
community, people still investigate the same problems in the traditional control systems,
like stability. Moreover, most of the existing results have been obtained based on lin-
ear NCS, whereas non-linear NCS and physical plant with uncertainty have received little
attention [Yan06]. However, in the problem that our dissertation is going to solve (i.e.,
Problem 2), it is likely that there is no accurate or linear model for the patient. What’s
more, in MCPS we are concerned about safety, which is not equivalent to stability. Stability
often concerns about the boundedness of the system’s output when given arbitrary inputs,
whereas safety in MCPS has clinical implications, and commonly refers to the avoidance of

any harms to the patient.
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2.3.2 Literature in Cyber-Physical Systems

Even though Cyber-Physical System (CPS) shares many similarities with NCS, like con-
trol over the network, it differs from NCS in that the system components, including physical
process, controller, actuators, and sensors, are more consolidated. In addition, there exist
more complicated interactions between CPS devices, e.g., there are uplink communications
from actuators to the controller, whereas in NCS actuators are commonly passive and only
accept control inputs from the controller. This phenomenon also implies another difference,
that is, in CPS we have to take system’s user into account; the system user can operate the

CPS devices and change device states from time to time.

In this subsection, we will review the existing approaches in CPS that can handle mes-
sage delay, as well as those that can handle both message delay and loss. Actually, research
on CPS is still in its infancy, and there exist limited work on this topic. Regarding the

classification of the existing work, we refer the readers to Tab. 2.2.

In [KKH™08], the authors propose a passive control architecture which accounts for time-
varying message delays in the network. An advantage of the architecture is that it decouples
the controller design from the network uncertainties, thus enabling model-driven develop-
ment. Dip Goswami et al. [GSC11] propose an approach, called control/communication
architecture co-design, that jointly designs the controller and the communication schedule
so that the closed loop system is stable. In other words, this approach manipulates the

message delays in the network along with the controller to achieve system stability.

In contrast with [KKH"08] and [GSC11] which only deal with message delay, the follow-

ing work further considers message loss. In [LT13], the authors investigate a type of CPS
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that can control civil structures (physical plants) according to the feedback of structure
status monitored by a wireless sensor network. They first build a simulation environment
which can model civil structure dynamics, sensing, and realistic wireless communication
with message delay and loss. Then, a cyber-physical co-design approach, which integrates
control algorithms and the scheduling strategies for data collection and communication, is

proposed to improve structural control performance.

Now let us move to the medical domain. The existing work most relevant to ours are
[AT10], [PMS™12], and [KSM'10]. In [A*10] and its subsequent improvement [PMS*12],
the authors design a mechanism to tolerate message loss in PCA-MCPS. However, the
limitation of their approach is that it only deals with a specific medical case (i.e., PCA), and
does not consider the interlock requirements. In this sense, this approach is not applicable
to general MCPS cases. In [KSM'10], the authors propose a framework named NASS for
medical device coordination, which can tolerate network failures. Its drawback, however,
is that it relies on periodic supervisor-medical device interaction. In other words, the
NASS framework is time-driven rather than event-driven, thus resulting in frequent message

exchange and long response delay to surgeon’s operation request.

2.4 Existing Work on Handling Context Uncertainty

As background knowledge, we start this section with explanations of the existence of
context uncertainty, followed by a study of existing work. Specifically, we will review the
literature on how to handle context uncertainty, including uncertain context modeling and

inference, as well as resolution of uncertainty.
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Pervasive Computing has been regarded as a computing paradigm for the 21st centu-
ry [SM03]. Context-awareness is one of the enabling technologies for achieving the vision of
Pervasive Computing. Increasing the awareness of the implicit contexts information about
the user and physical world helps to build smart environments which can proactively pro-
vide services for the user. However, one challenge in context-awareness is that the contexts
obtained by the system are uncertain. In fact, such phenomenon has been well acknowl-
edged by the pervasive computing community. The main reasons for context uncertainty
are two-fold. First, in real world, physical sensors for capturing contexts are subject to
noise and failure. Besides, people are faced with limited choices of sensors for monitoring
the physical world [DMO05]. As a result, the inaccurate and limited data may not be able
to reflect the real world situations. Second, context processing and reasoning techniques
are not perfect. For example, a biometric based algorithm (e.g., recognize user identity
by fingerprint) to determine people’s identity is likely to generate false positive and false

negative results.

As such, context uncertainty is an inevitable problem that context-aware applications
have to face. To handle context uncertainty, existing research mainly endeavors to answer
two questions: i) how to provide a unified model for uncertainty to ease context reasoning
and application development? ii) how to resolve or mitigate uncertainty to increase the
quality of contexts? The following two subsections will discuss the existing work on these

two questions, respectively.

40



Chapter 2 Background and Literature Review

2.4.1 Uncertain Context Modeling and Inference

In real world, context uncertainty can stem from different factors, e.g., lack of precision
about the sensor measurements or lack of timeliness. Intuitively, people thus have proposed
corresponding quality metrics to describe those factors, and then organized them in a uni-
fied way to represent the overall uncertainty. In [BKS03], the authors describe five quality
metrics that are most important ones from the authors’ viewpoint; they are precision, prob-
ability of correctness, trust-worthiness, resolution, and up-to-dateness. However, this work
does not discuss how to model those metrics. In [GSO01], the authors consider six quality
metrics, e.g., coverage, resolution, accuracy, repeatability, frequency, and timeliness, which
are all modeled as meta-information associated with the contexts. Hui Lei et al. [LSD102]
develop a context collection and dissemination middleware, named Context Service, which
allows context information to be associated with quality metrics, like freshness, confidence,
error, etc. In addition to those general quality metrics, there have been many context-aware
systems which only consider the metrics related to certain particular types of contexts, such

as location [HBB02][RAMC™04b].

The above work has made early contributions to the research of handling context uncer-
tainty, and provided many insights about context uncertainty. However, a major drawback
of them is the lack of formality for representing the quality metrics. As a result, they can
not support advanced context reasoning and uncertainty resolution. To overcome this draw-
back, there have been a wealth of follow-up work incorporating formal techniques, such as
probabilistic logic, fuzzy logic [RAMCO04a], Bayesian networks [CCKMO01], hidden Markov

model [OHGO02] [KHC10], Dempster-Shafer theory [Wu03], ontology [BGTT06], etc.
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In [RAMCO04a], the authors first propose an approach of modeling contexts by predi-
cates. Then, based on such model, a variety of techniques for uncertain context reasoning,
e.g., probabilistic logic, fuzzy logic and Bayesian networks, can be developed. In [OHG02]
[KHC10], the authors are focused on one type of context, i.e., human activity, and use
hidden Markov model to support representation and inference of human activity. Huadong
Wu et al. [Wu03] apply Dempster-Shafer theory to handle context uncertainty during data
fusion process. As shown in the paper, Dempster-Shafer theory determines the probability
of an event by combining separate pieces of information, and thus can be easily mapped to
the data fusion process. In [BGTT06], the authors propose an ER-ontology based model
to manage various context quality metrics, e.g., delay time, context correctness probability,
and context consistency probability. The strong expressiveness and reasoning power of ER-

ontology allow the implementation of advanced algorithms to resolve context inconsistency.

2.4.2 Context Uncertainty Resolution

Even though uncertainty is an inevitable problem with contexts, there exist many ap-
proaches which can be utilized to resolve the uncertainty. As there exist many quality
metrics that can affect context uncertainty, the uncertainty resolution approaches differ in
their abilities in solving the specific uncertainty aspects. In this subsection, we will focus
on three aspects: confidence level, inconsistency and ambiguity. Related work on dealing

with those uncertainty problems are described as follows.

First, confidence level refers to the degree of our confidence about a context that takes
place in reality. In other words, it characterizes the context’s ability of reflecting the reality.

To improve confidence level, an effective approach is data fusion; it can integrate data from
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multiple sources for obtaining a better context detection result. Moreover, data fusion can
be based on single type of sensors, or multiple types of sensors. The latter one is also
called multi-modal sensing. In [THMO05], the authors design a system with camera arrays
to understand the events and human activities in the smart spaces. Amir Padovitz et al.
[PT05] propose a data fusion approach based on multi-attribute utility theory, which can
integrate data from both physical and logical sensors, to improve the detection of user’s
situations. Nirmalya Roy et al. [RMJ*11] study how to dynamically adjust the selection of
sensor modalities, i.e., choosing different sensors for fusion, to reduce energy consumption

while satisfying the desired quality level for the context to be detected.

The second aspect of context uncertainty studied by many researchers is inconsistency.
Context inconsistency occurs when different entities for detecting the same type of context
obtain conflicting results. Chang Xu and S.C. Cheung [XCO05] develop a context inconsisten-
cy detection and resolution approach using software engineering methodology. Inconsistent
contexts are automatically captured based on formal semantic matching among the con-
texts. Another work on context inconsistency resolution is [BGT'06] where inconsistency
can be easily detected by assertions of the ER-ontology. Then, the conflicted contexts with
lower occurrence frequencies will be discarded to restore the consistent state. In contrast
with the previous work relying on a central entity for context inconsistency detection, in
[ZCHG13] the authors describe a decentralized approach.

Context ambiguity is a little similar to context inconsistency; to be precise, it means
that one context has more than one interpretations. Resolving ambiguity is to determine an
appropriate interpretation for the context from the multiple choices. In reality, automatic

ambiguity resolution is very difficult due to the limited information we can acquire. So in
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[DMO05], the authors design a mediation process involving user’s knowledge and judgement

to help the system address ambiguity.
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Chapter 3

Coordination of MCPS towards
Online Hybrid Systems Model
Checking

In this chapter, we will investigate the coordination problem with the purpose of enabling
formal verification (e.g., model checking) for MCPS. We will propose a new approach to
tackling the uncertainties regarding the patient’s dynamics, and eventually develop an online
method to carry out model checking. The online model checking procedure then runs
as a real-time task to predict faults and prevent the resulting harms. Section 3.1 gives
an overview about this work. In Section 3.2, we introduce some preliminary knowledge
about model checking hybrid systems that MCPS belong to. Section 3.3 presents the
drawbacks of existing offline hybrid systems model checking approach, as well as our online
modeling approach by using a case study on Airway-laser Surgery. In Section 3.4, we will
propose several system co-design patterns for enabling decidable and real-time online model
checking. Our co-design approach is evaluated in Section 3.5. Afterwards, Section 3.6 points
out several aspects deserving further discussion. We leave some theoretical analysis and

results to Section 3.7 for easy reading, and finally we conclude this chapter in Section 3.8.
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3.1 Overview

Medical Cyber-Physical System (MCPS) are complex systems having characteristics
from both cyber and physical worlds. On the one hand, it involves cyber-world discrete
computer logic of various embedded medical devices. On the other hand, it involves physical-

world patient-in-the-loop, which is a continuous complex biochemical system.

The top concern of any MCPS is safety. In the cyber-world, for a safety-critical system,
people often carry out model checking [BKO8| before the system is put online. In such case,
model checking builds an offline model of the system, and checks the system’s possible
behaviors in the time-unbounded future (i.e., infinite-horizon). Only after passing model

checking may the system be allowed to run.

This practice is a great success. For CPS verification, the state-of-the-art model check-
ing tools are the hybrid systems model checking tools [Tab09][AKO03], which integrate the
discrete automata models with the continuous differential equation (and other control theo-
ry) models. Today, hybrid systems model checking can already analyze many computerized

control systems, i.e., control CPS.

The success of hybrid model checking in control CPS inspires the interest to apply it
in MCPS. However, this faces a major challenge: in most MCPS applications, there are
no good offline models to describe the complex biochemical system of the patient [LS10].
Even if some vital signs can be modeled offline, the models may not (with some exceptions
[KSM'10]) fit into existing hybrid systems model checking tools, e.g., HyTech [HHWT97]
and PHAVer [Fre05], which mainly use linear differential equations to describe the physical

world entities.
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To deal with the above challenges, we propose to alter the traditional practice of offiine
model checking of hybrid system’s behavior in the infinite-horizon. Instead, we carry out
periodical online model checking. In every period, we only model check the hybrid system’s
behavior in the next (few) period(s); i.e., we only model check the hybrid system’s behavior
in time-bounded future (i.e., finite-horizon). Based on this idea, MCPS devices then need

to coordinate their activities appropriately to facilitate the online model checking.

The merits of the proposed approach are as follows. First, though many human body
parameters are hard to model offline, their online behaviors in finite-horizon are quite
predictable. For example, after injecting 1ml of morphine, it is hard to accurately predict
the blood oxygen level curve in the next 40 minutes, as it depends on too many factors,
even including the patient’s emotion [Gra05][MBS07]. However, it is easy to predict the
blood oxygen level curve in the next 4 seconds: it cannot plunge from 100% to 10%, nor
show a saw-toothed wave form; instead, it has to be smooth, which can be effectively
described with existing tools, such as linear regression. Also, within short finite-horizon,
we can approximate many variables as constants, and /or approximate nonlinear behaviors

as linear behaviors. This would further simplify our model and computation.

The proposed approach can be formalized as follows. Given an MCPS S, we peri-
odically sample the observable state parameters every T seconds. At time instance kT
(k=0,1,2,...), MCPS devices coordinate to build a hybrid system model (i.e., the “online
model”) of S with the observed numerical values of state parameters, and verify its safety
in the time interval [kT, (k + 1)T]. We hence call T' the finite-horizon of our online model
checking. If the online model is proven safe, the system can run for another 7' seconds.

Otherwise, the system immediately switches to an application dependant fall-back plan.
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Each MCPS device thus follows the fall-back plan to operate in order to circumvent the

potential risks.

Such model checking must finish within bounded and short time, i.e. real-time, to allow
decision making (on whether to run the system for another T' seconds or switch to fall-
back plan) before any fault happens. To support real-time, the MCPS design must follow
certain patterns, which brings up the issue of hybrid systems model checking and CPS co-
design. We propose several special design patterns for MCPS so that online model checking
of the MCPS is decidable. In other words, the task of online model checking procedure
can terminate within a time bound. Therefore, such online model checking procedure can
become a hard real-time task. However, our theoretical analysis has shown that such online
model checking problem is NP-Hard. It implies that the time bound of online model checking
execution may be too large to be practical. In this case, we can specify a reasonable deadline
for the online model checking procedure, and make it a soft real-time task. Finally, we have
developed algorithms for both the hard and soft real-time system designs, and evaluated

the feasibility of our approach in a real-world medical case, i.e., Airway-laser MCPS.

3.2 Preliminaries

Hybrid systems model checking is first proposed by Alur, Henzinger, et al. [AT92]
[AHH96] [HHWT97] and has since evolved into a family of state-of-the-art tools in CPS.
The main idea is to combine the discrete automata models of computer logic with continuous
differential equation models of control systems, which leads to the modeling tool of hybrid

automata.
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3.2.1 Syntax

Following [AHH96)’s conventions on symbols, a hybrid automaton A is syntactically a

tuple of A = (&,2°,V,2°,inv,dif, E, act, L, syn), where

Z is a vector of n data variables ¥ = (x1,22,...,x,). T is regarded as a function
of time, and we use @ to denote the first order derivative of Z. We also use & =
(2}, 2%, ..., 2)) to denote the new values of Z after an event (see the definitions for £
and act). A specific evaluation of Z, denoted as § = (s1,82,...,8,) € R" is called a
data state of A. In addition, Boolean values of true and false can be denoted with
real number 1 and 0 respectively; hence a data variable can also serve as a Boolean

variable.

7% is the initial data state.

V' is a set of locations, a.k.a., control locations, where different control laws apply.
Each location corresponds to a vertex in the graphical representation of hybrid au-
tomaton A. A state of hybrid automaton A is denoted as (v, §), where v € V and

s € R" is a data state.

0

v is the initial location.

tnv  is the location invariants, a function that assigns each location v € V' a set of
inequalities over data variables #. That is, when in location v, the value of Z must

satisfy inv(v).

dif is the continuous activities, a function that assigns to each location v € V' a set

of inequalities over & and Z. That is, when in location v, the values of # and & must
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satisfy dif(v).

e FE is the set of events, a.k.a. transitions: edges between locations. Formally, E C
V x V. For an event e = (v,v') € E, v is the source location and v’ is the target

location.

e act s the discrete actions, a function assigns to each event e = (v,v') € E a set of
inequalities over & and &', where ' = (2, 2}, ..., z],) refers to the new value of Z after
event e. The event e = (v,v’) is enabled only when the value of Z in v satisfies act(e),
and the new value of #’ after the event is chosen nondeterministically such that act(e) is
satisfied. For example, suppose & = (z1), then for act(e) = (z1 < 3Az) <5Az] >5),
event e is only enabled when x; < 3; and after the event, xz; is assigned the new value
of 5. Like this example, if ¥ and Z/ do not mix in any inequalities in act(e), and 7’
has a deterministic value 8, then we can call the subset of inequalities involving only

7 to be the guard of event e, and event e updates Z to 5, denoted as ¥ := 5.

e [ s a set of synchronization labels.

e syn is the synchronization function that assigns each event e € F an [ € L.
L and syn are for composition of multiple hybrid automata. Suppose we have
two hybrid automata A; = (:El,f(l),Vl,fu(l),’mvl,difl,El,actl,Ll,synl) and Ay =
(fg,fg,VQ,vg,invg,difg,Eg,actg,Lg,syng), if e € FEy, e € FEy and syni(e1) =

syna(e2), then event e; and ey must always take place together.

Furthermore, when inv, dif, and act only involve linear inequalities, and dif does not

involve #, hybrid automaton A is called linear hybrid automaton (LHA) [A192]. Reference
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[AHH96] also describes how to combine several hybrid automata into one hybrid automaton.
Particularly, the location set of the combined hybrid automaton Viy,p = Vi X Vo X ... XV,
where V; (i =1,...,n) is the location set of the ith component hybrid automaton; and “x”
is Cartesian product. For v € Vomp, we use v|; to denote the projection of v on V;.

3.2.2 Semantics

This paper adopts the semantic concepts and the corresponding symbol definitions of
[AHH96]. Due to page limit, interested readers shall refer to [AHH96] for these definitions.
Of particular importance are the concepts of state predicate, trajectory, number of hops (of
a trajectory), non-blocking, non-zeno.

We, however, want to emphasize that to simplify narration, in the following, unless
explicitly denoted, “model checking” refers to “model checking of finite-horizon reachability
semantics”, i.e., whether a state o of hybrid automaton A satisfies ©13U_,. 2, where 1
and 9 are state predicates of A, and T is the finite-horizon. Also, unless explicitly denoted,

we only discuss non-blocking hybrid automata.

3.3 Hybrid Systems Modeling

In this section, we shall use Airway-laser Surgery, a representative MCPS application
[KSM*10][AST09], as the context to discuss the proper hybrid systems modeling approach
for MCPS. We shall see through this case study why offline model checking must be replaced
by online model checking.

Airway-laser MCPS interlocks various medical devices to increase safety. It has the

following entities (see Fig. 3.1):

e Patient: the patient that receives the surgery;
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e (O, Sensor: the patient’s trachea oxygen level sensor;

e SpOy Sensor: the patient’s blood oxygen level sensor;

e Ventilator: the medical device that administrates the patient’s respirations;

e Surgeon: the doctor that conducts the surgery;

e Laser Scalpel: the medical device for the surgeon to cut the patient’s trachea;

e Supervisor: the central computer that connects all medical devices and makes deci-

sions to guarantee safety.

———— Supervisor «——__

e e ' \‘ Surgeon

Oz sensor SpOz sensor Ventilator Laser Scalpel <«—

\ — *\ ' /'

o

= Patient «————

Fig. 3.1: Layout of Airway-laser MCPS

The application context is described briefly as follows (detailed description can be found
in Section 2.1.3). In the surgery, due to general anesthesia, the patient is paralyzed, hence
has to depend on the ventilator to breathe. The ventilator has three modes: pumping
out (the patient inhales oxygen), pumping in (the patient exhales), and hold (the patient
exhales naturally due to chest weight). However, when the laser scalpel is to cut the patient’s
trachea, the oxygen level inside the trachea must be lower than a threshold. Otherwise,
the laser may trigger fire. Therefore, before the laser scalpel is allowed to emit laser, the
ventilator must have stopped pumping out (oxygen) for a while. On the other hand, the

ventilator can neither stop pumping out for too long, or the patient will suffocate due to
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too low blood oxygen level. In summary, the Airway-laser MCPS must avoid the following

safety hazards:

e Safety Hazard 1: when the laser scalpel emits laser, the patient’s trachea oxygen

level exceeds a threshold ©¢,;

e Safety Hazard 2: the patient’s blood oxygen level reaches below a threshold ©g,0,.

Note that the setting of constant thresholds ©¢, and ©g,0, are medical experts’ respon-
sibility and are beyond the coverage of this paper. The formal expressions of safety hazards
will become clear by the end of Section 3.3.2, when the corresponding hybrid automata are

defined.

3.3.1 Traditional Approach: Offline Modeling

Because the Airway-laser MCPS involves both discrete medical device logic and physical
world patient, it is a hybrid system. Therefore we try to model Airway-laser MCPS with
hybrid automata.

The traditional approach of model checking, including hybrid systems model checking,
is carried out offline. That is, the model is built and its infinite-horizon behavior is verified
before the system runs. We choose to start with this approach. As a common practice, our
offline modeling of Airway-laser MCPS assumes a global time ¢: ¢ is initialized to 0 second,
and £ = 1.

Intuitively, we intend to start with modeling the patient, the core entity of the Airway-
laser MCPS. However, the patient’s behavior is directly administrated by the ventilator,

which has to be understood first.
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eventVent ToHold [Laser Approve = true] :

UmpOUt (patient inhale)j eventVentPumpln[, wnt:(]}\'

Hyoni(t) = —0.1(m/s); > 1}n1pIn (patient exhale):
0 < Hyune(1) < 0.3(m); eventVent PumpOut[Hyeny = 0.3 | Hyent(t) = +0.1(m/s);

s

ALaser Approve = false] : < H 1 < 0. )
Laser Approve = false. € 0 < Hyent(t) < 0.3(m)
eventVentResume eventVentHold
[Laser Approve = false] : ‘I’ [Hyent = 0.3

Told ALaser Approve = true] :
Hlmnt(t) = O(m/s);
Hvﬁ,nt(t) = 03(111).

Laser Approve = true

Legend: I:I Location
> (w/ source location) Event; [1 Eventguard (event triggering condition)
(w/o source location) Initial
location indicator ‘= Variable value update

Fig. 3.2: Offline hybrid automaton of Ventilator

The ventilator is basically a compressible air reservoir [DDO07]: a cylinder of height
Hyent(t) (0 < Hyene(t) < 0.3(m)). The movement of the ventilator cylinder (indicat-
ed by Hvent(t)) pumps out/in oxygen/air to/from patient, thus helping the patient to
inhale/exhale. The ventilator behavior is defined by the hybrid automaton in Fig. 3.2.
The automaton has three locations: PumpOut, Pumpln, and Hold. When the supervisor
(will be discussed later in Fig. 3.8) allows the ventilator to work (i.e., when data vari-
able LaserApprove is set to false), the ventilator switches between pumping out (where
Hyent = —0.1m/s) and pumping in (where Hy,e,; = +0.1m/s). This causes the patient to
inhale oxygen and exhale respectively. When the supervisor pauses the ventilator (i.e., when
Laser Approve is set to true), the ventilator cylinder will try to restore to its maximum
height (0.3m) and holds there until the ventilator is allowed again (Laser Approve set to

false).

With the ventilator hybrid automaton at hand, we can now start modeling the patient.
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event Vent ToHold

eventVentPumnpln

Inhale (ventilator pumps out) >[Exhale (ventilator pumps in):

02(” =b-— ainhalcOQ (t)a Oz(t) = _anrhalé’OZ(t);
. eventVentPumpOut L
SpOs(t) = 7. A D SpO,(t) = 1.

event VentHold

Hold (ventilator holds)
Oa(t) = —anoaOa(1);
SpOs(t) = 7.

Fig. 3.3: Offline hybrid automaton of Patient. Though good offline models for O, exists
[KSM*10], the offline model for SpOs is still an open problem. Also note that in location
Hold (which corresponds to ventilator Hold), the patient still exhale due to chest weight.

The patient hybrid automaton (see Fig. 3.3) is tightly coupled with the ventilator hybrid
automaton (see Fig. 3.2). Tt also has three locations: Inhale, Exhale, and Hold, which re-
spectively correspond to the ventilator hybrid automaton’s locations of PumpOut, Pumpln,
and Hold. The events between the three locations are also triggered by corresponding events

from the ventilator hybrid automaton.

Inside of each location are the offline continuous time models for trachea oxygen level
O4(t) and blood oxygen level SpOs(t). Unfortunately, though there are good offline models
for Oo(t) [KSM*10], the offline model for SpOy(t) is still an open problem [Gra05][MBS07].
This is because blood oxygen level are strongly affected by complex human body biochemical

reactions, even emotions.

Therefore, we fail to model SpOs(t) offline, and hence fail to model the patient offline.
What is worse, as the patient model is an indispensable component of the holistic offline

model, the offline model checking of Airway-laser MCPS fails.
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3.3.2 Proposed Approach: Online Modeling

The failure of offline approach forces us to consider the proposed online approach (see
Section 3.1) instead. Specifically, the supervisor asks for samples of the patient’s tra-
chea/blood oxygen level every T seconds. Suppose at tg = kT (k € Z>(), the supervisor
gets the most up-to-date trachea/blood oxygen level sensor reading (/)\Q(t()) and S/pO\z(to).
Then, it can build the hybrid systems model for interval [to,to + T, where T is therefore
the finite-horizon. This model is built as follows.

First, same as the offline model checking, we use global variable t to represent the global
clock, except that now t is initialized to ¢y and stops at (to + T') as we only care about the
system’s finite-horizon safety until (¢o + 7).

The patient hybrid automaton now looks like Fig. 3.4(a). The biggest change is the
continuous time model for the blood oxygen level SpOs(t). In offline model checking,
we have to describe the infinite-horizon behavior of SpOs(t), which is an open problem.
However, in online model checking, we only have to describe SpOs(t)’s behavior in interval
[to,to + 1], where the finite-horizon T is just a few seconds. If we only look into such
short-run future, blood oxygen level curve SpOas(t) is very describable and predictable. For
example, it cannot plunge from 100% to 10% within just 4 seconds, neither can it show a
saw-toothed wave form. Instead, it must be smooth; in fact smooth enough to be safely
predicted with standard tools (such as linear regression) based on its past history.

In Fig. 3.4(a), we propose a simple way for the supervisor to predict/describe SpOa(t)

inte [to,to +T]:

SpO,(t) = SpOy(to), Yt € [to, to + T1,
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- ' ) —
| Oafty) = Oa(ty): 1 Oq(tg) == O2(to);
| Sp0a(ty) i SpOn(t0) | 90, (to) 1= SpOn(to)
104(tg) = Sp . 2(to) = 2{to).
o Pt eventVentToHold v i i
Inhale (ventilator pumps ont) »{Exhale (ventilator pumps in)
Oz“) =b = ainnateOa2(t); eventVentPumpln O2(t) = —tezhateO2(1);
SpOa(t) = SpOa(ty). | sp0a(t) = Spos(to).

P~——____ eventVentPumpOut ___——

eventVentResume 1 O:t) = 5;(#‘:0: event VentHold
iS}?OQU{]) = m“n]-
Hold (ventilator holds){
O2(t) = —anotaO2(1);

——

SpOs(t) = SpOs(to).

(a) non-linear model
eventVent ToIlold: Os(ty) == C}; chaie:

: OE(#U_} = O2qnhate; Os(t) : (‘j* :
1 — 2 — YD ephale- & e 1
'LS[)OQ(P'.Q) = SpOa(ty). i SpOa(to) = 5P02(foll
Inhale (ventilator pumps out) eventVentPumpln:  [Exhale (ventilator pumps in);

Oaft) = 0; O3(t) == O3t Oa(t) = 0;

—— r

SpOs(t) = SpOalty).

—

SpO,(t) = SpOalty).

event VentPumpQOut:
OZ(ﬂ = ()éin-h-aﬁr

event VentHold:
Oa(t) := O2po1a,

event Vent Resume:
Oa(t) == Oy pate-

. Oy(ty) == @Jw!d?

1, -
SpOz(to) := SpOa(to)-
Hold (ventilator holds)

Os(t) = 0;

SpO,(t) = SpOs(ty).

(b) linear hybrid automaron (LHA) model (see Section 2.1 for
definition of LHA). where 02,1 hate. O2exhate. ad O, are
constants, which can be estimated from historical data.

Fig. 3.4: Online hybrid automaton of Patient.

where SpO,(t) is the derivative of SpOy(t) at time ¢; and %Z(to) is the estimation (e.g., via
linear regression) of SpOy(to) based on SpOy(t)’s history recorded during (ty — Tpast, to)-
Tpast is a configuration constant picked empirically offline. In our case study, we pick
Tpast = 6 seconds.

Also, depending on the patient’s state at time ¢y, the initial location can be Inhale,

Exhale, or Hold. Whichever location it is, the initial value of trachea/blood oxygen value
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should be 6\2(t0) and S/p\OQ(to) respectively.

The patient model of Fig. 3.4(a) can be further simplified. Human subject respiration
traces (see Fig. 3.5) show that the values of a;npaie, Gezhate, and apoq in Fig. 3.4(a) are large:
so large that Os(t) almost behaves as rectangular waves when the patient hybrid automaton
changes locations. Therefore, we can simplify Fig. 3.4(a) into Fig. 3.4(b), where Os(t)
remains constant within every location, and its value is only updated on the corresponding
transitions. This simplification turns the patient hybrid automaton (in fact the whole
system) into an linear hybrid automaton (LHA) (see Section 3.2 for definition of LHA),

which is much easier to verify [Fre05].

-

0 2 4 6
Time (second)

Fig. 3.5: A typical example excerpt of trachea C'Os level trace (measured on human subjects
with Nonin 9843 [Non]); note Oz(t) = C1 —Cy - COx(t), where C; and Cs are two constants,
whose derivation can be found in classic physics textbooks [M103].

We now check other Airway-laser MCPS entities. First, since the online model only
looks into the finite-horizon of [tg, to + 71|, where T is also the sensor sampling period, there
are no interactions with sensors throughout the interval of (¢g,to+ T'). Therefore, in online

model checking, the hybrid automata of O sensor and SpOs sensor are unnecessary.

Next, the ventilator hybrid automaton in online model (see Fig. 3.6) is almost the same
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eventVentToHold[Laser Approve = true] :

1
[PumpOut (patient inhale) vent VentPumpln[Hyepny = Ol: 2

. >[Pumpln (patient exhale):

Hoent (8) = =0-L(m/s); VentPumpOut|H 0.3 | 1ot 0.1
wvent Vent t[Hypons = 0. vemt(t) = +0. s):
0 < Hyeme(t) < 0.3(m); event VentPumpQOu t ent(t) = +0.1(m/s);

ALaser Approve = false] : < H < 0. )
Laser Approve = false. [€ 0 < Hyens(t) < 0.3(m)
event VentResume event Vent Hold
[Laser Approve = false] : 1 [Hyent = 0.3
Holwd ALaser Approve = true] :

chnt (t) = O(m/S);
Hyent (t) = 03(]111).
Laser Approve = true)

Fig. 3.6: Online hybrid automaton of Ventilator.

as its offline counterpart (see Fig. 3.2) A main difference is that the online model’s initial

location can be any location depending on the ventilator’s state at tg.

eventLaserCanceled Tasorldlo: eventSurgeonRequest
I [Laser Approve = false| : figie = 1: [tidie > T,’,’}fﬂ .
¥ Lidte = 0. |/') LaserReq = false; LaserReq := true.
LaserCanceling: Laser Approve = false)
Laser Req = false; eventSurgeonCancel :
Laser Approve = true| Laser Req := false; t;q. := 0. i
eventSurgeonStop : LaserRequesting;

eventSupervisorStop L — .
., aserReq = true
LaserReq := false. [Laser Approve = false] : ’

[Laser Approve = false.

Laser Req := false; Liaie = 0. eventLaserToFire

[Laser Approve = true] :

troemit = 0.

LaserEmitting: eventLaserFire LaserToEmit:
Laser Req = true; [troemit = Tg‘:,flit] : 7€Loem'it =1
Laser Approve = true 0 < tioemit < Tipem it

Fig. 3.7: Online hybrid automaton of Laser Scalpel. This is the only automaton that sets
the value of state variable Laser Req.

The last entity that directly interacts with the patient is the laser scalpel. We can
actually model the laser scalpel and the surgeon with one hybrid automaton: the laser

scalpel hybrid automaton (see Fig. 3.7).
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The automaton’s key elements are the two Boolean variables: Laser Approve and Laser Req.

Laser Approve indicates whether the supervisor (see Fig. 3.1) allows the laser scalpel to emit
laser (true for yes and false for no). Its value can only be set by the supervisor hybrid
automaton (see Fig. 3.8), which is to be explained later.

LaserReq indicates whether the laser scalpel wants to emit laser (true for yes and
false for no). Its value can only be set by the laser scalpel hybrid automaton. The value
setting is triggered by following events: i) when in LaserIdle, the surgeon can request
emitting laser through eventSurgeonRequest, which sets LaserReq to true; i) when in
LaserRequesting or LaserEmitting, the surgeon can request stopping laser emission through
eventSurgeonCancel and eventSurgeonStop respectively, which both set Laser Req to false;
i11) when in LaserEmitting, the supervisor can stop the laser emission at any time by setting
Laser Approve to false, which triggers eventSupervisorStop and sets Laser Req to false.

The four possible combinations of Laser Approve and Laser Req’s values define the major
locations in the laser scalpel hybrid automaton: LaserIdle, LaserRequesting, LaserEmitting,
and LaserCanceling. Particularly, laser scalpel emits laser in and only in LaserEmitting.
There is an additional location, LaserToEmit, which models the additional delay T;75% .,
between LaserRequesting and LaserEmitting. This delay is to further ensure oxygen level
in trachea falls below threshold before the actual laser emission.

The laser scalpel hybrid automaton’s initial location can be anywhere depending on the
laser scalpel’s state at typ. One thing to note is that all variables should be initialized to
their actual value at tg. For example, if initial location is Laserldle, and Laser Scalpel has

been idling for 10 seconds by tg, then t;4, shall be initialized to 10 seconds instead of 0.

Finally, all medical device entities are interlocked by the supervisor, the central decision
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eventAbnormalDisapprove -
[(O2(t) > ©p, V SpOa(t) < 65[)02) La'tserDisapproved:
/\ta.pp'r‘m/ﬁ 2 T(/:)‘;J’;:)?ioq;g] : td?‘,ﬁﬂp["‘()?)ﬁ = 0, tdisapp]‘ove = 1«
Laser Approve ;= false. Laser Approve = false,
eventSupervisorApprove
eventNormalDisapprove [Laser Req = true
[tapprove = Topmrove Atdisapprove = TE0 e
NLaser Req = false] : AO»(t) < ©0,
Laser Approve := false; ASPOs(t) > Ogp0,] :
1 tdisapprove = 0. Laser Approve := true;
Laser Approved: tapprove == 0.

tapp'r'm;e = 1)
02(1‘) < (")OQQSpOQ(t) > 95p02;
Laser Req = true; Laser Approve = true|

Fig. 3.8: Online hybrid automaton of Supervisor. This is the only automaton that sets the
value of data variable Laser Approve. Note tqpprove can be totally removed from the model
in soft real-time online model checking.

making computer (see Fig. 3.1). The supervisor maneuvers data variable Laser Approve.
Setting LaserApprove to true/false determines the off/on of the ventilator and the per-

mission/denial of emitting laser respectively.

The value setting decisions are made dependent on the most up-to-date information
on the patient’s trachea oxygen level Oy(f) and blood oxygen level SpOs(t). Based on
the models given in the patient hybrid automaton (see Fig. 3.4), we can predict Os(t)
and SpOs(t) for any t € [to,to + T]. Therefore, we can construct the supervisor hybrid
automaton as Fig. 3.8, which directly uses Os(t) and SpOs(t) predicted by the patient

hybrid automaton for decision making.

The supervisor hybrid automaton has two locations: LaserDisapproved and LaserAp-
proved. When in LaserDisapproved, the supervisor needs eventSupervisorApprove to move

to LaserApproved. This event is triggered when the following prerequisites all hold:
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e Prerequisite 1: the laser scalpel is requesting emitting laser (i.e., Laser Req = true);

e Prerequisite 2: O(t) is less than threshold Oo,;

e Prerequisite 3: SpO;(t) is greater than threshold ©g,0,.

e Prerequisite 4: t4;sqpprove > 1, C}?sigppr ove- Lhis is a minimal dwelling time requirement
to guarantee the automaton’s non-zeno property. The purpose will become clear in
a latter example (Example 1 of Section 3.7.2). This requirement also models the

time cost in switching between LaserDisapproved and LaserApproved modes in the

supervisor.

Through eventSupervisorApprove, the supervisor approves the emission of laser by set-
ting Laser Approve to true. This event also resets a clock t4pprove, and moves the location
to LaserApproved.

Like tgisapproves clock tapprove is for guaranteeing a minimal dwelling time of 7, ;Z;%ve in
LaserApproved. After that, if Prerequisite 1 no longer holds (i.e., when Laser Req becomes
false), the eventNormalDisapprove is triggered. This event moves the supervisor back to
location LaserDisapproved and resets Laser Approve to false, and tgisapprove to 0.

In contrast to eventNormalDisapprove, event AbnormalDisapprove is triggered when the
supervisor is in Laser Approved while Prerequisite 2 or 3 stops to hold. This event also moves
the supervisor back to location LaserDisapproved and resets Laser Approve/tgisapprove t0
false/0 respectively.

Finally, same as the other online hybrid automata, the initial location for the online

supervisor automaton can be either LaserDisapproved or LaserApproved, depending on the
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state of the supervisor at time ty; and the variables should be initialized to the actual values
at tp.
With the above hybrid automata model of the Airway-laser MCPS, we can formally

express Safety Hazard 1 and 2 (see the beginning of Section 3.3) as follows.

e Safety Hazard 1: For any given initial state 09, o9 |= true3dU_,. |,y JAolis=LaserEmitting

(v, 02(t) > ©0,);

e Safety Hazard 2: For any given initial state o9, o9 = trueald_, U,cy. (v, SpO2(t) <

O5p0,);

where V.omp is the location set of the combined automaton of the Ventilator, Patient, Laser
Scalpel, and Supervisor; v|;s is v’s projection on the Laser Scalpel automaton location set.

3

When model checking any one of the above safety hazards, a “yes” answer means the

system is unsafe; while a “no” answer means this system is safe.

3.4 System Co-design Pattern

The evolution from offline model checking to online model checking must also be matched

with system design changes.
3.4.1 Hard Real-time System Design

First, the overall system architecture shall integrate online model checking as a runtime
fault prediction and prevention mechanism.
A straightforward thought is to coordinate the MCPS devices to run online model check-

ing periodically. So far, we have assumed the period to be the same as the online model
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checking’s finite-horizon T'. That is, at the beginning of each period T', online model check-
ing predicts whether unsafe states are reachable within the coming 7" seconds. If so, the
MCPS devices collaboratively switch the system to a fall-back plan for the current period.
The fall-back plan is application dependent. For Airway-laser MCPS, a simple fall-back
plan is that the supervisor locks Laser Approve at false, hence forbidding laser emission

and keeping the ventilator active.

The above overall architecture works if online model checking costs 0 time. In practice,
this is an over simplification. However, if the online model checking has a worst case
execution time bound D < T (where T is the online model checking’s finite-horizon), then
we can run the online model checking as a hard real-time task and use pipelining to carry
out fault prediction and prevention. This is formally described by the algorithm in Fig. 3.9,
which, without loss of generality, runs a pipeline with T'= 2D; and D replaces T to be the

new sampling period.

//This code assumes online model checking (see line 4, 5) can always
/Mfinish within hard real-time deadline D = viy

1. main(){ ?

2. wait till current time t satisfies (f mod % = 0);

3. tg:=1t;

4. read sensors and build online model A;

5. if (A may reach unsafe states in [to, o + 1]){

6. /*non-blocking call:*/ switch the hybrid system to fall-back plan;
7. Jelse

/*non-blocking call:*/ allow the hybrid system to run normally;
8. goto line 2;

9.}

Fig. 3.9: Overall system architecture for hard real-time online model checking, with worst
case execution time bound of D (for line 4, 5). Without loss of generality, the code runs
a pipeline with T' = 2D (see line 2, 5). To “run normally” means that the hybrid system
runs according to online model A’s (see line 4) descriptions.
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To run the hard real-time algorithm of Fig. 3.9, the online model checking problem must
be decidable. That is, a time cost upper bound must exist. In the following, we show a large
family of hybrid automata systems, strongly non-zeno LHA systems (SNZ-LHA-Systems)
[RRI6] to be exact, satisfy the decidability requirement.

Definition 1 (SNZ-LHA-System). Let S be a set of linear hybrid automata (LHA). For

each LHA A € S, let Ty = {7|7 is a trajectory (see [AHHI6] for the definition of “trajecto-

ry”) of A and T passes a transition of A twice}. If 3e > 0, such that VA € S,infy c7,{6;} >
def

e (where 6; is T’s duration; inf @ = o00), then S is called a strongly non-zeno LHA system

(SNZ-LHA-System,).
For an SNZ-LHA-System, we have the following:

Theorem 1 (Decidability). Finite-horizon reachability model checking of an SNZ-LHA-

System is decidable.

Detailed proof for Theorem 1 can be found in Section 3.7.1. What is more, the proof
also shows a time cost upper bound for finite-horizon reachability model checking of an
SNZ-LHA-system exists. In fact, interested readers can refer to Section 3.7.1 for a loose
time cost upper bound, though a tight time cost upper bound is still an open problem.

Therefore, if we ensure an online hybrid systems model to be an SNZ-LHA-System,
real-time worst case execution time (i.e., deadline) exists. Given a set S of LHAs, we claim
in the following that S is ensured to be an SNZ-LHA-System if it complies with certain

design patterns stated in Theorem 2.

Theorem 2 (Decidable Design Pattern). If every cycle of transitions in S complies with

one of the following design patterns: e-Minimal Dwelling Time, e-Alternating Cyber-Value,
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or e-Alternating Physical-Value, then finite-horizon reachability model checking on the LHA

set S is decidable.
To describe these patterns, however, we need the following two concepts.

Definition 2 (Cycle of Transitions). Given a hybrid automaton A = (Z,2°,V,2°,inv, dif, E, act, L, syn),
a cycle of transitions is a sequence of equgeivy . ..ex_1Vp_1€9, where e; € E, v; € V, and

ei = (V((i=1) mod k),Vi) (i=0,1,...;k—1).

Definition 3 (Minimal Dwelling Time). Given a hybrid automaton A = (Z, 2%, V,v°, inv, dif,

E,act, L, syn), a location v € V has minimal dwelling time of € iff for any trajectory T that

enters v via a transition, T must stay in v for at least € time before being able to leave v via

a transition.

With the above concepts, we can describe the following design patterns, assuming S

denotes a set of LHASs.

Definition 4 (e-Minimal Dwelling Time Pattern). Given a cycle of transitions C, if there
is at least one location v in C, s.t. v has a minimal dwelling time of €, then C complies with

e-Minimal Dwelling Time pattern.

Ezample 1: The supervisor hybrid automaton (see Fig. 3.8) has a cycle of transitions
C; = “eventSupervisorApprove LaserApproved eventNormalDisapprove LaserDisapproved
eventSupervisorApprove”. Since all transitions entering location LaserDisapproved sets

tdisapprove t0 0; while all transitions that leaves LaserDisapproved requires tgisapprove =

Té?sigppr ove- We assume Tﬂ;gppr ove 18 a positive constant, then LaserDisapproved has minimal
dwelling time of € = T(%;‘ppmve > 0. As LaserDisapproved is in Cy, C; hence complies with
e-Minimal Dwelling Time pattern. ]
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Definition 5 (e-Alternating Cyber-Value Pattern). Given a set S of LHAs, and suppose L-
HA A € S has a cycle of transitions C = egugeqvy . .. ex_1Vp_1€9. If there are two transitions

ei, e; (1,7 €4{0,1,...,k—1})inC, s.t.

1 (i <g)V(E#0) A =0));

2. to trigger e;, a state variable x; € ¥ must first perform a discrete value switch from s

to s’ (possibly by another automaton in S);

3. to trigger e;, the same x; must equal s;

4. x; does not change value within any locations (i.e., it only changes during transitions).

5. s # 8, and all transitions in S that can switch x; from s to s enter target locations

with a minimal dwelling time of €.

then C complies with e-Alternating Cyber-Value pattern.

Ezample 2: In the ventilator hybrid automaton (see Fig. 3.6), there is a cycle of transi-
tions Cy = “eventVentResume PumpOut eventVentToHold Pumpln eventVentHold Hold
eventVentResume”. Note that to trigger eventVentResume, Laser Approve must be first
switched from true to false; and to trigger eventVentHold, LaserApprove must equal
true. LaserApprove is a computer logic (i.e., cyber-) variable that does not change in any

locations. Plus, all transitions that set Laser Approve from true to false enter the LaserDis-

approved location (see Fig. 3.8), which has a minimal dwelling time of ¢ = T (;?sigppr ove» Where
gl?;gppmve is a positive constant. This implies C5 complies with e-Alternating Cyber-Value

pattern. |
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Definition 6 (e-Alternating Physical-Value Pattern). Given a cycle of transitions C, if

there are two transitions e;, ej in C, s.t.
1. to trigger e;, a state variable x; € ¥ must equal s;
2. to trigger e;, the same x; must equal s';

3. s # &', and x; represent a physical world parameter, whose value can only change

o
continuously, and there is an upper bound R > 0 on |z, s.t., 2|SRS | > €.

then C complies with e-Alternating Cyber-Value pattern.

Ezample 3: In the ventilator hybrid automaton (see Fig. 3.6), there is a cycle of transition-
s C3 = “eventVentPumpOut PumpOut eventVentPumpln Pumpln eventVentPumpOut”.
To trigger eventVentPumpOut, state variable Hyen; must equal 0.3(m); while to trigger
eventVentPumpln, Hye,y must equal 0(m). Meanwhile, as Hyent represents a physical world
parameter: the current height of ventilator cynlinder. Its value can only change continu-
ously, and the change rate is bounded by |Hyent| = 0.1(m/sec). Therefore, to change from
0.3(m) to 0(m) and back to 0.3(m), it takes at least 2|0.3(m) — 0(m)|/0.1(m/sec) = 6(sec).
Therefore C3 complies with e-Alternating Physical-Value pattern, where we can pick ¢ =
6(sec). [ |

The detailed proof for Theorem 2 can be found in Section 3.7.2. If we review the
Airway-laser MCPS online LHA model (see Fig. 3.4(b) ~ 3.8), we find its design pattern
complies with Theorem 2. Hence online finite-horizon reachability hybrid systems model
checking (simplified as “online model checking” in the following, unless explicitly denoted)
on Airway-laser MCPS is decidable. That is, theoretically, a worst case execution time

bound for hard real-time exists.

68



Chapter 3 Coordination of MCPS towards Online Hybrid Systems Model Checking

3.4.2 Soft Real-time System Design

Though online hard real-time model checking of SNZ-LHA-Systems is theoretically pos-
sible due to Theorem 1, a tight bound on worst case execution time is still an open problem.
A very loose bound is known (see Lemma 6 in Section 3.7.1), but it is often too large to be

practical. In fact, we know the following:

Theorem 3. Finite-horizon reachability model checking of an SNZ-LHA-System is NP-

Hard.

The detailed proof of Theorem 3 can be found in Section 3.7.3. This theorem implies
online hard real-time model checking of SNZ-LHA-Systems is only practical for very small
scale cases; soft real-time online model checking instead has more practical value.

In soft real-time online model checking, we directly specify a desired deadline D, without
requiring hard real-time guarantee. The selection method of D is empirical: as long as D
makes deadline misses satisfactorily rare and the online modeling satisfactorily accurate.
For example, we can use standard benchmarks to find a desirable D (see Section 3.5.2).

Even though deadline D may be missed, soft real-time online model checking can stil-
1 serve the MCPS hybrid system in at least two ways: one conservative and the other
aggressive, as described by the pseudo code in Fig. 3.10.

In the conservative way, if online model checking misses deadline D, the MCPS hy-
brid system always switches to the (application dependent) fall-back plan. Assuming the
modeling is accurate, the conservative way can prevent all accidents. However, if deadline
misses are too often, the system will frequently switch to fall-back plan, annoying the users.

In other words, the conservative way can raise a lots of false alarms, but can prevent all
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//Online model checking deadline is D = % (see line 4, 6, 7, 11, 12).
1. main(mode){
wait till current time ¢ satisfies (f mod % =0);
to = t;
read sensors and build online model A;
if (mode =*“conservative way”’){

if ((A may reach unsafe states in [to, to + 7))

or (current time t > tg + %)){
/*non-blocking call:*/ switch the hybrid system to fall-back plan;
else

J /*non-blocking call:*/ allow the hybrid system to run normally;

10. } else {#/mode =“aggressive way”

A A A

11. if ((mot (A may reach unsafe states in [to, tg + T7))
12. or (current time t > tg + %)){
13. /*non-blocking call:*/ allow the hybrid system to run normally;
14, else
/*non-blocking call:*/ switch the hybrid system to fall-back plan;
15. }
16. goto line 2;
17. }

Fig. 3.10: Revised overall system architecture that allows soft real-time online model check-
ing. Without loss of generality, the code runs a pipeline with 7" = 2D (see line 2, 6, 11),
where D = % is the real-time online model checking deadline. To “run normally” means
that the hybrid system runs according to online model A’s (see line 4) descriptions.

accidents.

Take our Airway-laser MCPS for example. Every time the online model checking misses
the D seconds deadline on safety check, the supervisor will disapprove any laser emission
request for the next D seconds (i.e., the “fall-back plan”). Instead, only when the online
model checking confirms safety within the D seconds deadline will the supervisor follow
Fig. 3.8’s descriptions in the next D seconds.

In the aggressive way, if online model checking misses deadline D, the MCPS system
does not switch to fall-back plan. The aggressive way only invokes fall-back plan when
it is certain the system is facing risks. In other words, the aim of aggressive way is not

to prevent all accidents, but to reduce accidents. In medical practice, a method that can
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significantly reduce accidents is still a useful method; in fact, most medical routines are of

such nature [BT09].

Again take our Airway-laser MCPS for example. Every time the online model check-
ing misses the D seconds deadline on safety check, the supervisor will nevertheless follow
Fig. 3.8’s descriptions in the next D seconds. The fall-back plan (that the supervisor dis-
approves any laser emission requests) only kicks in when online model checking is certain
that unsafe state is reachable within the D seconds deadline. Therefore, the online model
checking is not to eliminate all possible accidents that a human surgeon may make, but to

reduce such accidents as an additional protection.

To summarize, each deadline miss means the online model checking is uncertain about
the safety of the MCPS hybrid system in the next D seconds. In the conservative way,
the system always switches to the fall-back plan when the online model checking ends up
uncertain (of course it also switches to the fall-back plan when the online model checking is
certain of pending risks). In the aggressive way, the system only switches to fall-back plan

when the online model checking is certain of pending risks.

3.5 Evaluations

To validate our proposed approach, especially the effectiveness (usefulness) of soft real-
time online model checking for MCPS (the “conservative way” and the “aggressive way”,
see Section 3.4.2), we carry out evaluations using real-world trachea/blood oxygen level

traces.
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3.5.1 Effectiveness

We run soft real-time online model checking program P (see Fig. 3.10) upon emulated
trachea/blood oxygen level sensors for 1200 seconds. We choose soft real-time deadline to
be D = 2 seconds (see Section 3.5.2 for why). According to the soft real-time pseudo code
of Fig. 3.10, this means every D = % = 2 seconds, P queries the emulated sensors for
trachea/blood oxygen level readings, then builds and verifies an online model with finite-

horizon of T'= 2D = 4 seconds.

We have two sets of 1200-second traces for the emulated sensors. The first set of 1200-
second traces comes from PhysioNet [GT00], a comprehensive online public database (set
up by NIH, NIBIB, and NIGMS) of real-world medical traces logged by hospitals. For
simplicity, we call it “PhysioNet Traces”. The other set of 1200-second traces comes from
our own experiments on two human subjects. Human Subject 1 (HS1) mimics the combined
behavior of the supervisor, laser scalpel, and surgeon in Airway-laser MCPS. As shown by
Fig. 3.11(a), HS1 randomly swaps between holding the flag of “Laser Disapproved” and
“Laser Approved”. Human Subject 2 (HS2) mimics the combined behavior of the ventilator
and the patient in the Airway-laser MCPS. When HS1 holds the “Laser Disapproved” flag,
HS2 breathes smoothly at the rate of 6 seconds per respiration-cycle. When HS1 holds
the “Laser Approved” flag, HS2 first tries to exhale (to his very best) and then holds his
breath until HS1 raises the “Laser Disapproved” flag again (in case HS1 holds the “Laser
Approved” flag for too long, HS2 is free to abort the experiment by resuming normal breath).
Meanwhile, HS2’s trachea and blood oxygen level are recorded by Nonin 9843 [Non]. We

call the derived traces the “HKPolyU Traces”.
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Fig. 3.11: Human subjects roles and behaviors. (a) HS1; (b) HS2.

The two emulated sensors read corresponding real-world traces (PhysioNet or HKPolyU)
respectively. Based on the readings, P builds online hybrid systems models as described in
Section 3.3.2, and verifies it. The specific modeling and verification software used is PHAVer
[Fre05], a well-known hybrid systems model checking tool. Our computation platform is
a Lenovo Thinkpad X201 with Intel Core i5 and 2.9G memory; the OS is 32-bit Ubuntu

10.10.

For each trace, throughout its 1200-second emulation period, program P carries out
1200/D = 1200/2 = 600 trials of online modeling and verifications. The statistics of

execution time cost is depicted by Table 3.1.

Table 3.1: Statistics of execution time cost of online model checking (unit: second; deadline
D = 2 seconds)

% of trials Execution time of those
missed caught deadline (secs)
deadline Min Max Mean Std
PhysioNet Trace 2.2% 0.817 1.720 0.932 0.126
HKPolyU Trace 1.7% 0.818 1.940 0.965 0.146
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The statistics show that more than 97.8% of the online model checking trials finished
within the D = 2 (sec) deadline. In other words, only no more than 2.2% of the online
model checking trials missed deadline.

Assume the modeling is accurate (which is going to be validated soon), in case P runs
the “conservative way” (see Fig. 3.10), the above result means not only all accidents are
prevented, the false alarm probability is no more than 2.2%. In case P runs the “aggressive
way”, the above result means more than 97.8% of accidents can be reduced (every time
the system can reach unsafe states in the next D seconds, there is a > 97.8% chance that
online model checking finishes within deadline, hence triggering the fall-back plan). Such
reduction of accidents is significant according to the standards of medical practice [BT09].
In either case, the results provide strong evidence that (soft) real-time online model checking
is effective (i.e., feasible and useful).

To validate the assumption that the online modeling is accurate, we carry out statistics
on the prediction error of blood oxygen level curve. During the online model checking, at
every time instance tg = kD (k € {0,1,...,599}, and D = 2 seconds), we sample the blood
oxygen level and predict (see Fig. 3.4) the blood oxygen level curve in [ty, to+T] (T = 2D = 4
seconds). Let the predicted blood oxygen level at time (t9 + T') be S/’vaQ (to + T). Let the
PhysioNet/HKPolyU trace reading of blood oxygen level at time (tg+T) be Sp/\OQ(to +T).

We define the relative prediction error at time (to + 7T') to be

SpO,(to + T) — SpOy(to + T
ERRSpOQ(tO+T):| D 2(0/\) D 2(0 )|
SpOy(to +1T)

The statistics of the relative prediction errors throughout the 600 trials for each trace

are depicted by Table 3.2. The statistics show that our online model checking’s predictions
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on the finite-horizon behavior of blood oxygen level curve match the real-world traces quite

accurately (with maximum relative error of 3.92%).

Table 3.2: Statistics of blood oxygen level online modeling relative errors (%)

Min  Max Mean Std
PhysioNet Trace | 0.03  2.53 0.51 0.52
HKPolyU Trace | < 0.01 3.92 0.61 0.60

3.5.2 Selection of Online Modeling Checking Deadline

Now we show why D = 2 seconds is an empirically desirable soft real-time online model
checking deadline for the pseudo code of Fig. 3.10. We use both the 1200-second PhysioNet
Trace and the 1200-second HKPolyU Trace as benchmark, and try out different values of

D.

Table 3.3 shows the statistics on online modeling relative errors under different Ds.
The statistics show that D = 2 seconds incurs least maximum relative error compared to
other candidates. Note D = 2 seconds might not be the optimal choice, but based on the
evaluations on the 2400-second medical traces, it turns out to be an empirically effective
choice. A lot of parameters used in medicine are derived from such empirical studies.

Table 3.3: Online model checking relative error statistics under different Ds

Trace D(sec) Relative Error (%)
Min  Max Mean Std

2 0.03 253 051 0.52
PhysioNet 3 0.04 452 076 0.74
4 <0.01 598 096 0.94
2 <001 392 0.61 0.60
HKPolyU 3 <0.01 481 090 0.90
4 <0.01 6.29 1.18 1.12
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3.6 Discussions

So far, our approach has been developed based on the assumption that inter-device
communications are reliable and the online models are accurate (e.g., online predication
based model of patient’s state is accurate). In this section, we will relax those assumptions,

and give in-depth discussions.

3.6.1 Discussions on Unreliable Communications

While building the online models, we have assumed reliable communications links be-
tween entities. Though this assumption is empirically valid for wired communications links,

it is not for wireless.

Handling Unreliable Communications

How to adopt unreliable wireless communications links in life/safety critical medical set-
tings is a nontrivial and active research area [WH11][HT10][W*07][BT08]. A comprehensive
solution is beyond the scope of this paper. However, we can still provide a simple hybrid
solution to allow wireless links between the sensors and the supervisor. Our solution is as
follows.

According to the pseudo code of Fig. 3.10, every D seconds, the sensors are supposed
to update the supervisor with the new readings of the patient’s vital sign(s). Suppose at
time instance ¢D (i € Z>¢), the corresponding reading is X;. Suppose at time instance iD,
the supervisor needs to look at X;_x, X;—g+1, ..., X; to build the online model. If any
reading(s) of X;_p ~ X; is(are) lost due to wireless communications failures, then for the
period of [iD, (i + 1)D], the supervisor shall refuse to carry out online model checking, to

cause a deliberate “deadline miss”. This deliberately created deadline miss shall then be
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treated as a usual deadline miss.
In this way, any wireless communications failures will only result in more deadline misses.

The designs and analysis described in the previous sections (and subsections) still sustain.

Further Evaluations with Packet Loss

To evaluate the method proposed to handle communication failures, we redo the evalu-
ations of Section 3.5 to redraw its Table 3.1 and 3.2. All other settings are the same except
that we replace the link between the oximeter and supervisor with a wireless link.

The wireless link is unreliable, therefore packets carrying blood oxygen level readings
may be lost. The packet losses are treated with the method proposed in the above. The
results are summarized in Table 3.4 and 3.5, which respectively replace Table 3.1 and 3.2
of Section 3.5.

The results show that with packet loss rate of < 3%, both the deadline miss rates and
the relative errors are moderately low. Hence even with the unreliable wireless link, we can
still carry out online hybrid systems model checking.

Note with the new advancements in medical grade wireless communications technol-

ogy, it is possible to control wireless link packet loss rate to below 1%, or even 0.1%

[HT10][W*07].
3.6.2 Discussions on False Negatives and False Positives

If the online model is absolutely accurate, the online model checking either misses dead-
line, or produces true-positive/true-negative conclusions. Interestingly, even if the online
model is inaccurate, i.e., if the online model checking can produce false-positive/false-

negative conclusions, our proposed method can still be useful for medical practices.
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Table 3.4: Statistics of execution time cost of online model checking (unit: second; deadline
D = 2 seconds)

Packet | % of trials Execution time of those
loss missed caught deadline (secs)
rate deadline Min Max Mean Std

PhysioNet 1% 5.034% 0.817 1.720 0.932 0.124

Trace 2% 6.387% 0.817 1.720 0.932 0.125
3% 11.429% | 0.817 1.720 0.929 0.124
HKPolyU 1% 4.690% 0.818 1.940 0.964 0.147

Trace 2% 6.030% 0.818 1.940 0.964 0.146
3% 11.725% | 0.818 1.940 0.966 0.149

Table 3.5: Statistics of blood oxygen level online modeling relative errors (%)

Packet Min Max Mean  Std

loss rate
PhysioNet 1% < 0.01 2529 0.512 0.526
Trace 2% < 0.01 2529 0.510 0.523

3% < 0.01 2529 0.503 0.526
HKPolyU 1% < 0.01 3918 0.602 0.602

Trace 2% < 0.01 3.918 0.600 0.606
3% < 0.01 3918 0.591 0.608

For ease of narration, we call our proposed online model checking based MDPnP practice
as “MDPnP-practice”; call the corresponding online modeling and online model checking
as “MDPnP-online-modeling” and “MDPnP-online-model-checking” respectively.

Still take the laser tracheotomy for example, Table 3.6 lists all possible cases for “MDPnP-

practice”. We see that the upper bounds of accident probability are

PR = p(+)pm(=[+) (3.1)
and P99 = p(+) [pm(=|+) + pm(?[+)] (32)

respectively for “conservative mode” and “aggressive mode”, where p(+) is the probability
that unsafe states are reachable if Fig. 3.4’s online patient model is replaced with the abso-

lutely accurate model (the model in “God’s view”); pp(—|+), pm(?|+) are respectively the
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conditional probability that MDPnP-online-model-checking gives “negative” answer (i.e., a
false-negative answer), or misses deadline (i.e., cannot give a deterministic answer). Note
false-positive is not a big concern as it will trigger fall-back plan, leaving no chances for
accidents (though may be a nuisance to the surgeon).

Table 3.6: All possible cases for MDPnP practice

Reality Online-Model-Checking What Happens Accident Possible?
Result
positive scenario 1 No
positive negative scenario 2 Yes
deadline scenario 1 (cons) No
miss scenario 2 (aggr) Yes
negative | no need to care no need to care No

positive: unsafe states are reachable.

negative: unsafe states are not reachable.

scenario 1: fall-back plan kicks in, which forbids use of laser and keeps ventilator on; the
worst case is that the surgeon may be annoyed.

scenario 2: the system run as what Fig. 3.8, 3.6, 3.4, and 3.7 describe.

In comparison to MDPnP-practice, now let us study the current-practice (i.e., the actual

practice in nowadays hospitals) of Airway-laser Surgery.

First, the role of supervisor (i.e. the procedure described in Fig. 3.8) is taken over by
a human-supervisor. Usually, the human-supervisor is the surgeon himself/herself; but for
clarity, let us differentiate the two persons.

Second, as for line 4 of the algorithm described in Fig. 3.10, instead of MDPnP-online-
modeling, the human-supervisor uses his/her subjective judgement to model the patient in
the near future (e.g., replace g;;'\(')/z(to) in Fig. 3.4 with his/her subjective prediction). We
call this “subjective-online-modeling” .

Third, as for line 6 and 11 of the algorithm described in Fig. 3.10, instead of MPnP-

online-model-checking, the human-supervisor uses his subjective judgement to decide whether
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unsafe states are reachable. We call this “subjective-online-model-checking”.
Therefore, reusing the same analysis on the MDPnP-practice, we can derive the upper

bounds of accident probability for the current-practice:

P = p(H)ps(=+) (3.3)

and P99 = p(+) [ps(=|+) + ps(?]+)] (3-4)

respectively for “conservative mode” and “aggressive mode”, where ps(—|+), ps(?|+) are
respectively the conditional probability that subjective-online-model-checking gives “nega-
tive” answer (i.e., a false-negative answer), or misses deadline (i.e., cannot give a determin-
istic answer).

Suppose we adopt the “conservative mode”. By comparing Equation (3.1) and (3.3),

we see the MDPnP-practice is safer than the current-practice when

pm(*H’) Sps(*H’)' (35)

How to mathematically verify Inequality (3.5) is beyond the scope of this paper. How-
ever, we can still verify empirically. For example, if some well-established math model
for predicting patient near-future behavior exists [MBS07], then we’d better use MDPnP-
online-modeling rather than relying on subjective-online-modeling. Or, we can carry out
comparison using well-known benchmark patient traces, to see which online-modeling is

more trustworthy.

The same thing is for “aggressive mode”, except that Inequality (3.5) now becomes

Pm(=1+) +pm(?[+) < ps(=[+) + ps(?[+)- (3.6)
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3.7 Theoretical Support for System Co-design Pattern

In this section, we provide the theoretical evidence for the theorems shown in the pre-
vious sections. We leave those theoretical analysis until this section for the sake of easy
reading.

3.7.1 Decidability of SNZ-LHA System

This subsection gives a proof for the decidability of SNZ-LHA system. Though [RR96]
gives a guideline for proof, to our best knowledge, a formal proof is still missing in the
literature. We therefore give a formal proof in the following.

The proof involves heavy usage of symbols. Due to space limit, we are not going to
explicitly re-define each symbol, instead, readers shall refer to [AHH96] for the definitions
of the corresponding symbols.

We first define the following concepts:

Definition 7. We say trajectory T is from hybrid automaton state (v, o) to a state space x,
denoted as (v,0) ~; x, iff 7(0,0) = (v,0) and 7(h,dy) € x, where h = ||7|| is the number
of hops of T.

For a finite-horizon model checking problem on whether o |= ©13U_,. 2, we can use the
well-known SMC-procedure proposed in [AHH96]. To prove the decidability of SNZ-LHA

system, we only need to prove SMC-procedure has limited iterations for our case.

Let us first prove the following lemmas.

Lemma 4. In SMC-procedure reachability model checking, if automaton state (v,o) €
X;\X,_, (see Section 5.1 of [AHH96] for the definition of x,), then V7, if (v,0) ~>+ X,,

then ||| = [3]-

81



On Coordination of Cyber-Physical Systems, PhD Thesis, Tao Li, 2013

Proof: Suppose there is a trajectory 7, s.t. (v,0) ~»; x, and h = ||7|| < L%J

Note 7 can be denoted as 7 = (vg, do, po) — (v1,01,p1) = ... = (Vn, On, pr), which con-
sists of h transitions between (h+1) v-trajectories, and (vo, po(0)) = (v, o) and (vp, p, (01)) €
Xo-

Since in each iteration of SMC-procedure, all predecessor regions within one v-trajectory
or within one transition is included, it hence takes no more than (2h + 1) iterations for
SMC-procedure to include state (v,0). Meanwhile, h < [£] = h < [4] -1 = 2h+1 <
2([4] —1)+1 < 2( —1)+1 = i—1. This means (v,0) € X, ,, which contradicts

(v,0) € X;\X;_;- O

Lemma 5. Let A be an SNZ-LHA system. Then for any trajectory T in A, the trajectory

duration 07 > {%J e, where ||T|| is the hop length of T, ||E|| is the number of transitions

of A, and ¢ is defined in the definition of SNZ-LHA system.

Proof: Due to the well-known pigeonhole principle, for every sub-trajectory 7’ of 7, if

7'|| > ||E|| + 1, then 7/ must have passed at least one cycle of transitions in A. Therefore,
Yy

[l

£]+1

trajectory 7 must have passed at least { J cycles of transitions in A without temporal
overlapping. According to the theorem of SNZ-LHA system decidability, every cycle of

transitions takes at least € seconds to pass, the lemma hence holds. ]

Lemma 6. Suppose the LHA system only consists of one LHA A. Let I = 2((%1 +
D(|E]|+1)+1, where T is the finite-horizon for finite-horizon reachability model checking,
e is defined in the definition of SNZ-LHA system, and ||E|| is the number of transitions in
A, then the SMC-procedure on model checking finite-horizon reachability terminates at the

(I + 1)th iteration.
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Proof: Suppose there is automaton state (v,0) € x,,,\x;, then V7.(v,0) ~+ x,, we have

I+1
7]l > L%J (due to Lemma 4),

then trajectory duration

0r > LHE”HT'—'FIJ € (due to Lemma 5)
==y L2(f€1+1)(HEH+1)+2J

> 2 _ 2
= [1El+ 1J ) 1B +1 )
_ LT+ DAEl +1) +1] .

_ 1B+ 1

(1 +DUEN+1) T

> £ =||—
> B[ +1 5 f€1+1 5
> i + 1J e > za =T.

L e 5

This violates the assumption that ¢ and @9 already include the requirement that global
time ¢ € [0, T for the case of finite-horizon reachability model checking. Hence x, ,\x, = @,

which means SMC-procedure terminates at the (I + 1)th iteration. Ol

With the above definitions and lemmas, we can now prove the decidability of SNZ-LHA
system (Theorem 1): Because the LHAs in the system can be combined into a single LHA
within polynomial time [AHH96], and the resulted LHA A still satisfies the preconditions

of SNZ-LHA system, hence the theorem holds due to Lemma 6.

3.7.2 Proof of Theorem 2

Proof of Theorem 2: If trajectory T passes through a transition twice, then it passes through
a cycle of transitions C. Given C must comply with one of the following patterns:
Case 1: e-Minimal Dwelling Time pattern, then 7 must stayed in one location on C for

more than €.
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Case 2: e-Alternating Cyber-Value pattern, then 7 must have changed a state variable
x;’s value from s to s’ and back to s, where x;, s, and s’ are described in Definition 5.
According to Definition 5, this costs at least ¢ amount of time.

Case 3: e-Alternating Physical-Value pattern, then 7 must have changed a state variable
x;’s value from s to s’ and back to s, where z;, s, and s’ are described in Definition 6.
According to Definition 6, since x; is continuous and |7;| < R, altering z; from s to s’ and
back to s takes at least Q‘STﬁsll > ¢ amount of time.

In summary, there must be 6, > . Therefore, S is SNZ-LHA-System, and hence is

decidable for finite-horizon reachability model checking. ]
3.7.3 NP-Hardness of SNZ-LHA System Reachability Model Checking

We can reduce the well-known NP-Hard problem of Directed Hamiltonian Cycle to the
problem of finite-horizon reachability model checking of an SNZ-LHA-System.

The Directed Hamiltonian Cycle problem is as follows: Given a directed graph G =
(Va, Eg), where Vi and Eg are its vertex set and directed edge set respectively, does G
contain a directed Hamiltonian cycle?

Given an instance of Directed Hamiltonian Cycle problem Pz on directed graph G =
(Va, Eg), we can construct an SNZ-LHA-System A = (#,7°,V,v° inv,dif, E, act, L, syn)
in polynomial time, where

V = Vg, i.e., each vertex in G is regarded as a location in A. Denote n = |V| = |V,
and hence denote V = Vg = {v;}, where i = 1,2,...,n.

E = Eg, i.e., each edge in G is regarded as an edge in A.

Z = (x1,22,...,%n,t), i.e., we assign a variable z; for each v; € V = Vg (where i =
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1,2,...,n); and ¢ is a timer for fixed dwelling time guarantee, which will be explained later.

7 =(0,0,...,0), i.e., z; (where i = 1,2,...,n) and t are all initialized to 0.

v9 can be any location. Without loss of generality, let us pick v* = vy.

For each v; € V (wherei =1,2,...,n), inv(v;) corresponds to the inequality proposition
of

0<t<1. (3.7)

For each v; € V' (where i = 1,2,...,n), dif(v;) corresponds to the following continuous

activities:
z;, = 1,

X = 0, foreach k #iand k € {1,2,...,n}

t = 1. (3.8)

For each edge e = (v;,vj) € E (where 7,5 € {1,2,...,n}), act(e) corresponds to the
following discrete actions:

t=1, (3.9)

t'=0. (3.10)

Formulae (3.9), (3.10), (3.7), and (3.8) together imply every location v € V has a fized

dwelling time of 1: once entered, one has to stay exactly 1 unit of time, and then move to

another location. This further implies LHA A complies with the e-Minimal Dwelling Time

Pattern, where ¢ = 1. According to theorem of decidable design pattern (Theorem 2), LHA

A henceforth is a SNZ-LHA-System.

Finally, we choose L = @ and syn = & as they are irrelevant to our proof.
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With SNZ-LHA-System A at hand, our finite-horizon SNZ-LHA-System reachability
model checking problem P4 checks whether the following state space S is reachable within

finite-horizon T'=n + 1:

S = {(v1,%)|where 1.5 < 21 < 2,

and 0.5 < z; <1 for each i =2,3,...,n}.

A “yes” answer to P4 implies there is a cyclic trajectory on A that traverse each vertex
v € V exactly once and returns to the initial location of v;. This trajectory hence cor-
responds to a Hamiltonian Cycle in G, hence a “yes” answer to Pg. Conversely, a “yes”
answer to Py implies there is a Hamiltonian Cycle in G, along this cycle, we can traverse

A to reach S, hence a ¢

‘ves” answer to Pj.
From above, we prove Directed Hamiltonian Cycle problem can be reduced to finite-
horizon reachability model checking of an SNZ-LHA-System problem in polynomial time. As

Directed Hamiltonian Cycle problem is NP-Hard, finite-horizon reachability model checking

of an SNZ-LHA-System problem is hence NP-Hard. |

3.8 Summary

Through our case study on Airway-laser MCPS, we show that online model checking of
short-run future behavior can effectively address the challenge of lacking tractable patient
model in MCPS hybrid systems model checking. By focusing on online and short-run future,
many originally hard to describe/predict human body parameters become describable and
predictable; and many variable parameters become fixed numerical values, which greatly
simplifies verification. The MCPS devices cooperate to build the online hybrid system

model and conduct model checking. Also, the online model checking can go real-time if
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the proposed hard/soft real-time system co-design patterns are followed. Based on the
patterns, MCPS devices can continuously coordinate to predict the future faults, and take
appropriate actions to avoid the adverse consequences. Our empirical evaluations based
on real-world human subject traces show that our online model checking and co-design

approach is feasible and effective.
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Chapter 4

Safety-assured Device
Coordination in MCPS under
Network Uncertainties

This chapter continues to study coordination problem in MCPS. However, our empha-
sis of this chapter is on dealing with network uncertainties, e.g., message loss and varied
transmission delay. Specifically, we will investigate how to coordinate MCPS devices to
support the safety-enhancement mechanisms documented in the standard (i.e., closed-loop
control and safety interlock), even in the presence of network uncertainties. We start this
chapter by giving the background and motivation of this work in Section 4.1. Section 4.2
presents the system model and device interaction diagram in our approach. We then devel-
op the detailed algorithm to make sure the interaction mechanism preserves patient safety
in Section 4.3. Evaluation of our solution is carried out in Section 4.4. Finally, conclusion

is drawn in Section 4.5.

4.1 Background and Motivation

So far, most medical devices in the market have been produced for isolated use, and

lack interoperability. To this end, Medical Device Plug-and-Play (MDPnP) Interoperability
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Program [Med04] was launched in 2004 to promote medical device interoperability and safe
device integration. The continuous effort of the program has led to the publication of the
Integrated Clinical Environment (ICE) architecture standard [AST09] (see Section 2.1),
which involves a controller, called supervisor, to coordinate medical devices for high-acuity
patients. Following the ICE architecture, composition of the controller, network, along with
the network-enabled medical devices yields a new type of system. In this dissertation, such

systems are referred to as Medical Cyber-Physical Systems (MCPS) [LS10].

The goals of device coordination in MCPS include improving treatment safety and effi-
ciency, as well as providing advanced decision support for caregivers. To enable these goals,
one of the fundamental and effective coordination mechanisms is closed-loop control. In
traditional control theory, closed-loop controller utilizes the measured output of a process
as feedback to automatically adjust its following control signals to actuators, so as to obtain
the desired system output. Closed-loop control is also utilized in MCPS to automatically
maintain patient’s physiologic variables within safe ranges, thus protecting patients from
harmful human operations and reducing human intervention. Examples of such MCPS in-
clude closed-loop Patient-Controlled Analgesia system for safe opioid delivery [A110], and

closed-loop insulin delivery system for maintaining healthy glucose level [Hov06].

Most of the existing research on closed-loop MCPS is based on reliable network condi-
tion, that is, messages exchanged between medical devices never get lost. However, such
assumption may not be true. Especially recently, there has been an increasing interest in
utilizing wireless ad-hoc networks to connect devices in MCPS. One one hand, more and
more medical devices have been equipped with wireless communication capabilities (e.g.,

Bluetooth and WiF1i), as clinical staff and patients prefer wire-free connection [KSYS10b]
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which poses less restrictions on their movement. Since wireless devices have limited commu-
nication range, multi-hop ad-hoc network is sometime inevitable in order to connect distant
devices. On the other hand, the clinical environment is quite dynamic. Patients can be
transferred from one place to another; medical devices can be frequently turned on/off or
moved around. Faced with such high dynamicity, ad-hoc network is more flexible for device

connection compared with wired approach.

Despite the above-mentioned advantages, the side effect of using wireless ad-hoc net-
works is network uncertainties, e.g., message loss and varied message transmission delay
between controller and other devices [BMJT98]. This thus affects the controller design in
the closed-loop MCPS. Suppose a “start” signal from the controller encounters a long delay
to reach a stopped ventilator which supports patient’s respiration, patient may suffer irre-
versible organ damage due to delayed oxygen supply. Therefore, it is necessary to design
a more robust closed-loop controller that is capable of combating message loss and varied

message transmission delay without affecting patient safety.

In traditional networked control systems, there exists a wealth of work dealing with
message loss and delay, such as [LGO4][XTLS07|[A*11]. However, they can not be applied
in MCPS. The reasons are two-fold. First, they rely on an accurate model (e.g., linear
time-invariant model) about the process to be controlled. On the contrary, such accurate
model about patient is often unavailable because of the complication of biochemical reac-
tions happening in human body [LT12b]. Second, besides closed-loop control, there may
exist additional safety and clinical requirements in MCPS which will affect the inter-device
relationship and the controller design. For example, safety interlock mechanism proposed in

the ICE standard [AST09] can be used in MCPS to forbid several devices entering certain
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hazardous states simultaneously (some application examples of safety interlock can be found
in Section 2.1). The interleaving of closed-loop control and safety interlock requirements
thus requires us to jointly consider those mechanisms while designing the controller. What’s
more, traditional networked control systems do not involve user interactions; whereas MCPS

coordination needs to meet the clinician’s usage requirements.

In the area of MCPS, we have summarized the existing work on handling network
uncertainties in Section 2.3.2. The work most closely related to ours is [KSMT10]. Although
it succeeds in tolerating network failures, its drawback is that it is time-triggered, that
is, coordination is only initiated periodically. As a consequence, surgeon’s requests for
using medical devices may not get response until the system’s coordination activity starts.
Obviously this long response delay will hinder its application in many delay-sensitive clinical

contexts.

The mechanism we propose is event-triggered, which means each surgeon’s request can
initiate coordination activity immediately. In addition, to make our proposed mechanis-
m capable of handing network uncertainties, we let the controller plan the future running
modes for each device whenever the controller makes decision. This planning approach
is based on prediction of the patient’s worst-case future states. Even though an accurate
patient model may not be available for prediction (this problem has been pointed out in
Chapter 3), we commonly can estimate the short-term patient’s state reliably [LT12b].
Based on such estimation knowledge, the controller is able to appropriately plan the future
running modes for each device to satisfy the closed-loop control requirement. Furthermore,

we ensure that the combination of devices’ future running modes will not result in violation
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of safety interlock requirements. In case control messages from the controller can not be re-
ceived promptly, each device obeys the planned modes to operate. As all the planned modes
are verified to be hazard-free, our mechanism avoids violating any closed-loop control and
safety interlock requirements simultaneously. This planning-based approach works similarly
to the Model Predictive Control (MPC) in the control theory [Cam04], which periodically
determines the control decision for the future finite horizon based on the estimation of the
process’s future states. However, in MPC, only the first control decision is necessary to be
sent to the actuators for real use, as the communication between controller and actuators
are reliable. Moreover, it relies on an accurate model of the physical process, which is
generally unavailable in MCPS.

To evaluate our approach, we construct a concrete MCPS, i.e., Airway-laser MCPS, in
the simulation. Human subject trace-based simulation results confirm that patient safe-
ty can be guaranteed in any circumstances of network uncertainty. In addition, we test
the performance of our approach by contrasting with an existing approach named NASS
framework (proposed in [KSM™10]). Results show that our approach achieves high clinical
efficiency, and drastically outperforms NASS in terms of response time and communication

cost (with maximum decease by a factor of 10 and 100, respectively).

4.2 System Overview

A MCPS consists of a supervisor and a collection of medical devices that are connected
through a network. As mentioned in Section 2.1, medical devices can be categorized into two
groups: monitoring devices and delivery devices [L"12a]. The first group, such as heart rate

and blood pressure sensors, monitors patient’s physiological state or physical environment
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parameters. The second group, such as infusion pump and laser scalpel, delivers therapy to
patients and is capable of changing patient’s state. The supervisor is installed with certain
device control mechanism for a specific clinical procedure. In what follows, we will use
device to refer to either a medical device or a supervisor, and use supervisor and controller

interchangeably.

4.2.1 System Model

A MCPS Sys is modeled as a 4-tuple {S,D,H,R}. D is the set of medical devices. S
is the supervisor that coordinates the medical devices. For each medical device d € D, d =
{State?, >+, Mode®, ™, modeg, Space®}, where State? is the set of device states (states,
for short); —>»C State? x State? is a relation denoting the set of valid state transitions;
Mode? is the set of supervisory modes (modes, for short) specified by the supervisor for
d; =5 Mode® x Mode® is a relation denoting the set of valid mode transitions; modeg €
Mode® is d’s initial mode; and Space? is a function that defines the operational state space
for each mode. When d is assigned with mode mode? € Mode® by the supervisor, it is
restricted to operate within Space?(mode?). Within Space?(mode?), state transition is free
to take place. It should be noted that mode transition implies state transition, that is, a
medical device is forced to change its state if mode transition happens. Also note that for

monitoring devices, their states are the sensor measurement results.

‘H is the set of hazards. A hazard h € H is the combination of states of a medical
device subset D", where D" C D, ie., h = /\dieDh state;lj. If all medical devices d; € D"
enter state statei" simultaneously, then hazard h will be induced. Essentially a hazard h is

a conjunctive predicate of the device states. Note that if multiple medical devices stay in
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their initial modes modeg, there must be no hazards yielded. Otherwise, it is nonsense that
the initial system configuration is unsafe.

In essence, hazards are risky system states. The supervisor S runs a set of supervisory
control rules (or control rules, for short), denoted by R, to coordinate medical devices to
circumvent the hazards. A control rule r € R consists of a condition field and a decision
field, i.e.,

( /\ state®) A emd” = mode!". (4.1)
d;eDr

The condition field defines the states for a medical device subset D" as well as the input
command emd” from caregivers. If the condition field is satisfied, the supervisor will execute
the rule to designate a new mode moded to device d,..

The advantage of this system model is that it accommodates both closed-loop control
and interlock requirements. On one hand, control loop can be closed by obtaining the
feedback of monitoring devices’ state update. Thus, supervisor can determine new modes
for delivery devices based on the control rules, and then controls actuators’ behavior. On
the other hand, our definition of hazard is able to specify the violation of both closed-loop
control requirement and interlock requirement. We say closed-loop control requirement is
violated when patient’s physiological variable under control falls beyond the desired safe
range. For example, in airway-laser MCPS, state®™ < 90% is a hazard indicating the
failure of closed-loop control.

System Model Example: The system model for Airway-laser MCPS is shown in Fig. 4.1.
Detailed description of Airway-laser MCPS and how the surgery is carried out can be found
in Section 2.1.3. Surgeon may trigger the usage of laser scalpel (Laser) from time to time.

When laser is allowed to be used by supervisor, laser scalpel enters ALLOWED mode.
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Fig. 4.1: System model for Airway-laser MCPS (x represents any valid sampling result)

Otherwise, it stays in FORBIDDEN mode. For ventilator (Vent), supervisor specifies two
modes: NONBLOCKED and BLOCKED. Initially ventilator operates in NONBLOCKED
mode providing continuous oxygen supply for patient. But supervisor may force ventilator
to suspend oxygen supply, i.e., switch to BLOCKED mode, when it decides to enable laser

usage. Pulse oximeter (Oxim) and O sensor (O2Sen) are monitoring devices; they always

{a) Laser Scalpel (Laser)

{ NONBLOCKED Y}

BLOCKED

>

(b) Ventilator (Vent)
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(¢) Pulse Oximeter (Oxim)
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(d) O; Sensor (O2Scn)

stay in SAMPLING mode, periodically providing SpOs and Os sampling results.

4.2.2 Device Interaction

The interactions between supervisor and medical devices are shown in Fig. 4.2. We

define two types of messages for the interaction:

1. DOWNLINK: Each DOWNLINK message is sent by the supervisor, and contains a

planned operation sequence for a delivery device associated with the supervisor’s local

time for generating the sequence.
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Monitoring Device Supervisor Delivery Device
| Device Model | | Future Mode Planning | | Device Model |
| Message Processing | | Message Processing | | Message Processing |
A

DOWNLINK (TMP, time)T

UPLINK (state, time)

UPLINK (state, TMP, time)

——» Unreliable Communication TMP: Time-Augmented Mode Transition Path

Fig. 4.2: Device interaction diagram

2. UPLINK: Each UPLINK message is constructed by medical devices to report their
state change, along with the occurrence time about the change, to the supervisor.
The state change is commonly triggered by user’s operation (e.g., surgeon requests to

use laser) or the generation of new sampling results in monitoring devices.

By using feedback from monitoring devices (encapsulated in UPLINK messages), the
control loop in MCPS can be closed. Subsequently, supervisor can adjust its control decision
by sending DOWNLINK messages to delivery devices. As wireless ad-hoc networks are not
reliable, a mode update message may not be received by a delivery device. Missing critical
modes would endanger patient’s life. To deal with this problem, our basic idea is to let
supervisor plan a sequence of safety-assured future modes for each delivery device. We call
this mode sequence a time-augmented mode transition path (TMP). Therefore, in the case
of missing DOWNLINK messages from the supervisor, each delivery device is still able to

spontaneously follow the sequence to take mode transition, and meanwhile maintains safety

property.
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In addition to message loss and varied transmission delay, wireless ad-hoc network can
also introduce message out-of-order problem, i.e., messages sent earlier may arrive at desti-
nation later [BMJT98]. To deal with this problem, we require supervisor and each medical
device to be synchronized in CPU clock (we will loosen this assumption in Section 4.3.4).
Furthermore, we associate each message with a time stamp indicating when it is generated.
An additional module, i.e., Message Processing, has been constructed in each device to han-
dle the message out-of-order problem. Suppose two messages m; and msg are sent from the
same source node, and the generating time of m; is earlier than mo. Message Processing
module in the destination inspects each message. Once it finds mq’s time stamp is smaller
but arrives later than meo, mq will be discarded. In fact, there exist multiple solutions to
resolving the message out-of-order problem, e.g., using sequence number. The rationale
behind our approach is that time synchronization will also benefit the calculation of TMP

as will be introduced in the next section.

4.3 Algorithm Design

This section describes in detail how supervisor computes the future mode sequence, i.e.,

time-augmented mode transition path (TMP), for each delivery device.

4.3.1 Time-augmented Mode/State Transition Path

Now we give a definition for TMP. For a delivery device d, a mode mode® actually defines
a state space in which device d is allowed to operate. A time-augmented mode (mode?,t)
associates a time ¢t with mode mode?; it restricts device d to be in mode? starting from
time ¢. A mode transition path mp? = modeg — mode‘{l... — mode;i is a sequence of mode

transitions, where each transition from mode¢ to moalegJrl is valid. By associating each
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mode in the path with a time, we obtain a time-augmented mode transition path (TMP)

tmptdo .

tmpy = (modef  to) — (modef , t1) — ... —

<modefi,ti> - .. <modefl,tl>,

where t; < t;41 for all 0 < ¢ < — 1, and [ is the length of the path. A TMP specifies
not only the order of mode transition for a device, but also when each transition should
take place. We use tmpglO [t] to indicate the specific mode in the path at local time ¢, where
t > t9. When delivery device d receives tmp,ﬁlO (contained in DOWNLINK message) from
the supervisor at time ¢, it checks whether ¢ty < ¢ < ¢; hold or not. If yes, d will immediately
switch to modegD and accept tmpgO as its TMP. Otherwise, it implies that d misses certain
mode transition deadline required by the supervisor, and thus the received tmpfo is not
accepted.

Now let us consider d is a monitoring device. Instead of its mode, we are more interested
in its state transition, i.e., the variation of its sampling results, which reflects how the
monitored parameter changes. A time-augmented state transition path (TSP) for d from
time tg, denoted by tspfo, is a sequence of sampling result and sampling time pairs. More

formally,
tspfo = <state§lo,to> — ... (statefi,m o (statefl,tl},

where ¢; is the sampling time of result stateg. Similarly, tsp‘tio [t] represents the d’s state in
the path at time t.
The following introduces three basic operations on TMP/TSP. The first operation is

called extraction. If we want to know the specific mode (or state) in tmp{, (or tspf ) at a
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specific time ¢, where t > to, we can extract it by tmp{ [t] (or tsp [t]).
The second operation is called truncation, denoted by trunc(). A t-truncation of tmpffo
(or tspglo), where ¢t > tg, is a sub-path of tmpfo (or tspﬁlo) starting from t. Suppose t;_1 <

t < t;, we have

trunc(tmpfo,t) = <m0de§li_1,t> — (modetdi,m = ...

— <m0de‘til,tl>. (4.2)

The third one is called appending, denoted by append(), which adds a time-augmented mode

(or state) at the end of a TMP (or TSP). For example,

tmpfo.append«modele,tl+1>) = <mode§lo, to) — ...

— <modeg,tl> — <modefl+l,tl+1>. (4.3)

As a result, the length of the TMP /TSP will be incremented by 1.

4.3.2 TMP Calculation Algorithm

Because of the network uncertainty problem, a TMP sent to the delivery device may
not be received and thus may not take effect. In this case, the supervisor does not know the
exact TMP that is being used by the delivery device. However, it is able to estimate all the
possible TMPs the delivery device is using, based on the past delivered TMP. Meanwhile,
to reduce the estimation space, we require each delivery device to report their current TMP
while they are sending UPLINK messages to the supervisor (see Fig. 4.2). For a delivery
device d; € D, the Future Mode Planning module in the supervisor maintains a set of TMPs,
denoted as 7P%(t), which includes all the possible TMPs used by d; at time ¢ according to

the supervisor’s estimation.
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Update Supervisor’s Local Estimation

TP (t) is initialized to {(modeg",te>} while the closed-loop control setup is accom-
plished at time t.. Here, modegi is d;’s initial mode. Afterwards, there are two conditions
when the supervisor should update TP% (t). First, when the supervisor generates a new

TMP n_tmp for d; (see Alg. 1), then
TPE(t) = TP (t) U {n_tmp®}. (4.4)

Second, once the supervisor receives a UPLINK message from d;, which includes d;’s most
recently received TMP tmptd;, then 7P%(t) is updated to contain the t-truncation of all

the TMPs generated no earlier than t,,, i.e.,
TPY(t) = {trunc(ntmpy’, t)|tm <t < t}. (4.5)

On the contrary, for a monitoring device d; € D, the Future Mode Planning module
maintains a worst-case estimation of d;’s future state, i.e., TSP tspfj . Updating tspfj
happens once a UPLINK message is received from d; which contains d;’s up-to-date feedback
statefsj . At first, we use the worst-case prediction function to generate a TSP tspij as the
estimation of d;’s state starting from time ¢5. Then, by removing the states from ts to ¢, we
can obtain tspfj, ie., tspfj = trunc(tspij ,t). Note that the worst-case prediction function
is dependent on the medical devices’ states and the patient’s characteristics. Actually,
the assumption of having the worst-case state prediction is not unreasonable, because it
is common practice that the surgeon should estimate patient’s future state according to
the past treatment and drugs delivered. However, our previous work found that long-term

estimation of future state is generally impossible [LT12b]. So, once beyond our estimation
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range, we assign the worst valid sampling value of dj, denoted as WORST% , into tspfsj .
For example, for pulse oximeter, WORSTO¥™ = 0% and our estimation range for SpOs
is next 6 seconds. Then, a TSP starting from 10 second could be tsp?o"im = (98%,10) —

(95%, 12) — (93%, 14) — (0%, 16).

Algorithmic Details

Algorithm 1: Algorithm for calculating new TMP at time ¢

Input: TP(t) or tspf for all d € D
Output: A new TMP n,tmptd* for device d,
n_tmpir < NULL;
foreach d; € D\{d,} do

‘ Lock TP%(t);
end
foreach d is a delivery device in D do

‘ Statef, = Utmp{tie»rfpd(t) (Space® (tmp{[tn]));
end
foreach d is a monitoring device in D do

| statel = tspf[ty);

© N A W N

end

for t;, =t to + oo do

if there is a control rule r enabled at time t, €& no hazards will be generated
after executing r then

- e
N = O

13 ‘ n_tmpl <+ n_tmp]".append((model t));

14 end

15 end

16 if Safety hazards can potentially happen during [tiast, +00) then

17 nimp;,” < NULL;

18 Go to line 11 to examine the alternative rules that can be enabled;

—e

19 end

20 foreach d; € D\{d,} do
21 Unlock TP% (t);

22 end

As the system execution progresses, the Future Mode Planning module in the supervisor
will continuously update 7P% (t) and tspfj for each delivery device d; and monitoring device

d;, respectively. Meanwhile, the module will check whether there is any control rule enabled.
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If the execution of a rule » € R will not yield hazards by considering all the combinations of
r’s resultant state space Space(modeff") with other devices’ possible states, the supervisor
will execute the rule and continue to generate the future modes for d,, i.e., obtain a new

TMP denoted by n_tmp,".

Alg. 1 shows the detailed steps for calculating n,tmpf” at time t. We use t; to denote
the future time instance. As tj increases from ¢ to the infinity, the algorithm generates all
the planned modes for the new TMP. Procedure from line 2-4 is executed only once, which
locks T'P(t) for all the delivery devices except d,. Hence, it only allows for executing control
rules to update d,.’s future modes. Line 5-7 estimate each delivery device’s state space at
time t;, denoted by Statefh; Line 8-10 estimate the worst-case state, denoted by statefh,
for each monitoring device. Line 11-15 mean that once a new control rule is executed, the
resultant mode is appended into n,tmpf’", denoted by modefh. The premise for executing
the control rule is that no safety hazard can be caused when we examining all the possible
combinations of device states, i.e., by combining d,.’s mode modefr resulted from executing
rule  with the estimated states of other devices. This process of calculating the new TMP

is repeated until the length of n,tmpf’" can not be increased any more.

dr

Let us denote the last mode in n_tmp;" and the corresponding switching time by mode;

and tj,s, respectively. Line 16 in Alg. 1 poses an additional requirement for accepting
n_tmp;”. That is, from %45 on, the combination of d,’s state space mode;icfst and the
estimated states of other devices can not result in any hazards. If such requirement is
not satisfied, n,tmpfr is potentially unsafe to be accepted by d,.. Therefore, it should be
discarded. Meanwhile, if there exist multiple rules that can be enabled during the process of

calculating n,tmp‘ti*, the supervisor has to run the whole algorithm again to check whether
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the alternative rules can lead to a safe n_tmp,” or not. If no safe n_tmp;” can be found
after the exhaustive search, the algorithm returns no new TMP. In other words, the existing
TMP for d, is not updated.

Finally, 7P(t)s will be unlocked for future calculation of new TMP (line 20-22). After
the algorithm finishes, the generated n,tmpfr will be immediately sent to device d,. Once
receiving n,tmpfr (in the DOWNLINK message) at time t,., device d, should obey the new
TMP to operate in the future. In other words, it updates its TMP to trunc(n,tmptdr,tr).
According to this TMP, corresponding modes will be extracted and delivered to the med-
ical device for use at the specified time. Therefore, on the medical device’s side, network
uncertainties are transparent to the application layer.

4.3.3 Proof of the Algorithm’s Correctness

For a monitoring device d € D, suppose there are two states state? and state?, and state?
is no worse than state?, from clinical point of view. For example, state®™ = [SpOy = 96%)
Oxim __

is no worse than state; = [SpOy = 94%] in the Airway-laser Surgery, as patient has

higher blood oxygen level. Apparently, we have the following lemma.

Lemma 7. If a control rule r € R is safe to be executed when d is in state?, then r is also

safe to be executed in the case when d’s state is state®.
Based on this lemma, we can then obtain the following theorem related to Alg. 1.

Theorem 8. Alg. 1 makes sure that all the generated TMPs are safe to be used by delivery

devices at any future time instances.

Proof: Suppose current time is t. when a delivery device d receives an DOWNLINK message

from the supervisor, which contains TMP tmptdm. Apparently we have t,,, < t. due to the
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delay of message transmission. If tmpfm is accepted by d, the implication is that none of
the TMPs generated by the supervisor between ¢, and ¢, have been received by d. In the
following, we will prove that it is safe for d to use tmpfm at time t.. Three cases are possible
to happen during time period of [t,,, tc].

Case 1: The most recent time that the supervisor runs Alg. 1 is ¢,,. On the one hand,
for all delivery device d; € D\{d}, any TMPs accepted by d; during [t,,,t.] period must
be contained in TP%(t,,). At time t,,, Alg. 1 utilizes TP%(t,,) to calculate new TMP
for d and safety is ensured while executing control rules in the calculation. Therefore, the
resultant TMP for d is safe for d to use, no matter which TMP is finally used by d; at time
te. On the other hand, for all monitoring device d; € D\{d}, at time ¢,, the supervisor uses
worst-case prediction to generate d;’s TSP. The real sampling results of d; during [t,,, t.]
period must be no worse than the values in the TSP. Lemma 7 implies that the generated
tmpfm must be safe to d. In summary, regardless of the real TMP used by d; and the real
sampling results of d;, tmp‘tim generated by Alg. 1 is safe for d to use.

Case 2: After t,,, the supervisor runs Alg. 1 to update d’s TMP again. Since the new
TMP has not been received by d, there is no need to check the safety of new TMP.

Case 3: After t,,, there exists a delivery device d; € D\{d} whose TMP is updated by
the supervisor at time t,. Here, t,, < t; < t. Because of Equation 4.4 and 4.5, TP%(t;)
always includes tp-truncation of tmpfm, no matter whether the supervisor generates new
TMPs for d or not during (¢, t] period. Let us denote by n,tmpfz the new TMP generated
by Alg. 1 for d; at t;,. While the supervisor calculates n,tmpf;;, it already considers tmpfm
to check the safety of control rule execution. Therefore, even though the new TMP n,tmpf}i

will be accepted by d; during (5, t.], safety can still be ensured.
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By summarizing the above cases, we conclude that safety is assured when delivery device
d consumes the modes in tmptdm for future use. Since d and t. are arbitrary, we then proved

Theorem 8. u

4.3.4 Discussions on Clock Synchronization Errors

So far, the device interaction protocol (Fig. 4.2) and Alg. 1 have been developed based
on the assumption that all the devices in MCPS are perfectly synchronized in CPU clock.
Hence, when a medical device consumes a mode at the time specified in the TMP, no
safety hazards will happen. In reality, however, perfect time synchronization is generally
impossible, which is a fundamental fact in distributed systems [KS11]. In the following, we

will discuss how to handle the problem of synchronization error.

Even though perfect clock synchronization assumption does not hold, we find that
the state-of-the-art synchronization protocols have been able to achieve synchronization
with very high precision. Meanwhile, there are solutions for both wired networks (e.g.,
[Mil91][KB03]) and wireless networks (e.g., [EGE02]). In other words, by introducing clock
synchronization protocols into MCPS, we can consider there is an upper bound for the
synchronization error between any pair of devices in the system. Let us denote this upper

bound by A. Now we will modify Alg. 1 by taking this upper bound into account.

In line 12 of Alg. 1, a new control rule r is found to be enabled at time ¢;. The new mode
to be generated after executing rule r is moded . However, due to the synchronization errors
in the real world, it is possible that rule r can be enabled during [t;, — A, t;]. Therefore,
in order to avoid missing the potential rules, at every time instance t; we need to check

whether a rule can be yielded by combining d,’s state at time ¢; with other devices’ states
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during [tp, — A, ¢, + A]. In other words, we have to find the earliest possible time when
a rule can be enabled. If such a rule r is found, then it is necessary to check whether
hazards can happen or not by combining the resulted modefﬁ (after executing the rule)
with other medical devices’ state space in time period [t, — A, ¢, + AJ. If no hazards can be
resulted, the execution of rule r is guaranteed to be safe, regardless of the discrepancy of
the local clocks among different devices. Since the maximum time difference between the
supervisor and any medical device is A, the state space within time period [t, — A, t), + 4]
certainly contains the real operational state of each medical device in D\{d,}. Therefore,
after modifying Alg. 1 by the above approach, the generated new TMP will also be safe to

be used by the delivery devices.

4.4 Evaluations

This section evaluates the safety property and performance of our approach. Because
of the restrict regulatory constraints, we are not able to conduct real medical experiment.
Thus, we choose to use simulation, in which we construct a well-known medical scenario,
Airway-laser Surgery, and build an ad-hoc network to support Airway-laser MCPS. The

system model for Airway-laser MCPS has been depicted in Fig. 4.1.

4.4.1 Trace Analysis

In the simulation, we collect real human traces to serve as the measurements for pulse
oximeter and O2 sensor. However, we confront one problem. That is, due to the limitation
of existing devices and traces, we are not able to collect traces about airway Os concen-
tration. Fortunately, CO2 data can be found, and thus we use CO2 data to replace Oq

measurements because of the negative correlation between Os and COs measurements in
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patient’s trachea [LT12b], i.e., high (low) O2 concentration implies low (high) CO2 con-
centration. To be specific, the trace we use is called HKPolyU Trace, retrieved from an
emulated Airway-laser Surgery (refer to Section 3.5.1 for the details about how to obtain
the trace). Note that the time span of the HKPolyU Trace is 1200 seconds, i.e., the Airway-
laser Surgery lasts 1200 seconds. Because of the negative correlation between O9 and COs
measurements, in the sequel, we will replace all the parameters regarding Oy by COs val-
ues. For example, the Oy threshold (0o, = 30%) in the control rules is replaced by COq

threshold (©co, = 15 mmHg).

Recall that the Future Mode Planning module relies on the worst-case prediction to
obtain the T'SPs of the monitoring devices. A reasonable way of constructing the worst-case
prediction functions for SpOs and COs is to obtain the worst-case variations in one sampling
period. Then we can work out the whole TSP by considering how many sampling periods
have passed. For pulse oximeter, the lower SpOs implies worse patient’s physiological
condition. So we are interested in its mazimum decrease in one sampling period. Similarly,
we should figure out the mazimum decrease in one sampling period for constructing COs’s
TSP. These results are obtained through statistic analysis of the traces (see Tab. 4.1). Note

that the worst-case prediction function depends on the states of medical devices.

Table 4.1: Trace analysis results for the worst-case prediction

. Sampling Maximum Decrease in
Parameter Unit Period One Sampling Period
1 (stateVe™ = Oxy_Open
SpOs % 2 sec ( y-Open)
1 (stateVe™ = Oxy_Closed)
29 (stateVe" = Ozy O
COy mmHg 2 sec (state zy-Open)
10 (stateVe" = Ozy_Closed)
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4.4.2 Simulation Settings

Let us denote the routing paths for supervisor-laser scalpel, supervisor-ventilator, supervisor-
pulse oximeter, and supervisor-Os sensor by path®?', path®?", path®?P, and path®2°, respec-
tively (see Fig. 4.3). We create two types of network conditions to mimic the wireless ad-hoc
networking effects. First, we vary the message loss probabilities of path®?? and path*2° (de-
noted by P(path**") and P(path®2°) respectively) from 0 to 0.9. Thus, the control loop in
the system may become open because of missing feedback signals. Furthermore, we consider
all the routing paths are symmetric. Second, we intentionally disconnect path path®? or

h*%¥  so that we can investigate the system’s behavior in the case of network discon-

pat
nection. Specifically, path®? is disconnected from 500-510 second and 1000-1010 second;
paths? is disconnected from 800-810 second. Aside from the network setting, we also need
to model the surgeon’s behavior during the surgery. As real surgeon’s behavior is very
complex, in our experiment we choose a simple model, that is, surgeon decides whether to
initiate a request in every D; seconds, where D; follows a uniform distributed in [2, 5] sec-
onds. The probability of initiating a request is 0.5 at the beginning of D;, and the request

will not be released until D; ends. For each following test, we will run 20 times to cancel

out the randomness generated by surgeon’s behavior.

4.4.3 Results and Analysis

MCPS not only help to enhance patient safety, but also have to provide satisfiable
quality of medical services (e.g., usability). So in the following, we will evaluate not only
the system’s safety property, as well as its service-related metrics, such as clinical efficiency

and average response time. In the context of airway-laser surgery, clinical efficiency means
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Fig. 4.3: Simulation setting

the percentage of time when the laser scalpel is in the ALLOWED mode, in which the
surgeon can use the laser to cut patient’s trachea. Average response time means the average
delay from the time of surgeon’s request to use laser to the time when the request is met.
Meanwhile, we also evaluate the communication cost of our proposed approach, i.e., the
total number of messages that have been sent, regardless of whether message reception is
successful or not. In the simulation our approach (denoted by ModePlan) is compared
with NASS [KSM*10], which is a state-of-the-art MCPS architecture with capability of

tolerating network failures.

Safety Property

Along the 1200-second surgery, we collected the states of all the medical devices to check
whether hazards happened or not. The results show that no hazards had happened in any
circumstances, which validates the safety property of our approach. This also proves both
the closed-loop control and interlock requirements can be satisfied. Due to space limit, we

only show one system state diagram (Fig. 4.4) between 500-510 second (disconnection) in
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Fig. 4.4: System state diagram when P(path®?P) =0 and P(path®%°) = 0.

the case when the packet loss probabilities of paths? and path®?° are 1. We can find from the
figure that, no hazards happen. Furthermore, even though laser scalpel is disconnected from
the supervisor at 500 second, it is still able to allow surgeon to use laser, i.e., states" =
Emit from 502-503.2 second. This is because laser scalpel receives from the supervisor a
TMP tmpfﬁg% at 498.72 second, which allows the laser scalpel to continue operating in the

ALLOWED mode till 504 second.

Clinical Efficiency

Fig. 4.5 shows the clinical efficiency diagram in different settings. As we can see, the
clinical efficiency decreases as the message loss probability becomes worse. Because the

supervisor conservatively uses the worst-case prediction to estimate future SpOy and COq
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Fig. 4.5: Clinical efficiency

values, more severe message loss leads the supervisor to underestimate the real SpOy and
COy values more frequently, and give less time for the laser scalpel to operate in AL-
LOWED mode. However, under the moderate message loss condition, i.e., P(path®?°) = 0.6
and P(path®?P) = 0.6, our approach still achieves comparable efficiency value (15.20%) in
contrast with the best case scenario where no message loss exists. This result proves our

approach’s capability of tolerating message loss.

Average Response Time

Response time affects the surgeon’s experience and clinical efficiency. Fig. 4.6 plots the
results of average response time for our approach and NASS when message loss probabilities
vary. In the figure, NASS 200 and NASS 400 refer to the NASS framework with cycle length
equal to 200ms and 400ms, respectively. Besides, mode vector length is set to a large value
20 for NASS 200 and NASS 400 to eliminate the impact of vector length [KSM*10]. We

can see that ModePlan has much shorter response time compared to NASS. This difference
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Fig. 4.6: Average response time

is mainly due to the periodic interaction mechanism used by NASS. In NASS, supervisor’s
response to device state change has to be deferred to the next cycle, resulting in longer delay,
no matter how long the cycle length is. However, no such delay is posed by ModePlan. In
fact, the response delays in NASS 200 and 400 are 5-10 times of that of ModePlan, according

to the simulation results.

Communication Cost

As NASS needs periodic message exchange between the supervisor and medical devices,
we can easily determine the total message number for the cases of NASS 200 and 400. To

be specific, in each cycle, there are 8 messages exchanged. So in total, NASS 200 geneates

1200 * 120000077’%3 * 8 = 48000 messages within the 1200-second surgery. Similarly, we can

figure out the total message number for NASS 400, that is, 1200 x 140000077%5 x 8 = 24000.

The results of communication cost for ModePlan are depicted in Fig. 4.7. As network

condition becomes worse the total message number decreases slightly, because worse network
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Fig. 4.7: Communication cost

condition results in less chances of control rule execution. Hence, less mode/state update
messages are generated. In contrast with NASS, our approach maintains significantly lower

communication cost (around a factor of 100 less).

4.5 Summary

Medical Cyber-Physical Systems (MCPS) often involve closed-loop control to achieve
stability of patient’s physiological state. In this chapter, we endeavor to enable closed-loop
control for MCPS running over unreliable networks, rather than wired connections. We
propose a novel coordination mechanism for MCPS to meet the closed-loop control require-
ments in the presence of network uncertainties, e.g., message loss and varied transmission
delay, in the unreliable networks. The center of our proposed mechanism is a robust con-
troller design. Additionally, we take into account the safety interlock constraints coming
from the real medical applications. Our approach makes sure of patient safety when closed-

loop control and safety interlocks co-exist in one MCPS. Joint consideration of closed-loop
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control and safety interlocks broadens our approach’s applicability to general MCPS cases.
Furthermore, our approach is also practical in real medical environments, as it does not
rely on perfect time synchronization among the devices. Finally, we demonstrated many
advantages of our approach by trace-driven simulations, e.g., high clinical efficiency, low

response delay to surgeon’s request, and low communication overhead.

115



On Coordination of Cyber-Physical Systems, PhD Thesis, Tao Li, 2013

116



Chapter 5

Coordination for

Context-awareness in
Safety-critical MCPS

This chapter aims at enabling context-awareness for safety-critical CPS, e.g., MCPS.
We will study how to coordinate devices towards context-aware medical systems, which
are able to adapt the behaviors according to the user’s situations. In this work, one sort
of user situation that falls in our special interest is human error. To be precise, we treat
human errors as contexts to the MCPS. Those contexts then serve as implicit inputs to
the system and trigger the devices to coordinate their behaviors intelligently to prevent
the potential harms as a result of human errors. In Section 5.1, we present the motivation
under this work and give an overview about our proposed approach. Section 5.2 points out
the challenges coming from context uncertainty, and introduces a system design to address
these challenges. Starting from Section 5.3, we switch to one medical case named Patient-
Controlled Analgesia, and aim to prove the effectiveness of our approach through this case
study. We develop a context-aware MCPS for PCA and elaborate its design in Section 5.4.

The system is evaluated in Section 5.6. Finally, this chapter is concluded in Section 5.7.

117



On Coordination of Cyber-Physical Systems, PhD Thesis, Tao Li, 2013

5.1 Motivation and Overview

The large number of medical accidents have attracted tremendous attentions from the
society and regulatory departments [KCDO00]. Undoubtedly, there is an urgent need to
reduce the accidents. Recently, there has been an increasing interest in integrating and
coordinating networked medical devices to improve medical care safety and quality. The in-
tegration and coordination of medical devices combined with patient physiologic dynamics
have generated a new type of system — Medical Cyber-Physical System (MCPS) [LS10].
Such systems are typical Cyber-Physical Systems (CPS), as they involve both cyber com-
ponents (e.g., embedded medical device software and network) and physical components
(e.g., patient’s body). Tight coupling of cyber and physical components in MCPS requires

us to jointly consider them in the design of medical device coordination mechanism.

So far, most of the research in MCPS follows this principle, and has been successful in
many medical cases, like Airway-laser Surgery [KSM*10] [L*12b] and Patient-Controlled
Analgesia [AT10]. However, one drawback of these research is that they all neglected the
factors related to the users of MCPS. In fact, medical procedures in the hospital highly
demand human’s intervention. Timely, safe, and effective delivery of treatment to patient
is possible only if the right users (e.g., surgeon, nurse) are performing right operations in
the right situations. Without knowledge of user’s status, a MCPS may not be able to
coordinate medical devices appropriately or effectively. For example, without awareness of
user’s identity, an operation conducted by an unauthorized user will be accepted by the
MCPS. On the contrary, such erroneous operation should be denied to avoid the resulting

harms to patient.
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In recognition of the impacts of user factors on medical care safety and quality, we
propose, for the first time, to incorporate those factors into the MCPS design. Specifically,
we leverage the contextual information that can characterize users’ situation when they are
interacting with MCPS, and make the system adaptive to these contexts. With the help of
various contexts, we are able to recognize the occurrence of errors generated by the users
(called user errors), and thus control medical devices properly to resist those errors and
provide safeguard for patient. However, developing such context-aware MCPS is non-trivial
as it faces the following two challenges. First, it is domain-specific, and involves tremendous
medical knowledge. For example, we should understand how people interact with the MCPS,
how user errors occur, and the responsibility of each person, etc. Then, we can find out what
contextual information can be used to infer user errors (high-level contexts) [Dey01], and
decide how the MCPS adapts its behavior to the contexts. Inappropriate design will lower
the effectiveness of context-awareness or even cause safety leaks. Second, context uncertainty
is an inevitable problem, and can potentially lead to inappropriate coordination of medical
devices that will harm the patient. It is well acknowledged by the pervasive computing
community that the contexts we obtain are commonly subject to uncertainty [B*10], and
automatic and complete resolution of uncertainty is impractical in complex environments,
like hospital [DMO05]. Suppose a life-supporting medical device, like ventilator, is stopped
improperly because of false recognition of an uncertain context, patient’s life would be

threatened.

Regarding the first challenge, communication and collaboration with medical experts
could be helpful, and furthermore, we can identify the requirements for context-aware M-

CPS through extensive survey of related medical reports. To deal with the second challenge
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(i.e., context uncertainty), there exist a wealth of research on modeling and reasoning on un-
certain contexts [B*10] [RAMC™04b], as well as mitigation of uncertainty [XC05] [DMO05].
However, none of them has investigated how to prevent the adverse impacts of context
uncertainty, especially on patient safety in medical settings. Our approach to solving this
problem is based on the following two principles. First, it is crucial to increase the certainty
degree of context. Depending on the specific aspects of uncertainty (e.g., confidence, accu-
racy, inconsistency), corresponding approaches, such as multi-modal sensing [RMJ*11] and
context inconsistency resolution [XCO05], can be applied. Thereby, the likelihood of false
context detection can be reduced. Second, we revise the existing “context-action” style of
adaptation to contexts, and propose a “context-assessment-action” style for MCPS. In other
words, prior to executing the context-triggered actions, we involve a safety assessment step
which evaluates the potential consequence of the actions based on solid domain knowledge.
An action is prohibited unless it is validated to be safe to the patient. As a result, although
context uncertainty can potentially induce risky actions, each action finally allowed to be

executed is assured to be free of harm.

Following the above principles, we then investigated a specific medical procedure, named
Patient-Controlled Analgesia (PCA), and developed a context-aware MCPS for it. PCA is
a widely adopted procedure for post-operative analgesia in hospital, but the error rate in
PCA is estimated to be higher than 4% [M109]. Because of the rigorous regulatory and
ethical issues, we cannot test the system on real patients. Instead, we deployed it in a ward-
like environment and invited several students in the tests. Evaluation results show that in
comparison with the existing system proposed in [AT10][KALT10] (non-context-aware),

we are able to prevent 95% more adverse events while always preserving patient safety.
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Fig. 5.1: Overview of context-aware MCPS.

Meanwhile, we are able to suppress false positive detection of user errors under a very low
rate. These promising results manifest the great potential of enabling context-awareness

for MCPS in reducing medical accidents.

5.2 Context-aware MCPS Design

In this section, we first give an overview of the context-aware MCPS in our design.

Then, we will elaborate how the MCPS changes its behavior with respect to the contexts.
5.2.1 System Overview

It is a trend that future medical devices will be equipped with networking capabili-
ties [LS10]. MCPS aims at improving treatment safety and efficiency by integrating and
coordinating the networked medical devices. Based on the standard proposed by the MDP-

nP Interoperability program [AST09], a central controller, called supervisor, is introduced
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in MCPS to oversee the states of medical devices and coordinate the devices (see Sec-
tion 2.1). In this work, we point out an additional role (i.e., system’s user) that should not
be neglected in the MCPS design. Here, users of MCPS include physician, nurses, patients
themselves, and any relevant people that can potentially use the system. It is worth noting
that users are not limited to the medical professionals who offer medical care to patients.
By considering this additional role, we propose a holistic approach to designing MCPS. To
be specific, we empower the MCPS to perceive user’s status (e.g., identity, activity, ambient
people) during user’s interaction with MCPS, and adapt its device coordination decision ac-
cordingly. In this paper, we regard the relevant user status information as implicit contezts
to the MCPS [Dey01], and then propose to build context-aware MCPS. Fig. 5.1 depicts an
overview of the context-aware MCPS. A Context Infrastructure has been constructed to
support the acquisition and inference of these contexts. The obtained high-level contexts
then will be sent to the MCPS, which will accordingly adjust its device coordination decision

to assist the user and provide further safeguard to patient.

The Context Infrastructure can be constituted by both medical devices and other nor-
mal devices deployed in the environment, e.g., light sensor and computer. Moreover, in
the infrastructure, devices can play different roles. Several typical roles are explained as
follows. Context Providers represent the devices acting as sources of context information,
e.g., physical or logical sensors. Context Synthesizer obtain the contexts from Context
Providers, and are able to perform inference and deduce high-level contexts based on the
existing ones. Context History stores various important historical contexts for future use.
In addition, it is necessary for the Context Infrastructure to provide support for context

uncertainty, e.g., representation and inference of uncertain contexts.
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5.2.2 System Design

Now that we have an overview of the context-aware MCPS. In the following, we will
specify the detailed design for context-aware MCPS. Medical applications differ from tradi-
tional context-aware applications (e.g., smart home, smart office) in that patient safety is
a big concern. The designed context-aware system has to never violate the safety require-
ments. However, such goal is not easy to achieve, as the design requires lots of medical
knowledge, and the context uncertainty problem will further complicate the design task.
To make the task tractable, we divide it into two sub-tasks and tackle them separately.
First, we need to identify the contexts to which the MCPS should adapt. Then, appropri-
ate devices can be found to construct the Context Infrastructure to obtain those contexts.
Second, we should define the adaptation rules for the MCPS. In other words, we should

specify how the system changes its coordination behavior corresponding to the contexts.

Sub-task 1: Context Identification

To deliver medical treatment to patient, MCPS commonly has to rely on human’s in-
tervention, e.g., an airway-laser surgery requires surgeon to operate the laser knife to open
patient’s trachea. During the manual operation of medical devices, users are prone to make
mistakes. In fact, human errors are a long recognized problem in hospital [KCD00|[Bog94],
and they are usually followed by tragic consequences. According to [Bog94], such human
errors that emerge when users are interacting with medical systems are referred to as user
errors. Obviously, if users operate correctly, there is no need for the MCPS to adapt its
behavior. Therefore, we are concerned about the situations when user errors occur. So the

objective of Context Infrastructure is to provide context support for recognizing the user
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Table 5.1: Adaptation rules for the MCPS

Context Intended Assessment Final Action to be
Action Result Executed
. Reject th ti
Commission | Reject the user Safe eJec © Pser Operation
. and notify the user
error operation
Unsafe/ Accept the user operation
Unknown p p
Autonomously operate the
Omission Autonomously Safe medical device and notify
error operate the the user
medical device Unsafe/ Remind the user of the
Unknown expected user operation

errors. Then, preventive actions can be taken by the MCPS to resist the user errors.

Now let us analyze how user errors happen so that we can find out what contexts can be
utilized for recognizing them. Diagnosis and treatment for a type of disease commonly have
standard procedures, and almost every medical device has its intended use and specified
use conditions. From the human behavioral point of view, user errors can be classified into

two types [Lat07][Bog94]:
e Errors of commission: users perform erroneous operations on the medical devices;
e Errors of omission: users do not perform certain critical operations as expected.

In practice, there exist a variety of factors that can cause the above errors, such as
stress, fatigue, inadequate knowledge, etc. Usually these two types of user errors are high-
level contexts inferred from low-level sensory data. Once these errors have been detected

by the Context Infrastructure, the MCPS will be notified to take appropriate actions.

Sub-task 2: Adaptation to Contexts

Tab. 5.1 describes how the MCPS adapts its behavior to the detected user errors. For

the commission errors, the MCPS should take actions to directly reject the erroneous user
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operations before they take effect and harm the patient. However, the tricky thing is that
context uncertainty problem can cause false detection of user errors. For example, a correct
operation may be regarded as a commission error by the Context Infrastructure. Hence, it is
necessary to check the safety of each context-triggered action prior to executing it. Now we
adopt a “context-assessment-action” style for the MCPS to adapt to contexts, instead of the
“context-action” style used by the traditional context-aware systems (e.g., smart home). In
other words, we force the MCPS to assess the safety of an intended action first rather than
taking the action directly. A special component in the MCPS, named Safety Assessment,
has been constructed to handle the safety assessment based on solid medical knowledge
and real-time patient state (see Fig. 5.1). Following this “context-assessment-action” style,
rejection of a user operation is disallowed unless it is certain to be safe. Furthermore, once
a user operation is rejected, it is also important to notify the user of the rejection result
and the corresponding reasons. Such feedback increases the user’s awareness level, helping
the user adjust subsequent decisions. On the other hand, in the cases where the rejection is
evaluated to be unsafe or the potential impact of rejection is unknown, MCPS conservatively

ignores the detected commission error, i.e., it chooses to accept the user’s operation.

In the case of having detected an omission error, the MCPS will follow the “context-
assessment-action” style to adjust its behavior as well. Once the Context Infrastructure
determines a certain critical operation is missed by the user, the MCPS should autonomously
operate the medical devices on behalf of the user. But, prior to taking this autonomous
operation, the Safety Assessment component should assess its potential risk. Such action
is allowed only if the assessment result validates it is safe to the patient. Otherwise, the

system will simply remind the user of the omission error, asking the user to conduct further
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check and make a judgement. Again, when an autonomous operation has been taken by

the system, the user should be notified.

The above MCPS adaptation rules look simple at the first glance, but actually have
several underlying design rationales. First, involving a safety assessment step is reasonable
and practical. During our discussion with medical professionals, they pointed out that user
operations in the hospital actually can be categorized. There exist many operations that do
not have stringent time requirement. Hence, rejection of such operations can be considered
to be safe as long as the user can be notified. For example, in Patient-Controlled Anal-
gesia, rejecting user’s request for additional pain medication will not compromise patient
safety [Gra05][KAL'10]. However, the challenge here is that the safety assessment step re-
quires lots of medical knowledge, but sometimes it is very difficult to judge the potential risk
due to the inadequacy of our understanding on medicine and patient’s reaction [L*12b].
In the latter case, the exact assessment result is unknown, and we conservatively regard
the action as unsafe. Thus, we let the MCPS ignore the detected user errors, and choose
to ‘trust’ user’s behavior. Second, whenever the MCPS rejects a user operation or au-
tonomously takes a device operation, it is desirable to notify the user of such actions. Lack
of such information is possible to lead the user to make latent mistakes in the future, as

user operations are likely to have inter-dependencies.

Finally, it is worth noting that the certainty level of contexts is also very important.
Even though involving a safety assessment step assures every execution of the context-
triggered action is free of harm, it is not desirable that such actions are not necessary,
i.e., they are triggered by contexts that do not occur in reality (i.e., false positive context

detection). For example, in Patient-Controlled Analgesia, frequent rejection of patient’s
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request of pain medication will result in under-medication and patient frustration on PCA
therapy [D’A08]. In this sense, it is crucial to mitigate the degree of context uncertainty
to some extend. Therefore, we can avoid high rates of false context detection. Since a
context can be uncertain in many different aspects (e.g., accuracy, confidence level and
ambiguity) [B*10], corresponding uncertainty resolution/mitigation techniques should be
applied. For example, based on data fusion, we can improve our confidence level on a
detected context by fusing data from multi-modal sensors.

In the following sections, we will apply the design proposed in the above to a concrete
medical case, i.e., Patient-Controlled Analgesia (PCA). On the one hand, we will prove
the applicability of our approach in designing context-aware MCPS. On the other hand,
through this case study, we intend to show the benefits of enabling context-awareness for

MCPS.

5.3 User Errors in PCA and Insufficiency of Existing Sys-
tems

A comprehensive description about PCA and an MCPS developed for PCA (called PCA-
MCPS) has been introduced in Section 2.1.2. In this section, we will point out some common
user errors emerging in the PCA process. In addition, some drawbacks about the existing
PCA-MCPS will be presented. These drawbacks will be overcome by our context-aware

PCA-MCPS proposed in the next section.

5.3.1 User Errors in PCA

PCA is a medical procedure involving multiple roles of people in hospital (e.g., pre-

scriber, pharmacist, nurse, and patient) and a sequence of operations. Refer to Section 2.1.2
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for the detailed description of PCA process. Protecting patients from overdose is a great
concern in addition to relieving patient’s pain level. Unfortunately, inappropriate opera-
tions conducted by unauthorized people are likely to cause safety issues. The following lists

several major types of user errors that occur in the current PCA practice.

e E1: Drug misuse. Pharmacist may mix up drugs, as some opioids for PCA use have
similar names and packaging, e.g., morphine and hydromorphone [Coh05]. Selection
of syringes/bags filled with incorrect drug type/concentration and loading into PCA

pump can easily lead to overdose.

e E2: Misprogramming. Misprogramming refers to incorrect setting of any PCA
pump parameters, e.g., dose limit. Typical programming errors include choosing

wrong unit (mg vs. mL), and making wrong decimal point (10.0 mg vs. 1.00 mg).

e E3: PCA-by-Proxy. The intended user of PCA pump is patient. PCA-by-Prozy
means that someone other than the patient presses the bolus button to initiate medi-
cation injection. These people are usually patient’s family members and friends, who
press bolus button with good will of relieving patient’s pain. However, PCA-by-Proxy
is dangerous, as it can generate extra medication injection which is not demanded by
patient. For ease of narration, we will refer to patients themselves pressing bolus

button as Non-PCA-by-Proxy.

Obviously, the above user errors all belong to errors of commission. In the current PCA
practice, they often can not be noticed until serious consequences happen to patient. As
a result, in United States, there has been a large number of adverse PCA-related events

reported to the FDA [Coh05] [US 10].
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5.3.2 State-of-the-Art MCPS for PCA and its Drawbacks

To combat the safety issues resulted from the above user errors, University of Pennsylva-
nia has developed a closed-loop control based PCA system (shown in Fig. 2.2) [AT10][KAL™10].
Such a system is called PCA-MCPS. The system composes a PCA pump, a supervisor, and
a pulse oximeter, and contains a closed control loop. The pulse oximeter continuously
monitors patient’s blood oxygen saturation (SpO2) as an indicator of patient’s response
to analgesic drug. Based on the feedback of patient’s SpO2, the supervisor is able to au-
tomatically stop the PCA pump when patient’s SpO2 falls below certain threshold, thus

preventing the risk of further drug delivery.

Unfortunately, PCA-MCPS is still not sufficient to safeguard patients. For example,
drug misuse and misprogramming can lead to significant overdose [Coh05]. However, there
may exist a profound delay for the respiratory depression developed by the patient and
observed by the supervisor [Gra05]. In this case, it will become too late to stop PCA pump,
and thus fails to prevent overdose. Furthermore, PCA-by-Proxy can generate unwanted
drug delivery which can lead patient to suffer more serious nausea [A*10]. Unfortunately,
the existing PCA-MCPS is not capable of detecting and preventing PCA-by-Proxy. To
solve the above problems, we propose to enable context-awareness for the PCA-MCPS.
Specifically, the context-aware PCA-MCPS is sensitive to the occurrence of user errors
and can proactively prevent the harmful impacts induced by user errors, instead of taking
posterior actions (i.e., stop PCA pump) after patient has developed observable adverse

response.
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Table 5.2: System adaptation and context infrastructure support

Assessment . . Low-level | Supporting
Error Result Final Action Context Device
Reject the loaded Syringe RFID reader
E1 Safe . . .
syringe and alert information and tags
User Nanotron

Reject the setting

b2 Safe and notify another Identity sensor
Hurse Distance N::I?;s;m
Reject the bolus User Nanotron
E3 Safe request and alert identity sensor
Microphone
sensor

5.4 Context-aware PCA-MCPS Design

Based on our approach proposed in Section 5.2, we will introduce the detailed design
for a context-aware PCA-MCPS in this section. To be specific, we will present how the

PCA-MCPS adapts to contexts as well as the construction of Context Infrastructure.

5.4.1 System Adaptation

Recall that there are three types of user errors (E1, E2, and E3) in PCA. Tab 5.2
describes how the context-aware PCA-MCPS adapts its behavior to these errors. Since these
errors all belong to commission errors, it is necessary for the Safety Assessment component
to evaluate the safety of rejecting user’s operation. As shown in the second column of
Tab. 5.2, all the assessment results are ‘safe’. This is because PCA does not have strict
time constraints; rejecting/delaying user’s operation does not generate significant impact
on patient safety.

When error E1 has been detected, the system will force the PCA pump to block the

drug delivery from the loaded syringe/bag, because drugs of wrong type or concentration

130



Chapter 5 Coordination for Context-awareness in Safety-critical MCPS

must be banned from being used. Meanwhile, it will warn the responsible nurse to remove
this error. To combat error E2, an effective approach is recommended by [Coh05], that is,
we can involve two nurses checking the programming setting independently, thus reducing
the chance of accepting incorrect programming parameters. So when the first nurse finishes
programming PCA pump, the system intentionally considers misprogramming happens,
and thus temporarily rejects the programming setting. Afterwards, the system will notify
another responsible nurse to double-check the pump setting. The error state of programming
will be cleared once the second responsible nurse appears in the PCA pump’s proximity and
has confirmed the pump setting. In the case of error E3, the system will reject user’s request
for bolus dose, and additionally warn the user of the PCA-by-Proxy error, which will help

the user avoid PCA-by-Proxy error in the future.

5.4.2 Supporting Devices for Context Acquisition

In Tab. 5.2, we also describe the low-level contexts (fourth column) needed to infer the
user errors (high-level contexts), as well as the devices for acquiring these low-level contexts
(fifth column). To recognize error E1, we choose RFID technology. RFID tags attached to
drug syringes/bags contain drug types and concentration information. Thus, drug misuse
can be easily detected. For recognition of E2, we involve two nurses checking programming
settings independently. In order to differentiate nurse’s identity, Nanotron sensors will be
used. Nanotron sensors are developed by our lab, and can be attached to people/objects
for identification and measuring mutual distance (aka. ranging). Fig. 5.2 shows a picture of
Nanotron sensor. Its ranging capability will also help the system detect nurse’s appearance

in the PCA pump’s proximity. To recognize E3, user identity needs to be known by the
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system. As the delivery of bolus dose can directly affect patient’s safety and experience, we
propose to use two types of sensors, i.e., Nanotron sensor and microphone sensor, to reliably
detect user identity. The latter one is deployed beside the PCA pump to capture the voice
of ambient people so as to recognize their identities. As either type of the sensors can not
perfectly detect user identity, by fusing the results from both sensors, we can improve our
confidence about the detected user identity, i.e., mitigate context uncertainty. Such data

fusion method is also known as multi-modal sensing [RMJT11].

Remark: In the above, we just present one way of choosing low-level contexts and
the supporting devices. Of course, there exist alternative choices, or even better ones. For
example, instead of microphone sensor, fingerprint sensor could be embedded in the bolus
button for identifying the person pressing it. We argue that the primary goal of this paper is
to prove the concept of context-awareness for MCPS and its benefits, rather than discussing

the system implementation details.

Antenna

Fig. 5.2: Nanotron sensor developed by our lab
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5.4.3 Context Representation and Reasoning

Now that appropriate devices have been found for context acquisition, we need find
a way to represent the captured contexts and perform context reasoning. With respect
to context uncertainty, in this paper we are only focused on the confidence level which
reflects the likelihood that a detected context occurs in reality. Specifically, our approach

of modeling uncertain contexts is based on first-order probabilistic logic (FPL).

Context Representation

Based on FPL, a context C is represented in predicate format: ContextType(Entityl,
Entity2, ...), where ContextType is the type of the context and correlates several entities.
For example, we can use predicate Location(Dr. CHAN, Room 703) to express context
“location of Dr. CHAN is room 703”. For details about context presentation in first-order
logic, please refer to [RC03]. Here, we are more concerned about modeling uncertainty
factor. To measure the degree of our confidence on a context C, we choose a probabilistic
approach, and denote the corresponding uncertain context by UC. So we represent UC in
the following way: Prob. :: C, where Prob. is a probability value in [0, 1] and reflects our
confidence level about context C. This expression style actually follows the conventions
in ProbLog [RKTOT7], which is a probabilistic logic programming language. The following
shows one example of uncertain context in our system: 0.9 :: Location(Dr. CHAN, Room

703), which says the probability that Dr. CHAN’s location is room 703 is 0.9.

Context Inference

Another advantage of using FPL is its strong expressiveness, i.e., it allows us to ex-

press/infer new contexts from the existing ones by using logical connectives, e.g., negation
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(=), conjunction (A) and implication (=), as well as quantifiers, e.g., existential quantifier
(3) and universal quantifier (V). Furthermore, it allows us to perform context inference
without losing probabilistic information. For example, a typical probabilistic reasoning rule

is written as follows:
P?"Obd o Cnew - 01,02, ceey Cn,

where Cey is a new context derived from contexts C1, Cs, ...,Cy, and Prob; denotes our
confidence about the derivation. In other words, Probg is the probability that Cje, is
true if Cq, Cs, ..., C, are all true. Basically, the clause following symbol :: is equivalent to
(C1ANCoA...NCy) = Chew. Hence, if we know the probability of C;, 1 < i < n, probabilistic
logic is able to automatically calculate the probability of C},,, based on the rule above. We

call the device performing such derivation a Context Synthesizer.

5.4.4 Multi-modal Sensing

In contrast with reasoning about new contexts, multi-modal sensing improves the quality
of an existing context. Suppose there are k types of sensors detecting a single context. The
context obtained by sensor of type ¢ is denoted by UC;. Multi-modal sensing fuses the results
from those k types of sensors, and we denote the fused context by UC. The equation for

calculating UC/’s confidence level, denoted by P(UCY), is listed as follows.

P(UCy) = Fy(P(UC),P(UCy),...,P(UC))
k

= 1-JJa-Pway), (5.1)

i=1

where F is a fusion function and P(UC;) is the confidence level on context UC;. This

equation essentially means that the fused context happens if and only if any of the k types
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of sensors has detected it. Actually data fusion of this manner belongs to decision fusion
and assumes independence among the sensors. In other words, we fuse the decision values
(i.e., probabilities of the context) locally determined by the k types of sensors, rather than

fusing raw sensory data.

5.4.5 Detection of Contexts

After going through context reasoning and fusion, finally we will obtain a confidence
value for each error listed in Tab. 5.2. Let us denote the confidence value for user error
E; by P(E;), where 1 < i < 3. To decide the acceptance of E;, we associate E; with a
threshold #;,. Once P(E;) > 6,;, we believe E; is happening. Then, PCA-MCPS should
launch corresponding safety assessment and adaptation actions. Otherwise, E; is ignored.
However, no matter what value of 6; is selected, inevitably it will result in false positive
(FP) and false negative (FN) detection of these errors. In fact, the values of 6; reflect our
system’s sensitivity to the contexts. For example, too low threshold may lead to too many
false recognitions of user errors, thus resulting in frequent rejection of user’s operation,
which will annoy the user. On the contrary, too large threshold will lower the effectiveness
of adopting context-awareness. Therefore, we need careful selection of 6; and we will discuss

how 6; affects the context-aware system in the evaluation section.

5.5 Implementation of the Prototype System

In this section we will introduce a prototype context-aware PCA-MCPS we developed
based on the above design. We will describe the implementation details for each individual
device, as well as uncertain context representation and inference. Besides, we will introduce

how to calculate the confidence level for error E3 (PCA-by-Proxy) to exemplify the technique
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of multi-modal sensing for context uncertainty mitigation. We omit the details of confidence

level calculation for other user errors due to space limitation.

5.5.1 Emulated PCA Pump

As medical devices need to go through rigorous approval by regulatory agencies [LT06],
like FDA in U.S., finding a PCA pump that is modifiable in software is not easy. It is
even harder to use a modified PCA pump for real analgesic therapy. Therefore, we use a
laptop to emulate a PCA pump. Clicking the mouse connected to the laptop corresponds
to pressing the bolus button in a real PCA pump. Meanwhile, nurse can program the
emulated pump by using the laptop keyboard to key in various parameters. The emulated
PCA pump can accept the same settings as a real one. Besides, to mimic the situation of
loading bag/syringe onto the PCA pump, we place a RFID tag onto the laptop. The RFID

tag contains both drug type and concentration information related to the syringe/bag.

5.5.2 Bluetooth-enabled Pulse Oximeter

Another medical device in the PCA-MCPS is pulse oximeter. In our prototype, we
choose a Bluetooth-enabled pulse oximeter, Nonin Model 4100 [Non08] (shown in Fig. 5.3).
It is placed on patient’s finger clip to measure patient’s SpO2. Wireless pulse oximeter poses
less restrictions on patient’s movement, compared with wired one. We developed a special
receiving program which could establish Bluetooth connection with the pulse oximeter as
well as receive the stream of SpO2 data continuously. Sampling period of the pulse oximeter

is 1/3 second.
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Fig. 5.3: Nonin Model 4100 Bluetooth pulse oximeter

5.5.3 User Identification based on Voice

To detect PCA-by-Proxy, a microphone sensor is mounted on the PCA pump, and
continuously records the voice from the ambient environment. The tool we utilized for
speaker recognition is Alize/LIA_SpkDet [Bon08], which determines speaker’s identity based

on voice features rather than speech contents (i.e., text-independent speaker recognition).

First of all, a 5-minute voice log about the patient are required to train a speaker model
for the patient. Afterwards, while bolus button is pressed by someone, the system will check
whether there exist some people other than the patient in the PCA pump’s proximity, based
on the recorded voice file about the most recent 3 minutes. If no speech has been detected
in the voice file, the probability of PCA-by-Proxy, denoted by Prob,, is 0 (see Equ. 5.2).
Otherwise, we are able to compute a score for the voice file, indicating the degree that the
voice matches the patient’s speaker model. After normalization of the score, we obtain a
value p € [0,1]. Essentially, p reflects our confidence level about the situation that there

exist someone in the proximity and talking with the patient. Reasonably, we can use p to
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characterize the chance that someone else can press the bolus button (i.e., PCA-by-Proxy).

0, mno speech,
Prob, = (5.2)

p, otherwise.
Nevertheless, merely relying on microphone sensor can not reliably detect PCA-by-
Proxy, e.g., when PCA-by-Proxy happens but nobody speaks during the voice recording
period. In the following, we will incorporate another type of sensor, i.e., Nanotron sensor,

to improve the detection of PCA-by-Proxy.

5.5.4 Nanotron Sensor

The Nanotron sensor developed by our lab consists of a nanoPAN 5375 RF module, a
battery board, and an antenna. As Fig. 5.2 shows, the size of the sensor is relatively small,
thus allowing easy attachment to people or objects. The main component in nanoPAN
5375 RF module is a nanoLoc TRX transceiver [Nan08], which is capable of performing
identification and precise ranging based on IEEE 802.15.4a Chirp Spread Spectrum (CSS)
technique [KPGT10].

Now we describe how to calculate the probability of PCA-by-Proxy based on Nanotron
sensors. As there exist many random factors in the real world [RAMCT04b], accurate
calculation of the probability is very difficult. Here we just present a method for rough
calculation. If nobody, except the patient, appears within a certain range of the PCA
pump, e.g., 1.5 meters, then we are safe to believe PCA-by-Proxy is impossible to happen.
This range is called critical range, and denoted by D.. The region centered at PCA pump
and within D, is called a critical region. We assume any person Per; appearing within

the critical region has certain probability to press the bolus button. Let us denote this
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probability by Prob(D;), where D; is the distance, measured by Nanotron sensors, between
Per; and the pump. We further assume that people closer to the PCA pump has higher
probability of pressing the bolus button. Thus we can calculate Prob(D;) according to the

following equation.

D2 —mx(D;—2)?
7T*(D7;+2)2—7T*(Di—2)2 ’

PTOb(Dl) - 7!'*(D7;+27;;?7(;‘1(D1‘—2)2’ O S Dl S 2’ (53)

2<D;<D.+2,

0, D; > D, +2.

Fig. 5.4: Calculation based on distance information.
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Fig. 5.5: Layout of the system deployment environment.
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Since in reality, the ranging error of Nanotron sensor is 2 meters (see specification
in [Nan08]), person Per; can appear in any location whose distance to the PCA pump is in
range [max{0, D; —2}, D; +2|. In the first case of Equ. 5.3, D; falls in the range (2, D+ 2),
which is pictorially demonstrated in Fig. 5.4. Red dot in the center is the PCA pump. The
region inside the red circle indicates the critical region. The region in grey covers all the
locations in which person Per; may appear. Given the 2-meter ranging error, the size of
the grey region is S, = 7 * (D; +2)? — 7 x (D; — 2)2. We denote the size of the overlapping
between the critical region and the grey region by S, = 7 * D2 — 7 % (D; — 2)2. Therefore,

S, _ mx D2 —7mx(D;—2)? 3
Prob(D;) = Fn o) e ey For the second case of Equ. 5.3 where 0 < D; < 2,

we have S, = 7 * D.2. Thus, Prob(D;) = 3= W*(Dﬁ;)r;k?;iwi_”% For the third case
where D; > D, + 2, as Per; now becomes so far away from the PCA pump, size of the
overlapping area S, = 0. Therefore, it is impossible for Per; to press the bolus button, i.e.,
Prob(D;) = %2 = 0.

We denote by P the set of people (except patient) whose distance to the PCA pump is
less than D, + 2 (for case 1 and 2 in Equ. 5.3). We consider Non-PCA-by-Proxy happens
as long as none of the nearby person Per; € P presses the button. Hence, the probability
of PCA-by-Proxy, denoted by Probg, can be determined by the following equation.

Probg =1 — Prob(Non-PCA-by-Proxy) =1 — H (1 — Prob(Dy)). (5.4)
Per;eP

5.5.5 Context Reasoning and Fusion

Context representation and reasoning in our system follow the FPL described in Section
5.4.3. We build a special server as Context Synthesizer, which provides the context reasoning

and fusion services. A ProbLog-based inference engine [DTA13] has been implemented on
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the server to support those derivations. Finally, by fusing the intermediate confidence levels
determined from the Nanotron sensors and microphone sensor (multi-modal sensing), we
can obtain the ultimate confidence level Proby on PCA-by-Proxy by the following equation
(based on Equ. 5.1):

Proby =1 — (1 — Probg)(1 — Prob,). (5.5)

5.6 Evaluations

This section introduces how we deploy the context-aware PCA-MCPS and evaluate the
system. Because of the rigorous regulatory and legal constraints, currently our tests are
not based on real PCA therapy. However, we still endeavor to involve human in the test,
and create a lot of situations similar to the real PCA scenarios. The prototype system has
been deployed on the 8th floor of our department. The Intelligent Home lab is chosen as a
ward, and a nearby office room as nurse’s room. The layout of our deployment environment
is depicted in Fig. 5.5. The emulated PCA pump is placed at location A, near the bed
where patients lie. The same location is chosen for placing the RFID reader whose power
is properly adjusted, so as to read the RFID tags on the syringes/bag loaded to the PCA
pump. Nurses can walk back and forth between ward and nurse’s room to change their

locations.

5.6.1 Adaptation to Error E1 and E2

First of all, we demonstrate our system’s capabilities of adapting to error E1 (drug
misuse) and E2 (misprogramming). We invite one student to be patient lying on the
bed, and another two students as nurses. Let us use NS1 to denote the primary nurse

responsible for programming the PCA pump, and NS2 to denote the secondary nurse for
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double-checking the pump setting, respectively. While NS1 chooses a RFID tag representing
incorrect drug syringe/bag and places on the PCA pump, error E1 can be immediately and
reliably detected, and then the system will sound alarm informing the nurse to remove the
error. Afterwards, once NS1 finishes programming the PCA pump, the system will postpone
the acceptance of the pump setting. Instead, it will remind NS2 to double-check the pump
settings. The Nanotron sensors, associated with PCA pump and nurses, are able to detect
the appearance of NS2 in the PCA pump’s proximity (e.g., 1 meter). Once NS2 confirms
the pump setting (may also modify the setting), the setting will be accepted by the pump,

and from now on, the pump will be activated for patient use.

5.6.2 Adaptation to Error E3

Considering the diversity of human’s response to analgesic drugs, our test involves two
students as patients, one male and one female. To mimic the effect of receiving analgesic
drug, we ask the students to hold breath for a while, e.g., 1 minute, thus causing SpO2 to
drop. Fig. 5.6 shows two samples of SpO2 change during breath holding for the male and
female students, respectively. Apparently from the figures, we can see the female student’s
SpO2 decreases much faster than the male. According to the SpO2 readings during student’s
breath holding, we set the threshold of SpO2 in the supervisor to 94%. In other words, SpO2
lower than 94% is considered to be risky and will trigger the supervisor to stop the PCA
pump.

After initiating PCA therapy, we invite one more student to be patient’s relative, denoted
by RS. The student may press the bolus button from time to time to create PCA-by-Proxy

errors. Meanwhile, RS can also change his location in the ward, i.e., change his distance
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Fig. 5.6: Change of patient’s SpO2 while breath is held (patients start holding breath at
the first vertical line, and resume respiration at the second).

to the PCA pump. Specifically, we fix 50 locations in the ward for RS with distance to
the PCA pump varying from 0 to 5 meters, and allow RS to talk with the patient from
time to time. During the test, we record i) patient’s SpO2 value when the bolus button
is pressed, ii) real identity of the person pressing the bolus button, iii) final action of the
system’s adaptation. From statistics of the records, we find that no bolus requests have
been accepted when patients’ SpO2 is lower than threshold 94%, regardless of the identity
of the person pressing the button. This result shows our system’s capability of preventing

additional drug delivery when patient’s condition is not good enough.

In addition, we are interested in false negative and false positive rates of PCA-by-Proxy
detection, which are denoted by Ry, and Ry, respectively. The higher Ry, the greater
possibility that our system accepts bolus requests from unauthorized people. The higher
Ry, the poorer user satisfaction on PCA, because more bolus requests from patients can
be rejected. Also, we denote the threshold for detecting PCA-by-Proxy by 6. Now let us
investigate how Ry, and Ry, change when we vary the value of 6 from 0.1 to 0.9, as well as

enable/disable the speaker recognition function (SRF) in the microphone sensor. Fig. 5.7
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and 5.8 plot the variations of Ry, and Ry, for the male and female patients, respectively.
First, increasing threshold 6 will cause false negative rate to increase, whereas false positive
rate goes in an opposite direction. This result is not surprising, because a higher threshold
will cause more real PCA-by-Proxy errors to be ignored by the system. Second, we can find
from the figures that while enabling SRF, we are able to significantly reduce the rate of false
negative. This is because utilizing multi-modal sensing helps to improve the confidence level
on PCA-by-Proxy, thus suppressing a lot of rejections of bolus requests from real patients.
However, a side effect of introducing SRF is that false positive rate is slightly increased
sometimes (e.g., # = 0.5 for the male patient), because SRF is sensitive to the ambient
noise and could regard it as patient’s utterance (see Equ. 5.2). Consequently, SRF may
introduce a very small value in the overall confidence level on PCA-by-Proxy. Obviously,

the increase of confidence level will lead to higher false positive rate.
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Fig. 5.7: False negative and false positive rates for the male patient.

In fact, through these findings, we know that it is necessary to adjust 6 to balance the

rates of false negative and false positive, so as to meet the design requirements. Finally, we
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Fig. 5.8: False negative and false positive rates for the female patient.

Table 5.3: Statistics when 8 = 0.9 and SRF enabled

Number of Real Number of False False

Patient Non- Real Negative Positive
PCA-by-Proxy | PCA-by-Proxy Rate Rate
Male 80 20 5% 3.75%
Female 80 20 5% 2.5%

can see from Fig. 5.7 and 5.8 that when setting 6 to 0.9 and enabling SRF, we are able to
achieve very low false negative and false positive rates simultaneously. Under this setting,
the statistical results are listed in Tab. 5.3. Overall we recorded 80 real Non-PCA-by-Proxy
cases and 20 real PCA-by-Proxy cases for both male and female patients. On the one hand,
95% of the real PCA-by-Proxy cases can be successfully detected and the corresponding
bolus requests can be rejected for both male and female patients, i.e., Ry, = 5%. Compared
with the existing PCA-MCPS [AT10][KAL*10], which has no capability of preventing PCA-
by-Proxy, this is obviously a significant improvement. On the other hand, the cost for this
improvement is just very low false positive rates (rejecting patient’s bolus requests), which

are 3.75% and 2.5% for male and female patients, respectively. Under such low rates, we
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claim that patient’s experience will not be affected too much.

5.7 Summary

In this chapter, we have studied how to enable context-awareness for a special type
of safety-critical system, i.e., Medical Cyber-Physical System (MCPS). In recognition of
the impact of user factors on medical care, we treat user status as contexts to the MCPS
when users are interacting with the MCPS. We design detailed rules for MCPS to adapt its
coordination behaviors to the contexts. On one hand, although contexts obtained by the
system are commonly subject to uncertainty, our approach does not introduce extra safety
problems, compared with the non-context-aware systems. On the other hand, it exploits the
contexts to perform appropriate actions to reduce various risks of human errors. To evaluate
the feasibility and effectiveness of our approach, we have applied it in a widely-adopted
medical case, named Patient-Controlled Analgesia (PCA), and built a context-aware MCPS
for it. By testing the system under many scenarios of user errors, we demonstrate that our
system has a stronger capability of preventing the adverse events, in contrast with the
existing PCA systems. We believe the methods we developed for context-aware MCPS are
also promising to be applied for building other context-aware systems with strong safety

concerns.
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Conclusions and Future Directions

In this chapter, we conclude this dissertation by summarizing our contributions in Sec-

tion 6.1 and pointing out some directions for further research in Section 6.2.
6.1 Conclusions

Cyber-Physical Systems (CPS) have been receiving more and more attention from the
academia and industry, due to the crucial role they play in the economically vital domains,
such as transportation, medical care, agriculture, energy, aerospace, and building. However,
there still exist grand challenges to be addressed before coming to widespread applications.
One of the challenging and fundamental problems considered in this dissertation is coordi-
nation. Individual and distributed CPS devices need to coordinate their activities so as to
perform certain tasks posed by the CPS applications, and thus bind into a whole system.

This dissertation gets started with the investigation of special properties with respect to
the CPS device coordination problem. In comparison with traditional distributed systems,
coordination problem in CPS is more complicated due to i) the tight integration and inter-
action of cyber and physical components, ii) safety-critical and time-critical properties, and

iii) a variety of uncertainties associated with the harsh cyber and physical environments,
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like incomplete information and network condition variations. Therefore, coordination in

CPS has to combat various uncertainties in order to meet various application requirements.

Having understood the characteristics of CPS coordination, we then developed a 3D
framework assisting us to identify new and meaningful research problems in CPS coordi-
nation. The outcome of our endeavor is three specific coordination problems arising from
the real situations of Medical Cyber-Physical Systems (MCPS), which are a typical CPS

application in medical care.

The first coordination problem we studies is how to allow medical devices to collaborate
to verify certain properties of a MCPS (in Chapter 3). Traditional formal verification, e.g.,
model checking, is commonly conducted offline prior to the running of a system. The reason
why we have to coordinate MCPS devices in an online manner to perform verification is
that there is no accurate model about patient’s dynamics or tractable model to be fed into
the existing verification tools. Our approach to solve this problem is based on an observa-
tion we found during extensive analysis of human-related medical traces, that is, patient’s
physiological state is quite predictable in the coming short period of time. For example,
it is easy to predict the blood oxygen level curve in the next 4 seconds: it cannot plunge
from 100% to 10%; instead, it has to be smooth, which can be effectively described with
existing tools, such as linear regression. This observation thus motivated us to transform
the traditional offline model checking to an online manner where we dynamically gener-
ate the system model for the coming short time span and then examine whether various
desired properties are fulfilled by the system. Coordination of MCPS devices in this way
yields a new approach of performing formal verification for CPS, when uncertainty about

the physical components hinders the traditional offline verification.
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Furthermore, we proposed several system co-design patterns which could guide the M-
CPS design so as to integrate the online model checking procedure as a real-time task. In
cases when the online model checking results fail to meet the safety property or can not
terminate before the specified deadline, we force the system switch to a fall-back plan to
circumvent any potential risks. In this way, we can build the online model checking as an
add-on safety-enhancement service to the system. This co-design approach was supported
by solid theoretical analysis. In addition, we took into account the unreliable commu-
nications between medical sensors and central controller, and improved our approach to
be applicable to the unreliable communication environments. At last, we make our work
complete by further discussing the impact of inaccuracy of online patient modeling. The
feasibility and effectiveness of our approach have been validated through experiments by

using real human traces and a state-of-the-art model checking tool, named PHAVer.

The second coordination problem we studied in this dissertation is how to coordinate
medical devices in MCPS to assure patient safety in the presence of network uncertainties,
and at the same time allow low delay to respond clinician’s requests (in Chapter 4). Al-
though unreliable communications have been considered in Chapter 3, in this work we study
a more general case where the communication link between any pair of MCPS devices is
unreliable, e.g., messages may get lost or encounter varied transmission delay. Research on
this problem is of great importance due to the increasing adoption of wireless technologies

in medical settings.

According to the Integrated Clinical Environment (ICE) standard [AST09], we find
there exist two types of basic coordination mechanisms, e.g., closed-loop control and safety

interlock, for enhancing treatment safety. Hence, our primary goal is to make these two
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mechanisms capable of tolerating message loss and delay. Our approach to achieving this
goal is based on a central controller, called supervisor, which plans the future operations for
each medical devices. In case messages encounter serious delay or loss, each medical device
is able to autonomously consume the planned operations at right time to behave. On one
hand, the planning is carried out based on worst-case prediction of patient’s future states.
On the other hand, the supervisor makes sure that each generated future plan never violates
the safety interlock constraints. Therefore, patient safety is assured. Furthermore, we hide
the underlying networking and coordination complications for the applications in medical
devices. From the application’s point of view, closed-loop control and safety interlock
are running over perfect network condition. Also, it is worth noting that our approach
does not require perfect clock synchronization, thus very practical. The safety property
and performance of our proposed solution has been evaluated by extensive trace-driven
simulations. We believe that this research will make original contributions to achieving the

vision of future operation rooms without any wires.

The third coordination problem (in Chapter 5) we studied differs from the previous
ones in that the uncertainties originate from the external environment of MCPS, rather
than internal entities, such as patient (in Chapter 3) and network (in Chapter 4). In this
work, we propose to treat user’s situations as contexts to MCPS. By enabling MCPS aware
of and adapting to those contexts, we can significantly increase the system’s intelligence
and autonomy, and creates opportunities for proactively coordinating medical devices to
prevent the risks of human errors. However, the challenge in enabling context-awareness
comes from the uncertainty associated with the contexts. The limitations of sensing and

reasoning techniques often lead the detected contexts to be uncertain. If not well handled,
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uncertain contexts could induce unsafe operations of medical devices.

To solve this problem, we proposed an approach with two principles. First, we should
increase the degree of certainty for the contexts. Thus, the likelihood of false context
detection can be reduced. Second, the traditional adaptation paradigm of “context-action”
should be revised to a “context-assessment-action” paradigm to fit the safety-critical medical
environment. Specifically, in the revised paradigm, each context-triggered action should be
assessed prior to its real execution. The “assessment” step, conducted based on solid medical
knowledge, prevents the execution of any action that is suspected to be unsafe. As a result,
we can make good use of context information to improve system’s intelligence without
introducing additional safety loopholes. To validate the effectiveness and advantages of
our approach, we have developed a context-aware MCPS for Patient-Controlled Analgesia
based on the above principles. Evaluation results have shown that our system exhibits much

stronger ability of reducing adverse events.

6.2 Future Directions

Now that we have summarized all the work presented in this dissertation, in this sub-
section we will point out several directions that are worth further exploration in the future.

First, let us revisit the proposed online model checking approach for MCPS. Model
checking originally was proposed to examine the conceptual design of a system. In the
traditional offline model checking, the design of a system can be well modeled. However,
when moving to the online approach, the system model is dynamically generated when the
system is running. Note that there is a trick here. As we know, sometimes there is a

discrepancy between the conceptual design and real implementation of MCPS devices. If
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the implemented devices fail to conform to the original design, the generated online model
can not capture the real system behavior. Consequently, the results yielded by online model
checking can not reflect the real properties of the system. In this sense, our approach must
rely on an assumption that the real implementation of each MCPS device perfectly complies
with its design. As our future research, we will investigate how to remove this assumption,
and meanwhile make sure the online model checking is still feasible and effective. One
promising solution is to use model-driven approach to automatically generate codes for
MCPS devices, so that the real MCPS devices’ behaviors are always consistent with their
models [LS10]. However, this future research can be considered as orthogonal to our online

model checking and system co-design approach.

Second, with regard to the approach we proposed to handle network uncertainties in
MCPS, all the MCPS devices must be synchronized in clock. Therefore, the planned oper-
ations can be safely consumed by the medical devices at right time. In the future, we plan
to remove this time synchronization requirement, thus making our approach applicable in
more general cases. However, the price is that the complexity will be significantly increased.
In addition, we have been thinking of a MCPS scenario where each pair of devices com-
municating through wired links, and meanwhile we can construct wireless links to backup
the wired ones. Once wired links occasionally get disconnected, wireless links can serve as
secondary choice supporting continuous execution of the system. Such idea of combining
wireless and wired connections would be very promising in improving the system’s resilience
to network problems. Furthermore, it can avoid the low performance issue when the system
purely relies on wireless communication, because wireless link conditions may become poor

in certain extreme environments and cause the system to be suspended for clinical use.
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Finally, we would like to investigate how to enable MCPS adaptive to other types of
contexts, in addition to the human errors considered in Chapter 5. Typical examples of such
contexts are the computational and physical environments of the MCPS devices. Suppose a
medical sensor is detached from patient’s body, its reading should be discarded or regarded
as invalid. So making MCPS aware of the ‘attach’ state of medical sensors can be helpful
for the system to understand the real situation of the patient. Meanwhile, the external
physical environment, such as temperature and humidity, can also affect the functioning
of medical devices. It is apparent that there exists a great opportunity of improving the
MCPS by adapting to those new types of contexts. However, still we will have to face the
difficulties in tackling the uncertainties associated with those contexts. Since our current
adaptation rules for handling context uncertainty are specifically designed for human errors,
new rules will be needed for the new contexts. We believe that by exploring towards this
new direction, we will be able to extend context-awareness to other safety-critical CPS

application domains, such as avionics and transportation.
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