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Abstract

Fingerprint, as one of the most accurate and discriminative biometrics, has
been investigated and used to identify human beings for hundreds of years.
Fingerprint identification systems have also been developed and widely
deployed for forensics, security and civilians applications for more than
decades. In order to address the limitations of existing contact-based finger-
print identification systems and improve recognition accuracy, contactless
3D fingerprint recognition technologies have attracted growing attention.
However, the complex 3D imaging setups employed in these systems typi-
cally require structured lighting with scanners or multiple cameras which
are bulky and with higher cost. In addition, the high time complexity of 3D
fingerprint alignment and matching algorithm has become the obstacle for
the system deployment.

In this Thesis, a more accurate and efficient 3D fingerprint identification
approach is developed using a single 2D camera with multiple colored light-
emitting diode (LED) illumination to address the limitations of existing
contactless 3D fingerprint acquisition systems. A 3D minutiae tetrahedron
based algorithm is developed to more efficiently match recovered minutiae
features in 3D space and address the limitations of 3D minutiae match-
ing approach in the literature. This algorithm significantly improves the
matching time to about 15 times than state-of-the-art in the reference. A
hierarchical tetrahedron matching scheme is also developed to further im-
prove the matching accuracy with faster speed. The 2D images acquired
to reconstruct the 3D fingerprints are also used to recover 2D minutiae
and further improve matching performance for 3D fingerprints. A new
two-session database acquiring from 300 different clients consists of 2760
3D fingerprints reconstructed from 5520 colored 2D fingerprints is also
developed and shared in public domain to further advance much needed
research in this area. Extensive experimental results validate the proposed
approach and demonstrate the effectiveness of proposed algorithms.
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Convolutional neural networks (CNN) have shown remarkable capabilities
in biometrics recognition problem. An end-to-end contactless 3D fingerprint
representation learning model based on CNN has also been developed to
accurately match multi-view contactless 3D fingerprints. The proposed
model includes one fully convolutional network for fingerprint segmenta-
tion and three Siamese networks for multi-view 3D fingerprints feature
representation. Contactless 3D imaging often results in partial 3D finger-
prints as it requires relatively higher cooperation from users during the
contactless 3D imaging. Such contactless 3D fingerprint images significantly
degrades matching accuracy due to partial 3D fingerprint imaging. In this
Thesis, contactless partial 3D fingerprint identification, which is a more
challenging problem due to its high degree of freedom during contactless
3D fingerprint acquisition, is also addressed by using proposed model. Such
approaches are evaluated on two publicly available databases and state-
of-the-art minutiae-based 3D fingerprint recognition methods are used for
comparison. Comparative experimental results, presented in this Thesis
using state-of-the-art 3D fingerprint recognition method, demonstrate the ef-
fectiveness of the proposed multi-view approach and illustrate a significant
improvement of state-of-the-art 3D fingerprint recognition methods.

Accurate matching of contactless 2D fingerprint images with contact-based
fingerprints is also critical for the success of emerging contactless 3D/2D
fingerprint technologies, which offer more hygienic and deformation-free
acquisition of fingerprint features. Inspired by the success of deep learning
technologies in images recognition and feature representation, we develop
a CNN-based framework to accurately match contactless and contact-based
fingerprint images. Our framework firstly trains a multi-Siamese CNN us-
ing fingerprint minutiae, respective ridge map and specific region of ridge
map. This network is used to generate deep fingerprint representation
using a new loss function. Deep fingerprint representations generated
in such multi-Siamese network are concatenated for more accurate cross
matching. The proposed approach for cross-fingerprint matching is eval-
uated on two public databases containing contactless 2D fingerprints and
respective contact-based fingerprints. Our experiments consistently achieve
outperforming results, over several popular deep learning architectures
and over contactless to contact-based fingerprints matching methods in the
literature.
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1Introduction

„"Biometrics not only accurately identifies

and cross-checks travelers and potential

terrorists before they enter our countries,

but they also provide increased travel

document security and important personal

identity protections"

— Tom Ridge[1]

Since ancient time people have started to use body biologic characteris-

tic for human identification and authentication [2]–[4]. As compared with

other authentication technologies, which use key, password or code as the

identifier, the human biometric features are higher reliable for human identi-

fication and authentication because they have the characters of uniqueness

and invariance. With the rapidly development of computer techniques,

cracking the traditional authentication technologies like codes and pass-

words has become easy. While in the meantime, biometrics identification

technologies become mature and biometrics authentication has become

prevalent in the modern society, such as unlocking the mobile phones with

fingerprints or faces. It can be believed that more and more traditional

authentication means will be replaced by biometrics authentication in the

coming years.

On the view of the process of biometrics identification, earlier tech-

nologies identify human biometrics like body, face and fingerprint by the

experts. For example, in the mid-1800s, handprints have been recorded on
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the contract for distinguishing different employees of Civil Service system

in India [5]. In the beginning of 20 century, New York state police have

established a system using fingerprints for identification of the criminals [2].

In recent decades, with the rise of computer technologies, automated bio-

metric identification systems have been developed and widely deployed[3].

Around 1960s, the first semi-automatic face recognition system was devel-

oped by US government [2] and usable features points were extracted for

identification. Nowadays, the use of biometrics applications has rapidly

become an essential part of the modern social life and has brought great

convenience to human daily life. For example, more and more smart phones

can be unlocked using the fingerprints or irises and many security-check,

access control and attendance systems have been equipped with face or

fingerprint identification technologies.

Fingerprint, as one of the oldest and most successful biometrics, the

corresponding automatic identification systems have been used extensively

in the modern society. Traditional fingerprint identification systems are

usually based on contact-based 2D fingerprint acquisition and identification

technologies. In recent decade, benefited from the advance of 3D acquisition

and scanning technologies, more and more researchers have dedicated to

studying 3D fingerprint identification technologies. Different approaches

including acoustics based and optics based methods have been proposed

to acquire 3D fingerprints and the related recognition algorithms have

also been investigated to achieve more accurate fingerprint acquisition and

recognition.

In this Thesis, we focus on studying contactless 3D fingerprint identi-

fication technology, which mainly includes 3D fingerprint acquisition and

3D fingerprint recognition. More specifically, a new approach for 3D fin-

gerprint acquisition is introduced and a new minutiae-based 3D fingerprint
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recognition algorithm is also developed. In addition, inspired by the suc-

cess of deep learning techniques on biometric images identification, we

propose to learn the contactless 3D fingerprint deep feature representation

using CNN-based approaches. A more challenging problem, contactless

3D partial fingerprint identification, is also investigated in this Thesis. Ac-

curate matching of contactless 2D fingerprint images with contact-based

fingerprints is another critical issue needs to be addressed for the success

of emerging contactless 3D/2D fingerprint technologies. At last but not

least, we develop a CNN-based framework to accurately match contactless

and contact-based fingerprint images. In the first chapter, Introduction,

we present the basic knowledge and history of biometrics identification,

especially fingerprint identification. Then we introduce the details of con-

tactless 3D fingerprint identification which include contactless fingerprint

acquisition, feature extraction and matching. In addition, deep learning

based fingerprint recognition technologies are also described. As a more

challenging and significant problem, accurately matching contactless 2D

fingerprints with legacy contact-based fingerprint databases is introduced

in the following section. Finally, the novel contributions of this Thesis to 3D

fingerprint identification fields are summarized at the end of this chapter.

1.1 Biometrics

Biometrics refer to measurement and statistical analysis of human phys-

iological characteristic. Biometrics identification attempts to utilize different

kinds of sensors, computer science technologies and statistical knowledge

to acquire, measure and analyze human physiological characteristics like

fingerprint, face and iris, and behavioral characteristics like handwriting

and voice, for personal authentication. The history of this technology can

be traced back to ancient Egypt and ancient China that people have used
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some parts of human body for identification. Since the beginning of civi-

lization, people have learned to use face to recognize others [2]. There is

evidence that in ancient China, fingerprints and signature have been used

for personal authentication [6].

Biometric identification systems, which identify people using biometric

features, are more convenient and with higher security than traditional

identification means [4]. Therefore these systems have been widely em-

ployed in many governments, forensic and law enforcements applications.

A conventional biometry identification system usually consists of three parts,

i.e., biometric acquisition sensor, computer for data processing and storage

and software for biometrics analysis and recognition. Theoretically, any

physiological feature of the human body can be used as identifier; however,

most existing and common automatic biometric identification systems use

fingerprint, face, iris, retina, palmprint, voice and signature for identifica-

tion [3]. The common biometrics like face, fingerprint, signature, iris and

palmprint are illustrated in Figure 1.1.

As reported by the industry predications [12], the total biometrics

market has reached $2.4 billion revenues in 2016. Regarding to the different

biometric characteristics, as illustrated in Figure 1.2, fingerprint related

technology is still the leading technology in the market share and fingerprint

identification systems remain widely used around the world [3], [12]. Due

to the broad prospects and market value of fingerprint identification systems,

in this Thesis, we focus on studying more advanced fingerprint recognition

technologies and developing more efficient fingerprint identification system.
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(a) (b) (c)

(d) (e)

Fig. 1.1: Common biometrics samples[7]–[11]. (a) Face (b) Fingerprint (c) Signa-
ture (d) Iris (e) Palmprint

1.2 Fingerprint Identification

Fingerprint biometrics are probably the most well-known biometrics

to identify individual humans. In the Qin Dynasty of China, handprints

including fingerprints have been considered as the evidence to investigate

burglary [13]. As early as the end of the eighteenth century, the researchers

have found that fingerprints from different individual (even finger) had

unique ridge pattern and such pattern remained unchanged along the entire

life, which also make fingerprints as one of the most reliable and popular

biometrics identifiers [14], [15].
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Fig. 1.2: Biometric market share, more than 30% biometrics in the market is
fingerprint [12]

With the introduction of computer and information technologies, the

automated fingerprint identification system (AFIS [16]) technology was

firstly investigated and developed by Federal Bureau of Investigation (FBI)

in around 1960s. Around the end of 1970s, the automated fingerprint

identification systems have been broadly deployed by the federal govern-

ment and forensic laboratories for criminal applicant investigation and civil

applicant records in developed countries like US, Japan and France. By

the end of 1990s, fingerprint identification technology has become one of

the hot issues in social life. More than 500 million individual fingerprints

have been recorded in the AFIS database in the present day. The fingerprint

identification related techniques are not only used in forensic institutions

but also have been incorporated into commercial applications for personal

authentication. For example, many companies and apartments have de-

ployed the fingerprint identification access control systems and most smart

phones have also been equipped with fingerprint readers for unlocking.

In recent twenty years, terrorism at the global trend of the spread

has become more serious, especially after the 9.11 terrorist attack in US,
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many countries have increased the security level and have devoted more

resources to investigating biometrics (fingerprint) identification technolo-

gies and deploying related identification systems. When foreigners apply

the visa of US, China and many other countries, they need to enroll their

fingerprints as records for security reason. In many governments, foren-

sic and law enforcements applications, the contact-based 2D fingerprint

recognition systems such as Automatic Fingerprint Identification System

(AFIS) [16] and NIST Biometric Image Software (NBIS) [17] are widely

employed. However, most of existing fingerprint identification systems are

equipped with contact-based sensors which can have limitations such as

invasion and hygiene problems. The fingerprint recognition accuracy can

still be improved by introducing more fingerprint details and new matching

strategies. Therefore, it’s meaningful to study and develop more accurate

fingerprint identification systems to meet the needs of governments, law

enforcements and commercial applications.

1.3 Fingerprint Acquisition Approach

According to the literature, since ancient times people have attempted

to acquire fingerprint by contacting the finger with clay, paper, glass and

some other hard surfaces [15]. The rise of electronic and semiconductor

technologies accelerates the development of fingerprint acquisition tech-

niques which use electronic sensors/scanners to obtain fingerprint digital

images. There are more than five types of fingerprint sensors like optical

sensors, capacitive sensors, thermal sensors, RF (radio frequency) sensors

and ultrasonic sensors in the market today and optical sensors, capacitive

sensors and ultrasonic sensors are the most popular fingerprint sensors [15],

[18].
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As the earliest and most common fingerprint scanners, optical finger-

print scanners were first developed in 1970s [19]. High quality fingerprint

digital images can be usually acquired using optical fingerprint imaging tech-

niques. The ridge and valley of obtained fingerprint images can be clearly

distinguished which helps to extract more accurate and reliable features for

fingerprint recognition. However, the quality of acquired fingerprint images

can be affected by the surface contamination and fingerprint impression

residual, which can significantly degrade the fingerprint identification accu-

racy. In addition, it’s difficult to capture the fingerprint images using the

optical imaging techniques when the finger is very dry. As compared with

optical fingerprint sensors, the capacitive fingerprint sensors [20] have the

advantages like low cost, small volume and relatively steady performance

in harsh environments. Therefore such kind of sensors is commonly used

in smart phones and laptops for fingerprint enrollment and identification.

Ultrasonic imaging technologies [21] have been introduced for decades but

are recently investigated for fingerprint acquisition. The fingerprint liveness

can be detected using such sensor because the high frequency sounds wave

of ultrasonic sensor can penetrate the epidermal layer of skin. Using epi-

dermal layer of finger for matching can also reduce the impact of damaged

epidermal skin and unclean sensing surfaces. Recently, the researchers

started to investigate that acquiring 3D information from the human skin

like fingerprint and palm. They successfully acquired microscopic surface

geometry details from textured surfaces, including those from human skin

like from palm using elastomeric sensors. Such an approach in conjunction

with a high-magnification camera is detailed in [22], [23] and illustrates

promising application for recovering 3D details from palm or fingers.

Despite of all above advantages of existing fingerprint sensors, there are

still several limitations of commonly used fingerprint acquisition methods.
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Almost all of these popular fingerprint sensors rely on the scanning of sig-

nals generated from the physical contact of fingers to acquire data. Because

of the possible sensor noise, improper placement of fingers, finger rotation,

skin deformation and smearing of fingers due to pressure, the acquired

fingerprint images are therefore often distorted and/or degraded in their

quality, which also results in degraded performance of fingerprint identifica-

tion [24]. In order to address the limitations of traditional contact-based

fingerprint acquisition methods, contactless 2D/3D fingerprint acquisition

technologies [25]–[34] have been introduced in recent years. Contactless

fingerprint sensing technologies offer several potential advantages over the

traditional contact-based fingerprint acquisition approach. The fingerprints

acquired using contactless sensors are non-invasive, hygiene, with high

quality and more robust to environmental factors. In addition, such ap-

proach can alleviate skin plastic deformations and sensor noise which also

bring benefit to achieve more accurate fingerprint identification. Figure 1.3

illustrates several popular commercial 2D/3D fingerprint scanners available

in the market.

In recent years, several approaches like structured light scanning [39],

3D reconstruction techniques [40], multiple cameras techniques [41] and

ultrasound based scanning [42] have been investigated for contactless 3D

fingerprint acquisition. With the success of 3D face reconstruction using

multi-view images, systems with multiple cameras have been developed

to acquire 3D-view fingerprints [41], [43]. Although 3D fingerprint rep-

resentation can be successfully generated using such approach, it fails to

estimate the important 3D information of the real fingerprint, i.e. height of

the fingerprint ridge pattern.

Due to the high accuracy and stability, structured light scanning tech-

nique has been widely used in 3D imaging. References [38], [44], [45] also
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(a) (b) (c)

(d) (e) (f)

Fig. 1.3: Popular commercial 2D/3D fingerprint scanners. (a) U.are.U optical
fingerprint scanner [35] (b) Eikon capacitive fingerprint scanner [36] (c)
MorphoWave contactless fingerprint scanner [30] (d) ONEprint touchless
fingerprint scanner [37] (e) FlashScan3D contactless 3D fingerprint
scanner [38] (f) TBS 3D Terminal 3D fingerprint scanner [29]

have adopted structured light illumination technologies to develop scanners

to acquire contactless 3D fingerprints using camera(s) and projector. Ultra-

sound based 3D fingerprint identification has received renewed attention

[42], [46], [47] from last ten years. Such kind of approaches, which usually

use a scanning acoustic microscope, can obtain images and acoustic data

in the form of 3D data array. Despite many encouraging efforts to advance

ultrasonic 3D imaging techniques, any systematic evaluation of performance

to ascertain matching accuracy using a 3D fingerprint database is yet to be

attempted in the literature.

In order to increase the 3D fingerprint acquisition technologies appli-

cability, the researchers have put effort in developing minimized size and
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low-cost contactless 3D fingerprint acquisition systems recently. The con-

tactless fingerprint images acquisition systems proposed in [48], [49] were

only consisted of a single digital camera and several LEDs, which highly

minimized the size and reduced the cost of whole systems. Photometric

stereo technologies were applied to reconstruct 3D fingerprint from the

captured multiple contactless fingerprint images. Such systems can success-

fully acquire contactless fingerprint and recover the 3D information of the

real fingerprints. However, such approach requires multiple image shots,

which can easily result in inaccurate 3D fingerprint reconstruction due to

the users’ finger movement or rotation during the acquisition. Therefore, in

this Thesis we plan to develop a low-cost, faster and more accurate 3D fin-

gerprint acquisition system to address the limitations of existing commonly

used fingerprint sensors.

1.4 Fingerprint Identification System

Since ancient times, fingerprints have been acquired by pressing or

rolling one’s finer against clay, paper or specially designed sensors. Most

existing fingerprint identification systems available in the market are also

equipped with contact-based sensors. Although contact-based fingerprint

acquisition and identification have developed into mature technologies, as

discussed above, there still exist technical limitations and hygiene concerns

in traditional fingerprint identification. In addition, the contact-based

sensors are usually sensitive to the surrounding circumstance. As reported

by the clients in regions where the temperature is low or when the finger

is too dry or wet, the fingerprint is difficult to be acquired from contact-

based sensors. During the acquisition process, pressing or rolling the finger

against the sensor surfaces can also result in finger rotation, skin non-linear
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deformation, smearing of finger and fingerprint residues, which directly

degrades the fingerprint recognition accuracy [24], [50].

Contactless 2D fingerprint acquisition and identification technologies

[25], [27], [28], [31], [32] have been introduced in recent years to ad-

dress the limitations of traditional contact-based fingerprint technologies.

In reference [27], the authors introduced hardware for the acquisition of

contactless 2D fingerprint images and described algorithms to enhance

and match touchless fingerprints. The experiments were conducted on a

self-collected database and the results illustrated that contactless fingerprint

system has better performance than the traditional contact-based system.

The recent technical report [32] evaluated several contactless fingerprint

sensors and technologies and provided an overview of available contact-

less fingerprint systems. This report also illustrated the advantages and

limitations of existing contactless fingerprint technologies.

Although several contactless 2D fingerprint acquisition and identifi-

cation systems have been developed and deployed, unfortunately these

systems offer limited accuracy and fail to recover/match the 3D information

available during the fingerprint imaging. In order to address the intrinsic

limitations from contact-based acquisition of fingerprint and further im-

prove the recognition accuracy, more recently contactless 3D fingerprint

systems have been introduced [43]–[45], [48], [51]–[54]. In comparison

with contact-based 2D fingerprints, in addition to taking the advantages

of contactless 2D fingerprints, the contactless 3D fingerprints, which con-

tain fingerprint 3D information, can provide more accurate representation

of the ground truth. The theoretical estimates in [48] also suggest that

individuality of 3D fingerprints is significantly higher than those from 2D

fingerprints. Therefore, it is valuable and meaningful to investigate 3D

fingerprint acquisition and identification.
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In many recent publications, contactless 3D fingerprint technologies

have been studied. Chen et al. [43] proposed to acquire contactless 3D fin-

gerprint using a commercial sensor and unrolled the 3D fingerprint images

into 2D fingerprints to make it be compatible with the legacy contact-based

rolled fingerprints. Parziale et al. [41] acquired 3D representation of fin-

gerprints by using multiple cameras and corresponding rolled equivalent

fingerprints were also generated for recognition. In reference [44], Wang

et al. employed structured light illumination through phase measuring

profilometry (PMP) [55], which required a high speed camera and special-

ized projector, to recover 3D ridge depth information of the fingerprint.

Reference [52] generated 3D fingerprint from multi-view 2D images using

multiple cameras through structured light illumination method. Several

popular features, like scale invariant feature transformation (SIFT) fea-

ture, ridge feature and traditional minutiae features were extracted in their

work.

Contactless 3D fingerprint technologies have been investigated by

several academic institutions. Some companies have also developed 3D fin-

gerprint identification systems and the related products have been available

in the market. The TBS company [29] have developed several 3D sensors

like 3D Enroll and 3D Terminal to acquire 3D fingerprints. Their technology

was based on shape from silhouette and viewpoints under different illumina-

tions. The acquired 3D fingerprints were unwrapped for recognition using

minutiae-based approaches. The FlashScan3D [38] cooperating with Wang

[44] have developed a commercial 3D fingerprint identification system.

Structured Light Illumination was adopted in their system for 3D fingerprint

scanning. The 2D equivalent fingerprints were generated automatically

using their sensors for recognition.
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Although the above promising works successfully acquired 3D finger-

print by using different approaches, the main obstacle in the popularity of

most existing systems is their complex hardware which also increases the

cost. For example, the acquisition systems in [38], [44] require high speed

camera and specialized projector and the systems in [41], [52] required

multiple cameras. In addition, these systems extract the feature from un-

wrapped or unrolled 3D fingerprints instead of directly from 3D fingerprints

and they also fail to recover and match the available 3D features that can

be extracted from 3D fingerprint. The recognition performance for 3D

fingerprint can also be further improved by incorporating more powerful

matching strategies.

More recently, the researchers in [51], [54] have started to study on

matching 3D fingerprints using the extracted 3D features. Reference [53]

reconstructed 3D fingerprint using multiple touchless fingerprint images

acquired from multi-view cameras and curvature features were used for 3D

fingerprint recognition. In reference [51], the authors presented a low-cost

and more accurate approach for 3D fingerprint identification. By using

single camera with several LEDs, the 3D fingerprints were acquired. In

addition, the 3D minutiae features were successfully recovered from the

reconstructed 3D fingerprints. However, this system has relative high time

complexity in both acquisition process and matching process. Therefore,

this Thesis proposes to develop a new fingerprint identification system

with faster acquisition speed and accurate matching strategy to address

limitations with the current state-of-the-art system.
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1.5 Contactless 3D Fingerprint Feature

Extraction and Matching

A conventional biometric identification process usually includes four

steps, i.e. raw data collection, data preprocessing, feature extraction and

feature matching. Different feature selection and extraction methods and

feature matching strategies can result in different identification performance.

In the process of fingerprint identification technologies development, vari-

ous fingerprint features have been attempted to be extracted and used for

matching. In the early stages of fingerprint identification, fingerprint ridge

flow pattern is extracted and defined as the level 1 fingerprint features [56],

[57]. The ridge flow pattern features containing fingerprint ridge orienta-

tion and structure information can clearly describe the fingerprint pattern

class and such features are usually used for fingerprint classification and

exclusion. In reference [58], the authors integrated ridge pattern features

with structure features for real-time indexing large fingerprint database.

In order to characterize the fingerprint individuality, ridge details

are explored and extracted as the fingerprint level 2 features [56], [57].

Such ridge details include ridge ending points, bifurcation points, spurs,

crossovers and so on. Minutiae, which are considered as the most reliable

fingerprint features, are defined of the combination of ridge ending and bi-

furcation points. Minutiae features are also widely used in most fingerprint

matching strategies [59]–[64]. In reference [59], an on-line fingerprint

verification system was proposed. The authors introduced a faster and

more accurate approach for fingerprint minutiae extraction and matching.

The experimental results on two databases validated the high performance

of proposed system. More advanced minutiae-based fingerprints match-
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ing methods including minutiae triangulation matching [61], filter-based

fingerprint matching [62], minutiae and ridges matching [63] and minu-

tiae cylinder code matching [64] have been explored in the literature. In

addition to minutiae features, the micro features of fingerprint including

ridge breaks, cores and scars have also been investigated by the researchers

to achieve more accurate fingerprint matching [56], [57]. Although such

features are also believed to be unique and can be used to identify different

fingerprints, the micro details can only be captured using the sensors with

very high resolution. Therefore such features are not commonly used in

popular fingerprint identification systems.

The introduction of contactless 3D fingerprint acquisition system accel-

erated the study of 3D fingerprint feature extraction and matching. However,

at the beginning of such studies, most work focused on the development

of 3D acquisition sensors. They failed to recover or match the fingerprint

features in 3D space; instead in their work traditional 2D minutiae were

extracted from unwrapped 3D fingerprints and used for matching [38],

[41], [43], [44]. In 2013, Kumar et. al firstly proposed to acquire 3D

features from the reconstructed 3D fingerprints [48], [51]. Conventional

fingerprint minutiae were successfully extended in 3D space and extracted

as the 3D minutiae features. The corresponding 3D minutiae alignment and

matching method was also developed. In addition, 3D finger surface code

representation features were introduced based on 3D fingerprint surface

curvature information. Conventional 2D minutiae were also combined with

3D minutiae and 3D finger surface code to further improve the recogni-

tion accuracy. The comparative experimental results illustrated that the

presented methods were superiority over the matching approaches in the

literature. In reference [53], 3D fingerprint curvature features including

curve-skeleton and overall maximum curvatures were proposed and ex-
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tracted by the authors. The curve-skeleton features were combined with

traditional 2D minutiae features for matching 3D fingerprints. The results

from a series of experiments demonstrated the effectiveness of proposed

feature extraction and matching approaches. Figure 1.4 illustrates widely

used minutiae features of 2D/3D fingerprints.

(a) (b)

(c) (d)

Fig. 1.4: 2D/3D fingerprints minutiae features: ridge ending and ridge bifurcation
(a) Contact-based 2D fingerprint minutiae [17] (b) Unwrapped 3D fin-
gerprint minutiae [41] (c) Contactless 2D fingerprint minutiae [65] (d)
Contactless 3D fingerprint minutiae [51]

Although 3D fingerprint acquisition and identification systems have

been investigated and developed for years, only a few specific 3D fingerprint

feature extraction and matching algorithms were developed. The methods

in [53] using curve-skeleton features for identification focused on 3D finger-

1.5 Contactless 3D Fingerprint Feature Extraction and Matching 17



print global features extraction and matching. They failed to recover and

use 3D fingerprint details, like 3D minutiae for matching. The 3D minutiae

features were successfully recovered from the reconstructed 3D fingerprints

in [48], [51]. However, as mentioned in previous section, minutiae based

alignment in 3D space is complex which can limit its application for on-line

usage. Therefore, in this Thesis, we aim to develop faster and more accurate

3D fingerprint matching methods.

1.6 Biometric Recognition using Deep

Learning

As a part of machine learning, the history of deep learning idea [66] can

be traced back to 1943, when the MCP model based on the artificial neural

networks was proposed by McCulloch and Pitts [67]. Until 2006, Hinton

introduced the concept of unsupervised pre-training and deep belief network

[68] to model the way that brain works. It is considered as the beginning of a

new era in deep learning technologies. Around 2011, the rapid development

of GPU (graphics processing unit) significantly increases the deep neural

network training speed. In 2012, Alex Krizhevsky, Ilya Sutskever, and Geoff

Hinton proposed efficient deep learning models [69] which significantly

reduced the error rate from 26% to 16% of image classification problem on

famous Imagenet database [70]. After that, many researchers devoted more

effort to investigating innovative deep models.

Deep learning technique has showed its remarkable success in image

classification, object recognition and feature representation problems in

recent five years [67], [69], [71], [72]. The performance for recognition

and classification problems using conventional learning algorithms like
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SVM has been significantly improved by deep learning based approaches.

There are many different types of deep neural networks like auto-encoder

neural network [73], convolutional neural network (CNN) [74], deep belief

network (DBN) [68], recurrent neural network (RNN) [75] and generative

adversarial networks (GAN) [76]. Deep convolutional neural network

usually comprising of several convolutional layers, pooling layers and fully

connected layers is the one of the most popular and efficient deep learning

techniques that widely used in visual learning and image representation.

In particular, convolutional neural network (CNN) approach has suc-

cessfully improved state-of-the-art for the challenging biometrics identifi-

cation problems [77]–[79]. In reference [80]–[82], the authors proposed

three different CNN-based models, called DeepID, DeepID2 and DeepID2+

for face recognition problems. An effective way to learn the face deep

feature representation using CNN was presented in [80] and the last hidden

layer of their network was extracted as the features of input face images.

DeepID2 in [81] learned face deep features from specific designed deep con-

volutional networks using both face verification and identification signals.

The feature vectors from verification network and identification network

were combined together to achieve more robust face feature representation.

The proposed network structure was further improved in [82] and more

face images were incorporated as the training data. As compared with

non-deep learning based methods, all these three CNN-based approaches

significantly improved face verification accuracy and reduced error rate on

challenging LFW database [83].

Regarding to other biometrics (fingerprint, periocular, palmprint and

finger vein) classification, detection and recognition problems [84]–[90],

deep learning based approaches have also shown to offer superior perfor-

mance than traditional image-based or handcrafted feature based methods.
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Reference [84] proposed to adopt stacked sparse auto-encoder method

based on deep neural network to accurately classify fingerprint types. The

presented experimental results for the fingerprint classification on NIST

database [17] achieved better performance than other methods. Fingerprint

liveness detection using CNN was proposed in reference [85]. The authors

compared four different pre-trained CNN models and the experimental

results indicated improvements over previously state of art results. Qin

et. al [88] presented a way to segment background of finger vein then

extracted its deep representation using CNN. A fully convolutional network

was also applied to recover the missing finger vein patterns. The proposed

methods were evaluated on two public finger-vein databases and the results

illustrated a significant improvement in finger vein verification accuracy.

A CNN-based fingerprint minutiae extraction approach was recently in-

troduced in [90]. Minutiae features can be directly extracted from raw

fingerprint images using specific designed deep CNN architecture. The

experimental results showed that as compared with traditional minutiae

extraction method, more accurate minutiae features can be extracted which

result in more accurate and robust fingerprint matching. Figure 1.5 illus-

trates several popular CNN-based frameworks for biometrics identification

including face [79], finger vein [88], fingerprint [90] and periocular [89].

Meanwhile, convolutional neural network based approaches has also

successfully been applied in 3D object recognition and has greatly improved

state-of-the-art methods [91]–[94]. In references [91], [92], the authors

applied different 3D CNN-based models on volumetric grids. Both of their

proposed approaches successfully generated volumetric representations for

3D object recognition and the experimental results also demonstrated the

effectiveness of their methods respectively. Different CNN-based methods
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(c)

(d)

Fig. 1.5: CNN-based frameworks for biometrics identification including (a) face
[79] (b) finger vein [88] (c) fingerprint [90] (d) periocular [89]

were implemented in [94]–[96] to generate 3D deep descriptors from 3D

mesh or 3D point cloud data for object recognition or retrieval. Reference

[97]–[99] successfully generated deep representations from 3D face using

CNN-based approaches and achieved better recognition performance than

the approaches using traditional face features. These achievements on 3D
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data recognition, especially on 3D face recognition, have indicated that 3D

fingerprints can also be identified using CNN-based approach.

Inspired by the enormous successes of CNN-based approaches in pat-

tern recognition fields, especially on 2D/3D biometrics feature represen-

tation and recognition problems, in order to address the limitations of

traditional contactless 3D fingerprint recognition approaches and further

improve the matching accuracy of contactless 3D fingerprints, CNN-based

approaches are also proposed to be adopted into contactless 3D fingerprint

recognition in this Thesis.

1.7 Accurately Matching Contactless to

Contact-based Fingerprint Images

Fingerprint identification technology is a mature technology and vari-

ous fingerprint sensors have been developed by different companies. More

and more centralized identification systems are increasingly deployed for

fingerprint identification which can receive fingerprint images acquired

from different kinds of fingerprint sensors, therefore the fingerprint sen-

sor interoperability problem has attracted growing attention [100]. Vast

databases of billions of contact-based fingerprints have been developed to

protect national borders and support e-governance programs. For example,

large scale fingerprint systems Aadhaar system [101] matches fingerprints

from over a billion of different subjects that are acquired using wide variety

of sensors.

Research on fingerprint sensor interoperability has attracted consid-

erable attention in the literature [100], [102]–[104] as a wide variety of

contact-based fingerprint sensors are deployed worldwide. For example,
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reference [100] investigated fingerprint sensor interoperability problem for

two different flat (plain) fingerprint sensors and examined the extent of

degradation in the matching accuracy when images from two such differ-

ent sensors are matched. Reference [103] details a series experiments on

plain-to-rolled fingerprint identification and demonstrated that it can be

more difficult than matching plain-to-plain fingerprints. The work in above

references is quite promising but limited to addressing the fingerprint sensor

interoperability problem only for the contact-based fingerprints acquired

from different sensors. It is more challenging, meaningful and relevant, in

view of recent technological advances, to match contact-based fingerprint

images in legacy fingerprint databases with the contactless fingerprints

sensors.

In recent years, contactless fingerprint identification systems have been

introduced for better hygiene, security and to overcome the limitations from

traditional contact-based fingerprint identification systems. Contact-based

fingerprint sensors have to cope up with hygienic concerns, sensor surface

noise, latents from previous impression, and fingerprint deformation due

to improper placement or uneven distribution of pressure [24]. As a result

full potential from the fingerprint modality is not yet to be realized. On the

other hand, contactless fingerprint imaging can preserve and recover the

ground truth information without the elastic deformation. Therefore much

higher matching accuracy can be expected from the contactless fingerprints

than those from the contact-based fingerprint identification. Although more

and more contactless fingerprint identification systems have been developed

[25], [30], [48], [105], there has been almost no or nil attention for the

development of algorithms to enhance interoperability between contact-

based and contactless fingerprint sensors. Some promising publications

have attempted to investigate sensor interoperability between touchless and

1.7 Accurately Matching Contactless to Contact-based Fingerprint Images 23



contact-based fingerprints [43], [57], [106]. These references provide very

interesting insights on the interoperability among the contact-based and

contactless fingerprint devices; however, these are only evaluation reports

and do not make any attempt/research to further improve interoperability

between contact-based fingerprint and contactless fingerprint images.

The minutia feature is believed to be the most accurate fingerprint fea-

ture which has proved its efficiency and reliability in fingerprint recognition

[17], [59]. However, due to the intrinsic nature of different acquisition tech-

nologies for the contactless and contact-based fingerprints, it’s difficult to

accurately extract the minutia features from these two kinds of fingerprints.

Although several fingerprint matching methods [43], [107], [108] have

been proposed to address such problem, the matching performance remains

far from the expectations for the deployments. Since recent deep learning

technologies have shown to offer remarkable success for the image recogni-

tion, classification and feature representation [69], [71], [72], particularly

for the challenging biometrics problems [85], [109]. Matching biomet-

ric images using CNN approach has shown to offer superior performance

than traditional image-based or handcrafted feature based identification

algorithms. Thus, our focuses are on improving accuracy for matching con-

tactless to contact-based fingerprint to advance interoperability of emerging

contactless fingerprint technologies using CNN-based approaches. The suc-

cess of emerging contactless fingerprint sensors largely depends on their

capability to match with legacy fingerprint database images. Therefore it is

important to develop specialized algorithms to improve fingerprint senor

interoperability between the contact-based and the contactless fingerprint

sensors.
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1.8 Thesis Contributions

3D fingerprint identification systems have been introduced and investi-

gated for years. As compared with conventional 2D fingerprint identification,

the 3D fingerprint identification technologies are believed to have more

advantages. Different approaches for acquiring 3D fingerprints, extracting

features from 3D fingerprints and matching 3D fingerprints have been ex-

plored in many publications. However, there are still several limitations

in existing 3D fingerprint identification systems. Firstly, most existing 3D

fingerprint acquisition systems are composed of complex devices (several

cameras and projector). The bulky and high-cost have become the main

obstacle of such systems. Secondly, many existing 3D fingerprint identi-

fication systems fail to recover and match the most popular fingerprint

minutiae features in 3D space, which are believed to have the potential to

improve 3D fingerprint matching accuracy. Although a low-cost 3D finger-

print identification system presented in [51] has successfully recovered 3D

minutiae features for identification, this approach requires multiple image

shots, which can be highly time consuming. Another key limitation that

can limit its application for on-line usage lies in the complexity of matching

algorithm due to the 3D minutiae alignment. Therefore, one objective of

this Thesis has been to develop faster and more accurate 3D fingerprint

acquisition approach and identification algorithms to address limitations

with the current state-of-the-art system.

In this Thesis, a low-cost, more accurate and more efficient contactless

3D fingerprint identification system is proposed to address several limita-

tions of currently available 3D fingerprint technologies. 3D fingerprints are

reconstructed from a single 2D imaging sensor by using acquired colored

2D fingerprint images. The contactless fingerprint images are acquired
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in a short time to accelerate data acquisition process. 3D minutiae based

tetrahedron matching method is also proposed to achieve faster and more

accurate recognition performance.

The contactless 3D imaging is more prone to partial 3D fingerprint

problem, as compared to the contactless 2D fingerprint imaging. This can

be largely attributed to the fact that contactless 3D fingerprint imaging

process requires acquisition of much more information, e.g. structured light

scanning in [44], [45] or multiple 2D images in [51], [65] required for the

3D reconstruction. Therefore there is strong motivation to address such

problem from partial 3D fingerprints for the success of emerging 3D finger-

print technologies. In this Thesis, a new framework to recover multi-view

deep feature representation from contactless 3D fingerprint is presented.

The deep features extracted from multiple networks are concatenated and

used for more accurate and efficient contactless 3D fingerprint recognition

and partial 3D fingerprint identification.

In addition, we also develop a novel CNN-based framework to address

the challenging problem of accurately matching contactless 2D fingerprints

with respective contact-based fingerprints in this Thesis. Our framework

incorporates a robust multi-Siamese CNN to learn fingerprint minutiae

feature correspondences. The proposed network improves Siamese CNN in

both architecture and the loss function. The feature vectors generated from

the multi-Siamese CNNs are concatenated to form more robust fingerprint

deep feature representation, which is expected to incorporate more infor-

mation to describe the similarities between contactless and contact-based

fingerprints. The key contributions of this Thesis can be summarized as

follows:
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1. The 3D minutiae matching method requires complex transformations

for every minutia to align them in 3D space and this is the key reason

for high computational complexity in state-of-the-art methods [51]. In

order to address such limitations, we propose 3D minutiae tetrahedron

alignment and matching method. The Delaunay tetrahedron based

feature representation and matching is proposed to significantly speed

up the matching of 3D fingerprint templates and improve the identifi-

cation performance. The comparative experimental results presented

in this Thesis indicate about 15 times improvement in matching speed

as compared to the method in [51]. Hierarchical tetrahedron match-

ing method is also developed to significantly improve the matching

accuracy with competing matching speed.

2. This Thesis also presents a new 3D fingerprint database in the public

domain. It is the largest database (so far) and consists of two session

2D/3D fingerprints images data. This database from 300 different

clients consists of 2760 3D fingerprints reconstructed from 5520 col-

ored 2D fingerprints and will help to advance further research in this

area.

3. An end-to-end model to extract deep feature representation from con-

tactless 3D fingerprint is proposed. Such model to accurately match 3D

fingerprints includes contactless 3D fingerprint segmentation network

and multi-view 3D fingerprint deep feature representation generation

network. The deep feature representation generated from this model

is designed to learn and aggregate discriminative ridge and valley

details from multiple views of 3D fingerprint images. By integrating

the side-view and top-view 3D fingerprint image with respective 3D

contour map, the deep representation can be enriched with the global
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shape and texture information. Such deep multi-view 3D fingerprint

representation can offer more accurate 3D fingerprint recognition.

4. As compared with contact-based partial fingerprint identification, con-

tactless partial 3D fingerprint identification is more challenging and

results from its high degree of freedom during the fingerprint acquisi-

tion. The key reason for such partial fingerprints, during contactless

3D fingerprint imaging, is due to the limited depth of focus and field

of view with commonly used cameras. In this Thesis, partial 3D fin-

gerprint for training the network is defined by 3D rotation of the

fingerprints in a plausible range of angles. The deep feature repre-

sentation from partial 3D fingerprint is generated by using proposed

network. This Thesis makes first such attempt to address partial 3D

fingerprint identification problem and is important for the success

of emerging contactless 3D fingerprint identification. As compared

with conventional 3D fingerprint matching method, our approach can

offer significantly improved performance for the partial 3D fingerprint

identification.

5. In order to achieve accurate contactless to contact-based fingerprint

cross matching, we develop a novel CNN-based framework and pro-

pose to incorporate available ridge flow features with their singularity

(minutiae features) in our framework, to enhance the learning process

for the cross-fingerprint matching. More robust deep feature repre-

sentations are expected to be extracted using proposed framework to

describe the similarities between cross-sensor fingerprint images. We

present extensive experimental results on two different publicly avail-

able databases, which indicates that our approach can significantly

improve the performance over several popular CNN architectures
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and over state-of-the-art methods for the contactless to contact-based

fingerprint cross matching.

1.9 Thesis Organization

The organization of this Thesis is summarized in this section. The main

work of this Thesis can be divided into four parts. First part focuses on 3D

fingerprint acquisition. We present a new approach to fast and accurately

acquire contactless 3D fingerprints in this part. Then we introduce new

methods to accurately extract minutiae-based features from reconstructed

3D fingerprints. A new matching algorithm based on extracted 3D minutiae

tetrahedron features is also illustrated in second part. In order to investi-

gate contactless partial 3D fingerprint identification and further improve

contactless 3D fingerprint recognition accuracy, a CNN-based approach is

presented in the third part. The fourth part investigates more challenging

problem of matching contact-based to contactless fingerprint images to ad-

vance interoperability of emerging contactless fingerprint technologies. The

comparative experimental results illustrated in different parts on matching

contactless 3D fingerprints and contactless to contact-based fingerprints

have validated the efficiency and effectiveness of proposed approaches. This

Thesis is organized as follows:

Chapter 1 starts with a brief introduction to biometrics identification and

fingerprint identification systems including fingerprint acquisition, feature

extraction and feature matching. Deep learning technologies on 3D data

and biometrics recognition are also descried. In addition, this chapter

summaries the motivation and novel contribution of this Thesis.
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Chapter 2 introduces the 3D fingerprint acquisition problem. Conventional

2D/3D fingerprint acquisition approaches are firstly described. Then we

present the proposed approach to fast and accurately acquire contactless

3D fingerprint images and reconstruct 3D fingerprints. The 3D fingerprint

reconstruction accuracy and time complexity are also illustrated. Finally,

we describe the details of collected 3D fingerprints database.

Chapter 3 describes the approach for 3D fingerprint feature extraction.

Several conventional 2D/3D features are presented first. Next, based on 3D

minutiae features, we introduce proposed 3D minutiae tetrahedron features

extraction approach. The other popular 3D fingerprint features including

3D surface curvature and 3D finger code features are also illustrated in this

chapter.

Chapter 4 presents different approaches for matching 3D fingerprints. We

firstly describe conventional 2D/3D minutiae fingerprint matching methods.

Then the proposed 3D minutiae tetrahedron based fingerprint alignment

and matching approach is detailed. 3D fingerprint surface curvature based

matching method is also illustrated in this chapter. Finally, we present

several experiments to evaluate the performance of proposed 3D fingerprint

matching approaches.

Chapter 5 describes CNN-based approach for contactless 3D fingerprint

recognition and partial 3D fingerprint identification. The successes of CNN-

based approaches on 3D data recognition and biometrics recognition are

firstly presented. The approach to generate multi-view 3D fingerprint deep

feature representation is then introduced. Based on such deep feature

representation, we implement more accurately partial 3D fingerprint identi-

fication. Finally we illustrates the experimental results on two databases to
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demonstrate the effectiveness of proposed CNN-based approach for contact-

less 3D fingerprint recognition and partial 3D fingerprint identification.

Chapter 6 details the proposed CNN-based framework to address contact-

less and contact-based fingerprint sensor interoperability problem. We firstly

introduce the approach for simultaneously incorporating minutiae features

and the respective ridge map from contactless and contact-based fingerprint

images. Then the architecture and proposed distance-aware loss function

of proposed multi-Siamese CNN are described in following section. At last,

the comparative experimental results on two public databases to evalu-

ate proposed approaches for more accurate contactless and contact-based

fingerprint matching are illustrated.

Chapter 7 concludes the Thesis and summarizes the main results achieved

by proposed approaches. In addition, the further work on this research

topic is discussed.
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2Contactless 3D Fingerprint

Acquisition and Reconstruction

2.1 Introduction

The rise of contactless 3D fingerprint identification systems benefits

from the development of contactless fingerprint acquisition and 3D imaging

technologies. As compared with mature contact-based fingerprint acqui-

sition systems, which only capture 2D fingerprint images, 3D fingerprint

acquisition is more challenging because such systems need to accurately

acquire/recover 3D depth information of the fingerprint. For this reason,

the acquired 3D fingerprints can provide more accurate representation of

the ground truth. However, the most of existing 3D fingerprint identification

systems [27], [44], [46] have limitations like high cost and complexity and

large bulk. The speed and accuracy of state-of-the-art 3D fingerprint acqui-

sition system [51] needs to be improved as well. In this thesis, a low cost

and fast 3D fingerprint acquisition approach is proposed and photometric

stereo technique is utilized for estimating fingerprint surface normal, which

can be used for reconstructing depth data of 3D fingerprints.

This chapter introduces proposed contactless 3D acquisition and recon-

struction approach in detail. In section 2.3, the components of whole system

is illustrated. In addition, the calibration of camera and LEDs and image

preprocessing are also introduced in this section. The following section

(2.4) details the color photometric stereo method and several reconstruction

approaches for generating 3D fingerprint surface. The accuracy of recovered
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fingerprints is also evaluated. Section 2.5 presents the collected two-session

contactless 3D fingerprint database, which contains more than 2500 3D

fingerprints.

2.2 Previous Work

In order to avoid contacting with the surface of fingerprint scanner,

which can result in distorted/degraded fingerprint images, and acquire

more information from real fingerprint, which can benefit for identification,

contactless 3D fingerprint acquisition technologies have been introduced.

Many literature [41], [43], [44] have reported their approaches to acquire

3D fingerprint. Some companies [29], [38] have also developed different

systems to acquire 3D fingerprints. In references [41], [43], the authors

firstly generate 3D finger shape model through the captured multiple 2D fin-

gerprint images, then the 3D fingerprint representation was reconstructed

and mapped onto the finger shape to acquire 3D fingerprint. References

[38], [44] acquired non-contact 3D fingerprints using structured light illu-

mination technologies with real-time 3D senors. The height information of

fingerprint ridge pattern can be estimated by projecting a narrow band of

light onto the finger surface. However, such kind of 3D fingerprint sensors is

usually consisted of one or two high speed camera and specialized projector

which is complex, with high-cost. It has become the main obstacle of these

structured light illumination based system.

In addition to acquiring 3D fingerprints using cameras or projector,

ultrasound based sensors [42], [46], [47], [110] have been used to obtain

3D data of fingerprints in recent years. Reference [46] described recovery

of fingerprint images in the form of 3D data array using a new ultrasonic

fingerprint imaging technique. The 3D fingerprint details inside the skin and
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distribution of the sweat pores can be easily visualized using such scanner,

which may be beneficial for 3D fingerprint recognition. Instead of using

conventional piezoelectric transducers, 3D ultrasound imaging of finger-

prints can also be achieved using micro-fabricated capacitive transducers.

Such attempts for 3D fingerprint [42] and 3D palmprint [47] imaging have

also appeared in the literature. However, the speed of fingerprint detection

and acquisition using ultrasound based sensors is relatively slow and the

cost of such kind of sensors is high.

The 3D fingerprint acquisition approach in [51] have proved its lower

cost and more effective than other approaches like ultrasound based 3D

fingerprint acquisition [46] and 3D fingerprint scanning using structure

light illumination [44]. The acquisition system in reference [51] consists

of a digital camera and several blue LEDs. The acquired contactless 2D

fingerprint images are used for reconstructing 3D fingerprint surface. How-

ever, since such system required long acquisition time to capture multiple

fingerprint images (more than three images), during the acquisition pro-

cess, the users should keep their finger still which is inconvenient. The

unintentional movement of the users’ finger can significantly impact the

quality of reconstructed 3D fingerprint which will also degrade the fin-

gerprint identification accuracy. Therefore we propose a more robust 3D

fingerprint acquisition system to address the limitations of existing systems.

The comparison between popular commercial 3D fingerprint acquisition

systems and proposed system is illustrated in Table 2.1.

2.3 Contactless 3D Fingerprint Acquisition
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Table 2.1: Comparison between commercial 3D fingerprint acquisition systems
and proposed system

System
AIRPrint

[111]

ONEprint

[37]

3D-terminal

[29]

FlashScan3D

[38]

Snapdragon

Sense ID

[112]

Proposed

system

Organization AOS, Inc IDair, Inc TBS-Biometrics FlashScan3D Qualcomm HK PolyU

Technology
Polarized Light

Stereo Tracking

Optical

based

Surround

Imaging

Structured Light

Illumination

Ultrasonic 3D

Technology

Photometric

Stereo

Device
3D Multi-view

Optical Sensor

Optical

Sensor

Multiple

Cameras

Camera

and projector

Ultrasonic

Sensor

Single

Camera

Cost
$14,500

(whole system)
∼$2000 ∼$2000 unknown ∼$3900 ∼$100

Decision

Information

3D view

contactless

Contactless

2D

Unwrapped 3D

contactless

Unwrapped 3D

contactless

Contact-based

3D

Simultaneous

2D&3D

contactless

2.3.1 System Overview

The developed system consists of a 2D digital camera (∼100 USD)

and six colored 1 watt LEDs, two blue, two green and two red LEDs,

respectively. These LEDs are symmetrically distributed on a circular board,

which is configured in front of the lens for illumination. The average

distance between the camera and finger is around 75mm. The acquisition

of fingerprint image is synchronized with the switching of LED illumination

that controlled by an external SCM (Single Chip Microcomputer). The

whole acquisition time is controlled less than 1 second. One red, one green

and one blue LED are simultaneously illuminated and one imaging shot is

acquired. An iron ball is used to automatically calibrate the LEDs position

which will be used for the estimation of surface normal. The 3D fingerprint

acquisition system diagram is illustrated in Figure 2.1.

Three imaging shots are automatically acquired in sequence. The first

two images are used for 3D fingerprint reconstruction and the last shot

is the repetition of the first illumination position, which is used to detect

the finger motion. The 1400 × 900 pixels region of interest (ROI) from

acquired of fingerprint is automatically extracted by edge detection and
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Fig. 2.1: The diagram of 3D fingerprint acquisition systems

image segmentation algorithm. A method to automatically remove the

specular reflection of 2D fingerprint images is also proposed. The color

photometric stereo approach is used to reconstruct 3D fingerprint after

removing specular reflection from acquired 2D images. 3D minutiae and

3D tetrahedron using 3D minutiae representation are extracted from the

reconstructed 3D fingerprint. Finally, the information from 2D images used

for the 3D reconstruction is employed to further consolidate 3D finger-

print identification. The block diagram of our 3D fingerprint identification

approach is shown in Figure 2.2.

Digital 
Camera

Colored (RGB) 
Illumination Controller

Illumination 
Calibration

2D Color 
Fingerprint Images

2D Fingerprint 
Preprocessing

Split Color Fingerprint 
into 3 Channels

3D Fingerprint 
Minutiae

2D Fingerprint 
Features

2D Fingerprint 
Match Score

3D Fingerprint 
Reconstruction

3D Minutiae 
Tetrahedron

3D Fingerprint 
Match Score

Final Score

Decision

Genuine

Finger

Imposter

First Shot

Second 
Shot

Third Shot to 
Detect Finger 

Motion

Finger Motion 
Estimation

Fig. 2.2: The block diagram for fast 3D Fingerprint identification using colored
LED illumination

2.3 Contactless 3D Fingerprint Acquisition 36



2.3.2 Camera and LED Calibration

In order to estimate the lighting direction and the spatial position

relationships between camera and each LED, we adopted the approach that

is similar to the method in [113] to calibrate the LEDs position. As illustrated

in Figure 2.3, let’s assume the camera fixed at the position (0, 0, 0), then

the lighting direction can be represented as I = (lx, ly, lz). The center point

of the iron ball that used for calibration is represented (Cx, Cy, Cz) and the

normal vector N can be computed based on center position of iron ball and

its specular point position. Specular point position is determined by the

brightest point of the iron ball images, which is illustrated in Figure 2.4.

The reflection vector R can be assumed as [0 0 1], then the light position I

can be estimated using the following equation,

I = 2(N ·R)N−R (2.1)

Based on the estimated light position, the pixel position of each LED can be

calculated.

2.3.3 Data Acquisition and Preprocessing

Data acquisition is an important factor in any research experiment,

especially for fingerprint identification systems. The high quality of acquired

fingerprints can significantly benefit the identification performance. In

proposed acquisition approach, two imaging shots are acquired from the

presented fingers to reconstruct the 3D fingerprint. Since the 3D fingerprint

need to be reconstructed pixel by pixel, the finger motion between two

successive imaging shots need to be avoid to ensure the accuracy of 3D

reconstruction. Despite high speed imaging, it is still possible to observe
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Fig. 2.3: Camera and LED calibration using an iron ball

some motion in the fingers during successive imaging. In order to address

such limitation, we not only accelerate the image acquisition process and

but also incorporate finger motion detection method (Figure 2.5). Two shots

are acquired in a short time ( 250 milliseconds) interval. In order to detect

finger motion, three shots are acquired from presented finger in a short time

( 800 milliseconds). The third image is essentially the repetition of the image

with same illumination positions as the first one and it is used to ascertain

finger motion. By computing the mean squared error (MSE) and key point

positional differences in the first and the third images, fingerprint samples

with motion are ignored with thresholds (MSE > 5 and ∆X,∆Y > 10

pixels) as also shown in Figure 2.5. Sharpness of each acquired contactless

fingerprint image is also measured by using the magnitude of image gradient

to ensure the high quality of acquired fingerprint images. If the average

magnitude of the fingerprint gradient image is larger than predetermined

threshold, this image is considered as blurred image and automatically

discarded.
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Fig. 2.4: Specular point of iron ball images illustration

In addition, specular reflection of fingerprints can also degrade the

quality of 3D fingerprints reconstruction. In reference [114], Mallick et

al. proposed to transform RGB images into SUV color space for specular

reflection removal in images and videos. It helps to separate the specular

and diffuse components into S channel and UV channels. However, due to

the high computation complexity (0.322s) of this method, a simple approach

was employed. A predefined threshold is used to identify specular reflection

regions and these regions are filled with average value of neighborhood

pixels. This approach is much faster (0.064s) than the method in [114].

The region of interest (ROI) images are automatically segmented from the
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Fig. 2.5: Positional Differences during 3D fingerprint imaging with/without mo-
tion. The images in first two rows are sample with motion. The images
in last two rows are sample without motion.

acquired images using background detection method as in [115]. Another

popular edge detection method (Otsu’s method [116]) is also tried to

segment the fingerprint ROI images. Figure 2.6 illustrates the contactless

fingerprint image sample and respective ROI image. The ROI images from

two color images are split to RGB channels. Then automatically generated

six gray level images are used to reconstruct 3D fingerprint. Figure 2.7

illustrates the split contactless fingerprint images from red, green and blue

channels.
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(a) (b)

(c) (d)

Fig. 2.6: (a)(c) Contactless 2D fingerprint images captured from first and second
shots. (b)(d) Corresponding ROI images.

2.4 3D Fingerprint Reconstruction

2.4.1 Fingerprint Surface Normal and Depth

Recovered

In computer vision field, accurate and fast 3D reconstruction has always

been a hot and difficult topic. There are several 3D image reconstruction

techniques which have been explored for years. In general, there are two

types of 3D image reconstruction, i.e. active methods and passive methods

[117]. Active 3D reconstruction methods, which include structured light,

microwaves or ultrasound based methods, acquire 3D surface and depth

information by numerical approximation approach. The 3D reconstruc-
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(a) (b)

(c) (d)

Fig. 2.7: Contactless fingerprint ROI images and corresponding split images from
red, green and blue channels (a) Contactless fingerprint ROI (b) Red
channel images (c) Green channel images (d) Blue channel images

tion systems using active methods usually require complex hardware, like

structured light method requires multiple cameras and specialized projector,

resulting in high cost. Passive 3D reconstruction methods reconstruct 3D

profile by using a sensor and visible lights to measure the object’s reflection
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radiance. Such methods including shape-from-shading, photometric stereo

and so on are widely used due to their simple and efficient devices.

Photometric stereo originally proposed in [118] is a common technique

for 3D data surface normal estimation and works well under the Lambertian

model assumption. Given the estimated surface normal, the depth infor-

mation can be further computed by solving linear Lambertian equations

using different approximation approaches. In this thesis, we also adopt

similar method to achieve fast and low-cost 3D fingerprint reconstruction.

Fingerprint is not strict Lambertian model because of the light absorption

of skin surface. However, as demonstrated in [54], modeling fingerprint

as Lambertian model for 3D reconstruction achieves better accuracy than

modeling it as other specific non-Lambertian models like Hanrahan-Krueger

model [119]. Therefore, we also consider fingerprint as Lambertian model

for 3D reconstruction. Color (RGB) photometric stereo approach is used

to reconstruct the 3D fingerprint. Let I(x, y) be image irradiance of 2D

fingerprint images and n(x, y, z) be the unit surface normal vectors at one

finger surface. S(x, y, z) is the location of calibrated LED lights while ρ

represents the finger surface albedo. For Lambertian surface,

I = ρn · S (2.2)

where I = [I1, I2, ..., Im], S = [S1, S2, ..., Sm] and m is number of LED light

source. In our case, m equals to six. Then by solving the equation (2),

ñ = ρ · n can be estimated using least squares solution [118] for the

following equation,

ñ = (STS)−1ST I (2.3)
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Reflectance albedo can be calculated by ρ = |ñ|. For RGB images, (2) can

be rewritten by three sets of equations, one per color channel:

IR = ρ
R
Sn (2.4)

IG = ρ
G
Sn (2.5)

IB = ρ
B

Sn (2.6)

From the above equations, fingerprint surface normal and reflectance albedo

can be estimated. Then the recovered surface normal can be further used

to compute the depth of 3D fingerprint and recover 3D fingerprint details

for the automatic matching. Figure 2.8 illustrates the normal vector of

reconstructed 3D fingerprint.

Fig. 2.8: Normal vector of reconstructed 3D fingerprint

There are several common approaches that have been developed for

surface reconstruction from surface normal. Frankot and Chellappa algo-

rithm [120] is one of them which can be used to reconstruct the 3D surface.

Such method applied Fourier transform on non-integrable gradient from

surface normal to make it be integrable and estimate the surface depth.

Poisson solver in [121] can also be used to directly recover the depth of

3D fingerprint by solving a Poisson equation [122]. Shapelets correlated is

another approach detailed in [123] to reconstruct 3D surface from surface

normal using basis function. Unlike the method in [120], shapelets corre-
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lated approach uses slant and tilt converted from gradient of surface as basis

function to reconstruct 3D surface. After generating 3D fingerprint surface

gradient from estimated surface normal, different approaches are applied

in this thesis to compute 3D fingerprint depth data. The reconstructed 3D

fingerprint samples using different approaches are illustrated in Figure 2.9

and fingerprint surface gradient is used to represent surface color.

2.4.2 3D Reconstruction Accuracy and Time

Complexity

It may be noted that it is very difficult to evaluate the precision of

reconstructed 3D fingerprints due to the fact that such evaluation requires

measuring 3D ground truth from the presented 3D fingerprints which is

a very difficult task. In [124], a promising method to evaluate 3D targets

has been introduced. However, this approach can’t be used to evaluate the

depth of 3D data which make it unsuitable for evaluating 3D reconstruction

accuracy. In order to address this issue, an evaluation approach proposed in

[125] has been applied in this work. Such approach evaluates the accuracy

of recovered surface normal by computing intensity error and it is used

for evaluating the accuracy of reconstructed 3D fingerprint surface. Mean

squared error (MSE) is used to measure the average of the squares of the

difference between the ground truth normal and reconstructed 3D finger-

print surface normal. Acquired fingerprint color images can be separated

into its RGB channel with the help of known weights. Given a color image

F , it can be decomposed in three channels by following equation:

F = ω1 ∗ FR + ω2 ∗ FG + ω3 ∗ FB (2.7)
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(a)

(b)

(c)

(d)

Fig. 2.9: Three reconstructed 3D fingerprint samples using colored illumination
(a) from Frankot Chellappa [120] (b) from Poisson solver [121] (c) from
Shapelets correlated [123] and (d) from Frankot Chellappa [120]

where ω is the weight of RGB channel. We evaluate the accuracy of surface

normal using different weights to separate RGB images and calculate time

complexity. One group of sample is used to perform experiments. When

ω1 = 0.3, ω2 = 0.4 and ω3 = 0.3 the mean squared error value is observed
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to be minimum with MSE = 0.1087. Accuracy is also computed on the

entire dataset. Our results achieve MSEmin = 0.0696, MSEmax = 0.1615

and MSEavg = 0.1202.

Since in some conditions, it is difficult to measure the ground truth

of 3D object, many research [121] use synthetic model to evaluate the

accuracy of reconstructed 3D object. In addition to using the method in

[125] to evaluate the accuracy of recovered surface normal, a synthetic

model with known depth data is also employed to evaluate the accuracy

of recovering 3D depth from the model. The synthetic model consisting

of three polyhedrons is similar to the model in [121]. Different 3D recon-

struction approaches in the [121], [120] and [123] have been evaluated

respectively using this synthetic model. Computational complexity is also

computed on both synthetic data and ground truth (with fixed fingerprint

image resolution of 1400 × 900). The results in Figure 2.10 and Table 2.2

suggest that recovering 3D fingerprint using Shapelets correlated approach

[123] can offer superior accuracy.

Table 2.2: Comparative MSE and computational complexity

Method Method [120] Method [121] Method [123]

MSE 2.7749 1.9276 0.3061

O (Synthetic Data) 0.00869s 0.02506s 0.04627s

O (Ground Truth) 0.10121s 0.31368s 1.27850s

2.5 3D Fingerprint Database

In above sections, we have presented the approach to acquire contact-

less RGB 2D fingerprint images and based on the captured images, color

photometric stereo 3D reconstruction methods were introduced for generat-

ing 3D fingerprints. This is the first time such approach has been proposed
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(a) (b)

(c) (d)

Fig. 2.10: (a) Synthetic model (b) 3D reconstruction model using Frankot Chel-
lappa method [120] (c) 3D reconstruction model using Poisson solver
method [121] (d) 3D reconstruction model using Shapelets correlated
method [123]

to acquire 3D fingerprints. There is no publicly available database of 3D

fingerprint images acquired using colored illumination. Therefore in this

work, we developed a database which is also made publicly available to

further advance much needed research in this area.

This dataset was acquired in two different sessions from more than 40

volunteers of different ethnicity, age groups and genders. The first session

database containing 3600 colored 2D fingerprint images was acquired from

300 different client fingers. For each of the fingers, six 2D image samples

were automatically acquired using the setup described in section 2.3. This

resulted in 1800 3D fingerprint images which were reconstructed using
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10800 (1800 × 6) grayscale 2D images that were split from 1800 color

2D fingerprint images. The second session images were acquired after an

average interval of 33 weeks (maximum of 65 weeks and minimum of 7

weeks from a volunteer). However not all volunteers were available for

the second session and therefore second session database consists of 1920

colored 2D fingerprint images acquired from 160 distinct client fingers. The

2D images in our dataset are acquired using a single camera with six colored

fixed LEDs as detailed in above. To the best of our knowledge, this database

is the largest contactless 3D fingerprints database.

2.6 Summary

In recent years, the advancements in 3D scanning techniques have

facilitated the developments and applications of contactless 3D fingerprint

acquisition systems. However, most of the existing contactless 3D acquisition

systems using structured light technique are high cost and high complexity,

which have become the main obstacle to the widely deployment of such

systems. The recent state-of-the-art 3D fingerprint acquisition system also

has limitations in its acquisition speed and accuracy. In order to address

such limitations, in this chapter we have detailed the proposed low-cost

contactless 3D fingerprint acquisition system which only consists of one

low-cost camera, six LEDs and one SCM. By introducing finger movement

detection method, color photometric stereo approach and different 3D re-

construction methods, the proposed system can generate more accurate

3D fingerprints in a more efficient way than other 3D fingerprint acquisi-

tion systems in the literature. Furthermore, a two-session 3D fingerprint

database containing more than 2500 3D fingerprints is acquired and shared

in public domain.

2.6 Summary 49



3Contactless 3D Fingerprint

Feature Extraction

3.1 Introduction

From image-based fingerprint identification to feature-based finger-

print identification, researchers have dedicated decades to the investigation

of more accurate fingerprint identification. In the literature [15], [17], [25],

[61], [62], different features including singularities, ridge structure, minu-

tia, fingercode, pores and ridge frequency have been defined, extracted and

used for fingerprint identification. All these different features are discrimina-

tive and contribute to fingerprint individuality. Minutia which is considered

as the most accurate and stable fingerprint feature has been widely used in

almost all the traditional contact-based 2D fingerprint identification systems

[16], [17] and has proved its efficiency in accurate fingerprint matching.

In terms of contactless 3D fingerprint identification, minutiae-based

fingerprint matching is also the most popular approach and has been ex-

plored for years. Despites minutiae features, some particular characteristics

of 3D surface like 3D surface curvature in[51], [53] has been investigated

for 3D fingerprint matching as well. In this thesis, in addition to extracting

3D surface curvature and fingerprint 2D/3D minutiae features, 3D minutiae

tetrahedron is proposed and extracted from reconstructed 3D fingerprint.

Such novel features are more efficient for 3D fingerprint alignment and

matching.

50



This chapter details on the extraction of 2D fingerprint and 3D fin-

gerprint features. The method of 2D and 3D fingerprint minutiae feature

extraction is firstly detailed in section 3.3.1 Section 3.3.2 describes the meth-

ods for the extraction of 3D minutiae tetrahedron from 3D fingerprints. The

curvature based features extraction is introduced in Section 3.4, followed

by a summary of contactless 3D fingerprint feature extraction.

3.2 Previous Work

Contactless 3D fingerprint identification technologies have been stud-

ied in many publications [41], [43], [44], [46], [52], [110]. Most of these

existing works attempted to extract the most reliable minutiae features

for fingerprint matching. In references [29], [41], [43], [44], after ac-

quiring 3D fingerprints using different approaches, 2D minutiae features

were extracted from unwrapped 3D fingerprints or 3d rolled equivalent

fingerprints. For example, in reference [44], a flattening algorithm based on

mapping the peaks and valleys of the 3D fingerprints onto elastic tube, was

detailed in their work to obtain flattened 3D fingerprints. Conventional 2D

minutiae features were extracted from these flattened 3D fingerprints for

recognition. The experimental results on different databases in [41], [43],

[44] have demonstrated that relatively accurate 2D fingerprint minutiae can

be extracted from flat equivalent images and these minutiae features can be

used for unwrapped/flattened 3D fingerprint identification. However, such

approaches failed to recover minutiae depth information (3D minutiae),

which have the potential to make minutiae features more discriminative.

Reference [46], [110] suggested to use high contrast of “groves and valleys”

patterns and sweat pores, which can be visualized from ultrasonic-based

3D fingerprint, for identification. However, they failed to conducted experi-

ments to implement 3D fingerprint features extraction.
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In reference [52], scale invariant feature transformation (SIFT) fea-

tures and 3D equivalent ridge and minutiae features were extracted. The

low level of fingerprint features, i.e. curvature features including curve-

skeleton and principle curvatures have been attempted to extract in [53]

for 3D fingerprint identification. More recently, Reference [48], [51] suc-

cessfully recovered 3D minutiae feature from reconstructed 3D fingerprint

and integrated such features with conventional 2D minutiae. Several ex-

periments were performed to indicate that matching 3D fingerprints using

minutiae features outperforms that of using other features. This is the first

time that 3D minutia is successfully recovered from 3D fingerprints. Taking

advantage of such feature, more research can be conducted to extract more

discriminative 3D fingerprint features.

3.3 Fingerprint Minutiae Feature Extraction

The remarkable successes of minutiae features in fingerprint identifi-

cation motivate us to use minutiae-based features for 3D fingerprint iden-

tification. The approaches for extraction of minutiae-based features from

acquired contactless 2D fingerprint images and reconstructed 3D fingerprint

surface are detailed in the following.

3.3.1 2D/3D Fingerprint Minutiae Extraction

In proposed 3D fingerprint identification system, the 2D color fin-

gerprint images, under different illumination, are primarily acquired to

reconstruct the 3D fingerprints. However these (noisy) contactless 2D im-

ages can also be incorporated to recover 2D minutiae features and such

matching is also considered in our experiments. Conventional 2D contact-

based fingerprint minutiae feature extraction approach usually includes
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five steps, i.e. fingerprint normalization, orientation estimation, segmen-

tation, enhancement and extraction. In this thesis, we also followed this

conventional approach to extraction minutiae from contactless fingerprint

images. Since each of the 2D fingerprint images are acquired from a dis-

tance that reduces the image contrast, contrast enhancement is required

before applying minutiae extraction approach. Two different methods, i.e.

adaptive histogram equalization [126] and homomorphic filtering [105],

were considered to enhance the contrast between fingerprint ridge and

valley. Adaptive histogram equalization firstly proposed in [126] is a con-

ventional technique in computer vision to improve the contrast in images.

Different histograms respective to distinct sections of the images can be

computed by such adaptive method. Therefore, the local contrast, i.e. ridge

and valley contrast of contactless fingerprint images can be enhanced by

such method. As another popular method for fingerprint image contrast

enhancement, homomorphic filtering has been used in several publications

[51], [105]. By nonlinear mapping the original image to a different domain

and followed by using a linear filter to map image back to original domain,

such method can be applied for image brightness normalization and image

contrast enhancement. After converting captured color fingerprint images

to grayscale, the above two methods were tried for contrast enhancement.

As the several original and enhanced fingerprint image samples illustrated

in Figure 3.1, we can see that more clear ridge and valley fingerprint images

can be achieved using adaptive histogram equalization method. The NFIQ

[17] algorithm is employed to ascertain the quality of 2D fingerprint images

before minutiae extraction.

Then we follow the steps mentioned in reference [48] to downsample

the enhanced 2D fingerprint images from 1400×900 to 350×225. In

addition, each channel of color LED illuminated 2D fingerprint image have
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(a)

(b)

(c)

(d)

Fig. 3.1: (a) Colored fingerprint image samples (first shot) (b) Grayscale fin-
gerprint image samples (c) Enhanced fingerprint image samples using
homomorphic filtering [105] (d) Enhanced fingerprint image samples
using adaptive histogram equalization [126]

been also tried to simultaneously recover 2D minutiae features using the

approach that similar to [59]. The reason for downsampling original images

are twofold. Firstly, the large size images were acquired to support further

research as acquisition of fingerprint database requires significant effort.

Secondly, similar to as for [48], computational complexity for reconstructing

and matching such large 3D fingerprints is very high that could be supported

by computational resources available to us. The enhanced fingerprint image
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is further normalized for orientation estimation. The normalized images

are with mean 0 and variance 1. In order to estimate the orientation of

fingerprint image, the image is firstly divided into several blocks and for

each block, the gradient of each pixel along the horizontal Gx and vertical

Gy directions are computed separately. The local orientation θ of each block

can be estimated using the following equation,

θ = π

2 + 1
2atan(2 ·Gxy, Gxx −Gyy) (3.1)

where Gxx = Gx
2, Gyy = Gy

2 and Gxy = Gx ∗ Gy are the covariance for

each block of image gradients. In addition, the reliability of the local ridge

orientation is estimated by calculating the inertia of orientation axis. Such

reliability can also be used to measure the minutiae quality. Then the

fingerprint image ridge frequency can be estimated using the orientation

image and enhanced image. Gabor filter is applied based on enhanced

image, orientation image and ridge frequency to generate fingerprint ridge

and valley image. The Gabor filter can be represented in the following

equation,

h(x, y, φ, f) = exp{−1
2[(xcosφ)2

δx
2 + (ysinφ)2

δy
2 ]}cos(2πfxcosφ) (3.2)

where φ is the Gabor filter orientation determined by fingerprint local

ridge orientation , f is frequency of plane sinusoidal wave by fingerprint

local ridge frequency, and δx and δy are constant of Gaussian envelope

along horizontal x and vertical y directions. After applying Gabor filter on

fingerprint image, ridge thinning step is applied on the generated binarized

fingerprint for further minutiae extraction.

Fingerprint minutiae are usually can be divided into two types, i.e.

ridge ending point and ridge bifurcation point. Based on the skeletonized
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fingerprint image, fingerprint ridge ending and bifurcation point determined

by surrounding points can be calculated. If the ridge point only has one

neighboring point in eight-neighbor region, this ridge point is considered

as ridge ending. If the ridge point has three neighboring points, this ridge

point is considered as ridge bifurcation. Spurious minutiae are also removed

to extraction more accurate minutiae feature. For example, if two detected

minutiae are located very close, both of them are removed. The minutiae

orientation is also calculated from local ridge orientation. The process for

extracting contactless 2D fingerprint minutiae is illustrated in Figure 3.2.

The 2D fingerprint minutiae template are conventionally [127] represented

(a) (b)

(c) (d)

Fig. 3.2: (a) Enhanced contactless fingerprint sample (b) Contactless fingerprint
orientation image (c) Binarized contactless fingerprint after Gabor filter
(d) Contactless fingerprint ridge skeleton

as m = [x, y, θ, q, t], where x, y are minutiae location, θ is the minutia

direction, q is the minutia quality and t is the type of minutia (ridge ending

or ridge bifurcation). For each fingerprint, minutiae recovered separately
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can be considered as fingerprint’s features and the recovered minutiae from

two colored images are also combined as one fingerprint’s feature. The

sample minutiae of a cropped contactless fingerprint image sample are

illustrated in Figure 3.3.

(a) (b)

Fig. 3.3: (a) A cropped contactless fingerprint image and its minutiae sample
(b) Cropped contactless fingerprint ridge skeleton and its minutiae sam-
ple. Red circle represents ridge ending, blue square represents ridge
bifurcation and green line represents minutiae orientation

The 3D fingerprint images provide minutiae features that can be recov-

ered and matched in 3D space. Similar to the work in [51] 3D minutiae can

be recovered base on the extracted minutiae from contactless fingerprint

images. In addition to extracting minutiae 2D location and direction, minu-

tiae height and 3D orientation features are also recovered to compose 3D

minutiae feature. The height of each point on reconstructed fingerprint sur-

face can be computed using the different approaches described in Section 2.

3D minutiae orientation can be estimated by calculating the reconstructed

surface’s principle axes [128] along minutiae ridge direction. The recovered

3D fingerprint minutiae can be represented as m = [x, y, z, θ, φ, q, t], where

z is the height of the reconstructed surface at position (x, y) while θ is minu-

tiae direction (azimuth) and φ is minutiae orientation (elevation). q is the

3D minutia quality and t is minutia type. The location of 2D minutiae are

extended to generate 3D minutiae position. The 3D minutia direction which

represents the direction of a 3D minutia in x-y plane, can also be mapped
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from the 2D minutiae direction. 3D minutia orientation representing minu-

tia orientation in 3D space, can be computed by tracing the reconstructed 3D

surface at minutiae locations along the 2D direction. Figure 3.4 illustrates

3D minutiae sample recovered from reconstructed 3D fingerprint surface.

The extracted contactless fingerprint minutiae and recovered 3D fingerprint

minutiae are discriminative that can be directly used for matching acquired

2D/3D fingerprints.

3.3.2 3D Fingerprint Minutiae Tetrahedron Extraction

Fingerprint identification using minutiae related structure have been in-

vestigated in many publications [60], [61], [129]–[132]. As one of specific

fingerprint minutiae local structure, triangulation based approach has been

evaluated for fingerprint identification in [60], [61], [129] and indicated its

efficiency for more accurate fingerprint matching. Reference [61] proposed

to connect minutiae point of fingerprint images to form Delaunay triangu-

lations. By calculating the relative position and direction of each minutia

in such Delaunay triangulation structure, the similar triangulation can be

estimated. Then minutiae matching method was implemented based on

the similar triangulation. The effectiveness of this approach was validated

on two public databases [133]. In reference [60], the authors synthesized

a super-template from multiple enrolled fingerprint impressions using De-

launay triangulation based approach. The invariant features of fingerprint

template were firstly extracted from Delaunay triangulations and fingerprint

alignment based on these features was implemented. The experimental

results on one database in [133] demonstrated the proposed approach for

matching enrolled fingerprint with super-template.
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(a)

(b)

Fig. 3.4: (a) 3D fingerprint minutiae samples (top-view) (b) 3D fingerprint minu-
tiae samples. Blue star represents 3D minutia

Encouraged by the success of using minutiae related specific structure

for fingerprint identification, in this thesis, we also attempted to generate

specific structures to match 3D fingerprint. Firstly, the idea of generating

Delaunay triangulation structure by using contactless 2D minutiae is de-

scribed. Then such structure is extended into 3D space by using 3D minutiae.

Localized 2D fingerprint minutiae can be connected using such relatively
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unique topological structure. As compared to the minutiae triangles based

approach, Delaunay triangulation method can reduce the number of minu-

tiae triangles, which are associated with computational complexity. The

Delaunay triangulation can be efficiently computed by firstly generating

Voronoi diagram as detailed in [134]. For a given set S of discrete points in

2D space, the formed Delaunay triangulation is a structure that no point in

S lies inside the circumcircle of any triangulation.

Delaunay triangulation for minutiae features is used to recover scale in-

variant features as illustrated in Figure 3.5 (a). As similar in [60], following

invariants are computed:

0 ≤ l1
l3
≤ 1, 0 ≤ l2

l3
≤ 1,−1 ≤ cos(ϕ) ≤ 1, (3.3)

where li represents the i − th side of the minutiae triangle, which are

sorted in ascending order (i.e. l1 ≤ l2 ≤ l3), ϕ is the largest angle for

such minutia triangle while mi presents the i− th minutia. These features

computed by calculating the ration of triangulation sides or the angle of

triangles are therefore invariant to fingerprint rotation and translation. If

the difference between extracted features of two triangles from each two

contactless fingerprints is smaller than pre-defined thresholds, such two

triangulations are considered as similar/matched. Features are extracted

from these triangulations and based on the similar/matched triangulations,

minutiae alignment and fingerprint matching can be performed.

In this thesis, inspired by the idea of Delaunay triangulation based

approach, we generate Delaunay tetrahedron based on 3D minutiae mi

in 3D space. For simplicity, we use tetrahedron to represent 3D Delaunay

tetrahedron in our work. A general tetrahedron is defined as a convex

polyhedron consisting of four triangular faces. It fills the convex hull of
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(a) (b)

(c) (d)

Fig. 3.5: (a) 2D minutiae Delaunay triangulation and features. mi represents 2D
minutia. li presents the side of minutiae triangle, ϕ presents the largest
angle of minutiae triangle. (b) 3D minutiae Tetrahedron (c) Tetrahedron
sample and features. mi represents 3D minutia, lmax presents the largest
side in this tetrahedron, ϕ presents the largest angle of the tetrahedron’s
face. (d) Minutiae sample of tetrahedron and its minutiae direction θ
and orientation φ (blue line). Red line illustrates its projection on x− y
plane.

the points with tetrahedron so that the vertexes of the tetrahedron are

those of the data points, i.e. minutiae. It can be specified by its polyhedron

vertexes as (xi, yi, zi), where i = 1, ..., 4. The circumscribing sphere of any

tetrahedron does not contain any other point inside sphere. The algorithm of

generating such tetrahedron is described in [135]. Every four 3D minutiae

will be connected and generated one tetrahedron. Each four minutiae

correspond to tetrahedron’s four vertexes (m1,m2,m3,m4). Each vertex, i.e.

3D minutiae can be represented as m = [x, y, z, θ, φ, q]. The tetrahedron can

be uniquely represented from following 8-tuple representation in 3D space:

[lmax, lmin,
lmax
ls_max

, ϕ, θ̃max, θ̃min, φ̃max, φ̃min] (3.4)
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where lmax and lmin presents the largest side and smallest side of the tetra-

hedron respectively. ls_max is the second largest side while ϕ is the largest

angle of each tetrahedron’s four faces. The length of the tetrahedron side

can be computed as follows:

l =
√

(x1 − x2)2 + (y1 − y2)2 + (z1 − z2)2 (3.5)

Besides these geometric features, the differences of minutiae direction and

orientation can be computed as features.

θ̃ = θ1 − θ2 (3.6)

φ̃ = φ1 − φ2 (3.7)

θ̃max presents 2D orientation difference between two vertexes (i.e. minutiae)

of the largest side in tetrahedron. φ̃max presents 3D orientation difference

between two vertexes (i.e. minutiae) of the largest side in tetrahedron.

These invariant features are used to do Delaunay tetrahedron match. If the

difference between extracted features of two tetrahedrons from each two 3D

fingerprints is smaller than pre-defined thresholds, such two tetrahedrons

are considered as similar/matched. For each matched tetrahedron, 3D

alignment is implemented based on its vertex, i.e. 3D minutiae. 3D minutiae

tetrahedron is shown in Figure 3.5 (b). One tetrahedron sample and its

features are illustrated in Figure 3.5 (c). m1,m2,m3,m4 represent the four

3D minutiae. lmax and ϕ represent the tetrahedron features. Figure 3.5 (d)

illustrate a 3D minutia m3 of the tetrahedron. θ3 and φ3 represent 2D and

3D orientation of 3D minutia m3. Red line illustrates the projection of φ3

(blue line) on x− y plane.
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3.4 3D Fingerprint Curvature Feature

In 3D space, curvature [136] is usually used to measure and describe

the rate of change of a surface. Such features have been successfully

extracted and used for matching 3D surface or point cloud of different object

like 3D face [137] and 3D brain [138]. Recently there have been several

publications on matching 3D fingerprint surface by using its curvature

features [48]. Reference [48] calculated 3D fingerprint principle curvature

and further used curvature information to generate 3D finger surface code.

Such surface code features which described five different 3D structure

including cup, rut, saddle, ridge, cap, are discriminative.

As a result of above investigation, the local surface curvature of recon-

structed 3D fingerprint can be a valuable feature for the matching. Similar

to the work in [48], we also extracted curvature and related features from

fingerprint surface for matching 3D fingerprint. In order to calculate the

surface curvature more accurately, smoothing and denoising processes are

applied on the 3D surface. Median filter is a commonly used filtering

technique for noise removal. For 3D fingerprint surface, such method can

suppress surface noise, meanwhile, preserve ridge information and it has

been used in [48]. We also applied this filter to reduce the noise of recon-

structed 3D surface and the processed fingerprint ridge is still clear to be

identified and for further processing. In addition, Laplacian based smooth-

ing method proposed in [139], [140] are applied to generate smoother 3D

fingerprint surface. Figure 3.6 illustrates the 3D fingerprint surface sample

reconstructed using shapelet correlated approach with/without smoothing

process.
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(a) (b) (c)

Fig. 3.6: (a) 3D fingerprint surface without smoothing process (b) 3D fingerprint
surface with median filter process (c) 3D fingerprint surface with median
filter and Laplacian smoothing process

As one of curvature in 3D space, the principle curvature of fingerprint

surface can be computed as descriptor. In differential geometry, the two

principal curvatures, i.e. maximum and minimum of the normal curvature

at a given point of a surface are the eigenvalues of the shape operator at the

point. They can be used to measure the maximum and minimum bending

of a surface at each point. A Cubic-Order approximation method [141] and

direct method through calculations of the surface second fundamental form

are implemented to compute the surface principle curvatures, i.e. maximum

and minimum normal curvature (pmax, pmin). Let Z be a surface defined

over uv parametric space with second fundamental form II(X, Y ), then

principle curvature can be calculated through the symmetric matrix, which

can be represented in the following equation,

II =

 Xuu · n Xuv · n

Xvu · n Xvv · n

 (3.8)

where n is the unit normal vector and the principal curvatures are the

eigenvalues of this symmetric matrix.
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In addition, shape index (SI) proposed in [142] can be used to describe

3D surface using principle curvature. SI can be computed as follows,

SI = 1
2 −

1
π

tan−1 pmax + pmin
pmax − pmin

(3.9)

The different shape index values correspond to different shape of 3D finger-

print surface. When the value is close to 0.75, it represents 3D fingerprint

ridge and when the value is close to 0.25, it represents valley information.

The finger surface code representation proposed in [48] is also investigated

for matching reconstructed 3D fingerprints. It is used to describe each of

the SI from finger surface. As compared with shape index value, such four

bit binary code (finger surface code) can provide more detailed descriptions

of 3D fingerprint surface.

3.5 Summary

In this chapter, we have detailed the approaches for extraction of

different features from 3D fingerprints and respective 2D fingerprint im-

ages. Conventional 2D minutiae features are extracted from contactless

2D fingerprint images and can be directly used for fingerprint matching.

Fingerprint curvature features and state-of-the-art 3D minutiae features are

also successfully recovered from reconstructed 3D fingerprints. Besides, 3D

minutiae tetrahedron features have been introduced in this section. The

invariant features of each 3D minutiae tetrahedron are defined and are used

to measure the similarity of each two tetrahedrons. Such features can be

further used to do 3D minutiae tetrahedron alignment and matching, which

will be elaborated in next chapter.
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4Contactless 3D Fingerprint

Matching

4.1 Introduction

In fingerprint identification systems, automatic fingerprint matching

has always been the critical step. Most of existing fingerprint systems are

equipped with minutiae-based fingerprint matching techniques which are

considered as the most accurate approach for fingerprint identification.

As a new generation of fingerprint identification technologies, contactless

3D fingerprint identification techniques have been studied by universities

and research institutions. Such technique has the potential to be more

accurate than 2D fingerprint identification because that 3D fingerprints

contain 3D information which can’t be acquired from 2D fingerprints. In

the literature, 3D fingerprint features like 3D minutiae and 3D curvature,

have been successfully extracted and used for identification [51]. However,

such matching approach has a high time complexity due to the complex

minutiae alignment in 3D space. The 3D fingerprint matching accuracy

can also be improved by introduction of advanced alignment or matching

strategies. In this thesis, 3D minutiae tetrahedron based alignment and

matching approach is proposed to achieve faster and more accurate 3D

fingerprint matching.

This chapter details on the matching of 2D fingerprint and 3D finger-

print features. The approach for matching 2D and 3D fingerprint using

minutiae feature is firstly described in Section 4.2.1. We then elaborate the
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algorithms for matching 3D fingerprint using 3D minutiae tetrahedron and

hierarchical tetrahedron in Section 4.2.1. Curvature based 3D fingerprint

surface identification is also described in next Section 4.3. The summary on

3D fingerprint matching is introduced in the last subsection.

4.2 Previous Work

In earlier studies on contactless 3D fingerprint identification technolo-

gies, most of the research is unable to take full advantage of important 3D

fingerprint information e.g. 3D depth data, for identification [41], [43],

[44]. Instead, they directly applied conventional 2D minutiae-based ap-

proach or used commercial matchers for unwrapped 3D fingerprints or 3D

equivalent fingerprint identification. For example, reference [44] evalu-

ated their approaches on a self-collected database consisting of 441 3D

fingerprints acquired from 11 subjects using conventional 2D fingerprint

matcher. The experimental results illustrated that matching the fusion

of flattened/unwrapped 3D fingerprint depth and albedo achieved better

performance.

Until several years ago, some studies [51]–[53] on 3D fingerprint have

made attempts to investigate and extract 3D features like 3D minutiae and

3D curvature from 3D fingerprint surfaces. Reference [52] extracted SIFT

features from acquired 3D fingerprints. The experiments were conducted

on a 440 3D fingerprints database and the results showed that the com-

bined SIFT and minutiae features were more suitable for 3D fingerprint

images generation. Reference [53] proposed to match 3D fingerprints us-

ing curvature-based features on a self-collected database with more than

500 3D fingerprints. The experimental results illustrated that only by com-

bining curvature related features with traditional 2D fingerprint minutiae
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features, more accurate 3D fingerprint matching accuracy can be achieved.

Their work successfully used the 3D features extracted from 3D finger-

print directly, however they failed to recover and match the most popular

fingerprint minutiae features in 3D space.

The 3D minutiae feature recovered in [51] has been proved to be

more discriminative than 3D curvature for 3D fingerprint identification. As

compared with the SIFT feature used in [52] for 3D fingerprint recognition,

3D minutiae features was more accurate and reliable for identification. In

addition to recovering 3D minutiae, 3D minutiae alignment and matching

approach which was extended from 2D minutiae matching method has also

been successfully introduced in [51]. The experiments were performed on a

large 3D fingerprints database consisting of more than 1500 fingerprints and

the comparative results validated the feasibility and effectiveness of their

3D minutiae alignment and matching method. However, the 3D minutiae

based alignment proposed in [51] requires complex alignment in 3D space

to generate useful matching score. In addition, the performance of 3D

fingerprint identification can still be improved.

4.3 Fingerprint Minutiae Feature Matching

As illustrated in Section 3.3, 2D minutiae and 3D minutiae were ex-

tracted from contactless 2D fingerprint images and reconstructed 3D finger-

print respectively. The approaches using such features are detailed in the

following.
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4.3.1 2D/3D Fingerprint Minutiae Matching

The acquired contactless 2D images, which were used for reconstruct-

ing 3D fingerprints, can also be incorporated to recover 2D minutiae fea-

tures and such matching was also considered in our experiments. As

detailed in Section 3.3, the extracted minutiae features can be represented

as m = [x, y, θ, q, t], where x, y are minutiae location, θ is the minutia direc-

tion, q is the minutia quality and t is the type of minutia (ridge ending or

ridge bifurcation). Fingerprint alignment is a necessary and critical step

of fingerprint recognition. Due to the unintentional movement or rotation

of users’ finger, it’s almost impossible to accomplish accurate fingerprint

matching without alignment. In order to align each two fingerprint images,

following the approaches used in [51], [59], the minutia templates were

converted from Cartesian coordinate into spherical coordinate. For example,

reference minutia template MP and probe minutia template MQ are selected

respectively from P and Q images. MP can be converted into spherical

coordinate, represented as [r, AS, Aθ, q, T ]. The minutiae can be aligned

using the following Transformation Matrix,

R(θ) =


cos θ sin θ 0

− sin θ cos θ 0

0 0 1

 (4.1)

Aligned minutia is:

M ′
P = R(θ) ∗ (x− xr, y − yr, θ − θr) (4.2)

Then we can get:

r =
√

(x′ − x′r)2 + (y′ − y′r)2 (4.3)
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AS = atan2( y − yr
x− xr

)− θr (4.4)

Aθ = (θ − θr) (4.5)

where r is the radial distance with the probe minutiae, AS is the angular

separation of the minutiae and Aθ is the orientation of the minutia. T = t is

the type of the minutia. Two minutiae with same type can be used to perform

matching. If the difference between [ri, ASi, Aθi] in P and [rj, ASj, Aθj] in Q

is smaller than a predetermined threshold these two minutiae are considered

as the matched pair. Then matching score can be computed as follows:

S2DMinutia = n2

NP ∗NQ

(4.6)

where n is the total number of matched 2D minutiae pairs and NP , NQ are

the number of 2D minutiae in P and Q image respectively. Each minutiae

pair in two fingerprint images can be aligned to generate matching score

and the maximum score can be computed as the final score.

According to above two fingerprint images alignment and matching

approach, similar to the work in [51], 3D minutia matching algorithm was

applied to generate matching score between two 3D fingerprint templates.

Each 3D minutiae can be represented as [x, y, z, θ, φ, q, t], where z is the

height of the reconstructed surface at position (x, y) while θ is minutiae

direction (azimuth) and φ is minutiae orientation (elevation). Reference

3D minutia template MP and probe 3D minutia template MQ are selected

respectively from P and Q 3D fingerprint. The 3D minutiae are aligned

with x and z axes firstly and then converted into spherical coordinate,

represented as [r, As, Aθ, Ag, Aφ, q, T ], where r is the radial distance with

the probe minutiae, Aθ is the azimuth angle and Aφ is the elevation angle
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that localizes the minutiae in 3D plane. The As and Ag are angles to

localize the radial vector r in 3D space. Two transformation matrices can

be represented as follows:

Rz(θ) =


cos θ − sin θ 0

sin θ cos θ 0

0 0 1

 (4.7)

Ry(θ) =


cosφ 0 − sinφ

0 1 0

sinφ 0 cosφ

 (4.8)

sph([x y z]) = [atan2(y, x) sin−1 z] (4.9)

Then the converted minutia can be computed as follows:

r =
√

(x− xr)2 + (y − yr)2 + (z − zr)2 (4.10)

[x′ y′ z′] = Ry(−φr)Rz(−θr) ·
1
r

[x− xr, y − yr, z − zr]T (4.11)

[As Ag] = sph([x′ y′ z′]) (4.12)

[Aθ Aφ] = (Ry(−φr)Rz(−θr)(sph−1([θ φ]))T )T (4.13)

The difference between two minutiae is compared with the same type in

spherical coordinate and if their difference is smaller than a predetermined

threshold these two minutiae from P and Q images are considered as

matched pair. Matching score can be computed as follows:

S3DMinutia = n2

NP ∗NQ

(4.14)

where n is the total number of matched 3D minutiae pairs and NP , NQ are

the number of 3D minutiae in P and Q 3D fingerprint respectively. Each 3D
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minutiae pair in two 3D fingerprint templates can be aligned to generate

matching score and the maximum score was computed as the final score.

4.3.2 3D Minutiae Tetrahedron and Hierarchical

Tetrahedron Matching

In section 3.3.3, 3D minutiae tetrahedrons were generated, meanwhile,

the invariant features were extracted from each tetrahedron. Based on these

features, the 3D minutiae tetrahedron matching algorithm is proposed to

generate matching score between two 3D fingerprint templates. Such 3D

minutiae tetrahedron matching algorithm includes two steps, i.e. 3D minu-

tiae tetrahedron alignment and 3D minutiae matching. Reference minutia

tetrahedron template TPi and probe minutia tetrahedron template TQj are

selected respectively from P and Q 3D fingerprint. 3D features in Section

3.3.3 (4), i.e. [lmax, lmin, lmax

ls_max
, ϕ, θ̃max, θ̃min, φ̃max, φ̃min] are extracted from

these two minutiae tetrahedron templates. If the difference of TPi and TQj

templates’ features is smaller than a given threshold, these two minutiae

tetrahedron template can be considered matched.

∆lmax = |lPimax − lQjmax|,∆lmin = |lPimin − lQjmin|

∆l = | lPimax
lPis_max

− lQjmax
lQjs_max

|,∆ϕ = |ϕPi − ϕQj|
(4.15)

∆θ̃max = |θ̃Pimax − θ̃Qjmax|

∆θ̃min = |θ̃Pimin − θ̃Qjmin|
(4.16)

∆φ̃max = |φ̃Pimax − φ̃Qjmax|

∆φ̃min = |φ̃Pimin − φ̃Qjmin|
(4.17)
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If ∆lmax < thlmax, ∆lmin < thlmin, ∆l < thl, ∆ϕ < thϕ, ∆θ̃max < thθ̃,

∆θ̃min < thθ̃, ∆φ̃max < thφ̃, ∆φ̃min < thφ̃, two tetrahedron will be considered

as matched. Then 3D minutiae tetrahedron alignment is implemented.

Transformation matrix has been explained by (7), (8) and (9). Matching

score can be computed as follows:

S3DTetrahedron = m2

NP ∗NQ

(4.18)

where m is the total number of matched 3D minutiae pairs and NP , NQ is

the number of 3D minutiae in P and Q 3D fingerprint respectively. Each 3D

minutiae pair in two 3D fingerprint templates can be aligned using proposed

method to generate matching score and the maximum score was computed

as the final score. This fast and accurate matching method is summarized

as the algorithm 1.

Algorithm 1 Tetrahedron based 3D Fingerprint Matching

Require: Each two 3D fingerprint P , Q and corresponding
minutiae mPi and mQj;

Ensure: Matching score of each 3D fingerprint;
1: Generate tetrahedron model TP and TQ in 3D space, each tetrahedron

is defined as a convex polyhedron consisting of four triangular faces can
be specified by its polyhedron vertexes as (xi, yi, zi) where i = 1, .., 4. it
is can be shown in minutia vertexes T = (ma,mb,mc,md);

2: for each tetrahedron TPi in TP do
3: extract features using (3.4)∼(3.7);
4: for each tetrahedron TQj in TQ do
5: extract features using (3.4)∼(3.7);
6: if equation (4.15), (4.16), (4.17)<Threshold then
7: for each vertex VTPi

in TPi and VTQj
in TQj do

8: 3D minutiae alignment and matching (4.7)∼(4.13)
compute matching score using (4.18)

9: end for
10: end if
11: end for
12: end for
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Due to the tetrahedron based pre-alignment process, the 3D minutiae

tetrahedron based fingerprint matching can achieve high matching accuracy

with less alignment and matching time. Note that spurious minutiae may

introduce false tetrahedron and missing minutiae may remove correct tetra-

hedron. It may impact the matching performance. In order to address this

issue, we also proposed to implement 3D minutiae hierarchical tetrahedron

matching method to further improve the matching performance.

The 3D minutiae were divided into different classes based on minutiae

quality. Then minutiae can be connected to generate hierarchical tetrahe-

drons and these hierarchical tetrahedrons can be used for matching. As

shown in Figure 4.1 (a), (b) and (c), tetrahedron can be classified into three

classes. In different classes, tetrahedron was generated by minutiae with

different minutiae quality (for example q > 0.7, q > 0.5 and all minutiae).

Duplicate tetrahedrons in different classes will be ignored. 3D minutiae

tetrahedron matching was applied on hierarchical tetrahedrons. As a result,

correct minutiae were more likely to be matched in class one. Missing minu-

tiae were more likely to be matched in class three. The matching process of

hierarchical tetrahedron method was similar to 3D minutiae tetrahedron

matching algorithm. Matching score was computed on all different classes

of tetrahedrons.

4.4 3D Fingerprint Curvature Matching

In addition to matching fingerprints using 3D minutiae tetrahedron

based approach, the extraction 3D fingerprint curvature related features

can also be used for 3D fingerprint matching. In Section 3.4, according to

fingerprint surface curvature, finger surface codes of 3D fingerprint was

computed as descriptor. Since the finger surface codes were represented
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(a) (b)

(c)

Fig. 4.1: (a) Tetrahedron with minutiae quality>0.7 (b) Tetrahedron with minu-
tiae quality>0.5 (c) Tetrahedron with all minutiae

in binary form, similar to the approach in [48], such features can be used

to generate 3D fingerprint matching score by directly computing their

Hamming distance. For each two 3D fingerprints P and Q, let U , V be

the Finger Surface Codes calculated from the surface curvature, then the

Hamming distance was used to compute the matching score between two

3D fingerprint surfaces,

Dcur = 1
4 ∗ U ∗ V

U∑
p=1

V∑
q=1
⊗(P (p, q), Q(p, q)) (4.19)

where ⊗ denotes the Hamming distance between two Finger Surface Codes

U , V of surface P and Q.

4.5 Experimental Results

In order to evaluate the effectiveness of proposed approaches for 3D

fingerprint identification, several experiments are performed on the two-

session database described in Section 2.5. In our experiments, we present

experimental results using three protocols, i.e., protocolA which uses one
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session database, protocolB which uses the second session database and

protocolC which uses the first session fingerprints to match the second ses-

sion fingerprints. In addition to using these 3D fingerprint databases, 120

3D fingerprint images from 20 subjects are acquired to compute parameters

during the training stage. The programs of image preprocessing, 3D recon-

struction and fingerprint identification programs were run on a PC with

i7-4770 CPU and 32GB RAM. The original resolution of acquired 2D finger-

print images is 2048× 1536. We used automatically segmented 1400× 900

pixels region of interest (ROI) images to reconstruct 3D fingerprint.
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Fig. 4.2: ROC curve using different 3D fingerprint reconstruction approaches

We firstly evaluated the performance on our dataset using 3D finger-

print minutiae extracted from 3D fingerprints using different reconstruction

approaches to evaluate their effects. The matching experiments using

protocolA or the first session database of 3D fingerprints generated 4500

genuine matching scores and 1614600 imposter matching scores. The

matching results for the verification experiments and the results from recog-

nition experiments are shown from Figure 4.2 to Figure 4.7 using receiver
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Fig. 4.3: ROC curve using different 3D features
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Fig. 4.4: ROC curve using 3D/2D features

operating characteristic (ROC) and cumulative match characteristics (CMC).

We also did experiments using protocolB or the second session database

which generated 2400 genuine and 457920 imposter matching scores. The

average number of 3D minutiae from 3D fingerprint in first session data is

30.356 and it is 31.346 in second session data. As can be observed from the
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Fig. 4.6: CMC curve using 3D features

ROC curve (Figure 4.2), the experiments using protocol for matching 3D

minutiae by [123] recovery method and [121] achieve similar performance

that is better than for the method in [120]. The EER (5.20%) of the result

using Shapelets correlated [123] recovered 3D fingerprint is smaller than

the other two ([121], 5.41% and [120], 7.09%). The ROC curve (Figure 4.8)

illustrates the same experiments using protocolB. The EER (4.12%) of the
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Fig. 4.7: CMC curve using combination of 2D and 3D features
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Fig. 4.8: ROC curve using different 3D fingerprint reconstruction approaches

matching result using Shapelets correlated [123] recovered 3D fingerprint

is smaller than the other two ([121], 4.29% and [120], 4.71%).

The comparative performance of protocolA using the proposed 3D

minutiae tetrahedron and 3D hierarchical tetrahedron is shown in Figure
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Fig. 4.9: ROC curve using different 3D features
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Fig. 4.10: ROC curve using 3D/2D features

4.3 and Figure 4.4. These two figures also show performance from other 3D

features. The ROC curves suggest that the 3D minutiae tetrahedron match-

ing approach achieves superior results than from 3D minutiae matching

method. The 3D hierarchical tetrahedron approach offers best performance

among these five methods. Moreover, the time complexity of matching
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two 3D fingerprints using 3D minutiae tetrahedron (0.167s) and using 3D

hierarchical tetrahedron (0.361s) is less than using 3D minutiae (2.435s).

Finger Surface Code matching method achieves superior performance than

using depth information in [44]. Figure 4.4 illustrates the matching re-

sults comparison for proposed method and 2D fingerprints acquired for

reconstruction as in [51]. The proposed hierarchical tetrahedron match-

ing method achieves the best performance. The matching experiments for

comparing proposed methods with other methods using protocolB are also

implemented and illustrated in Figure 4.9 and Figure 4.10. The proposed

3D minutiae tetrahedron method and hierarchical tetrahedron matching

method achieves superior performance than using other methods.
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Fig. 4.11: ROC using combination of 2D fingerprint and 3D fingerprint features

The 2D fingerprint features were simultaneously recovered from the

images acquired for 3D fingerprint reconstruction. Therefore we also inves-

tigated performance improvement from the combination of these 2D and

3D features. Such combined performance can be observed from the results

in Figure 4.5 and Figure 4.11. The matching experiments using protocolA
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Fig. 4.12: CMC curve using 3D features
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Fig. 4.13: CMC curve using combination of 2D and 3D features

show that the EER using 2D minutiae matching was reduced from 5.02%

to 2.72% when combining 3D minutiae tetrahedron features and reduced

to 1.41% when combining hierarchical tetrahedron features. For matching

experiments using protocolB, when combining hierarchical tetrahedron

features with 2D minutiae the EER was reduced from 4.06% to 1.25%.
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Fig. 4.14: ROC curve using proposed method and conventional minutiae methods

Furthermore, the performance can also be evaluated by CMC. The CMC

curves in Figure 4.6 illustrate the recognition experiments using protocolA

for the comparison of 3D features. The score level combination of 2D and

3D features is also used to ascertain the performance using CMC in Figure

4.7. The same experiments were also performed using protocolB and the

performance is shown in Figure 4.12 and Figure 4.13. We also evaluated the

proposed approach by using the cross-session fingerprints, i.e. protocolC.

Each 3D fingerprint sample from one subject in first session is used to

match all the 3D fingerprint samples from one subject in second session and

the maximum score is computed as the matching score. The comparative

performance using the proposed 3D minutiae tetrahedron based methods

and conventional minutiae approaches is shown in Figure 4.14. The EER

for matching two session fingerprints using hierarchical tetrahedron and

tetrahedron based approaches are 4.89% and 5.03% respectively. Although

the fingerprint cross-session matching is more challenging than single ses-

sion fingerprint matching, the proposed method still outperforms the other

conventional minutiae methods.
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Table 4.1: Matching performance using protocol A

Experiments Equal Error Rate Rank-1 accuracy

2D Contactless Minutiae 5.02% 95.65%
3D Finger Surface Code 14.44% 72.01%

3D Minutiae 5.20% 93.20%
3D Minutiae Tetrahedron 3.50% 97.23%

3D Hierarchical Tetrahedron 1.52% 98.61%
2D Minutiae + 3D Minutiae 3.92% 96.05%

2D Minutiae +

3D Minutiae Tetrahedron
2.72% 98.33%

2D Minutiae+
3D Hierarchical Tetrahedron

1.41% 99.72%

Table 1 illustrates improvement in EER and (rank-one) recognition

accuracy using protocolA from proposed method and combination of 2D and

3D features. The matching performance using protocolB shown in Table 2

also illustrates the improvement using proposed methods. The experimental

results using both two protocols demonstrate improved performance and

validate the matching approach proposed in this work. It’s clearly that

we have achieved slightly better results by using protocol B. As compared

with using protocol A, the second database contains less subjects and these

subjects who have attended first session fingerprint images acquisition are

more experienced. It may result in less challenging data is acquired in

second session as compared with first session.

4.6 Summary

In this chapter, the different approaches for matching reconstructed 3D

fingerprints have been presented. In order to address the limitations of state-

of-the-art 3D fingerprint matching algorithm and improve the matching
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Table 4.2: Matching performance using protocol B

Experiments Equal Error Rate Rank-1 accuracy

2D Contactless Minutiae 4.06% 95.42%
3D Finger Surface Code 10.31% 73.23%

3D Minutiae 4.12% 95.00%
3D Minutiae Tetrahedron 2.41% 97.29%

3D Hierarchical Tetrahedron 1.41% 98.34%
2D Minutiae + 3D Minutiae 3.28% 96.25%

2D Minutiae +

3D Minutiae Tetrahedron
1.99% 98.33%

2D Minutiae+
3D Hierarchical Tetrahedron

1.25% 99.27%

accuracy of 3D fingerprints, we have proposed a 3D minutiae tetrahedron

based fingerprint matching algorithm. By using 3D minutiae tetrahedron for

pre-alignment of each two fingerprints, the time complexity can be largely

reduced and the performance can be improved. In addition, conventional

2D minutiae features have also been used for matching acquired contactless

fingerprints. Such matching results can be incorporated with 3D fingerprint

matching results to further improve the performance of whole 3D fingerprint

identification system. 3D fingerprint curvature based matching approach

has also been implemented for comparison.

Several experiments on the two-session 3D fingerprint database have

been performed to demonstrate the effectiveness of proposed approaches.

From the experimental results, we can see that proposed tetrahedron based

matching method can speed up the alignment and matching process 3D fin-

gerprints. The proposed hierarchical tetrahedron based matching approach

has shown to offer significant performance improvement of state-of-the-art

3D minutiae matching method with higher speed. In addition, 3D fin-

gerprint matching performance can be further improved if proposed 3D
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minutiae tetrahedron features are combined with 2D traditional features

extracted from 2D fingerprint images for matching. However, the results

on 3D matching presented in this chapter should be considered preliminary

as better implementation and more comparative experiments are expected.

For example, Difference of Normal (DON) feature described in [143] has

shown to offer better performance than surface code based methods and

should be compared in further extension of this work.
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5Contactless and Partial 3D

Fingerprint Identification using

Deep Feature Representation

5.1 Introduction

Contactless 3D fingerprint identification has gained significant atten-

tions as it can offer more hygienic, accurate and ubiquitous personal identi-

fication. Despite such advantages, contactless 3D imaging often results in

partial 3D fingerprints as it requires relatively higher cooperation from users

during the contactless 3D imaging. Such contactless 3D fingerprint images

significantly degrade matching accuracy due to partial 3D fingerprint imag-

ing. Partial fingerprint identification [140], [144] is a challenging problem

and has been investigated for years. As compared with contact-based 2D

acquisition, contactless imaging more often results in partial images which

significantly degrades contactless 3D fingerprint matching accuracy. Accu-

rate identification of partial 3D fingerprints which generally result from

unintentional 3D translation and rotation of fingers under fixed field of view

from the sensors, is more challenging and deserves further investigation or

research effort.

Deep learning technologies introduced in past few years have shown

great success in computer vision, object recognition and feature representa-

tion fields. As one of key technique convolutional neural network (CNN)

approach has dramatically improved state-of-the-art methods for 3D object
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recognition [91]–[94]. Meanwhile, the CNN-based approach is also proved

to have better feature representative capacity than traditional handcraft

feature extraction method for biometrics recognition problem [86]–[90],

[145].

In terms of 3D fingerprint identification, although the proposed 3D

minutiae tetrahedron based approach has significantly improved 3D finger-

print identification accuracy, the perspective distortion and reconstruction

error during the 3D fingerprint acquisition process can significantly degrade

the minutiae extraction accuracy and contactless 3D fingerprint matching

performance. Especially, for partial 3D fingerprint identification problem,

when 3D minutiae cannot be accurately extracted or less 3D minutiae points

can be recovered due to the partial 3D fingerprint images, its identification

accuracy can be dramatically reduced. With regard to the deficiencies of

existing contactless 3D/2D fingerprint recognition approaches and inspired

by the successes of CNN-based approaches, we propose to explore deep

learning (CNN) capability for accurately matching contactless partial 3D

fingerprint images and further improve the performance of contactless 3D

fingerprint identification. An end-to-end multi-view CNN model is proposed

to extract contactless 3D fingerprint deep feature representation and such

approach is further applied for partial 3D fingerprint identification. 3D

fingerprint contour map is extracted and combined with 3D fingerprint

top-view images as two-channel inputs of proposed multi-view network.

Fully convolutional network (FCN) is used to segment the fingerprints from

background which results in more accurate 3D fingerprint matching. The

proposed model for generating contactless 3D fingerprint deep representa-

tion is illustrated in Figure 5.1. Table 5.1 shows the comparative summary

of different contactless 3D/3D view fingerprint identification methods.
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Fig. 5.1: Proposed end-to-end model to generate multi-view 3D fingerprint deep
feature representation.

Table 5.1: Comparative summary of contactless 3D/3D view fingerprint
identification methods

Database
Matching

strategy

Partial fingerprint

identification

Matching

Features

Reference

[51]

Contactless 3D/2D fingerprint

data (1920 fingerprints)

3D/2D minutiae

matching
No Hand-craft

Reference

[44]

Contactless/unwrapped 3D

fingerprint data (441 fingerprints)

Unwrapped 2D

minutiae matching
No Hand-craft

Reference

[53]

Contactless 3D fingerprint

data (1082 fingerprints)

Curvature features

matching
No Hand-craft

Reference

[65]

Contactless 2D and unwrapped 3D

fingerprint data (3000 fingerprints)

Unwrapped 2D

minutiae matching
No Hand-craft

Our work
Contactless 3D/2D and partial 3D

fingerprint data (3920 fingerprints)

Multi-view CNN

based matching
Yes Self-learned

In this chapter, we detail the CNN-based approaches for partial 3D

fingerprint identification. Firstly, in Section 5.3 contactless 3D fingerprint

deep feature representation are generated from multi-view convolutional

neural network. Partial 3D fingerprint can be considered as one of the side-

view 3D fingerprint. In next section (5.4), we define partial 3D fingerprint

then elaborate the protocol and approach for matching partial 3D fingerprint

using proposed multi-view network. The summary on partial 3D fingerprint

identification is introduced in the last subsection.
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5.2 Previous Work

There have been many promising efforts to improve accuracy for match-

ing contact-based partial 2D fingerprint images in the literature [140],

[144], [146], [147]. Reference [146] proposed to use minutiae based

matching method in the overlapping areas of partial 2D fingerprints and full

2D fingerprints. Wang et.al. [140] attempted to estimate the missing orien-

tation structures of partial fingerprint which highly improves the retrieval

efficiency for partial 2D fingerprint identification. A region-based partial

fingerprint matching method was proposed in reference [144]. Pixel-level

correlation coefficient between partial and full fingerprint was computed

for partial fingerprint identification. The experimental results on FVC

dataset [148] demonstrated that better performance can be achieved by

their method than other methods. Although the existing methods have

improved performance for partial fingerprint identification, there is nil

research on partial 3D fingerprint identification.

With the success of CNNs on image recognition tasks, several publica-

tions have investigated 3D object recognition using CNN-based approaches.

References [91], [92] proposed to use 3D CNN on volumetric grids and

successfully generated volumetric representations for 3D object recognition.

The proposed approaches in both publications were evaluated on several

benchmarks respectively and the experimental results indicated superior

performance than state-of-the-art methods. However, the CNN architecture

proposed in these approaches are designed for recognizing the global shape

of 3D volumetric data instead of recognizing local details of 3D surface

like 3D fingerprint. Different CNN-based methods were implemented in

[94], [96], [97] to generate 3D deep descriptors from 3D mesh or 3D point

cloud data for object recognition or retrieval. The effectiveness of these
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approaches was validated by different experiments. As compared with iden-

tifying 3D biometrics data (face or fingerprint), the tasks in these references

are less challenging because they only need to identify or retrieve the 3D

data from different categories. References [95], [98], [99] successfully gen-

erated deep representations from 3D face using CNN-based approaches and

achieved better recognition performance than the methods using traditional

face features. These achievements on 3D data recognition, especially on 3D

face recognition, have indicated that 3D fingerprints can also be identified

using CNN-based approach.

5.3 Multi-view 3D Fingerprint Identification

Contactless partial 3D fingerprint identification is a challenging prob-

lem that needs to be addressed for the successful emerging 3D fingerprint

identification. Partial 3D fingerprints are essentially from one of the side-

view 3D fingerprint and can be defined by 3D rotation of the 3D fingerprints

in a plausible range of elevation and azimuth angles. In this Thesis, we

firstly introduce our approach for generating multi-view 3D fingerprint deep

feature representation. This approach is then incorporated in experiments

to achieve more accurate partial 3D fingerprint identification.

5.3.1 Multi-view 3D Fingerprint Generation

Contactless 3D fingerprint recognition offers significant potential to

achieve superior performance than traditional contact-based fingerprint

recognition because 3D fingerprint can contain more discriminative informa-

tion and can be acquired in deformation free manner. Existing approaches

for 3D fingerprint recognition include matching 2D minutiae extracted

from unwrapped 3D fingerprints [44], [65] and matching 3D minutiae or
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curvature features directly extracted from 3D fingerprints [51]. The first

approaches fail to extract or match the 3D features available in the 3D

fingerprint. Due to the acquisition and reconstruction errors, the curvature

or 3D minutiae based features extracted using the second approaches may

be inaccurate and can result in degraded matching performance. When

human experts recognize the 3D fingerprint, they also identify the global

shape and local surface details of 3D fingerprint from different perspective

angles. Inspired by such reference, we investigate to use multi-view deep

learning based approach to learn the preferences in human visual system

for recognizing 3D fingerprints. The view angles of 3D fingerprint can be

defined as (θ, φ), which represents the horizontal rotation azimuth and

vertical rotation elevation angles as shown in Figure 5.2. Different 3D

fingerprint rotation views can be generated using the rotation matrix,

R(θ, φ) = Rz(θ)×Rx(φ) (5.1)

where Rz(θ) means rotation about the z axes and Rx(φ) means rotation

about the x axes. These matrices can be represented by the following

equations,

Rz(θ) =


cos θ − sin θ 0

sin θ cos θ 0

0 0 1

 (5.2)

Rx(φ) =


1 0 0

0 cosφ − sinφ

0 sinφ cosφ

 (5.3)
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Each 3D fingerprint P can be represented using (x, y, z), then the rotated

fingerprint can be represented using the following equation,


x′

y′

z′

 = Rz(θ)×Rx(φ)×


x

y

z

 (5.4)

The different views of 3D fingerprint are generated using the 3D fingerprint

point cloud by applying rotation matrix. Then three projections are gener-

ated based on different views including one top-view Pt and two side-views

(Ps1 and Ps2). The top-view fingerprint is essentially the 3D fingerprint when

observed from the top and the two side-view visualization of 3D fingerprints

can be defined by different, or a range of, plausible observation angles. In

order to avoid the repetition of top-view 3D fingerprint (elevation angle φ is

too small) and the loss of too much 3D fingerprint details (elevation angle

φ is too large), and simulate the plausible observations for identifying 3D

fingerprints (azimuth angle θ is close to 180 in Ps1 and close to 0 in Ps2),

the range of multi-view azimuth angles and elevation angles are selected as

follows,

P = Pt, (θ = 0, φ = 0)

P = Ps1, (θ = 170, φ = 50)

P = Ps2, (θ = 10, φ = 50)

(5.5)

The rotation of 3D fingerprint with respect to the field of view from fixed

camera is illustrated in Figure 5.2. Figure 5.3 provides sample multi-view

images from 3D fingerprint that can be observed from a fixed camera.

In order to ensure that our network can automatically and efficiently

learn the texture details of 3D fingerprint surface, different surface prepro-

cessing approaches are incorporated on 3D fingerprint point cloud data.

A straightforward way to represent top-view 3D fingerprint is to compute
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Fig. 5.2: 3D rotation of the fingerprint with respect to the camera. The possible
partial 3D fingerprint due to the camera’s field of view is also illustrated.

the gradient value of 3D fingerprint depth data. For 3D fingerprint depth,

the magnitude of the gradient represents how fast the depth changes in

a given direction. Therefore local 3D fingerprint ridge and valley details

can be represented using the magnitude of gradient value. Another way

to illustrate different views of reconstructed 3D fingerprint is to use 3D

surface curvature. Curvature feature can be directly extracted from 3D

fingerprint surface following the steps described in [139]. Based on the

calculated principle curvature, fingerprint surface shape index [51], [142]

can be also computed as the local ridge-valley descriptor. In this work,

3D fingerprint surface shape index is firstly calculated using the approach

mentioned in Section 3.4. Then adaptive histogram equalization is used
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(a)

(b)

(c)

Fig. 5.3: (a) Top-view 3D fingerprints (b) Side-view 3D fingerprints with θ =
170, φ = 50 (c) Side-view 3D fingerprints with θ = 10, φ = 50.

to normalize and smooth the fingerprint ridge-valley representation. More

clear surface details can be observed using such ridge-valley descriptor

generated from surface shape index with adaptive histogram equalization

filter. The experimental results in section 5.6 also illustrate that matching

3D fingerprints using ridge-valley descriptor can be more accurate than

using depth gradient.

In addition to using fingerprint top-view and side-view images, 3D

contour line map [149] from the reconstructed 3D fingerprint images is
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also used to represent the global shape and depth information. The contour

map, which is widely used to represent the 3D topography, can represent

steepness of slopes resulting from ridges and valleys of 3D fingerprint sur-

face. Thus, this map is suitable for describing reconstructed 3D fingerprints.

For each of the reconstructed 3D fingerprint P , each pixel on P can be

represented using (x, y, z), where (x, y) are the 2D location and z is the

depth information. The maximum depth can be computed as zmax and

the minimum depth can represented as zmin. Then the interval zint for

generating 3D contour map can be computed as follows,

zint = (zmax − zmin)/N (5.6)

where N is the number of contour lines in each contour map. For each

reconstructed 3D fingerprint P , the corresponding contour map is generated

using the contour lines with computed interval zint. In such a way, different

3D fingerprints that have different depth details are expected to be repre-

sented from the variation of the contour map. In this work, we combine 3D

fingerprint top-view and corresponding contour map into 2-channel input

for robustly training our network. Incorporating 3D fingerprint ridge-valley

descriptor with the corresponding contour map can help network learn both

texture details and global shape from 3D fingerprint. Figure 5.4 illustrates

different approaches to represent 3D fingerprints surface (top-view images)

and corresponding contour maps.

5.3.2 Multi-view 3D Fingerprint Segmentation

Automated segmentation of the region of interest from the acquired

fingerprint images is generally the first step for fingerprint identification.

For traditional contact-based fingerprint recognition approach, it is a critical
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(a)

(b)

(c)

Fig. 5.4: (a) Top-view 3D fingerprints surface using gradient operation (b) Top-
view 3D fingerprints surface ridge-valley representation (c) Top-view 3D
fingerprint contour maps.

step to remove fingerprint residual or considerable (noisy) background

regions. Fingerprint minutiae can also be more accurately extracted from

such segmented images. Although there are no fingerprint residual for

contactless 3D fingerprint images, the complex background, especially the

reflected light from background of 3D fingerprint images, which is generated

by using photometric stereo approach [23], [51], can also degrade the

feature extraction and recognition performance. In addition, the high
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quality segmented 3D fingerprints can better describe the shape of 3D

surface which is highly desirable for proposed CNN-based approach and

can result in more accurate 3D fingerprint matching.

Fully Convolutional Networks proposed in [150] are efficient for image

segmentation. The pixels-to-pixels network architecture is based on existing

well-trained deep networks like AlexNet [69], the VGG net [151], and

GoogLeNet [152], but the fully connected layer is replaced by convolutional

layer and unsampling process is added to realize accurate semantic segmen-

tation. Such end-to-end fully convolutional networks try to learn the images

deep representations based on local spatial input for label map prediction

and have achieved state-of-the-art performance for semantic segmentation

on many public datasets. The best segmentation results in [150] were

achieved by using VGG net with a structure, i.e. FCN-32/16/8s. Such

structure upsampled stride 32 (last layer) predictions back to pixels and

combined such predications with the predictions from pool4 layer, at stride

16 and predictions from pool3 layer, at stride 8. In such way, this method

can learn to coarse information from high layer and fine information from

low layer to achieve more accurate image segmentation. This FCN structure

proposed in [150] is illustrated in Figure 5.5.

Fig. 5.5: FCN structure proposed in [150]
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Given the success above, in this thesis, such FCN based approach is

adopted by fine-tuning VGG net to achieve accurate 3D fingerprint segmen-

tation. The foreground and background of 40 top-view fingerprints (Pt)

from different subjects in the training dataset are manually marked for train-

ing the FCN. The probability p of each pixel (x, y) belongs to foreground or

background is estimated. The labels l (0, 1) of each fingerprint are assigned

based on the probability using the following equation,

l =


1, if p (P (x, y)) = 1

0, if p (P (x, y)) = 0
(5.7)

The softmax loss function is used to predict the label of each pixel in each

top-view fingerprints (Pt). Figure 5.6 illustrates the segmented masks using

FCN approach and traditional ridge-based segmentation method in [153]. It

can be observed that smoother fingerprint boundaries can be obtained using

FCN approach. The comparative results in Section 5.6 also indicate that

segmenting fingerprint using FCN approach achieves better performance

than using traditional methods.

5.3.3 Multi-view 3D Fingerprint Recognition Network

Deep convolutional neural network based approaches are widely ap-

plied for image classification [69], [152], image recognition and image

representation [154]. However, one limitation of conventional CNN is when

the number of the samples from each subject is small, even after applying

data augmentation, the insufficient training data can easily result in over-

fitting problem and poor performance. The recognition accuracy can be

further improved by incorporating with more powerful network structure.
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(a)

(b)

(c)

Fig. 5.6: (a) Top-view 3D fingerprints ridge-valley representation (b) 3D finger-
prints mask generated using method in [153] (c) 3D fingerprint mask
generated by fine-tuning FCN.

Siamese network structure [77] has been introduced for years and has

shown promising performance on face verification problem. Recent advance-

ments in deep neural network have facilitated performance improvement

of such Siamese CNN in image recognition [155], [156], especially in bio-

metrics recognition [80], [157]. Siamese network consists of two CNNs

that shares the same network structure and takes the image pairs (matched
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pairs and unmatched pairs) as the inputs. Such network structure benefits

from the CNN and can offer better performance with enhanced learning

capability. In addition, much more training data can be generated by using

Siamese network than CNN. Sharing weights between two subnets means

fewer parameters are needed for training, which results in the fact that

less data are required. To some extent, it can avoid overfitting problem

caused by insufficient training data. It learns a similarity metric between

the two channels input data. Furthermore, the image representation pro-

duced from each subnet can be stored as the feature vectors. The extracted

feature vectors are easier to compare by computing the Euclidean distance

and they usually take less storage space than original images, which make

the CNN-based approaches suitable for the real application deployments.

Therefore, in this thesis the proposed network is trained base on Siamese

network structure.

5.3.3.1 Multi-view Siamese Network

As introduced in Section 5.2, three different views including one top-

view image and two side-view images generated from the reconstructed

3D fingerprint data are used for training proposed network. Three Siamese

networks (top-net, side-net1 and side-net2) with same structure are trained

separately using 3D fingerprint top-view and side-view images respectively.

Each network includes two single CNNs and the input pairs consist of the

fingerprint images from same or different subjects.

For each CNN from Siamese sub network, the network structure in-

cludes six convolution layers and one fully connected layer. The first five

layers are followed by max pooling layer. The input patch size for each CNN

is 256× 192. The filter size of each convolution layer is same and it is 3× 3.

48 feature maps are generated from the first convolution layer. The output
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numbers of feature map produced from the second to the sixth convolution

layer are 64, 96, 128, 256 and 512. The filter size of each max pooling layer

is 3× 3 and the stride is 2. The fully connected layer outputs 128 feature

maps. Each two corresponding convolution layers from two channels CNNs

share the same weights. Rectified Linear Unit (ReLU) is applied as the

activation function after each convolution layer and the fully connected

layer. The configurations of each single CNN of three sub-networks are

detailed Table 5.2.

Table 5.2: Configurations of each single CNN for each of three sub-networks

Layer Configuration

Conv1 Filter:3*3 Output number:48 Stride: 1*1 Pad: 0

Max Pool1 Filter:3*3 Stride: 2*2

Conv2 Filter:3*3 Output number:64 Stride: 1*1 Pad: 0

Max Pool2 Filter:3*3 Stride: 2*2

Conv3 Filter:3*3 Output number:96 Stride: 1*1 Pad: 0

Max Pool3 Filter:3*3 Stride: 2*2

Conv4 Filter:3*3 Output number:128 Stride: 1*1 Pad: 0

Max Pool4 Filter:3*3 Stride: 2*2

Conv5 Filter:3*3 Output number:256 Stride: 1*1 Pad: 0

Max Pool5 Filter:3*3 Stride: 2*2

Conv6 Filter:3*3 Output number:512 Stride: 1*1 Pad: 0

FC Filter:3*3 Output number:1024

Contrastive loss function L is designed for measuring the similarities

between each input pairs and is widely used in Siamese network. It is can

be defined as,

L = 1
N

N∑
i=1

(yi di2) + (1− yi)max(α− di, 0)2 (5.8)

where N stands for the number of samples in each batch. Euclidean dis-

tance di is computed to measure the similarities between each two feature
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representations (f(xi1), f(xi2)), i.e. feature vector of the fully connected

layer of input 3D fingerprint samples (xi1, xi2) in our case.

di = ||f(xi1)− f(xi2)||2 (5.9)

Each input pairs have the labels yi ∈ 0, 1 indicate whether they belong to

the same subject (genuine pair) or different subjects (imposter pair). The

network is trained to ensure that the distance between genuine pair is small

and to push the imposter pairs away by using such loss function. It also

focuses on training the imposter pairs with distance smaller than margin α.

Each Siamese network is trained separately. During the test phase, three

fully connected layers, which can be used to describe different features of

3D fingerprint different view images, are concatenated to form one multi-

view feature representation. The deep feature fall generated through the

whole network from each 3D fingerprints can be represented as,

fall = [F (Pt);F (Ps1);F (Ps2)] (5.10)

where F is the non-linear function of trained network. This deep fea-

ture representation containing not only 3D fingerprint ridge-valley details

from different views but also 3D fingerprint shape and depth information,

therefore is more robust to describe the reconstructed 3D fingerprint.

5.3.3.2 Two-channel Top-view Network and Matching Score

In addition to using multi-view 3D fingerprint images, 3D fingerprint

contour maps generated by using the method described in section 5.2 are

also incorporated into the proposed network. The contour map consisting

of contour lines, which connect points of equal elevation, can be used

to indicate the depth variations and global shape of reconstructed 3D

5.3 Multi-view 3D Fingerprint Identification 103



fingerprints. In this Thesis, 3D fingerprint top-view images were combined

with corresponding contour map into two channels as the inputs of the

subnetwork (two–channel-top-net). Thus the deep representations generated

from this network are expected to be more discriminative with such added

information of the global shape and depth variations.

Similar to the feature fusion processes in many publications [80], [158],

during the test phase, for each of the test or unknown 3D fingerprint, the

extracted feature vectors for test or unknown multi-view 3D fingerprints

from the fully connected layer of each three sub-nets are concatenated

as one deep feature representation. Each test fingerprint image sample

can be represented by three 1 − d vectors of length 128. Let f(·) be the

function to generate feature vector from each sub-net of proposed network.

Then the six feature vectors of multi-view 3D fingerprint pairs generated

from three sub-nets can be represented as (f(ai1), f(ai2)), (f(bi1), f(bi2))

and (f(ci1), f(ci2)), where a represents the combination of top-view 3D

fingerprint and corresponding contour map, b represents the side-view 3D

fingerprint and c represents the other side-view 3D fingerprint. For each of

the test or unknown 3D fingerprint image pair, the corresponding top-view

fingerprint and contour map, and two side-view fingerprints are generated

automatically. After the feature fusion, the robust deep feature can be

represented as (f((a, b, c)i1), f((a, b, c)i1)). Then the similarity, i.e. matching

score S between the deep feature representation of each 3D fingerprint pair

can be computed from the following equation,

S = Dis(fall(xi1), fall(xi2)) (5.11)

where Dis represents the Euclidean distance between each two deep feature

representations generated from the input pair.
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5.4 Partial 3D Fingerprint Generation and

Identification

Partial 2D/3D fingerprint identification has always been a challeng-

ing problem as compared with full fingerprint recognition. The partial

fingerprints are usually incomplete and with low quality, which make it is

difficult to accurately extract conventional features like minutiae from par-

tial fingerprints images. Accurate identification of contact-based 2D partial

fingerprint images is challenging and there is a lot work on this problem

[140], [144], [146]. However, almost all the research in the literature focus

on contact-based 2D partial fingerprint identification or latent partial fin-

gerprint identification problems. During the 3D fingerprint acquisition, the

unintentional rotation of subject’s fingers in 3D space can easily generate

partial 3D fingerprint. Such partial 3D fingerprint identification is more

challenging and needs attention for the success of emerging 3D fingerprint

technologies.

Similar to the process for generating side-view fingerprints described in

Section 5.2, we generate partial 3D fingerprint by randomly rotating the 3D

fingerprints in a plausible range of elevation and azimuth angle. Such 3D

fingerprint images represent partial 3D fingerprints acquired from a fixed

camera during 3D fingerprint imaging. Some real partial 3D fingerprints

acquired from the same 3D fingerprint imaging setup are also illustrated

in Figure 5.7 for the comparison with simulated partial 3D fingerprints. It

can be observed that the partial 3D fingerprints generated from the rotation

of 3D fingerprints are quite similar to the partial 3D fingerprints directly

captured using the camera, which can justify the feasibility of partial 3D

fingerprint generation approach for the performance evaluation.
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(a)

(b)

(c)

Fig. 5.7: (a) Partial 3D fingerprint image samples acquired using 3D imaging and
(b) corresponding partial 3D fingerprint ridge-valley representation (c)
The partial 3D ridge-valley representation from the same 3D fingerprint
generated from the rotation of 3D fingerprint with θ = 175, φ = 60 (first
row) and θ = 170, φ = 50 (second row).

In addition to generating partial 3D fingerprints, we also define partial

3D fingerprint identification protocol. In the literature [140], [144], contact-

based 2D partial fingerprints used for the performance evaluation are usually

generated from the randomly cropped first impression of each finger and

they are matched against the second impression of all fingers for evaluation.

In a similar way, partial 3D fingerprints are randomly generated from first
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3D fingerprint sample for the performance evaluation. In order to simulate

realistic scenarios of unintentional partial 3D fingerprint acquisition and

avoid the generation of full 3D fingerprint, the multiple random partial

3D fingerprints are generated from each sample in a plausible or realistic

range of rotation angles. The plausible azimuth and elevation rotation angle

ranges were from (180, 60) to (150, 30) and (0, 60) to (30, 30). The gallery

set contains 3D fingerprints generated from the second sample with two

rotation angles (165, 45) and (15, 45). Based on different 3D rotation angles,

partial 3D fingerprint can be easily classified into two types. The first type of

partial 3D fingerprint (PF1) is the fingerprint with azimuth rotation larger

than 90 degree and the other type of partial 3D fingerprint’s (PF2) azimuth

rotation is smaller than 90 degree.

Partial 3D fingerprints represent incomplete details which make it

difficult to extract accurate feature for the 3D fingerprint identification.

In order to achieve more accurate partial 3D fingerprint identification,

Siamese CNN based architecture proposed in Section 5.3 is also investigated

to generate partial 3D fingerprint deep representation features.

5.5 Experimental Evaluation

In this section, results from a range of experiments are reported to eval-

uate the proposed approach for contactless 3D fingerprint recognition and

partial 3D fingerprint identification. The proposed two-channel multi-view

Siamese CNN based approach is compared with state-of-the-art fingerprint

matching method using minutiae features. The Receiving Operating Char-

acteristic (ROC) curve and respective Equal Error Rate (EER) are generally

used for evaluating the performance of biometrics identification system. We

also adopt these two evaluation protocols to ascertain the effectiveness of
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proposed method. In addition, the Cumulative Match Characteristics (CMC)

as well as rank-one accuracy are also employed to ascertain recognition

performance from the proposed approach.

5.5.1 Implementation Details

We implement proposed method using a PC with GPU NVIDIA 980Ti

for training and testing based on an open-source and widely used deep

learning framework Caffe [159]. The initial learning rate is set to the same

value (0.01) for all the subnetworks and it is dropped by using inverse

decay function, i.e. lrnew = lr ∗ (1 + gamma ∗ iter)−power, where gamma

is 0.0001 and power is 0.75, throughout training. We minimize the loss

function using a stochastic approximation of gradient descent. Weight

decay and momentum we select for training the network are 0.005 and

0.9. The imposter pairs are three times larger than the genuine pairs for

effectively training the network. During the training phase, we find that

training top-view subnetwork achieves faster convergence than training

side-view subnetworks because top-view fingerprints contain more ridge-

valley details and have more clear shape. Thus the training process of

top-view subnetwork is stopped around 20k iterations and it is stopped

around 70k iterations for training side-view subnetworks.

5.5.2 Database Description

In order to evaluate the performance and compatibility of the proposed

approach, two publicly available databases [65] are employed.
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5.5.2.1 Contactless 3D Fingerprint Database

The first database (Database A) is the contactless 3D fingerprint database

which we introduced in Section 3. This database consists of 3D fingerprints

acquired from 336 different fingers and 160 fingers of them have two-session

3D fingerprints. The resolution of original 3D fingerprints is 2048 × 1536.

In order to avoid the repetition of samples in training and test set, the

first session data is used for training the proposed network and evaluating

the proposed approach. Each finger/subject in this database has six 3D

fingerprint samples. We divide this dataset into training set containing 960

(160× 6) 3D fingerprint samples, test set containing the other 960 samples

and validation set (96 samples). The multi-view 3D fingerprints, 3D finger-

print contour map and partial 3D fingerprint are generated automatically

by applying the approaches described in Section 5.2 and Section 5.4.

All the inputs fingerprint images are resized into 256× 192 resolution

for training. In such way, the pattern (ridge details) of the fingerprint

images with relatively low resolution can still be identified and using small

size images as inputs can result in more efficient training. The top-view

fingerprint samples with original resolution and lower resolution have

been illustrated in Figure 5.8. As indicated in Section II, we attempt to

simulate the two side-view fingerprints (Ps1 and Ps2) with plausible rotation

angles (θ = 170, φ = 50) and (θ = 10, φ = 50). During the fingerprint

acquisition process, the unintentional finger rotation can make the 3D side-

view fingerprints from same subject be very different. Hence we apply

data augmentation operation on side-view fingerprint training sets. For

each side-view fingerprint Ps1, four more samples with different rotation

angles (θ = 170, φ = 40; θ = 170, φ = 60; θ = 180, φ = 60; θ = 160, φ = 40)

are generated. For each side-view fingerprint Ps2, four more samples with

different rotation angles (θ = 10, φ = 40; θ = 10, φ = 60; θ = 0, φ = 60; θ =
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20, φ = 40) are generated. The size of each side-view fingerprint set is

increased five times after data augmentation. For matching 3D fingerprints

using this dataset, 2400 (160×6×5/2) genuine matching scores and 457920

(160× 6× 159× 6/2) imposter matching scores are generated.

(a) (b)

Fig. 5.8: (a) Top-view fingerprint samples with original resolution and (b) Top-
view fingerprint samples with lower resolution (256*192).

In order to investigate partial 3D fingerprint identification, we ran-

domly generate partial 3D fingerprints following the protocol introduced

in Section IV. C using the test set of this database. Each 3D fingerprint in
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this database has six samples. The first three samples are used to form

gallery set and the other three samples form test set. For each 3D fingerprint

sample in gallery set, two partial 3D fingerprints generated with different

but more realistic rotation angles (165, 45) and (15, 45). Test set contains

twelve partial 3D fingerprints generated from the other three fingerprint

samples. Each fingerprint in test set generates four random partial 3D

fingerprints in a fixed rotation angle range. The plausible azimuth and

elevation rotation angle ranges are from (180, 60) to (150, 30) and (0, 60) to

(30, 30). In order to simulate the real fingerprint identification process, it

is reasonable to assume the types of test fingerprint are unknown. Each

test fingerprint will be matched with two types of partial 3D fingerprints

in the gallery and the maximum score is selected as the matching score. In

such manner, 1920 (160× 12× 6/2/3) genuine matching scores and 305280

(160× 159× 12× 6/2/3) imposter matching scores are generated.

5.5.2.2 Multi-view Contactless Fingerprint Database

The second database (Database B) is multi-view contactless fingerprint

database. This database [65] includes multi-view (three views) contactless

fingerprint samples acquired from 1500 fingers using the commercial fin-

gerprint device [29]. For each finger, two fingerprint samples are acquired

and each fingerprint sample has three multi-view contactless fingerprints,

including one top-view and two side-view fingerprints. Figure 5.9 illustrates

the multi-view fingerprint samples in this database. This database does

not provide 3D fingerprint data, i.e. fingerprint depth or point cloud, and

it is difficult to accurately reconstruct 3D fingerprints from the three view

contactless fingerprint images without knowing the configuration of their

scanner. However these contactless fingerprints can be used for experiments

to evaluate proposed approaches directly. Since some fingerprint samples

are missing in this dataset, only 1000 fingers are used and divided into
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training set with 500 fingers and test set with the other 500 fingers. We

also generate a small dataset from the other 500 fingers to form valida-

tion set. Since the contactless fingerprint images in this database have

solid background colors, it’s easy to segment the fingerprints using con-

ventional fingerprint segmentation method. All the fingerprint images are

cropped (aligned) based on the fingerprint center and resized into the same

resolution (256× 192) as the images in previous dataset.

(a) (b) (c)

Fig. 5.9: (a) Top-view contactless fingerprint samples (b) (c) Two side-view con-
tactless fingerprint samples

The fingerprint 3D ridge-valley representation cannot be generated

without the knowledge of the fingerprint depth, thus we use conventional

Gabor filter [153] based method to enhance the contactless fingerprints.

The enhanced fingerprint samples used for training and test are illustrated in

Figure 5.10. In this database, each finger only has two fingerprint samples,
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which is not sufficient to robustly training the network. Therefore, we

augment the dataset by rotating the fingerprint by ±5 degrees in 2D space.

This step quadruples the size of the training set. For matching multi-view

contactless fingerprints using this dataset, 500 (500 × 2 × 1/2) genuine

matching scores and 499000 (500×499×2×2/2) imposter matching scores

will be generated.

(a)

(b)

(c)

Fig. 5.10: (a) Top-view contactless fingerprint samples (b) (c) Two side-view
contactless fingerprint samples

Three different ways are applied to train this database. The weights

of pre-trained network generated from the first database can be directly

used on this database. However, the different image representation of

the fingerprints from two databases makes the recognition performance
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relatively poor. For this reason, we also adapt the other approaches, i.e.

fine-tuning the proposed network using this new database and training the

proposed network using this new database. The experimental results in

Section 5.3.3 illustrate that fine-tuning or training the proposed network

achieves better performance than directly using the network weights.

5.5.3 Experimental Results

In this section, we present a series of comparative experimental results

to validate the effectiveness of the proposed method on contactless 3D

fingerprint recognition and partial 3D fingerprint identification.
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Top−view ridge−valley representation

Side−view1 ridge−valley representation

Side−view2 ridge−valley representation

Top−view depth gradient

Side−view2 depth gradient

Side−view1 depth gradient

Fig. 5.11: Comparative ROC curves for different views 3D fingerprint matching
using different fingerprint representation

Firstly several experiments were performed to evaluate the influence

from the proposed image preprocessing, segmentation operations and two-

channel network on 3D fingerprints recognition using dataset A. The first

experimental results that shown in Figure 5.11 illustrated that better per-
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Top−view FCN based fingerprint segmentation

Side−view1 FCN based fingerprint segmentation

Side−view2 FCN based fingerprint segmentation

Top−view conventional fingerprint segmentation

Side−view1 conventional fingerprint segmentation

Side−view2 conventional fingerprint segmentation

Fig. 5.12: Comparative ROC curves for different views 3D fingerprint matching
using different fingerprint segmentation methods

formance can be achieved by using 3D fingerprint ridge-valley descriptor

rather than using 3D fingerprint depth gradient for matching multi-view 3D

fingerprints. The EERs for matching one top-view and two side-view depth

gradient fingerprints were 3.72%, 3.73% and 4.72%. They were reduced to

1.83%, 2.04% and 2.49% when using 3D fingerprint ridge-valley descriptor.

Then the effects of different segmentation approaches were evaluated and

illustrated in Figure 5.12. We can observe that more accurate and smooth

shape can be generated by using FCN-based approach than using conven-

tional method for fingerprint segmentation, which also resulted in more

accurate 3D top-view and side-view fingerprint matching. The correspond-

ing EERs were also reduced from 2.98% to 1.83% for top-view fingerprint

matching, from 2.30% to 2.04% and from 3.19% to 2.49% for side-views

fingerprint matching.

In addition, we also compared proposed method with existing state-

of-the-art deep learning based approach, i.e. fine-tuning Resnet [154] on
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Proposed Top−view fingerprint recognition

Proposed Side−view1 fingerprint recognition

Proposed Side−view2 fingerprint recognition

Top−view fingerprint recognition by fine−tuning Resnet

Side−view1 fingerprint recognition by fine−tuning Resnet

Side−view2 fingerprint recognition by fine−tuning Resnet

Fig. 5.13: Comparative ROC curves for different views 3D fingerprint matching
using proposed method and fine-tuning Resnet
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Two−channel network using ridge−valley image & FCN segemntation

Two−channel network using ridge−valley image & conventional segmentation

Single−channel using ridge−valley image & FCN−based segmentation

Single−channel using ridge−valley images & conventional segmentation

Single−channel Using depth gradient images

Fig. 5.14: Comparative ROC curves for multi-view 3D fingerprint recognition using
different processing methods and networks

different view 3D fingerprints with FCN-based segmentation. In order to

fine-tune Resnet, we cropped the images into 1536×1536 based on the finger-

print center and resized them into 224× 224. From the comparative results
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illustrated in Figure 5.13, we can observe that proposed method achieve

better performance than using Resnet approach. The results for matching

multi-view 3D fingerprints using different preprocessing approaches, seg-

mentation methods and two-channel network were also illustrated in Figure

5.14. As indicated by the comparison result, matching 3D fingerprints

using two-channel networks with FCN-based segmentation achieved best

performance and the EER was 0.64%.

Then several experiments were performed to compare the proposed

approach with traditional 3D minutiae based methods and the proposed

minutiae-based method (Section 3) using two databases. In order to ensure

fairness in comparison and to achieve the best performance of conventional

minutiae based method, in database A, the minutiae were extracted from

the fingerprint images with 512× 384 resolution and the resolution of fin-

gerprint images in database B is 512 × 640. We followed the approaches

described in Section 3 to extract 3D, 2D minutiae and 3D minutiae tetrahe-

dron from ridge-valley top-view 3D fingerprints, 3D fingerprint curvature

images and depth gradient top-view 3D fingerprints for comparison using

database A. In addition, minutiae were also extracted from ridge-valley

side-view fingerprints for matching and the score fusion was applied to

combine the matching score generated from one top-view and two side-view

fingerprints. The fingerprint 2D minutiae extracted can be represented as

m = [x, y, θ, q, t], where x, y are minutiae location, θ is the minutia direction,

q is the minutia quality and t is minutia type and the 3D minutiae extracted

can be represented as m = [x, y, z, θ, φ, q, t], where z is minutia height, φ

is the 3D minutia orientation. The average number of minutiae extracted

from top-view, side-view1 and side-view2 fingerprints is 65.73, 16.46 and

19.18 respectively. Since the limited amount of minutiae can be extracted

from side-view fingerprints and such minutiae feature were relatively in-
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accurate, the matching performance was not expected to be improved by

the combination of top-view and side-view fingerprints matching. Figure
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Proposed multi−view 3D fingerprint matching

2D Minutiae−based top−view fingerprint matching

2D Minutiae−based side−view1 fingerprint matching

2D Minutiae−based side−view2 fingerprint matching

Fig. 5.15: Comparative ROC curves for 3D fingerprint recognition using proposed
methods and minutiae-based methods on multi-view fingerprints
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Proposed multi−view 3D fingerprint matching
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2D minutiae using curvature image

Fig. 5.16: Comparative ROC curves for multi-view 3D fingerprint recognition using
proposed method and minutiae-based method on database A

5.15 illustrated the comparative results for matching 3D fingerprints using
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proposed method and traditional minutiae-based methods on multi-view

ridge-valley fingerprints. The comparison in Figure 5.16 showed the per-

formance for matching 3D fingerprint using proposed method and several

popular minutiae-based approaches. It can be observed that the proposed

method achieves superior performance than other minutiae-based methods.

The EER was reduced from 1.86% to 0.64% by using proposed method.

We also implemented different approaches to match multi-view contact-

less 2D fingerprints using database B. Firstly, we directly used the weights

from the proposed single-channel multi-view network for testing. However

the enhanced fingerprints in database B were different with the ridge-valley

representation fingerprints in database A, which resulted in relatively poor

recognition performance. The EER was 9.12%. Then we attempted to fine-

tune the proposed network using the database B or directly train the network

using the database B. The network architecture is same as the single-channel

multi-view Siamese network. From the comparative results in Figure 5.17,

it can be seen that better performance can be achieved by fine-tuning the

network or training a new network. The EERs were decreased into 3.07%

(fine-tuning network) and 2.84% (training new network). In addition, the

proposed method also performed better than minutiae-based method. The

EER was 8.35% using minutiae-based method. 3D fingerprint verification

problem on two databases was also investigated using CMC curves which

were illustrated in Figure 5.18 and Figure 5.19. From the results we can

see that the proposed method offered superior performance for contactless

3D fingerprint matching and 2D fingerprint matching than minutiae-based

approaches on both two databases. Table 5.5 illustrated the EER values

and rank-one accuracy of different approaches on contactless 3D and 2D

fingerprint matching.
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Fig. 5.17: Comparative ROC curves for multi-view 2D fingerprint recognition using
proposed method and minutiae-based method on database B
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Proposed multi−view 3D fingerprint matching

3D minutiae tetrahedron using ridge−valley representation 

2D minutiae using ridge−valley representation 
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2D minutiae using curvature image

Fig. 5.18: Comparative CMC curves for multi-view 3D fingerprint matching using
proposed method and minutiae-based method on database A

In order to evaluate the effectiveness of the proposed approach on

partial 3D fingerprint identification, we followed the protocol described in

Section V.B and performed a set of experiments using proposed method,
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Fig. 5.19: Comparative CMC curves for multi-view contactless 2D fingerprint
matching using proposed method and minutiae-based method on
database B

Table 5.3: Comparative summary of contactless 3D/2D fingerprint identification
methods

Experiments
Equal Error

Rate

Rank-one

accuracy

2D minutiae approach on dataset A 2.39% 96.14%
3D minutiae approach on dataset A 2.64% 95.11%
3D minutiae tetrahedron approach

on dataset A
1.86% 97.40%

Proposed single-channel multi-view

method on dataset A
0.81% 96.25%

Proposed two-channel multi-view

method on dataset A
0.64% 99.89%

2D minutiae approach on dataset B 8.35% 70.60%
Fine-tune proposed single-channel

multi-view on dataset B
3.02% 85.40%

Train single-channel multi-view

on dataset B
2.84% 85.40%
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conventional minutiae-based method and fine-tuning Resnet [154] for com-

parison. The ROC curves for partial 3D fingerprint identification using

database A were illustrated in Figure 5.20. The proposed method also

outperformed fine-tuning Resnet approach and minutiae-based method. The

EER was reduced from 17.33% (minutiae-based) and 9.58% (fine-tuning

Resnet) to 7.27% (proposed).
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Fig. 5.20: ROC curves for partial 3D fingerprint identification using proposed
method, minutiae-based method and fine-tuning Resnet on database A

5.5.4 Space and Time Complexity Analysis

Space and time complexity are always the main concerns in the de-

ployment of developed systems. In this thesis, we also take this issue into

consideration. The proposed implementation runs on an Intel i5-2500

3.3GHz CPU with NVIDIA 980Ti GPU. It takes about 3 hours to train the

top-net and about 6 hours for training each side-net. During the test phase,

the deep feature representations are generated by forwarding operations

and the matching scores are generated by simply computing the Euclidean
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Table 5.4: Comparison of time and space complexity of different 3D fingerprint
recognition methods

Approaches
Matching

complexity

Feature

extraction
Matching

Template

size

2D minutiae
2D minutiae

alignment (High)
1.69s 1.16s

329− d
vector

3D minutiae
3D minutiae

alignment (High)
2.26s 1.43s

483− d
vector

Proposed

method

Euclidean

distance (Low)
0.01s 9.2 ∗ 10−5s

384− d
vector

distance between each two feature representations. Although the time

complexity for training the proposed multi-view network is relatively high,

test phase take much less time. Comparing with minutiae-based approaches,

which need relatively complicated feature extraction and time-consuming

minutiae alignment processes, the proposed method offers lower time com-

plexity for feature extraction and feature matching which shows great

potential for real-time applications.

In addition, the template size of extracted deep features using proposed

network is comparable to the size of traditional minutiae-based features.

The 384-dimension vectors extracted from proposed network to represent

each 3D fingerprint deep features are also acceptable and suitable for

storage. As a result, the proposed real-time multi-view 3D fingerprint recog-

nition system is suitable for large scale deployment. Table 5.6 illustrated

the comparison of matching complexity and computation time of feature

extraction and matching using different approaches.
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5.6 Summary

Contactless 3D fingerprint identification has been introduced for years

and offers significant potential to achieve superior performance than tra-

ditional contact-based fingerprint recognition, however the recognition

accuracy can still be improved by incorporating more advanced learning

and matching approaches. Contactless partial 3D fingerprint identification

has become an emerging topic with the introduction and deployment of 3D

fingerprint acquisition systems. As a challenging problem, it’s worth investi-

gating. Contactless fingerprint imaging often results in partial fingerprints,

usually due to the high degree of freedom during contactless 3D fingerprint

acquisition, limited depth of focus and field of view with commonly used

cameras. In this section, a new approach based on deep neural network is

proposed to accurately matching contactless 3D and partial 3D fingerprints.

Partial 3D fingerprints can be considered as specific side-view 3D finger-

prints, we firstly investigate the identification of contactless 3D fingerprints

using proposed multi-view Siamese network approach. A pre-trained fully

convolutional network is firstly fine-tuned to obtain more accurate and

smooth segmentation of 3D fingerprint. Then 3D fingerprint feature repre-

sentations, which contain more discriminative fingerprint texture details,

shape and depth information, are learned from proposed two-channel multi-

view CNN. Contactless partial 3D fingerprint is defined and simulated using

3D fingerprint for the first time in this Thesis. The proposed end-to-end

CNN-based model can efficiently learn more discriminative contactless 3D

fingerprint feature representation for partial 3D fingerprint and contactless

3D fingerprint recognition.

In order to evaluate the effectiveness of proposed approaches for partial

3D fingerprint identification and contactless 3D fingerprint recognition, sev-
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eral experiments have been performed on two publicly available databases.

As the comparative results illustrated in Section 5.5, the proposed method

performs significantly better than traditional popular minutiae-based ap-

proaches for contactless 3D fingerprint recognition and partial 3D finger-

print identification on both databases. In addition, Superior recognition

accuracy, low time complexity and low template storage space of proposed

method make it attractive for large scale deployment.
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6Accurately Matching

Contactless to Contact-based

Fingerprint Images

6.1 Introduction

Contactless 2D/3D fingerprint identification systems [25], [105] have

been introduced to address the limitations of traditional contact-based fin-

gerprint systems [24]. Development of advanced capabilities to accurately

match contactless fingerprint images with contact-based fingerprints is criti-

cal for the success of such technologies as billions of fingerprints in legacy

databases have been acquired using contact-based technologies. The studies

in several publications [103], [160] have indicated that the fingerprint

matching performance drops dramatically while matching the fingerprints

acquired from different sensors, especially for the fingerprints acquired

from contactless and contact-based sensors [43], [65].

Recent emergence of contactless fingerprint sensors and imaging con-

venience with smartphone sensors requires the development of specialized

methods for matching contactless fingerprint images with those stored/acquired

in legacy databases using contact-based fingerprint sensing technologies.

These solutions have wide applications, especially in areas like forensics and

e-business. Therefore, development of advanced algorithms to accurately

match contactless to contact-based fingerprint images (cross-matching) has
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emerged as challenging research problem and is focus of our work in this

chapter.

As introduced in Chapter 5, recently the advancement in deep learning

technologies have shown to offer remarkable success for the image recogni-

tion, classification and feature representation [69], [71], [72], particularly

for the challenging biometrics problems [85], [161] such as for the face

recognition [82], [109]. The experimental results in many publications and

Chapter 5 have also indicated that matching biometric images using CNN ap-

proach shown to offer superior performance than traditional image-based or

handcrafted feature based identification algorithms. In addition, recent pub-

lications [162], [163] have investigated fine-grained recognition problems

using CNN approach. Contactless to contact-based fingerprint matching

problem, which also need to identify the images from same category, can be

considered similar to fine-grained recognition problem.

Although CNN-based approaches have achieved success in biometrics

images recognition, matching cross-sensor fingerprint images using CNN is

still a challenging problem, especially matching the fingerprints acquired

from contactless and contact-based sensors. As compared with general

biometrics recognition problem using same sensing technologies, relatively

smaller inter-class variation and high intra-class variation among fingerprint

images from same subject pose significant challenges for the matching.

The inter-class variation observed among fingerprint images is smaller, as

compared to those from different objects, since these images are acquired

from the same object/finger illustrating ridge-like pattern. On the other

hand, due to significant differences in the nature of sensing technologies

and user habits, the cross-sensor images generally result in high intra-class

variations. It makes the fingerprint cross-sensor matching problem more

challenging than the fingerprint recognition problem using the same sensor.
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Figure 6.1 illustrates the fingerprint image samples with high intra-class

variation. Low inter-class variation and high intra-class variation among the

cross-sensor fingerprint images also pose challenges for accurately matching

fingerprint images using conventional CNN as the database available for

training CNN is also quite limited. Therefore, we propose to extract more

robust deep feature representations to describe the similarities between the

contactless and contact-based fingerprint images.

Fig. 6.1: Illustration of high intra-class variation between contactless fingerprints
and respective contact-based fingerprints from different subjects due
to intrinsic differences in the nature of imaging technologies and user
habits/interaction.

The problem of missing minutiae or spurious minutiae is well known

[15] to degrade fingerprint matching performance. One possible approach

to increase the reliability of recovered minutiae features is to incorporate

contextual information in the learning process for the minutiae feature

correspondences from contactless and contact-based fingerprints. The fin-

gerprint ridge patterns surrounding respective minutiae representations can

provide such valuable contextual information. Different fingerprints may

have similar structure but different ridge singularity which is embedded
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with texture details. Unlike face recognition, which largely benefits from

the global high-level features [80], most fingerprint systems available today

rely on the information extracted from the texture details (minutia) [15].

Any direct application of conventional convolution and pooling process

on fingerprint ridge flow patterns can degrade important texture details.

Therefore we propose to incorporate available ridge flow features with their

singularity (minutiae features) in our framework, to enhance the learning

process for the cross-fingerprint matching.

In this chapter, we detail a new CNN-based framework for accurate

matching contactless to contact-based fingerprint images. We briefly intro-

duce the fingerprint image preprocessing and data augmentation approach

for this framework in Section 6.3. We then elaborate the approach for

simultaneously incorporating minutiae features and the respective ridge

map and the approach for generating multiple inputs of proposed network is

also described. The architecture and proposed distance-aware loss function

of proposed multi-Siamese CNN are described in following section. The

details on generating fingerprint cross matching score are introduced is the

last subsection. The summary on contactless to contact-based fingerprint

cross matching is introduced in the last subsection.

6.2 Previous Work

In this section, we briefly review the related work on fingerprint sen-

sor interoperability and fine-grained recognition problem which similar

to contactless and contact-based fingerprint cross matching using CNN-

based feature representation. There have been many promising studies on

the contact-based fingerprint sensor interoperability [100], [102]–[104],

[164]. Alonso et al. [102] investigated fingerprint sensor interoperability
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and sensor fusion using a multi-sensor fingerprint database acquired from

three different fingerprint sensors including thermal and optical sensors.

The experimental results in this reference also illustrate that the matching

performance drops dramatically when fingerprints acquired from different

sensors are matched. The technical report in [104] also investigates finger-

print sensor interoperability problem using the fingerprints acquired from

nine different sensors including one thermal sensor, four capacitive sensors

and four optical sensors. The work detailed in above references is quite

promising but limited to addressing the fingerprint sensor interoperability

problem only for the contact-based fingerprints acquired from different

sensors.

References [43], [57] described the unwrapping of 3D touchless finger-

prints to achieve compatibility for unwrapped touchless fingerprints with the

legacy rolled fingerprint images. Authors have used a commercial matcher

to evaluate the matching performance for touchless rolled impressions and

contact-based rolled fingerprints. Although these promising but preliminary

studies have investigated the interoperability problem between unwrapped

touchless fingerprints and contact-based rolled fingerprints, the focus of

problem investigated is different. Contactless rolled fingerprint acquisi-

tions have higher bulk and cost as it requires multiple cameras to recover

contactless rolled fingerprints. Therefore contactless fingerprints that are

generate 2D images equivalent to those from popular flat fingerprint sensors

is considered in this work as they provide low-cost and flexible alternative

to contact-based fingerprint sensors. Also the work in [43], [57] should be

considered preliminary on a limited size proprietary database, i.e. reference

[43] uses images from 38 fingers with two samples while reference [57] uses

images from 102 fingers with two samples. The technical reports in [106],

[165] describe outcome from a range of experiments that were designed to
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investigate the matching performance and interoperability of contact-based

and contactless fingerprints (rolled and unwrapped fingerprints) acquired

from a variety of commercial fingerprint sensors. These experimental re-

sults also indicate significant degradation in the matching performance

when the fingerprint images acquired from a contactless fingerprint sen-

sor were matched with the respective fingerprint images acquired using

contact-based commercial fingerprint sensor. These references provide very

interesting insights on the interoperability among the contact-based and

contactless fingerprint devices; however, these are only evaluation reports

and do not make any attempt/research to further improve interoperability

or correct the deformations in contact-based fingerprint images that could

help to improve such cross matching accuracy.

More recently, reference [107] presented a new method to improve

contactless to contact-based cross matching performance. Based on con-

tactless fingerprint images, which can be considered as ground-truth fin-

gerprint image (elastic deformation free), a deformation correction model

(DCM) was proposed and trained in this work to correct the deformation

of contact-based fingerprint image. This is a more promising and efficient

method to address the cross-matching problem. However, the performance

improvement is limited and needs significant improvement for the real

applications.

There have been many successful implementations of deep learning

for the challenging pattern recognition problems and many CNN models

have been introduced to achieve state-of-the-art performance for image

recognition and classification [109], [154]. Siamese CNN consisting of two

identical CNNs was introduced in [77] to learn the similarity metric from

the face images. This approach has been quite promising in achieving higher

performance for the face verification task. The Siamese CNN was further
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improved in [155] by combining two Siamese streams into two-channel

with one stream network. Although these promising studies achieved high

performance for image recognition and feature description using Siamese

CNN, in the best of our knowledge, there have been very few attempts to

address challenging problems in the contactless to contact-based fingerprint

cross matching using the deep learning algorithms. In more recent years,

fine-grained recognition problems have been investigated in the literature.

Reference [162] proposed a triplet sampling algorithm to generate deep

ranking model and learn the fine-grained image similarity. The experi-

mental results demonstrated the superior performance of their approach

than the other methods using hand-crafted visual features. A CNN-based

bilinear model is proposed in reference [163] to generate fine-grained im-

age descriptor. The network was firstly fine-tuned on ImageNet dataset to

generate initialized parameters. The results demonstrated the effectiveness

of their methods on various fine-grained recognition datasets. In reference

[166], the authors proposed to train neural language models using CNN.

The model incorporated raw text description with respective images and

learned a scoring function between them. Their proposed approach signifi-

cantly outperformed the state-of-art method on birds classification. Inspired

by all their successes in the above brief summary, it’s meaningful and of

significance to investigate the contactless to contact-based fingerprint cross

matching problem using deep learning.

6.3 Cross Fingerprint Matching Framework

6.3 Cross Fingerprint Matching Framework 132



6.3.1 Data Preprocessing and Augmentation

Due to fundamental differences in the intrinsic nature of contact-based

and contactless sensing technologies, the images from the same finger using

such sensors appear quite different. Therefore it is necessary to incorporate

fingerprint image preprocessing. The downsampling operation is further

helpful to ensure same scale ratio or the size. The region of interest (ROI)

in each of the images is automatically cropped using the center position of

fingerprint impression. The sample fingerprint images acquired from the

two sensors are illustrated in Figure 6.1. Histogram equalization is applied

on all contactless fingerprints. In order to increase the similarity between

the two cross sensor fingerprints, from the same subject/finger, Gabor filter

in [59] and adaptive histogram equalization filter [126] are used to enhance

these two kinds of fingerprint images. Figure 6.2 (a)-(c) illustrates such

preprocessing of fingerprint images. As the ridge detail regions illustrated in

Figure 6.3, we can see that such two steps enhancement operation improves

the similarity of contactless and contact-based fingerprint images.

Data augmentation is a common strategy employed in the deep learning

to increase the volume of training dataset and prevent overfitting problem.

The contactless fingerprint images generally have larger angular rotations

than the contact-based fingerprint images because of less restriction during

the acquisition process. Hence, each contact-based training sample image is

rotated by ±8 and ±15 degrees and each contactless training sample image

is rotated by±10 and±20 degrees. This step increases the size of dataset five

times. The experimental results also indicate that the matching performance

is improved with the fingerprint image enhancement operations and the

data augmentation process.
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(a) (b) (c) (d)

Fig. 6.2: (a) Contactless fingerprint and respective contact-based fingerprint from
same subject (b) Enhanced fingerprints using Gabor filter (c) Enhanced
fingerprints (ridge flow maps) using Gabor filter and adaptive histogram
equalization (d) Minutiae maps generated from the fingerprints.

(a) (b) (c) (d)

Fig. 6.3: (a) Original contactless and contact-based fingerprint (b) Enhanced
fingerprints (c) Ridge details of original fingerprints (d) Ridge details of
enhanced fingerprints.

6.3.2 Fingerprint Ridge Map and Minutiae Features

The minutiae features are widely believed to be the most accurate

[15] and employed in almost all the fingerprint technologies available
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today. However the degradation in matching accuracy due to missing or

spurious minutiae is also well known in the literature [15]. This problem is

more serious for the contactless fingerprints, largely due to the nature of

contactless imaging that allows high degree of freedom in the acquisition

under limited field of view and pronounced distortions in regions away from

the image center. Several promising studies in the image recognition using

CNN have also demonstrated the improved performance by incorporating

contextual information or images with hand-crafted features [167], [168].

Therefore, it is judicious to incorporate (also experimentally justify) the

minutiae feature and respective ridge feature to enhance the learning for

the joint fingerprint feature correspondences from the two sensors.

The fingerprint minutiae extracted using the method in [59] can be

represented as m = [x, y, θ, q], where x, y are minutiae location, θ is the

minutia direction and q is the minutia quality. For each fingerprint, minutiae

map is generated by marking the minutiae location, direction (minutiae

related ridge) and quality on the image. In order to avoid minutiae over-

lapping, each minutia point is represented using a solid circle with radius

equal to 2 pixels. The minutiae direction is represented using 8 pixels’ short

line along the fingerprint ridge. Minutiae quality values from 0 to 1 are

mapped into 0 to 255 so that it can be represented by using gray values.

Figure 6.2 (c)-(d) illustrate the enhanced fingerprints (ridge flow maps) and

related minutiae maps. The feature level combination in our architecture is

expected to generate more accurate fingerprints feature correspondences

for the cross-matching. The ridge flow map and related minutiae map

fusion process of the fingerprints from same subject is illustrated in Figure

6.4. The feature map g(·) generated from enhanced ridge flow map (rm)

samples of the contactless and corresponding contact-based fingerprints

can be represented using g(rm)cl and g(rm)cb respectively. We use g(mm)cl
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and g(rmm)cl to respectively represent features generated from minutiae

map (mm) samples and our combination (rmm) of contactless fingerprint

samples. The average Euclidean distance D between each two feature maps

among 6 samples from same finger (Fig.6.4 as example case) is used to rep-

resent the similarity of two feature maps. The average normalized distance

among such 6 enhanced ridge flow map samples from this finger (Fig.6.4)

is D(g(rm)cl, g(rm)cb) = 0.0429 and the average distance among 6 minutiae

map samples is D(g(mm)cl, g(mm)cb) = 0.0675. With the proposed combi-

nation, the average distance reduces to D(g(rmm)cl, g(rmm)cb) = 0.0226

for the samples from this finger considered for illustration.

Fig. 6.4: Fingerprint ridge map and minutiae map fusion process and sample
feature maps using HSV color space.

In order to generate more robust deep feature representation from

the proposed network, besides of fingerprint ridge map and corresponding

minutiae map, the specific regions of the fingerprint ridge map based on

fingerprint core point are also extracted for the input of proposed network.
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The specific regions include fingerprint core point region and blurred core

point region. This operation, i.e. incorporating the specific regions, can

help the network to learn relative ridge pattern details that may be lost due

to the convolution and pooling operation on fingerprint ridge map.

Fingerprint core point is automatically detected using the method in

[169]. For the fingerprints, which have more than one core point, we

always select the point with smaller horizontal value as the core point. For

the fingerprints, which have no core point, we crop the center region of

fingerprint images as core point region. Based on the core point, we crop

the 120 ∗ 120 pixels surrounding region as the core point region from the

fingerprint ridge map (192 ∗ 192 pixels). The ridge map with blurred core

point region (164 ∗ 164 pixels) is generated by applying Gaussian blur (filter

size equals to 13 and sigma equals to 2) to the resized ridge map image on

80 ∗ 80 pixels region surrounding the core point position. The contactless

fingerprint image samples for core point region and the ridge map with

blurred core point region are illustrated in Figure 6.5.

Fig. 6.5: Fingerprint ridge map, fingerprint core point region and fingerprint with
blurred core point region.

6.3.3 Networks for Cross-Matching Framework

Our goal is to accurately match the fingerprints acquired from two

different sensors. The contactless and contact-based fingerprints from same
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subject generally have different shapes, rotations and noises from range of

sources (like residue of leftover latent, etc.). Therefore under such high

inter-class and intra-class variations, it is difficult to achieve accurate feature

correspondences using traditional CNN. Siamese CNN [77] includes twin

CNN which benefits from the CNN and can offer better performance with

enhanced learning capability. It learns a similarity metric between the two

channels input data and is suitable for the contactless to contact-based

fingerprint matching problem.

The proposed fingerprint cross matching framework takes the advan-

tages of existing hand-crafted fingerprint features and Siamese CNN ar-

chitecture, and differs from it in both architecture and loss function. This

framework mainly consists of three sub-networks and each of them contains

two single CNNs. The inputs of the three sub-networks are fingerprint ridge

map and minutiae map (sub-net1), ridge map with blurred core point region

(sub-net2) and core point region of ridge map (sub-net3) respectively. For

each CNN in sub-net1, the network structure includes four convolution

layers, each one followed by a max pooling layer, one concatenation layer,

one fully connected layer. For each CNN in sub-net2, the network struc-

ture includes four convolution layers and max pooling layers and one fully

connected layer. Each CNN in sub-net3 consists of four convolution layers

and max pooling layers and one fully connected layer. The distance-aware

loss function introduced in section II.D is jointly used for each two CNNs

in each sub-nets. For sub-net1, the first layer containing two convolution

layers correspond to fingerprint ridge map and related minutiae map. It

aims to learn the minutiae feature correspondences among the fingerprints

and ensure the robustness of the network. The first convolution layer uses

a filter size of 11 × 11 and 64 feature maps are generated. The second

convolution layer generates 256 feature maps with 5 × 5 filter. The third
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layer generates 512 feature maps with 3 × 3 filter. The last convolution

layer uses a filter size of 3 × 3 and 1024 feature maps are generated. For

sub-net2, the number of the feature maps generated from each convolution

layer are 64, 128, 256, 512, 1024 respectively. For sub-net3, the number of

the feature maps generated from each convolution layer are 64, 256, 512,

512 respectively. For all three sub-nets, the filter size of each max pooling

is 3× 3 and the fully connected layer generates 1024 feature maps. Each

two corresponding convolution layers from two channels CNNs share the

same weights. Parametric Rectified Linear Unit (PReLU) [72] is applied

after the fully connected layer. The architecture of sub-net1 is shown in

Figure 6.6. The deep feature representations generation process from each

three sub-nets, for the contactless fingerprint, is shown in Figure 6.7.
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Fig. 6.6: Architecture of our contactless to contact-based fingerprint cross match-
ing network. Including three parts: fingerprint ridge map and minutiae
map generation, the Siamese CNN and the distance-aware loss function.

6.3.4 Distance-Aware Loss Function

The Siamese CNN framework consists of two CNNs and one contrastive

loss function. We represent the given pair of input images as (X1, X2),

i.e. one contactless fingerprint and one contact-based fingerprint for our
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Fig. 6.7: Deep feature representation generation process for contactless fingerprint
from each three sub-nets.

problem. Let W represent the learned parameters in this network, Y

represents the label of the input pair images, if input images (X1, X2)

belong to the same subject or finger (Genuine pair) Y = 0 and otherwise

(Imposter pair) Y = 1. dn(W,X1, X2) represents the L2 − norm distance to

measure the similarities between the output (JW (X1), JW (X2)) generated

by mapping (X1, X2). n represents the nth sample pair in each batch and N

represents the batch size. The loss function includes two parts, genuine and

imposter part, which can be represented as,

L(W, (Y,X1, X2)n)=Y max(M1−dn(W,X1, X2), 0)2

+(1−Y )(dn(W,X1, X2))2
(6.1)

dn(W,X1, X2) = ‖(JW (X1)− JW (X2))‖ (6.2)

The loss function requires the distance for imposter pairs larger than margin

M1. The training phase trains the Siamese network to reduce the distance
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among the genuine pairs and increase the distance for imposter pairs. The

Siamese CNN has shown [77], [78] to offer promising performance on

image recognition and classification. However further improvement is

required for challenging applications with high inter- and intra-class varia-

tions, particularly those with limited amount of training data. In general,

more overlapping region between genuine and imposter distribution will

result in higher probability of matching error. Our goal is to reduce this

overlapping region. The imposter part max(M1 − dn(W,X1, X2), 0)2 of loss

function indicates that the network focuses on training the imposter pairs

with distance smaller than margin M1. It helps to reduce the overlapping

region of genuine and imposter distribution by increasing the distance be-

tween imposter pairs. However, the original contrastive loss function is not

robust because there is no specific constraints on training genuine pairs.

Therefore, we introduce an important parameter M2 to add constraint on

the genuine part of the loss function and ensure nonlinearity in the loss

function. Such loss function can account for the distance between genuine

pairs and is therefore referred as distance-aware loss function. It can be

represented as follows:

L(W, (Y,X1, X2)n)=I(W, (Y,X1, X2)n)

+G(W, (Y,X1, X2)n)

=Y max(M1−dn(W,X1, X2), 0)2

+(1−Y )max(dn(W,X1, X2)−M2, 0)2

(6.3)

This genuine part max(dn(W,X1, X2) − M2, 0)2 of this loss function can

ensure that the network focus on training the genuine pairs with larger

distance M2. It aims to focus on training the challenging genuine samples

(genuine pairs with large distance or intra-class variations) to ensure ro-

6.3 Cross Fingerprint Matching Framework 141



bustness of the network in responding to intra-class variations. In such way,

the overlapping region between genuine and imposter distribution can be

further decreased. Hence further improvement in matching performance is

expected.

Given a new loss function, the stochastic gradient decent approach

is used to optimize the Siamese CNN framework for cross-matching. The

gradient of the distance-aware loss function consists of two parts and can

be computed from the following equations,

∂L(W, (Y,X)n)
∂w

= g(w, (Y,W )n) + i(w, (Y,X)n) (6.4)

For each imposter pair, i(w, (Y,X)n) is same as original imposter part of

contrastive loss function. For each genuine pair, if dn(w, x1, x2) < M2,

∂L(W, (Y,X)n)
∂w

= 0 (6.5)

if dn(w, x1, x2) > M2,

∂L(W, (Y,X)n)
∂w

= ∂L

∂dn(w, x1, x2) ·
∂dn(w, x1, x2)

∂w

=2(‖(Jw(x1)−Jw(x2))‖−M2)

· ∂||(Jw(x1)− Jw(x2))||
∂w

(6.6)

The genuine and impostor pairs are expected to achieve more robust clas-

sification with the usage of this new loss function. In addition, we follow

the processes described in [77] and [155] to validate the effectiveness of

proposed loss function respectively. The comparative experimental results

in section 6.4 can further support/evaluate the loss function.
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6.3.5 Generating Cross Matching Score

Similar to the feature fusion processes in many publications [80], [158],

during the testing phase, the extracted feature vectors for contactless/contact-

based fingerprints from the fully connected layer of each three sub-nets

are concatenated as one deep feature representation. Each test fingerprint

image sample can be represented by three 1 − d vectors of length 1024.

Let f(·) be the function to generate feature vector from each sub-net of

proposed network. Then the six feature vectors of contactless (cl) and

contact-based (cb) fingerprint pairs generated from three sub-nets can be

represented as (f(acl), f(acb)), (f(bcl), f(bcb)) and (f(ccl), f(ccb)), where a

represents the input combination of fingerprint ridge map and minutiae

map, b represents the input ridge map with blurred core point region and c

represents the input core point region of ridge map. For each of the test or

unknown fingerprint image pair, the corresponding enhanced ridge map and

minutiae map, core point region of ridge map and ridge map with blurred

core point region are generated automatically. After the feature fusion, the

robust deep feature can be represented as (f((a, b, c)cl), f((a, b, c)cb)). Then

the similarity between the deep feature representation of each contactless

and contact-based fingerprint pair can be computed from the following

equation,

S = Dis(f((a, b, c)cl), f((a, b, c)cb)) (6.7)

where Dis represents the Euclidean distance between each two deep feature

representations generated from the input pair.
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6.4 Experimental Evaluation

In this section, we detail on a range of experiments that were per-

formed to evaluate the proposed approach for contactless to contact-based

fingerprint cross matching. Our fingerprint cross matching network is im-

plemented using the deep learning framework Caffe [159]. In the following

experiments, stochastic gradient descent algorithm is used to optimize the

network. The initial learning rate lr is set at 0.001 and decreases by follow-

ing equation lrnew = lr ∗ (1 + gamma ∗ iter)−power, where gamma is 0.0001

and power is 0.75. Weight decay and momentum we select for training the

network are 0.005 and 0.9. M1 = 10 and M2 = 5 are selected as the param-

eters of proposed loss function. The imposter pairs are three times larger

than the genuine pairs for effectively training the network. We employed

two publicly available datasets in our experiments to evaluate the proposed

contactless to contact-based fingerprint cross-matching framework.

6.4.1 Evaluation of Proposed Loss Function

In order to illustrate the robustness of proposed distance-aware loss

function, before applying proposed method on contactless to contact-based

fingerprint cross matching problem, we first performed comparative ex-

periments using Siamese-based network with traditional contrastive loss

and proposed loss function on popular face recognition [77] and patch

recognition [155], [170] problems.

In recent references [155] and [170], the authors have presented

several experimental results using Siamese-based network with different

loss functions on a benchmark dataset [171]. This dataset includes three

subsets, Yosemite, Notre Dame, and Liberty and each of them contains
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Fig. 6.8: ROC curves using proposed loss function and contrastive loss function
on UBC patch dataset

more than 450,000 image patches. Since the Yosemite set is not available

from [171], we use Notre Dame set for training and Liberty set for testing.

The well-defined training set contains 500,000 patch pairs and the test

set contains 100,000 patch pairs with equal number of matching and non-

matching patch pairs. Reference [155] and [170] use the same training and

testing protocol, we also use this protocol for making a fair comparison. We

follow the network structure in [170] but using proposed loss function. The

evaluation criterion is ensured to be the same as in [155] and [170], i.e.

false positive rate at 95% recall (FPR95) and ROC curves. The comparative

experimental results in Table 5.1 and Figure 6.8 consistently confirm the

effectiveness of the proposed loss function. Since the data augmentation

operation in [170] is not described in details, we tried different rotation-

based data augmentation and we achieved better performance by using

proposed loss function. The network structures in [155] and [170] are

specially designed for respective proposed structure and loss function, which

may result in poor performance using Siamese network with contrastive
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Table 6.1: Comparative experimental results using the method/protocol in [155]
and [170]

Dataset False positive rate at 95% recall (FPR95)

Train Test
Proposed

loss
Contrastive

loss

Siamese with
Euclidean loss

in [155]

Siamese with
Euclidean and

Hamming
loss in [170]

Notre
Dame

Liberty 8.04% 12.79% 13.24% 8.50%

Table 6.2: Comparative experimental results using the method/protocol in [77]

Experiments
False Accept Rate (%)

10% 7.5% 5% 1%

AT&T Dataset
Proposed loss function 0.00 0.00 0.44 2.67
Contrastive loss function 0.00 0.00 0.89 5.67
Contrastive loss function

reported in [77]
0.00 1.00 1.00 N/A

AR Dataset
Proposed loss function 6.15 8.28 11.52 31.96
Contrastive loss function 9.05 12.86 19.03 48.51
Contrastive loss function

reported in [77]
11.00 14.60 19.00 N/A

loss, than the methods in [155] and [170]. In addition, In reference [77],

the authors evaluated Siamese network on two face datasets [172], [173].

For the first dataset [172], it includes 400 images from 40 subjects, with

variations in lighting, facial expression accessories, and head position. The

training set consists of 350 images for 35 subjects and test set consists of

50 images for 5 subjects. The second dataset [173] contains 3536 images

for 136 subjects with 26 images per subject. The images with expression

variations, lighting variations, dark sunglasses and face-obscuring scarves

make the dataset extremely challenging. It is combined with a subset

(randomly selected) of [174] as the training dataset that includes 2496

images from 96 subjects in [173] and 1122 images from 187 subjects in

[174]. The test set contains 1040 images from 40 subjects in [172]. In

order to ensure a fair comparison, we used the same training and testing

protocol and the network structure described in [77] but using proposed

loss function. The evaluation criterion is ensured to be the same as in [77],
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i.e. false reject rate for different false accept rates. In addition, we plot ROC

curves for performance evaluation. The comparative experimental results

in Figure 6.9, Figure 6.10 and Table 6.2 consistently illustrate significant

performance improvement and confirm the effectiveness of the proposed

loss function.
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Fig. 6.9: ROC curves using proposed loss function and contrastive loss function
on AT&T dataset

6.4.2 Training and Testing Dataset A

The first dataset we used for experiments evaluation is the database

we collected in Chapter 3. It consists of 5760 contactless and respective

contact-based fingerprint images acquired from 320 fingers. A total of

3840 fingerprints from 160 fingers were used for training the network and

remaining fingerprints were used for the performance testing. Each training

finger contained 12 contact-based and contactless fingerprint samples while

each testing finger had 6 contact-based and contactless fingerprint samples.

Each fingerprint image was resized into the same resolution (192 × 192).
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Fig. 6.10: ROC curves using proposed loss function and contrastive loss function
on AR dataset

The training dataset contained 19200 (160× 60× 2) fingerprint images after

implementing data augmentation approach detailed in section 6.3.

6.4.3 Fine-tuning Proposed Network on Dataset B

In order to validate the robustness of proposed cross matching ap-

proach, another publicly available dataset [65] is also utilized. This dataset

contains 1500 fingers data with 3000 contactless fingerprint samples and

6000 corresponding flat contact-based fingerprint samples. In this exper-

iment first 1000 fingers containing 6000 fingerprint samples were used to

evaluate the proposed method. A total of 500 fingers images from the

dataset B were used for fine-tuning the fully connected layer of the pro-

posed network that has been trained using dataset A. The rest of 500 fingers

images were used for the testing. In order to fine-tune this network, each

fingerprint image was also resized into the same resolution (192×192). Each

of the training fingerprint ridge map and related minutiae map were rotated
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by ±3 and ±6 degrees. The image samples of contactless and contact-based

fingerprints from the dataset B are illustrated in Figure 6.11.

Fig. 6.11: Contactless fingerprint and corresponding contact-based fingerprint
from same subject in dataset B.

6.4.4 Evaluation Protocol

In order to demonstrate the effectiveness of proposed method, we

not only compare the proposed method with the other popular CNN archi-

tectures, but also present comparison with more accurate minutiae based

method recently presented for the same problem in [107]. We use ROC

(Receiver Operating Characteristic) and EER (equal error rate) to ascertain

the performance from the proposed method. The CMC (cumulative match

characteristics) and rank-one accuracy are also employed to ascertain the

cross matching performance for the recognition problem.

6.4.5 Experimental Evaluations

This section provides a range of comparative experimental results. For

contactless to contact-based fingerprint cross matching using dataset A,
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5760 (160 × 36) genuine matching scores and 915840 (160 × 6 × 159 × 6)

imposter matching scores were generated. We generated 4000 (500 × 8)

genuine matching scores and 1996000 (500×2×499×4) imposter matching

scores for the cross matching experiments using dataset B.

In the first two experiments, we evaluated the effectiveness of fin-

gerprint preprocessing and data augmentation approach using fingerprint

ridge map and minutiae map. The Euclidean distance was computed as

the matching score between each of the two test data representations. As

we can observe from the ROC curve in Figure 6.12, the fingerprint cross

matching performance has significant improvement with the usage of Gabor

filter and the adaptive histogram equalization. The EER achieved 10.95%

when using enhanced fingerprint ridge map with two filters and the related

minutiae map. It is 19.19% when using enhanced fingerprint ridge map

with Gabor filter and related minutiae map. We also evaluated the results

of data augmentation in the second experiment. Although Siamese CNN

architecture generated much more input data pairs than traditional CNN,

in our particular case, the size of the data was not large enough to train a

robust deep network. As illustrated in Figure 6.13, matching performance

is improved by incorporating data augmentation.

Then the efficiency of proposed approach to incorporate fingerprint

ridge maps and related minutiae maps was evaluated. The architecture

of designed network for training fingerprint images only is similar to the

network in Figure 6.6 but by removing Concat layers. The comparative

experiment to evaluate the proposed distance-aware loss function was also

performed. The proposed cross matching method was used for training

and testing on dataset A. It can be observed from the ROC in Figure 6.14

that training the network using proposed approaches, i.e. incorporating

fingerprint ridge map with the related minutiae map, with distance-aware
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Fig. 6.12: ROC curves for cross matching using minutiae map and ridge map with
Gabor filter and adaptive histogram equalization(AHE), with Gabor
filter only and fingerprint image without enhancement
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4 times rotation on training data

2 times rotation on training data

Training dataset without data augmentation

Fig. 6.13: ROC curves for cross matching using 4 times rotated training data, 2
times rotated training data and training data without augmentation

loss function achieved better performance than only using the fingerprint

ridge maps. The EER values of using proposed approach and only using fin-
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gerprint ridge map are 10.95% and 13.46% respectively. Our comparative re-

sults also indicated that fingerprint cross matching using the distance-aware

loss function achieved better performance than that using the traditional

contrastive loss function (EER = 12.91%).
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Ridge map and minutiae map with proposed loss 

Ridge map and minutiae map with contrastive loss
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Fig. 6.14: ROC curves of our method using minutiae map and ridge map with
distance-aware loss function, minutiae map and ridge map with con-
trastive loss function and ridge map with distance-aware loss function

In addition, several experiments were performed to evaluate the effec-

tiveness of proposed multi-Siamese network. The ROC curves of the results

for cross-fingerprint matching by separately using three sub-networks and

the whole network were illustrated in Figure 6.15. Our results demonstrate

that more robust/effective deep fingerprint feature representations can be

learned from the proposed multi-Siamese network. From the ROC curves,

we can see that better performance for the cross-fingerprint matching can

be achieved by using the proposed multi-Siamese network framework than

using individual sub-network. The EER is further decreased to 7.93% using

the proposed approach.
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Using core point region sub−network

Using ridge map and minutiae map sub−network

Using blurred core point region sub−network 

Fig. 6.15: ROC curves for cross matching using whole multi-Siamese CNN and
three subnetworks

Several experiments were performed to evaluate the proposed fin-

gerprint cross matching approach by comparing with other competing or

popular methods. We firstly compared the proposed approaches with four

promising CNN-based methods such as Resnet [154], triplet network [109]

and in [175] or [155]. According to the network structure in [155], a

6-layer 2-channel network was implemented using fingerprint ridge map

and related minutiae map as the input. In order to implement Residual

network [154], contactless and contact-based fingerprints from the same

subject were combined as one class. Then fingerprints were classified into

160 classes by this network. Since the size of fingerprint dataset is not

large enough for training very deep network, we implemented a 6-layer

Resnet following the network structure in [154]. In order to ascertain the

effectiveness of batch normalization [175], we added batch normalization

layer after each convolution layer of our network. We also generated the

fingerprint dataset for training a 6-layer triplet network [109]. The testing

fingerprint deep representations were extracted from the fully connected
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layer of above networks for the cross matching. The matching performances

are evaluated using the ROC and shown in Figure 6.16. Although these

methods achieve great success in image recognition or classification, in our

particular case the proposed method achieves outperforming results than

from these competing methods.
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Fig. 6.16: ROC curves for cross matching using our method and other CNN-based
methods

Another competing method appears in our previous work [107] as it

provides comparison with some methods in the literature. As compared with

several conventional methods, more accurate contactless to contact-based

fingerprint matching has been achieved by using the deformation correction

model (DCM) proposed in [107]. Therefore, this approach and the method

in [17] were also evaluated for the cross fingerprint matching performance.

In order to ensure fairness in comparison and to achieve the best perfor-

mance of conventional minutiae based method, the contactless fingerprint

images with 512 × 384 resolution and the contact-based fingerprint with

328× 356 resolution in database A were used for minutiae-based matching.
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The resolution of contactless fingerprint images and contact-based finger-

prints used for minutiae-based matching in database B is 512 × 640 and

640×480 respectively. Such comparative results in Figure 6.17 illustrate that

the proposed approach (EER = 7.93%) can significantly improves the state-

of-the-art method (EER = 16.17%) in [107]. Contactless to contact-based

fingerprint cross matching performance was also evaluated using the CMC

curve and rank-one accuracy in Figure 6.18 and Table 6.3. The rank-one

accuracy is improved to 64.59% compared with the best performing method

(41.82%).
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Fig. 6.17: ROC curves for cross matching using our method and minutia-based
methods

We also performed comparative experiments on dataset B to ascertain

the robustness of proposed framework. The comparative ROC curves, CMC

curves and rank-one accuracy were respectively generated. Figure 6.19 il-

lustrated the results for cross-fingerprint matching by separately using three

sub-networks and the whole network. In addition, we also attempted to

use different weights to concatenate the feature representations generated
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Fig. 6.18: CMC curves for cross matching using our method and minutia-based
method

Table 6.3: Experimental evaluations on two datasets

Experiments
Equal

Error Rate
Rank-one
accuracy

Deformation correction
model [107] on dataset A

16.17% 41.82%

Minutiae matcher in
NIST [17] on dataset A

43.83% 10.99%

Our method on dataset A 7.93% 64.59%
Deformation correction

model [107] on dataset B
21.60% 38.90%

Minutiae matcher in
NIST [17] on dataset B

38.01% 24.92%

Our method on dataset B 7.11% 58.87%

from three subnets. The results were also illustrated in the Figure 6.19.

When weight ratio of sub-net1(ridge and minutiae map), sub-net2(blurred

core point region) and sub-net3(core point region) is 2:3:5, we achieved

the best performance and respective EER value is 7.11%. It can be observed

from Figure 6.20 and Figure 6.21, the proposed cross matching method also

achieved outperforming results than the other methods on dataset B. This
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again validated the robustness and efficiency of the proposed method. The

EER is 7.11% using proposed model, it is 21.60% using traditional minutiae-

based matching and it is 22.10% using triplet CNN-based matching. The

rank-one accuracy in Table 6.3 is also improved from 38.9% to 58.87% by

incorporating proposed approach. The proposed method on this dataset also

shows a significant improvement (p-value< 0.0001) of traditional methods.
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Fig. 6.19: ROC curves on dataset B for cross matching using whole multi-Siamese
CNN and three subnetworks

6.4.6 Time Complexity Analysis

The proposed implementation runs on an Intel i5-2500 3.3GHz CPU with

NVIDIA 980Ti GPU. It takes around 4 hours to train the sub-net1 for around

20k iterations, around 5 hour to train the sub-net2 for around 40k iterations

and around 4 hours to train the sub-net3 for around 30k iterations. Al-

though training the whole networks takes several hours, during the testing

phase, the deep feature representations are generated by simply forward-
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Fig. 6.20: ROC curves on dataset B for cross matching using our method and other
methods
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Fig. 6.21: CMC curves on dataset B for cross matching using our method and
other methods

ing operations. In addition, the matching scores are generated by simply

computing the Euclidean distance between each two feature representa-

tions, which takes less than 0.10 second. Comparing with minutiae-based
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Table 6.4: Comparative time and storage complexity between different cross fin-
gerprint matching methods

Approaches
Number of

parameters

Feature

extraction
Matching

Template

size

Minutiae-based <10 1.682s 1.256s
292− d
vector

Triplet CNN ∼32.5 M 0.008s 7.98 ∗ 10−5s
1024− d

vector

Two channel CNN ∼15.7 M 0.009s 8.68 ∗ 10−5s
1024− d

vector

Residual CNN ∼10.1 M 0.012s 7.12 ∗ 10−5s
1024− d

vector

Proposed method ∼22.6 M 0.014s 1.49 ∗ 10−4s
3072− d

vector

approaches, the proposed method does not need complicated feature ex-

traction and time-consuming minutiae alignment processes and therefore

offers faster fingerprint cross matching. Table 6.4 illustrates comparative

storage requirements for the respective templates and the computational

complexity between the methods considered in this work.

6.4.7 Discussion

Despite significant improvement in the accuracy for contactless to contact-

based fingerprint cross matching, further improvement is required to meet

the expectations for the deployment. The limitations in the matching accu-

racy from the proposed method can be observed from the falsely rejected

genuine fingerprints and falsely accepted imposter fingerprints. Figure 6.22

presents such falsely rejected image samples and falsely accepted image

samples from the two public databases used in this work. As can be observed

from images in Figure 6.22 (a), most false rejects in both datasets can be

attributed to three key reasons. Firstly, the quality of these contactless or

contact-based fingerprint images is quite poor. Secondly, contactless or

contact-based fingerprints have very large rotation. Thirdly, there is very

little overlap between the contactless and contact-based fingerprints due to
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significant differences in the image sensing and/or acquisition approaches.

False acceptance of image pairs in both datasets, as can also be appreci-

ated from sample images in Figure 6.22 (b), can be attributed to two key

reasons. Firstly, the contactless and contact-based fingerprints illustrate

similar contour or structure. Secondly, the contactless and respective falsely

accepted contact-based fingerprints present high similarities in image details

including similar core point region and ridge flow patterns. The limitations

in accurately matching these images can be addressed by incorporating

larger database, (using more challenging data for the training), and further

advancing the network architecture to more accurately learn local ridge

map from the fingerprints, especially under the deformation.

6.5 Summary

In addition to investigating contactless 3D/2D fingerprint recognition

in previous Chapters, we have presented a novel multi-Siamese fingerprint

cross matching framework to accurately match contactless to contact-based

fingerprints in this Chapter. To the best of our knowledge, this is the first

such attempt address challenging cross-fingerprint matching problem using

CNN. Our framework detailed in this Chapter incorporates most reliable

minutiae features along with the respective ridge flow maps to ensure ro-

bustness in the learning minutiae feature correspondences. A multi-Siamese

CNN with distance-aware loss function is designed to generate the finger-

print feature representation vectors. In addition, the hand-craft features

(fingerprint core point) is utilized to generate more robust fingerprint deep

feature representation. Each three fingerprint representation vectors from

three sub-nets are concatenated for more accurate cross matching. The

experimental results from two datasets presented in section 6.4 illustrated

that proposed method can achieve outperforming results than many other
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(a)

(b)

Fig. 6.22: (a) Falsely rejected image sample pairs from test dataset A (first two
rows) and dataset B (last two rows); (b) Falsely accepted image sample
pairs from test dataset A (first two rows) and dataset B (last two rows).
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promising deep learning methods. Our experiments also indicated that

the proposed method can achieve significantly improved performance over

other minutiae based fingerprint cross matching methods.
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7Conclusions and Future Work

7.1 Conclusions

Human identification and information security have always been an

important part of daily life. From ancient fingerprint recognition by human

experts to recent face and iris recognition by using latest deep learning tech-

nologies, biometrics have been used for human identification and informa-

tion security for a very long time. With the innovation of technologies and

hardwares, more and more different human characters like iris, palmprint

and finger knuckle have been investigated for automatic authentication.

Fingerprint is still one of the most popular biometrics due to its accuracy

and invariance and fingerprint identification systems have been widely

deployed in different scenarios like companies and border crossings.

As next generation fingerprint technology, automatic contactless 3D

fingerprint identification has shown its greater advantages than conven-

tional contact-based/contactless 2D fingerprint identification techniques.

Such emerging 3D fingerprint identification technology has the potential to

achieve better recognition accuracy than conventional contact-based finger-

print identification technologies. Many companies and academic institutions

have put effort into developing contactless 3D fingerprint identification sys-

tems. However, the existing contactless 3D fingerprint acquisition and

identification systems have the limitations like high-cost, bulky hardware

and high complexity. The performance of 3D fingerprint identification can

be further improved by the introduction of more advanced fingerprints

matching strategies.
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In this Thesis, an efficient and accurate contactless 3D fingerprint

acquisition and identification system has been proposed and developed.

Our 3D fingerprint acquisition device consisting of a single camera and six

colored LEDs is low-cost and fast, which make it suitable for deployment

as compared with existing bulky 3D fingerprint acquisition systems. In

addition, the lack of public available contactless 3D fingerprint database has

motivated us to develop a two-session 3D fingerprint database containing

3216 3D fingerprints reconstructed from 6432 colored 2D fingerprints which

are acquired from 336 different clients/fingers. Although this Thesis only

presented results from 300 3D fingerprint clients and 160 3D fingerprint

clients, the current database is from 336 fingers for one session and 200

3D fingerprints for two session. Entire 3D fingerprint database is made

available for further research. To the best of our knowledge, this is the

largest contactless 3D fingerprint database. Such two-session 3D fingerprint

database containing contactless 3D/2D fingerprints and respective contact-

based fingerprints has been shared in public domain to further advance

much needed research in this area.

We not only built a fast contactless 3D fingerprint acquisition device but

also proposed more accurate and faster 3D fingerprint recognition algorithm.

The minutiae features are widely believed to be most reliable and popularly

employed for the fingerprint recognition. However the computational com-

plexity for matching 3D minutiae is significantly high. In order to address

this limitation, 3D minutiae tetrahedron features including several invari-

ant features to describe each minutiae tetrahedron have been extracted

for the first time. Based on these extracted features, tetrahedron based

matching method has been developed not only to speed up the alignment

and matching process but also to improve the recognition performance. We

successfully extend conventional minutiae based matching approach into
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3D space. As compared with existing 3D fingerprints identification methods

and state-of-the-art approach in [51], the proposed method offers faster

and more accurate contactless 3D fingerprint acquisition and 3D finger-

print matching. Contactless 3D fingerprint matching performance for two

session 3D fingerprints, illustrated significant degradation in performance.

Such degradation can be due to the significant intra-class variation due to

contactless nature of imaging, i.e. same finger during second session is

presented with significantly altered distance and roll, yaw, pitch rotation an-

gles. Normalization of second session 3D fingerprints, before the matching,

is expected to improve such performance and suggested for further work. In

addition, the proposed tetrahedron based matching is a generalized method

which can also be used for other problems, like 3D finger-vein and 3D

finger-knuckle recognition, which can also illustrate minutiae features in 3D

space. Even for 3D surfaces/objects recognition problem, it’s also possible

to improve the performance by using the idea of proposed structure-based

matching method.

Although the results presented in chapter 4 and 5 of this Thesis have

illustrated significantly improved performance for contactless 3D fingerprint

recognition using minutiae-based (specifically designed feature) approach,

the great success of deep learning technologies on biometrics feature repre-

sentation and matching inspires us to investigate contactless 3D fingerprint

recognition using image-based (self-learned feature) approach by CNN in

this Thesis. In addition, chapter 5 in this Thesis also investigated challeng-

ing partial 3D fingerprint identification problems using deep learning. A

multi-view CNN-based model has been proposed to learn more discrimina-

tive contactless 3D/2D fingerprint feature representation to address partial

3D fingerprint identification and contactless 3D/2D fingerprint recogni-
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tion problem. Such multi-view framework can also be used for other 3D

objects/surfaces recognition.

At last but not least, chapter 6 in this Thesis has investigated contact-

less to contact-based fingerprints cross matching problem. The solution

for such open problem is critical for the success of emerging contactless

fingerprint technologies. The success of CNN-based approaches on 3D fin-

gerprint recognition and fine-grained recognition problems has motivated

us to investigate on fingerprints cross matching problems using CNN-based

approaches. Chapter 6 in this Thesis details the development of CNN-based

framework to address such challenging fingerprint cross matching problem.

Our framework firstly trains a multi-Siamese CNN using fingerprint minu-

tiae, respective ridge map and specific region of ridge map. Such network is

used to generate deep fingerprint representation using distance-aware loss

function, which have been proved to outperform contrastive loss on general

image recognition problems. Deep fingerprint representations generated

in such multi-Siamese network are concatenated for more accurate finger-

prints cross matching. To the best of our knowledge, it is the first time that

cross fingerprint matching problem has been investigated by using CNN-

based approach and such approach has achieved outperforming results,

over several popular deep learning architectures and over contactless to

contact-based fingerprints matching methods in the literature. The idea for

using different parts or views of fingerprint images for the training can also

be used for other challenging biometrics recognition and fine-grained recog-

nition problems. Such training can enrich the feature learning from the

multiple representations of the input object/data and therefore the trained

network can be better proposed to accurately match from incomplete or

partial representation of unknown data or biometric.
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In summary, the solution developed from this work to efficiently and

accurately acquire 3D fingerprints using a low-cost, small and lightweight

device can make it attractive for deployment. Deep learning based ap-

proaches have been investigated to achieve better performance for 3D

fingerprint comparison and fingerprint cross matching problem. Many of

the algorithms introduced in this Thesis can find attractive attention to ad-

dress other problems. For examples, the cross-fingerprint matching solution

can be incorporated for cross-domain object recognition problems or tetra-

hedron based 3D fingerprint matching approach can also offer attractive for

3D finger vein or 3D finger knuckle based biometrics identification.

7.2 Future Work

Despite promising results have been achieved in this Thesis, there are

still several limitations to our study. Some additional work for further

research needs to be addressed and is summarized point by point.

• Contactless 3D fingerprint acquisition. The imaging method em-

ployed in this Thesis can have problems for some elderly or someone

with neurological disorders. Currently, six LEDs are used to acquire

two RGB images for the reconstruction. It can be reduced to three

LEDs and one image shot and/or also incorporate higher speed cam-

era, with a small global shutter, in further work. Such approach can

further speed up the acquisition process and ensure the quality of

acquired fingerprint images. In addition, more efficient image pro-

cessing strategy like crossed polarizers can be considered to reduce

specular reflection of acquired fingerprint images.
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Although the developed acquisition system is low-cost and fast, the

quality of generated 3D fingerprint remains far from the expectations

for the deployment because the limitations of photometric stereo

based 3D fingerprint reconstruction. Currently, color photometric

stereo technique under the Lambertian model assumption is used

to reconstruct 3D fingerprint surface normal. However, technically,

fingerprint is not an ideal Lambertian model which may impact the

accuracy of 3D fingerprint reconstruction using conventional photo-

metric stereo. In addition, the surrounding light and the distance of

LEDs may also impact the 3D reconstruction performance. Therefore,

some advanced photometric stereo based techniques for fingerprint

(non-ideal Lambertian model) should be investigated in the future to

achieve more accurate 3D fingerprint reconstruction. Due to the vary-

ing quality of 3D minutiae and 3D reconstruction error, full potential

from 3D fingerprints is yet to be realized for more accurate matching.

Therefore further work is also required to more accurately estimate 3D

minutiae quality and develop more accurate reconstruction algorithm

for images acquired under colored illumination.

• 3D fingerprint feature extraction and matching. In this Thesis, 3D

minutiae based features have been extracted and used for contactless

3D fingerprint matching. The tetrahedron based representation intro-

duced in chapter 4 is not scale invariant largely because of extraction

of absolute length lmax and lmin. Therefore development of scale-

invariant representation for 3D tetrahedron is expected to further

improve the performance and is suggested for further work. Accord-

ing to the literature on 2D/3D fingerprint matching, other valuable

3D fingerprint features like 3D ridge feature can also be integrated

with proposed 3D minutiae tetrahedron for more accurate 3D finger-
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print identification. Therefore one further work of this Thesis can

be incorporating 3D minutiae related features with other different

features from reconstructed 3D fingerprint for more accurate 3D fin-

gerprint recognition. As an important topic in fingerprint matching,

3D fingerprint indexing should also be investigated in extension of the

further work. Success of indexing algorithm relies on fast matching

and tetrahedron based template matching is expected to be useful for

such problem.

• Contactless 3D fingerprint identification using deep learning tech-

nologies. The multi-view contactless 3D fingerprint identification ap-

proach in chapter 5 uses the fingerprint deep feature representations,

which are directly generated from multi-view 2D fingerprint images,

for matching. It is worthy to study 3D fingerprint deep feature genera-

tion directly by using 3D convolutional neural network techniques on

3D fingerprint point cloud data. Very recent publications on fingerprint

recognition [90], [176], [177] have demonstrated that CNN-based

approaches have the potential to achieve more accurate fingerprint

minutiae extraction. Such approach can also be incorporated into

3D fingerprint minutiae extraction. In addition to using fingerprint

images, 3D fingerprint minutiae can also be accurately extracted using

CNN-based approach and such extraction can be incorporated into

CNN-based framework for more accurate contactless 3D fingerprint

and partial 3D fingerprint identification. The two-step fingerprint

segmentation and deep feature extraction is another limitation of

proposed framework and the end-to-end network need to be designed

for 3D fingerprint recognition in future research.

• Contactless 3D/2D fingerprint sensor interoperability. Although

we have investigated contactless to contact-based fingerprint sensor
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interoperability in this Thesis, the matching performance still doesn’t

meet the expectations of the biometrics community for the deploy-

ments. The core point selection strategy proposed in this work maybe

inaccurate and can be improved by incorporating CNN-based core

point region or center point region detection. As compared with

contact-based fingerprint cross-sensor matching, the cross matching

using contact-based to contactless fingerprints is more challenging.

In practice, lack of sufficient training data, i.e. contact-based and

respective contactless fingerprints, in proposed framework can signifi-

cantly degrade the matching accuracy. Incorporating different data

augmentation strategies like scale-based data augmentation and us-

ing more promising learning strategies including different stochastic

optimization algorithms are expected to improve the cross matching

performance and should be considered in the extension of this work.

Therefore, further work is also required to develop and incorporate

larger dataset, better architecture and strategy to achieve performance

improvement to meet the expectations from the biometrics community

for the deployments. In addition to achieving accurate contactless

2D to contact-based fingerprint cross matching, another further work

of this Thesis should be on accurate contactless 3D fingerprints and

contact-based fingerprints comparison.
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